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Abstract 

Because of its deep commitment to the protection of human rights, the EU affords a very high 

level of protection to the personal data of its citizens. This protection also plays an important 

role in light of the right to respect of private life, also enshrined in the EU. The European 

Commission decided, after negotiations with the US, on a framework called the EU-US Pri-

vacy Shield. This framework will legitimate data flows between the EU and the US and pro-

tect the EU citizens’ data, and thus their privacy. The Privacy Shield contains general princi-

ples that organizations in the US must adhere to, as well as a summary of the US law that will 

be applicable to and protect the EU-citizens. The framework sets out the various mechanisms 

through which the US authorities will ensure effective legal protection.  

 

The Commission must, when making a decision like the Privacy Shield Decision, find and 

decide that the US, by reason of its domestic law or its international commitments, ensures a 

level of protection that is “essentially equivalent” to that ensured in the EU. In this thesis, the 

central question explored is whether the US provides for such a level of data protection and 

further whether the Privacy Shield would withstand scrutiny in the Court of Justice of the 

European Union. The ones that are about to transfer personal data to the US need to get an 

answer to whether they can rely on the Privacy Shield Decision, or if they should rely on al-

ternative existing data transfer mechanisms instead.  

 

The conclusion that will be presented in the thesis is that there are several reasons to be criti-

cal of the EU-US Privacy Shield. The conclusion is logically based on the fact that the Com-

mission has not made an assessment of the protection provided in the US that is sufficient to 

state that the protection is “essentially equivalent” to the protection guaranteed within the EU 

legal order. The regulations in the US are spread out in different types of regulations. The 

regulations contain many limitations and exceptions to the protection which is why it is diffi-

cult to determine the scope of the protection in advance. It is therefore necessary that the 

Commission analyzes the actual level of protection taking these limitations and exceptions 

into consideration. Some kind of guarantee that the EU is informed of all regulations that 

might have an effect on the EU citizens’ data protection is needed.  

 

Further, the effective exercise of the data subject’s fundamental rights might be undermined 

because of the complexity and the lack of clarity of the Privacy Shield Framework, and it 

seems like EU-citizens will have limited access to redress mechanisms in the US. The im-



 3 

provements made in the US since the invalidity of the previous adequacy decision does not 

seem to be sufficient, and what impact the new administration will have on these improve-

ments, as well as the Privacy Shield in general, is not clear. In addition, the Privacy Shield 

Principles will have to get modified before the new data protection regulation will enter into 

application in the EU year 2018.  
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1 Abbreviations  

 

CJEU  Court of Justice of the European Union 

DoC  US Department of Commerce  

DPA  Data Protection Authority  

FADAP  The Federal Act of Data Protection 

FAQ  Frequently Asked Questions 

FBI  Federal Bureau of Investigation 

FISA  Foreign Intelligence Surveillance Act 

FISC  Foreign Intelligence Surveillance Court 

FISCR  Foreign Intelligence Surveillance Review 

FOIA  Freedom of Information Act  

FTC  US Federal Trade Commission 

GDPR  General Data Protection Regulation 

NIPF  National Intelligence Priorities Framework 

NSA  US National Security Agency  

NSL  National Security Letter 

PCLOB  Privacy and Civil Liberties Oversight Board  

PD  Personal Data 

PPD  Presidential Policy Directive 

PIPEDA  Personal Information Protection and Electronic Documents Act 

TEU  Treaty on European Union 

TFEU  Treaty on the Functioning of the European Union 

US  United States of America  
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2 Introduction 

2.1 Background and purpose  

A constant challenge for the European Union (hereafter: the EU) is to guarantee the funda-

mental right to data protection in relation to new technologies and services. The EU needs to 

find a balance between the fundamental rights of personal data protection and the policy ob-

jective of promoting innovation within society. In other words, the fundamental challenge is 

to make the EU market attractive, without giving up on the high level of data protection that is 

afforded to European citizens. 

 

Global data flows are part of the modern communications, as well as of the everyday com-

mercial and social interactions. The Decision 2000/520/EC of 26 July 2000 (hereafter: The 

Safe Harbor) was adopted by the European Commission (hereafter: The Commission) in order 

to legitimate data flows between the EU and the United States (hereafter: the US). The Court 

of Justice of the European Union (hereafter: CJEU) determined this scheme invalid in 2015 

since it believed it was an unsatisfactory tool for EU-US data transfers. Alternative tools au-

thorizing data flows from the EU could still be used by companies when transferring data to 

the US, even though their validity has been questioned as well. Hence the decision to invali-

date the Safe Harbor Scheme resulted in an upheaval and uncertainty for businesses that trans-

fer personal data to the US on a regular basis.
1
 However, the Commission and the US agreed 

on a new framework in 2016, the so called EU-US Privacy Shield.  

 

A new regulation in the EU about protection of natural persons with regard to the processing 

of personal data, but also the free movement of such data, will enter into application 25 May 

2018. Since the data protection requirements will be further restricted, and new requirements 

will be introduced, it is not only of crucial importance for all companies in the EU and the US 

that the reliability of the new agreement is determined in the light of the current regulation, 

but also in the light of the applicable regulation in 2018 when the new regulation has entered 

into application. This must be done before personal data is transferred to the US under the 

Privacy Shield. The affected companies need an answer about whether they can fully depend 

upon the Privacy Shield or whether other alternatives such as Binding Corporate Rules (here-

after: BCR) or Model Clauses are more reliable. The aim of this thesis is to make a qualified 

guess of whether the CJEU, in the light of this new General Data Protection Regulation, the 

                                                 
1
 Deighton, The EU-US Privacy Shield – is it strong enough? 
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Charter of Fundamental Human Rights and the criteria laid out by the CJEU in its case law, 

would uphold the validity of the EU-US Privacy Shield in the likely event the Court is asked 

to examine it. 

 

2.2 Subject  

The fundamental right to protection of personal data plays an important role in the light of the 

fundamental right to respect for private life enshrined in the Charter of Fundamental Rights of 

the European Union (hereafter: the Charter). The right to data protection is highly valued in 

the EU and the requirements on such protection will be extended with the introduction of a 

new regulation governing data protection within the EU. The questions to be answered and 

thus the central research in this thesis are: Does the EU-US Privacy Shield provide for a level 

of data protection in the US that is “essentially equivalent” to that of the EU? Or are other 

alternatives more reliable?  

 

2.3 Delimitations 

The specific laws in the US will not be described exhaustively if not necessary. The aim of 

the thesis is not to describe and investigate the US legal system in detail. Rather, the aim is to 

get a fair understanding of the relevant legislation in the US in order to be able to follow the 

assessment of the adequacy of the level of protection made by the Commission and thus be 

able to answer the central research. The national regulations in the Member States regulating 

data protection will not be described at all, e.g. the Swedish Personal Data Act (1998:204) 

(sw: Personuppgiftslag 1998:204). The thesis will be kept on a EU level since the agreement 

is between the EU and the US. The Privacy Shield Decision will have the same effect in every 

Member State. The national regulations in the Member States are therefore not relevant for 

the central research.  

 

The differences between the processing of different kinds of data, e.g. human resources data 

or data about pharmaceutical and medical products will not be described. This in order to 

keep the thesis on a general level and to be able to cover all the fundamental areas and issues. 

Hence, the Directive (EU) 2016/680 of the European Parliament and the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data by 

competent authorities for the purposes of the prevention, investigation, detection or prosecu-

tion of criminal offences or the execution of criminal penalties, and on the free movement of 
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such data, and repealing Council Framework Decision 2008/977/JHA (hereafter: The Police 

and Criminal Justice Authority Directive) will not be investigated at all. The difference be-

tween the controller and the processor will not be described in detail either since it is not nec-

essary to determine the split of the responsibilities between these two entities in order to an-

swer the central research questions.  

 

2.4 Material and Method  

A legal dogmatic methodology will be applied in this thesis. The thesis will therefore emanate 

from a concrete and formulated problem, in this case the unclarity around whether the EU-US 

Privacy Shield Decision fulfill the requirements set out in the law as it exists (de lage lata). 

Therefore, as an initial step, the law as it exists needs to be determined; to be described, and 

systemized.
2
  

 

As is characteristically for the legal dogmatic methodology, the relevant questions in the the-

sis will be answered by an analysis of the law as it exists, even though the method does not 

prevent a broader perspective.
3
 The legal dogmatic methodology can be used to criticize or 

critically review the result of the analysis of the law as it exists, e.g. through arguments that 

are based on the purpose of the law.
4
 This will be done in this thesis. To do this, the purpose 

of the regulation needs to be determined, as well as the criteria of relevance that will be cru-

cial for the legal analysis.
5
 Further, the probable function of the Privacy Shield in practice 

must be investigated in order to determine whether the Privacy Shield is formulated in an ap-

propriate way in order to meet the intended purpose.  

 

The traditional sources like the General Data Protection Regulation, as well as the Data Pro-

tection Directive, US regulations and EU and US case law, will be used and valued together.
6
 

The wording of the traditional sources is relevant for the interpretation of it, but also the con-

text and the purpose behind it.
7
 However, the traditional sources will not be sufficient enough 

to answer the questions presented above. Soft law, with an authoritative position within the 

EU legal order, as well as commitments from US authorities and recommendation by the Pri-

                                                 
2
 Korling, Zamboni, Juridisk Metodlära, p. 23f. 

3
 Jareborg, Rätssdogmatik som vetenskap, p. 4.  

4
 Korling, Zamboni, Juridisk Metodlära (1.3 u.), p 35. 

5
 Korling, Zamboni, Juridisk Metodlära (1.3 u.), p. 36. 

6
 Sandgren, Rättsvetenskap för uppsatsförfattare, p. 43f.  

7
 Bergström, Hette, Introduktion till EU-rätten, p. 390 and C-337/82, Nikolaus Brennerei und likörfabrik, Gustav 

Kniepf-Melde Gmbh, Rheinberg v. Hauptzollamt Krefeld, p. 10.  
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vacy and Civil Liberties Oversight Board in the US (hereafter: the PCLOB) etc., will there-

fore also be used in addition to the traditional sources.
8
 EU soft law contains guidelines and 

codes issued by EU bodies to facilitate an effective impact of the EU regulations in the Mem-

ber States.
9
 The soft law serves as ground for interpretation of the EU regulation.

10
 The soft 

law that will influence the analysis in this thesis are decisions from the EU Commission and 

statements from and opinions of the Article 29 Data Protection Working Party (hereafter: Ar-

ticle 29 Working Party). 

 

The EU soft law, as well as the commitments and recommendations from the US bodies, do 

not have the same value as the traditional sources
11

, but nevertheless have a large impact in 

practice and could give an indication on how the CJEU will make their decisions. These 

sources will therefore not be used to determine the law as it exists, but rather to help us get a 

deeper understanding of the practical application of the agreement, as well as the effects and 

the results of such. The Article 29 Working Party, as an example, has an advising competence 

only. Their opinions do not hold the force of law, but they are nevertheless considered im-

portant in interpreting the data protection framework.
12

 

 

The EU legal order is built on a distribution of competence between the EU and the Member 

States. This distribution of competences is expressed through the principle of conferral that is 

stated in Article 5 of the Treaty on European Union (hereafter: TEU). The factual competence 

for the Member States and the EU is unique for every single area according to Article 5.2 

TEU. Regarding the Treaty on the Functioning of the European Union (hereafter: TFEU), and 

in particular Article 16 thereof, the European Parliament and the Council of the European 

Union had the competence to adopt the General Data Protection Regulation that will enter 

into application in May 2018.  

 

The General Data Protection Regulation will have general application in the EU. That is, the 

regulation will be binding in its entirety and directly applicable in all Member States accord-

ing to Article 288 in TFEU. It is therefore not necessary that the Member States implement 

                                                 
8
 Korling, Zamboni, Juridisk Metodlära, p.128. 

9
 Korling, Zamboni, Juridisk Metodlära (1.3 u.), p. 127. 

10
 Korling, Zamboni, Juridisk Metodlära (1.3 u.), p. 127 f. 

11
 Hettne, Otken Eriksson, EU-rättslig metod: Teori och genomslag i svensk rättstillämpning, p. 40 and 42.  

12
 Krisch, Do-not-track: Revising the EU’s data protection framework to require meaningful consent for behav-

ioural advertising, p. 9. 
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the Regulation in their national regulations.
13

 The data protection area will in 2018 be harmo-

nized within the EU. The current Data Protection Directive on the other hand is, according to 

Article 288 TFEU, binding as to the result to be achieved. The Member States had to imple-

ment the directive.
14

  

 

The Member States need to consider the fundamental principles that are acknowledged by the 

EU as well, e.g. the principle of loyal cooperation, proportionality, legal certainty and subsid-

iarity etc.
15

 The principle of loyal cooperation, stated in Article 4.3 TEU, could be applied by 

the CJEU in order to ensure the effective application of the EU regulations and is a fundamen-

tal ground for other principles, e.g. the primacy of European law.
16

 It is sometimes possible 

that the EU Member States’ national regulations create a conflict with the EU regulations. 

The EU regulations will in that case have priority before national regulations.
17

 

 

In the light of the sources mentioned above, this thesis will include a qualified guess based on 

an analysis of what the most probable outcome of the agreement between the US and the EU. 

All conclusions presented will be built on relevant material that has been presented already, 

the law as it exists
18

, and the analysis will be separated from the description of the law as it 

exists. The thesis will not be influenced by personal appraisals
19

, even though the choice of 

method allows the thesis to include parts for criticism and proposed amendments.
20

 The 

choice of methodology also permits a comparison with other third countries and their agree-

ments with the EU.
21

 This will be done shortly in this thesis in order to demonstrate the rele-

vance of the arguments presented in the conclusion.  

 

2.5 Disposition/Outline 

The material content has been divided into 5 sections. Section 3, following the introduction 

section, will describe the criteria for the legal transfers of data under the EU regulation. Sec-

tion 4 will present the reasons for the invalidity of the Safe Harbor Scheme. Section 5 will 

present the new adequacy decision between the EU and US replacing the Safe Harbor, the 

                                                 
13

 Hettne, Otken Eriksson, EU-rättslig metod: Teori och genomslag i svensk rättstillämpning, p. 177. 
14

 See Article 4.3 TEU. 
15

 Bernitz, Kjellgren, Europarättens grunder, chapter 6. 
16

 Hettne, Otken Eriksson, EU-rättslig metod: Teori och genomslag i svensk rättstillämpning, p. 82f.  
17

 Lerhberg, Praktisk juridisk metod, p. 95. 
18

 Sandgren, Är rättsdogmatiken dogmatisk?, section 3.  
19

 Sandgren, Rättsvetenskap för uppsatsförfattare, p. 44. 
20

 Korling, Zamboni, Juridisk Metodlära, p. 24 and Sandgren, Är rättsdogmatiken dogmatisk?, section 5. 
21

 Sandgren, Rättsvetenskap för uppsatsförfattare, p. 45 ff.  
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EU-US Privacy Shield. The question whether the Privacy Shield decision can withstand scru-

tiny by the CJEU will be discussed in section 6.  

 

3 Criteria for legal transfers of data under the EU regulation 

3.1 The Charter of Fundamental Human Rights 

The EU recognizes and set out the rights, freedoms and principles that will be common to the 

Member States in the Charter. Article 7 of the Charter sets out the right to respect for private 

life and Article 8 of the Charter provides for the right to protection of personal data. These 

two articles play an important role in the light of each other. Further, Article 47 of the Charter 

states the right to an effective remedy before a tribunal for everyone whose rights and free-

doms guaranteed by the law of the EU have been violated. Article 52 of the Charter states that 

any limitation on the rights and freedoms recognized in the Charter must be provided for by 

law. These limitations must respect the essence of those rights and freedoms.  

 

3.2 The EU Data Protection Reform   

The European Commission put forward a Data Protection Reform package (hereafter: the 

reform) in January 2012 in order to strengthen the EU-internal rules and to provide individu-

als with more control over their personal data. The reform package comprises out a common 

EU framework for data protection, namely the Regulation (EU) 2016/679 of the European 

Parliament and of the Council of 27 April 2016 on the protection of natural persons with re-

gard to the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation) (hereafter: GDPR).That will enter 

into application 25 May 2018 and will replace the Data Protection Directive of the European 

Parliament and of the Council of 24 October 1995 on the protection of individuals with regard 

to the processing of personal data and on the free movement of such data (hereafter: The Data 

Protection Directive, or the Directive). The aim of the GDPR is to establish one common data 

protection standard for all Member States and thereby eliminate the differences in the level of 

protection amongst them.
22

 The GDPR is a comprehensive framework with 99 articles and 

173 paragraphs. In addition to this, the Police and Criminal Justice Authority Directive sets 

the rules for processing of personal data within the Police and Criminal Justice Authority.  

 

                                                 
22

 COM(2016)117 final, section 2.1.  
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3.2.1 The Regulation 

The GDPR applies, according to Article 3 GDPR, to the processing of personal data “in the 

context of activities of an establishment of a controller or a processor in the Union…”. How 

to transfer personal data to a country outside the EU, a so called third country, is regulated in 

chapter V. The provisions in that chapter shall, according to the general principle for data 

transfers in Article 44, be applied in order to ensure that the level of protection of natural per-

sons guaranteed by this regulation is not undermined in case of a transfer. Article 44 covers 

all personal data that are undergoing processing, or are intended for processing after transfer 

to a third country or an international organization. Such a transfer shall only take place if it is 

complied with the conditions laid down in chapter V. The same principles are applicable for 

onward transfers of personal data from the third country or an international organization to 

another third country or to another international organization. The various solutions authoriz-

ing international transfers are essentially the same in the GDPR as in the current Data Protec-

tion Directive, such as Binding Corporate Rules and Contractual Clauses. However, the re-

form clarifies and simplifies those rules, as well as introduces some new tools for internation-

al transfers.
23

 

 

3.2.1.1 Stronger enforcement of data protection rules 

The GDPR, as well as the Data Protection Directive, require the Member States to provide for 

one or more independent Supervisory Authorities (hereafter: Data Protection Authority, DPA) 

to be responsible for monitoring the application of this data protection regulation.
24

 The 

GDPR strengthens the powers of the national DPAs in Article 58 and provides them with 

more tasks in Article 57, as well as spells out their independence in Article 52, in order to 

provide a stronger data protection.
25

 The authority must be able to examine a complaint from 

a data subject with complete independence.
26

 The authority shall remain free from external 

influence, and should not take instructions from anybody.
27

  

 

The Article 83 GDPR states that a two-tiered sanctions regime will apply. The breaches the 

law makers have deemed to be most important from a data protection perspective could lead 

to fines up to 20 million euros or 4% of the total worldwide annual turnover of a company, 

                                                 
23

 e.g. Article 46(1)(e) GDPR. 
24

 Article 51 GDPR. 
25

 e.g. Article 51 and 52 GDPR. 
26

 Schrems v. Data Protection Commissioner, C-362/14, paragraph 57. 
27

 C-518/07, Commission v. Germany, paragraph 25. 
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whichever is greater. For other breaches, the DPAs could impose fines on companies of up to 

10 million euros or 2% of global annual turnover, once again, whichever is greater.
28

 What 

the DPA must consider when deciding on the amount of the administrative fine in each indi-

vidual case are listed in Article 83(2) GDPR. The DPA will be empowered to impose fines up 

to 20 million euros or the 4% of the total worldwide annual turnover in case of non-

compliance with an order made by the DPA, as referred to in Article 58(2)(i) GDPR, pursuant 

to Article 83(6) GDPR.  

 

3.2.1.2 Adequacy decisions by the Commission 

Personal data can be transferred on the basis of an adequacy decision according to Article 45 

GDPR without any specific authorization being required. This decision is made by the Com-

mission who may find that a third country, a territory or one or more specified sectors within 

that third country, or an international organization ensures an “adequate level of protection”. 

The GDPR provides for a more precise and detailed catalogue of elements that the Commis-

sion must take into account when assessing the level of data protection provided in the legal 

order of a third country, compared to the current Data Protection Directive. What the Com-

mission should take into account is followed by Article 45(2) GDPR, e.g. respect for human 

rights and fundamental freedoms, relevant legislation and the existence and effective func-

tioning of one or more independent supervisory authorities.
29

  

 

The Commission is also required to, on an ongoing basis, monitor developments in the third 

countries and the international organizations that might affect the decision adopted in accord-

ance to Article 45(3) GDPR or Article 25(6) in the Data Protection Directive, according to 

Article 45(4) GDPR. It is also regulated in Article 45(3) GDPR that the Commission shall, in 

the adequacy decisions, provide for a periodic review every four years. The Commission must 

repeal, amend or suspend the decision without retro-active effects if they find that the ade-

quate level within the meaning of paragraph 2 no longer is ensured, according to Article 45(5) 

GDPR. Decisions adopted on basis of the Data Protection Directive shall, according to Article 

45(9) GDPR, remain in force until the opposite is decided through a new Commission Deci-

sion that is in accordance with Article 45(3) and 45(5) GDPR. A list of the third countries, 

territories and specified sectors within a third country and international organizations for 

which, according to a decision made by the Commission, ensure an “adequate level of protec-

                                                 
28

 Article 83(4) and (5) GDPR. 
29

 Article 45(2) GDPR. 
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tion” shall be published by the Commission in the Official Journal of the European Union 

and on its website, according to Article 45(8) GDPR.
30

   

 

3.2.1.3 Alternative existing data transfer mechanisms 

A controller or processor may, according to Article 46(1) GDPR, transfer personal data to a 

third country or an international organization if the controller or the processor has provided 

appropriate safeguards. The GDPR recognizes the same appropriate safeguards as the current 

Data Protection Directive that legitimate transfers of personal data to a third country that has 

not been found to ensure an adequate level of protection, e.g. standard contractual clauses and 

BCRs. The GDPR introduces new alternative mechanisms such as approved codes of conduct 

and approved certification mechanisms as well.
31

 The GDPR also clarifies the situation when 

so called derogations can be used, e.g. a transfer may take place if the data subject has con-

sented to the purposed transfer.
 32

  These alternatives are not necessarily confined to a specific 

country hence they might have a broader coverage than the adequacy decisions. However, 

they might only apply to specific data flows hence they might, in that manner, have a more 

limited scope.
33

  

 

3.2.1.3.1 Binding corporate rules  

Appropriate safeguards referred to in Article 46(1) GDPR may be provided by BCRs accord-

ing to Article 46(2)(b) GDPR. Article 47(1) GDPR sets out the requirements for the BCR that 

can be adopted by different multinational companies. Article 47(2) GDPR states what the 

rules shall specify. It is, according to Article 47(3) GDPR, the role of the Commission, with 

assistance from the Committee
34

, to specify the format and the procedures for the BCR they 

which to be in place when information between controllers, processors and DPAs is being 

exchanged. Before the BCR can be adopted, the competent supervisory authority shall assess 

the adequacy of the rules and further approve the rules. 

 

                                                 
30

 Andorra, Argentina, Canada, Switzerland, Faroe Islands, Guernsey, State of Israel, Isle of Man, Jersey, New 

Zealand, United States and Eastern Republic of Uruguay. Available at: European Commission, Commission 

decisions on the adequacy of the protection of personal data in third countries. 
31

 Article 46(2)(e) and (f) GDPR. 
32

 Article 49(1)(a) GDPR. 
33

 Article 49 GDPR. 
34

 The Committee shall be within the meaning of Regulation (EU) NO 182/2011 according to Article 47(1) and 

93(2) GDPR.  
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The BCR are internal rules that define an agreed standard of how to transfer personal data 

within a corporate group, when one entity is located in a third country that does not do not 

provide an adequate level of protection of personal data.
35

 The BCR ensure that the transfer 

benefits from an adequate level of protection once approved under the EU cooperation proce-

dure.
36

 No specific authorization from a supervisory authority is needed according to article 

46(2) GDPR.  

 

The BCR must designate an entity within the EU that will be responsible for breaches of the 

rules by the entity located outside the EU and that will be liable for such. All individuals have 

the right to enforce compliance with the rules in the EU by lodging a complaint before a DPA 

and bringing an action before a Member State Court, when their data is being processed by an 

entity within the group.
37

 

 

3.2.1.3.2 Contractual clauses 

Appropriate safeguards referred to in Article 46(1) GDPR may be provided by standard data 

protection clauses according to Article 46(2)(c) and (d) GDPR. The clauses shall be adopted 

by the Commission, or by a DPA if approved by the Commission. Both options shall be pur-

suant to Article 93(2) GDPR, hence be adopted with assistance from the Committee
38

. The 

Commission has approved sets of model clauses already. Each of these lays down obligations 

of data exporters and importers.
39

  

 

3.2.1.3.3 Approved codes of conduct and approved certification mechanisms 

The GDPR introduces, in Article 46(2)(e) and (f), the “approved code of conduct” and “ap-

proved certification mechanism” as sufficient safeguards required in 46(1) GDPR for trans-

fers of personal data. These alternatives should be pursuant to Article 40 or 42 GDPR, the 

primary sources of authority for establishing approved codes of conduct, together with bind-

ing and enforceable commitments of the controller or processor in the third country. Associa-

tions and other bodies should be encouraged to draw up codes of conduct within the limits of 

this Regulation.
40

 They should, when doing so, ”consult relevant stakeholders, including data 

                                                 
35

 Article 46(1) GDPR and European Commission, Overview on Binding Corporate rules. 
36

 European Commission, Overview on Binding Corporate rules. 
37

 COM(2016) 566 final, section 3, p.8.  
38

 The Committee shall be within the meaning of Regulation (EU) NO 182/2011, according to Article 93(2) 

GDPR.  
39

 e.g. Commission Decision 2001/497/EC, Commission Decision 2002/16/EC.  
40

 Recital 98 GDPR.  
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subjects where feasible, and have regard to submissions received and views expressed in re-

sponse to such consultations”.
41

 

 

3.2.1.3.4 Derogations 

Derogations from the general prohibition of transferring personal data to entities established 

in a third country without an adequate level of protection are listed in letters (a) to (g) in Arti-

cle 49(1) GDPR as alternative grounds on which a transfer nevertheless may take place. A 

transfer may also take place, according to the second subparagraph in Article 49(1), if the 

transfer “is not repetitive, concerns only a limited number of data subjects, is necessary for 

the purposes of compelling legitimate interests pursued by the controller”. It is necessary that 

the relevant controller has assessed all the circumstances surrounding the data transfer. The 

controller must provide suitable safeguards with regard to the protection of personal data. The 

data subject must be informed about the transfer.
42

 

 

4 The Safe Harbor Scheme and its invalidity – a lesson to learn? 

The Commission found in Decision 2000/520/EC of 26 July 2000, the Safe Harbor Decision, 

adopted by the Commission on the basis of Article 25(6) of the Data Protection Directive, that 

the US ensured an adequate level of protection by reason of the Safe Harbor agreement. The 

Safe Harbor Principles were issued by the US Department of Commerce on 21 July 2000 to 

“foster, promote and develop international commerce”.
43

 

 

4.1 Mr. Schrems v. Data Protection Commissioner 

4.1.1 Introduction 

The fundamental right to data protection, enshrined in the Charter, is reaffirmed in the case C-

362/14
44

 (hereafter: the Schrems Case) by the CJEU. The request sent to the CJEU was essen-

tially about how to interpret Articles 25(6) and 28 of the Data Protection Directive, in the 

light of Article 7, 8 and 47 of the Charter, i.e. whether a supervisory authority of a Member 

State is absolutely bound by a European Commission Decision or whether it has the authority 

to suspend a data transfer in contravention. However, the CJEU answered more than just the 

                                                 
41

 Recital 99 GDPR.  
42

 Article 49(1) GDPR. 
43

 COM(2000) 2441, Annex I.  
44

 Schrems v. Data Protection Commissioner, C-362/14. 
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specific questions posed by the Irish Court, and declared the EU-US Safe Harbor agreement 

to be invalid.  

 

4.1.1.1 Edward Snowden revelations
45

  

Revelations made by the Edward Snowden, a former American National Security Agency 

subcontractor, demonstrated that the existence of large-scale information-gathering programs 

in the US that provided the US intelligence agencies with broad access to personal data about 

Europeans. Mr. Snowden had been working for the US National Security Agency (hereafter: 

NSA) and could therefore reveal, thanks to thousands of highly classified NSA files in his 

possession, “the interception and surveillance of internet and telecommunications systems by 

the NSA on a massive, global scale”.
46

  

 

One program used is code-named PRISM, and is aimed to protect public security. This pro-

gram makes it possible for the NSA to collect personal data such as emails or photographs 

from “major us service providers”
47

 such as Microsoft, Google or Facebook. The NSA pro-

gram X Keyscore enabled the NSA to, as it is formulated in the Guardian Newspaper dated 

31
st
 July 2013, “collect nearly everything a user does on the internet”.

48
 The surveillance sys-

tems are targeted at non-US persons located outside the US.
49

 

 

4.1.2 Is the DPA absolutely bound by a European Commission Decision?  

Initially, Mr. Schrems, representing the Austrian non-profit organization Europe-Versus-

Facebook, made a complaint to the Irish DPA in the wake after Edward Snowden’s revela-

tions. Mr. Schrems asked the DPA to examine the validity of the Safe Harbor as he alleged 

that it did not guarantee a level of protection of his personal data in the US that is required in 

the Charter and the Data Protection Directive. He meant that his data would be subject to 

mass surveillance under US law.
50

  The Data Protection Officer in turn refused to investigate 

the complaint made by Mr. Schrems. The Officer meant that he was bound by the decision
51  

that the data protection regime in the US was adequate and effective when the transfer of data 

was with a company who had self-certified its adherence to the Principles implemented in the 

                                                 
45

 Greenwald and MacAskill, Boundless Informant: the NSA's secret tool to track global surveillance data. 
46

 Schrems v. Data Protection Commissioner, C-362/14. 
47

 Greenwald, MacAskill, NSA Prism program taps in to user data of Apple, Google and others. 
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 Greenwald, MacAskill, NSA Prism program taps in to user data of Apple, Google and others. 
49

 Greenwald, MacAskill, NSA Prism program taps in to user data of Apple, Google and others. 
50

 Schrems v. Data Protection Commissioner, C-362/14, paragraph 28.  
51
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decision.
52

 The case was brought for judicial review in the High Court of Ireland which in 

turn sent the question whether a DPA is absolutely bound by a European Commission deci-

sion, or whether the DPA may conduct its own investigations of the matter, to the CJEU.
53

  

 

The guarantee of independence of national DPA, according to Article 28(1) of the Data Pro-

tection Directive as well as Article 8(3) of the Charter, was designed to ensure the effective-

ness and reliability of the monitoring of the protection of individuals as follow in Article 7, 8 

and 47 of the Charter as well as the Directive. As stated in paragraph 42 in the Schrems case, 

the national supervisory authority must have, and has, a wide range of powers to ensure a fair 

balance between observance of the fundamental right to privacy and the interest requiring free 

movement of personal data in order to guarantee that protection. Article 28(3) of the Data 

Protection Directive lists those powers.  

 

It is also stated that each DPA shall hear claims concerning the protection of the rights about 

data protection in Article 28(4) of the Data Protection Directive. The power of the Commis-

sion to make adequacy decisions according to Article 25(6) of the Directive cannot prevent a 

person, whose personal data could be or has been transferred to a third country, from lodging 

a complaint to the DPA within the meaning of Article 28(4) of the Directive. The Court found 

that a Commission Decision cannot eliminate the powers expressly accorded to the DPA by 

the Charter and the Directive.
54

 Article 28 of the Data Protection Directive applies to any pro-

cessing of personal data regardless of if the Commission has adopted a decision pursuant to 

Article 25(6) of the Directive.
55

 Hence the Court found that the Safe Harbor decision unlaw-

fully limited the powers of the DPAs authority stated in Article 28 of the Data Protection Di-

rective and Article 8(3) of the Charter.
56

 

 

4.1.3 Annulment of the Safe Harbor Decision 

The DPAs do not have authority to declare a Commission Decision invalid.
57

 Although the 

Court found that DPAs have the authority to suspend a specific data flow to an organization in 

a third country that has self-certified its adherence to the decision.
58

 It is well-established that 
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the only authority that can declare a Commission Decision as invalid is the CJEU.
59

 The 

CJEU did examine, in its judgement, whether the Safe Harbor Decision was in accordance 

with the Data Protection Directive. The CJEU declared the Safe Harbor decision invalid in its 

judgement of 6 October 2015.
60

  

 

4.1.3.1 “Essentially equivalent” 

The CJEU explained the fact that there is no definition of “an adequate level of protection” in 

the Data Protection Directive. However, Article 25(2) of the Directive states that the adequa-

cy of the level of protection shall be determined with consideration to all circumstances sur-

rounding the transfer of data. According to Article 25(6) of the Directive, the Commission 

may find that a third country ensures an adequate level of protection by reason of its domestic 

law or of the international commitments for protection of the basic freedoms and rights of 

individuals. 

 

The CJEU found that the term “adequate level of protection” does not mean that the third 

country is required to ensure a level of protection that is identical to the protection that is 

guaranteed in the EU or that the third country needs to have a regulation in place that is a 

mere and exhaustive copy of the EU regulation.
61

 Rather, the Court found that the article re-

quire the third country to ensure a level of protection of fundamental rights and freedoms “es-

sentially equivalent” to that guaranteed within the EU. Since the Commission must consider 

all the circumstances surrounding the transfer, the Commission must assess the content of the 

regulations in the third country “resulting from domestic law or international commitments 

and the practice designed to ensure compliance with those rules”.
62

  

 

4.1.3.2 Protection of fundamental rights  

The Commission must find “duly stating reasons” that the third country ensures an adequate 

level of protection of the fundamental rights when receiving personal data from the EU.
63

 

This is an essential formal requirement pursuant to the Article 25(6) of the Data Protection 

Directive that is the article that gives the Commission the power to decide that the legal order 
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 21 

in the third county ensure such a level of protection.
64

 Nevertheless, such an assessment was 

never made with a sufficient level of detail in the Safe Harbor Decision, the CJEU merely 

examined the Safe Harbor scheme. The Commission did not indicate that the US in fact en-

sured an adequate level of protection, by reason of its domestic law or its international com-

mitments, in Article 1 of the Decision. Article 1 was therefore declared to be invalid.
65

  

 

4.1.3.2.1 EU legislation involving interference with the fundamental rights 

It was followed by the Safe Harbor Decision that the applicability of the Safe Harbor Princi-

ples could be derogated. The Decision provided that national security, public interest and law 

enforcement considerations had primacy over the Safe Harbor Principles. Hence the decision 

allowed disclosures of personal data in instance of such interests. The applicability of the 

principles could also be derogated when statues, government regulations or case law created 

conflicting obligations or explicit authorizations, as long as the organization could demon-

strate the non-compliance was “limited to the extent necessary to meet the overriding legiti-

mate interest further by such authorizations”.
66

  

 

It has been stated by the CJEU that any EU-legislation enabling interference with the funda-

mental rights and freedoms that is guaranteed within the EU to privacy must lay down clear 

and precise rules governing the scope and application of a measure, as well as impose mini-

mum safeguards.
67

  The persons whose personal data are affected must be guaranteed that 

their data is effectively protected against the risk of abuse and other unlawfully use. The right 

to respect for private life requires that derogations to such a protection must apply only in so 

far as is strictly necessary.
68

 The CJEU has found that a general derogation from the Princi-

ples, without limit or effective legal protection, enabled interference with the fundamental 

rights of European Citizens.
69

 There are not sufficient findings stated in the Safe Harbor Deci-

sion regarding rules adopted by the US that intended to limit any interference with fundamen-

tal rights of the individual whose data is transferred from the EU to the US.
70
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4.1.3.2.2 Access to personal data by the US Government  

The CJEU stressed the lack of sufficient findings in the Safe Harbor Decision about rules 

adopted by the US that intended to limit the public authorities access to the individual’s data 

that was transferred from the EU to the US and thus the interference with their fundamental 

rights.
71

 The public authorities were not covered by the Safe Harbor Principles. The Safe Har-

bor Principles were applicable solely to self-certified United States organizations receiving 

personal data from the European Union.
72

 The CJEU stated that access to EU citizens’ per-

sonal data on a general basis, by intelligence agenizes and US law enforcement, would mean 

that the data are not adequately protected since they are able to access the personal data that 

has been transferred from the EU “in a way incompatible, in particular, with the purpose for 

which it was transferred, beyond what was strictly necessary and proportionate to the protec-

tion of national security”.
73

  

 

To summarize, in order to provide a level of protection that is essentially equivalent to the one 

ensured in the EU, the US must provide for a regulation that lays down clear and precise rules 

governing the scope and application of a measure and impose minimum safeguards, as well as 

ensure that interference with the fundamental rights is limited to what is strictly necessary.
74

 

The CJEU stated that the Commission has not presented duly stated reasons that the US pro-

vide for such.
75

  

 

4.1.3.2.3 Legal protection 

The CJEU stated that there must be legislation in place allowing the individual to pursue legal 

remedies in order to have access to personal data relating to her, as well as in order to obtain 

rectification or erasure of such data.
76

 The lack of such possibilities would mean that the Arti-

cle 47 of the Charter would not be respected. Article 47 of the Charter require everyone 

whose rights and freedoms guaranteed within the EU have the right to effective remedy be-

fore a tribunal.
77

  The Commission has not found duly stated reasons for how the US ensures 

a level of protection that is essentially equivalent with this requirement.
78
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The CJEU found that the Safe Harbor Decision did not refer to any existence of legal protec-

tion against interference of the fundamental rights, caused by the public authorities. The re-

course procedure before the Federal Trade Commission (hereafter: the FTC) sets out in FAQ 

11 Annex II of the Decision were limited to commercial disputes. The private dispute resolu-

tion mechanism, concerned compliance by the US undertakings with the Safe Harbor Princi-

ples, were limited to disputes about “the legality of interference with fundamental rights that 

results from measures originating from the state”.
79

  The data subjects had no administrative 

or judicial means of redress enabling access to the data relating to them that was being used 

by intelligence agencies or US law enforcement, or to get it rectified or erased.
80

  

 

4.1.3.2.4 Periodically check 

The CJEU has stated that the Commission has, after making an adequacy decision, a duty to 

check periodically if such standard in the third country still persists. The protection of person-

al data plays an important role in order to ensure the fundamental right to respect for private 

life. The decision must continue to be factually and legally justified. Such a review needs to 

be done when evidence indicates a doubt in that regard as well. The Commission needs to 

take into account all the circumstances that might have arisen after that decision’s adoption. 

Many individuals’ personal data rights are threatened when data is transferred to a third coun-

try that does not ensure an adequate level of protection. Hence the review should be strict.
81

  

 

5 EU-US Privacy Shield – a strengthened framework? 

The Commission implemented a new decision, the Commission Decision 2016/4176/EC of 12 

June 2016 pursuant to the Data Protection Directive of the European Parliament and of the 

Council on the adequacy of the protection provided by the EU-US Privacy Shield (hereafter: 

The Privacy Shield). This decision seeks to replace the previous Safe Harbor agreement that 

was determined as invalid by the CJEU in 2015. The Commission states in paragraph 13 as 

well as in Article 1 of the Privacy Shield Decision “that the privacy Principles issued by the 

US Department of Commerce as a whole ensure a level of protection of personal data that is 

essentially equivalent to the one guaranteed by the basic principles laid down in Directive 
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95/46”.
82

 The Commission has assessed the level of protection in the US, the US law and 

practice including these official representations and commitments, in the light of 13 recom-

mendations issued by the Commission given after the invalidity of the Safe Harbor
83

 and the 

Schrems case. The US organizations self-certify to the EU-US Privacy Shield Principles is-

sued by US Department of Commerce (hereafter: the DoC), contained in Annex II to the Pri-

vacy Shield Decision.
84

 Supplementary information about the self-certification can be found 

in Annex II, section III.6.  

 

5.1 Transparency 

The DoC will maintain a list over all US organizations that have self-certified their adherence 

to the Privacy Shield Principles, the so called Privacy Shield List. The DoC will make this list 

available in order to make it easy to identify the organizations that are adhering to the Princi-

ples.
85

 The list of adhering companies serves as a public notice. It is now stated in the Privacy 

Shield that all self-certified organizations must include the Department's web address for the 

Privacy Shield List in the organization's privacy policy.
86

 That was one of the 13 recommen-

dations that the Commission, on the basis of that Safe Harbor Framework in the Communica-

tion from the Commission to the European Parliament and the Council 27 November 2013, 

set out.
87

  

 

The Commission found in its communication in 2013
88

  that it is not sufficient that organiza-

tions only provide the DoC with a description of their privacy policies. Another recommenda-

tion from the Commission was therefore that self-certified companies should be obliged to 

publicly disclose their privacy policies on their website in a consumer friendly and easily 

readable way.
89

 That recommendation is taken in consideration. The Privacy Shield Decision 

states that the self-certified organizations must do so, as well as to publicize their commitment 

to comply with the Privacy Shield Principles. They must demonstrate that their privacy poli-

cies, which they fully have implemented, are in line with the principles.
90

 Transparency of the 
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organizations that has self-certified to the Privacy Shield is a fundamental principle to a 

framework like this.
91

  

 

Problems that impact on the credibility of a scheme like the Privacy Shield will have a nega-

tive impact on the fundamental rights of the EU citizens’ and create a disadvantage for the EU 

organizations compared to the ones in the US who are operating under the schemes, but do 

not actually apply to the principles in practice. The Commission, in its communication from 

2013
92

, stressed the importance of that all organizations that have certified comply with the 

transparency requirement. The DoC will, according to the Privacy shield, systematically veri-

fy that the organization’s policies conform to the Privacy Shield Principles in order to keep 

the list updated.
93

 The DoC will also, both ex officio and when an organization does not pro-

vide satisfactory response to its enquiries, conduct reviews of all self-certified organization in 

order to ensure that companies that initially self-certify with the scheme actually follow the 

mandates set forth therein. Such a review will also be conducted as a result of a specific com-

plaint or if there is sufficient evidence in place to suggest that an organization does not com-

ply with the Principles.
94

 The DoC will assess periodically the administration and supervision 

of the Privacy Shield to ensure that there are monitoring procedures in place in order to ad-

dress new issues that may arise.
95

  

 

The DoC will remove an organization from the Privacy Shield list in response to any notifica-

tion about the organization’s persistent failure to comply with the Principles, regardless of if it 

is received from the organization itself, from a privacy self-regulatory body or another inde-

pendent dispute resolution body, or from a government body. The DoC will first provide the 

organization with a 30 days’ notice and an opportunity for the organization to respond.
96

 It is 

now stated in the Privacy Shield that the DoC will keep an updated and informative list of 

organizations that are no longer part of the Privacy Shield Framework as well. The reason for 

the removal must be stated. The organizations that have been removed from the list because 

of “persistent failure to comply” do no longer have the right to retain information collected 

under the Privacy Shield. The organization must verify to the DoC whether they will return or 
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delete the information, or continue to apply the Principles.
97

 It is mandatory for the organiza-

tions to continue to apply to the Principles if they will retain the information received.
98

  

 

The DoC will search for false claims of participations in the framework. Any misleading 

statements or practices will be subject to an enforcement action by the FTC, Department of 

Transportation or other relevant US enforcement authority. The DoC will monitor any false 

claims ex officio or when referred from a DPA.
99

 The DoC will also conduct a review to veri-

fy that an organization, in relevant published privacy policies, removes references that imply 

that the organization continues to actively participate in the Privacy Shield even though the 

organization is removed from the Privacy Shield list for any reason.
100

  

 

5.2 Privacy Shield Principles  

The DoC, in consultation with the European Commission and with industry and other stake-

holders, developed and issued the Privacy Shield Principles in order to “foster, promote and 

develop international commerce”.
101

 They must ensure the higher level of protection of data 

protection that will be offered by the GDPR when that regulation will enter into application in 

2018, and consequently replace the current framework, the Data Protection Directive. The 

principles must be applied to by the organizations regardless of what personal data that are 

being transferred in reliance on the Privacy Shield.
102

  The principles are stated in part II of 

Annex II.  

 

5.2.1 Choice Principle 

The data subject must be provided with a clear and readily available mechanism that makes it 

possible for her to choose to avoid, or, when sensitive information
103

, to choose to expressly 

consent to
104

, that her personal data is to be transferred to a third party
105

 or that the data is 
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used for a purpose that is incompatible with the purpose for which it was originally collected 

or subsequently authorized by the individual.
106

 The GDPR introduce an enhanced protection 

for children’s data in Article 8 GDPR. If the child is under 16 years old, processing of that 

child’s data requires consent from the holder of parental responsibility over the child. Such a 

requirement is not phrased in the Privacy Shield.  

 

5.2.2 Security Principle and Data Integrity and Purpose Limitation Principle 

The self-certified organization must protect the information it is creating, maintaining, using 

or disseminating from “loss, misuse and unauthorized access, disclosure, alteration and de-

struction”.
107

 The organization must take into account the risks involved in the processing 

material and the nature of the material.
108

 The information that is being processed must also 

be limited to the information that is relevant. All processing must be compatible with the pur-

pose for which it has been collected or subsequently authorized by the data subject. The or-

ganizations must ensure that the data is reliable for its intended use, accurate, complete and 

current.
 
The data may be retained only for as long as it servers the purpose(s) for which it was 

initially collected or subsequently authorized.
109

  

 

The Privacy Shield does not recognize the concept of “automated individual decision mak-

ing”, i.e. a decision based solely on automated processing. An explicit right not to be subject 

to such a decision is followed by Article 22 GDPR. There are three exceptions to this right 

followed by subparagraph (2), namely when it is necessary for entering a contract between the 

data subject and the data controller; when the Member State to which the controller is subject 

authorize the processing and if the Member State lays down “suitable measures to safeguard 

the data subject’s right and freedoms and legitimate interests”; or if the data subject has con-

sented.  

 

The explicit recognition of the principles “privacy by design” and “privacy by default” are a 

requirement due to be implemented under the GDPR.
110

 “Privacy by design” means that the 

controllers will be required to implement appropriate technical and organizational measures 

designed to implement data-protection principles in order to ensure privacy. The IT systems 
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must ensure privacy during the whole life cycle of the system or process development. “Pri-

vacy by default” means that the controllers are required to implement appropriate technical 

and organizational measures to ensure that, by default, only personal data which are necessary 

for each specific purpose of the processing are processed. The Privacy Shield Principles do 

neither require that the self-certified organizations have IT systems in place, nor another solu-

tion, ensuring a level that is essential equivalent with the level of protection such a system 

would guarantee.  

 

5.2.3 Notice Principle and Access Principle 

This principle states the organization responsibility to, in a “clear and conspicuous language”, 

inform the data subject about the elements relating to the processing of their personal data, as 

well as the timing of such a notice.
111

 The data subject needs, e.g. to be informed about its 

right to access the information held by the organization about them.
 
The right to access makes 

the data subject able to correct, amend or delete inaccurate information about them or infor-

mation that has been processed in violation of the Principles.
112

 The right to access may be 

restricted in exceptional circumstances.
113

  

 

The GDPR requires that the legal basis for the processing
114

 must be determined in advance 

since Article 13 and 14 GDPR require that the controller inform the data subject about that 

basis. This is a new requirement and is not listed in the Notice Principle in the Privacy Shield. 

The organizations must also determine the planned time period for retention of the data since 

the data subject must be informed about such according to Article 13-15 GDPR as well. Such 

an information requirement is not included in the “Notice principle” in the Privacy Shield 

either. 

 

The GDPR introduces the requirement to provide information to the data subject when the 

purpose of the processing of its personal data no longer require identification of the data sub-

ject, and the controller is not in the position to identify her. It is stated in Article 11(2) GDPR 

that the controller is not obliged to maintain, acquire or process additional information in or-

der to identify the data subject in such case. This requirement is not stated in the EU-US Pri-

vacy Shield. 
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The GDPR explicitly recognizes the data subject’s right to be forgotten, the right to obtain 

erasure of personal data concerning her, if any of the grounds in Article 17 GDPR are appli-

cable. This right was recognized already in the Google Spain case in 2014.
115

 In addition to 

that, the GDPR details the liability for the controller to, after taken account to available tech-

nology and the cost of implementing, and if the controller has made the personal data public, 

inform other controllers processing personal data about the data subject’s request to erase the 

data, including links to, copies and replication of such data. Article 19 GDPR states that the 

controller should communicate any erasure carried out in accordance with Article 17(1) 

GDPR to each recipient the data has been disclosed to. This means that the US organizations 

need to have full control over who they have sent the information to and what information 

that have been sent in order to meet this level of protection. 

 

It is followed by the “Access Principle” in the EU-US Privacy Shield that a data subject shall 

have access to personal information an organization hold about her in order to be able to de-

lete information that is inaccurate. It is also stated in the Privacy Shield that the data must be 

reliable for its intended use, accurate, complete and current.
116

 However, there are no current 

requirements to erase data when the purpose for which it was collected is obsolete, nor when 

the data subject claims erasure or when the data are inaccurate, in the Privacy Shield. 

 

The right to data portability is introduced in Article 20 GDPR. This means that the data sub-

ject must have the right to receive the personal data concerning her and to transmit those data 

to another controller than the one to which the personal data had been provided, if it is pro-

vided directly to a controller in a way described in the article. Nothing in the article indicates 

that it is only the first controller that the data subject had provided it to that will be covered by 

this requirement. This right improves the data subject’s right to access of the data about her. 

Nothing in the Privacy Shield indicate that this right is considered.  

 

5.2.4 Recourse, Enforcement and Liability Principle 

The self-certified organization will be responsible for the processing of the personal infor-

mation it receives under the Privacy Shield, and that are subject to an onward transfer. The 

organization shall remain liable if an agent processes the personal information about the data 
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subject in a manner inconsistent with the principles. An exception from this main principle is 

when the organization proves that it “is not responsible for the event giving rise to the dam-

age”.
117

  

 

The organizations must provide mechanisms that ensure compliance with the effective priva-

cy protection requirements in the other Privacy Shield Principles. There must be a follow-up 

procedure within the organization in place for verifying that the privacy practices have been 

implemented as presented, and for verifying that assertions organizations make about such 

practices are true. The organization must also make the retained records on the implementing 

of the Privacy policies available upon request in the context of an investigation or a com-

plaint.
118

 The organization must re-certify its participation under the EU-US Privacy Shield 

annually.
119

 The organization must serve the DoC with all information relating to the Privacy 

Shield they require, and they must respond to all inquiries and request by the DoC, and to the 

DPAs they have chosen to cooperate.
120

 The data subjects shall have a number of possibilities 

to enforce their rights, lodge complaints and to have their complaints resolved as well.
121

 Ef-

fective remedies shall be included.
122

  

 

Article 37 GDPR introduces the requirement to designate a so called data protection officer if 

any of the three cases mentioned in the article are applicable, such as when the processing is 

carried out by a public authority or body or when the processing operation require regular and 

systematic monitoring of data subjects on a large scale. The data protection officer shall be 

involved in all issues which relate to the protection of personal data according to Article 38 

GDPR. The role of the officer is to oversee the data protection responsibilities within the or-

ganization, ensure compliance with them and to cooperate with the national DPAs.
123

 The 

data subject may contact the officer directly regarding all issues relating to the processing of 

her personal data. The Privacy Shield framework does not provide for such a mechanism.  
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5.2.5 Accountability for Onward Transfer Principle 

Any transfer of personal information from an organization to a third party acting like a con-

troller or processor can take place only for limited, and in a contract specified, purpose. A 

contract must guarantee that the organization complies with the Privacy Shield Principles. 

The self-certified organization must take reasonable steps to ensure that the third party effec-

tively process the personal information consistent with the principles, and must stop and re-

mediate unauthorized processing.
124

 Supplementary information about obligatory contracts 

for Onward transfers can be found in Annex II, section III.10.  

 

5.3 Non-compliance with the Principles 

The Privacy Shield Framework provides the data subject with means to enforce their rights 

and to lodge complaints regarding the self-certified companies’ non-compliance with the 

principles. The framework includes letters from The DoC (Annex I and Annex II), the FTC 

(Annex IV) and the US Department of Transportation. The letters do not carry the force of 

law, but set out the various mechanisms through how these authorities ensure effective legal 

protection. The letters clarify the Privacy Shield Principles the self-certified organizations 

have to commit to comply with, as well as the relevant US law and the representations made 

by the FTC and the Department of Transportations. 

 

5.3.1 Complaint handling within the organization 

The self-certified organizations must, according to the Recourse, Enforcement and Liability 

Principle, provide a redress mechanism within the organization for complaints from EU data 

subjects whose personal data might have been processed in a non-compliant manner. Each 

individual’s complaints and disputes must be investigated and resolved, hereafter at no cost to 

the individual. The organization must within a period of 45 days provide a response to the 

data subject. The response must include information about how the organization will rectify 

the potential problem.
125

 The organization must arbitrate claims delivered to the organization 

in accordance with the procedure set forth in Annex 2 of Annex I, “Annex I: Arbitral Model”. 

This option is only available for claims that the organization has violated its obligations under 

the Principles.
126
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5.3.2 Independent dispute resolution body 

One independent dispute resolution body, either in the US or the EU, must be designated by 

the organization in order to investigate and resolve complaints from the data subject about 

non-compliance with the privacy Shield Principles, and to provide recourse that hereafter will 

be free of charge for her.
127

 The organization must inform the data subject about the body 

designated and whether it is the panel established by DPAs, described in more detail below, 

an alternative dispute resolution provider based in the EU, or an alternative dispute resolution 

provider based in the US.
128

 

 

Its independence depends on the mechanisms impartiality, transparent composition and fi-

nancing, and track record.
129

 If the organization fails to comply with the ruling of a dispute 

resolution, the dispute resolution body will notify such non-compliance to the DoC and the 

FTC, or a competent court if appropriate.
130

 The independent dispute resolution body is re-

quired to provide the data subject with information about the procedure and about the services 

they provide under the Privacy Shield. The remedies provided must ensure that the effects of 

non-compliance are reversed or corrected, the future processing will be compliant with the 

principles and, where appropriate, the processing of the data subject’s data will case. There 

must be rigorous sanctions that can ensure compliance with the principles in place. What the 

sanctions may include vary, as well as the degree of severity, e.g. publicity for findings of 

non-compliance combined with the requirement to delete the data, suspension and removal of 

a seal, compensations for individuals for losses.
131

  

 

5.3.3 National data protection authority 

The organizations can designate a DPA panel as the organization’s dispute resolution and 

therefore commits to cooperate with EU DPAs. Hence when a complaint is addressed to the 

DPA, the informal panel of DPAs established at a Union level will deliver an advice in order 

to help to ensure a harmonized and coherent approach. Both sides in the dispute will be able 

to provide evidence before the advice is delivered.
132
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The national DPAs will investigate complaints regarding non-compliance with the Privacy 

Shield framework. The organizations have to respond to inquiries from the DPAs, comply 

with the advice given by the DPAs and provide the DPAs with written confirmation that ac-

tion has been taken, when the respective organization has voluntarily submitted to the over-

sight by the DPA. If the organization fails to comply with the advice and do not offer a satis-

factory explanation for the delay, the panel will choose whether to notify the FTC or other 

competent US enforcement authority, or, when the breach is considered as serious, the 

DoC.
133

 The DPAs has the power to suspend personal data transfer if necessary considered 

that the data are not afforded an adequate level of protection.
134

 In situations where an organi-

zation does not rely on a DPA panel, if no DPA panel has been designated as an organiza-

tion’s dispute resolution body, the DPA receiving a complaint may refer the complaint either 

to the DoC or the FTC.
135

  

 

5.3.4 US Department of Commerce  

The DoC is the U.S. authority administering the EU-U.S. Privacy Shield. The DoC shall re-

view and undertake best effort to resolve complaints they have received about the organiza-

tions non-compliance with the Privacy Shield Principles. The DoC will make it possible for 

the DPAs to refer complaints to them in order to facilitate a resolution. The DoC will remove 

the organization from the Privacy Shield list if it is determined that the organization has per-

sistently failed to comply. The data subjects will not be able to submit a complaint directly to 

the DoC.
136

  

 

5.3.5 US Federal Trade Commission 

The FTC is a federal agency in the US
137

 that will ensure compliance with the Privacy Shield 

Principles in the commercial sphere with help from its investigatory and enforcement powers. 

The FTC has powers to prevent organizations from “using unfair methods of competition in 

or affecting commerce and unfair or deceptive acts or practices in or affecting commerce”.
138

 

The FTC has the power to sanction these acts.
139
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The FTC has committed, as a result of the Schrems Case and the invalidity of the Safe Har-

bor, rigorously enforce the new framework in order to strengthen the privacy protection pro-

vided to the EU citizens.
140

 The FTC provides stronger monitoring and enforcement, includ-

ing an increased cooperation with individual EU DPAs. However, the scope of the FTC’s 

investigative and Law Enforcement Authority is still limited the commercial sphere. The FTC 

does not have jurisdiction over national security matters, nor other governmental actions. In 

addition to that, banks, savings and loan institutions
141

, Federal credit unions
142

 and common 

carriers subject to the Federal Trade Commission Act (hereafter: FTC Act) to regulate com-

merce, and its relation to other persons, partnerships, and corporations are excluded from the 

types of organizations the FTC can investigate.
143

  

 

The FTC will undertake Privacy Shield investigations on its own initiative or when receiving 

complaints from the individuals. EU citizens will take their complaints to the national DPAs 

who in turn will refer the complaint to the FTC. The FTC will also investigate complaints 

they have received from the DoC or dispute resolutions or self-regulatory bodies. The FTC 

has a standardized process in place in order to do so.
144

 The FTC will give ‘priority considera-

tion” to referrals from the DoC, the dispute resolutions bodies and the DPAs,
145

  in particular 

the referrals from the DoC regarding organizations that falsely claim adherence to the princi-

ples, holding them out to be current members of the Privacy Shield Framework.
146

  

 

It is also important to mention that the FTC does not resolve or mediate individual consumer 

complaints,
147

 even though the FTC encourages the consumers to submit their complaints to 

FTC’s Consumer Sentinel Database. The FTC uses this database to identify trends, determine 

enforcement priorities and identify potential investigation targets. EU citizens may use this 

system in the same way as US citizens.
148

 Neither the EU-US Privacy Shield nor the FTC Act 

define a consumer. However, according to the EU, a “Consumer” means a natural person who 

are acting outside their trade, business, craft or profession.
149
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The FTC has a range of actions to address the issues raised. They may review the organiza-

tions privacy policies and obtain information directly from the organization or from a third 

party, follow up with the referring company etc. It may also initiate enforcement proceeding 

when appropriate.
150

 So called “consent orders” are administrative orders that the FTC uses to 

enforce compliance with the Privacy Shield Principles. If the organization fails to comply 

with these orders, the FTC may refer the case to a competent court that can impose penalties 

and other remedies.
151

  

 

The FTC will, in addition to the consultation with referring DPAs on case-specific matters, 

cooperate with the EU DPAs in an increased way. In order to make the cooperation more ef-

fective, and in order to improve the enforcement cooperation, the FTC commits to participate 

in meetings with representatives of the Article 29 Working Party to discuss the matter, and 

annually discuss the implementation of the framework with the DoC, the Commission and the 

Article 29 Working Party as well. The Global Privacy Enforcement Network is a system 

launched in 2015 for sharing information about investigations and promote enforcement co-

ordination.
152

 

 

5.3.6 Privacy Shield Panel 

If none of the above mentioned recourse mechanisms has satisfactorily resolved a complaint 

from a data subject, the Privacy Shield Panel is the last recourse mechanism where the EU 

data subject may invoke arbitration.
153

 This panel will be based in the US and will be subject 

to review by US courts. The panel will impose “individual-specific, non-monetary equitable 

relief”
154

 in order to remedy non-compliance with the Privacy Shield framework.
155

 Their 

decisions against the US self-certified organizations are binding hence they are enforceable in 

US courts according to Federal Arbitration Act chapter 2. Individuals should be able to use 

that legal remedy if a company fails to comply.
156
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5.4 Derogations from the Principles 

It is stated in the introduction to the Privacy Shield Principles, issued by the DoC, that adher-

ence to the Privacy Shield principles may be limited when it is necessary to meet national 

security, public interest or law enforcement requirements;  when statute, government regula-

tion, or case law creates a conflicting obligations or explicit authorizations; or “if the effect of 

the Directive or Member State law is to allow exceptions or derogations, provided such ex-

ceptions or derogations are applied in comparable contexts”.
157

 The same exceptions were 

stated in the Safe Harbor and it was found in the Schrems case that such a exception of gen-

eral nature enable interference with the fundamental rights of the EU-citizen whose personal 

data is or could be transferred to the US.
158

  

 

A limited adherence that is permitted when statute, government regulation, or case law creates 

a conflicting obligations or explicit authorizations is acceptable provided that the organization 

can demonstrate that “its non-compliance with the principles is limited to the extent necessary 

to meet the overriding legitimate interests furthered by such authorization”.
159

 The organiza-

tions are now, according to the Privacy Shield framework, required to indicate in their privacy 

policies where such exceptions to the Principles may be permitted. The organizations must 

also inform the data subject about the requirement to disclose personal information in re-

sponse to lawful requests by the public authorities when it is necessary to meet national secu-

rity, public interest or law enforcement requirements.
160

 The possibilities for a public authori-

ty to access personal data that has been transferred from the EU to the US, as well as the limi-

tations on and the protections against such an access, will be described below. 

 

5.5 Access by US public authorities  

The limitations on the US government access to the data transferred from the EU to the US 

are not mentioned in the Privacy Shield Principles since they are not subject to the frame-

work. The principles are only, just like the Safe Harbor
161

, applicable to commercial organiza-

tions, and the means to legal protection and redress described previously is not applicable in 
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disputes relating to the legality of interference with fundamental rights that result from 

measures originating from the government.  

 

Limitations have nevertheless been acknowledged as an essential component of the Privacy 

Shield to limit the access rights of the US government to transferred personal data, as well as 

redress possibilities. The framework includes letters from The Office of the Director of Na-

tional Intelligence (Annex VI), the US Secretary of State (the Ombudsperson Letter, Annex 

III) and the Department of Justice (Annex VII). These letters shall ensure that there are mean-

ingful and effective limitations on the US government’s access to data that has been trans-

ferred from the EU in place, as well as that safeguards applicable in the US law will ensure 

that the data subject’s personal data are effectively protected against unlawful interference 

and the risk of abuse.  

 

5.5.1 National security  

There is a framework in place in the US that regulates the intelligence agencies access to data 

for national security purposes. That framework includes procedures, rules and guidelines, e.g. 

the Foreign Intelligence Surveillance Act (hereafter: FISA), Presidential Directives, National 

Security Letters (hereafter: NSL) and the USA Freedom Act (hereafter: the Freedom Act). It 

is the Congress in the US that has the power to impose limitations within the national security 

area, but it is the President of the US who has the power to direct activities of the US intelli-

gence Community through Executive Orders or Presidential Directives.
162

 

 

The US intelligence agencies can seek data that has been transferred to from the EU the 

US.
163

 They submit a request for collection to the National Signals Intelligence Committee 

(hereafter: SIGCOM) who in turn reviews the request to determine whether it is consistent 

with the FISA or the National Intelligence Priorities Framework (hereafter: NIPF).
164

 The 

NIPF states the intelligence priorities of the US that are determined by the president annual-

ly,
165

 and do not present an unwarranted risk to privacy and civil liberties.
166

 SIGCOM oper-
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ates under the NSA who in turn are responsible for overseeing an coordinating signals intelli-

gence across the Intelligence Community.
167

 

 

5.5.1.1 Presidential Policy Directive 28  

The Presidential Policy Directive 28 (hereafter: PPD-28) imposes a number of principles and 

requirements that apply to all US signals intelligence activities, as well as limitations for “sig-

nals intelligence” operations.
168

 The directive is a policy document that not intend to alter the 

rules in the applicable law.
169

 This directive is relevant for non US-persons because it stipu-

lates, among other things, that the US signals intelligence activities must include appropriate 

safeguards.
170

 This directive is an improvement made in the US after the invalidity of the Safe 

Harbor. Signal intelligence is “intelligence derived” from e.g. communications systems, ra-

dars and weapons systems, e.g. from electronic signals and systems used by foreign targets. 

This is in order to gather information about international terrorists and foreign powers, organ-

izations or persons.
171

 The PPD-28 states that all persons should be treated with dignity and 

respect
172

 and privacy and civil liberties shall be integral considerations in the planning of the 

US signals intelligence activities. That is regardless of the persons nationality or where they 

reside.
173

  

 

It is stated in case law from the CJEU that the principle of proportionality requires that “acts 

of the EU institutions be appropriate for attaining the legitimate objectives pursued by the 

legislation at issue and do not exceed the limits of what is appropriate and necessary in order 

to achieve those objectives”.
174

 The PPD-28 states that US signals intelligence activity shall 

be as “tailored as feasible”.
175

 This means that signal intelligence shall be conducted in a tar-

geted manner. This target will have impact on what is actually collected.
176

 What “feasible” 

is, is subject to the policies that agencies have issued under PPD-28. These policies are pub-

lic.
177
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The intelligence Community might collect so called “bulk signals intelligence” under certain 

circumstances. That means that “authorized collection of large quantities of signals intelli-

gence data which, due to technical or operational considerations, is acquired without the use 

of discriminants”. That will be done in order to identify new or emerging threats that are hid-

den within the system of global communications. Such a collection can only be used for six 

specific purposes, e.g. espionage.
178

 However, the Intelligence Community elements should 

conduct targeted signals intelligence collection activities when practicable. That is the main 

rule. The Intelligence Community elements will have to balance their efforts to protect legiti-

mate privacy and civil liberties interests with the practical necessities of signals intelligence 

activities. That is the principle of reasonableness.
179

 When determining whether to collect the 

information, the Intelligence Community must consider the availability of other information 

from e.g. public sources, and prioritize collection through those means. The PPD-28 stipulates 

that the collection of signals intelligence must be based on statue or Presidential Authoriza-

tion.
180

  

 

5.5.1.2 Foreign Intelligence Act – Section 702
181

 

Section 702 of the FISA Amendment Act of 2008
182

 allows the government to target, on the 

basis of annual certifications prepared by the Attorney General and the Director of National 

Intelligence, for foreign intelligence purposes, communications of foreign persons. US person 

located anywhere in the world are not included. These certifications identify specific catego-

ries of foreign intelligence to be collected, and are submitted to the Foreign Intelligence Sur-

veillance Court (hereafter: FISC).
183

 The FISC authorizes surveillance programs, e.g. PRISM 

and UPSTREAM, rather than individual surveillance measures.
184

 Section 702 permits the 

programs PRISM and UPSTREAM to provide searches carried out in a targeted manner 

through the use of individual selectors that identify specific communications facilities. It is 

not possible to search for key words or the names of targeted individuals, but it is possible to 

search for the target’s email address or telephone number.
185

 However, it is not necessary that 
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the government has any reasonable belief that the target of surveillance has a connection to 

criminal or terrorist activities, only that non-US target might communicate foreign intelli-

gence information.
186

 

 

The collection is authorized by law, and is subject to multiple levels of review, judicial super-

vision and oversight.
187

 The Attorney General and the Director of National Intelligence verify 

the compliance. The agencies have the obligation to report any incidents of non-compliance to 

the FISC.
188

 It reviews the applications requesting the electronic surveillance, and it needs to 

certify that the acquisition fulfill the criteria stated in the FISA.
189

   

 

5.5.1.3 National security letter statutory provisions 

The NSLs are authorized by different statues and allow the Federal Bureau of Investigation 

(hereafter: FBI) to collect information contained in credit reports, financial records and elec-

tronic subscriber and transaction records from certain kinds of companies. This is done in 

order to protect against international terrorism or clandestine intelligence activities only.
190

 

One legal authorization appears in the ECPA which requires that any request for subscriber 

information or transactional records uses a "term that specifically identifies a person, entity, 

telephone number, or account".
191

  

 

5.5.1.4 Freedom Act 

The USA Freedom Act modified the US surveillance and other national security authorities 

when it was signed into law in June 2015. The USA Freedom Act amended the FISA.
192

 It 

also increased public transparency.
193

 The number of the FISA orders and directives sought 

and received, as well as an estimation of the number of persons targeted by surveillance, both 

US persons and non-US persons, shall be disclosed to the US Congress and the public by the 

US government. In addition to that, the act requires public reporting about the number of NSL 

issued.
194

 The Freedom Act prohibits bulk collection of any records even of non-US persons, 
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pursuant to various provisions of the FISA or through the use of the NSL.
195

 The government 

must base any application for collection under these authorizations on a “specific selection 

term”. This term shall specifically identify the relevant person, account, address or personal 

device. This shall limit the scope of information and the collection is precisely focused and 

targeted.
196

  

Ombudsperson will neither confirm nor deny  

5.5.2 Law enforcement and public interest purposes  

The US Department of Justice provides an overview of the tools that can be used to obtain 

data from companies in the US for criminal law enforcement or public interest purposes in 

Annex VII. All law enforcement and regulatory activities in the US must conform to applica-

ble law and policies. The legal framework sets out limitations of the ability of US law en-

forcement and regulatory agencies to collect information from organizations in the US.
197

 

 

Searches and seizures by law enforcement authorities principally require court-ordered war-

rant upon a showing of probable cause that a crime was committed or is about to be commit-

ted.
198

 Once law enforcement no longer needs the seized items as evidence, they should be 

returned. That is followed by the Fourth Amendment of the US Constitution, which also guar-

antees privacy, dignity and protects against arbitrary and intensive acts by officers of the 

Government.
199

 Non-US persons do not have protection under the Fourth Amendment.
200

 

They will however benefit from this right to protection indirectly if the data are held by US 

organizations with the effect that law enforcement authorities in any event have to seek judi-

cial authorization before obtaining access to it.
201

 That  requirement is a fundamental safe-

guard against abuse by the law-enforcement authorities. It needs to be ensured that proper 

authorization is obtained in all cases of interception.
202

  

 

Authorities, with civil and regulatory responsibilities, may only seek access to data that is 

relevant to matters within their scope of authority to regulate.
203

 The authorities may, within 

that limitation, issue subpoenas, criminal or administrative, to corporations for e.g. electroni-
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cally stored information.
204

 The corporations have a few legal bases to use in order to chal-

lenge these requests.
205

 The administrative subpoenas are limited to specific cases and will be 

subject to independent judicial review at least where the government seeks enforcement in 

court.
206

 

 

5.5.3 Effective legal protection  

The Commission found that safeguards provided under US law mostly are available for US 

Citizens or legal residents.
207

  The right to an effective judicial remedy was highlighted 

strongly by the CJEU in the Schrems case as well. The opportunity for the EU citizens to pur-

sue legal remedies, and to seek judicial redress in order to obtain access, rectification or eras-

ure of their personal data taking place under the US surveillance programs, was absent.
208

 

However, the Judicial Redress Act of 2015 gives the EU citizens, when data has been trans-

ferred to the US limited access to US Courts to enforce privacy rights when the US govern-

ment are guilty for Privacy Act violations.
209

  

 

The Judicial Redress Act extends the right to judicial redress that US-persons enjoy to the EU 

citizens.  Civil actions against certain US government agencies may be brought for purposes 

of “accessing, amending, or redressing unlawful disclosures of records transferred from a for-

eign country to the United States to prevent, investigate, detect, or prosecute criminal offens-

es”.
210

 The act only applies to records transferred from public or private entities directly to the 

US public authorities,
211

  and the rights granted by the Act may be enforced only if the data 

subject has sufficient resources to bring an action in the US. There are thresholds to meet be-

fore an individual could bring an action before the US Courts, and redress is only available 

under limited circumstances and for some classes of data.
212

  

 

The Privacy Act regulates the government’s use of personal data.
213

 It ensures a protection 

of the privacy of their personal data. However, the Privacy Act is limited in its scope. It 
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only applies to data processing conducted by the US federal government, the public sector, 

and does not apply to state government or the private sector.
214

 In addition to this, law en-

forcement agencies like FBI and CIA are, in different cases, exempted from the Act.
215

 The 

NSA is able to claim exemptions to the Privacy Act based on the national security inter-

est.
216

 Despite these significant limitations, this act is an improvement made after the inva-

lidity of the Safe Harbor agreement. 

 

5.5.3.1 National security area 

5.5.3.1.1 Oversight 

The US intelligence community is subject to various oversight mechanisms from within the 

executive branch.
217

 Additionally, the US Congress has oversight responsibilities regarding all 

US foreign intelligence activities.
218

 The tribunal
219

 FISC is responsible for oversight and 

compliance of any signals intelligence collection activities conducted pursuant to the FISA, 

and in some cases prior authorization of the measures. Their decisions can be challenged be-

fore the Foreign Intelligence Court of Review (hereafter: FISCR)
220

 and, ultimately, the Su-

preme Court of the United States.
221

  

 

The Freedom Act requires the FISC to demand that data collection meets certain standards for 

minimization, such as limits the amount of non-pertinent data collected. The FISC is also re-

quired to appoint a panel of advocates on behalf of privacy in important cases. These advo-

cates shall make arguments that advance privacy and civil liberties interests.
222

 To increase 

the efficient oversight by the FISC, the FISC will be provided with documentation of Section 

702 targeting decisions and “US Person Queries”  and shall assess how the foreign intelli-

gence purpose requirement is being met in practice. The FISC will therefore be provided with 

some insight into whether the government is in fact satisfying the “foreignness” and “foreign 

intelligence purpose” requirement. It could also signal to the FISC that changes to the target-
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ing procedures may be needed.
223

 The NSA must hereafter also document the foreign intelli-

gence reasons for targeting decisions.
224

 

 

Further, the Intelligence Community employs oversight personnel
225

 and has its own inde-

pendent Office of the Inspector General responsible for the oversight. The Department of Jus-

tice and the Department of Defense provides extensive oversight of intelligence activities, as 

well as the ODNI Civil Liberties and Privacy Office, the PCLOB and the President's Intelli-

gence Oversight Board.
226

 The intelligence Community, as well as relevant Inspector Gener-

als and the Attorney General also have numerous mechanisms to ensure that they are comply-

ing with the limitations on collection, e.g. checks and reviews.
227

  

 

5.5.3.1.2 Individual redress 

In case a data subject has a complaint about that collecting and further processing of her per-

sonal data is taking place under the US Surveillance programs, the data subject has different 

individual redress mechanisms to choose from within the national security area.
228

 These re-

late to interference under the FISA, unlawful intentional access to personal data by govern-

ment officials and access to information under Freedom of Information Act (hereafter: FOIA). 

The FISA provides for a number of available remedies to non-US persons, the right to seek 

relief in the US courts are not limited to US persons.
229

 The remedies available are e.g. to sue 

government officials in their personal capacity for money damages
230

,  to bring a civil cause 

of action for money damages against the US
231

, to challenge the legality of surveillance in the 

event the US government intends to use or disclose information obtained.
232

 Additional ave-

nues that EU data subjects could use can be found in e.g. the Computer Fraud and Abuse Act, 

Electronic Communications Privacy Act and Right to Financial Privacy Act
233

, as well as in 
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the Administrative Procedure Act
234

. However, the governmental agencies might be able to 

withhold information from the data subjects under certain circumstances.
235

 

 

It can be concluded that non-US citizens have judicial redress possibilities in the US, but the 

available causes of action are limited. The individual needs to be able to demonstrate the ex-

istence of damage
236

 or show that the government intends to use obtained information in judi-

cial or administrative courts.
237

 The individuals who bring claims to the courts will be de-

clared inadmissible where they cannot demonstrate “standing”.
238

 To establish ”standing” in 

the Supreme Court
239

 the applicant must be able to show an injury that is “concrete, particu-

larised, and actual or imminent; fairly traceable to the challenged action; and redressable by a 

favorable ruling”.
240

 These factors restricts the access to ordinary courts.  

 

5.5.3.1.2.1 EU-US Privacy Shield Ombudsperson 

The US has established a new redress mechanism in the area of national security in order to 

provide for additional redress avenue accessible for non-US data subjects.
241

 A so called Om-

budsperson, independent from the national security authorities
242

, will follow up on com-

plaints and enquiries by EU citizens about national security access. The Ombudsperson will 

deal with complaints from data subjects in the EU who believe that their personal data has 

been used in an unlawful way by any public authority in the US. The request will initially be 

submitted to the DPA in the Member State who in turn will send the request to the Ombud-

sperson. The Ombudsperson will make further communication directly to these bodies. It is 

the DPA that will be responsible for the communication with the individual submitting the 

request.
 243

 Hence the process for the individual will be simplified, e.g. the individual will able 

to communicate in their own language.  

 

The Ombudsperson will confirm whether relevant laws, statues, executive orders, presidential 

directives and agency policies have been complied with, and if the matter has been properly 
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investigated.
244

 In order of non-compliance, the Ombudsperson will inform the complainant 

that it has been remedied.
245

 There must be mechanisms available for the Privacy Shield Om-

budsperson in order for her to be able to ensure that the data subject will get an appropriate 

response. These mechanisms are listed in Annex III of the Privacy Decision, e.g. the possibil-

ity to effectively use and coordinate closely with the oversight bodies, and the possibility to 

refer matters related to requests to the PCLOB for consideration.
246

 All the written commit-

ments will be published in the US federal register.
247

  

 

5.5.3.2 Law enforcement and public interest area 

There are a number of judicial redress avenues available for individuals in the US law that can 

be used against US public authorities, e.g. in the Administrative Procedure Act, the Freedom 

of Information Act, the Electronic Communications Privacy Act. These avenues are available 

for all individuals regardless of their nationality.
248

 The Administrative Procedure Act  states 

that "any person suffering legal wrong because of agency action, or adversely affected or ag-

grieved by agency action", is entitled to seek judicial review.
249

 The data subject has the right 

to obtain access to federal agency records and to enforce such right in court. This right is lim-

ited since such records could be protected from public disclosure by an exemption or special 

law enforcement exclusion.
250

 The Electronic Communications Privacy Act provides recourse 

for an affected individual to file a civil action in US federal court for ”actual and punitive 

damages as well as equitable or declaratory relief” against a government official, or against 

the US.
251

  

 

The Commission lists other alternative acts in the Privacy Shield Decision that provide the 

data subject with a right to bring suit against a US public authority, e.g. the Computer Fraud 

and Abuse Act
252

, the Federal Torts Claim Act
253

, the Right to Financial Privacy Act
254

, and 
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the Fair Credit Reporting Act
255

.
256

  However, nothing indicates that the Commission has as-

sessed further the efficiency of these acts, nor the possibilities for the EU citizens to use them.  

 

5.6 Periodic review of adequacy finding 

It was stated in the Schrems case that the Commission, after it has adopted an adequacy deci-

sion, is required to check periodically whether the adequacy decision is still factually and le-

gally justified.
257

 The requirement of a periodic review of, on an ongoing basis, an adequacy 

decisions adopted pursuant to the Directive, are stated in Article 45(4) GDPR as well. This 

requirement is met in the Privacy Shield Decision where it is stated that the Commission peri-

odically must monitor whether the findings relating to the adequacy of the level of protection 

that the Privacy Shield ensures are still factually and legally justified. The Commission will 

monitor the decision, as well as the compliance by the US authorities.
258

  

 

To facilitate this process, the US will provide the Commission with relevant material about 

the developments in the US law. The adequacy findings may also be influenced by legal de-

velopments in Union Law, e.g. the GDPR. The Commission will also request that the DoC 

provides information on relevant aspects of the functioning of the EU-US Privacy Shield, and 

seek explanations concerning any questions or matters concerning the Privacy Shield, includ-

ing transparency reports allowed under the US regulations.
259

 

 

If the Commission concludes that the level of protection that is offered in the Privacy Shield 

framework cannot be regarded as “essentially equivalent” to the one in the EU, it will inform 

the DoC and request that appropriate measures are taken in order to continue to guarantee 

effective compliance and an adequate level of protection. If sufficient measures are not taken 

within a reasonable and given timeframe, if the US Authorities fail to demonstrate satisfacto-

rily that the EU-US Privacy Shield will continue to guarantee effective compliance and an 

adequate level of protection, the Commission will initiate the procedure leading to the partial 

or complete suspension, or repeal of the decision. The Commission may alternatively purpose 

to amend the decision.
260
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5.7 Action of Data Protection Authorities 

It is clarified by the CJEU that the Commission, through an adequacy decision, has no compe-

tence to restrict the powers of the DPAs which are derived from Article 28 of the Directive 

and hereafter, Article 51 GDPR, and the Charter.
261

 Nothing in the Privacy Shield indicates an 

interference with this. It is now stated in the EU-US Privacy Shield that when a DPAs re-

ceives a complaint that questions the commission adequacy decision, national law must pro-

vide the DPA with a legal remedy to put those objections before a national court, if it seems 

to be well founded that adequacy decision might interfere on the fundamental right to privacy 

and data protection.
262

 This is in accordance with the GDPR which expressly empowers the 

DPA to order the suspension of data flows to a recipient in a third country or an international 

organization.
263

 

6 Scrutiny by the CJEU and general conclusions 

The CJEU has stressed the importance of the right to protection of personal data and privacy 

in its case law. That approach is strengthened with respect to the fact that the GDPR requires 

a higher level of protection than the Data Protection Directive, even though the GDPR, as 

well as the Directive, are having as its principal aim to ensure the free movement of personal 

data.
264

 Hence the right to the protection of personal data is not an absolute right, but must be 

considered in relation to its function in society.
265

  

 

The processing of personal data could result in infringed fundamental freedoms, in particular 

the right to privacy, enshrined in Article 7 of the Charter, and the right to protection of per-

sonal data, enshrined in Article 8 of the Charter. The fundamental rights form an integral part 

of the general principles of law hence the court must ensure the observance of these.
266

 Inter-

ference with Article 7 and 8 of the Charter have been pointed out as wide-ranging and must 

be considered to be “particularly serious”.
267

 For the purposes of a valid adequacy decision by 
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the Commission, and in order to withstand scrutiny by the CJEU, the Privacy Shield Frame-

work must be able to meet the criteria specified by the CJEU, as well as the GDPR. 

 

6.1 Essentially equivalent?  

As mentioned above, the US takes a sectoral approach when regulating the Data Protection, 

while the EU relies on its comprehensive legislation, the Data Protection Directive, or soon, 

the GDPR. The CJEU has found that the term “adequate level of protection” means that the 

third country must ensure a level of protection that is “essentially equivalent” with the one 

ensured in the EU, by reason of its domestic law or its international commitments. Any inter-

ference with fundamental rights authorized by law must be strictly necessary, personal data 

may not be accessed on a general basis. Further, the data subject must have right to redress. 

The European Commission is required to assess the content of the data protection rules in the 

US and the practices designed to ensure compliance with those rules. The challenge the US 

faces is therefore to make it clear enough how the EU-required “adequacy standard” impact 

on personal data transfers to the US. 

 

Canada, Argentina and Switzerland are three countries that ensure an adequate level of pro-

tection.
268

 All three countries have one law which applies to all types of personal data.
269

 The 

Commission has found that these countries ensure an adequate level of protection by reason 

of these laws. All three Commission Decisions look very similar to the Privacy Shield Deci-

sion. All four decisions contain 6 articles, each with very similar wording. However, in addi-

tion to these articles, the US Privacy Shield Decision contains 155 paragraphs and the other 

three decisions approximately 15 each. In addition to that, the Privacy Shield Decision in-

cludes seven annexes, the other decisions include none. To be able to understand the scope of 

the Privacy Decision, it is also necessary to have a comprehensive understanding of the US 

legal system, in particular of all the different acts mentioned in this thesis.  

 

The EU-US Privacy shield is a complex framework. All information is spread out in the 

“main” decision document as well as in the seven annexes. The documents refer to each other, 

as well as to US regulations, policies, websites etc. The Privacy Shield would benefit from 

greater precision and accessibility. The lack of clarity in the set of documents is something 
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Article 29 Working Party in particular stressed as a weakness in the new framework.
270

 The 

effective exercise of the data subject’s right might be undermined in practice because the 

complexity and the lack of clarity of the overall architecture of this mechanism.
271

 The protec-

tion ensured in the framework is difficult to find and use, hence it will probably have a nega-

tive impact on the data subjects rights.  

 

6.1.1 Transparency  

The Privacy Shield values the fundamental principle of transparency. The transparency ap-

proach in the Privacy Shield is in accordance with the recommendations from the Commis-

sion.
272

 The Privacy Shield demonstrates, in this matter, an important improvement in com-

parison to the Safe Harbor Scheme. Further, the requirement of a periodic review in both 

Schrems and the GDPR is met in the Privacy Shield Decision. 

 

6.1.2 Derogations from the Principles 

It is followed by the Privacy Shield Decision that the applicability of the Privacy Shield Prin-

ciples may be derogated. Firstly, the Decision provides that national security, public interest 

and law enforcement considerations have primacy over the Privacy Shield Principles. This 

means that the organizations must disclose the personal data when receiving a lawful request 

by a public authority relying on one of these grounds. The rules governing the scope and ap-

plication of measure, and the question whether the derogations will apply only in so far it is 

strictly necessary, will be discussed in the following section (6.1.2). 

 

Secondly, derogations are authorized when statue, government regulation or case law create a 

conflicting obligation or explicit authorization. These derogations shall be limited to the ex-

tent necessary to meet an overriding legitimate interest furthered by such authorization. How-

ever, such a general derogation, enabling an interference with the fundamental rights en-

shrined in the Charter, must according to the Schrems Case be limited to the what is strictly 

necessary. The Commission might therefore need to assess the scope of this possibility a bit 

further. It is not clear in the Privacy Shield Decision which interest that are legitimate and 

therefore will get prioritization before the Principles. The Commission needs to assess the 

rules adopted by the US that intend to limit the interference to what is strictly necessary. This 

needs to be done in order for the Commission to be able to determine whether the adequate 
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level of protection of the fundamental rights enshrined in the Charter is ensured by reason of 

US law.
273

 

 

The fact that the organizations will be required to indicate in their privacy policies when an 

overriding legitimate interests will authorize a derogation from the Privacy Shield Principles 

might be applicable will improve the transparency and make the data subject more aware of 

what might happen to her data. This must be regarded as a safeguard that enables the data 

subject to be protected against the risk of abuse and against any unlawful access and use of 

the data.  

 

6.1.3 Access by US public authorities  

The letters attached to the framework as annexes describe, as a summation, a range of safe-

guards and limitations applicable on the US authorities. Collection limitations, retention and 

dissemination limitations and compliance and oversight mechanisms are included in this, as 

well as the legal protection offered. The Commission has concluded in the Privacy Shield 

Decision that there are rules in place in the US that guarantee that any interference with the 

fundamental rights for national security and law enforcement purposes are limited only to 

what is strictly necessary to achieve the legitimate objective in question.
274

 

 

The Commission has in its communication in 2013 recommended that the organizations in 

their privacy policies should include information about the extent to which US law allows 

public authorities to collect and process data transferred under the, by then in force, Safe Har-

bor Framework. The Commission believed that the individuals and the companies would be 

unfamiliar with what was being done with their data otherwise. That in turn could be some-

thing the Commission believed created a conflict with the transparency principle.
275

 However, 

it is now stated in the Notice Principle that the data subject must be informed of the organiza-

tion’s requirements to disclose her personal information when receiving a lawful request by a 

public authority. The recommendation from the Commission seems to be met.  
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6.1.3.1 National security area  

There have been some changes in the US about surveillance practices since the Snowden rev-

elations in June 2013 and the invalidation of the Safe Harbor in 2015. The PPD-28 has been 

introduced. It requires the access by US authorities to be targeted. The data collected in bulk 

may only be used for six specific national security purposes. Since 2015, the Freedom Act 

also limits bulk collection of data and allows companies to issue transparency reports on the 

approximate number of government access requests. In addition to that, the FISA has been 

amended and the FISC has got a strengthened role in connection to that the Freedom Act was 

signed into law in 2015. The FISC will be supplied with more information to use in determin-

ing whether the government’s acquisitions comply with the FISA and the Fourth Amendment. 

The FISC shall demand that data collection meets certain standards for minimization and the 

FISC is required to appoint a panel of advocates on behalf of privacy in important cases. 

These advocates shall make arguments that advance privacy and civil liberties interests.
276

 

 

Much focus and emphasis is placed on the PPD-28. The PPD-28 includes both limitations on 

the access and safeguards as required in CJEU case law. It can nevertheless be questioned if 

the requirement in the PPD-28 about that signal intelligence activities must be “tailored as 

feasible” also means that all data collection must be strictly necessary and proportionate. Fur-

ther, this directive is not law. It is issued by the Barack Obama administration and could be 

superseded by subsequent policy directives issued by the next administration. This presiden-

tial policy directive might therefore not be anything the Commission should value highly as 

protection for the EU-citizens. 

 

The Freedom Act does, as well as PPD-28, limit the collection of the information. It states 

that the collection must be “precisely focused” and targeted. It is not clear in the Commission 

Decision whether this means that the collection must be restricted to what is strictly necessary 

either. That requirement needs to be demonstrated. A balance needs to be found between the 

objectives for the collection
277

 and the individual’s rights.
278

  

 

It is stated in the letter from ODNI that the US intelligence agencies must send a request to 

SIGCOM in order to seek the data that has been transferred from the EU. SIGCOM will en-
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sure that their request is consistent with the FISA or NIPF. This request protects the data sub-

jects from an unlawful use of their data and limits the collection. However, it is not necessary 

that the government has any reasonable belief that the target of surveillance has a connection 

to criminal or terrorist activities, only that non-US target might communicate foreign intelli-

gence information.
279

 This collection of personal data could probably not be regarded as lim-

ited to what is strictly necessary. At least, the Commission has not stated that is the case. 

 

To summarize, neither the FISA, the PPD-28 nor the Freedom Act seem to be able to guaran-

tee that the access to personal data by public authorities on the national security area is limited 

to what is strictly necessary. This is an important requirement that has been stated in the 

CJEU case law. These acts seem, having regard to the Commission’s assessment, to provide 

an insufficient protection of the data subjects' personal data.  

 

Further, it is not clear in the Privacy Shield how the statues authorizing the NSL also restrict 

the use of them, i.e. what the criteria are. It is not stated that there are rules governing the 

scope and application of a measure in place, nor whether they impose minimum safeguards. It 

is not clear how the data subject are protected against the risk of abuse or any unlawful access 

and use of the data beyond the fact that the Freedom Act require disclosure by the government 

about the number of NSL requests they have received. The information about this authoriza-

tion is insufficient.  

 

6.1.3.2 Law enforcement and public interest 

The DoJ describes in its letter to the Commission the possibilities for a public authority to 

access personal data on the purposes of law enforcement. These activities must comply with 

law and policies that contain limitations. However, the DoJ mentions the possibility to access 

personal data on the purpose of public interest shortly and not in detail. It is stated that agen-

cies may seek access only to data that is relevant to matters within their scope of authority to 

regulate, but it is not clear in the Commission Decision how the US lays down clear and pre-

cise rules governing the scope and application of such a measure. The Commission Decision 

does not assess the scope of the possibility to authorize the access on the purpose of the public 

interest further. The information about this authorization is insufficient. 
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6.1.4 Redress mechanisms, complaint handling and enforcement  

The EU citizens are provided with a couple of alternatives for complaint handling. The Com-

mission considers these alternatives as sufficient to ensure a level of protection that is essen-

tially equivalent with the one guaranteed by the basic principles laid down in the Data Protec-

tion Directive.
280

 However, whether they are “essentially equivalent” to the forthcoming the 

GDPR is a separate matter entirely .  

 

6.1.4.1 If non-compliance with the Principles 

The most effective alternative for the individuals will be to submit their complaint to the na-

tional DPA. It was stated in the Schrems case that a transfer of personal data to a third coun-

try, that has been subject of a Commission decision pursuant to Article 25(6) of Data Protec-

tion Directive, is neither according to Article 8(3) of the Charter nor Article 28 of the Di-

rective, excluded from the national supervisory authorities’ sphere of competence the over-

sight.
281

 The DPAs have the power to suspend personal data transfer if necessary considered 

that the data are not afforded an adequate level of protection.
282

 Nevertheless, the DPA will 

not have the power to force the data subject’s right to access the data relating to them, nor get 

it rectified or erased. This alternative is therefore not sufficient enough to ensure a level of 

protection that is essentially equivalent with the one enshrined in Article 47 of the Charter.  

 

While it is true that the DPAs have limited authority to enforce the data subject’s access rights 

etc., the data subjects will nevertheless through the DPA have access to the FTC and the DoC 

who will prioritize their complaint. The DoC will have the power to remove the organization 

from the Privacy Shield list and the FTC will use administrative orders to enforce compliance 

with the Privacy Shield Principles. The FTC might be able to force the data subject’s right to 

access the data relating to them and to get it rectified or erased. The FTC will otherwise be 

able to refer the case to a US court. Nevertheless, the scope of the FTC is, as was established 

already in the Schrems case, strictly limited, partly to the fact that it only act on a limited part 

of the commerce area, and partly because of its limited investigation powers. Individuals may 

bring claims before the FTC trough a DPA, but customers are excluded. The protection the 

FTC provides the EU-citizens is therefore not sufficient since it is not available in all possible 

cases.  
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The efficiency of the Privacy Shield Panel, the last recourse mechanism, can be questioned. 

Even if the EU citizens theoretically can rely upon the privacy safeguards afforded in the US 

law, and hence enforce the decision from the panel in the US courts, the relevant question is if 

they really have the ability to enforce its right in practice. Above the potential language is-

sues, and the need for the EU citizen to get to the US, the US privacy laws are unfamiliar to 

Europeans and must be able to demonstrate “standing”. Further, the legal status of the annex-

es might be an issue. It is definitely doubtful whether the US court will let an EU citizen to 

claim its rights and enforce the decision from the Privacy Shield Panel in the court based on a 

letter from the DoC (Annex I and II). The legal status of the Annexes will be discussed further 

below. The Privacy Shield Panel might therefore not be a complement to the FTC that is suf-

ficient.  

 

6.1.4.2 If unlawful access by the public authorities 

A key element in the CJEU’s reasoning in the Schrems Case was that the EU data subjects 

would have no administrative or judicial means of redress in the US enabling “the data relat-

ing to them to be accessed and, as the case may be, rectified or erased” when her data was 

being transferred to the US, and was in the possession of intelligence agencies.
283

 A legisla-

tion not providing for the possibility to pursue for such does not respect the essence of the 

fundamental rights enshrined in Article 47 of the Charter, which mentions an effective reme-

dy before an impartial tribunal.
284

 

 

The Ombudsperson mechanism, independent from the US intelligence services, is created in 

order to provide for an additional redress avenue for all EU data subjects on the national secu-

rity area. It is unclear in the Privacy Shield Decision, as well as in the letter from the Secre-

tary of State, in what way the Ombudsperson can order non-compliance to be remedied and 

whether it is vested with adequate powers to effectively exercise its duty, e.g. if the ombud-

sperson could get sufficient information to be able to state if processing of personal data is 

lawful, and if it ensures a satisfactory remedy in case of disagreement. The Privacy Shield 

only states that the Ombudsperson will “respond” to complaints. It is necessary that the Om-

budsperson’s recommendations and decisions will be effectively respected and implemented 

by the relevant bodies. It is not clear that the Ombudsperson provides for any possibility for 
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an individual to pursue legal remedies in order to have access to personal data relating to her, 

or to obtain the rectification or erasure of such data. A legislation not providing for the possi-

bility to pursue for such does not respect the essence of the fundamental rights enshrined in 

Article 47 of the Charter.
285

 The Ombudsperson mechanism seems therefore not to be in 

compliance with Article 47 of the Charter. 

 

The new Judicial Redress Act seems, at first glance, to address the concerns raised by the 

CJEU about a lack of means to redress when personal data is in the possession of intelligence 

agencies. However, the Judicial Redress Act might be of little use because of the exemptions 

followed in the Privacy Act. The NSA could claim national security exemptions to the Priva-

cy Act and continue to use the PRISM program in order to make it possible for the NSA to 

collect personal data from different organizations. In addition to that, the US legal system is 

unfamiliar to a non-US person. Once again, the question is whether an EU citizen, in practice, 

will be able to decide which causes of action available under the Privacy Act that is exercisa-

ble against the relevant US agency. Different actions are creating a patchwork of legal reme-

dies and redress is only available under limited circumstances and for some classes of data. 

The rights granted by the Act may also be enforced only if the data subject has sufficient re-

sources to bring an action in the US. As mentioned above, there are thresholds to meet before 

an individual could bring an action before the US Courts and get “standing”.  

 

The FISA provides for a number of available remedies to non-US persons as well, e.g. to 

bring a civil cause of action for money damages against the US. Further, the Commission 

shortly mentions that the Administrative Procedure Act, the Freedom of Information Act, the 

Electronic Communications Privacy Act, as well as a several other statutes, that provide the 

data subject with judicial redress avenues that can be used against US public authorities. 

However, it is highly doubtful whether it is feasible for Europeans to take advantage of the 

tools provided in these acts, as well as the Judicial Redress Act, without a fairly knowledge of 

the US legal system. The Commission must therefore assess whether it is feasible for the EU 

citizens to use this means in practice, as well as the scope of the protection.  

 

6.1.4.3 Need for a DPA in the US 

It is obvious that the EU highly values the role of a DPA since their role, as well as their pow-
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ers and the requirements for independency, will be extended. As mentioned above, the Com-

mission shall also, according to Article 45(2) of the GDPR, take account of the existence and 

effective functioning of one or more independent supervisory authorities in the third country 

when assessing the adequacy level of the protection. Argentina, Canada and Switzerland are, 

as mentioned above, examples of countries that the Commission has found to ensure a level of 

protection that is essentially equivalent with the one ensured in the EU. All three countries 

provide a body like the DPA.
286

 These bodies give requesting parties assistance and advise, as 

well as control and enforce compliance with the regulation. The US regulations do not require 

or provide for a single data protection agency in the same way.  

 

The FTC in the US aims to ensure compliance with the relevant data protection regulation, it 

has enforcement powers through the “consent orders” and cooperate with the EU DPAs. 

However, the FTC will not have direct contact with the data subjects as an EU DPA will. The 

jurisdiction of the FTC is also strongly limited in contrast to the EU DPAs. However, the 

Ombudsperson could fill in some gaps that the FTC does not cover. The Ombudsperson will 

investigate whether the data subject’s personal data has been treated in accordance with the 

limitations and safeguards in the ODNI letter, Annex VI. The Ombudsperson’s jurisdiction is, 

on the other hand, limited to the national security area. 

 

In addition to the FTC and the Ombudsperson mechanisms, the DoT, the DoC the PCLOB 

will provide accountability for oversight and enforcement as well. Their responsibilities and 

powers are spread out in different regulations. The DPA in the EU must be able to assist and 

cooperate with other DPAs in other Member States if necessary. All these US bodies will be 

able to do so. None of these bodies will, on the other hand, be able to communicate directly to 

the data subject.  

 

The FTC, the Ombudsperson, the DoT, the DoC and the PCLOB might together provide ac-

countability for oversight and enforcement in the EU and could therefore work together as a 

DPA function. Each mechanism, regarded to their limitations, do not play a role that is com-

parable to that of the national DPA provided in the GDPR or the Data Protection Directive on 

its own. Since none of the above mentioned mechanisms will be able to assist and advise the 

data subject directly, it needs to be assessed whether the contact with the national DPA who 
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in turn will get in contact with these mechanisms are enough, if the subject actually will be 

able to get assistance and advice in practice. Further, the Commission must assess whether 

these mechanisms together are vested with powers and independency enough to ensure the 

same level of protection as a national DPA. 

 

The Article 29 working group has questioned the independence of the US Ombudsperson to 

oversee redress for Europeans whose data has been misused since the Ombudsperson will be 

appointed and report to the Secretary of state.
287

 The Ombudsperson will be nominated by the 

President and confirmed by the Senate. The Ombudsperson can be dismissed in his role of 

Under Secretary in the Department of State. These factors might undermine the independence 

and could therefore be in non-compliance with Article 8(3) of the Charter that require that 
 

compliance with the data protection rules shall be subject to control by an independent author-

ity. It is important that the Ombudsperson has sufficient distance from the intelligence com-

munity in order to be independent. The Commission must assess whether that is the case. 

 

6.1.5 The legal status of the Annexes 

The annexes contain commitments that are fundamental for a well functioned cooperation 

between the US and the EU. The annexes provide, as an example, for oversight and enforce-

ment mechanisms in order to verify and ensure that the self-certified companies comply with 

the principles. If, for example, the DoC does not investigate organizations adherence to the 

Principles and thus not update the Privacy Shield list of organizations on a regular basis as 

promised in Annex I, information might be transferred to an organization that falsely claim 

adherence to the Principles. That transfer is not lawful. Another example is that the FTC 

commits in Annex IV to give priority to Privacy Shield referrals from EU Member States, to 

take action to address issues about US organization’s non-compliance with the Principles, as 

well as to exchange information on referrals with referring enforcement authority and cooper-

ate with EU DPAs. This is also a fundamental commitment since this is one of few redress 

mechanisms available for the EU citizens in the US.  

 

It is not clear whether a mere assurance from the old administration in the US could be suffi-

cient enough to protect the right to data protection and privacy. It might be necessary that the 

legal status of the annexes gets questioned. What impact the change of administration in the 
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US will have on the Privacy Shield and its annexes might also be a relevant issue to consider. 

The Privacy Shield framework does apparently not have the force of law and could easily be 

superseded by the new US administration.  

 

6.1.6 Need to modify the Privacy Shield Framework? 

6.1.6.1 The Privacy Shield Principles 

The “Access Principle” needs to be modified in order to meet the “right to be forgotten” re-

quirement in the GDPR. The data subject has no right to claim the data to be erased in the 

Privacy Shield. The Privacy Shield must also require that the organizations communicate the 

erasure to all recipient the data has been disclosed to. Further, there is no requirement to actu-

ally erase the data in the Privacy Shield; neither on the request of the subject, nor when the 

data is inaccurate or when the purpose for which it was collected is obsolete. That will be 

needed both in order to meet the “right to be forgotten” but also the retention principle/storage 

principle followed by EU regulation.  

 

Since the GDPR introduces an enhanced protection for children’s data and requires consent 

from the holder of parental responsibility over the child before processing, it might be neces-

sary that the Choice Principle in the Privacy Shield gets modified. Further, the time for the 

processing must be determined in advance since the data subject has the right to be informed 

about the retention time according to the GDPR. The “Notice Principle” in the Privacy Shield 

needs to be modified in order to meet that requirement, as well as the requirement in Article 

11(2) GDPR. 

 

The GDPR mentions the data minimization principle in Article 5(c). Personal data shall be 

processed in an adequate, relevant and limited to what is necessary in relation to the purposes 

for which they are processed. The Data Integrity and Purpose Limitation Principe in the Pri-

vacy Shield states that personal information must be limited to what is relevant for the pur-

pose(s) of processing. It might be necessary to modify this sentence in order for this principle 

to be essentially equivalent to the minimization principle in the GDPR. The EDPS has rec-

ommended to add an “adequacy” and a “necessity” requirement.
288

   

 

The organizations might have to offer “data portability” in order to benefit the data subject 
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with a greater access to its personal data, as well as “Privacy by Design” and “Privacy by De-

fault” in order to benefit the data subject with a greater security of its data. They must also 

make sure that they ensure protection against “automated individual decisions” based solely 

on automated processing. The access principle and the security principles should be modified 

in order to meet these improvements in the GDPR.  

 

Another improvement in the GDPR is the requirement directed to some organizations to des-

ignate a Data Protection Officer. The officer will be responsible within the organization to 

ensure compliance with the GDPR and to cooperate with the DPAs. They will also be some-

one the data subject can contact directly. The Privacy Shield framework does not provide for 

such a mechanism. Nevertheless, it is stated in the Privacy Shield that organizations are re-

sponsible for the processing of personal data, that effective privacy protection must include 

clear mechanisms for assuring compliance with the principles and that they must provide a 

redress mechanism within the organization for complaints from EU data subjects whose per-

sonal data might have been processed in a non-compliant manner. The Privacy Shield may 

formulate the data protection in a way that is different to how it is formulated in the GDPR, as 

long as it is essentially equivalent. Their solution must however be as good as the Data Pro-

tection Officer. The Commission should assess whether that is the case.  

 

6.1.7 The qualified guess 

The Commission must, according to the Schrems Case, find “duly stating reasons” that the 

US, by reason of its domestic law or its international commitments, ensures a level of protec-

tion that is essentially equivalent to that ensured in the EU. The Commission Decision must 

be expanded in order to fulfil this requirement. It must be expanded in order to show that the 

Commission actually has assessed the level of protection provided in the US in a sufficient 

way.  

 

It is necessary that the Commission concludes that there are mechanisms in place to cover for 

the lack of a DPA in the US. Further, the Commission needs to demonstrate that derogations 

to the data protection apply only in so far it is strictly necessary. Firstly, the assessment of 

whether there are rules in place that guarantee that the public authorities will not get access to 

the EU citizens’ personal data on a general basis needs to be improved. Hence the Commis-

sion needs to analyze the situations where relevant exemptions to such rules may apply in 

order to determine the scope of the public authorities means to access, as well as the possibili-
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ties for the public authorities to withhold information about the data subject. Secondly, the 

Commission must assess in what way the Privacy Shield Principles might be derogated in 

case of a conflicting obligation in statues, government regulations or case law. The Commis-

sion must provide some kind of guarantee that that the EU is informed of all regulations that 

might have an effect on the principles might be needed.  

 

Article 47 of the Charter requires that everyone whose rights and freedoms guaranteed within 

the EU have the right to effective remedy before a tribunal. The Privacy Shield demonstrates 

a willingness to offer an effective redress mechanism for individual data subjects. However, 

the complexity of the system might have impact on the individual fundamental rights en-

shrined in Article 47 of the Charter. The most feasible alternative today seems to be that the 

individual chooses to bring a complaint to the national DPA. This alternative is not sufficient 

enough to ensure a level of protection that is essentially equivalent to that enshrined in Article 

47 of the Charter. The DPA can only in limited cases refer the claim to FTC who in turn can 

refer the case to US court. The data subject will probably not have the chance in practice, 

even though she theoretically has the possibility, to bring a claim in the US court on her own 

when a public authority has processed her data in an unlawful way. The Commission should 

assess the effectiveness of this right in practice. The Commission has not found duly stating 

reasons for how the US ensures a level of protection that is essentially equivalent with Article 

47 of the Charter. 

 

EU citizens have the right to enforce compliance with BCR in the EU by lodging a complaint 

before a DPA in the Member State and bringing an action before a Member State Court. 

Maybe the same possibility should be offered regarding non-compliance with an “Adequacy 

Decision”, or at least that a national DPA should be able to represent the EU citizen and act 

on their behalf as an intermediary. This could facilitate direct access for individuals to inde-

pendent redress, taking into account the complexity of the mechanisms provides.  

 

As stated in the introduction, the EU must strive for making the market attractive, without 

giving up on the citizens’ rights, e.g. the right for data protection and privacy as well as the 

right to an effective remedy and a fair trial. The Privacy Shield might be one attempt to do 

that, to make it possible for organizations to transfer personal data from the EU to US. How-
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ever, the framework is still untried and liable to be challenged.
289

 The organizations cannot be 

certain that the framework is reliable before it is being fully operational, and the conditions 

presented above makes it doubtful that the Privacy Shield would withstand scrutiny in the 

CJEU. What might be necessary as well is that the annexes legal status gets questioned in the 

court before it is possible to rely on the Privacy Shield. 

 

The Privacy Shield will probably not be sufficient to demonstrate that the US provides a pro-

tection of personal data that is essentially equivalent to that ensured in the EU, and thus with-

stand scrutiny in the CJEU. The lack of an exhaustive assessment performed by the Commis-

sion was the core reason to determine the Safe Harbor Decision invalid. Other alternatives are 

therefore more reliable; e.g. BCR or SCC.  
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dure Act] 

 

The Bank Secrecy Act of 1970 [cit. The Bank Secrecy Act] 

 

The Fair Credit Reporting Act of 1970 (15 U.S.C. §§ 1681-1681x) [cit. The Fair Credit Re-

porting Act] 

 

The Federal Torts Claim Act of 1946 (28 U.S.C. §§ 2671) [cit. FTCA] 

 

https://en.wikipedia.org/wiki/Title_5_of_the_United_States_Code
https://en.wikipedia.org/wiki/Title_5_of_the_United_States_Code
http://www.law.cornell.edu/uscode/text/5/part-I/chapter-5/subchapter-II
https://en.wikipedia.org/wiki/Title_50_of_the_United_States_Code
http://www.law.cornell.edu/uscode/text/50/chapter-15
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The Fourth Amendment of the Constitution of the United States of America (1787) [Cit. The 

Fourth Amendment of the U.S Constitution] 

 

The Right to Financial Privacy Act of 1978 (12 U.S.C. chapter 35) [cit. Right to Financial 

Privacy Act] 

 

The Judicial Redress Act of 2015 (H.R 1428) [cit. The Judicial Redress Act] 

 

The Privacy Act of 1974 (5 U.S.C. § 552a) [cit. The Privacy Act] 

 

USA Freedom Act, H.R. 2048, Public Law 114-23 [cit. Freedom Act, H.R. 2048] 
 

8.2 European Union 
Directive 95/46 of the European Parliament and of the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free 

movement of such data, OJ 1995, L 281/31 [cit. The Directive] 

 

Directive 2011/83/EU of The European Parliament and of the Council of 25 October 2011 on 

consumer rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the 

European Parliament and of the Council and repealing Council Directive 85/577/EEC and 

Directive 97/7/EC of the European Parliament and of the Council, OJ 2011, L 304/64 [Cit. 

Directive 2011/83/EU].  

 

Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 con-

cerning unfair business-to-consumer commercial practices in the internal market and 

amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC 

of the European Parliament and of the Council and Regulation (EC) No 2006/2004 of the 

European Parliament and of the Council [cit. Directive 2005/29/EC] 

 

Directive (EU) 2016/680 of the European Parliament and the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data by competent 

authorities for the purposes of the prevention, investigation, detection or prosecution of 

criminal offences or the execution of criminal penalties, and on the free movement of such 

data, and repealing Council Framework Decision 2008/977/JHA, OJ 2016, L 119/89 [cit. 

The Police and Criminal Justice Authority Directive] 

 

8.3 Argentina 
The Personal Data Protection Act No 25.326 of 4 October 2000 [hereafter: The Personal Data 

Protection Act in Argentina] 

 

The Regulation, approved by Decree No 1558/2001 of 3 December 2001 [Argentine Regula-

tion]  

 

8.4 Canada 
Canadian Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5 

[cit. PIPEDA] 

 

8.5 Switzerland 
The Federal Act of Data Protection of 19 June 1992 [cit. Swiss Data Protection Act] 
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8.6 The European Commission Documents 
Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46/EC of the 

European Parliament and of the Council on the adequacy of the protection provided by the 

safe harbor privacy principle and related frequently asked questions issued by the US De-

partment of Commerce, 26.07.2000 [cit. Commission Decision 2000/520/EC] 

 

Commission Decision 2000/518/EC of 26 July 2000 pursuant to Directive 95/46/EC of the 

European Parliament and of the Council on the adequate protection of personal data pro-

vided in Switzerland, 26.07.2000 [cit. COM(2000)2304] 

Commission Decision 2002/16/EC of 27 December 2001 on standard contractual clauses for 

the transfer of personal data to processors established in third countries under Directive 

95/46/EC of the European Parliament and of the Council, OJL 6, 10.1.2002. [Cit. Commis-

sion Decision 2002/16/EC] 

 

Commission Decision 2003/490/EC of 30 June 2003 pursuant to Directive 95/46/EC of the 

European Parliament and of the Council on the adequate protection of personal data in Ar-

gentina, 30.07.2003 [Cit. 2003/490/EC] 

Commission Decision 2001/497/EC of 15 June 2001 on standard contractual clauses for the 

transfers of personal data to third countries under Directive 95/46/EC, OJ L 181, 4.7.2001  

 

Proposal for a Directive of the European Parliament and of the Council on the protection of 

individuals with regard to the processing of personal data by competent authorities for the 

purposes of prevention, investigation, detection or prosecution of criminal offences or the 

execution of criminal penalties, and the free movement of such data, Brussels, 25.1.2012 

[cit. COM(2012)10 final] 

 

Communication from the Commission to the European Parliament and the Council on the 

Functioning of the Safe Harbour from the Perspective of EU Citizens and Companies Es-

tablished in the EU, COM(2013) 847 final, 27.11.2013 [cit. COM(2013)847] 

 

Communication from the Commission to the European Parliament and the Council, "Restor-

ing Trust in EU-US data flows", COM(2013) 846 final, 27.11.2013 [cit. COM(2013)846] 

Memorandum "Restoring Trust in EU-US data flows – Frequently Asked Questions", 

MEMO/13/1059, 27.11.2013.  

 

Communication from the Commission to the European Parliament and the Council on the 

Transfer of Personal Data from the EU to the United States of America under Directive 

95/46/EC following the Judgement by the Court of Justice in Case C-362/14 (Schrems), 

Brussels, 6.11.2015, COM(2015)566 final. [cit. COM(2015)566 final] 

 

Communication from the Commission to the European Parliament ant the Council; Transat-

lantic Data Flows: Restoring Trust through Strong Safeguards, COM(2016) 117 final, 

29.2.2016 [cit. COM(2016) 117 final] 

 

Commission Implementing Decision 2016/4176/EC of 12 June 2016 [Cit. COM(2016)4176 

final] 
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9 Other documents 

Article 29 Data Protection Working Party Working Documents WP237, published on 13 

April 2016 [cit. WP29 Working Documents WP237] 

 

Article 29 Data Protection Working Party Working Documents WP238, published on 13 

April 2016 [cit. WP29 Working Documents WP238] 

 

Article 29 Data Protection Working Party Working Documents WP 12, published on 24 July 

1998 [Cit. WP29 Working Documents WP12] 
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