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Introduction 

From a legal point of view, the protection of private life, family life and personal data must be 

understood as an integral part of the multidimensional legal system of the European Union (EU 

law). Within the Union, these aspects of the right to privacy are safeguarded by the Charter of 

Fundamental Rights of the EU (the EU-Charter), and more specifically by Article 7 and 8 

thereof.2 However, as the provisions of the EU Charter do not have direct effect, i.e. cannot be 

invoked per se by private parties in Court proceedings, the rights crystalize only in substantive EU 

law. As explained by the European Court of Justice (ECJ) there are no situations caught by EU 

law where the fundamental rights secured by the Charter do not apply, but the Charter does not 

extend the scope of EU law extramural the competences conferred upon the Union in the EU 

Treaties.3 Hence, data protection is transposed through all primary law, particularly the Treaty on 

European Union (TEU) and the Treaty on the Functioning of the European Union (TFEU), as 

well as all secondary legislation adopted on basis of the Treaties, particularly the regulations and 

directives.4 Whereas the elevation of the Charter to primary law by the Lisbon revision of the EU 

legal framework in 2009 made it increasingly clear that the internal unification process is value-

driven, the external commitments of the Union in accordance with multilateral international trade 

agreements (MITs) and bilateral trade agreements (BITs) turn on economic efficiency and 

reciprocity.5 I will in this article discuss the EU data protection regime and the repercussions that 

an ambiguous protection of personal data in international agreements may have in the Member 

States.  

 

Fundamental rights and consistency of EU law 

In the transcendent system of EU law, the implementation of common privacy standards in the 

Member States sounds in normative consistency and a teleological approach dictated by the 

Treaties. Article 13 TEU provides that the Union shall have an institutional framework that aims 

to promote its “values, advance its objectives, serve its interests, those of its citizens and those of 

its Member States, and ensure consistency, effectiveness, and continuity of its policies and 

actions.” Furthermore, the Union shall pursuant to Article 7 TFEU “ensure consistency between 

its policies and activities, taking all of its objectives into account and in accordance with the 

principle of conferral of powers”, which refers to the EUs powers both internally and in external 

relations. Whereas the competences to regulate the internal market is according to Article 4 

TFEU shared between the Union and its Member States, the Union has according to Article 3 
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TFEU exclusive competences to shape a common commercial policy (CCP) in relation to third 

countries. In this legal and economic context, “consistency” implies coordination between the 

Union’s internal- and external actions, horizontal consistency between various fields of law, vertical 

consistency between primary law and secondary legislation, and a consistent evolution of legal 

norms.6 When it comes to “teleology”, the values and objectives towards which all Union policies 

and activities should be geared, are mainly to be found in Articles 1-3 TEU, and in the provisions 

of the EU Charter, which according to Article 6(1) TEU “shall have the same legal value as the 

Treaties”.    

In order to coordinate the Union’s internal- and external actions, Article 7 and 8 of the EU 

Charter should be red in the light of the privacy framework of the Organisation for Economic 

Cooperation and Development (OECD) in so far as the EU takes part of the work of that 

Organisation.7 Furthermore, the Guiding Principles of the United Nations (UN) on Business and 

Human Rights serve as a backdrop to the regional regime on the protection of private data in the 

EU.8 However, the Union has developed a somewhat dualistic approach to its international 

commitments as the ECJ filters them through the internal system of primary law and secondary 

legislation.9 Famously, in Case C-402/05 P Kadi, the ECJ re-construed a UN resolution requiring 

the Union to freeze the financial assets of a person who had been affiliated with Usama Bin 

Laden, by conditioning the implementation on the right to fair trial under Article 47 of the EU 

Charter.  

In fact, the internal consistency of the EU legal system was the main reason why the ECJ did not 

approve the agreement on accession of the Union to the European Convention for the 

Protection of Human Rights and Fundamental Freedoms (ECHR) as provided in Article 6(2) 

TEU.10 Nevertheless, the rights guaranteed by the ECHR shall constitute general principles of EU 

law pursuant to Article 6(3) TEU and in accordance with earlier case law handed down by the 

ECJ.11 Indeed, the Union endeavours to approximate the scope of the EU Charter with that of 

the ECHR since all the Member States are parties to the Convention and it would create tensions 

uncalled for in the domestic legal systems to recognise too different standards in the EU legal 

system. Then again, the ECJ has made it utterly clear in e.g. Case C-617/10 Åkerberg Fransson, 

concerning the right not to be tried or punished twice for the same conduct (“ne bis in idem”) in 

the context of tax evasion, that Union standards prevail in case a Member State has implemented 

the provisions in the ECHR in a way that differs in scope from the rights transposed through EU 

law.12 True, Articles 52(3) and 53 of the EU Charter establish that EU law shall provide for the 

same or an even more extensive protection of fundamental rights than the ECHR in the Member 

States. But, even if the Charter encompasses a broader range of human rights, economic rights, 
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and social rights than the ECHR, those rights permeate all EU-law and are balanced against each 

other on the principle of proportionality as opposed to the ECHR which constitutes a yardstick 

for legal review, ultimately through the external control by the European Court of Human Rights 

(ECtHR).13 Indeed, “proportionality” is the mechanism for balancing conflicting interests in EU 

law. Besides all political aspects of affording the members of the Council of Europe and the 

ECtHR a possibility to monitor the activities of the Union, there are legal-technical difficulties to 

fit the system for protection of fundamental rights under the ECHR into a consistent EU law 

framework.    

Naturally, fundamental rights are protected in the Member States also extramural the ECHR 

framework. In a closer look, all domestic fundamental rights regimes in the EU have their own 

particularities and emphasise different rights as a result of the various historical and cultural 

heritages. Anecdotally, the protection of privacy at home (hemfrid) is deeply rooted for instance 

in the Swedish legal tradition where it traces back to at least the Ordinance of Alnsö produced in 

1280. Nowadays, the constitutional traditions common to the Member States shall pursuant to 

Article 6(3) TEU constitute general principles of EU law in parity with the provisions of the 

ECHR. And in the same way as the EU Charter should at the outset not restrict the rights 

established by the ECHR it may not restrict the constitutional rights common to the Member 

States. However, in a way akin to the endeavour to fit international commitments into the legal 

system of EU law, consistency may confine the scope of fundamental rights in the domestic 

constitutions. In e.g. Case C-399/11 Melloni, the ECJ disregarded the right to retrial in Spanish 

law in order to maintain the principle of mutual respect as to the Member States’ procedural 

systems under the European arrest warrant, requiring a Member State to execute legal decisions 

in another Member State.14 At the same time, it transpires from rulings in cases such as C-36/02 

Omega Spielhallen, concerning the particular meaning of human dignity in German law, that the 

ECJ is sensitive to different concepts of fundamental rights in the legal traditions of the Member 

States. Whereas fundamental rights were originally recognised in EU law as justified barriers to 

trade, they are now given a prominent position in the Kelsenian norm-hierarchy by the EU 

Charter.15 Indeed, clearer union concepts have now begun to emerge as the Union legal system is 

maturing.16          

Internally, the EU privacy standards are transposed into national law along the lines of vertical 

consistency.17 In contemplation of the approximation of fundamental rights in the Member States it 

is necessary to say some words about the relation between domestic law and the EU sources of 

law. Already in the early 1960s, the ECJ explained that the Member States of the Community at 

the time had created a new kind of (“sui generis”) legal order that within limited spheres “restricted 

their sovereign rights and created a body of law applicable both to their nationals and to 

themselves.”18 Furthermore, the ECJ established in Case C-11/70 International Handelsgeselschaft 

that directly applicable EU law supersedes even fundamental principles of national constitutional 

law.19 Once a country has acceded to the Union and made all necessary statutory changes to 

confer norm giving powers to the EU institutions, the country has to abide by the primacy of EU 

law. As the Supreme Court of the United Kingdom (UK) explained in its seminal judgement on 
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the Brexit procedure, the statutory framework in an EU Member State which manifests the 

membership in the Union is but a “conduit pipe” by which EU law is brought into the domestic 

law.20  

Both substantive Treaty provisions and EU regulations can normally be invoked in legal 

proceedings before national Courts and if necessary override incompatible domestic sources of 

law. In other words, these sources of EU law are habitually directly applicable in the national legal 

systems. Furthermore, the legal instrument has direct effect when it confers rights upon private 

parties that can be invoked before a national Court against the state or against other private 

parties.21 Hence, Treaty provisions and regulations can, depending on the content, have vertical 

direct effect between the private party and the Member State or horizontal direct effect between private 

parties.22  

By contrast to the substantive Treaty provisions and regulations, the EU directives can pursuant 

to Article 288 TFEU neither be directly applicable nor have direct effect in the domestic legal 

systems. Instead, a directive needs to be implemented in domestic law within a certain period of 

time. If a directive has not been implemented by legislative changes the national Courts “should 

do whatever lies within their jurisdiction, taking the whole body of domestic law into 

consideration […]”23 In other words, directives typically have but indirect effect through national 

law.24  However, as the ECJ has explained in e.g. Case C-187/15 Pöpperi, concerning the validity 

of a discriminatory national pension scheme “the obligation on a national Court to refer to the 

content of EU law when interpreting and applying the relevant rules of domestic law is limited by 

general principles of law and cannot serve as the basis for an interpretation of national law contra 

legem.” 25 Evidently, it would be contrary to the trias politica principle if a Court disregarded the 

letter of national law for the purpose of giving effect to a directive without legal basis for such a 

revision. Similarly, it could not be accepted that a national Court would violate the rule of law or 

any other fundamental principle by applying the domestic legislation in an entirely unforeseeable 

way.26 Hence, the requirement to interpret national law in a way consistent with a directive yields 

to the division of powers between the national legislator and the national Courts in the Member 

State.27  

In case a directive is not properly implemented in the national legal system it can nevertheless 

prevent the national Court from applying any domestic legislation which is incompatible with the 

directive. Normally the directive takes upon a “stopping effect” only when the implementation 

period has expired, but on occasion it can have such an effect prior to that point in time if the 

national legislator adopts legislation that would seriously jeopardise the implementation of the 
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directive.28 When, on the one hand, the directive has a stopping effect preventing the application 

of incompatible national law, and on the other hand the implementation of the directive by 

jurisprudence would require application of domestic law contra legem, the national Court faces a 

dilemma. In practice, national judges may then overstretch the meaning of the directive or simply 

disregard the directive and apply the domestic legislation hoping that the infringement of EU law 

slips under the radar of the European Commission and does not result in an action against the 

State. However, that is strictly speaking not in accordance with the rule of law and, hence, not 

acceptable, but neither would it be acceptable under the trias politicas principle to set aside national 

legislation. In this connexion, the ECJ has presented an inventive solution sounding in vertical 

consistency. As mentioned, all EU law transposes the fundamental rights guaranteed by the EU-

Charter. In Case C-555/07 Kükücdeveci, concerning discrimination of employees on basis of age, 

the ECJ explained that provisions in the Charter may assume direct horizontal effect when 

specified in a directive even if the provision in the Charter per se is too imprecise to have such an 

effect.29 Hence, in the case, the prohibition against discrimination on basis of age in the Charter 

as specified in the directive concerned, should take precedent over the incompatible national 

rules.30  

When it comes to privacy protection within the Union, Article 7 of the EU Charter establishes 

that “[e]veryone has the right to respect for his or her private and family life, home and 

communication”. Furthermore, Article 8 stipulates that personal data shall be protected and 

processed fairly only for specified purposes based on consent or a legitimate basis laid down by 

law. Moreover, everyone has the right of access to data concerning him and her and the right to 

have it rectified. Compliance with these rules shall be subject to control by an independent 

authority. In the name of horizontal consistency of the effects of rights in the Charter, the Kükücdeveci 

line of reasoning should apply also with respect to transposition of privacy rights into national 

law. From a procedural point of view, questions regarding the meaning of Articles 7 and 8 of the 

EU Charter can be referred to the ECJ for preliminary rulings under Article 267 TFEU both with 

respect to the compatibility of national law with those rights as transposed through a directive, 

and regarding the legality of EU legal acts such as a directive and decisions dealing with the 

rights. In addition, a separate action for review of the legality of such legal instruments can be 

brought before the ECJ, and the act may be declared void, in accordance with Articles 263-264 

TFEU.     

 

Data protection within the Union 

According to the ECJ, the EU rules on data protection constitute a specific system of privacy 

rights.31 Indeed, data protection is a key to realise the internal digital market envisaged in the 2020 

strategy.32 In fact the Union was attributed new powers in this field as a result of the Lisbon 

revision. In title II of the TFEU encompassing provisions having general application in EU law, 

Article 16 establishes that “[e]veryone has the right to the protection of personal data concerning 

them.” On 27 April 2016, the European Parliament and EU Council adopted the data protection 
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package on basis of this provision, comprising regulation 2016/679/EU and directive 

2016/680/EU.33 Whereas the regulation which applies from 25 May 2018 establishes a Union-

wide regulatory framework for protection of natural persons with regard to the processing of 

personal data and rules relating to the free movement of data, the directive approximating the 

national rules on processing of personal data by competent authorities for the purpose of 

prevention, investigation, detection and prosecution of criminal offences etc., shall be 

implemented by 6 May 2018. Indeed, the regulation requires lawful, fair and transparent 

processing of data for specified purposes only, often with consent of the person concerned under 

supervision of controllers, and it lays down rules on the right to rectification and erasure of data 

in accordance with a code of conduct. In addition to harmonising the corresponding national 

rules, the directive sets common standards with respect to the rights for categories of persons 

whose data has been retained (data subjects). 

The regulation and directive address processing of data both by automated means and by other 

means. Notably, this is a codification the earlier case law from the ECJ on the scope of data 

protection. In case C-131/12 Google Spain et al., concerning on-line linking, the ECJ established 

that even an entirely automatic process by which a search engine makes information available to 

the Internet users, is a kind of “processing of personal data” in the sense of Article 8 of the 

Charter.34 In that case, the Court also explained that the operator of a search engine has a duty to 

remove from the list of results displayed in response to a search made on the basis of a person’s 

name, the links to web pages published by third parties containing information relating to that 

person, even if the publication is lawful per se and the information is not erased from that web 

page. Furthermore the ECJ explained that when assessing whether the processing of data is “fair 

for specific purposes” it is irrelevant whether it has actually caused prejudice to the person 

concerned. In case the processing of data is considered not “fair”, the rights under Articles 7 and 

8 of the Charter override not only the economic interests of the operator of the search engine but 

also the interests of the general public even with respect to publications “solely for journalistic 

purposes”. However, an exemption is made if the data subject is playing a role in public life and 

there is a preponderant interest of the general public for particular reasons to access the 

information.  

For the time being the EU regime on data protection is rather ambiguous and surrounded by 

uncertainties. On 15 March 2006, the data retention directive 2006/24/EC was adopted on basis 

of the general competences conferred upon the EU by the Member States to regulate the internal 

market.35 Since this competence is confined to inter-state as opposed to intra-state activities the 
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purpose of the directive was at least to some extent to regulate the “free movement” of personal 

data.36 More precisely, as stated in Article 1 of the directive, it aimed to harmonise the obligation 

of the providers of publicly available communication services and communication networks to 

retain certain data for the purpose of the investigation, detection and prosecution of serious 

crime. According to Articles 5 and 6 of the directive, the Member States should safeguard that all 

traffic data necessary to identify the source of communication, the subscriber or registered user, 

the destination, type, date, time and duration of the communication, with respect to fixed 

telephony, mobile telephony, Internet access, Internet e-mail, and Internet phone for at least six 

months. However, the data retention directive should be understood in the regulatory context of 

the directives 2002/58/EC on privacy and electronic communication and 95/46/EC on personal 

data.37 In contrast to the data retention directive these directives are primarily designed to “ensure 

the rights and freedoms of natural persons with regard to the processing of personal data, and in 

particular their right to privacy, in order to ensure the free flow of personal data in the 

Community.”38 Indeed, the provisions in the data retention directive correlate to the exemptions 

from the right to privacy stated in Article 15 of directive 2002/58/EC on privacy and electronic 

communication. According to that provision, the right to privacy may be restricted only when 

necessary, appropriate and proportionate “within a democratic society to safeguard national 

security (i.e. State security) defence, public security, and the prevention, investigation, detection 

and prosecution of criminal offences or of unauthorised use of the electronic communication 

system […]” Conversely, with a view to promote international peace and to fight serious crimes 

such as organised crime and terrorism as defined by the Member States, Articles 7 and 8 of the 

EU Charter appeared rather as exemptions from an obligation to retain data under directive 

2006/24/EC. In Joined Cases C-293/12 Digital Rights Ireland and C-594/12 Kärntner 

Landesregierung, the ECJ invalidated the data retention directive in response to questions referred 

by Courts in Austria and the UK in proceedings where private parties claimed that the 

implementation of the directive in the respective domestic legal systems violated the privacy 

rights.39   

In brief, the ECJ held that the harmonised rules on data retention applied even to persons for 

whom there were no evidence suggesting that their conduct had even a remote link with serious 

crimes. Indeed, the directive required in a generalised manner retention of data concerning “all 

persons and all means of electronic communication as well as all traffic data without any 

differentiation, limitation or exception being made in the light of the objective of fighting against 

serious crime“, contrary to the traditionally strict interpretation of exemptions from higher legal 

norms.40 Furthermore, the directive did neither recognise a criterion for establishing who should 

have access to the data and be entitled to use it, nor did it make access to the data dependent on 

prior review by a Court or independent administrative body limiting the access to what is strictly 

necessary for the purpose of attaining the objectives within the framework of procedures for law 

enforcement. Thus, the control explicitly required by Article 8(3) of the Charter was not fully 

ensured. Finally, the data retention directive did not recognise the right for anyone to the access 
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data concerning him or her and to have it rectified, albeit the ECJ clarified in the case that those 

rights apply only in so far as the access to the information does not jeopardise an ongoing 

investigation. In a passage akin to an obiter dictum, the ECJ also recognised that the possibility to 

draw precise conclusions concerning the private life of the data subject on basis of the retained 

information could be in conflict with the freedom of expression stipulated in Article 11 of the 

Charter. Nevertheless, the Court did not consider it necessary to answer that question since the 

data retention directive was in any event incompatible with the privacy standards under the 

Charter.   

In spite of the fact that the data retention directive 2006/24/EC was repealed by the ECJ in 

2014, the domestic provisions which had once implemented the directive in Swedish law were 

retained. Consequently, the providers of publicly available communication services and networks 

remained obliged to retain the same traffic data and location data as before the directive was 

repealed. Nevertheless, one of the leading providers of communication services, Tele2 Sverige, 

decided to cease retaining data as a result of the ruling of the ECJ in Joined Cases C-293/12 and 

C-594/12. Consequently, the Swedish Post and Telecom authority (PTS) brought legal actions 

under the Swedish Law (2003:389) on electronic communications (LEK) against Tele2 Sverige 

AB. In contrast to Sweden, the UK legislator had adopted the Data Retention and Investigatory 

Powers (DRIPA) quickly in response the ruling by the ECJ in Joined Cases C-293/12 and C-

594/12. However, some natural persons who did not consider the new legislation providing 

sufficient protection for privacy lodged an application for judicial review of Section 1 of the 

DRIPA. Eventually, the Appeal Courts concerned in Sweden and in the UK stopped the main 

proceedings and referred questions to the ECJ regarding the transposition of Articles 7 and 8 of 

the EU Charter into domestic law through directive 2002/58/EC as amended by directive 

2009/136/EC. In Joined Cases C-203/15 Tele2 Sverige AB and C-698/15 Secretary of State for the 

Home Department, the ECJ clarified that the directives on privacy and electronic communication 

when read in the light of Articles 7, 8, and 11 in conjunction with Article 52(1) of the Charter, 

precludes all national legislation providing for “general and indiscriminate retention of all traffic 

and location data of all subscribers and registered user relating to all means of electronic 

communication.”41 Along the lines of the reasoning in Joined Cases C-293/12 and C-594/12, the 

ECJ also elucidates that access to retained data raises other questions than the mere retention of 

data. According to the Court it is incompatible with the EU privacy standards as specified in 

Article 15 of directive 2002/58/EC and amended by directive 2009/136/EC, that the competent 

national authorities can access the data to fight crimes which are not considered serious, that 

there is no prior review by a Court or an independent administrative authority of the access to 

the data, or that there is no requirement that the data that can be accessed is retained within the 

EU.  

Importantly, the ECJ maintains in Joined Cases C-203/15 Tele2 Sverige AB and C-698/15 Secretary 

of State for the Home Department, that the right to privacy applies irrespective of whether the 

information relating to private life is sensitive and whether the person has in any way been 

inconvenienced.42 Moreover, the Court reaffirms the high level of privacy protection in electronic 

communication by establishing that the list of exemptions provided in Article 15 of the directive 

2002/58/EC is exhaustive and that measures limiting the privacy rights are proportional pursuant 
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to Article 52(1) of the EU Charter only when they are strictly necessary for the attainment of the 

objectives.43  

Notably, the ECJ recognises that directive 2002/58/EC pursuant to Article 1(3) shall not apply 

to activities which do not come within the powers conferred upon the Union in the EU Treaties 

and in any case to “activities concerning public security, defence, State security (including the 

economic well-being of the State when the activities relate to State security matters) and the 

activities of the State in areas of criminal law.” However, as the Court elucidates, these limitations 

in scope of the directive sit uncomfortably with the exemptions in Article 15 thereof mentioned 

above. Why should the Member States be entitled to restrict the scope of provisions in the 

directive by adopting a “necessary, appropriate and proportionate measure within a democratic 

society to safeguard national security (i.e. State security), defence, public security, and the 

prevention, investigation, detection and prosecution of criminal offences or of unauthorised use 

of the electronic communication system,” if those measures would escape the scope of the 

directive?  

At the outset, it may be convincing that the scope of the directive according to the ECJ extends 

to domestic measures that require the providers of communication services and communication 

networks to retain all traffic data and location data, since that also involves the processing of the 

data. Nevertheless, it brings the question about competences conferred upon the Union to the 

fore. So much is clear, that the vertical consistency of EU law dictates that the Union has no powers 

to adopt secondary legislation extramural the competences conferred on its institutions in the EU 

Treaties.44 It would contravene the principle of sincere cooperation manifested in Article 4(3) 

TFEU to adopt a directive approximating national law beyond the scope of its legal basis and, 

hence, such a directive should be repealed by the ECJ in a preliminary ruling or separate legal 

review. According to the legal basis for directive 2002/58/EC which is now found in Article 114 

TFEU, it is adopted with the aim of establishing or ensuring the functioning of the internal 

market. Perhaps the harmonisation measure at some level facilitates the flow of data between the 

Member States, which in turn may promote “free movement of goods, persons, services and 

capital”.45 But, the directive’s centre of gravity is arguably the protection of privacy in general and 

in that connection the exemptions recognised in Article 15 have very little to do with the internal 

market. Evidently, national security often remains within the exclusive powers of the Member 

State, and even if defence is subject to coordination it escapes the normative powers of the 

Union.46 In so far as the fight against crimes has been regulated by the Union it has been with a 

view to realize an area of freedom, security and justice rather than to establish an internal 

market.47 If that would be the purpose of directive 2002/58/EC the legal basis should be Articles 

75 and 76 TFEU and not Article 114 TFEU with reference to Article 26 TFEU which is now the 

case. Furthermore, it should be reminded of that the EU Charter cannot extend the competences 

of the Union per se extramural the powers already conferred on the EU institutions under the 

                                                           
43

 Joined Cases C-203/15 and C-698/15 EU:C:2016:970, supra note 40 para. 44 with reference to Joined Cases 
C-293/12 and C-594/12 which in turn refers to more case law. Interestingly enough the ECJ also refers to the 
explanatory memorandum to the proposal by the European Commission, COM(2000) 385 final, that resulted in 
directive 2002/58/EC, akin to references to preparatory works.   
44

 Case Tobacco advertising, supra note 36. 
45

 General clause defining the internal market Article 26 TFEU. For an overview of the regulation of the Internal 
market see e.g. D. Chalmers et al. European Union Law, Cambridge University Press 2014.   
46

 See Articles 72-73 TFEU. For further reading see e.g. F. Laursen, The EU as a Foreign and Security Policy Actor, 
Republic of Letters 2010. 
47

 See Articles 67(3)(4), 75 and 76 TFEU. 
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Treaties. Because, even if the Charter has the same legal value as the Treaties, it does according to 

Article 51(2) not extend the field of application of EU law beyond the powers of the Union or 

establish any new power or task for the Union, or modify powers and tasks as defined in the 

Treaties. In the light of this, it is at least to say questionable whether the Union has competence 

to approximate the protection of privacy in electronic communication in a general and abstract 

way. 

As mentioned above, the new data protection package is adopted on basis of Article 16 TFEU, 

concerning personal data specifically as opposed to fighting crimes or realising the internal 

market. Having said that, neither the directive nor the regulation applies in the course of “an 

activity which falls outside the scope of Union law” as explicitly stated in the respective legal 

instrument. Evidently, the intention is to confine the scope of applicability of the instruments to 

the powers conferred upon the Union under the Treaties but there is an imminent risk of circular 

reasoning. Because pursuant to Article 16(2) TFEU, the Member States have conferred powers 

upon the EU institutions to protect individuals with regard to processing of personal data by EU 

institutions, bodies, offices and agencies, and by the Member States without any further 

specifications. Hence, it is difficult to discern any stopping point for the Union’s normative 

powers beyond the general principle of subsidiary excluding entirely domestic concerns from that 

competence. Perhaps, these vague and broad powers to prevent processing of personal data are 

necessary to realise a digital internal market based on the fundamental rights laid down in the EU 

charter. In any event, these internal powers may correlate with the Union’s exclusive external 

powers which could be taken as a pretext for broad powers along the line of reversed “implied 

powers”.48 

 

Data protection in external relations 

Within the EU, the socio-economic integration of the Member States propelled by the mainly 

legal creation of an “internal market”, has given rise to the largest economy ever known to the 

world. Indeed, the EU has taken a leading role in global commerce as the Member States account 

for about 16% of world imports and exports. In contrast to the balancing of powers between the 

Union and its Member States on the principles of subsidiarity and proportionality within the 

Union, the Union has as mentioned exclusive powers in the field of external trade with third 

countries. These powers have been exercised by the European commission to negotiate data 

protection. In parity with the high level of data protection within the EU, the ECJ has also been 

prepared to prohibit transfer of personal data to third countries without adequate privacy 

protection. Pursuant to the first sentence in Article 3(5) TEU, the Union shall “uphold and 

promote its values and interests and contribute to the protection of its citizens” in relation to the 

wider world.  

In Case C-362/14 Schrems, the ECJ declared decision 2000/520 by the European commission 

regarding exchange of personal data for commercial purposes between the EU and the US null 

and void.49 In brief, the “safe harbour privacy principle” was inadequate as it afforded the US 

authorities access to all data transferred from the EU without differentiation, limitation or 

exception on basis of the objectives pursued, and without any objective criteria for determining 

                                                           
48

 Compare with the implied powers extending the external competences to realise internal objectives 
originally recognised by the ECJ in Case AETR C-22/70, EU:C:1991: 32 and now written into Article 3(2) TFEU.  
49

 Case Schrems C-362/14 EU:C:2015:650. 



11 
 

the limits of the access. In addition, the absence of a possibility for an individual to pursue legal 

remedies in order to access data which had been collected concerning him or her, or to obtain 

rectification or erasure of such data, was incompatible with the right to a fair trial and ultimately 

to the rule of law. As the ECJ clarifies in paragraph 96 of the ruling, the Commission may adopt 

a decision on data transfer only when the protection of fundamental rights in the third country 

due to domestic law or international commitments is “essentially equivalent” to that guaranteed 

by EU law. Subsequent to the annulment of the Safety Harbour decision, the EU and the US 

negotiated a so-called privacy shield that was implemented in the EU with effect from 12 July 

2016.50 Indeed, the most flagrant problems are now considered solved and an Ombudsman 

monitors the system. Nevertheless, more clarifications are welcome with respect to the role of 

the Ombudsman, and there are concerns with the deletion of data and trade in big amounts of 

data.  

Besides the specific EU/US shield, data protection will be an important aspect of general trade 

agreements. True, the dialectic pendulum is now oscillating towards protectionism from the 

reorganisation of industry along the lines of neo-liberal theory and we can only hope for a good 

synthesis. But, as a result of the efforts made in the 1990:s to bring the regulatory frameworks for 

international trade up to speed and the creation of the overarching legal framework of the World 

Trade Organisation (WTO) and its regimes on goods (GATT), services (GATS) and intellectual 

property (TRIPS), a new generation of far-reaching BITs are negotiated and concluded by the 

EU. In October 2016, the Comprehensive Economic and Trade Agreement (CETA) between 

EU and Canada could be signed and approved by the Union after some debacle in Belgian 

Wallonia. CETA approximates the European internal market and Canadian market to a great 

extent. Nevertheless, fundamental rights are not given more prominence than in ordinary trade 

agreements. In fact, the preamble merely reaffirms the commitment of the parties to democracy 

and fundamental rights as laid down in the Universal Declaration of Human Rights done at Paris 

on 10 December 1948. When it comes to data protection, Article 28(3)(2)(ii) CETA recognises a 

general exemption from cross-border trade in services and establishment of investments in order 

to secure “the protection of the privacy of individuals in relation to the processing and 

dissemination of personal data and the protection of confidentiality of individual records and 

accounts.” Moreover, as to financial services, Article 13(15) CETA establishes that the parties 

shall maintain “adequate” safeguards to protect privacy “in particular with respect to personal 

information”. In addition, some provisions on intellectual property rights and on origin address 

privacy. 

It is difficult to tell what level of protection is required by the open ended wordings of the 

CETA, and the uncertainties surrounding the scope of protection of privacy in substance aside, it 

is yet to be seen whether the special contact point called “privacy commissioner” will adequately 

secure the rights for individuals to access data and to obtain the rectification or erasure of such 

data. In the absence of any references in the comprehensive agreement to the legal systems of the 

EU or Canada, it is irrelevant that Canada has a protection “essentially equivalent” to EU 

standards. In that connection some words should be said with regards to the enforcement of the 

agreement. There is at least for the time being no international Court ruling on disputes under the 

agreement. Instead questions about privacy might become subject to investor-state disputes, 

which should be settled in accordance with the rules of the United Nations Commission on 
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 Political agreement between the European Commission and the U.S. Government 2 February 2016 on a new 
framework for transatlantic exchanges of personal data for commercial purposes: the EU-U.S. Privacy Shield 
(IP/16/216). 

http://europa.eu/rapid/press-release_IP-16-216_en.htm
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International Trade (UNCITRAL).51 Naturally, an investor-state dispute resolution is casuistic 

and does not generate precedents. As such a decision cannot be appealed there is no guarantee 

that the provisions in the CETA would afford an adequate protection against exploitation of 

data. An alternative to arbitration would be the creation of an international Court, as discussed in 

the negotiations regarding the Transatlantic Trade and Investment Partnership (TTIP) with the 

USA.52 However, there is no guarantee that an international Court would recognise privacy 

standards equivalent to those protected in EU law when construing the provisions in a trade 

agreement. Instead, there is a risk that decisions of an international Court would have an effect in 

EU law, making it practically impossible to ensure a more extensive scope of rights within the 

Union. Tentatively, there will be discrepancies between the omnipresent and integrated scope of 

protection of private data within the Union, and the recognition in the CETA of the protection 

of private data as a mere exemption from cross-border trade in services and establishment of 

investments. Indeed, reasoning may have general applicability since similar concerns as those 

regarding CETA may arise also under the Union’s recent BITs with India, South Korea and 

Singapore. As indicated in the Policy document from HM Parliament February 2017, also the UK 

will derive inspiration from the CETA when negotiating a future post Brexit agreement with the 

EU. Questions are to what extent EU law could absorb a lower level of protection under the 

BITs along the lines of the Kadi ruling and to what extent the Union can exports it internal 

standards.      

 

Conclusions 

For the time being, the efforts to establish a high level of data protection across the Union in 

accordance with Articles 7 and 8 of the EU Charter sounds in the powers to regulate the internal 

market. Even if the cross border flow of data raises questions about the protection of privacy 

which may constitute a specific area of law, it is not very likely that the different levels of data 

protection in the Member States will obstruct the flow of such data which justify measure on EU 

level. More to the point, people in a Member State with a low level of data protection is not likely 

to communicate less over the phone or the internet than people in a country with high level of 

protection because of the simple fact that they have nothing to hide and treasure social 

interaction. It is true as the ECJ recognised in e.g. Joined Cases C-203/15 Tele2 Sverige AB and C-

698/15 Secretary of State for the Home Department, that a general and indiscriminate retention of all 

traffic and location data of all subscribers and registered user relating to all means of electronic 

communication may remind of a “big brother” society and it is important to prevent abuse of the 

information. Hence, it is commendable that the Union endeavours to create a high level of data 

protection. However, the balancing of protection pf private data against the combatting of crimes 

and protection of vita social interest, has very little to do with barriers to cross border flow of 

data. Hence, the 2018 data protection package is very welcome. Instead of squeezing protection 

of private data into the general competence to regulate the internal market, the Union can 

address the core issue of fundamental rights in a transparent way on the legal basis of Article 16 

TFEU.  
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 Please see the UNCITRAL framework available 2017-03-13 at 
http://www.uncitral.org/uncitral/uncitral_texts/arbitration.html 
52

 Mandate issued by the EU Council of Ministers for the European Commission to negotiate the TTIP of 9 
October 2014, 11103/13 DCL 1. 



13 
 

Externally, the ECJ has promoted data protection for EU citizens in the USA by invalidating the 

“safe harbour privacy principle”. However, it remains to be seen to what extent the privacy shield 

will in practice safeguard an acceptable level of rights, albeit it might not in parity to internal EU 

law. More importantly, however, data protection is an aspect of the CCP and addressed in recent 

BITs. Does e.g. CETA ensure the data subjects a protection equivalent to that in EU law, and if 

not, to what extent is the Union prepared to adopt the internal legal system to the international 

standards in the name of vertical consistency between the internal regime and the external 

commitments? Conversely, is it possible for the EU to export its standards through agreements 

such as CETA? In practice the answers to those questions are vested in the dispute resolution 

mechanisms and the enforcement of the contractual obligations through investor-state dispute 

resolution. Why should the arbitrators and panels derive inspiration from EU law, from Canadian 

law, or from other sources of international law at all, and to what extent would such decisions be 

consistent? Ultimately, how can casuistic decisions by arbitrators and panels be absorbed in EU 

law? Perhaps an international Court would be to prefer, but then again a Court administrating 

justice in an embryotic legal regime designed to deliberate trade and investments may take a more 

restrictive approach to data protection which in turn will have effects also within the Union legal 

system. There are many questions and few answers regarding data protection and international 

commerce. 

 

 


