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Abstract 

 

We live in a data-driven society where we use different services, such as Facebook or Google, 

and devices, like mobile phones and smart watches, that all collect information about us even 

when we might not expect it. By collecting data the entities can find out comprehensive 

amounts of information about us. To analyze these large datasets called big data companies 

use data mining. This way they are able to find out very detailed information regarding our 

lives and opinions. Many of these companies are located in the United States (US) and thus 

the data created in the European Union (EU) is transferred to the US. As the US does not 

provide for an adequate level of protection for the personal data transferred the cross-border 

data flows have to be conducted by relying on one of the transfer mechanism namely the 

Privacy Shield, the Standard Contractual Clauses or the Binding Corporate Rules. However 

once the data is transferred to the US the US governmental agencies have access to it in 

accordance with the US laws. This came to the attention of the public after Edward Snowden 

leaked classified documents of the National Security Agency. 

 

This thesis focuses on discussing whether the fundamental rights of EU individuals laid down 

in Articles 7, 8 and 47 of the European Charter on Fundamental Rights can be secured once 

big data is transferred to the US in the post-Snowden era. Soon this issue will once again end 

up in the chambers of the Court of Justice of the European Union (CJEU) as the Irish High 

Court has referred questions to it regarding the validity of the Standard Contractual Clauses. 

Nonetheless the thesis covers all of the three transfer mechanisms mentioned above. After 

data is transferred to the US by using one of these mechanisms the main issue is the lack of an 

effective remedy in the event of an infringement of the fundamental rights to data protection 

and privacy. Here, a central research question is whether the Ombudsperson mechanism 

created by the Privacy Shield Decision provides for a solution to the inadequacies of the US 

law. The research questions are discussed in light of the judgment by the Irish High Court 

called the Schrems II judgment. 

 

According to the findings it is uncertain but likely that the US surveillance methods interfere 

with the fundamental rights to privacy and data protection in a manner that is not limited to 
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what is strictly necessary. Also due to the standing requirements in the US the US laws do not 

provide for an effective remedy within the meaning of Article 47 of the Charter. Despite the 

increased transparency of the US government many of the US procedures still remain 

classified and thus it its difficult to assess whether the Ombudsperson mechanism meets the 

standards of an effective remedy. However based on Irish High Court’s judgment and the 

Article 29 Working party’s opinion it seems clear that the Ombudsperson does not repair the 

inadequacies of the US laws and provide for an effective remedy in accordance with Article 

47 of the Charter. 
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1. Introduction 

While writing this thesis I got a dream job and suddenly I found myself living in Berlin, a city 

full of history. This history however has its dark sides, one of them being the infamous East 

German Ministry for State Security, better known as the Stasi. The surveillance by the Stasi 

gathered intrusive levels of deep knowledge about what people did and said and this was then 

used to manipulate and control the population. Today the Cold War snoops have been 

replaced by computers and algorithms.1 The Stasi could only have dreamt of the amounts of 

data the surveillance agencies are capable of retaining. This comprehensive mass surveillance 

caught the public eye when Edward Snowden leaked classified documents revealing that the 

United State’s (US) government had been detaining massive amount of data that also covered 

data of European Union (EU) citizens.2 Today in the era of Internet of Things individuals 

create remarkable amounts of data without even thinking about it. If all of this data ends up in 

the hands of governments and private entities there is a real risk that the development of big 

data analytics will lead to data-controlled societies. An example of this is Singapore where the 

starting point of a program to protect its citizens from terrorism has led to influencing other 

areas of everyday life such as economic policy and the property market. 3  This development 

can also be seen in China where, according to reports, every Chinese citizen will receive a so-

called “Citizen Score” that will define the conditions for the citizens to e.g. get a loan or a 

travel visa. People’s Internet surfing and the behavior of their social contacts are included in 

this individual monitoring.4  

 

The Washington Post’s slogan is “democracy dies in darkness” but if everything, every action 

we take, every conversation we have, is exposed the result might as well be the death of 

democracy. If people are subject to mass surveillance they are no longer able to express 

																																																								
1	Coombes,	T.,	”Lessons	from	the	Stasi	–	A	cautionary	tale	on	mass	surveillance”,	Amnesty	
International	(31	March	2015).	
2	Rushe,	D.,	“Facebook	and	Google	insist	they	did	not	know	of	Prism	surveillance	
program”,	The	Guardian	(08	June	2013).	
3	Helbing,	D.,	Frey,	B.,	Gigenrenzer,	G.,	Hafen,	E.	Hagner,	M.,	Hofstetter,	Y.,	van	den	Hoven,	
J.,	Zicari,	R.	&	Zwitter,	A.,	”Will	Democracy	Survive	Big	Data	and	Artificial	Intelligence?”,	
Scientific	American	(25	February	2017)	p.	48.	
4	Helbing,	D.,	Frey,	B.,	Gigenrenzer,	G.,	Hafen,	E.	Hagner,	M.,	Hofstetter,	Y.,	van	den	Hoven,	
J.,	Zicari,	R.	&	Zwitter,	A.,	”Will	Democracy	Survive	Big	Data	and	Artificial	Intelligence?”,	
Scientific	American	(25	February	2017)	p.	48.	
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themselves freely and thus it poses a serious threat for inter alia freedom of expression.5 The 

lesson learned from history is that it is important to ensure that the fundamental rights of 

individuals are ensured even in today’s data controlled world. As the European Court of 

Human Rights (ECtHR) put it in the Zakharov judgment secret mass surveillance “set up to 

protect national security may undermine or even destroy democracy under the cloak of 

defending it”.6 Therefore it is crucial to ensure that the surveillance methods are not extensive 

and hence this thesis examines whether the fundamental rights of EU data subjects can be 

secured when big data is transferred to the US. 

 

1.1. Objective  
 

The aim and purpose of this research paper is to explain whether effective remedies for EU 

data subjects against national security agencies are a precondition for any lawful cross-border 

data transfer. Furthermore as the Ombudsperson mechanism created by the Privacy Shield 

Adequacy Decision is an important part of the available remedies one of the aims is to clarify 

whether it can be seen as an effective remedy within the meaning of Article 47 of the 

European Charter of Fundamental Rights (Charter). Also interferences with the fundamental 

rights of data protection and privacy will fall within the scope of this research paper as they 

are closely interconnected with the need for effective remedies. The thesis will focus on 

discussing the questions from the perspective of big data transfers as they are increasingly 

happening in today’s data focused world. 

 

1.2. Research questions 
 

To understand the research question itself it is necessary to try to explain the concepts of big 

data and data mining as well as to research whether and how the fundamental rights of private 

life and data protection differ from each other. This is crucial in light of the discussion on 

cross-border big data transfers and their impact on the fundamental rights of EU citizens. The 

main research question stems from the current Schrems II judgment that is pending before the 

CJEU. The Irish High Court, which referred the case to the CJEU, seems to reason that 

																																																								
5	Bauman,	Z.,	Bigo,	D.,	Esteves,	P.,	Guild,	E.,	Jabri,	V.,	Lyon,	D	&	Walker	R.,	”After	Snowden:	
Rethinking	the	Impact	of	Surveillance”,	International	Political	Sociology	(29	May	2014).	
6	ECtHR	Zakharov	(2015)	para.	232.	
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European citizens lack the possibility of effective remedies against the US authorities in case 

their fundamental rights have been violated and that the individual remedies are a 

precondition for any lawful transfer from EU to US. As the CJEU has found that guaranteeing 

“adequate level of protection”7 means that the third country has to ensure “a level of 

protection of fundamental rights and freedoms that is essentially equivalent to that guaranteed 

within the European Union”8 the protection of the fundamental rights of EU citizens has to be 

seen as a precondition for any lawful cross-border transfer of personal data. As the right to 

effective remedy is laid down in Article 47 of the Charter the question that this research paper 

tries to resolve is whether in light of the Schrems II judgment the fundamental rights laid 

down in the Charter can be guaranteed when big data is transferred from EU to the US using 

the Privacy Shield Decision, Standard Contractual Clauses or Binding Corporate Rules. The 

thesis will focus on whether individual remedies for EU data subjects against national security 

agencies are a precondition for any lawful EU-US personal data transfer but also discuss the 

rights to privacy and data protection. A second research question closely linked to the first 

one is whether the Ombudsperson mechanism fulfills the requirements of effective remedy in 

the meaning of EU law or if there are other mechanism that live up to these standards.  

 

Research questions: 

 

1) In light of the Schrems II judgment can the fundamental rights laid down in Art. 7, 8 and 

47 of the Charter be guaranteed when big data is transferred from the EU to the US using the 

Privacy Shield Decision, Standard Contractual Clauses or Binding Corporate Rules?  

 

2) Does the Ombudsperson mechanism provide for an effective remedy in the meaning of Art. 

47 of the Charter in the event US government agencies violate the fundamental rights of EU 

citizens? 

 
  

																																																								
7	Directive	95/46/EC	Art.	25/	Regulation	(EU)	2016/679	Art.	45.	
8	CJEU	Schrems	I	(C-362/14)	para.	73.	
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1.3. Source material  
 

The source material used in this thesis consists of the current Data Protection Directive (DPD) 
9 as well as the upcoming General Data Protection Regulation (GDPR)10. The questions 

related to jurisdiction, applicable law and the different methods of transferring data will be 

examined relying on these two legal acts. Also some sources by the United Nations are relied 

upon when discussing jurisdiction and the relevant fundamental rights. Furthermore these 

fundamental rights of private life and data protection will be researched by using the case law 

of the CJEU and the ECtHR as well as the European Essential Guarantees by the Article 29 

Working Party. Also other opinions by the latter will be used to address and analyze the 

research questions. The issues regarding US surveillance laws and possible remedies available 

for EU data subjects are analyzed relying on US case law and the Schrems II judgment. The 

latter is assumed to present well the positions of the US given that the US government was 

one of four amicus curiae invited by the Irish High Court. The topic of the thesis is very 

current and thus articles in different publications such as newspapers will be used as sources. 

As this thesis concentrates on transferring big data to the US the term big data and the method 

of processing it i.e. data mining will be explained relying on materials gathered in the domain 

of computer science. The main research question will be discussed in light of the Schrems II 

case that is pending before the CJEU and therefore the judgment of the Irish High Court will 

be essential in reviewing the legal situation. However it is acknowledged that the answer to 

the research question is merely speculative and based on the currently available sources as the 

CJEU has not given its final standing point on the subject matter and its judgment can lead to 

an unexpected outcome.  

 

1.4. Methodology 
 

The starting point in this thesis is to use the traditionally accepted legal sources in the form of 

legislation and case law to answer the concrete research questions. Therefore a classical legal 

dogmatic method is used to approach the issues explored in this work. A historical, 

chronological approach is used to illustrate the timeline and context of the development of the 

fundamental rights in the ever changing, continuously more, data-oriented society.  

																																																								
9	Directive	95/46/EC.	
10	Regulation	(EU)	2016/679	that	will	enter	into	force	on	the	25th	of	May	2018.	
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As the classical legal dogmatic analysis concentrates on finding a legal solution that is 

applicable to a concrete problem11 the thesis will discuss whether individual remedies for EU 

citizens against national security agencies are a precondition for any lawful transfer to the US 

to ensure the fundamental rights of the individuals. In order to use the classical legal dogmatic 

method different aspects have to be taken into account so that the legal application does not 

become estranged from the reality that we are living in.12 Therefore the fact that the use of big 

data and data mining for both commercial and national security purposes increases 

constantly13 as well as the fact that the US authorities have not been too eager to comply with 

the EU standards14 has to be kept in mind.  

 

As data protection is regulated on the EU level this thesis concerns a study about EU law and 

therefore involves a more specific method than a traditional legal dogmatic traditionally only 

regarding national law. Whereas the classical legal dogmatic method has its established 

hierarchy of sources15 the EU legal method challenges the traditional norm hierarchy as the 

different international, regional and national legal sources lead to legal pluralism where all of 

the above mentioned are applicable and to which the different courts have to relate16. 

Examples of this overlapping legal space is are the relationship of the Charter and the 

European Convention on Human Rights (ECHR) as well as the dialogue between the two 

courts, CJEU and ECtHR.17 The judgments of the ECtHR are treated as a persuasive 

suggestion by the CJEU and the latter allows itself a formal possibility to depart from ECtHR 

case law if it considers the outcome unsatisfying in the light of fundamental rights of 

individuals. However if the CJEU decides not to follow the judgments of the ECtHR it must 

																																																								
11	Korling,	F.	&	Zamboni,	M.,	Juridisk	Metodlära,	Studentlitteratur,	Uppl.	1:3,	Lund,	2013,	
p.26.	
12	Ibid.,	pp.	27-29.	
13	Chen,	M.,	Shiwen,	M.,	Zhang,	Y.	&	Leung,	V.,Big	Data	Related	Technologies,	Challenges	
and	Future	Prospects,	SpringerBriefs	in	Computer	Science,	2014,	p.1.	
14	Voigt,	P.	&	von	dem	Bussche,	A.,	The	EU	General	Data	Protection	Regulation	–	A	
Practical	Guide,	Springer,	2017,	p.125.	
15	Korling,	F.	&	Zamboni,	M.,	Juridisk	Metodlära,	Studentlitteratur,	Uppl.	1:3,	Lund,	2013,	
p.	21.	
16	Ibid.,	p.	135.	
17	European	Parliamentary	Research	Service,	Fundamental	Rights	in	the	European	
Union	–	The	role	of	the	Charter	after	the	Lisbon	Treaty,	pp.13-15.	
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reason its choice and in practice it follows the ECHR case law rather uncritically.18 These 

supranational courts seem to develop a pluralistic protection of rights that has effect even 

outside Europe.19 This is also the case when it comes to the evolution of data protection and 

privacy as will be seen in chapter 3.1 regarding applicable law and jurisdiction.  

 

The Schrems II case is pending before the CJEU, which is known to have taken the leading 

role within the development of EU law20 and has even been criticized for judicial activism.21 

Thus it is acknowledged that the judgment in the Irish High Court cannot be seen as 

description of the current legal situation. Nonetheless the answer to the research questions 

will try to be determined by a classical legal dogmatic research conducted using the case 

along with other traditional legal sources as well as some quasi legal sources such as the 

Article 29 Working Party’s opinions and documents that are merely advisory and thus not 

binding.22 However in practice these soft law sources often have an evident regulatory 

impact.23  

 

1.5. Delimitations 
 

The focus of this thesis lies on big data transfers that include personal data of EU data 

subjects to the US even if the applicability of the Standard Contractual Clauses and the 

Binding Corporate is not limited to data transfers solely to the US. Despite its ambiguousness 

the scope of the term data subject will not be discussed extensively but it shall have the same 

meaning as in the GDPR. This research paper will not examine the use of big data itself in the 

commercial context but concentrates on exploring whether the fundamental rights of EU 

citizens can be guaranteed when big data is transferred to the US. However data mining in the 

context of telecommunication service providers and Internet companies is explained briefly as 

this is relevant with regards to the research question. In the chapter regarding data mining the 
																																																								
18		Chalmers,	D.,	Davies,	G.	&	Monti,	G.,	European	Union	Law,	Cambridge,	Third	Edition,	
2014,	p.	262.	
19	Korling,	F.	&	Zamboni,	M.,	Juridisk	Metodlära,	Studentlitteratur,	Uppl.	1:3,	Lund,	2013,	
p.	118.	
20	Ibid.,	p.	115.	
21	Ibid.,	p.	130.	
22	About	Article	29	Working	Party	<http://ec.europa.eu/newsroom/article29/item-
detail.cfm?item_id=59485>,	26	February	2018.	
23	Korling,	F.	&	Zamboni,	M.,	Juridisk	Metodlära,	Studentlitteratur,	Uppl.	1:3,	Lund,	2013,	
p.	128.	
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legal debate concerning automated profiling,24 which is the result of the process of data 

mining25 is acknowledged but due to the limitations of this paper will not be discussed more 

precisely. Jurisdiction issues relating to data protection laws are noted but whether the 

jurisdiction according to the DPD or the GDPR is merely of artificial nature or perhaps falls 

under the concept of extraterritorial jurisdiction goes beyond the scope of this research paper. 

Regarding adequate safeguards the thesis will only cover the Standard Contractual Clauses 

and the Binding Corporate Rules thus leaving the derogations outside the scope of it. 

Remedies available under US law will not be discussed except for a brief mention about the 

standing requirement, rather the focus of this work is remedies available pursuant to EU law. 

 

1.6. Definitions of central terms 
 

EU data subject: The term has the meaning as defined in the GDPR.26  Therefore it 

comprehends natural persons holding the nationality of a EU Member State.27 However the 

definition of data subject laid down in the GDPR also covers “natural persons, whatever their 

nationality or place of residence”.28 Thus the scope of the term data subject is very broad.  

 

Personal data: According to the GDPR the term means any information relating to an 

identified or identifiable natural person an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors specific to 

the physical, physiological, genetic, mental, economic, cultural or social identity of that 

natural person.29 Basically this means that the mere possibility of identifying a natural person 

																																																								
24	Blythe,	F.,	Kerry,	C.	&	Long,	W.,	”How	big	will	big	data	be	under	the	GDPR”,	The	Privacy	
Advisor	(24	October	2017). 	
25	Hildebrandt,	M.,	“Defining	profiling:	a	new	type	of	knowledge?,”	in	Profiling	the	
European	Citizens	-	Cross-Disciplinary	Perspectives,	ed.	Hildebrandt,	M.	&	Gutwirth,	S.,	
Springer,	2008,	p.18.	
26	Regulation	(EU)	2016/679	Art.	4(1):	‘personal	data’	means	any	information	relating	to	
an	identified	or	identifiable	natural	person	(‘data	subject’);	an	identifiable	natural	person	
is	one	who	can	be	identified,	directly	or	indirectly,	in	particular	by	reference	to	an	identifier	
such	as	a	name,	an	identification	number,	location	data,	an	online	identifier	or	to	one	or	
more	factors	specific	to	the	physical,	physiological,	genetic,	mental,	economic,	cultural	or	
social	identity	of	that	natural	person. 
27	Treaty	on	the	Functioning	of	the	European	Union	Art.	20(1).	
28	Regulation	(EU)	2016/679	Rec.	14.	
29	Regulation	(EU)	2016/679	Art.	4(1).	
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from the data directly (data per se) or indirectly (data with additional information) will render 

data personal under the scope of the GDPR.30 

 

Signals intelligence: This term has traditionally meant the interception and analysis of radio 

signals but it is still widely used to refer to large-scale technical collection of intelligence 

even by other means and therefore refers to a type of technology used to collect data.31 Thus 

in this thesis signals intelligence will have the meaning of all types technology used to collect 

large datasets in the context of national security. 

 

1.7. Outline 
 

The second chapter will introduce big data and its use by data mining in relevant commercial 

context as well as in national security context. Thereafter the relevant fundamental rights of 

privacy and data protection are discussed thoroughly as well as the right to an effective 

remedy. The third chapter concentrates on examining cross-border data transfers to the US. 

First of all the jurisdiction issues related to data protection are discussed briefly and followed 

by a presentation of the current and the upcoming EU data protection legislations. Then the 

different data transfers mechanisms are discussed in light of the above mentioned legal acts. 

To understand when interferences with the fundamental rights are justified the European 

Essential Guarantees established by the WP29 on the basis of case law of the European 

Courts are discussed in the fourth chapter. In the fifth chapter the basis for the whole thesis, 

namely the Schrems II judgment by the Irish High Court, is examined in a comprehensive 

manner. Also the relevant US laws are discussed briefly. Then the thesis will move on 

presenting the safeguards guaranteed by the US laws as well as the issues related to effective 

remedies for EU citizen against the US government, including the Ombudsperson mechanism. 

The sixth chapter is dedicated to a discussion regarding big data flows to the US from the 

perspective of the relevant fundamental rights. This is followed by the seventh chapter that 

concludes this thesis. 

 
																																																								
30	Voigt,	P.	&	von	dem	Bussche,	A.,	The	EU	General	Data	Protection	Regulation	–	A	
Practical	Guide,	Springer,	2017,	p.12.	
31	European	Union	Agency	For	Fundamental	Rights,	Surveillance	by	intelligence	
services:	fundamental	rights	safeguards	and	remedies	in	the	EU,	Volume	II,	p.29-30.	
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2. Big data and relevant fundamental rights  

2.1. What is big data and how is it used? 
 

Big data is a term used to describe “large and complex data sets that cannot be stored and 

processed using traditional data processing software”.32 It has been described as “all about 

seeing and understanding the relation within and among pieces of information that, until very 

recently, we struggled to fully grasp”.33  The concept of big data has also often been referred 

to as consisting of four V’s: the volume of the collected data, the variety of sources of data, 

the velocity with which the analysis of the data can be conducted and the veracity of the data, 

which could be achieved through the analytical process.34 Broadly speaking the term big data 

addresses a change in the way of collecting, storing and using the data due to the 

technological developments.35 Big data in itself is not information but mere data that needs 

powerful tools to be utilized as a marketable resource. For example by searching on Google of 

posting on Facebook individuals produce data that contains information that reveals their 

opinions and feelings.36  From this kind of data individual’s personality, behavior, interests 

and habits can be determined, analyzed and predicted by finding correlations and creating 

links between collected personal data from the Internet and from the Internet of Things (IoT) 

devices.37 This information based on personal data and metadata38 is then gathered and the 

algorithms learn to know what data subjects think and how they feel.39 This way large data 

																																																								
32	Surana,	J.,	Khandelwal,	A.,	Kothari,	A.,	Solanki,	H.	&	Sankhla,	M.,	”Big	Data	Privacy	
Methods”,	International	Journal	of	Engineering	Development	and	Research,	Volume	5,	
Issue	2,	2017,	p.	979.	
33Cukier,	K.	&	Mayer-Schönberger	V.,	Big	Data:	A	Revolution	That	Will	Transform	How	We	
Live,	Work	and	Think,	Houghton	Mifflin	Harcourt,	New	York,	2013,	p.19.	
34	<	http://www.ibmbigdatahub.com/infographic/four-vs-big-data>	(accessed	7	
February	2018).	
35		President’s	Counsil	of	Advisors	on	Science	and	Technology,	Executive	Office	of	the	
President,	Big	Data	and	Privacy:	A	Technological	Perspective	(2014),	p.2.	
36	Helbing,	D.,	Frey,	B.,	Gigenrenzer,	G.,	Hafen,	E.	Hagner,	M.,	Hofstetter,	Y.,	van	den	
Hoven,	J.,	Zicari,	R.	&	Zwitter,	A.,	”Will	Democracy	Survive	Big	Data	and	Artificial	
Intelligence?”,	Scientific	American	(25	February	2017).	
37	Article	29	Working	Party,	”Guidelines	on	Automated	individual	decision-making	and	
Profiling	for	the	purposes	of	Regulation	2016/679”,	WP251	rev.01,	p.5.	
38	”Data	about	data”.	
39	Helbing,	D.,	Frey,	B.,	Gigenrenzer,	G.,	Hafen,	E.	Hagner,	M.,	Hofstetter,	Y.,	van	den	
Hoven,	J.,	Zicari,	R.	&	Zwitter,	A.,	”Will	Democracy	Survive	Big	Data	and	Artificial	
Intelligence?”,	Scientific	American	(25	February	2017).	
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sets can be processed in order to build classes or categories of characteristics 40  and 

meaningful and hidden data can be derived from for example to predict people’s intents to 

target internet searches or ad campaigns.41 A recent example of this kind of use of big data is 

the Cambridge Analytica revelation that will be discussed further below. It is worth noting 

that not all data processed in a big data context regards personal data and human interaction 

but a huge part of it does impact individuals and their rights concerning the processing of 

personal data directly.42 This paper will concentrate on big data that includes personal data. 

 

2.2.Data mining – making sense of big data 
 

While the definition of big data varies and it is often confused with data mining it is important 

to distinguish these two terms to avoid confusion in the law.  The connection between big 

data and data mining can be characterized by saying that big data is the challenge that data 

mining seeks to solve.43 Data mining is the process that can be used in finding interesting 

structure in big data by applying one or several algorithms to identify trends and patterns 

within the data. Data mining creates knowledge in the form of a generalized model of the data 

and has its origins in the areas of statistics, mathematics, machine learning, artificial 

intelligence as well as business.44 There are several data mining techniques but they are all 

based on induction-based learning, which is “the process of forming general concept 

definitions by observing specific examples of concepts to be learned”.45 To emphasize that 

knowledge can be derived from data-driven discovery the phrase knowledge discovery in 

databases (KDD) is often used interchangeably with data mining. Technically KDD is the 

applications of the scientific method to data mining and it typically includes a methodology 

for preparing and extracting data as well as making decisions once the data mining is 

completed.46 However in a legal sense it is important to make a distinction between KDD and 

																																																								
40	Gutwirth,	S.,	Leenes,	R.	&	de	Hert,	P.,	Reforming	European	Data	Protection	Law,	
Springer,	Volume	20,	2015,	p.4.	
41	Surana,	J.,	Khandelwal,	A.,	Kothari,	A.,	Solanki,	H.	&	Sankhla,	M..	”Big	Data	Privacy	
Methods”,	International	Journal	of	Engineering	Development	and	Research,	Volume	5,	
Issue	2,	2017,	p.	979.	
42	Council	of	Europe,	Guidelines	on	the	protection	of	individuals	with	regard	to	the	
processing	of	personal	data	in	a	world	of	Big	Data,	2017,	p.1.	
43	Colonna,	L.,	Legal	Implications	of	Data	Mining,	Tallinna	Raamatutrükikoda,	2016,	p.65.	
44	Roiger,	R.,	Data	Mining:	A	Tutorial-Based	Primer,	Second	Edition,	CRC	Press,	2017,	p.5.	
45	Ibid.	
46	Roiger,	R.,	Data	Mining:	A	Tutorial-Based	Primer,	Second	Edition,	CRC	Press,	2017,	p.5.	
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data mining since the latter, narrowly speaking, only includes the processing of the data 

through automatic means while KDD also includes the selection, storage and human 

interpretation of the results. This has legal consequences because different rules apply to the 

storage of data and the processing of data.47  

 

To examine large data sets in order to generate profiles of individuals, groups or whatever is 

of interests a specific data mining method known as profiling can be used. Profiles structure 

the data and thus patterns and probabilities can be found which can then be used to predict 

trends and to forecast behavior, processes or developments.48 Profiling can be divided into 

different categories of non-automated, automated and autonomic profiling. While non-

automated profiling does not include any process of automation, automated and autonomic 

profiling rely on taking parts of or the whole decision-making out of human hands.49 In the 

following data mining and profiling will be used to describe the process of turning big data 

into a form that can be utilized by both private companies and in the national security context.  

 

The quantity and quality of the data are increasing meaning that the knowledge acquired from 

processing the data with dynamic techniques like data mining is becoming more valuable for 

the companies. Furthermore the processes are happening faster and faster. Thus the amount of 

companies using big data applications is growing.50 Using big data analytics can be useful for 

individuals, organizations and for the economy and society as a whole by providing for 

benefits such as increased efficiencies and resource savings.51 Therefore big data is logically 

an essential part of EU’s 2015 Digital Single Market Strategy as it is seen central to the EU’s 

competitiveness.52 However it also poses risks for individuals’ fundamental rights.53  

 

																																																								
47	Colonna,	L.,	Legal	Implications	of	Data	Mining,	Tallinna	Raamatutrükikoda,	2016,	p.50.	
48	Gutwirth,	S.,	Leenes,	R.	&	de	Hert,	P.,	Reforming	European	Data	Protection	Law,	
Springer,	Volume	20,	2015,	p.4.	
49Hildebrandt,	M.,	“Defining	profiling:	a	new	type	of	knowledge?,”	in	Profiling	the	
European	Citizens	-	Cross-Disciplinary	Perspectives,	ed.	Hildebrandt,	M.	&	Gutwirth,	S.,	
Springer,	2008,	p.28.	
50	Döpke,	C.,	”The	importance	of	Big	Data	for	Jurisprudence	and	Legal	Practice”	in	Big	
Data	in	Context	–	Legal,	Social	and	Technological	Insights	by	Hoeren,	T.	&	Kolanv-Raiser,	
B.,	Springer	Briefs	in	Law,	2017,	p.14.	
51	Article	29	Working	Party,	”Guidelines	on	Automated	individual	decision-making	and	
Profiling	for	the	purposes	of	Regulation	2016/679”,	WP251	rev.01,	p.5.	
52	European	Commission,	”A	Digital	Single	Market	Strategy	for	Europe”,	2015.	
53	European	Parliament,	”Fundamental	rights	implications	of	big	data	at	glance”,	2017.	
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2.3. Data mining and respect for fundamental rights  – reality or wishful 
thinking?  
 

Sophisticated data mining methods can lead to prevention of e.g. tax fraud or early detection 

of pandemic risks. Nonetheless the downside of the technological evolution of digitization is 

that it threatens key aspects of fundamental rights of citizens such as the right to privacy and 

data protection as well as the core values of European societies like democracy.54  Data 

mining techniques such as profiling can also lead to direct or indirect discrimination.55 A brief 

overview of data mining both in telecommunication service providers and Internet companies 

as well as in law enforcement context will be presented in the following as these are closely 

linked to the research question. 

 

2.3.1. Data mining in private sector and commercial context: TSP and Internet 
companies 
 

In order to increase profit margins and grow their businesses many commercial entities apply 

data mining in different ways such as to identify likely consumers and to discover future 

patterns of consumer behavior. 56  In the following data mining in the context of 

telecommunication service providers (TSP) and Internet companies will be discussed. 

 

Telecommunications industry was among the first to utilize data mining technology likely 

because companies working in this field generate and store enormous amounts of high-quality 

data, have a large customer base and operate in a quickly chancing and highly competitive 

environment. In this context data mining is used to improve marketing, identify fraud and 

better manage telecommunications networks.57 Also Internet companies, like Google, apply 

data mining on the massive amount of web data they have. This way the companies can, 

among other things, customize search results and sell targeted ads.58 By combining data 

																																																								
54	Gutwirth,	S.,	Leenes,	R.	&	de	Hert,	P.,	Reforming	European	Data	Protection	Law,	
Springer,	Volume	20,	2015,	p.12.	
55	Schreurs,	W.,	Hildebrandt,	M.,	Kindt,	E.	&	Vanfleteren,	M.,	“Group	Profiling	in	the	
Private	Sector”	in	Profiling	the	European	Citizens	-	Cross-Disciplinary	Perspectives,	ed.	
Hildebrandt,	M.	&	Gutwirth,	S.,	Dordrecht,	Springer,	2008,	p.264.	
56	Colonna,	L.,	Legal	Implications	of	Data	Mining,	Tallinna	Raamatutrükikoda,	2016,	p.87.	
57	Weiss,	G.,	”Data	Mining	in	the	Telecommunications	Industry”,	in	Encyclopedia	of	Data	
Warehousing	and	Mining	by	Wang,	J.,	ICG	Global,	second	edition,	2008,	p.486.	
58	Chamont	W.	and	Pin-Shuo	L.,	”Data	Mining	and	Hotspot	Detection	in	an	Urban	
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across multiple accounts and services the companies create extremely valuable data since 

“just as tiny bits of colored tile can be combined and transformed into a coherent piece of art, 

tiny bits of seemingly unrelated personal data, when aggregated and mined at huge scale, can 

provide immense value to advertisers, marketers, corporates sales forces and others”.59  

 

2.3.2. Data mining in national security context 
 

Protecting the public from genuine threats like terrorism and cyber-attacks has triggered broad 

measures allowing intelligence services to conduct more comprehensive surveillance in the 

hope of preventing further incidents.60 Following the revelations of Edward Snowden, a 

former US national security insider, the entire world learned about the mass surveillance 

conducted on a large scale by the National Security Agency (NSA).61 The NSA collected user 

data by accessing the servers of US-based private companies, concentrating on telephone, 

Internet and web companies such as Apple, Google and Facebook.62  The laws of five EU 

Member States that is France, Germany, the Netherlands, Sweden and the United Kingdom 

also permitted surveillance similar to the one conducted in the US.63 The revelations together 

with the ambiguous complicity of Internet companies and the international controversies that 

arose “illustrate perfectly the ways that big data has a supportive relationship with 

surveillance”.64  

 

Data mining in the context of national security is used to discover who the suspicious people 

are and whether they are capable of carrying out terrorist activities. 65  This kind of 

																																																																																																																																																																													
Development	Project”,	6:3	Journal	of	Data	Science,	2008,	pp.389-390.	
59	Cunningham,	B.,	”Google’s	data	mining	raises	questions	of	national	security”,	The	
Guardian	(15	October	2012).	
60	European	Union	Agency	For	Fundamental	Rights,	Surveillance	by	intelligence	
services:	fundamental	rights	safeguards	and	remedies	in	the	EU,	Volume	II,	p.3.	
61	Lyon,	D.,	Surveillance,	Snowden,	and	Big	Data:	Capacities,	consequenses,	critique,	Big	
Data	&	Society,	Sage,	2014,	p.1.	
62	Ibid.,	p.2.	
63	European	Union	Agency	For	Fundamental	Rights,	Surveillance	by	intelligence	
services:	fundamental	rights	safeguards	and	remedies	in	the	EU,	Volume	I,	p.4.	
64	Lyon,	D.,	Surveillance,	Snowden,	and	Big	Data:	Capacities,	consequenses,	critique,	Big	
Data	&	Society,	Sage,	2014,	p.1.	
65	Awad,	M.,	Khan,	L.,	Thuraisingham,	B	&	Wang,	L.,	Design	and	Implementation	of	Data	
Mining	Tools,	Aueebach	Publications,	2009,	p.45.	
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dataveillance66 can be targeted or untargeted. The Dutch Review Committee for Intelligence 

and Security Services defines untargeted surveillance as “interception where the person, 

organization or technical characteristic at whom/which the data collection is targeted cannot 

be specified in advance” while targeted surveillance has a designated surveillance object.67 

Usually the term “mass surveillance” is understood as untargeted68 which means that big data, 

including personal data such as identifiable metadata, is not collected for certain limited, 

specified and transparent purposes but bulk collection is done before the full range of the 

actual and potential use of the data is determined.69 By applying data mining to the collected 

data unusual patterns, terrorist activities and fraudulent behavior can be detected and hence 

data mining can save lives.70 However this kind of surveillance that allows interception of 

people’s communications on a large scale interferes with the fundamental rights of both the 

right to respect for private and family life as well as the right to privacy and data protection.71 

These rights will be discussed in the following. 

 

2.3.3. Relevant fundamental rights 
 

According to the United Nations Universal Declaration of Human Rights “no one shall be 

subjected to arbitrary interference with his privacy, family, home or correspondence, nor to 

attacks upon his honor and reputation”.72 This Declaration is generally agreed to be the 

foundation of international human rights law.73 Within the European Union there is no single 

Bill of Fundamental Rights but instead these rights have three different sources: general 

principles of law as guaranteed by national constitutional traditions, the European Convention 

for the Protection of Human Rights and Freedoms (ECHR) and the European Union Charter 

																																																								
66	A	term	created	by	Roger	Clarke	defined	as	”the	systematic	use	of	personal	data	
systems	in	the	investigations	or	monitoring	of	the	actions	or	communications	of	one	or	
more	persons”.	
67	CTIVD,	Annual	Report	2013-2014,	The	Hague,	2014,	pp.45-46.	
68	European	Union	Agency	For	Fundamental	Rights,	Surveillance	by	intelligence	
services:	fundamental	rights	safeguards	and	remedies	in	the	EU,	Volume	I,	p.3.	
69	Lyon,	D.,	Surveillance,	Snowden,	and	Big	Data:	Capacities,	consequenses,	critique,	Big	
Data	&	Society,	Sage,	2014,	p.4.	
70	Thuraisingham,	B.,	”Data	Mining	for	Counter-Terrorims”,	p.	192.	
71	European	Union	Agency	For	Fundamental	Rights,	Surveillance	by	intelligence	
services:	fundamental	rights	safeguards	and	remedies	in	the	EU,	Volume	I,	p.1.	
72	The United Nations Universal Declaration of Human Rights, Art.	12.	
73	http://www.un.org/en/sections/universal-declaration/foundation-international-
human-rights-law/index.html,	24	November	2017.	
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of Fundamental Rights (the Charter).74 There is a significant overlap in content between each 

of these instruments. As there is no single instrument, which “provides an authoritative 

narrative about what values are fundamental in EU law” the interplay between different 

sources of law leaves the content of fundamental rights as an open-ended process.75 The 

Charter is addressed to the institutions, bodies and offices of the European Union and to EU 

Member States when they implement EU law76 while the ECHR is applicable to everyone 

within the jurisdiction of a Contracting State.77  According to the art. 52(3) of the Charter the 

scope of the rights, which correspond with those laid down in the ECHR shall be the same. 

However the Charter can provide a more extensive protection.78 This thesis will concentrate 

on discussing the right to respect for private and family life laid down in article 8 ECHR and 

the corresponding rights of the Charter enshrined in articles 7 and 8 as well as the case law of 

both Courts. Also in order to resolve the main research question the right to an effective 

remedy laid down in art. 47 of the Charter is discussed. 

 

2.3.3.1. Respect for private life and data protection 
 

Defining privacy is a difficult task and it has led to extensive academic discussion. Some have 

even questioned whether privacy as a concept has any inherent value at all due to this 

indeterminacy.79 Traditionally the right to privacy can be seen attached to the idea of 

individual freedom that primarily concerns the relationship between the individual and the 

state. However in the modern world this definition is inadequate as the modern states operate 

“in a more dispersed and decentralized manner than was formerly the case” and thus the 

government and private spheres are blended.80 

 

																																																								
74	Treaty	on	the	European	Union	art.	6.		
75	Chalmers,	D.,	Davies,	G.	&	Monti,	G.,	European	Union	Law,	Cambridge,	Third	Edition,	
2014,	p.	250.	
76	EU	Charter	of	Fundamental	Rights	Art.	51.	
77	European	Convention	of	Human	Rights,	art.	1.	
78	European	Union	Charter	of	Fundamental	Rights,	art.	52(3).	
79	Carolan,	E.,	Carolan,	E.,	”The	Consept	of	Right	to	Privacy”	in	The	Consept	of	a	Right	to	
Privacy:	A	Doctrinal	and	Comparative	Analysis	by	Delany,	H.,	Round	Hall,	First	Edition,	
2008,	p.4.	
80	Carolan,	E.,	”The	Consept	of	Right	to	Privacy”	in	The	Consept	of	a	Right	to	Privacy:	A	
Doctrinal	and	Comparative	Analysis	by	Delany,	H.,	Round	Hall,	First	Edition,	2008,	p.2.	
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According to Privacy International “privacy is a fundamental right, essential to autonomy and 

the protection of human dignity”. Privacy enables individuals to be who they are and protects 

them from unwanted access by others.81 It has also been defined as the right to be left alone.82 

The meaning of privacy is to protect individuals from unjustified use of power in a world 

where there is a significant imbalance between the individuals and the bodies wanting to 

access the private sphere of the individuals.83 The concept of privacy has changed over the 

years. In the modern society the previously inaccessible is accessible because of the 

technological advances and information can be made available to a potential worldwide 

audience. A number of public and non-public bodies collect information about individuals’ 

opinions, beliefs and habits. The information that used to be private is colonized and 

commercialized by governments, media business, organizations and the Internet. For example 

by installing cookies the commercial bodies can track an individual’s browsing and 

purchasing habits.84   

 

Due to the development of modern communications it has been said that today’s society is 

becoming “a globalized goldfish bowl in which individual space is increasingly scarce”.85 

Data protection was developed to protect privacy in this kind of information society.86 

However the idea was not to widen the scope of privacy but rather to create a new type of 

instrument to protect personal data in automatic processing. 87  It was first adopted in 

Convention 108 of 1981, then in the Data Protection Directive and finally in the Charter that 

was recognized as part of EU’s primary law in 2009.88Also the Treaty on the Functioning of 

the European Union (TFEU) provides that everyone has the right to the protection of personal 
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Doctrinal	and	Comparative	Analysis	by	Delany,	H.,	Round	Hall,	First	Edition,	2008,p.1.	
85	Ibid.	
86	Docksey,	C.,	”Fundamental	Rights:	finding	the	balance”	in	International	Data	Privacy	
Law	by	Kuner,	C.,	Oxford,	vol.6,	Iss.3,	p.197.	
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Law	by	Kuner,	C.,	Oxford,	vol.6,	Iss.3,	p.198.	
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data concerning him or her.89 Whereas the ECHR provides for a provision of protection of 

private life which also includes data protection the Charter has its own provision for data 

protection as a separate fundamental right, which is a unique concept and does not appear in 

other jurisdictions.90 According to the article 29 Working Party the underlying idea for 

creating the right to data protection as a separate concept was “to protect everyone’s 

fundamental rights and freedoms and notably their right to privacy”.91 Data protection can be 

considered as a procedural tool to ensure privacy in data processing by setting up a list of 

safeguards that have to be taken into account and by this way compensating for the erosion of 

privacy in digital age.92  

 

From the case law of both the CJEU and the ECtHR it is evident that the Courts have 

developed a more extensive notion of privacy than the classical right to be left alone93. This 

broader interpretation is closely linked to other fundamental rights regarding human dignity.94 

The European Court of Human Rights (ECtHR) has ruled that the protection of personal data 

is of “fundamental importance” for a person’s enjoyment of the right to respect for private 

life. 95  The concepts of “private life” and “correspondence” include telephony and 

telecommunications data.96 This development of technology is emphasized in the Charter as 

the term “correspondence” in the ECHR has been replaced by “communications” in the 

Charter.97  
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Some have said that there is no need to distinguish between these two rights in the 

information society even though they are two different concepts98 while others claim that they 

are different and offer different kinds of protection to individuals and should therefore be 

differentiated99. The case law by the CJEU and ECtHR shows that the Courts tend to apply 

these two rights together but still making a difference between them.100 The CJEU does not 

make a systematic distinction between privacy and data protection101 but has stated, that “the 

protection of personal data resulting from the explicit obligation laid down in Article 8(1) of 

the Charter is especially important for the right to respect for private life enshrined in Article 

7 of the Charter”.102 Hence the mere processing of personal data does not necessarily have 

implications for privacy but there must be an additional element of privacy for the data 

processing to fall under art.7 of the Charter. However processing of personal data may 

constitute a significant interference with the right to privacy and the two rights are closely 

linked to each other.103 

 

In practice the analysis by the CJEU of the application of these two rights is actually quite 

different based on the different approaches required by the articles. The Schrems judgment 

highlights this interpretation as the CJEU treated these fundamental rights quite distinctly and 

therefore making it clear that they are two separate rights.104 However the CJEU addressed 

the rights jointly and thus a clear line cannot be drawn from its approach.105  
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2.3.3.2. Right to an effective remedy 
 

When data mining leads to a violation of the fundamental rights, such as the two presented 

above, the data subject “has the right to on effective remedy before a tribunal” in accordance 

with the first paragraph of Art. 47 of the Charter. This first paragraph of the article is based on 

Art. 13 of the ECHR but the one laid down in the Charter guarantees the right to an effective 

remedy before a court and it is thus more extensive than the one in the ECHR.106  

 

To understand the meaning of the article it is vital to explain the meaning of the word 

“remedy”. Two different concepts are part of the definition of it, first being procedural and 

second substantive. Remedies are the processes by which arguable claims of violations of 

rights are heard and decided by competent bodies but they also refer to the outcome of such 

proceedings. Commonly the term “redress” is used to refer to the substantive remedies 

afforded victims of violations.107  According to the ECtHR to fulfill the requirement of 

effectiveness the remedy must be “adequate and accessible”108 and a part of an effective 

remedy is that the remedial body is institutionally independent from the authority responsible 

for the violation.109 The case law of the Courts regarding this fundamental right will be 

discussed comprehensively below (see chapter 4.4.). 

 

3. Transferring data to the US  

Cross-border data transfers are crucial in the course of business of multinational entities and 

corporations.110 Data protection and transferring of personal data outside EU (third countries) 

is currently regulated in the DPD111, which will be replaced by the GDPR in May this year112. 

The GDPR is more detailed but otherwise the legal requirements are similar in the old and the 
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new legislation113 and both regulations aim to “encourage coherent free movement of personal 

data while protecting the individual rights of the persons concerned”114. Both the DPD and the 

GDPR rely on a two-step approach for justifying data transfers to third countries; the first step 

is to ensure that the transfer corresponds to the requirements for data processing within the 

EU. Thus there has to be a lawful basis for processing. The second step is that the transfer has 

to be compliant with further conditions of adequate level of data protection and if such 

safeguards are not provided for, the transfer cannot take place regardless of whether there 

processing has a legal basis in accordance with the first step.115 This chapter will firstly 

present the current DPD and thereafter discuss the GDPR and the changes that it will bring. 

Then the three different transferring methods will be presented in detail from the perspective 

of the regulation that is applicable at the moment of writing this paper as well as in light of 

the GDPR and future changes.  

 

3.1. Applicable law and jurisdiction 
 

The law of jurisdiction has mainly relied on the territorial dimension of sovereignty when 

delimiting competences. Thus acts carried out in a State’s territory are in principle lawful 

while “assertions that pertain to acts done outside its territory are suspect, and even 

presumptively unlawful”.116 However the cyber world is transnational and information flows 

have no fixed location.117 This explosion of the Internet has allowed remote individuals to 

connect and led to a more restricted role of the State. However the States still consider 

territoriality as the most certain way of delimiting competences between them, which has 

resulted in increasingly artificial territorial connections.118 The International Law Commission 

of the United Nations has defined the concept of extraterritorial jurisdiction as “an attempt to 

regulate by means of national legislation, adjudication or enforcement the conduct of person, 

property or acts beyond its borders which affect the interests of the State in absence of such 
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regulation under international law”.119 Article 4(1)(c) of the DPD which applies to controllers 

located outside the EU but who use “equipment” situated within the EU has proved to be the 

most controversial basis for jurisdiction in data protection law120 so far. According to the 

Article 29 Working Party “the external scope of EU law is an expression of its capacity to lay 

down rules in order to protect fundamental interest within its jurisdiction”. 121  As 

distinguishing the concept of applicable law (which determines the legal regime applicable to 

a certain matter) from the concept of jurisdiction (which usually determines whether a 

national court has the ability to decide a case or enforce a judgment or order) is of special 

importance in the area of data protection law122 the material and territorial scopes of the 

current and the upcoming legislation will be examined in the following (i.e. to whom, where 

and when does the legislation apply). 

 

3.1.1. Data Protection Directive  
 

In the early 1970’s the Council of Europe found that Art. 8 ECHR did not provide for an 

adequate protection of personal data in the light of new developments especially because of 

the growing use of information technology.123 Eventually this resulted in the adoption of the 

Data Protection Convention, also known as Convention 108,124 which has been ratified by all 

EU Member States.125 However the implementation of the Convention led to inconsistency 

across Member States and in some cases even imposed restrictions on data flows within the 

Union. The European Commission became concerned that this lack of consistency would 

cause issues for the development of the internal market where the role of the processing of 

personal data was increasingly important, particularly in the areas of free movement of people 
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and services.126 Thus the Data Protection Directive (DPD) was negotiated and adopted. The 

DPD has a double objective; firstly it requires the Member States to protect the fundamental 

rights and freedoms of natural persons with emphasis on the right to privacy with respect to 

personal data. Secondly it requires the Member States neither to restrict, nor to prohibit the 

free flow of personal data within the Union for reasons connected with such protection.127 

Meaning of these obligations was to guarantee an equivalent high level of protection in all 

Member States and hence assist in achieving a balanced development of the internal 

market.128 While writing this research paper the applicable law still is the DPD. 

 

3.1.1.1.The Scope the Data Protection Directive 
 

According to the directive the physical location of the data does not define the applicable law. 

Instead the directive concentrates on the concept of “processing”.129 Processing is defined in 

the DPD and basically means any operation or set of operations that is performed on the 

personal data manually or by automatic means.130 Definitions of data controller and data 

processor can be found in Art. 2 DPD; Controller is the entity, regardless of its legal form, 

who determines the purposes and means of the data processing131while processor is the entity 

that processes the personal data on behalf of the controller132.  

 

As directives have to be implemented into national law and can thus vary between different 

Member States133 Art. 4 DPD gives instructions on when the national law is applicable. The 

DPD is applicable “to the processing of personal data in the context of the activities of an 

establishment of the controller on the territory of the Member State”.134 This article has a 

broad territorial scope, which was confirmed in the Google Spain judgment135. In its judgment 

the CJEU found that the processing of personal data by the search engine operated by a US-
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based controller was “inextricably linked to” and thus carried out “in the context of the 

activities” of the establishment based on the territory of the Union.136 According to the CJEU 

the advertising and commercial activities of the Spanish subsidiary constituted the “means of 

rendering the search engine economically profitable”137 and thus the Spanish law was 

applicable. However the DPD provides for an article that makes it applicable also when the 

controller that is not established within the EU uses equipment situated on the territory of a 

Member State.138 This way the European legislator has tried to prevent the problem of likely 

circumventions of the legislation by including controllers established outside the EU.139 

Prevention of circumventions is also one of the aims of the articles 25 and 26 DPD which 

regulate data transfers to third countries. These cross-border transfers are only lawful to 

countries, which provide for an adequate level of protection 140  i.e. the essential core 

requirements of the European legislation must be established141. However these provisions 

have resulted in the question of applicable law arising frequently142 as e.g. under the Safe 

Harbor Decision some of the Data Protection Authorities and the Commission viewed that EU 

data protection law continued to apply even when the data was subjected to onward 

transfers143. 

 

3.1.2. General Data Protection Regulation 
 
 

The meaning of the DPD was to align the data protection standards within different Member 

States in order to enable cross-border data transfers within the Union (then Community). As 

the DPD had to be transposed into national law in every EU Member State legal differences 

arose as consequence of different implementing acts and it failed to fulfill its purpose. Lawful 

data processing activities in one State could be unlawful according to another State’s data 
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protection laws. The upcoming General Data Protection Regulation (GDPR) will replace the 

DPD and it is directly applicable and thus does not require the Member States to take any 

further implementation acts. The purpose of the GDPR is to unify the legislation and therefore 

lead to more legal certainty and remove potential obstacles to the personal data flows within 

the Union. The GDPR aims to increase individuals’ trust in the responsible treatment of their 

personal data in order to grow exponentially the digital economy across the internal market. 

When drafting the GDPR new technologies and new business models were taken into 

account, which led to a very wide scope of application that is going to affect a number of data 

controllers.144 If the data controllers are not GDPR compliant it can lead to a fine up to 20M 

EUR or 4% of the total annual worldwide turnover.145 

 

3.1.2.1. The Scope of the General Data Protection Regulation 
 

Article 2 of the GDPR states that the material scope of the regulation is any processing of 

personal data. As in the DPD processing is also defined in the GDPR and means any 

operation or set of operations that is performed on personal data or on sets of personal data, 

whether or not by automated means.146 In practice this basically means that any treatment of 

data is regarded as processing and thus the material scope is interpreted in a very broad 

manner. However entirely manual processing only falls within “processing” if a certain 

criteria is met.147 The data subject does not have to be identified but the mere possibility of 

identification by combining different information means that the data falls within the scope of 

the regulation.148 As the GDPR does not explain who needs to be able to identify the data 

subject it is possible that the additional information does necessarily not have to be in the 

hands of the data controller or processor.149  
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The GDPR applies to anyone processing or controlling the processing of personal data150 of 

all individuals despite their nationality or place of residence151 within the boundaries of 

territorial scope (see below) and regardless of the legal form of the processing entity. In order 

to map out the data protection responsibilities established by the regulation it is important to 

determine who is a “controller” and who is a “processor”.152 The definition of data controller 

is identical to the one in the DPD; A controller is a natural or legal person, public authority, 

agency or body that, alone or jointly with others determines the purposes and means of the 

processing of personal data.153  Data processor, regardless of its legal form, is the entity, 

which processes the data on behalf of the controller154 and thus the existence of a processor 

depends on a decision taken by the controller to delegate the processing to a separate 

entity/individual.155  

 

The territorial scope of the GDPR is defined in Art. 3, which states that it applies to the 

processing of personal data in the context of the activities of an establishment of a controller 

or a processor in the Union, regardless of whether the processing takes place within the 

Union. In order to ensure that the data protection rights of the data subjects are not deprived 

the GDPR has a larger territorial scope than just one covering the companies established in 

the EU. The regulation also applies to the processing of personal data of data subjects that are 

in the Union by a processor or controller established outside the EU if the processing 

activities are related to offering goods or services to data subjects within the Union or if their 

behavior is monitored within the same.156 Finally according to Art. 3(3) of the GDPR it is 

applicable if by virtue of public international law the controller is subject to Member State 

legislation. 
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3.2. Adequacy Decision  
 
The adequacy decisions are composed by the European Commission to formally confirm that 

the level of data protection in a third county is essentially equivalent to the one in the Union 

when the general provision of data protection and privacy in that country are insufficient.157 It 

is important to be mindful that according to the legislation the adequacy decision does not 

have to include a whole country but can cover a territory or one or more specified sectors 

within that third country or international organization.158 An adequacy principle can also 

enable entities to self-certify as safe third country recipients as will be explained below. 

 

To ensure a high level of protection transferring data to a third country can only be allowed in 

case the recipient ensures an adequate level of protection in accordance with Art. 25 DPD. 

This will be replaced by Art. 45 GDPR but the concept of such adequacy decisions will 

remain similar to the one under the former legislation.159 The level of data protection in third 

countries has to establish the essential core requirements of the European legislation to fulfill 

the requirement of adequate level of protection.160 Adequacy is a combination of rights for the 

data subjects, obligations on data controllers and processors and supervision by independent 

bodies.161 The relevant criteria for assessing adequacy are laid down in Art. 45(2) GDPR and 

it has been amended from the former legislation in accordance with the case law by the 

CJEU162. When making an adequacy decision the Commission has to take into account the 

rule of law, respect for human rights and fundamental freedoms, relevant legislation, the 

existence and effective functioning of one or more independent supervisory authorities as well 

as the international commitments the third country has entered into.163 Not all of the criteria 

have to be equally fulfilled as the adequacy decision has to be based on an overall assessment 

of the specific circumstances.164 However if the rules are not enforceable and followed in 

practice they are not effective.165 The Article 29 Working Party has emphasized this practical 
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application of data protection rules by stating that “efficient enforcement mechanisms are of 

paramount importance to the effectiveness of data protection rules”.166 Once the third country 

has been found “safe” by the Commission data transfers may take place without further 

authorization.167 

 

3.2.1. From Safe Harbor to Privacy Shield (Schrems I) 
 

3.2.1.1. Safe Harbor after Edward Snowden’s Revelations 

 
In June 2013 Edward Snowden, a former US national security insider disclosed that the US 

government conducted extensive Internet and phone surveillance that also concerned citizens 

of the EU. The surveillance was done with the help of a surveillance program called PRISM, 

which obtained data from different communications providers in the US. According to the 

leaked documents the program operated with the assistance of the companies but at first the 

companies, such as Facebook, denied any knowledge of the surveillance.168 As the US 

privacy framework did not meet EU standards the Commission in cooperation with the US 

Department of Commerce (DoC) had put in place a solution called the Safe Harbor Decision 

(SH), which governed the transfer of personal data for commercial purposes to the US to 

comply with requirements laid down in Art. 25 DPD. Companies could self-certify to these 

principles and limitations to data protection rules were permitted if they were necessary on 

grounds of national security.169 The decision was criticized even before the revelations and 

the Commission issued implementation reports in 2002170 and 2004171 that recognized the 

weaknesses of the principles but the content was never reviewed172. 
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First after the Snowden revelations it was admitted that there was a “substantial likelihood” 

that the SH was being violated and the decision was called into question and 

recommendations were made by the Commission to fix the issues. 173  The European 

Parliament called suspension of the SH and stated that the mass surveillance could endanger 

EU-US trade deal.174 The situation escalated as the European Commission warned that EU 

citizens should close their Facebook accounts if they wanted to protect their information from 

US surveillance.175 However this did not lead to remarkable actions but it was first after the 

Schrems judgment that the Commission was forced to intervene.  

 

3.2.1.2. Schrems I: The end of the Safe Harbor Decision 
 

In the aftermath of Snowden revelations a EU based lawyer and privacy activist, Max 

Schrems, filed a complaint to the Irish Data Protection Authority (DPA) in order to stop the 

transfer of his data by Facebook Ireland to Facebook Inc. located in the US. He claimed that 

the lack of effective remedies in the US may violate European fundamental rights laid down 

in Art.7 and 8 of the Charter when the data is transferred. According to Art. 3 SH the DPA 

could suspend data transferring in specific circumstances. However the Irish DPA concluded 

that it did not have the competence to challenge the validity of the SH. The case was referred 

to the Irish High Court, which decided to request a preliminary ruling. In its judgment the 

CJEU declared that it was the national DPAs who had the competence to assess the level of 

adequacy of the protection in a third country and if it found the level of protection inadequate 

the case was to be referred to a national court, which would ask for a preliminary ruling from 

the CJEU regarding the validity of the DPA’s decision. Following the procedure the CJEU 

had just established it went on analyzing the case in the light of the requirements imposed by 

Art. 25(6) DPD, which states that the Commission should base Adequacy Decision on the 

level provided by the domestic law or international commitments of the third country in 

question. According to the Court the Commission’s solution of SH did not compensate for the 

lack of safeguards of the US law. The CJEU also took the opportunity to emphasize the 

principles established in the Digital Rights Ireland judgment with regard to the legitimacy of 
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surveillance measures and made it clear that if public authorities have “access on a 

generalized basis to the content of electronic communications [this] must be regarded as 

compromising the essence of the fundamental right to respect for private life”.176 Finally the 

judgment led to invalidation of the whole SH.177  

 

3.2.1.3. Privacy Shield – Fixing the flaws of its predecessor? 
 
After the SH was declared null and void a new set of rules was needed to ensure that data 

transfers to US could be continued. This new framework called the Privacy Shield178 (PS) was 

negotiated in 2016 and it is supposed to improve data protection when transferring data to the 

US for commercial purposes.179 Like its successor the PS provides for a self-certification 

mechanism for entities who’s privacy policies comply with the provisions of the PS and the 

certification must be renewed annually by submitting the (updated) privacy policies to the 

DoC. The DoC is also responsible for managing the adequacy decision and monitoring 

compliance of the registered entities.180 The purpose of the PS is to “restore the trust of 

consumers when their data is transferred across the Atlantic” by improving the enforcement 

of data protection standards, laying down safeguards on government access and making 

redress mechanisms more accessible for individuals. The latter was established by creating an 

independent Ombudsperson mechanism.181 The WP29 gave its opinion on the draft and found 

that some key data protection principles as outlined in European law were not reflected in the 

draft or had been inadequately substituted. For example the data retention principle was not 

expressly mentioned. The WP29 noted that the US administration did not exclude the massive 

and indiscriminate collection of personal data from the EU, which according to the WP29 is 

an unjustified interference with the fundamental rights of individuals. The draft provided 

ways for individuals to exercise their rights but the WP29 found the redress mechanism to be 
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complex and therefore possibly ineffective in practice. 182 After the PS was adopted the WP29 

expressed that even though its concern had been taken into consideration a number of them 

were still not considered in the final version of the PS. For example the PS lacks concrete 

assurances that bulk collection of personal data does not take place and the guarantees for 

independence of the Ombudsperson mechanism might be insufficient.183  

 

In the end of last year the first joint review of PS was undertaken by the European 

Commission and the WP29. The latter expressed its satisfaction with the improvements such 

as the US government’s intention to become more transparent about the use of surveillance 

and the evolvement of the laws regarding the same.184 However it still had concerns regarding 

indiscriminate non-targeted collection of data and effective and independent redress methods 

for individuals in cases where data of companies will have been accessed by law enforcement 

authorities,185 which will be discussed more thoroughly below (see chapter 5). 

 

3.3. Adequate Safeguards  
 

If a third country cannot provide for an appropriate level of data protection that meets the 

standards of EU law and no adequacy decision covering that third country has been reached 

the entities still have a possibility to compensate for the lack of data protection by relying on 

another data transfer instrument. 186  The entities can rely on derogations for specific 

situations187, Standard Contractual Clauses (SCC)188 or Binding Corporate Rules (BCR)189. 

The latter two will be discussed in depth in the following.  
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3.3.1. Standard Contractual Clauses 

 
Under the DPD a popular instrument for cross-border data transfers has been the Standard 

Contractual Clauses (SCCs)190 also known as the Model (Contract) Clauses191. The SCCs 

oblige a specific data importer to guarantee an adequate level of data protection and thus does 

not provide for an adequate level of protection in the entire third country. By concluding a 

contract based on SCCs adopted completely and unaltered the data-transferring entity (data 

exporter) and the data-receiving entity located outside the EU (data importer) can secure an 

appropriate level of data protection for their data transfers.192 This does not hinder the 

contracting parts from drafting a wider contract including additional safeguards or other 

clauses as long as these do not contradict, directly or indirectly, the SCCs or violate the rights 

of data subjects. The controllers and processors are even encouraged to provide for 

supplementary safeguards.193 So far the European Commission has adopted three sets of 

SCCs two of them covering data transfers from EU controllers to non-EU controllers194 and 

one applicable to data transfers from EU controllers to non-EU processors195. The existing 

SCCs remain valid until amended, replaced or repealed.196 However the GDPR will bring 

some procedural innovations to the current legal situation namely at the moment some EU 

Member States require an additional authorization of cross-border data transfers despite the 

use of SCCs.197 According to the wording in the upcoming regulation this will no longer be 

acceptable198 and as long as the data transfer fulfills the conditions of art. 44 GDPR no 

additional authorization is needed199. Also another novelty of the GDPR is that in addition to 
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the European Commission it gives the National Supervisory Authorities competence to adopt 

SCCs. However these have to be examined and approved by the Commission.200  

 

3.3.2. Binding Corporate Rules 
 
Binding Corporate Rules (BCRs) are another way of providing for an adequate safeguard 

when it comes to cross-border data transfers. Unlike the SCCs the BCRs have been applied 

reluctantly in practice so far.  The BCRs instrument was developed by the WP29 to serve the 

needs of multinational groups of undertakings. The DPD does not provide for specific 

provisions on the BCRs but this will change as the GDPR introduces detailed statutory 

requirement that the BCRs have to contain.201  

 

Multinational groups of undertakings and groups of enterprises engaged in a joint economic 

activity can adopt the BCRs as legally binding internal rules by the approval of the competent 

Supervisory Authority.202 The BCRs will define the global privacy policy of the group 

members with regard to the data transfers to entities established outside the EU. Thus 

personal data is available to all entities within the group regardless of their location. Therefore 

the BCRs create an intra-group data protection standard that guarantees an adequate level of 

data protection corresponding to the requirements of the EU legislation irrespective of 

whether the third countries provides for adequate level of data protection or not. However it is 

important to keep in mind that the BCRs only allow cross-border data transfers within the 

group but they do not qualify as a lawful basis for processing. It is unclear whether and to 

what extent the GDPR will bring different requirements for processors and controllers 

adopting the BCRs as Art. 47 GDPR does not differentiate between those two cases but lists 

the minimum content the BCRs should comprehend.203 Eventually the BCRs instrument 

should become more relevant and increasingly used in practice as the approval procedure for 

BCRs is notably simplified and the GDPR does not provide for an intra-group privilege.204 
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This means that data transfers between different group members are treated like any other 

data transfer that happen outside connected entities.205 

 

3.4. Data transfer instruments in practice 

 
All of the cross-border data transfer instruments entail advantages and disadvantages that 

have to be considered before deciding to rely on this instrument. In comparison with BCRs 

the SCCs are faster and require less effort as the SCCs can be adopted as such and no 

individual contract has to be negotiated that could negatively impact the lawful data 

protection standard. Also unlike the BCRs the SCCs can be relied on regardless of whether 

the cross-border data transfer happens within an intra-group or to an external entity. The 

SCCs can furthermore be used between more than two parties but have to be agreed upon 

separately between every involved party, even within an intra-group. The lack of individuality 

and flexibility for specific needs of different entities is a disadvantage of the SCCs.206 On the 

contrary BCRs give the entities the freedom to find a flexible and individual solution of 

implementing data protection standards in a way that corresponds best to the corporate 

group’s specific needs. Entities also avoid concluding a contract or other legal basis for each 

cross-border transfer of personal data covered by the BCRs and therefore e.g. sub-processors 

that are part of the processor’s groups of undertakings will be able to process data without a 

further contract with the controller. However it is important to be mindful that this does not 

cover external sub-processors. Establishing the BCRs also requires comprehensive 

examination of intra-group data flows in order to identify relevant third countries and the 

level of data protection that they offer as well as the approval by the competent Supervisory 

Authority.207  

 

When it comes exclusively to EU-US data transfers the Privacy Shield, based on self-

certifying, has been a popular mechanism. However its lawfulness has been questioned 

because of its complexity and the inadequacy of amendment of the US data protection 

legislation.208  
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4. European Essential Guarantees209  

 

Any data processing by government authorities is by definition and interference with the 

fundamental rights to privacy and data protection.210 However both the Charter and the ECHR 

provide for a necessity and proportionality test to frame limitations to the rights they protect. 

Article 52(1) of the Charter states that “any limitation on the exercise of the rights and 

freedoms recognized by this Charter must be provided for by law and respect the essence of 

those rights and freedoms” and emphasizes that limitations can only be made when they are 

proportionate, “necessary and genuinely meet the objectives of general interest recognized by 

the Union”.211 Also Article 8(2) of the ECHR lays down that public authority may only 

interfere with the rights if it is “in accordance with the law and is necessary in a democratic 

society in the interests of national security”.212 According to the Courts any limitation to or 

interference with the fundamental rights to privacy and data protection can only be justified if 

it is “strictly necessary in a democratic society”.213 To make sure that the interferences are 

justifiable and do not go beyond what is necessary in a democratic society the Article 29 

Working Party has analyzed the CJEU and the ECHR’s case law on surveillance issues and 

established so called four European Essential Guarantees. These have to be “seriously taken 

into account for all transfers to third countries” even though they are primarily aimed to apply 

in and to the Member States of the European Union.214 These are however not unconditional 

and require a certain amount of interpretation.215 The guarantees will be presented in the 

following with some additions from case law that, were delivered after the publication of the 

Four European Essential Guarantees. 
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4.1. Processing should be based on clear, precise and accessible rules 
 
 

Even before the Snowden revelations the ECtHR concluded that a justifiable interference 

needs to be in accordance with the law and it must be foreseeable. This means that data 

processing has to be based on a precise, clear and accessible (i.e. public) legal basis.216 

Furthermore the CJEU has highlighted that the provision should include “the nature of 

offences which may give rise to an interception or surveillance order, a definition of the 

categories of people that might be subject to surveillance, a limit on the duration of the 

measure, the procedure followed for examining, using and storing the data obtained and the 

precautions to be taken when communicating the data to other parties”.217 In a judgment after 

the revelations the CJEU added that also the substantive and procedural conditions and 

circumstances that give access to competent authorities must be included in the legislation.218 

The ECtHR has also emphasized that “foreseeability” in the context of secret surveillance 

does not “mean that the individual should be able to foresee when authorities are likely to 

intercept his communications so that he can adapt his conduct accordingly” but because risk 

of arbitrariness is evident in these kinds of situations “it is essential to have clear, detailed 

rules” to give individual adequate indication when the authorities can use such measures.219  

 
 

4.2. Necessity and proportionality with regard to the legitimate objectives 
pursued need to be demonstrated 
 
 

Data processing by government authorities for intelligence purposes can be justified if it is 

necessary and proportionate in relation to a legitimate objective. In Digital Rights Ireland and 

Schrems I the CJEU has emphasized that legislation that interferes with fundamental rights 

has to be limited to what is strictly necessary and proportionate and this is not the case if data 

retention is conducted on a large scale. To be justified the legislation has to provide for 

“objective criterion by which to determine the limits of the access (…) and their subsequent 
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use”.220 Thus the Data Retention Directive was declared invalid in the Digital Rights Ireland 

judgment because the Court found the directive interfering with the fundamental rights to 

respect for private life and to the protection of personal data. 

 

In Szabó the ECtHR has stated that “in the face of this progress the Court must scrutinize the 

question as to whether the development of surveillance methods resulting in masses of data 

collected has been accompanied by a simultaneous development of legal safeguards securing 

respect for citizen’s Convention rights” and thus the surveillance motivated by prevention of 

terrorism and serious crime should not lead to comprehensive intrusion to citizens’ private 

spheres.221 In the Zakharov case the ECtHR gave indication that only targeted data collection 

should be allowed when it concluded that there has to be “a reasonable suspicion against the 

person concerned” and that the person must be clearly identified by relevant information such 

as name, address or telephone number.222  

 

According to the CJEU the public authorities should not be allowed to have access to the 

content of electronic communication on a general basis since legislation permitting such 

access must be regarded as compromising “the essence of the fundamental right to respect for 

private life”.223 The CJEU clarified its position in the resent Watson/Tele2 judgment where it 

stated that “general and indiscriminate”224 data retention is unacceptable but it may be 

permissible if it is “targeted” for example geographically and limited to what is “strictly 

necessary” to address “serious crime”225. The general rule is that the authorities can only 

access the data of suspected individuals but “in particular situations (…) access to the data of 

other persons might also be granted”.226  

 

4.3. Independent oversight mechanism should exist 
 
 

In the 1970s Klass judgment the ECtHR established that any interference with the right to 

privacy and data protection should be subject to an effective, independent and impartial 
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oversight system that must be provided for either by a judge or by another independent 

body.227 The CJEU has also acknowledged that the existence of supervisory authorities is “an 

essential component of the protection of individuals with regard to the processing of data”.228 

In the Klass judgment the ECtHR considered that the independent oversight could take place 

“when the surveillance is first ordered, while it is being carried out or after it has been 

terminated”.229 This was later confirmed in the Zakharov judgment.230  

 

In its case law the CJEU has specified that a court or an independent body must carry out a 

prior review to grant the access for authorities to the collected data only when it is “strictly 

necessary for the purpose of attaining the objective pursued”. 231  In the Watson/Tele2 

judgment the Court continued on this track and stated that it should be a general rule “expect 

in cases of validly established urgency”.232 

 

The ECtHR has expressed that the independent supervisory authority should be a judge. 

However another body can be responsible for the overview if “it is sufficiently independent 

from the executive”.233 In the Kennedy judgment the ECtHR accepted political authorization 

meaning that the mass surveillance could be authorized at ministerial level234 but this was 

later rejected in the Szabó judgment.235 The ECtHR has furthermore emphasized that “the 

manner of appointment and the legal status of the members of the supervisory body”236 as 

well as “whether the supervisory body’s activities are open to public scrutiny”237 have to be 

taken into account when assessing independence. In the Zakharov judgment the Court 

emphasized that direct access to the communications data is disfavored and that the law-

enforcement authorities should show an interception authorization before accessing the data. 

This is seen a one of the safeguards against abuse.238 
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It should be observed that the ECtHR judgments have regarded telephone tapping where the 

prior authorization to collect the data and the following access to the data would be hard to 

differentiate. The CJEU’s Digital Rights Ireland judgment concerned collection of a large 

amount of non-targeted data.  

 

4.4. Effective remedies need to be available for the individual 
 
The last guarantee identified by the WP29 is the redress rights of the individual namely he or 

she must have the access to an effective remedy when the individual has the idea that his/her 

rights are not respected.239 In the Schrems I judgment the CJEU emphasized that “legislation 

not providing for any possibility for an individual to pursue legal remedies in order to have 

access to personal data relating to him, or to obtain the rectification or erasure of such data, 

does not respect the essence of the fundamental right to effective judicial protection, as 

enshrined in the Article 47 of the Charter.”240 

 

According to the ECtHR the questions of effective remedy are closely linked to the 

notification of a surveillance measure to the concerned individual when the surveillance is 

over. In the Zakharov judgment the ECtHR pointed out that it was unlikely that an individual 

concerned would take the surveillance matter into court to challenge its legality 

retrospectively if he or she was not notified of the surveillance conducted.241 This was also the 

outcome in the resent Watson/Tele2 judgment where the CJEU implicated that notification 

should be provided to the individual since “that notification is, in fact, necessary to enable the 

persons affected to exercise, inter alia, their right to a legal remedy”.242 In the Kennedy case 

the ECtHR stated that if there is no notification a court offers sufficient redress possibilities if 

it is “an independent and impartial body, which has adopted its own rules of procedure, 

consisting of members that must hold or have held high judicial office or be experienced 

lawyers”. 243  The court’s jurisdiction cannot be dependent on the notification. When 

examining the complaints of individuals the court should have access to all relevant 
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information including closed materials and it should have the powers to remedy non-

compliance.244  

 

The question is whether an effective remedy can be provided by a body that is not an ordinary 

court but sufficiently independent and that complies with the requirements laid down by the 

ECtHR in the Kennedy judgment. The English version of the Charter refers to tribunal while 

other languages prefer the word “court”. At the same time the ECHR only guarantees 

individuals an effective remedy before a national authority,245 which does not necessarily 

have to be a judicial authority246.  

 

5. Schrems II: Are individual remedies a 

precondition for cross-border data transfers? 

Whether the fundamental rights of EU data subjects can be protected in the light of the 

aforementioned European Essential Guarantees will be discussed in this chapter by taking a 

closer look at the Schrems II judgment that highlights the issues. To comprehend the 

legislation across the Atlantic the surveillance laws and the challenges that face EU data 

subjects are examined by a short overview of the relevant US laws, including safeguards and 

oversight mechanisms, and standing issues relating to them. Finally the Ombudsperson 

mechanism will be presented. 

 

5.1. The case247  

 

After the Schrems I judgment Mr. Schrems elected to bring a second case before the European 

Courts. First of all he concluded that Facebook Inc. is subject to known and secret laws and 

other legal instruments that oblige it to disclose personal data to authorities and that the US 

laws target data rather then people. He also pointed out that the Standard Contractual Clauses 

(SCCs) Facebook uses “suffer from countless insufficiencies” and even if this would not be 
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the case the applicable US laws that allow mass surveillance violate Article 7,8 and 47 of the 

Charter and therefore hinder Facebook from using the SCCs.248 However the Irish Data 

Protection Commissioner (DPC) saw the issue from a more comprehensive perspective as she 

examined Mr. Schrems complaint and found that there seem to be “both specific and general 

deficiencies in the remedial mechanism available under US law for those EU citizens whose 

data is transferred to the US”249 as the provisions of SCCs only enable data subjects to seek 

remedy against either or both of the data importer and exporter. In her statement the DPC 

emphasizes that the SCCs is not binding to US authorities and the CJEU should evaluate the 

validity of the SCCs.250  

 

National security and applicability of EU law 

 

In its submissions Facebook raised the question of jurisdiction and stated that as the case 

concerns national security it should fall outside the scope of EU law in accordance with 4(2) 

Treaty on European Union and 3(2) of the Data Protection Directive (DPD). It also pointed 

out that the Charter does not extend the field of application of Union law beyond the powers 

of the Union (Art. 51(2) Charter). Facebook also motivated its view by European Parliament 

v. Counsel and the Commission judgment 251 , in which private entities processed and 

transferred passenger name record data (PNR data) to the US Bureau of Customs and Border 

protection (CBP) relying on an agreement between the European Commission and the US. In 

this case the CJEU found that the initial processing by airlines fell within the scope of Union 

law but the as the decision related to processing by third countries regarded processing for 

public security and law enforcement purposes the decision was ultra vires and thus annulled 

by the CJEU.252  

 

The DPC did not agree with Facebook as she was of the opinion that the judgment regarded 

transfers for public security reasons and the absence of commercial reasons was according to 

her a crucial distinction between the two cases. The DPC also reasoned that if what Facebook 

had stated was in fact true any processing in a third country would potentially fall outside the 
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scope of EU law as it cannot be known in advance which data is subjected to processing by 

national intelligence agencies.253 The Court agreed with the DPC emphasizing that the SCC 

are only applicable on private persons and companies and not State actors and that as the data 

was transferred between private companies and it was not known what data if any was 

subjected to surveillance the processing could not be seen as concerning national security. 

Like the DPC the Court stated that if the possibility of processing for national security 

purposes would suffice to remove all third country data transfers from the scope of EU law 

“the entire monitoring data transfers falls away and is completely hollowed out”.254 However 

the Court emphasizes that the CJEU should clarify the precise scope of the national security 

exemption.255 

 

The Court’s jurisdiction to make a reference to the CJEU in the light of the Privacy Shield 

and the scope of such reference 

 

Facebook claimed that a reference to the CJEU about the validity of the SCCs “would amount 

to an impermissible collateral attack on the validity of the Privacy Shield Decision” and 

motivated that as the PS “is binding upon the national court it precludes the making of the 

reference sought by the DPC”.256 The Court reasoned that the PS does not ensure that the 

level of protection of personal data is adequate in the US in all circumstances but it only 

guarantees adequate level of protection when the entities comply with the detailed 

requirements of the PS.257 Thus the Court stated that the PS “is not binding and determinative 

of the issue as to whether the transfer of personal data by Facebook to Facebook Inc. pursuant 

to one of the SCC decisions is valid”.258 Based on the Schrems I judgment the Court also 

found that it had the jurisdiction and the duty to make a reference to the CJEU as the concerns 

raised by the DPC are “well-founded”.259 Despite Mr. Schrems objecting to the DPC’s 

decision to challenge the validity of the SCCs in general260 the Court stated, relying on the 

previous Schrems I judgment, that when deciding on whether or not to refer the case to the 

CJEU it should consider “all the evidence, all of the law and all of the arguments advanced by 
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any of the parties”261 but it can also of its own motion decide that there are well founded 

concerns regarding the validity of a decision262. 

 

Standard Contractual Clauses and the inadequacies of the third country laws 

 

Parties that joined the case as amici curiae were of the opinion that the adequate safeguards of 

the data privacy rights of an EU data subject are to be found in the SCCs instead of the laws 

of the importer country. The Court stated that the SCCs compensate for inadequacies of third 

country laws but that the SCC Art. 4.1(a) as originally drafted explicitly referred to the laws 

of the third country and the DPAs were to assess whether requirements of third country laws 

went beyond the restrictions in a democratic society. The Court reasoned that while this 

article has been amended the implications “are relevant to the construction of the SCCs 

decisions and show that the SCCs alone cannot ensure an adequate level of protection in the 

third country” as the laws of the country could endanger this adequate level of protection. 

According to the Court the provisions of law can be a basis for suspending or prohibiting a 

data transfer and thus third country laws may prevent the SCCs from providing an adequate 

level of protection. As the SCCs cannot bind a sovereign authority the SCCs cannot remedy 

or compensate for the inadequacies of a third country law.263  

 

Adequacy assessment 

 

The parties had a fundamental disagreement over how the adequacy of the protection of data 

protection rights of EU citizens provided by the laws of the US should be assessed. The DPC 

was of the opinion that if US laws do not guarantee the availability of a remedy compatible 

with Art. 47 of the Charter then it does not provide for adequate protection for the personal 

data of EU data subjects.264 Facebook and the US government stated that this was not the case 

as adequacy assessment should be based on “a holistic assessment of the laws and protections 

afforded to data subjects” that should include “the practices, oversights mechanisms and other 

forms of indirect protection employed to ensure compliance with the requirements of legal 

authorizations, administrative protections, congressional oversights and wider protections 

																																																								
261	Para.	90.	
262	Para.	86.	
263	Paras.	148-154.	
264	Para.	161.	



	 47	

against unlawful surveillance by US intelligence agencies before making any decision”.265 

The Court went on taking a closer look at the surveillance methods afforded by the US laws 

and the possible remedies offered to EU citizens (see below chapter 5.2.). Following this the 

Court came into the conclusion that the “the practices of the United States do not respect the 

essence of the right to an effective remedy before an independent tribunal as guaranteed by 

Article 47 of the Charter” and even if this was to be untrue the limitations on the exercise of 

this right by EU data subjects in practice are such that they are not “proportionate and strictly 

necessary within the meaning of Article 52(1) of the Charter”.266 According to the Court 

neither the Ombudsperson mechanism267 (see chapter 5.2.2.1), nor Art. 4 of the SCCs268could 

save the SCCs from invalidity. 

 

The Court’s conclusion 

 

The Court concluded that it has jurisdiction to make a reference to the CJEU for a preliminary 

ruling under Art. 267 TFEU if it finds that the concerns raised by the DPC related to the 

validity of the SCCs are “well-founded” and the Court shares those concerns. According to 

the Court on the basis of the analysis of and evidence on the remedial regime of the US for 

the EU citizens whose data is wrongfully interfered “there is a failure to satisfy the essence of 

the right guaranteed under Article 47 of the Charter as required by Article 52(1) of the 

Charter”.269 Alternatively the Court stated that:  

 

It is arguable that the limitations on the exercise of the right to an effective 

remedy before an independent tribunal, as required by Article 47, for EU 

citizens whose data privacy rights are infringed by the intelligence agencies 

are not proportionate or necessary or needed to protect the rights and 

freedoms of others.270  
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Therefore the Court came to the conclusion that the CJEU should assess the validity of the 

SCC decisions.271 

 

The Irish High Court made a final decision recently regarding questions to be referred to the 

CJEU. The Court resonated that the sole issue in the case is the validity of the SCCs with 

regard to the provisions of Art. 7 and/or Art.8 and/or 47 of the Charter. According to the 

Court the validity is dependent on the interpretation of EU law. In the following only the 

relevant questions for the research paper will be presented. First of all the Court addresses the 

question of whether a cross-border data transfer conducted by using the SCCs between private 

entities, which may be subject to further processed by third country authorities for national 

security purposes falls within the scope of EU law. Also, the Court seeks the CJEU to review 

whether data transfers relying on the SCCs to the US violate the fundamental rights set out in 

Art. 7 and 8 of the Charter and whether the level of protection afforded by the US respects the 

essence of an individual’s rights guaranteed by Art. 47 of the Charter. Furthermore the Court 

wants the CJEU to clarify whether the Ombudsperson mechanism provides a remedy 

compatible with Art. 47 as well as whether the fact that the SCCs do not bind national 

authorities precludes the SCC from adducing adequate safeguards.272 

 

5.2. Possible remedies for EU citizens in case of unjustified interference by the US 
government  
	

5.2.1. Relevant US surveillance laws and the systematic safeguards and oversights 
mechanisms they entail 
 

This chapter will concentrate on examining the collection of personal data by US intelligence 

agencies relying on Section 702 of the Foreign Intelligence Surveillance Act of 1978 (as 

amended) and Section 215 of the USA Patriot Act 2001 (also as amended) as well as the 

Executive Order 12333 issued by the US President.273 These are the relevant US laws 

regarding surveillance of EU citizens.  
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5.2.1.1.Section 702 of Foreign Intelligence Surveillance Act 
 

Sec. 702 of FISA allows data collection from non-US persons reasonably believed to be 

outside the US in order to obtain foreign intelligence information.274 The definition of 

“foreign intelligence information” is broad and includes inter alia “information with respect to 

a foreign power or foreign territory that relates to the conduct of foreign affairs of the United 

States”.275 Surveillance under Section 702 is authorized jointly by Attorney General and the 

Director of National Intelligence. The authorization has to be approved by the Foreign 

Intelligence Surveillance Court (FISC).276 Under this provision it is not required that foreign 

intelligence information is the sole purpose or even the primary purpose of acquisition277 and 

the government does not have to demonstrate “probable cause” that the target is an agent of 

foreign power as required under the traditional provisions of FISA278. Once a Section 702 

certification had been approved the individual can be targeted through “ tasked selectors”. A 

selector is “a specific communications facility that is assessed to be used by the target, such as 

the target’s email address or telephone number” but a key word or an individual’s name 

cannot be used as selectors. The tasked selectors are sent to an electronic communication 

service, which then provide the data to the relevant government agency.279  

 

PRISM and Upstream are two intelligence gathering programs operating under this 

provision.280 The PRISM operates by obtaining information from or with the assistance of an 

electronic communication service provider that is located in the US such as Google, Facebook 

and Apple.281 The Upstream intercepts the Internet communications as they transit through 
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the US in the Internet backbone.282 The Internet service providers have to provide the relevant 

US authorities with the data of their users corresponding to the tasked selectors.283 

 

Any personal data relating to US individual collected under Section 702 is covered by 

minimization procedures but they do not apply to non-US persons located outside the US.284 

However in practice due to “the cost and difficulty of identifying and removing US person 

information from a large body of data means that typically the entire dataset is handled in 

compliance with the higher US person standards.”285  

 

5.2.1.2.Section 215 of the USA Patriot Act 
 

Section 215 allows the Federal Bureau of Investigations (FBI) to make an application for a 

court requiring a business or another entity to produce “tangible things” like books, records or 

documents where information sought is relevant for an investigation to obtain foreign 

information, to protect against international terrorism or clandestine intelligence activities. 

This provision allows the FBI on specified reasonable grounds obtain orders from the FISC, 

which oblige certain telecommunications service providers to provide specified non-content 

telephony metadata or call records.286 Section 215 used to permit “bulk” collection of such 

data but this changed after the USA Freedom Act entered into force prohibiting bulk 

collection of records pursuant to inter alia Section 215 of the USA Patriot Act. Surveillance 

under Section 215 can concern both US and EU data subjects “whenever they are party to a 

telephone call made to, from or within the US and whose metadata in maintained and 

produces by a company to whom the order is addressed.287 
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5.2.1.3.Executive Order 12333 
 

The EO12333 is widely applicable as “in principle all foreign intelligence data collection can 

take place at the discretion of the US President based on the Order”.288 When relying on the 

EO12333 the agencies have to operate under guidelines approved by the head of agency and 

the Attorney General but the Order itself does not set any restrictions to bulk collection of 

data located outside the US. Nonetheless all intelligence collection has to comply with the US 

constitution and applicable law.289 The EO12333 is not very detailed concerning the extent of 

data collection, the nature of offences that can lead to surveillance or its geographical 

scope.290 However the US authorities have emphasized that the Order cannot be used as a 

basis for collection of data inside the US territory but as the use of the EO12333 is still 

uncertain291 this legal instrument is mentioned in the thesis. No prior judicial approval is 

required under EO12333 and there is no judicial oversight except when information is used in 

a legal proceeding. However the Inspector-Generals exercise executive oversight and report to 

the heads of their agencies and to Congress on the use and breaches of the EO12333.292  

 

5.2.2. Limitations on surveillance 

 

5.2.2.1.Presidential Policy Directive 28  
 

This directive provides that regardless of nationality of place of residence “all persons should 

be treated with dignity and respect” and that “US signals intelligence activities must, 

therefore, include appropriate safeguards for the personal information of all individual, 

regardless of the nationality of the individual to whom the information pertains or where that 

individual resides”.293 According to the WP29 the meaning of this directive is to prescribe the 

limits for the collection and processing of personal data regardless of the surveillance 
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program used and where the data was obtained. Thus it is also applicable on data of EU data 

subjects collected for signals intelligence purposes as well as on data in transit. The PPD28 is 

not a legal basis for collection but it lays down consistency principles with which signal 

intelligence collection shall be authorized and conducted. These principles have to be 

incorporated into the policies and procedures of intelligence community bodies. According to 

the PPD28 the intelligence services have to be “tailored as feasible” and in respect of the use 

of the data it lays down principles of data minimization, data security and access by relevant 

staff, data quality and oversight.294 According to the WP29 this can still lead to massive data 

collection.295 However the PPD28 is a directive and cannot create rights to individuals and 

thus it is not possible for an individual to go to court based on an alleged violation of the 

PPD28 safeguards.296  

 

5.2.2.2.Privacy and Civil Liberties Oversight Board 
 

The PCLOB is an independent part of the executive branch in the US government and it has 

the authority to review and analyze actions related to protection from terrorism taken by the 

executive branch to ensure that “the need for such actions is balanced with the need to protect 

privacy and civil liberties”.297 In the development and implementation of laws, regulation and 

policies related to efforts to hinder terrorism the Board’s mission is to ensure that liberty 

concerns are appropriately taken into account. The oversight is performed afterwards but it 

has proven its independent powers by disagreeing with the President of the US on legal issues 

and acted on transparency requirement, which led to declassification of a number of facts.298 

The PCLOB is seen important for the EU-US relationship because it is uniquely “both within 

the executive branch, but at the same time independent, and which has access to information 

classified at the highest level but is not part of the intelligence community”.299 However by 

the time the WP29 published its First annual review of the Privacy Shield the PCLOB lacked 
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appointed members to the vacancies.300 Some improvements have happened as two new 

members have been appointed since that time.301 

 

5.2.3. Redress mechanisms in case personal data is accessed unlawfully by national 
agencies  
 

In the US the most important protection against unlawful government surveillance is laid 

down in the Fourth Amendment of the Constitution, which protects the US citizens and 

anyone residing within the US against unreasonable searches and seizures and from which the 

US right to privacy is comprehensively derived.302 As only the aforementioned and foreign 

citizens who have developed significant voluntary connections with the US303 can rely on the 

protection of the Fourth Amendment it leaves the majority of EU citizens outside this 

protection. However there are other possible judicial remedies open for EU citizens (inter alia 

the Privacy Act304 or the Administrative Procedure Act305) in case their fundamental rights 

have been breached by the agencies but the principal issue appears to concern the “standing 

requirement”. In the context of secret government surveillance this is a highly complex 

matter.306  

 

5.2.3.1. Standing  
 

According to the US constitution Article III to have access to judicial remedies individual 

must demonstrate that he or she has standing to bring a suit before a federal court. The party 

seeking to bring a suit has to establish that he or she has suffered actual or threatened injury of 

a legally protected interest, that is concrete and particularized and has a causal connection 

between it and the conduct complained. Furthermore the injury needs to be likely to be 

redressed by a favorable decision.307 In its judgment Clapper v. Amnesty International the 
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Supreme Court concluded that “objectively reasonable likelihood” that communications will 

be interfered is not enough to establish standing as the “injury in fact” in the context of 

alleged unlawful surveillance means that “threatened injury must be certainly impending to 

constitute injury in fact”.308 The experts heard in the Schrems II judgment agreed that as the 

agencies are not required to notify targets about the conducted surveillance establishing 

standing is challenging and even more so following a recent decision by the Supreme 

Court.309 In Wikimedia Foundation v. NSA Wikimedia claimed that if the NSA is monitoring a 

single internet backbone link it must be monitoring, copying and reviewing at least some of 

Wikimedia’s communications as Wikimedia is engaged in more than one trillion international 

communications around the globe. The court found that Wikimedia had standing since it had 

pleaded an actual and ongoing injury as it had plausibly alleged that NSA seizes all 

communications along at least one of the multiple roads Wikimedia’s communications travel. 

As Wikimedia pleaded an actual injury the analysis of impending injury established in 

Clapper did not apply. From an EU perspective it is important to observe that Wikimedia had 

standing to sue for a violation of the Fourth Amendment,310 a provision that is not applicable 

to non-residents of the US (see above chapter 5.2.3). In addition to the requirements set out 

above the injury has to be concrete and particularized, which means that the harm may not be 

hypothetical and it has to affect the plaintiff personally in an individual way. A bare 

procedural violation of a statutory right is not sufficient and thus a violation of an individual’s 

statutory right may not be enough to establish standing.311 An example of the challenges of 

establishing standing is a recent ACLU v. Clapper judgment, which concerned data collection 

of all customers of Verizon in the US authorized pursuant to Section 215 of the PATRIOT 

Act. Only because Edward Snowden illegally leaked the FISC order that stated that the 

collection regarded all customers including ACLU it was able to establish standing in the case 

it could prove an injury in fact.312   
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5.2.4. Privacy Shield Ombudsperson mechanism under the microscope  
 

As explained above it is difficult, especially for EU data subjects, to bring legal proceedings 

against surveillance measures by the US government before ordinary courts. Therefore the 

Ombudsperson mechanism was created to add “an avenue to some form of legal redress, 

which would otherwise not exist”.313 Hence the Ombudsperson mechanism is an attempt to 

fix the lack of effective remedy for EU citizens in the event of their fundamental rights being 

infringed by the US authorities. With regard to the conditions laid down by the WP29 in the 

European Essential Guarantees (chapter 4.) the question is whether an independent oversight 

mechanism and an effective remedy can be provided by the Ombudsperson mechanism that is 

not an ordinary court. This is also one of the questions referred to the CJEU by the Irish High 

Court314 and it will be discussed extensively below. 

 

In the first Schrems judgment the CJEU refers to Art. 47 of the Charter without giving any 

indication that it should be interpreted differently in the context of surveillance measures.315 

Thus according to a literal interpretation only an impartial tribunal established by law could 

provide for an effective remedy. As the Ombudsperson mechanism is established by a 

Memorandum it is doubtful that it fulfills the requirement of tribunal as intended by the 

law.316 On the other hand the case law of the ECtHR makes it clear that as long as the 

authority is independent and impartial, has its own rules of procedure and consists of 

members that hold or have held high judicial office or are experienced lawyers it can provide 

an effective remedy. 317  Furthermore the authority should have access to all relevant 

information, including classified material, and the power to remedy non-compliance.318 When 

assessing whether the Ombudsperson mechanism could per se be sufficient the WP29 

proceeded from the principle of essential equivalency instead of assessing whether the 

mechanism formally fulfills the conditions of Art. 47 of the Charter. Thus it concentrated 

mostly on issues related to establishing standing, the independence of the Ombudsperson, its 
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access to all necessary materials and assistance from other agencies as well as its power to 

remedy non-compliance.319 

 

First of all to file a request to the Ombudsperson mechanism a data subject does not have to 

demonstrate an actual interference with their data by signal intelligence activities and thus 

every “EU individual” has access to it. However the meaning of the term “EU individual” is 

uncertain as it is not defined in the Memorandum. Also the Memorandum states that the 

Ombudsperson is a mechanism “regarding signal intelligence”, which in a strict sense could 

mean that data collected relying on FISA could fall outside the scope of application of the 

mechanism.320  

 

The Ombudsperson position is carried out by an Under Secretary of the Department of State 

under directions of the Secretary of State, nominated by the President and confirmed by the 

Senate. The WP29 has questioned the independence of the mechanism because of the 

department it is placed under and stated that “some knowledge and understanding of the 

workings of the intelligence community seems to be required in order to effectively fulfill the 

Ombudsperson’s role, while at the same time indeed sufficient distance from the intelligence 

community is required to be able to act independent”.321 Also the dismissal process of the 

Ombudsperson can according to the WP29 undermine the independency of the mechanism. 

As the designation of Ombudsperson is “evidently different in terms of independence from 

establishing jurisdiction of an ordinary court for legal redress of an individual” the 

mechanism, according to the WP29, has to be compared to other oversight bodies in the 

surveillance context, which have been found compliant, such as the G10 Commission in 

Germany.322 

 

To be compliant with the interpretation of the CJEU of Art. 47 Charter and to make sure that 

the surveillance decisions are taken on a sufficiently solid factual basis in spite of secrecy or 

confidentiality the Ombudsperson has to have access to information required to ensure that 
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the surveillance operations take place in accordance with the law.323 It has not been specified 

whether the Ombudsperson would have direct access to retained data of a data subject and 

could thus conduct his/her own investigations or if the investigations can only be carried out 

by relying on the reports from other US government officials. Also the remedial powers of the 

Ombudsperson remain rather unclear i.e. what would the consequence be of a non-compliant 

data processing. Finally the WP29 underlines the fact that there is no possibility of appealing 

against or reviewing of the decision by the Ombudsperson and that the examination of the 

complaint must not reveal to the data subject whether any incompliances have occurred.324 

 

In its first annual review report on the Privacy Shield the WP29 stated that the mechanism is 

“meant to compensate for the uncertainty or unlikeliness to seek effective redress before a US 

court in surveillance matters”.325 It also underlined that as individuals cannot bring actions 

against alleged violation of the PPD28 the Ombudsperson mechanism is “the only way for EU 

individuals to ask for verification that the relevant authorities have complied with the 

requirements of this instrument [PPD28] is to ask the Ombudsperson to refer the matter to the 

competent Inspector General to check the internal policies of these authorities”.326 The WP29 

emphasized that a permanent Ombudsperson should be appointed as soon as possible. 

Regarding the Ombudsperson’s independence and power to remedy non-compliance vis-à-vis 

the Intelligence Community the WP29 stated that it is not in a position to assess these as the 

procedures remain classified but based on the information available expressed its doubts that 

the powers to remedy are sufficient.327 According to the WP29 the Ombudsperson “is not 

vested with powers, which courts or other similarly independent bodies would usually be 

granted to fulfill their role” as the powers seem “to be limited to decide not to confirm 

compliance towards the petitioner”.328 In addition the decisions by the Ombudsperson cannot 

be brought to court. Based on this information the WP29 concluded that the Ombudsperson 

cannot be considered an “effective remedy before a tribunal” in the meaning of Art. 47 

Charter.329 
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6. From the perspective of fundamental rights: 

EU-US data flows today and in the future  

While the main issue in the first Schrems judgment was public authorities having access on a 

generalized basis to the personal data of EU data subjects in the second Schrems case the 

main focus seems to have shifted to securing EU data subjects the right to seek judicial 

recourse against US government in the event of infringement of their right to data protection 

and privacy. Thus the following discussion will concentrate on whether individual remedies 

against national security agencies are a precondition for any lawful third country data transfer 

and whether the Ombudsperson fulfills the criteria to comply with Art. 47 Charter. The issues 

remain the same in spite of whether the transfer is conducted relying on the Privacy Shield, 

the Standard Contractual Clauses or the Binding Corporate Rules as the Ombudsperson is the 

oversight mechanism that can process requests despite the transfer mechanism applied.  

 

In its annual review the WP29 expressed that there have been improvements since the 

adaption of the Privacy Shield. The US Government has continued to publish a number of 

important documents such as decisions by the Foreign Intelligence Surveillance Court (FISC) 

and thus according to the WP29 demonstrated its intention to become more transparent about 

the use of surveillance powers. A recent decision by the FISC terminated the use of “about” 

collection under the Upstream program, limiting the scope of retained data to only cover “to” 

and “from” chosen “selectors”. PRISM, which similarly to the Upstream operates under 

Sector 702 of the FISA, enables the relevant US authorities require Internet service providers 

to give access to the data of their users corresponding to selectors. Selectors are linked to a 

specific target such as their telephone, or email address and they are used to collect data from 

that specific target. In its first annual review the WP29 built up its hopes that the re-

authorization of section 702 FISA would include additional safeguards.330 However to the 

disappointment of the WP29 a six-year extension of the Section 702 of the FISA was 

approved by the US Congress without any remarkable amendments. Thus the national 
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security agencies can continue collecting data of foreigners abroad from American 

companies.331  

 

While the EU prepares for the most important data protection reform in 20 years the US 

government does not seem to be too keen on the subject at least in terms of surveillance. 

Some have said that the extension of the Sector 702 of FISA will be “the end of a debate over 

21st-century surveillance and privacy rights that broke out in 2013 after the leaks by the 

former NSA contractor Edward J. Snowden”. 332  However due to the recent event of 

Cambridge Analytica revelation that occurred while writing this thesis the US government’s 

position in terms of data protection might be facing some changes. The revelation concerned a 

private voter-profiling company Cambridge Analytica that harvested private information from 

the Facebook profiles of more than 50 million users without their permission with the aim of 

identifying the personalities of American voters and influencing their behavior.333 The 

revelation led to Facebook’s founder Mark Zuckerberg being interrogated before US 

Congress. In his hearing Mr. Zuckerberg was asked whether he believed that European 

regulations should be applied in the US. He replied by saying that in his opinion everybody 

deserves good privacy protection and that it is “certainly worth discussing whether we should 

have something similar in the US”.334 It has been speculated that the Members of Congress 

might agree with the founder of the social media platform and “look to their counterparts in 

Europe for legislation inspiration”.335 Also privacy experts believe that “there is now enough 

social consciousness to make real and important changes in the way the Internet user data is 

handled and regulated”.336 If the amount of data collected by private entities is limited this 

would also indirectly diminish the amount of data collected by government agencies. 

However at the moment it is uncertain whether the fundamental rights of privacy and data 

protection of EU data subjects are infringed by US surveillance agencies when big data is 

transferred to the US but the WP29 seems to be of the opinion that US surveillance methods 
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can lead to collection of massive amounts of data337. Recent news reports support the WP29’s 

suspicion as the amount of data collected by the NSA has grown significantly.338 Nonetheless 

it is important to remember that according to the case law by the European Courts data 

retention can be permissible if it is seen targeted and limited to what is strictly necessary to 

address serious crime. If this data retention is general and indiscriminate it is unacceptable.339 

As the Irish High Court described it in the Schrems II case it is about the balance between the 

fundamental rights of privacy and data protection and a State’s right and duty of national 

security.340 

 

The case law of the ECtHR has emphasized that the development of surveillance methods that 

result in masses of data collected must be accompanied by a simultaneous development of 

legal safeguards securing that the fundamental rights of data subjects are respected.341 The 

Ombudsperson mechanism is meant to be an effective remedy when a data subject suspects 

that his/her rights are not respected. It seems that a literal interpretation of Art. 47 Charter is 

not required as it states that an effective remedy can only be provided by a tribunal 

established by law. The WP29 seems to rely on the principle of equivalence instead of formal 

requirements set out in the article and therefore the mechanism will be discussed in light of 

this principle when assessing whether the mechanism can be seen compliant with Art. 47 

Charter. According to the European Courts access to an effective remedy is closely linked to 

the individual being notified after the surveillance measures have been ended.342 The US laws 

do not require surveillance agencies to notify persons whose data has been interfered.343 

Nonetheless according to the case law of the European Courts in the event no notification is 

provided a sufficient redress mechanism can be provided by “an independent and impartial 

body, which has adopted its own rules of procedure, consisting of members that must hold or 

have held high judicial office or be experienced lawyers”. 344  Furthermore the court’s 
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jurisdiction cannot be dependent on the notification and it should have access to all relevant 

information including closed materials and the powers to remedy non-compliance.345  

 

The WP29 has been concerned that the Ombudsperson is not sufficiently independent and that 

it does not have the powers to remedy non-compliance. Appointing a high-ranking 

government official in the State Department is according to the WP29 problematic but does 

not necessary mean that the Ombudsperson lacks independency in the meaning of Art. 47. In 

its first annual review of the Privacy Shield the WP29 stated that as the procedures remain 

classified it is not in the position to assess whether the Ombudsperson has the access to all 

information needed and whether it can conduct independent investigations. However 

regarding the powers to remedy it seems rather confident that they are insufficient as the 

Ombudsperson’s decisions cannot be brought to a court and it does not have to confirm 

whether an infringement has occurred. In its first annual review of the Privacy Shield the 

WP29 stated that an independent Ombudsperson should be appointed and a further 

explanation and declassification of the rules of procedure should be prioritized for the WP29 

to be able to assess whether the Ombudsperson is vested with sufficient powers to access 

information and remedy for non-compliance. The WP29 emphasized that these issues need to 

be resolved by the 25th of May or it will take further actions and eventually refer the Privacy 

Shield to the CJEU for a preliminary ruling.346 However it is likely that already prior to this 

possible legal dispute many of the WP29’s concerns will be examined when the Schrems II 

ends up before the CJEU.  

 

In this its judgment the Irish High Court seems rather confident that the “the practices of the 

United States do not respect the essence of the right to an effective remedy before an 

independent tribunal as guaranteed by Article 47 of the Charter” and even if this was to be 

untrue the limitations on the exercise of this right by EU data subjects in practice are such that 

they are not “proportionate and strictly necessary within the meaning of Article 52(1) of the 

Charter”.347 Alternatively the Court stated that “it is arguable that the limitations on the 

exercise of the right to an effective remedy before an independent tribunal, as required by 

Article 47, for EU citizens whose data privacy rights are infringed by the intelligence 

agencies are not proportionate or necessary or needed to protect the rights and freedoms of 
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others”.348 Therefore it questions the validity of the SCCs. As both the WP29 and the Irish 

High Court emphasize the importance of issues related to effective remedy and the flaws of 

the Ombudsperson it seems that individual remedies for EU data subjects against national 

security agencies are a precondition for any lawful big data transfer from the EU to the US. 

 

The Schrems II judgment concerns the SCCs but it can have a far more reaching effect as the 

US surveillance agencies can access big data regarding EU data subjects regardless of the data 

transfer mechanism applied. Furthermore it is important to keep in mind that unlike the first 

Schrems judgment the second one deals with a transfer mechanism that is applicable to all 

third countries that do not provide for an adequate level of data protection. Hence if the CJEU 

would come to a similar conclusion as in the Schrems I judgment and declare the SCCs 

invalid it would not only concern data transfers to the US but also to other third countries. 

However as the GDPR enters into force and gives data protection authorities and the 

European Commission the power to amend the SCCs349 the Schrems II judgment may turn out 

to have little practical relevance for the SCCs themselves. Nevertheless if the CJEU agrees 

with the Irish High Court and the WP29 the judgment will have remarkable effects on the 

future of all third country data transfers as it has to be ensured that in the event of an 

infringement of their fundamental rights EU data subjects have access to an effective remedy 

in each third country. It will be interesting to see whether the CJEU is willing to go this far. 

 

In the course of technical development significant data centers and distributed processing 

capabilities have become available across the EU and the need for one main data center in the 

US is not necessary any more. Thus as a solution on how to make sure that the fundamental 

rights of EU citizens are protected it has been suggested that the data of EU data subjects 

would be kept within the EU and only transferred to third countries if “a significant necessity 

threshold”350 is met, which would not be the case regarding typical corporate reasons such as 

economic efficiency or data analytics.  This way the data available to the US intelligence 

agencies would be minimized.351 However one cannot help but wonder whether it is just 

another idea created in the privacy bubble that does not work in the “real world” where great 

amounts of data are continuously crossing borders. For example many modern companies use 
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microservices meaning that an application is split into a set of microservices, which each 

focus on a single aspect.352 These microservice providers can be located around the globe, 

many in the US. Thus keeping all data within the Union does not sound like a practical and 

applicable solution is today’s world.  

 

Despite the development of privacy measures, inter alia the PCLOB and the PPD28, as well 

as the Ombudsperson mechanism it still seems that the situation is similar to the one after the 

Snowden revelations when the European Commission urged EU citizens to close their 

Facebook accounts if they wanted to protect their information from US surveillance.353 A 

comprehensive part of the protection of privacy in the Internet seems to lay on the data 

subjects themselves. Unfortunately for an individual controlling big data seems quite 

challenging if not impossible as the data is collected and analyzed from different sources and 

an individual might not even be aware or recognize that he or she is sharing information. 

 

7. Conclusion  

 
Despite whether the transfer mechanism applied is Standard Contractual Clauses, Privacy 

Shield or Binding Corporate Rules the issues remain the same. The challenges are related to 

US surveillance laws and the Ombudsperson mechanism. These cover every cross-border 

transfer of big data to the US regardless of the transfer mechanism used. As many of the US 

procedures are classified it is challenging to evaluate whether the fundamental rights of EU 

data subjects laid down in Art. 7,8 & 47 Charter can be protected when such data transfers are 

conducted. However surveillance of EU data subjects occurs and thus their rights to data 

protection and privacy are infringed by the US agencies. Taking into account that the Section 

702 of the FISA was extended with minor amendments and hence the surveillance methods 

such as the PRISM or the Upstream will continue operating it seems likely that the 

surveillance is not limited to what is strictly necessary in a democratic society. The future 

might however look brighter as the Cambridge Analytica revelation may alarm the US 

government to take data protection and privacy matters more seriously, which should at least 
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indirectly affect the amount of data collected by surveillance agencies.  

 

While waiting for the winds of change in the US the main focus of the EU regarding data 

transfers to the US seems to have shifted from mass retention of data to EU data subjects’ 

fundamental right to effective remedy in the meaning of Art. 47 of the Charter. Relying on the 

Schrems II judgment and the WP29’s opinion an effective remedy against national 

surveillance agencies seems to be a precondition for any lawful cross-border data transfer. 

Because of the challenges related to establishing standing US laws do not provide for an 

effective remedy and the Ombudsperson mechanism was developed to repair this. Analyzing 

this mechanism in the light of the case law by the two European Courts and the European 

Essential Guarantees established by the WP29 it does not seem to meet the standards of an 

effective remedy as intended in Art. 47 even if it is examined applying the principle of 

essential equivalence and the formal insufficiencies are left outside the scope of the analysis. 

Based on the information available the main issues seem to be whether it is sufficiently 

independent and has the powers to remedy as well as the fact that its decisions cannot be 

subject to judicial review.  

 

As long as the US government does not take actions to enhance the data protection and 

privacy rights the only way of minimizing the breaches of fundamental rights is to keep the 

big data within the EU. As a solution it has been suggested that this could be executed by 

legislation allowing data transfers to third countries only if a significant threshold is met, 

which would exclude data transfers based on typical business reasons. The technical solutions 

exist but whether this is a realistic option in the modern world is another question. At the 

moment however a substantial part of the protection of their fundamental rights seems to lie 

on the shoulders of data subjects but as the use and collection of big data increases controlling 

data will be challenging.  
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