
Global applicability of the GDPR in context 

Claes G. Granmar1 

Abstract 

1. Introduction 

 

In the absence of international standards for the processing of personal data, the European 

Union (EU) is seeking to create an effective system for data protection within its sphere of 

interest.2 As a first step, the relevant national provisions in the legal systems of the EU 

Member States were approximated at some level by the 1995 Data Protection Directive 

(DPD).3 It paved the way for the adoption of the General Data Protection Regulation (GDPR) 

that became directly applicable as law at both a national and supranational level on 25 May 

2018.4 Much has been said about the territorial scope of the Union legal framework for data 

protection.5 Indeed, there seems to be a widespread fear of a claim for “extraterritorial 

applicability”.6 However, the concept of “extraterritoriality” is utterly vague and the discourse 

has in most instances been conspicuously abstracted from its technical, economic and legal 

context.7 In this article, the territorial scope of the GDPR is explored in the light of emerging 

technologies, online trade and constitutional EU law comprising methodological starting 

points.  

 

                                                 
1 Claes G. Granmar is LL.D., DIHR, Research Fellow at Oxford University, Institute of European and 

Comparative Law (IECL) 2017-2018 and Associate Professor in EU-law Law at Stockholm University. 
2 For an overview of the efforts to create and international framework see World Trade Organization (“WTO”), 

Work Programme on Electronic Commerce (WPEC) adopted on 25 September 1998, WT/L/274. See most 

recently the WPEC– Trade Policy, the WTO and the Digital Economy, Communication from Canada, Chile, 

Côte d’Ivoire, the European Union, the Republic of Korea, Mexico, Montenegro, Paraguay, Singapore and 

Turkey, JOB/GC/97/Rev.3. See also the WTO Geneva Ministerial Declaration on global electronic commerce, 

adopted on 20 May 1998 WT/MIN(98)DEC/2. See also WPEC – Non-Paper from the United States (“US”), 4 

July 2016 JOB/GC/94. PERHAPS CHINA DOCUMENT 9… 
3 Directive 95/46/EC of the European Parliament and the Council of on 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data, OJ L 281/31, 

23.11.1995. As to the history of the Directive, see opinion of the European Parliament of 11 March 1992, OJ C 

94/198, 13.4.1992, confirmed on 2 December 1993, OJ C 342/30, 20.12.1993; Council common position of 20 

February 1995, OJ C 93/1, 13.4.1995; and Decision by the European Parliament of 15 June 1995, OJ C 166/4, 

3.7.1995. 
4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016, on the protection 

of natural persons with regard to the processing of personal data and the free movement of such data, and 

repealing Directive 95/46/EC (General Data Protection Regulation), Official Journal (“OJ”) L 119/1, 4.5.2016. 

EEA AND REGIONS… 
5 An effort is made to explain Article 3 GDPR in the EDPB Guidelines 3/18…  
6 Territoriality became a subject of contention pursuant to Judgement of 13 May 2014, Google Spain SL and 

Google Inc. v Agencia España Proteccion de datos (AEPD) and Mario Costejo González, C-131/12, 

EU:C:2014:317. As it was made clear that search engine operators around the world can be held liable under EU 

law, more technical questions about the implication of the liability arise, see request for a preliminary ruling 

from the French Supreme court for administrative justice Conseil d’État lodged on 21 August 2017 in Case C-

507/17.  
7 Comment 
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2. Extraterritoriality and the scope of the GDPR 

  

2.1 Statutory starting points 

Article 3 GDPR provides the main statutory basis for determining the territorial scope of the 

Regulation. It builds on the structures of Article 4 DPD that approximated the territorial scope 

of the national provisions that transposed the Directive into the legal systems of the Member 

States. Indeed, it will take some time before the Court of Justice (previously known as the 

European Court of Justice or the “ECJ”) can explain the meaning of the provisions of Article 

3 GDPR since the Regulation applies only to conduct taking place subsequent to its entry into 

force.8 Hence, the GDPR must at this stage be discussed in the light of rulings regarding the 

Directive. However, the case law regarding the DPD does not apply to the GDPR without 

reservation. Whereas the Member States are free to decide how to align their domestic legal 

systems in accordance with a Directive, the Regulation establishes a Union-wide legal 

framework. In addition, Article 3 GDPR testifies to the lessons learned from applying the 

Directive. Hence, the wording of its provisions differ in substance from those of Article 4 

DPD.  

According to Article 4(1)(a) DPD domestic law applied when personal data was processed in 

the context of the activities of an establishment of the controller on the Member State’s 

territory.9 By contrast, the GDPR applies pursuant to Article 3(1) thereof to data processing in 

the context of the activities of an establishment of either a controller or a processor in the 

Union. Article 3(1) GDPR also renders the criteria for applicability in Article 4(1)(c) DPD 

obsolete. According to the repealed provision, the approximated national provisions should 

apply if the controller was not established in the Union but made use of equipment that was 

situated on the territory of the Member State for the purposes of processing personal data, 

unless the equipment was used for the mere purpose of transit through the territory of the 

Union. On the contrary, Article 3(1) GDPR manifests that the Regulation applies to the 

processing of personal data “regardless of whether the processing takes place in the Union or 

not.” Article 3(2) GDPR introduces two new grounds for determining the applicability of the 

Regulation. Pursuant to the provision, the Regulation shall apply to the processing of personal 

data of data subjects who are in the Union by a controller or processor not established in the 

Union. More precisely, Article 3(2)(a) GDPR establishes that the Regulation applies where 

the processing activities concerned are related to “the offering of goods or services, 

irrespective of whether a payment of the data subject is required, to such data subjects in the 

Union.” Article 3(2)(b) GDPR establishes that the Regulation applies when “the processing 

activities are related to the monitoring of their behaviour as far as they takes place within the 

Union.”10  

                                                 
8 Pursuant to Article 94(c) of the Rules of Procedure of the Court of Justice  
9 Articles 4 and 25-26 respectively of the Original Directive… See an interesting early account from the USA C. 

Millard, Proposed EC Directives on Data Protection, The Computer Law and Security Review 7 1990-1991, at 

20. ANNAN FOTNOT…  
10 Pursuant to Article 9(1) GDPR, see supra note XX, processing “of personal data revealing racial or ethnic 

origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of 

genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or 

data concerning a natural person’s sex life or sexual orientation shall be prohibited.” 
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Finally, Article 3(3) GDPR virtually mimics the previous Article 4(1)(b) DPD and stipulates 

that the Regulation applies to the “processing of personal data by a controller not established 

in the Union, but in a place where Member State law applies by virtue of public international 

law.” Evidently, the reference to “Member State law” alludes to other legal sources than the 

GDPR. For instance, the laws of a Member State may apply to conduct at its diplomatic 

missions or consular posts in non-EU Member States (third countries) and by its diplomatic 

staff there pursuant to international agreements or generally accepted peremptory customs (jus 

cogens).11 In that case, the GDPR would as an integral part of the domestic legal system of the 

Member State, apply by virtue of public international law to data processing in that third 

country.12 However, the limitation in scope to data processing “by a controller” is somewhat 

odd in the overall scheme of the GDPR for shared responsibilities between controllers and 

processors. It makes the Regulation easy to circumvent in the third country by organising the 

activities there in such a way that the person processing the data can only be regarded as the 

processor. In a situation where neither the GDPR nor the domestic rules on data protection in 

a third country apply, the data subject would enjoy no protection of his or her personal data at 

all. Hence, recital 25 of the preamble to the GDPR clarifies that where Member State law 

applies by virtue of public international law “this Regulation should also apply to a controller 

not established in the Union, such as in a Member State’s diplomatic mission or consular 

post.”  

Like all EU Regulations, the GDPR is also embraced by the national legal systems of Iceland, 

Norway and Liechtenstein due to the Agreement establishing the European Economic Area 

(EEA).13 It may also apply mutatis mutandis in the 9 “Outmost Regions” of the Union, as well 

as in the 22 “Overseas Countries and Territories” in accordance with various cooperation 

agreements.14 Indeed, an explicit reference in the GDPR to the Union or to its Member States 

should in most instances be understood as a reference also to these third countries and 

territories. Hence, when Article 3 GDPR stipulates that the Regulation shall apply to legal 

entities who are in the Union it applies also when the legal entities are in those geographical 

areas. However, for the sake of clarity the language of the Regulation will be used in this 

article.  

  

2.2 Concepts of extraterritoriality 

In the light of the aforementioned, there can be no doubt about that the GDPR applies in some 

sense beyond the territory of the Union as defined by the national borders of its Member 

States. However, as long as the “extraterritoriality” follows from international agreements or 

basic principles accepted by the international community, the term has no independent legal 

meaning. In that case, it merely describes the implications of pacta sunt servanda and of jus 

                                                 
11 See EDPB guidelines.. p. 19 
12 See as to e-commerce Article 16.4 CETA. See also e.g. Article 13 in the Convention on International Civil 

Aviation, signed at Chicago on 7 December 1944 (United Nations Treaty Series, Volume 15, No 12, “the 

Chicago Convention”).  
13 In contrast to the DPD, the GDPR applies also to three of the countries of the European Free Trade Area 

(“EFTA”), namely Iceland, Norway and Liechtenstein in accordance with the Treaty of Oporto establishing the 

European Economic Area (“EEA”) on May 1992, OJ L 1/3, 3.1.1994.  
14 See Declaration 26 to the TEU 1992 on the outmost regions of the Community, and Council Decision of 27 

November 2001 on the association of the overseas countries and territories within the European Community 

(”Overseas Association Decision”) 2001/822/EC, OJ L 314 p. 1, 30/11/2001.    
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cogens. Conversely, extraterritoriality entails specific legal issues where legislators, courts, 

authorities and bodies with delegated competences to create legal norms (norm giving 

powers) in one polity extend their powers to the territory of another polity without formal 

approval.15For instance, a court may apply the laws of the polity to acts that have allegedly 

taken place outside the territory of that polity or to persons who are not in the polity at a given 

time. Evidently, many countries claim that their laws on piracy and terrorism apply to their 

citizens or to anyone irrespective of where in the world the acts that meet the criteria take 

place. Whereas Article 3(3) GDPR manifests the effects of public international law, Articles 

3(1) and (2) GDPR arguably provides a legal basis for a unilateral extension in scope of the 

Regulation. Consequently, the following article will deal primarily with Articles 3(1) and (2) 

GDPR.    

 

2.3 Extraterritoriality and international private law 

A distinction needs to be made between the territorial scope of the legal norms and aspects of 

international private (IP) law such as jurisdiction, choice of law and the recognition of foreign 

judgements.16 In case substantive rules in different legal systems would overlap because of 

extraterritoriality, IP-law determines what laws apply, to whom they apply and in what legal 

forum. Hence, it is far from sure that all applicable laws actually apply in a specific case, and 

an option of choosing between alternative rules is arguably better than glitches between legal 

systems. Furthermore, when it comes to fundamental rights such as data protection and access 

to an efficient remedy and to a fair trial, the problem is rarely the existence of overlapping 

rights.17 What must be considered the real problem in a global perspective is the absence of 

rights and the difficulties to enforce any existing rights because of structural and practical 

problems.18 All legal and institutional frameworks aside, information asymmetries and the 

lack of financial resources as well as social, cultural and personal factors may hinder access to 

justice.19 In addition to the situation where data subjects enjoy a right to choose between 

alternative rules, particular questions arise when contradicting rules are simultaneously 

applicable. A case in point is the difficulties to reconcile the scope and objectives of the 

GDPR and those of the United States (US) Clarifying the Overseas Use of Data Act (CLOUD 

Act).20 Whereas the GDPR aims at protecting personal data, the CLOUD Act requires entities 

of US law around the world to share their data stored on foreign soil with US authorities and 

agencies.21 A casuistic approach to the possibility to prevent that kind of data processing is 

                                                 
15 Support 
16 See an illuminating account on the interrelated concepts of “choice of law”, “conflicts of law”, “private 

international law” and “international private law” in Friedrich K. Juenger, Private international law or 

international private law, The King’s College Law Journal Volume 5 1994-95 at 63-76. 
17 Access to Justice Chapter VI Articles 47-50 EU Charter 
18 Knowledge, ability and financial resources are important factors that are difficult to legislate away  
19 Source on how do you know what data is processed about you... 
20 US Clarifying Overseas Use of Data (“CLOUD”) Act, (H.R. 4943) of 2 June 2018. In fact the CLOUD Act 

was adopted in the aftermaths of the US Appeal Court Case Microsoft Corp. v. United States, 829 F.3d 197, 201 

(2d Cir. 2016), and vacated by the US Supreme Court as United States v. Microsoft Corp., No 17 -2, 584 US 

(2018). See also D. Kamarinou and C Millard, Cloud privacy: an empirical study of 20 cloud providers’ terms 

and privacy policies – Part I, in International Data Privacy Law 2016 Vol. 6 No. 2, and Part II in International 

Data Privacy Law 2016 Vol. 6 No. 3.   
21 See recital 115 of the preamble to the GDPR 
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necessary.22 Then again, this article deals with the territorial scope of the GDPR, and 

questions about conflicts of laws, jurisdiction and enforcement will be addressed only on 

occasion.  

In view of the fact that the GDPR pursuant to Article 3(1) and (2) thereof applies only when 

the relevant legal entities are in the Union, the concerns with extraterritorial application are 

questionable. Indeed, the discourse on extraterritoriality has testified to some confusion of 

concepts. A common misunderstanding is that the location of the processing of personal data 

would be of relevance for the determination of whether the EU data protection standards shall 

apply.23 It is now made entirely clear in the GDPR that the place for the processing of data is 

irrelevant. Whereas Article 3(1) GDPR states that the Regulation applies regardless of 

whether the processing takes place in the Union or not, the location of the processing 

activities is immaterial by implication under Article 3(2) GDPR since the Regulation shall 

apply when the controller or processor is not in the Union also in case they process data on 

site. However, that does not imply that the GDPR targets all data processing around the 

world. As mentioned, the territorial scope is pursuant to Article 3(1) GDPR confined to the 

processing of data only in the context of the activities of an establishment of a controller or a 

processor in the Union, and according to Article 3(2) GDPR the data subjects must be in the 

Union.  

 

2.4 Geographical borders and emerging technologies  

Evidently, the shift in focus from the place of an act to the location of the legal entities is apt 

in the context of automatized data processing and the development of artificial intelligence 

(AI). Indeed, the place for data processing and boundaries defining jurisdictions in the 

material world are ill-suited criteria per se for determining the right to regulate online data 

flows. For instance, answers to questions about the site for data processing in the non-tangible 

place for digital computing metaphorically known as “the cloud” often become rather 

philosophical.24 Having said that, the statutory definition of the territorial scope of the GDPR 

makes it necessary in turn to clarify the nature of the legal entities concerned and their 

relations to the processing activities, as well as the temporal and spatial aspects of being in the 

Union. Article 3(1) GDPR requires a genuine link between the establishment of a controller or 

a processor and the Union legal order since the applicability of the Regulation pursuant to that 

provision depends on the meaning of data processing “in the context of the activities” of the 

establishment.25 Some kind of link is also required between the data subjects and the Union 

                                                 
22 The matter is discussed in the Travels and Law Enforcement subgroup to the Article 29 Working Party that is 

now succeeded by the European Data Protection Board, composed of the heads of the DPAs and of the EDPS. 

XXX 
23  
24 Compare in this regards the EU data protection regime with the US Clarifying Overseas Use of Data 

(“CLOUD”) Act, (H.R. 4943) of 2 June 2018, asserting that US companies must provide stored data for US 

citizens on any server they own around the world when requested by warrant, albeit exemptions can be made e.g. 

in case the companies or the courts believe that the request violates the privacy of data subjects in the country 

where the data is stored. See also D. Kamarinou and C Millard, Cloud privacy: an empirical study of 20 cloud 

providers’ terms and privacy policies – Part I, in International Data Privacy Law 2016 Vol. 6 No. 2, and Part II 

in International Data Privacy Law 2016 Vol. 6 No. 3.   
25 A concept well understood in international investment law see e.g. J. Baumgartner, Treaty Shoping in 

International Investment Law, Oxford Scholarship Online 2017 XXX   
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under Article 3(2) GDPR even though the Regulation shall pursuant to that provision apply 

irrespective of whether the natural persons concerned are EU citizens or residents, or mere 

visitors.26 Instead, the meaning of “the offering goods or services” becomes pivotal pursuant 

to Article 3(2)(a), and under Article 3(2)(b) the meaning of “monitoring” moves into the 

limelight.27      

 

2.5 “Material” and “territorial” scope of the GDPR 

As a matter of fact, the definitions of the “controller”, “processor”, “establishment of a 

controller or a processor” and “data subjects”, as well as of concepts such as “in the context 

of”, “the offering goods or services” and “monitoring”, also define the material scope of the 

GDPR. Hence, the legal definitions are equally important for data protection within the 

Union. Conversely, the convergence of the “territorial” and “material” scope of the GDPR 

implies that the Regulation applies to natural and legal persons, public authorities, agencies 

and other bodies anywhere in the world as long as they meet the criteria explaining the Union 

concepts. Indeed, an analysis of the GDPR abstracted from its regulatory context easily leads 

astray. More precisely, the GDPR is properly understood only in the light of the competences 

conferred by the EU Member States upon the Union institutions in accordance with the Treaty 

on European Union (TEU) and the Treaty on the Functioning of the European Union 

(TFEU).28 Furthermore, the Charter of Fundamental Rights of the European Union (EU-

Charter) adopted as a policy instrument in 2000 and attributed the same “legal value” as the 

Treaties in 2009 pursuant to the Lisbon revision, shall be recognised in all substantive EU 

law.29 Indeed, the Court of Justice has reiterated that situations cannot exist which are covered 

by substantive EU law without the fundamental rights enshrined in the EU Charter being 

applicable.30 Henec, the GDPR encompasses and materialises several provisions in the EU 

Charter.  

Notably, the TEU, TFEU and the EU Charter are the prevailing sources of law within the 

Union, and the GDPR is an emanation of this basic legal framework known as primary EU 

law.31 Conversely, a legislative act adopted on basis of the Treaties (secondary legislation) 

such as a Regulation, can only specify primary law as opposed to expand, alter or confine its 

scope. Article 2(2)(a) GDPR specifies that the Regulation “does not apply to the processing of 

personal data in the course of an activity which falls outside the scope of European Union 

law”. In a more picturesque language, the GDPR must be seen as a piece of “the EU law 

puzzle”. 

 

                                                 
26 Recitals… 
27 Recitals… 
28 Consolidated version of the TEU and of the TFEU encompassing also Protocols, Annexes and Declaration, OJ 

C 326/1 26.10.2012. 
29 Charter of Fundamental Rights of the European Union, OJ C 364, 18.12.2000, p.1. Article 6(1) TEU 
30 Article 52 of the Charter… Case C-466/11 Curra and Others para 26, Case Åkerberg Fransson etc paras 21-22 
31 Also protocols, declarations etc see draft footnote… 
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3. Data protection and the Union legal order 

 

3.1 The “source code” of the unification program 

In accordance with Article 5(1) and (2) TEU, the limits of the Union competences are 

governed by the principle of conferral and, hence, it is clarified in Articles 4(1) TEU that 

“competences not conferred upon the Union in the Treaties remain with the Member 

States”.32 After all, the TEU and the TFEU are international agreements between the Member 

States and only the signatory parties may decide what competences they divest themselves 

of.33 Conversely, the Union institutions have no general competence to (re)define their own 

competences.34 Having said that, the system of primary EU law and of secondary legislation 

define an autonomous and unique legal order that escapes the scope of public international 

law.35 Instead of constituting a regulatory sphere distinct from State law and international law, 

the sui generis Union legal order is incomplete, multi-layered and integrated with other legal 

systems.36 More to the point, the Member States are brought together in a Union through 

negative harmonisation where the Union institutions ultimately decide whether measures on 

national, regional and local level are compatible with primary law, as well as through positive 

integration where the Union institutions set common standards at some level by secondary 

legislation. These normative measures in turn propel an unprecedented socio-economic 

development.37 

Because of the Lisbon revision, the European unification process has formally become value-

driven.38 Although the reference in Article 2 TEU to “respect for human dignity, freedom, 

democracy, equality, the rule of law and respect for human rights […]” is far from new, these 

                                                 
32 Text book on conferral 
33 See the express reference by the Court of Justice to the Vienna Convention on the Law of the Treaties 

(VCLT), of 23 May 1969 (United Nations Treaty Series, Vol. 1155, p. 331) Articles 65, 67 and 68 in Judgement 

of 10 December 2018 Wightman et al v. Secretary of State for Exiting the European Union, C-621/18 EU: 

C:2018:999, paragraphs 3 and 70, regarding Article 50 TEU. However, compare with paragraph 44 of the same 

judgement where the sui generis character of the EU legal order is emphasised. Indeed the Union has not 

acceded to the VCLT and the EU Treaties must not affect the Member States’ rights and obligations arising from 

that Convention pursuant to Article 351 TFEU.      
34 Originally, the concept of Kompetenz-kompetenz was devised by the German Supreme Court 

(Bundesverfassungsgericht) with respect to its competence to “give a binding ruling on the extent of one’s own 

jurisdiction”. However, it has taken upon the connotations of an inverted principle of conferral in the context of 

EU law as it rather means that the EU-institutions must not attribute competences to themselves beyond those 

conferred by the Treaties. See e.g. T. Hartley, Constitutional Problems of the European Union, Hart Publishing 

1999, p. 152 et seq. 
35 See footnote XX ref to Wightman paragraph 44… Internationale Handelsgesellschaft... Primarily, the 

horizontal direct effect between private parties distinguishes the sources of EU law from public international 

law. See originally Judgement of 5 February 1963, Van Gent en Loos C-26/62, EU:C:1963:1, at 12. See also 

Judgement of 15 July 1964, Costa v. E.N.E.L., C-6/64, EU:C:1964:66, at 593.  
36 See as to state liability i.e. Judgment of 19 November 1991, Joined Cases Francovich and Bonifaci, C-6/90 

and 9/90 EU:C:1991:428. In fact the courts of the Member States are the ordinary courts of the Union legal 

order, see K. Lenaerts, Interlocking Legal Orders in the European Union and Comparative Law, International 

and Comparative Law Quarterly, Vol. 52, 2003 873-906 p. 902.  
37 See most recently, the introduction of the European Pillar of Social Rights solemnly proclaimed by the 

European Parliament, the Council and the Commission on 17 November 2017 available at 

https://ec.europa.eu/commission/sites/beta-political/files/social-summit-european-pillar-social-rights-

booklet_en.pd, last visited 2018-09-25. See also European Parliament resolution of 19 January 2017 on a 

European Pillar of Social Rights, 2016/2095(INI). 
38 Unification already in the first reital of the Treaty of Rome… 
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values upon which the Union is founded must now be read in conjunction with the provisions 

of the EU Charter, as they have been elevated to primary law in accordance with Article 6(1) 

TEU.  

Ultimately, the Court of Justice shall pursuant to Article 19(1) TEU ensure that the law is 

observed when interpreting and applying the Treaties (and all acts emanating from the 

Treaties). Indeed, the “rule of law” is as mentioned one of the fundamental values of the 

Union.39 History has shown what the free will of man can bring about and efforts are made to 

create supranational legal and administrative ramifications ensuring basic human rights and 

freedoms. Trust and cohesion is preferable to seeing law as a tool in the hand of those in 

power.40 Hence, the role of the Court of Justice is to secure the rule of law as defined in the 

Union. 

Considering the fact that the EU Treaties are the prevailing source of law within the Union, 

the requirement in Article 19 TEU that the Court of Justice shall observe the “law” when 

construing these primary sources of “law” may in a first glance seem to lead into a circular 

reasoning.41 However, in a closer look the concept of “law” in Article 19(1) TEU refers to a 

deep structure of methods corroborated by express or implied “principles” and “rules” in the 

Treaties.42 Whereas “principles” are tentatively omnipresent legal maxims that need to be 

specified and sanctioned by the norm giving powers to be normative in a certain situation, 

“rules” are clear, precise and unconditional norms that often materialise one or more legal 

“principles”.  

Naturally, statutory EU law shall primarily be construed in accordance with the ordinary 

meaning of the words, and a construction contra legem is incompatible with the principle of 

conferral.43 Moreover, the history of primary law and secondary legislation can be taken into 

consideration. Evidently, the EU Treaties are products of intergovernmental negotiations and 

interpretative data are to be found in records from the meetings besides in the Protocols and 

Declarations.44 As the legislative processes have become more transparent and democratically 

anchored, the reasoning underpinning the legislative acts can provide useful interpretative 

data.45 Support can also be derived from comparative studies, primarily internally between the 

legal traditions of the Member States, and more rarely from external legal system such as US 

law.46 However, EU law is justified by its goal-orientation (teleology) and system-coherency 

(consistency). Article 5(2) TEU establishes that the Union shall act only within the limits of 

the competence conferred upon it by the Member States to attain the objectives set out in the 

Treaties. Furthermore, the teleology of EU law has been manifested in Article 13 TEU 

                                                 
39 Article 2 TEU 
40 For a widely accepted account on the concept of the Rule of Law see the Report of the Secretary-General to 

the United Nations Security Council, The Rule of Law and transnational justice om conflict and post conflict 

societies, S/2004/616, 23 August 2004.  Hence not based on Ordo-liberal theories straight away… See preamble 

to the preamble to the UN declaration 
41 Primacy of EU law Internationale Handelsgesellschaft etc… 
42 OJ Treaties…  Case C Achmea XX para. 33. Also Declarations and Protocols relating to the TEU and 

TFEU… 
43 Compare with Article 31 VCLT… Wightman supra… 
44 Vienna convention Areticle 31 not formally speaking aplicable, but nevertheless in the nature of things… 
45 Innuite case… para 55? 
46 See as to the problems with ”legal transplants” in Gerber etc… 
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requiring the Union to have “an institutional framework which shall aim to promote its values, 

advance its objectives and serve its interests, those of its citizens and those of the Member 

States […]”. Article 13 TEU also requires system-coherency as the institutional framework of 

the Union shall “[…], ensure the consistency, effectiveness, and continuity of its policies and 

actions.” Finally, Article 7 TFEU manifests both the teleological and the systematic methods 

by establishing that “the Union shall ensure consistency between its policies and activities, 

taking all of its objectives into account and in accordance with the principle of conferral of 

powers.”47 Hence, the Treaties contain a source code for the unification program that requires 

another methodology than the dogmatic method known from the legal systems of the Member 

States.  

Along those lines, the Court of Justice can ensure a consistent legal development within the 

ambit of the EU Treaties and revoke legislative acts adopted without support in primary EU 

law.48 In many instances, the interpretative prerogative of the Court of Justice hinges on the 

system for cooperation between the Court and the national courts established by Article 267 

TFEU.49 Since the Member States have a duty under Article 4(3) TEU to cooperate sincerely 

with the EU-institutions as well as with each other, the national norm giving powers need to 

abide by the explanations provided by the Court of Justice with regard to the sources of EU-

law.50 

 

3.2 The teleology of EU law 

When it comes to teleology, the Member States have created a Union that at the highest level 

of abstraction due to Article 3(1) TEU promotes “peace, its values and the well-being of its 

peoples”.51 Moreover, Article 3(2) TEU specifies that the Union shall offer its citizens an area 

of freedom, security and justice (AFSJ) without internal frontiers, where law enforcement is 

coordinated.52 However, the creation of an internal market has always been at the centre of the 

unification. Article 3(3) TEU provides that the Union shall establish an internal market and 

“work for the sustainable development of Europe based on balanced economic growth and 

price stability, a highly competitive social market economy, aiming at full employment and 

social progress and a high level of protection and improvement of the quality of the 

environment [...]”.53 Externally, the Union shall according to Article 3(5) TEU “promote its 

                                                 
47 Within the ambit 
48 See as to revocation of legislative acts adopted without sufficient support in the Treaties WELL RATHER 

THE TELE2 CASE and originally, Judgment of 5 October 2000, Federal republic of Germany v. European 

parliament and Council of the European Union Could (Tobacco advertising I), C-376/98, EU:C:2000:544. 
49 Perhaps ref to text book.. 
50 In fact, the domestic legal systems form to a great extent integral parts of the EU legal order and hence 

conditioned on the “source code” in EU primary law, see as to the interrelation between State monopolies and 

the internal market e.g. Case Jochen Dickinger and Franz Ömer, C-347/09 EU:C:2011:582, paras. 56-57, 61-63, 

71 and 100. MORE? Joined Cases 316/07 Stoβ… 
51 See also “the Copenhagen criteria” and Article 21 TEU regarding accession to the Union. 
52 Previously JHA, see supra note… 
53 Since 2009, the realization of the internal market sounds in the right to conduct a business in Article 16 of the 

EU Charter. See as to the promotion of the interests of SMEs recitals 13, 98, 132, 167 in the preamble to the 

GDPR and Articles 40(1) and 42 GDPR. See also Commission Recommendation of 6 May 2003 concerning the 
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values and interests, and contribute to the protection of its citizens in relation with the wider 

world.” In that connection, the “Union’s actions on the international scene shall in accordance 

with Article 21(1) TEU be guided by the principles which have inspired its own creation, 

development and enlargement, and which it seeks to advance in the wider world: democracy, 

the rule of law, the universality and indivisibility of human rights and fundamental freedoms 

[…]”.54 These objectives are the guiding star when e.g. shaping a common commercial policy 

(CCP).  

As the values of the Union are materialised as principles and rules in the EU Charter, “human 

rights”, “social rights” and “economics rights” are reconciled and fitted into the scheme of EU 

law. Indeed, if painting the background to the GDPR with a broad brush, the relationship 

between fundamental rights and the European unification process must be described as 

paradoxical. Evidently, the Treaties establishing the original three European Communities 

were drafted by people who had experienced the horrors of the early twentieth century 

Europe.55 Indeed, to prevent anything like that to happen again was the raison d’âitre of the 

Communities. However, the Member States conferred virtually no powers to protect human 

rights. Even if an “ever closer union among the European peoples” was envisaged already in 

the preamble to the Treaty of Rome establishing the European Economic Community (EEC), 

the legal framework was designed primarily for economic integration of the domestic 

markets.56 Hence, the Member States retained the right to regulate in the field of human 

rights. From a Eurocentric perspective, human rights have often been seen as parts of a “social 

contract”.57 Pursuant to the upheavals in France 1789-1799 commonly known as the “French 

revolution”, human-, social- and economic rights found their ways into constitutions and basic 

laws.58 In the United Kingdom (UK), fundamental rights developed more generically in the 

Courts.59 However, considering 150 years of European history after the French revolution it is 

no surprise that the idea of statutory universal rights gained general acceptance in the late 

1940s. In 1948, the United Nations (UN) adopted the Universal Declaration of Human 

Rights.60 Article 12 of the Declaration established that “no one shall be subject to arbitrary 

interference with his privacy, family, home or correspondence, nor to attacks upon his honour 

                                                 
definition of micro, small and medium-seized enterprises (C(2003) 1422) OJ L 124, 20.5.2003, p.36. Not static 

efficiency economic theory based objectives… Protocoll 21…  
54 Since also the EU institutions have a duty to cooperate sincerely under Article 4(3) TEU they are compelled to 

sa far as possible export the fundamental rights of the Union. See as to the importance to mainstreaming the EU 

Charter in international agreements and ensure consistency in human rights, Report from the Commission to the 

European Parliament, the Council, the European Economic and Social Committee and the Committee on the 

Regions, 2015 Report on the Application of the EU Charter of Fundamental Rights, COM(2016) 265 final 

19.05.2016, p. 2. 
55 Treaty Establishing the European Economic Community signed in Rome on 25 March 1957 and applicable 

from 1 January 1958 (“EEC Treaty”); Treaty Establishing the European Economic Community signed in Rome 

on 25 March 1957 and applicable from 1 January 1958 (“EEC Treaty”); and the Single European Act, Official 

Journal (OJ) L 169/3 29.6.87. KOLLA REF!!!. Ref to agreements.. 
56 Vane Gent and Cost v. ENEL… 
57 See definition in M. Sepúlveda, T. van Banning, G. Gudmundsdóttir, C. Chamoun and W. J. M. van Genugten, 

Human Rights Reference Handbook, 3rd ed. 2004. See the Declaration of the Right of Man and of the Citizens 

set by the French National Constitutional Assembly and finalised on 27 August 1789 XX See also the United 

States (“US”) Bill of Rights adopted on 25 September 1789 as the first ten amendments to the Constitution.  
58 France and German… 
59 Case 
60 UN General Assembly, Resolution 217 XXX Now forms part of the 1976 Declaration  
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or reputation. Everyone has the right to the protection of the law against such interference or 

attacks.”61 Furthermore, in 1949 the Council of Europe was founded in order to uphold human 

rights, democracy and the rule of law in Europe, and less than a year later, in 1950, it adopted 

the European Convention on Human Right (ECHR) that entered into force on 3 September 

1953.62 Besides establishing a set of basic human rights including the right to privacy, the 

Convention and its protocols define the jurisdiction of the European Court of Human Rights 

(ECtHR).63 All EU Member States have acceded to the Council of Europe as well as to the 

ECHR.  

In the national legal systems of the Member States, human rights often appeared to be almost 

absolute.64 However, the regulation of trade and competition in the Community could not be 

distinguished from broader social interests and the interface with human rights was soon laid 

bare.65 Already in the mid-1960s, secondary legislation was issued with a view to prevent 

discrimination of economic active natural persons within the Community on basis of their 

nationality.66 In 1992, the Treaty on European Union (TEU) was signed in the Dutch city of 

Maastricht.67 As the TEU entered into force on 1 November 1993, it established a Union and 

merged the original Communities into a European Community (EC) through a new Title 

(TEC). A declaration of the respect for fundamental rights was introduced in Article F(2) 

TEU. In general, however, the Court of Justice recognised fundamental rights guaranteed by 

the ECHR and by the constitutional traditions common to the Member State as general 

principles in EU law in the course of integrating national markets through negative 

harmonisation. In this view, the rights were limited if purposeful, necessary and appropriate 

(proportionate) to protect other socially viable interests including conflicting fundamental 

rights. Whereas Article 6(3) TEU manifests that these sources of international and national 

law constitute general principles of EU law, Article 52(1) of the EU Charter manifests that the 

rights and freedom recognised therein can be confined in accordance with the principle of 

proportionality.   

                                                 
61 UN General Assembly, Resolution 217 XXX Now forms part of the 1976 Declaration  
62 The Council of Europe was founded by Belgium, Denmark, France, Ireland, Italy, Luxembourg, the 

Netherlands, Norway, Sweden and the United Kingdom (“UK”) and within a year also Greece, Iceland, Turkey 

and West Germany became members. Originally “the Convention for the protection of Human Rights and 

Fundamental Freedoms”. 47 States have now acceded to the Convention including all Member States of the EU. 
63 Many subsequent Protocolls have been adopted and the Member States have ratified some or most of them… 
64 See e.g. S. Tsakycakis, The principle of Proportionality: An Assult to Human Rights XXX. It might be that 

some fundamental rights and freedoms carry more weight than others, KOLLA but when placing a wide range of 

rights rights and freedoms on the same footing abslute rights are simply not workable… Margin of appreciation 

in domestic law Omega Spilehallen…XX   
65 In fact the ECJ referred to fundamental rights already in Case Stauder C-29/62 EU:C ??? Rutiili etc… 

However, lack of a clear system for protection in Solange 1… See also for an overview of EU fundamental 

rights prior to the Lisbon Treaty, the publication of the European Parliament Research Service (EPRS), by F. 

Ferraro and J Carmona, Fundamental Rights in the European Union – The role of the Charter after the Lisbon 

Treaty, March 2015 – PE 554.168. 
66 See the interpretation of Directive 64/221/EEC on the coordination of special measures concerning movement 

and residence of foreign nationals which are justified on grounds of public policy, public security or public 

health, OJ 4.4.1964 p. 850 in Case XX Van Duyn Case 41/74. Also on basis of gender Sabena Case…  
67 Treaty on European Union, signed at Maastricht on 7 February 1992, OJ No C 191, 29.7.1992, p. 4. 
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Already the EEC had status as a legal entity of public international law in its external 

relations.68 A human rights clause with references to the UN Declaration was since the early 

1970s habitually inserted in the Community’s bilateral “trade and cooperation agreements” 

with third countries, and the provisions of the UN Declaration probably qualified as jus 

cogens.69 In 1993, the European Commission proposed that the EC should accede to the 

ECHR.70 However, in Opinion 2/94 the Court of Justice explained that it was not possible 

since the Union had at the time no general competence to regulate in the field of human 

rights.71 As the Union gained normative powers, the European Commission initiated new 

negotiation. Indeed, the Union is expected to accede to the ECHR pursuant to Article 6(2) 

TEU. However, in Opinion 2/15 the Court of Justice once again rejected an accession since it 

would now be incompatible with the primacy, consistency and very nature of the EU legal 

order.72 

 

3.3 The consistency of EU law 

In the process of reconciling different values and objectives, the Court of Justice must have 

the last word to ensure a consistent legal and social development on various levels within the 

Union. Consistency is key to legal certainty and the rule of law, and it is interrelated with 

teleology. Whereas common objectives promote a mutual understanding of the legal norms, 

consistency justifies limitations of even fundamental rights on basis of the principle of 

proportionality. As mentioned, the Court of Justice seeks to safeguard a consistent application 

of the sources of EU law on national as well as supranational level through preliminary 

rulings. Schematically, four interrelated aspects of consistency transpire from the Court’s case 

law: Vertical consistency in the hierarchy of norms; horizontal consistency between various 

fields of EU law; consistency between external and internal actions, and evolutionary 

consistency.73  

Vertically, all primary law shall be transposed through all secondary legislation and Union 

measures.74 Indeed, teleology implies that the values and objectives of the Union are actually 

realised.75 Along those lines, the GDPR encompasses the relevant provisions of the EU 

Charter. Most immediately, Article 7 of the Charter ensures the right to privacy in terms of 

                                                 
68 See e.g. Article 113 EEC Treaty.. CFSP will not be discussed here… 
69 B. Brandtner and A. Rosas, Human Rights and the External Relations of the European Community: An 

analysis of Doctrine and Practice, supra/ibid. at 489… Legal personality Article 21 TEU.... Arguab See e.g. 

Lomé Convention 1976… Nowadays the CETA.. 
70 As a legal basis the Commission suggested Article 235 ECT affording a broad right to regulate e.g. if it is 

necessary to attain an objective of the Community. For further reading see B. Brandtner and A. Rosas, Human 

Rights and the External Relations of the European Community: An analysis of Doctrine and Practice, European 

Journal of International Law 9 (1998) 468-490. 
71 Opinion 2/94 
72 Opinion 2/15 XX 
73 See further C. G. Granmar, Economic Globalisation and the Rule of Law, Europarättslig Tidskrift (ERT) Nr 3 

2017. see Chronopost XX It is in the nature of the preliminary rulings procedure that the Court of Justice 

answers questions from national courts without providing a fully-fledged analysis of how to decide a case on the 

facts.  
74 See e.g. Joined Cases Tele2 Sverige AB C-203/15 and Secretary of State of the Home Department C-698/25 

EU:C:2016:970, para. 129.  
75 Stadgan 52 Åkerberg Fransson para 22 supra note… teleology XX 
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“respect for private and family life, home and communication” and Article 8(1) thereof states 

that “[e]veryone shall have the right to the protection of personal data concerning him or 

her”.76 More to the point, personal data must according to Article 8(2) of the Charter be 

“processed fairly for specified purposes and on the basis of the consent of the person 

concerned or some other legitimate basis laid down by law”, and “everyone has the right of 

access to data which has been collected concerning him or her, and the right to have it 

rectified.” These rules shall pursuant to Article 8(3) “be subject to control by an independent 

authority”.77 However, as stated in recital 4 of the preamble to the GDPR, data protection is 

not an absolute right, and the Regulation also embraces in particular the “freedom of thought, 

conscience and religion, freedom of expression and information, freedom to conduct a 

business, the right to an effective remedy and fair trial, and cultural, religious, linguistic 

diversity.”78 In practice, the provisions of the GDPR are complemented by national rules and 

often operationalised through industrial standards that may be generally applicable or sector 

specific.79 

Horizontally, the legal sources on the same level in the norm-hierarchy of EU law must not be 

contradictious. Whereas the fundamental values and objectives are reconciled on basis of 

proportionality, the substantive rules in various fields of EU law must tally and at least not 

conflict.80 Hence, the national norm giving powers in the Member States as well as the Union 

institutions need to interpret and apply the rules in the same way to fit the norms into the legal 

scheme. In a systematic approach, the GDPR can be seen as the centre of four circles of legal 

norms. It is the main legal framework, but not the only one, in the circle of rules on data 

protection. Directive (EU) 2016/680 that also took legal effect in May 2018 approximates the 

national provisions concerned for “the prevention, investigation, detection or prosecution of 

criminal offences or the execution of criminal penalties, and on the free movement of such 

data”.81 Article 2(d) GDPR manifests a corresponding limitation in material scope of the 

                                                 
76 Article 7 EU of the Charter corresponds to Article 8(1) ECHR.  
77 See as to DPAs i.e. Articles 51-67 GDPR. See also Articles 68-76 as to the European Data Protection Board, 

supra note XX… and the Commission Communication, Stronger protection, new opportunities, supra note XX, 

p. 10. 
78 Recital 4 GDPR. 
79 ETSI and other standardization agencies… Originally public bodies but now more and more “private” industry 

organisations…  Within the legal framework for codes of conduct and certification laid down in Articles 40-43 

GDPR. See Article 6(2) GDPR. See email employee supra note XX 
80 Recital 4 it must be considered in relation to its function insociety and be balanced against other fundamental 

rights in accordance with the principle of proportionality.” It was clarified by the Court of Justice in Judgement 

of 7 May 2009 College van burgemeester en wethouders van Rotterdam v. M.E.E. Rijkeboer, C-553/07, 

EU:C:2009:293 that it is necessary to safeguard a “fair balance” between the interests of the data subject and the 

burden for the controller. These aspects are now addressed in i.e. Articles 5-19 GDPR. See as to the interrelation 

between the requirement to make information about data subjects publicly available in Judgement of 9 

November 2010 in Joined Cases Volker und Markus Schecke GbR and Hartmut Eifert v. Land Hesse, C-92/09 

and C-93/09, EU:C:2009:284. See as to the possibility for Union institutions to refuse disclosure of data about 

the data subjects and the interrelation between Regulation EC 45/2001 XXX and Regulation (EC) No 1049/2001 

regarding the public access to European parliament, Council and Commission documents, Judgement of 29 June 

2010, Commission v. The Bavarian Lager Co. Ltd, C-28/08 P, EU:C:2010:378. 
81 GDPR, supra note XX. Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data by competent authorities 

for the purpose of the prevention, investigation, detection or prosecution of criminal offences or the execution of 

criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 

2008/977/JHA, OJ L 119, 4.5.2016, p. 89. See also Declarations 20 and 21 annexed to the final Act of the 
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GDPR. Even if the principle of lex specilais derogate lex generalis is qualified since there 

should be no conflicting legal norms in EU law, the most specific legal frameworks shall 

apply. Furthermore, since 1997 there have been Union measures paving the way for 

standardised rules on data processing in the “telecommunication” sector, which due to the 

technological development were soon extended to all providers of “electronic communication 

services”.82 In a wider circle, data protection is pivotal for the envisaged “digital internal 

market”.83 Hence, the protection of personal data must tally with the liabilities for all online 

service providers and platform providers, as well as with the legal norms regarding i.e. geo-

blocking, consumer protection, repression of unfair competition and intellectual property 

rights.84 Moreover, these rules form part of a circle of rules regarding the entire internal 

market. Besides primary law regarding free movement of goods, service, natural and legal 

persons and capital, data protection is interdependent of normative measures in an abundance 

of areas such as labour law, insurance law, company law, financial law and administrative 

law.85 In the widest circle of norms, the GDPR must sit well with rules beyond the scope of 

                                                 
Intergovernmental Conference which adopted the Treaty of Lisbon OJ 326, 26.10.2012, p. 347. See also the new 

competences of the Council in Article 39 TEU to adopt Decisions regarding data protection in the context of the 

CFSP.        
82 Directive 97/66 on privacy in the telecommunication sector, XX full ref…, Directive 2002/58/EC of the 

European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the 

protection of privacy in the electronic communication sector, OJ L 201 31/07/2002, p.37 (Directive on Privacy 

and Electronic Communications). As a matter of curiosity, it repealed Directive 97/66 on 31 October 2003, only 

six days before the ECJ handed down its ruling in the Lindqvist case, supra note XX. However, since the 

Lindqvist case concerned the conduct by an internet user as opposed to the conduct by a provider of internet 

services, the 2002 Directive did not apply. Pursuant to Article 95 GDPR, the Regulation shall not impose 

additional obligations on the network providers beyond the obligations under domestic law approximated by the 

Directive. 
83 Communication form the Commission to the European Parliament, the Council, The European and Social 

Committee and the Committee of the Regions, A Digital Single Market Strategy for Europe, COM(2015) 192 

final 6 May 2015. See also Communication form the Commission to the European Parliament, the Council, The 

European and Social Committee and the Committee of the Regions, on the Mid-Term Review on the 

implementation of the Digital Single Market Strategy – A Connected Digital Single Market for All, COM(2017) 

288 final 10.5.2017. See also e.g. N. Helberger, F. Zuiderveen Borgesius and A. Reyna, The perfect match? A 

closer look at the relationship between EU consumer law and data protection law, in 54 Common Market Law 

Review (“COML Rev.”) (2017) 1427-1466.  NEW COPYRIGHT DIRECTIVE 
84  See e.g. Info Soc Directive XXX legislative proposals… See article on interrelations between data protection 

and e-commerce See e.g. reference to Directive 2000/31/EC E-commerce Directive and i.e. the provisions on 

liability for intermediary services… XXX Intermediaries providing platforms for e-commerce can besides 

processing data in their core business activities probably be considered “processors” under the GDPR in the 

course of trade on the platform in so far as they take active part of that trade. Compare with the “activity” 

criterion in the e-commerce directive XXX as further explained by the ECJ in Case L’Oréal v. eBay 

International AG C-324/09 EU:C:2011:474. See further e.g. J. Riordian, the liability of internet intermediaries, 

2016 XXX. See also reference in Article 4(25) to Information society services and definition in Directive (EU) 

2015/1535….XX See also Commission’s Proposal for a Regulation on addressing geo/blocking and other forms 

of discrimination based on customer’s nationality, place of residence or place of establishment within the 

internal market and amending Regulation (EC) No 2006/2004 and Directive 2009/22/EC, COM(2016) 289 final, 

25.5.2016. On that note see also e.g. report for the Intermal Market and Consumer Protection Committee 

(IMCO) the European Parliament by P. Maduro, M. Monti, C. Gonçalo and G. Gonçalo, The Geo-Blocking 

Proposal, Internal Market, Competition Law and Regulatory Aspects, 2017. See as to portability in recital 73 in 

the preamble to the GDPR.  
85 See the basic provision and the “four freedoms” or rather five freedoms in Article 26 TFEU. See also Articles 

For instance, the liability of board members for data processing is governed by company law and the employer’s 

responsibility for conduct by employees is specified in domestic law, industrial standards, and contracts in labour 

law.  Right to good administration in Article 41 of the EU Charter. 
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internal market law in its broadest sense, in other areas such as the AFSJ and competition 

law.86 A teleological and consistent construction of legal concepts is key to horizontal 

consistency.  

Evidently, the rule of law also requires consistency between the EU’s internal and external 

actions.87 Indeed, a correlation between internal data protection standards and the standards 

recognised in external trade agreements is necessary in accordance with Articles 3(5) and 21 

TEU. Because internal measures may easily translate into external competences pursuant to 

the principles of parallelism in Article 3(2) TFEU and implied powers in Article 116(1) 

TFEU.88 Conversely, external commitments take effect through internal measures within the 

Union.89 It is difficult, if at all possible, to disentangle internal and external aspects of online 

privacy. As the European Commission concluded in a communication 2010 forming part of 

the travaux préparatoires to the GDPR, “[a] high and uniform level of data protection within 

the EU will be the best way of endorsing and promoting EU data protection standards 

globally.”90 However, data protection is also a subject of contention in the Unions external 

relations. Generally speaking the new generation of bilateral agreements, which largely open 

up the EU internal market to third countries, do not introduce parallel frameworks for data 

protection. Instead, the protection of personal data turns on mutual recognition of existing 

regimes.91 Having said that, there are sector specific agreements regarding external data 

protection.92 Furthermore, the European Commission is entitled under Article 45 GDPR to 

adopt an implementation act in accordance with the “comitology procedure” that a third 

                                                 
86 Premier League…. As to the grappling with “big data” in competition law see e.g. Commission decision of 27 

June 2017 in Case Google Search (Shopping) AT.39740 C (2017) 4444 final. For further reading on privacy and 

market regulation regarding big data ex ante see e.g. V. Boehm-Neßler, Privacy: a matter of democracy. Why 

democracy needs privacy and data protection, International Data Privacy Law, 2016, Vol. 6 No. 3 at 222. 

PROBABLY MARKET INTERVENTION EX POST is also necessary XX. See also as to data processing for 

statistical purposes Report of the United Nation (UN) Working Group on Big Data for Official Statistics 

(E/CN.3/2017/7) 16 December 2017, available 2018-08-14 at https://digitallibrary.un.org/record/857089, and 

Report of the United Nation (UN) Statistical Commission 7-10 March 2017, Recommendations for Access to 

proprietary data, available 2018-08-14 at https://unstats.un.org/unsd/statcom/48th-session/documents/BG-3d-

recommendations-for-access-to-proprietary-data-E.pdf. 
87 See i.e. Opinion 1/13 EU:C:2014:2303; Opinion 2/13 EU:C:2014:2454; Opinion 1/15, supra note XX; and 

Opinion 2/15 EU:C:2017:376. For an illustration see e.g. Case Maximillian Schrems v. Data Protection 

Commission and joined party Digital Rights Ireland, C-362/14 EU:C:2015:650.  
88 See supra note XX. Normally the doctrine on parallelism justifies external competences but may also affect the 

content… Hillion.. 
89 Compare with cases such as Kadi.. Indeed consistency per se appears to justify extended external powers 

Daittchi !!!   
90 Communication from the Commission to the European Parliament, the Council, the Economic and Social 

Committee and the Committee of the Regions, ‘A comprehensive approach on personal data protection in the 

European Union’, COM(2010) 609 final, 4.11.2010 p. 19. See  
91 See as to the scope of applicability of the GDPR in sections XX above… See recitals 102-104 in the preamble 

to the GDPR. Pursuant to the principle of reciprocity in international law this applies conversely also to EU law. 
92 See e.g. Opinion 1/15, supra note XX, para. 93. See also Schrems, supra note XX, paras. 68 and 74. As 

explained by Advocate General Mengozzi in paras 18-28 of his Opinion on the Case EU:C??, the EU Council 

had adopted a decision and negotiation directives for the Commission and sought the Parliament’s approval of 

the draft decision. However, the Parliament questioned the legal basis for the agreement as well as its 

compatibility with fundamental rights and freedoms and requested the Opinion from the ECJ. Notably, the 

agreement should supersede an earlier agreement between the Union and Canada from 2006 as specified by the 

Commission in an adequacy decision, and it should be negotiated within the ambit of a Resolution of the 

Parliament on the launch of negotiations for PNR data agreements with the US, Australia and Canada, OJ 2011 

C81 E, p.70.  
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country or an international organisation must enact to ensure an “adequate level” of 

protection.93 In the absence of an unreserved extraterritorial applicability of the GDPR, also 

“appropriate safeguards” and binding corporate rules may justify data transfers to third 

countries.94 Normally, this implies an equivalent level of protection as that provided by the 

GDPR. 

Finally, evolutionary consistency is essential for legal certainty, and the Court of Justice must 

as far as possible shape a consistent body of case law, even though there is no stare decisis 

doctrine.95 Evolutionary consistency also implies that the EU legislator seeks to as far as 

possible build on earlier statutory structures and the case law regarding preceding legislative 

acts. Indeed, the GDPR to a great extent codifies the lessons learned from the interpretation 

and application of the DPD, but also of broader circles of primary law and of secondary 

legislation. 

 

3.4 The legal basis for adopting the DPD 

Prior to the Lisbon revision, the Union had no specific competence in the field of data 

protection. Therefore, the DPD was adopted on basis of the powers to regulate the internal 

market.96 In the area of internal market law, the Union and the Member States have shared 

competences. In fact, the Member States would hardly retain any normative powers at all if 

the Union could override all national-, regional- and local measures obstructing intra-EU 

activities.97 Hence, the Union may regulate in this area only if an objective recognised in 

primary law cannot be achieved to a sufficient degree by actions closer to the problem 

(subsidiarity).98 Furthermore, the Union institutions may then take measures only if it is 

proportionate.99 Consequently, the “principle of proportionality” has a dual function in EU 

law. It defines the right to regulate in areas of shared powers and it reconciles conflicting 

interests.    

Perhaps it is uncontroversial that the DPD was adopted in accordance with the principle of 

subsidiarity. It is difficult for the Member States if left to their own devices to remove barriers 

to inter-State transactions resulting from disparate and complex domestic rules on data 

                                                 
93 As to the procedure, see Article 93 GDPR and Regulation (EU) No 182/2011 laying down the rules and 

general principles concerning mechanisms for control by Member States of the Commission’s exercise of 

implementing powers, OJ L 55/13 28.2.2011.  See also Communication from the Commission to the European 

Parliament and the Council, Exchanging and protecting Personal Data in a Globalised World, COM(2017) 7 

final, 10.1.2017. 
94 Articles 46-47 GDPR 
95 CASE WHERE EVOLUTIONARY CONSISTENCY IS DISCUSSED…  
96 Legal history Here 
97 Article 4(1)(a) TFEU... 
98 Article 5(3) TEU. Definition proportionality…For further reading see e.g. J. Kokott and C. Sobotta, The 

Evolution of the Principle of Proportionality in EU Law – Towards and Anticipative Understanding?in General 

Principles of EU Law eds. S. Vogenauer and S. Weatherill, Studies of the Oxford Institute of Euroepan and 

Comparative Law, 2017. 
99 Article 5(4) TEU. Definition proportionality…For further reading see e.g. J. Kokott and C. Sobotta, The 

Evolution of the Principle of Proportionality in EU Law – Towards and Anticipative Understanding?in General 

Principles of EU Law eds. S. Vogenauer and S. Weatherill, Studies of the Oxford Institute of Euroepan and 

Comparative Law, 2017. 
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protection. Similarly, the approximation of the domestic rules was necessary for the market 

integration. However, data protection requires an administrative framework besides the legal 

rules. It is therefore questionable whether a Directive merely approximating the domestic 

legal systems was a purposeful means to promote the internal market with regard to data 

flows. True, Article 28 DPD required the Member State to have a Data Protection Authority 

(DPA). And a joint working party for the protection of data was set up under Article 29 

DPD.100 But, there were still room for significant differences regarding the administration of 

justice. Furthermore, it is questionable whether the adoption of the Directive was at all 

appropriate. As mentioned the Court of Justice had in Opinion 2/94 clarified that the Union 

could not acceding to the ECHR because it lacked normative powers with regard to human 

rights. Due to the uncertainties surrounding the EU competences, some Member States 

hesitated to implement the Directive, even though no formal complaints were made about its 

legality.101 In the new millennium, it had still not been transposed into all the domestic legal 

systems.102 

Whereas the DPD approximated the national provisions, Article 286 TEC provided that the 

institutions and bodies of the EU should also abide by rules adopted by the Community in the 

field.103 In 2001, the European Data Protection Board (EDPB) was established by a separate 

Regulation.104 Indeed, the first preliminary rulings handed down with regard to the DPD 

concerned data processing by EU institutions and it was then addressed only in virtual obiter 

dicta.105 

 

3.5 The legal basis for adopting the GDPR 

In view of the dubious competence of the Union to adopt the DPD and other measures in the 

field, a revision of the Union framework for data protection commenced under the TEU and 

                                                 
100 See now as to the definition of the DPAs in Article 4(21-22) GDPR. See as to DPAs i.e. Articles 51-67 

GDPR. Pursuant to Articles 68-76 GDPR, the Article 29 Working Party in now succeeded by the European Data 

Protection Board, composed of the heads of the DPAs and of the EDPS.  PERHAPS EU AUTHORITY HERE 

AS WELL… 
101 Revocation of secondary legislation see Tobacco I and II 
102 Pursuant to Article 32 of the Directive it should have been implemented in domestic law no later than 28 

October 1998. However, some Member States failed to do so, see Case Commission v. Luxembourg C-450/00 

EU:C:2001:519.  
103 As amended by the Treaty of Amsterdam… See Regulation EC 45/2001 of the European Parliament and of 

the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data 

by the Community institutions and bodies and on the free movement of such data, OJ L 8, 12.1.2001, p. 1. See 

also Decision No 1247/2002 EC, COM(2017) 8 final, 10.1.2017. Compare with Article 16 TFEU supra section 

2.1.   
104 At the time it was called the European Data Protection Supervisor… In 19XX the Treaty of Amsterdam 

XXX, amended the TEU and TEC, and according to a new provision in Article 213(b)(1) TEC, the DPD should 

apply also to institutions and bodies of the Union. See Regulation EC 45/2001 of the European Parliament and of 

the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data 

by the Community institutions and bodies and on the free movement of such data, OJ L 8, 12.1.2001, p. 1.  See 

reference to the Regulation in Article 2(3) GDPR. 
105 A first case, Commission v. Council, C-209/97 EU:C:1999:559 concerned the legal basis for establishing a 

system for exchange of information between national customs authorities and the European Commission, and a 

second case Fischer C-369/98, EU:C:2000:443, concerned the administration of EU support for actors in the 

agricultural sector.  
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TFEU. Along with the elevation of the Charter to primary law in 2009, Article 16 TFEU was 

introduced. Although it affords the Union a specific competence to legislate in the field of 

data protection, it remains carefully modelled on Article 286 TEC and is still restricted in 

scope. Firstly, Article 16(1) TFEU virtually mimics Article 8 of the EU Charter and states 

without reservation “everyone has the right to the protection of personal data concerning 

them.” However, Article 16(2) establishes that, “the European Parliament and the Council, 

acting in accordance with the ordinary legislative procedure, shall lay down the rules relating 

to the protection of individuals with regard to the processing of personal data by Union 

institutions, bodies, offices and agencies, and by the Member States when carrying out 

activities which fall within the scope of Union law and the rules relating to the free movement 

of such data. Compliance with these rules shall be subject to the control of independent 

authorities.”106 Hence, Article 16 TFEU provides a legal basis for normative measures by the 

Union only with regard to data processing by legal entities of the Union and by the Member 

States.  

As stated in the beginning of the preamble to the GDPR the Regulation is adopted with regard 

to the TFEU, and in particular Article 16 thereof, in accordance with the ordinary legislative 

procedure. Consequently, the GDPR is adopted with regard in particular to the powers of the 

Union to regulate the processing of personal data at supranational level and by the “Member 

States”. Nonetheless, the GDPR applies in the domestic legal systems across the Union to 

data processing also by private controllers and processors beyond the scope of any public 

sector. Hence, Article 16 TFEU is not an entirely convincing legal basis per se for the 

Regulation.107  

Perhaps the sweeping reference to the TFEU in the preamble to the GDPR suggests that the 

normative competences to adopt the GDPR have been derived from all facets of the Union 

competences. However, internal market law provides a fragile basis for a Regulation in the 

field, and the exclusive powers to shape a CCP would be a dubious legal basis for internal 

measures. It may seem possible to derive normative support from the power to establish an 

AFSJ.108 Then again, Directive (EU) 2016/680 approximates the domestic rules in this 

regards.109 Similarly, the GDPR escapes the scope of the Union’s common foreign and 

security policy since the EU Council shall pursuant to Article 39 TEU regulate in this field of 

law. Hence, a Regulation cannot be adopted in accordance with the ordinary legislative 

procedure. Nor does the “flexibility clause” which is now enshrined in Article 352 TFEU 

apply since that would have required the GDPR to be adopted unanimously by the EU 

Council. In fact, it is difficult to find any support for a broader legal basis for data protection 

than that in Article 16 TFEU if only recognising the horisontal dimension of the Union legal 

order. Then again, when taking the vertical alignment of EU law into consideration things 

change.  

                                                 
106 As to the ordinary legislative procedure, see i.e. Article 294 TFEU. See for an official overview of the GDPR 

available on the Commission’s website 2018-08-14 at https://ec.europa.eu/commission/priorities/justice-and-

fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en. Lisbon revision last visited XX 
107 See as to revocation of legislative acts adopted without sufficient support in the Treaties, Judgment of 5 

October 2000, Federal republic of Germany v. European parliament and Council of the European Union Could 

(Tobacco advertising I), C-376/98, EU:C:2000:544. 
108 See recital 2 of the preamble to the GDPR 
109 Supra note XX.  
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Evidently, the second sentence of Article 51 of the EU Charter, stipulates that the Union 

institutions as well as the Member States as broadly defined, shall “respect the rights, observe 

the principles and promote the application thereof in accordance with their respective 

powers.” That does not exclude an obligation for the Union and its Member States to protect 

personal data in accordance with Article 8 of the Charter also in case it is processed by private 

parties. Quite the opposite, Article 8 of the Charter is clear, precise and unconditional enough 

to be invoked before national DPAs and courts per se by private parties against other private 

parties.110 A Member State not accepting the Regulation because of its applicability between 

private parties would possibly be in breach of its duty to recognise Article 8 of the EU 

Charter. Having said that, the language of Article 16 TFEU remains problematic since the EU 

Charter shall not provide an addition legal basis beyond those afforded the Union in the 

Treaties. Only the teleology and coherency of EU law can in a legal analysis (as opposed to a 

political analysis) explain the supranational competences to shape a Union framework for data 

protection.111 After all, the EU Charter is a yardstick for assessing the legality of legislative 

acts.112          

  

4. Who is the “controller” and the “processor”? 

 

4.1 Establishments of persons called “controller” or “processors”   

It cannot be enough emphasised that the definitions of the terms “controller” and “processor” 

are central to determining the applicability of the GDPR under all the provisions of Article 3 

thereof. Along the lines of evolutionary consistency, the controller and processor are defined 

in the same way in Articles 4(7) and (8) GDPR as they once were in Articles 2(d) and (e) 

DPD. Hence, Article 4(7) GDPR stipulates that the term “’controller’ means the natural or 

legal person, public authority, agency or other body which alone or jointly with others, 

determines the purposes and means of the processing of personal data; where the purpose and 

means of such processing are determined by Union or Member State law, the controller or the 

specific criteria for its nomination may be provided for by the Union or Member State 

law.”113 By contrast “’processor’ means a natural or legal person, public authority, agency or 

other body which process personal data on behalf of the controller” according to Article 4(8) 

GDPR.  

A controller or a processor often has one establishment that may or may not be located in the 

Union. If so, the location of that establishment must be determined before it is possible to 

purposefully discussing the territorial scope of the GDPR under Article 3(1), 3(2) or 3(3) 

GDPR. However, the controller or processor may also be a “company or firm” in a group of 

undertakings.114 A distinction is made in EU law regarding establishments between “primary” 

or “main establishments”, and “secondary establishments”, which are habitually referred to as 

                                                 
110 Judgment Max Panch etc… Article 31 EU Charter definition of horizontal direct effect 
111 Applies in the entire EEA! Already in footnote obove… 
112 Tele2 here…  
113 What does the last sentence mean? 
114 The concepts ”company or firm” are used in Articel 54 TFEU regarding freedom of establishment… 
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“subsidiaries”.115 When Article 3(1) GDPR, stipulates that the applicability of the Regulation 

is conditioned on the existence of an establishment of a controller or a processor in the Union, 

it implies that the person has either its main establishment or an affiliated establishment in the 

Union.116 Articles 3(2) addresses activities of “a controller or processor not established in the 

Union”. Lexically, this alludes to the location of the controller’s or processor’s main 

establishment. Anyhow, Article 3(2) GDPR applies only in so far as Article 3(1) GDPR is not 

applicable. Because a controller or processor is accountable for all processing of personal data 

under Article 3(1), but liable under Article 3(2) GDPR only in case the additional criteria are 

met. If the controller or processor has no establishment in the Union, the Regulation applies 

only in a third country where the person has its main establishment pursuant to Article 3(2) 

GDPR.  

In EU law, a controller has its main establishment in the Member State where it has its central 

administration.117 However, if it has another establishment with powers to implement 

decisions regarding the purpose and means of the processing, that person becomes the main 

establishment. Similarly, a processor has its main establishment where it has its central 

administration. If a person with specific obligations for processors under the Regulation has 

no central administration, the person has its main establishment where it mainly processes the 

data.118 On that note, problem is that Article 3(1) GDPR explicitly states that the Regulation 

shall apply if the personal data is processed in the context of the activities of an establishment 

of a controller or a processor regardless of whether the processing takes place in the Union or 

not.119 However, if a person has its main establishment where the data is mainly processed, 

the place for the processing of personal data seems to have bearing on the applicability of the 

Regulation.  

As mentioned, in a business group it is irrelevant under Article 3(1) GDPR whether the 

establishment in the Union is the processor’s main establishment or merely an affiliated 

establishment. Hence, the provision applies as soon as the criteria for an “establishment” are 

met and the legal entity concerned in the Union is affiliated in one way or the other with the 

processor. By contrast, if the only establishment is located where the data is mainly processed, 

the applicability of the GDPR depends on whether the processing takes place in the Union or 

not. Because in that case, the place for the processing of the personal data would effectively 

determine the location of the processor, which in turn would determine whether the personal 

data is processed in the context of the activities of the establishment of the controller in the 

Union. Consequently, there is an inconsistency in the definition of the territorial scope of the 

Regulation.  

 

                                                 
115 … Klopp etc Tysk Advokat I Frankrike… Difference between relocation and secondary establishment 
116 However, if the controller or processor hav several establishments in the Union the location of the main 

establishment determines which DPT shall be the lead supervisory authority, see i.e. Articles 56 and 60 GDPR  
117 See as to the definition of “main establishment” in Article 4(16) GDPR 
118 Recitals.. 36 
119 In fact, this view on the place for data processing was expressed already in the Communication from the 

European commission to the European Parliament, the Council, the Economic and Social Committee and the 

Committee of the Regions, “A comprehensive approach on personal data protection in the European Union”, 

COM(2010) 609 final, p. 11 DATUM? XX. See now Article 3(1) GDPR… 



Claes G. Granmar 

 

21 
 

4.2 The need to recognise a responsibility for both controllers and processors  

Whereas only the controller could as mentioned be held liable under the national provisions 

approximated by the DPD, also the controller is accountable under the provisions of the 

GDPR. Indeed, the need for a possibility to enforce the right to data protection against also 

the processor was revealed in the seminal Google Spain ruling that was delivered on 13 May 

2014.120 Evidently, the crux of the case was the effort to reconcile on one hand the teleology 

of EU law, and on the other, to safeguard the consistency of EU law by shaping clear legal 

concepts. Since the “processor” could not be held liable within the ambit of the DPD 

transposing the Charter at the time, the Court of Justice construed the concept of “controller” 

broadly. Evidently, this teleological construction of the DPD served the purpose to ensure the 

right for everyone to the protection of personal data in accordance with Article 8 of the EU 

Charter. At the same time, the broad concept of “controller” challenged the consistency of EU 

law.121 

In the Google Spain ruling, the Court of Justice clarified that Google Inc. which is a search 

engine operator incorporated in the USA under the laws of California, could be held liable for 

data processing under Spanish law approximated by the DPD because of its Spanish 

subsidiary. Due to the facts in the main proceedings leading up to the preliminary ruling a 

Spanish citizen had lodged a complaint with the Agencia Española de Protección de Datos 

(AEPD) against a daily newspaper, as well as Google Inc. and its subsidiary Google Spain 

SA. Whereas the newspaper kept articles with information about him available in a data base 

long after they had been published, Google Inc. ran a search engine facilitating access to the 

articles. Google Spain SA was a sales office of Google Inc. and was not involved in the data 

processing. AEPD rejected the complaints regarding the newspaper, but considered the 

conduct by Google Inc. and Google Spain SA actionable under Spanish law transposing the 

DPD.122 In response, Google Inc. and Google Spain SA brought legal actions against the 

decision. Before deciding the case, the Spanish court considered it necessary to request a 

preliminary ruling on inter alia the “territorial application” of the approximated domestic 

rules. Then again, the answer to those questions hinged on the meaning of “processing of 

personal data in the context of the activities of an establishment of the controller” in the 

Country. Hence, the Court of Justice first provided interpretative data to decide whether an 

undertaking could be considered the “controller” under conditions such as those in the main 

proceedings. 

A conservative construction of “controller” could have deprived the Spanish citizen the right 

to data protection and access to justice under the EU Charter contrary to the teleology of EU 

law.123 Hence, the Court established that when the processing of data is performed by a search 

engine, “it is the search engine operator which determines the purpose and means for that 

activity”.124 Evidently, this sweeping statement is far from convincing from a lexical point of 

                                                 
120 Case Google Spain SL and Google Inc. v Agencia España Proteccion de datos (AEPD) and Mario Costejo 

González, C-131/12, EU:C:2014:317, supra note XX 
121 See section 3.4 
122 See now the as to the right to erasure of personal data in Article 17 GDPR 
123 Compare with the reasoning of the ECJ in Case Achmea paragraph 33 regarding the compatibility of 

Investor/state dispute resolution with the EU legal order… Teleogy and fundamental rights… supra note XXX 
124 Googel Spain paras 32-33… 
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view. In accordance with the ordinary meaning of “determining the purpose and means” the 

natural or legal person shall determine both the purpose and the means for the processing of 

data.125 Indisputably, Google Inc. provided the “means” for accessing articles about the data 

subject. However, it was rather the Spanish daily newspaper than Google Inc. that determined 

the “purpose” of making the articles with information about the data subject easily available 

online. For sure, Google Inc. did not determine the journalistic purposes of making it possible 

to retrieve articles from the Spanish newspaper’s data base several years after they had been 

published. Having said that, the Spanish newspaper did not provide the means for the data 

processing. Hence, neither Google Inc. nor the Spanish Newspaper met the criteria for a 

“controller”. Then again, should the letter of Article 2(d) DPD prevent the right to data 

protection? 

In the light of the aforementioned, it could be questioned why the Court of Justice did not 

discuss the liability for a legal entity such as the Spanish newspaper at all in the Google Spain 

ruling. In that connection, the particular procedural aspects of the preliminary ruling shall be 

mentioned. As the decision by the AEPD to reject the complaints regarding the liability of the 

Spanish newspaper was not appealed, it was not at issue before the Spanish court in the main 

proceedings. Hence, the Spanish court did not refer questions on the matter to the Court of 

Justice. Formally speaking, the Court was, therefore, not called upon to discuss an alternative 

controller. Even if  the Court of Justice could have made digressions from the questions 

referred it would not have changed the distribution of liabilities and, hence, the Court was 

right not to expand on responsibilities for a legal entity such as the Spanish newspaper in the 

case.126 Instead, the Court took the opportunity to explain what responsibilities a search 

engine operator has on the global market for internet searchers, which is principally more 

important.  

Perhaps the mere purpose of connecting places on the internet could make Google Inc. the 

controller. On that note, “purpose” is not a subjective criterion; it must be established 

objectively. However, the Court of Justice has explained that the purpose and means of data 

processing must not be determined by the use of written guidelines or instructions from the 

controller.127 Conversely, the mere possession of infrastructure for automatic data processing 

(such as servers) should not suffice for liability in the absence of real “control” over the 

processing.128 It cannot be concluded from the mere act of connecting places on the internet 

that a legal entity is processing data for any purpose that would be of any relevance under the 

GDPR. Because to allow the general public to find information that other legal entities have 

provided online has typically nothing to do with the purpose of making the media content 

available. Instead, platform providers and service providers can be held liable for their 

conduct under other legal frameworks forming part of the regulation of the digital internal 

market.129 Hence, the concept of “purpose” was overstretched in the Google Spain ruling and 

the teleology transformed into an arbitrary construction of the concept contrary to the rule of 

law. 

                                                 
125 See legal definition of controller in Article 4(7) GDPR.  
126 Rules of procedure Article… 
127 Case C-25/17 Tietosuojavaltuuettu, para. 67  
128 Google… Compare with liability for standard setting organisations (“seconday liability”)… along the lines of 

control and enforceability    
129 Supra note 
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Even if the Court of Justice emphasises that Google Spain concerns “search engine 

operators”, it would be contrary to legal consistency to confine its implications to this field of 

activities. Indeed, the European Commission has initiated discussions with leading providers 

of all kinds of “social media” to establish a practicable allocation of responsibilities for data 

protection.130 It is of course good legal economy to impose an obligation on the internet giants 

to respond to complaints from the general public and make illegal information unavailable 

online.131 However, it does not justify that the “control of the purpose” becomes an empty 

notion. If virtually anyone involved in the processing of personal data can be considered a 

“controller” it would no longer be possible to distinguish the “controller” from the 

“processor”. At the end of the day, the only way to safeguard both the teleology and 

consistency of EU law is to define the “controller” more conventionally, and to extend the 

scope of data protection to processing also in the context of activities of the establishment of a 

processor.132 Indeed, Article 3(1) GDPR has now made such a construction of the concepts 

possible. 

When it comes the legal entity called “processor” some kind of formal confirmation of an 

assignment is necessary for the criterion to process data “on behalf of” the controller to be 

met. As the formalities are met, a processor is appointed even if the controller has no further 

control. There are undertakings specialising in record keeping which are processing data on 

behalf of natural or legal persons without any insight whatsoever into the activities of the 

processor. However, platform providers or internet service providers such as Google Inc. 

allowing others to interact online may not have any formal approval from the users to be the 

processors. Since it is in a lexical reading of Article 4(7) and (8) GDPR difficult to classify 

such undertakings among controllers or processors and the Union seeks to make them police 

the system, an updated definition of the concepts in the GDPR would have been more than 

welcome. 

  

4.2 Chains of controllers and processors 

It is in many instances difficult to identify a singular person responsible for processing of 

data. Indeed, the use of cryptographically secure digital ledgers, allowing transfers of crypto-

collectible tokens and data processing in several independent steps poses new legal 

challenges.133 In Tietosouvaltuutettu, the Court of Justice provided answers applicable to data 

protection in such block-chains, albeit the main proceedings concerned manual data 

processing. Questions had been referred from the Finish Supreme Administrative Court in a 

case regarding a religious community that gathered personal data by means of door-to-door 

knocking. In a virtual obiter dictum, the Court of Justice explains that the joint responsibility 

of several actors does not require each of them to have access to all the personal data 

concerned.134 Hence, each person determining the purpose and means for processing in a step 

                                                 
130 Most attention on Face Book talks with Suckerberg  
131 A case is now pending before the ECJ where questions have been referred to the Court about the meaning 

more precisely of the obligation for the search engine operator to “de-reference” upon request from a data 

subject, in Case Goole Inc. v. Commission nationale de l’informatique et des libertés C-507/17.   
132 Teleology and consistency safeguards the rule of law in the EU legal order, see supra note XX. 
133 Block chain technology… See as to portability of data in Article 20 GDPR. 
134 Case C-25/17 Tietosuojavaltuuettu, supra note XX para. 69 
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in the block-chain can be held liable even if not having access to the data in other steps of the 

chain. Whereas the joint responsibility for several controllers determining the purpose and 

means for data processing regarding the same data subject in the same case broadens the 

applicability of the GDPR, it is trite that there can be several processors involved in the same 

case.  

 

4.3 Man, machine and data processing 

Considering the automation of data processing, it might be difficult to maintain the human 

control. In the dawn of self-learning machines and internet of things etc., it has become urgent 

to answer questions how abstract the “control” of the processing of personal data can actually 

be. Evidently, no one controls in practice the executions of all instructions in binary machine 

codes, and the algorithms may be too blunt to decide in each case what fair data processing 

implies. Nevertheless, the controller or processor are forced to ensure that the provisions in 

the GDPR are met since the Regulation shifts the burden of proof from the data subjects to 

them. Indeed, the need for protection of data “by design” was revealed in the Google Spain 

ruling. Consequently, Article 25 GDPR now requires the use of “appropriate technical” 

measures.135 Indeed, emerging technology is a solution to process big amounts of individual 

contracts. Whereas, “consent” and “necessity” were alternative justification grounds for data 

processing under Article 7 DPD, they are now cumulative criteria pursuant to Article 8(2) 

GDPR.136 It may often take time for parties to read through agreements and consent to data 

processing, albeit “click wrap” solutions are normally used with regard to standardised 

agreements. However, a self learning machine could enter into thousands of agreements in no 

time.  

An innovative way to protect personal data would be to recognise the machines as legal 

entities. In fact, the notion of “other body” in Articles 4(7) and (8) GDPR opens up for such a 

solution.137 However, it brings questions about access to justice and effective sanctions in its 

train.138 A machine without a consciousness in a proper sense would certainly have no reason 

to care about a social construction such as “law” and the legal frameworks would no longer be 

“normative”.139 Even if programmers could develop algorithms mimicking a consciousness, it 

would still be difficult to conceptualise “fairness” “moral” and “justice” without the human 

experience. Indeed, the meaning of “access to justice” would need to be defined in terms of 

algorithms and programmers would have to write codes akin to substantive and procedural 

norms. Instead, the European Parliament suggests a solution akin to a car insurance in a report 

from 2017, with recommendations to the European Commission on Civil Law Rules on 

Robotics.140 

                                                 
135 Recitals… 
136 As a starting point all data can be processed as long as the requirements in Article 6 GDPR are met. However, 

there are “special categories” of personal data that pursuant to Article 9(1) are not allowed to process unless an 

exemption specified in Article 9(2) can be invoked. 
137 Parlament report on robot liability 
138 Article 18 TEU and 21 EU Charter and SUPPORT But Case on establishment in the UK Ok to use law in a 

creative way KOLLA 
139 See as to legal theory in section XX above 
140 European Parliament draft report with recommendations to the Commission on Civil Law Rules on Robotics 

(2015/2103(INL)) at 6.  
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For the time being, only natural or legal persons can be held liable as controllers and 

processors.141 As a general principle, the data subject shall pursuant to Article 22(1) GDPR 

“have the right not to be subject to a decision based solely on automated processing including 

profiling, which produces legal effects for him or her or similarly significantly affects him or 

her”. However, there are important exemptions from this rule enumerated in Article 22(2) 

GDPR. According to Article 22(2)(a) GDPR it does not apply if data processing is necessary 

for entering into, or performance of, a contract between the data subject and the data 

controller. Article 22(2)(b) GDPR stipulates that Union law and domestic law can authorise 

exemptions. Article 22(2)(c) GDPR recognises that a data subject’s explicit consent justifies 

exemptions. However, exemptions in case of legal effects or similar effects are acceptable 

only as long as the rights, freedoms and legitimate interests of the data subjects are properly 

safeguarded. It is necessary that lawyers and computer scientist start working more closely 

together. Indeed, the lawyer must be able to assess whether the technology ensures data 

protection. Equally, the programmer may need legal training to ensure protection of human 

rights. 

 

4.4 Natural persons as the controller or processor  

Some words need to be said about the classification of legal entities among natural and legal 

persons. If only reading Articles 4(7) and (8) of the GDPR it may seem irrelevant whether an 

individual is considered acting in her or his private capacity or as an “economically active” 

person. However, in the context of EU law, it is necessary to casuistically determine whether 

she or he is a non-economically active person, a worker, a job seeker, or a self-employed 

person.  

A person that is not economic active but processes personal data can be a controller or a 

processor. Having said that, the GDPR does not apply to processing for strictly private 

reasons.142 Tentatively, the non-economic active person should be “established” where he or 

she resides, albeit the place where the data is mainly processed is suggested by Article 4(16) 

GDPR.143 If the individual is an employee in accordance with the secondary legislation 

specifying primary law on free movement of persons, the employer is often the controller or 

processor. However, ultimately that depends on the contractual arrangements governing the 

activities. By contrast, a self-employed person is of course normally also a controller or 

processor. In that connection, it can be be difficult to distinguish between a service and an 

establishment.144 For instance, a lawyer can be economically active in more than one Member 

State. She or he may be established in one EU Member State and provide legal services in 

another. However, depending on the circumstances the lawyer processing personal data can 

be considered having an establishment in each Member State, depending on the 

circumstances.145 

                                                 
141 See Articles 77-91 GDPR as to remedies, liability and penalties in general, and Article 82(3) GDPR as to the 

burden of proof in particular. See as to the legal framework for “codes of conduct and certification” Articles 40-

43 GDPR. 
142 Lindqvist case 
143 See supra section 4.1 regarding the problem with Article 4(16) GDPR. 
144 See particular rules for SME:s regarding regulating by design 
145 Klopp… 
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5. An adequate link between the controller or processor and the Union 

 

5.1 The basic meaning of “establishment” 

If taking a closer look at the criteria in Article 3(1) GDPR, the term “establishment” must be 

defined. Naturally, only a legal entity that meets the criteria for an “establishment” in the first 

place can constitute a primary or secondary establishment of the controller or processor in the 

Union. In accordance with the rather comprehensive body of case law from the Court of 

Justice regarding the Union concept “establishment”, recital 22 of the preamble to the GDPR 

states that and establishment “implies the effective and real exercise of activity through stable 

arrangements.” Furthermore, it manifests that the “legal form of such arrangements, weather 

through a branch or a subsidiary with a legal personality, is not the determining factor in that 

respect.”146  

In Gebhard, the Court of Justice provided a general definition in EU law of 

“establishment”.147 Questions had been referred from the Milan Bar Council in a case 

regarding the right for a German lawyer who was practicing in Italy to use the Italian title 

“avvocato”. In brief, the Court of Justice first provided interpretative data to decide whether a 

person under circumstances such as those in the case provides a service or has set up an 

establishment. It explained that “establishment” is a broad concept “allowing a Community 

national to participate, on a stable and continuous basis, in the economic life of a Member 

State other than his State of origin and to profit therefrom, so contributing to economic and 

social interpenetration within the Community in the sphere of activities as self-employed 

persons.”148  

As to whether the economic activity in the host State is stable and continuous, it needs to be 

answered casuistically with particular regard to the activity’s regularity, periodicity and 

continuity. Indeed, the Court has reiterated that the activity “has to be determined in the light, 

not only of the duration of the provision of the service, but also of its regularity, periodicity or 

continuity.”149 In subsequent case law regarding the duration of an activity, the Court has 

explained that a fixed time frame or limited period of performance tells in favour of a 

“service”.150 Moreover, the self-employed natural person or the “company or firm” within 

meaning of Article 54 TFEU must have a “real and effective activity” in the host Member 

State.151 On that note, it is important to establish also whether the person has infrastructure 

there.152  

                                                 
146 It mimics the recital XX of the preamble to the DPD. 
147 Case Gebhard C-55/94 FULL REF… paragraph 25 with ref to case 2/74 Rayners… At the time the Service 

Directive had not been adopte which would otherwise have applied in the case 
148 Case Gebhard C-55/94 FULL REF… paragraph 25 with ref to case 2/74 Rayners… At the time the Service 

Directive had not been adopte which would otherwise have applied in the case 
149 Case Gebhard supra note para 27. 
150 See e.g. Case C-196/87 Stayman, and Case C-456/02 Trojan XXX 
151 CASE IN SUPPOT XX REAL AND EFFECTIVE 
152 Support… As to the concept “self-employed person” see case XXX and as to the concept of “legal person” 

see XXX  
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In the Schnitzer ruling the Court of Justice answered questions that were referred in a case 

where a Portuguese company had been appointed to perform large plastering works in 

Germany. In its preliminary ruling, the Court of Justice clarified that a cross-border activity 

within the Union cannot be classified among “establishments” on basis of the “mere fact that 

a business established in one Member State supplies identical or similar services in a repeated 

or more or less regular manner in a second Member State, without having an infrastructure 

there enabling it to pursue a professional activity there on a stable and continuous basis 

[…].”153 However, it may still be a service if the person “has equip himself with some form of 

infrastructure in the host Member State (including an office, chambers or consulting rooms) in 

so far as such infrastructure is necessary for the purposes of performing the services in 

question.”154 

Along the lines of evolutionary consistency, the concept of “establishment” that was 

originally defined under primary EU law continues to develop within the ambit of secondary 

legislation. However, for instance gambling services largely escape the scope of secondary 

legislation and resort must still be had to primary internal market law and Articles 56-62 

TFEU.155 Then again, the Service Directive 2006/123/EC, which became effective in all EU 

Member States after some ado, approximates domestic laws with regard to the provision of 

services. It also sets “a floor” of equal treatment in the Union as to establishments of service 

providers.156 Furthermore, there is an abundance of Directives regarding specific fields of 

activities that may adapt the meaning of “establishment” albeit not contradict its general 

definition. For instance, electronic communication services, security services and transport 

services as well as the establishment of providers of these services, are subject to specific 

measures.157 Naturally, the term “establishment” applies in a consistent way also under the 

GDPR.  

 

5.2 An establishment of the controller or processor 

As mentioned, the establishment “of” a controller or a processor, may imply either that the 

controller or a processor is established in the Union, or that an affiliated person is established 

there. When deciding whether a legal entity is affiliated with the controller or processor, 

formalities such as entries on the companies register are but circumstances to be taken into 

account.158 Instead, legal consistency and equal treatment of situations alike are the guiding 

stars.  Furthermore, the mere fact that the personal data is processed in the context of the 

activities of an undertaking in the same group as that to which the controller or processor 

belongs, does not suffice for the Regulation to apply in a lexical construction of Article 3(1) 

GDPR. Because it applies only if the undertaking is an establishment of the controller or 

processor. 

                                                 
153 Case C-215/01 Schnitzer para 40 XXX Case-422/02 Caixa Bank 
154 Case Gebhard supra note para 27. 
155 Gambling case e.g. Bwin! 
156 Full ref Service Directive 2006/123/EC Doctrine…. 
157 Directives on electronic communication services 2002/19/EC and recital 20 Service Directive… 
158 Support 
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In order to decide whether the legal entity is an establishment of the controller or processor it 

is necessary to determine whether the controller or processor is actually the “controlling 

undertaking”. Along the lines of consistency, recital 37 of the preamble to the GDPR states 

that “the controlling undertaking should be the undertaking which can exert a dominant 

influence over the other undertakings by virtue, for example, of ownership, financial 

participation or the rules which govern it or the power to have personal data protection rules 

implemented. An undertaking which controls the processing of personal data in undertakings 

affiliated to it should be regarded, together with those undertakings, as a group of 

undertakings.” Then again, the Regulation does not apply pursuant to Article 3(1) GDPR in 

case data is processed in the context of the activities of a “controlling” or not “controlled” 

undertaking in the Union, when neither the controller nor the processor is established in the 

Union. Because, if data is processed in the context of the activities of an establishment that is 

controlling or not controlled by the controller or processor it is not an establishment of that 

person. Returning briefly to Google Spain, Google Spain SA was a “subsidiary” of Google 

Inc. More precisely, it was an establishment controlled by Google Inc., selling advertisement 

space in Spain on the search engine’s website under the national Top Level Domain (TLD) 

.es. 

 

5.3 E-commerce and the “composite establishment”  

Perhaps the meaning of “establishment” should in the economic context of e-commerce no 

longer be confined to merely real and effective off-line activities in a stable and continuous 

way. Even if internet giants such as Google Inc. may have off-line offices in most Member 

States, online traders often direct their offers also to States where they do not have such an 

establishment. Normally, these activities are conveniently classified among “services”, but 

along with the technological development, it can be asked why a stable and continuous online 

participation in the economic life of a Member State should not constitute an “establishment” 

there. Perhaps an online trader could at least be considered established in a targeted Member 

State when the person has computer support infrastructure (such as servers) situated in that 

State. In Dickinger and Ömer, the Court of Justice implicitly answered that question in the 

negative.159 

A Maltese holding company, owned by an Austrian company, had two subsidiaries running 

websites for games of chance and sporting bets available at the web address www.bet-at-

home.com. Games of chance such as poker, baccarat and roulette could be played for 

unlimited stakes on the website in English, Italian, German and other languages, but not in 

Maltese. Indeed, the website was also directed to Austria where the parent company was 

established. According to Austrian law, the State has a monopoly to organize games of chance 

even though the monopoly may be transferred through concession to a limited liability 

company. As the Maltese companies had not obtained a concession for running www.bet-at-

home.com, criminal proceedings were brought against the two directors of the Austrian parent 

company. 

                                                 
159 Case C/347/09 Dickinger XXX full ref. 
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Even if Dickinger and Ömer primarily concerned free movement of services in the Union, the 

case also brought questions about the difference between services and establishments to the 

fore. In Austria, the parent company provided the Maltese companies with a server and it also 

continuously updated the software and maintained the website located at www.bet-at-

home.com. With a view to distinguish “services” from “establishments” in the context of e-

commerce, the Court of Justice recognised that “the mere fact that a provider of games of 

chance marketed over the internet makes use of material means of communication supplied by 

another undertaking established in the host Member State is not in itself capable of showing 

that the provider has, in that Member State, a fixed establishment similar to an agency, which 

would have the consequence that the Treaty provision on freedom of establishment would 

apply.”160 Obviously, the case did not concern data protection but the line of reasoning sat 

uncomfortably with Article 4(1)(c) DPD making the place for equipment decisive for data 

protection. For the sake of consistency, Article 3(1) GDPR now knows of no corresponding 

provision. 

Whereas the main reasoning of the Dickinger and Ömer Court was uncontroversial, it added 

an explanation of the concept “establishment” that opened up for a questionable legal 

development. According to the Court of Justice, an operator can be considered established in 

a Member State where it has a “commercial relationship” with an established operator or 

intermediary. It suffices to act “through a permanent presence in the host Member State, 

which may be done by means merely of an office managed by a person who is independent 

but authorized to act on a permanent basis for the operator, as would be the case with an 

agency.”161  

In the light of the case law of the Court of Justice regarding e-commerce, “establishment” of 

the controller or processor seems to embrace a wider range of controlled legal entities than 

“subsidiaries.” In Weltimmo, the Court confirmed that the criteria provided in the Dickinger 

and Ömer ruling shall apply in cases regarding protection of personal data in the context of e-

commerce.162 According to the facts in the main proceedings, a Slovak company Weltimmo s. 

r. o. (Weltimmo) was running websites under the TLD .hu for trade in property situated in 

Hungary. It had a representative in Hungary taking care of its legal and administrative matters 

there. However, the Slovak company had ignored requests from mainly Hungarians who 

advertised their property on the .hu website, to remove personal data regarding them from the 

site. Since the advertisers had to pay a fee after some time unless they removed their data 

from the website themselves, they lodged complaints with the Hungarian DPA against the 

controller. Eventually, the DPA decided that the controller Weltimmo s. r. o. (Weltimmo) had 

infringed Hungarian law transposing the DPD, by not acting upon the requests from the 

advertisers.163 Hence, the Slovak company Weltimmo brought actions before a Hungarian 

court and claimed that the DPA lacked jurisdiction because Hungarian legislation could not be 

                                                 
160 Case C/347/09 Dickinger XXX para 34. Since the case did not concern data protection Article 4(2) DPD did 

not apply, see supra section XX.  
161 Case C/347/09 Dickinger XXX para 35. See also the concept of intermediaries in e-commerce E-commerce 

Directive etc see Kommerskollegium repport…  
162 Case Weltimmo C-230/14 EU:C:2015:639. 
163 Case Weltimmo C-230/14 supra note XXX, paras 15-18. 
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applicable in a case where the controller had no registered office or branch established in the 

country.164 Eventually, the case reach the Supreme Court of Hungary and it was considered 

necessary to ask the Court of Justice for clarifications regarding the scope of Article 4(1)(a) 

DPD. 

In its ruling, the Court of Justice first referred to the preamble of the Directive, and explained 

that the concept of “establishment” requires a flexible definition which “departs from a 

formalistic approach whereby undertakings are establishes solely in the place where they are 

registered”.165 Furthermore, guidance was provided about how to decide whether a controller 

(or a processor) is established in another Member State than that where it has its registered 

seat. According to the Court, the degree of stability of the arrangement “must be interpreted in 

the light of the specific nature of the economic activities and the provisions of service 

concerned”.166 It is true particularly for undertakings offering services exclusively over the 

internet.167 According to the Court, the activities consisted “at the very least, of the running of 

one or several property dealing websites concerning properties which are situated in Hungary, 

which are written in Hungarian and whose advertisements are subject to a fee after a period of 

one month. It must therefore be held that the company pursues a real and effective activity in 

Hungary.”168   

In addition to the activities of Weltimmo, the Court recognised in the light of the objectives to 

be pursued by the DPD “consisting in ensuring effective and complete protection of the right 

to privacy and in avoiding circumvention of national rules, that the presence of only one 

representative can, in some circumstances, suffice to constitute a stable arrangement if that 

representative acts with a sufficient degree of stability through the presence of necessary 

equipment for provision of the specific services concerned in the Member State in 

question”.169 Indeed, the Court emphasised that Weltimmo had appointed a legal 

representative who was “mentioned in the Slovak company register with an address in 

Hungary and who was sought to negotiate the settlement of the unpaid depths with the 

advertisers”.170 Furthermore, the representative in Hungary, served as a point of contact in 

that Member State between the controller and the data subjects in administrative and judicial 

proceedings. Evidently, the legal consultant had a bank account in Hungary for the recovery 

of Weltimmo’s debts, as well as a letter box for “the management of its everyday business 

affairs.”171 Hence, the Court concluded that the criteria in Article 4(1)(a) DPD were met when 

“the controller exercises, through stable arrangements in the territory of that Member State, a 

real and effective activity – even a minimal one – in the context of which” the data is 

processed.172 

                                                 
164 See the list of questions referred in Case C-230/14 Weltimmo para. 14. 
165 Case Weltimmo C-230/14 supra note XXX, para. 29. 
166 See recital 19 in the preamble to the DPD discussed above.  
167 Support in Weltiommo… 
168 Case Weltimmo C-230/14 supra note XXX, para. 32. 
169 Case Weltimmo C-230/14 supra note XXX, para. 30. 
170 Case Weltimmo C-230/14 supra note XXX, para. 33. 
171 Ibid. 
172 ECJ narrows down the applicability of the answer as is refers backs to the fact in the case when providing 

data for how to establish such an activity… 
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Notably, the Court of Justice explained in Weltimmo that a controller (or processor) can be 

established in a Member State through stable arrangements in the territory of that Member 

State. That is different from having a subsidiary or controlled undertaking in a business group 

there. Indeed, it would have been counterintuitive to the minimum level of control required in 

EU business law to consider the legal representative in Hungary a subsidiary of the online 

trader. Instead, the Court of Justice recognised a composite establishment consisting of the 

online presence under the TLD .hu and a stable off line arrangement though an appointed 

representative.  

It is of course controversial that two legal entities become one and the same establishment 

because of a “commercial relationship” between a trader and an independent appointed 

representative. Evidently, that makes both the trader and the representative established 

together. Because, a one-sided and asymmetric composite establishment in a Member State 

would run counter to the basic requirement enshrined in Article 7 TFEU to ensure system-

coherency. Perhaps that is not intended, but then again the alternative is an inconsistent legal 

framework. In the light of horizontal consistency, the composite establishment is at least to 

say problematic when also taking for example tax law-, labour law- and insurance law into 

account.  

If the idea of composite establishments is accepted, the construction of “exercising a real and 

effective activity” – even a minimal one – in the context of which the data is processed is 

problematic.173 It perpetuates the question why Weltimmo was considered “acting through 

stable arrangements” of the appointed representative in Hungary when it was trading in real 

estate. True, legal disputes and the recovery of depths became part of Weltimmo’s business 

reality. And this may very well be the case for many traders processing data in the course of 

e-commerce. But, according to the facts in the case, the Slovak company traded in real estate 

online. In contrast, the representative in Hungary was running a legal office and served as a 

point of contact between the controller and the data subjects in administrative and judicial 

proceedings. Hence, Weltimmo was arguably not exercising a “real and effective activity” 

through its legal representative in Hungary that was not involved in the company’s core 

business. Whereas the Austrian owners in Dickinger and Ömer assisted undertakings in a 

business group to provide online gambling services in the country, the legal representative in 

Weltimmo did not assist the Slovak client to provide online advertisements for real estate in 

Hungary. Indeed, the Weltimmo Court seems to suggest that all kinds of economic activities 

in relation to a business constitute a “real and effective activity” of a controller running a 

website. Alternatively, the Court would implicitly suggest that the “real and effective activity” 

of Weltimmo was to recover depths from advertisers who did not delete their own data on 

time. 

Generally speaking, a legal representative in a Member States processing data “on behalf” of 

a controller who does not have an off line presence in that State, is the processor in the line of 

activities. As mentioned, processors can be held immediately liable for the infringement of the 

right to data protection ever since the GDPR became directly applicable as law across the 

Union. Hence, it is easily believed that this has made it redundant to overstretch the concept 

                                                 
173 Case Weltimmo C-230/14 supra note XXX, paras. 34-41. 
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of “establishment of the controller” as the Court of Justice allegedly did in the Weltimmo 

ruling. However, there are of course practical and economic reasons why the data subjects in a 

case such as Weltimmo would prefer to bring actions against the controller and not against its 

processor. Anyhow, by merging the legal entities into a composite establishment in the name 

of teleology, the Court of Justice has arguably created an inconsistency in the scheme of the 

GDPR. Indeed, the composite establishments in the context of e-commerce is a legal 

anomaly. As initially stated it would perhaps be better to recognise a category of online 

establishments instead of venturing down the path of mixed composite establishments in EU 

law. Even if Weltimmo concerned an intra-Union situation, the same reasoning should apply 

when a controller or processor established in a third country is acting through stable 

arrangements in a Member State in order to ensure an internally and externally consistent 

protection.  

 

5.4 Access to justice and the composite establishment  

A contributing factor to the reasoning of the Court of Justice in Weltimmo was the access to 

justice.174 Indeed, without the possibility to lodge a complaint with a national data protection 

authority in the language spoken in the targeted Member State, access to justice could have 

been obstructed to the extent that the data subjects no longer effectively enjoyed a right to 

protection.175 If the data would actually not have been considered processed in the context of 

the activities of an establishment in Hungary, and Hungarian law would not have applied, the 

Hungarian DPA would not have been entitled to deal with the complaints lodged by the data 

subjects. Instead, the Hungarian DPA should then refer the case to the Slovak DPA who had 

jurisdiction. If so, the data subjects would have needed to communicate with the foreign 

authorities. Even if the Hungarian DPA could investigate whether the conduct of Weltimmo 

infringed upon the data subjects’ legal rights, it would have no jurisdiction to impose 

sanctions such as a penalty fee on the controller, unless it could establish that domestic law 

applied.176 However, things have now changed as the GDPR entered into force on 25 May 

2018.177  

Up until now the national authorities and courts could apply domestic law approximated by 

the DPD only in cases there was a sufficient link between the controller and the Member 

State. Conversely, the GDPR applies as soon as there is a sufficient link between the 

controller or processor and the Union irrespective of the geographical borders of the Member 

States.  Obviously, the jurisdiction of national authorities and courts applying the GDPR is 

confined to the same territory as that covered by the domestic legislation approximated by the 

DPD. However, the Regulation facilitates cooperation between the national DPA:s as well as 

the administration of justice as it applies irrespective of where in the Union the legal subjects 

are. As it is virtually immaterial for the applicability of the GDPR whether the personal data 

has been processed in the context of activities of an establishment in one EU Member State or 

                                                 
174 EU Charter Article 41… 
175 Weltimmo paras 26 and 44-45… Compare with the effects of the EU Charter and teleology supra note… 
176 Weltimmo para 57. Article 28 DPD 
177 Supra note XXX administrative cooperation between the DPAs… 
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the other the national DPA:s have overlapping jurisdictions which involves a need for more 

coordination. There is of course practical considerations which may determine the distribution 

of labour between national DPAs and the EDPS, such as success rate, lawyering and resource 

allocation.178 However, the applicability of the GDPR is no longer conditioned on the fact that 

the data has been processed in the context of the activities of an establishment on the territory 

of the Member State as long as the controller or processor has an establishment in the 

Union.179 Hence, it is possible for national authorities and courts to steer clear from the 

derailing reasoning regarding composite establishments in cases concerning intra-EU e-

commerce. There is no need to cogitate composite establishments if controllers or processors 

have their main establishments or subsidiaries conventionally defined in one of the Member 

States.180   

In contrast to what applies regarding intra-EU e-commerce, the Weltimmo ruling is relevant 

for controllers and processors having neither a main establishment nor a subsidiary in the 

Union. Indeed, EU law applies as soon as the online trader has appointed an “independent but 

authorised” representative in a Member State that measures up to the epithet “stable 

arrangement”. For instance, a controller or processor in Switzerland needs to abide by the 

GDPR to the extent that it can be considered acting through a stable arrangement in the 

Union. It may be surprising for those who have decided not to have an establishment in the 

Union, or who have not even contemplated the matter, that they are, nevertheless, established 

in an EU Member State on basis of the mere fact that they have appointed a consultant in that 

State. Evidently, the same applies to individuals, undertakings, public bodies and international 

organisations. 

 

5.5 Data processing in the context of the activities of an establishment  

Article 3(1) GDPR extends the applicability of the Regulation beyond situations where data 

processing forms part of the activities of an establishment of a controller or a processor in the 

Union. In order to avoid a tautology, “processed in the context of activities of the 

establishment” should mean something else than “processed within the activities of the 

establishment”. Indeed, the Court of Justice has clarified that personal data can be processed 

in the context of the activities of an establishment even if the data is not processed by that 

establishment.181 It is trite that the activities of the Spanish sales office in Google Spain were 

different from the internet giant Google Inc.’s resolution of internet searches under the TLD 

.es. Whereas the data was processed by machines belonging to Google Inc., Google Spain was 

merely selling advertisement space in Spain on the search engine’s website under the TLD 

                                                 
178 See as to the cooperation between DPAs and the EDPS i.e. in Articles 55-62.  
179 Also within the Union the question referred by the French Supreme Court Consil d’État in C-507/17, supra 

note XX about the need to deploy de-referencing under all TLD:s is obsolete since the answer is per definition in 

the affirmative since the GDPR applies in all domestic jurisdiction (and the answer that is expected from the 

Court of Justice cannot apply to the entire world). 
180 Definition “main establishment” EU law…   
181 Google Spain para? ECJ recognizes this in Weltimmo para 35 In fact, this view on the place for data 

processing was expressed already in the Communication from the European commission to the European 

Parliament, the Council, the Economic and Social Committee and the Committee of the Regions, A 

comprehensive approach on personal data protection in the European Union, COM(2010) 609 final, p. 11. 
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.es. Similarly, the activities of the “independent but authorised” representative of Weltimmo 

in Hungary differed from Weltimmo’s trade in property located in Hungary under the TLD 

.hu. Nonetheless, the personal data was processed in the context of Google Inc.’s subsidiary 

as well as in the context of the activities of Weltimmo and its representative that had become 

one.  

Although Article 3(1) GDPR indisputably extends the territorial scope of the Regulation 

beyond situations where data is processed by an establishment of the controller or processor in 

the Union, this construction of the provision does not identify a stopping point for how 

abstract the connection between the establishment’s activities and the processing of data may 

be. Arguably, processing of personal data “in the context of the activities” should require 

something more than the mere fact that data has been processed by someone in a business 

group. Normally, not everything that happens within the stipulated control of a US company 

is regarded as taking place in the context of the activities of a European subsidiary and vice 

versa. However, in spite of the fact that Google Spain had nothing to do with the processing 

of data, the Court of Justice maintained, at the risk of exceeding its competences by deciding 

the case on the facts, that the resolution of the online searches constituted “processing of 

personal data in the context of the activities of an establishment of a controller” in the 

Union.182 Pursuant to the reasoning in Google Spain, the meaning of data processing “in the 

context of the activities of” an establishment of a controller or a processor becomes somewhat 

esoteric.  

On the surface, it may seem as if the Court of Justice extended the applicability of Spanish 

law transposing Article 4(1)(a) DPD beyond the territory of the Member State and the entire 

Union.183 Indeed, the preliminary ruling stirred quite a debate about “extraterritoriality” of EU 

law.184 It has occasionally escalated in an even more delicate discourse on “digital 

colonialization”.185 In a closer look, however, the Court confirmed its jurisdiction within the 

Union. As long as there is an establishment “of” the controller or processor in the Union, the 

GDPR will apply irrespective of whether or not the data is processed by that very 

establishment. 

Naturally, it would be more convincing to apply GDPR only when the data is processed in the 

context of the activities of an establishment in the Union that is actually involved in the data 

processing. At the same time, that would make it too easy to circumvent the scope of the 

Regulation by (re)organisation of the ownership of the servers used to processing the personal 

data. As the place for the processing is irrelevant for the applicability of the GDPR, evidences 

of that an establishment in the Union is actually involved in the data processing cannot be 

                                                 
182 Similarly, the main proceedings in Weltimmo concerned the controller’s refusal to delete from a website the 

personal data that was not processed by the legal representative in Hungary. 
183 See e.g. M. Gömann, The New Territorial Scope of EU Data Proetctin Law: Deconstructing a Revolutionary 

Achievement. 54 COML Rev. (2017) 567-590. 
184 Compare with P. Blume, Extraterritoriality in Data Privacy Law, Ex Tuto Publishing, 2013. D J B 

Svantesson, Extraterritoriality and targeting in the EU data privacy law: the weak spot undermining the 

regulation, International Data Privacy Law, 2015, Vol. 5, No 4 at 226.  C. Kuner, Extraterritoriality and 

regulation of international data transfer in EU data protection law, International Data Privacy Law, 2015, Vol. 

5, No 4 at 235. WTO rounds and resistance from developing countries… 
185 Chech in what article… 



Claes G. Granmar 

 

35 
 

required.186 Nevertheless, the broad meaning of “processing in the context of the activities of 

an establishment of a controller or a processor” is far from unproblematic from a rule of law 

perspective.187 It is so open ended that it is in practice very difficult to distinguish from 

extraterritoriality.188   

It follows from all the aforementioned, that merely a vague link to an EU Member State is 

required for a natural or legal person to be held liable as a controller or a processor under EU 

law. Indeed, the vagueness of the meaning of “processing in the context of the activities” is 

problematic. It brings questions about legitimacy of the territorial scope of the GDPR in its 

train. Teleology, consistency and the effet utile of law may tell if favour of flexible legal 

concepts. However, it would be appropriate in the name of foreseeability and the rule of law, 

to require some connection between the establishment in the Union and the processing of 

data.  

 

6. An adequate link between the data subject and the Union 

 

6.1 Does everyone have the same right to data protection in the Union? 

Notably, the Member States have urged the Union institutions to afford everyone protection of 

their personal data in accordance with Article 16 TFEU and Articles 7 and 8 of the EU 

Charter. Indeed, in Weltimmo, the Court of justice confirmed that the nationality of the data 

subject should be of no relevance for the application of domestic law within the scope of the 

DPD.189 It is now stated somewhat enigmatically in the second recital of the preamble to the 

GDPR, that the “principles of, and rules on the protection of natural persons with regard to the 

processing of their personal data should, whatever their nationality or residence, respect their 

fundamental rights and freedoms, in particular their right to the protection of personal 

data.”190 However, it is clear that the GDPR applies irrespective of a person’s citizenship or 

residence. As a starting point, the traveller visiting a Member State for a day, or even just 

spending some hours in an airport within the Union, should enjoy the same rights as the EU 

citizen.  

Pursuant to Article 3(1) GDPR, it is immaterial on the whole whether the data subject is in the 

Union. Instead, the Regulation shall apply as soon as the criteria discussed in section 5 are 

met. Having said that, one might wonder if the Google Spain Court would have construed the 

wordings “processing of personal data in the context of an establishment” as broadly as it did 

in that case, if the data subject would have been a tourist from Japan instead of a Spanish 

citizen. Arguably, the fact that the data subject was an EU-citizen makes it easier to accept the 

                                                 
186 Case Weltimmo C-230/14 supra note XXX, paras. 34-41. 
187 Supra note… 
188 See the skepticism of the Union towards extraterritoriality of third countries’ data protection laws, recital 115 

in the preamble to the GDPR. Pursuant to the principle of reciprocity in international law this applies conversely 

also to EU law. 
189 Weltimmo para XXX 
190 See as to the ”principles” of data processing in Article 5 GDPR… and as to the “lawfulness” of processing in 

Articles 6-9 and 11 GDPR… Principles seems to refer to EU Charter and fundamental principle of conferral etc 

discussed above… 
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ruling. Even if there is no social contract between the Union and its citizens, it consists of its 

people. Indeed, t is far from foreign to derive support for a special treatment of the EU-

citizens and for people residing in a Member State from the overall legal and institution EU 

ramification.191 On the contrary, the EU and its Member States are compelled to promote the 

interests of the EU-citizens, both within the Union and externally “in relation with the wider 

world”.192 Nevertheless, equal treatment beyond any link between the person and the Union is 

praiseworthy. 

In practice, it is of course questionable whether everyone can actually access justice in the 

Union. Without going in-to details regarding administrative rules, regulations and routines it 

is unlikely that national DPAs in the Union unreservedly accept complaints from persons who 

are neither citizens of the Member State, nor residing in the State, or having any link to the 

jurisdiction, in particular if the controller or processor has its main establishment in a third 

country. However, the GDPR provides a specific regime on effective judicial remedy in the 

Union. Article 79(2) GDPR stipulates that proceedings shall be brought against a controller or 

a processor “before the courts of the Member State where the controller or processor has an 

establishment. Alternatively, such proceedings may be brought before the courts of the 

Member State where the data subject has his or her habitual residence, unless the controller or 

processor is a public authority of a Member State acting in the exercise of its public 

powers.”193 These rules take precedents over the generally applicable forum rules under IP 

law.194 Hence, if the data subject has her habitual residence in Melbourne, Australia, and an 

Australian undertaking having a legal representative in Sweden processes her personal data, 

she could bring legal actions under the GDPR before either a Swedish court or an Australian 

court.       

As mentioned, the place where the data subject was at the time for the processing of the 

personal data is immaterial for the applicability of the Regulation pursuant to Article 3(1) 

GDPR. In contrast, the location of the data subject is pivotal in accordance with Article 3(2) 

GDPR. Pursuant to that provision, the GDPR applies only when the data subjects are in the 

Union. Whereas the scope of Article 3(2)(a) GDPR turns on the meaning of “offering of 

goods or services”, the scope of Article 3(2)(b) GDPR is conditioned on the meaning of 

“monitoring”.195 When analysing these provisions, digressions into procedural aspects are 

inevitable.   

 

6.2 Commercial offers directed to data subjects in the Union 

When it comes to Article 3(2)(a) GDPR, international e-commerce is indisputably the case in 

point. Even if it stipulates that the Regulation shall apply “irrespective of whether payment of 

                                                 
191 Social charter 
192 See supra section 3.4 consistency teleology Articles 3(3) and 3(5) TFEU 
193 Recitals 
194 Brussels I and II 
195 Pursuant to Article 9(1) GDPR, see supra note XX, processing “of personal data revealing racial or ethnic 

origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of 

genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or 

data concerning a natural person’s sex life or sexual orientation shall be prohibited.” 
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the data subjects is required”, the “offering of goods or services” normally forms part of 

commerce.196 Furthermore, since the buyers are in the Union and the sellers are established in 

third countries, it is plausible in these times of digitalisation that they often trade on digital 

platforms. Indeed, the protection of personal data forms part of the utterly diverse field of EU 

“consumer law” and therefore, horizontal alignment with other rules in this area of law is 

necessary.197 Linguistically and systematically, the concept of “offering of goods or services” 

used in Article 3(2)(a) GDPR should be synonymous with “directing commercial offers to 

consumers”. In that connection, the leading authority on the meaning of “directing an online 

activity to a Member State” is the preliminary ruling in joined cases Peter Pammer and Hotel 

Alpenhof.198 In that case, the Court of Justice explained some provisions in the Regulation 

governing jurisdiction and enforcement of judgements in civil and commercial matters in the 

Union. More concretely, Peter Pammer and Hotel Alpenhof online trade in “package 

travels”.199 In brief, the EU residents concerned in the main proceedings had bought packages 

of transport, accommodation and other tourist services online from traders in other Member 

States. In its preliminary ruling, the Court clarified under what conditions they could bring 

legal proceedings in the Member State where they were domiciled in their capacity as 

“consumers”. Even if the reasoning cannot be immediately applied to Article 79(2) GDPR 

that takes precedent over general IP law, the Court provided interpretative data for deciding 

whether an internet trader is “directing its activity to the Member State of the consumer’s 

domicile.” 

It follows from the reasoning of the Court in Peter Pammer and Hotel Alpenhof that the 

intention of the trader is decisive for determining whether the activity is directed to a Member 

State. Indeed, a controller or a processor cannot be found to be offering the consumers in the 

Union goods or services online, without any evidence that the online trader has intended to do 

that. However, such an “intention” shall be established objectively, and is not a subjective 

criterion. This sits well with the concept of “objective intention” known from EU competition 

law. Hence, the supposition that the processing activities are related to the offering of goods 

or services to data subjects in the Union must be derived from objective facts, as opposed to 

evidence of the actual state of mind of a person involved in the trade at a certain point in 

time.200 In Peter Pammer and Hotel Alpenhof, a non-exhaustive list was provided on matters 

that may be taken into account when determining whether an activity is directed to a Member 

State. 

Naturally, the mere fact that the data subject can access a website in a Member State is 

insufficient to establish that a controller or a processor directs offers to the territory of that 

State.201 Instead, the overall impression of the information provided at the website should be 

decisive. Unsurprisingly, relevant facts are, for example, the language versions of the website, 

                                                 
196 Judgement of 26 April 1988, Bond van Adverteers and Others v. The Netherlands, C-352/85 XXX para. 16.  
197 See definition of offering goods and services in Directive (EU) 2015/1535 Article 1(1)... Overview Spephen 

Weatherill  
198 Joined Cases Peter Pammer v. Reederei Karl Schlüter GmbH & Co KG C-585/08 and Hotel Alpenhof GesmH 

v. oliver Heller C-144/09 XXX 
199 Regulation No 44/2001 (Brussesl I)??? etc in Pammer… continuity of earlier legal frameworks required along 

the lines of evolutionary consistency in para. 8 of the Case… 
200 Concept of “minded” para XXX Alpemhof 
201 Recital 23 of the preamble to the GDPR… Alpenhof para… 
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the currency that can be used to purchase the goods or services, the TLDs under which the 

website can be found, contact information such as telephone numbers and addresses and any 

“mention of an international clientele composed of customers domiciled in various Member 

States.”202 Furthermore, the Court stated that information enabling trade in the country where 

the trader is located is of no relevance, when proving intention to direct the offer to another 

country.203 For example, if a controller or a processor established in Australia has a website 

with contact information in English, it does not per se imply that the activities are directed to 

Ireland. By contrast, if the same Australian company has a website in German and it is 

available under the TLD .de, it is difficult not to conclude that it is directed to data subjects in 

Germany. Having said that, within the ambit of Article 3(2)(a) GDPR, the applicability of the 

Regulation must be established casuistically, considering all relevant facts in the individual 

case.      

 

6.3 Some commentary on the location of the data subject 

As mentioned, when reading Article 3(2)(a) GDPR in conjunction with the definition of “data 

subject” in Article 4(1) GDPR, it seems evident that “data subjects in the Union” means all 

EU citizens, everyone residing in a Member State, and anyone who happens to be in the 

Union.204 These provisions shall be interpreted and applied in a teleological and systematic 

way.205 On that note, there is no support in EU law for confining the scope of protection for 

EU citizens in e-commerce, on basis of the actual place from where the consumer accesses a 

website. To the contrary, in Peter Pammer and Hotel Alpenhof the Court only discussed the 

fact that the online trader “directed its activities to the Member State of the consumer’s 

domicile”.206 It is true that Peter Pammer and Hotel Alpenhof primarily concerned procedural 

aspects of Union law on consumer protection, but as mentioned it addresses also substantive 

law. It transpires from the reasoning of the Court in that case that an EU citizen who qualifies 

as a consumer in EU law is entitled to bring legal proceedings in his or her Member State of 

domicile, irrespective of whether the website has been accessed from the very same Member 

State. Hence, if a German citizen goes to Thailand on holiday and purchases a pair of 

sunglasses while there online from an Australian online trade offering the goods under the 

TLD .de, the consumer can bring actions against the Australian company before a German 

court. If the German court cannot apply the GDPR since the data subject was in Thailand 

when the personal data was processed, there seems to be an inconsistency in the Union legal 

order. Having said that, the case in point under Union consumer law is of course that the 

natural person acting in her or his personal capacity is in the Union at the time for the act of 

purchasing. Furthermore, there is nothing hindering the German court in the example given 

above from applying whatever applicable rules regarding data protection there might be in 

Thailand. 

                                                 
202 Alpenhof para 
203 Alpenhof para… 
204 See also recital 14 in the preamble to the GDPR. 
205 See Article 2(2)(a) GDPR e contrario. See also supra note XX vertical consistency… 
206 Supra note XX 
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Probably, the term “being in the Union” refers to a physical place, as opposed to an internet 

domain. However, more clarifications from the Court of Justice in those regards would be 

welcome.  In the future, if the Court would confirm that the GDPR applies only to those who 

are physically in the Union, it also needs to explain exactly when the data subject must be 

present. In other words, the issue pertains to what the burden of proof is for the processor or 

controller. It might be necessary to show that the data subject was in the Union at the moment 

when a machine processes the personal data or when a person lodges the complaint with the 

DPA.  

Tentatively, the temporal criterion of Article 3(2)(a) should carry different weight in different 

situations. Indeed, the location of an EU citizen may be of little relevance in an online 

environment. In case a controller or a processor directs commercial offers to the market in a 

Member State and the website can be accessed from places outside the territory of that State, 

it might not be necessary to prove that the EU citizen was in that State e.g. when accessing the 

website.207 So much is clear that, since the GDPR applies as soon as the data subject is “in the 

Union” it is irrelevant whether a website is accessed from one Member State or another at the 

time. Therefore, it would be a rather tangible inconsistency in the Union legal order if the 

GDPR could not be invoked only because the website was accessed from a place in a third 

country. Similarly, the continuous connection between a person residing in a Member State 

and the Union could reduce the importance of the actual place for access under Article 3(2)(a) 

GDPR.  

Since “data subjects” are referred to in plurals in Article 3(2)(a) GDPR, it could arguably 

suffice to show that the data subject is likely to be in the Union, or “typically” is there at the 

time. If the relevant population is EU-citizens, the typical place is simply somewhere in the 

Union. Similarly, in case the population is non-EU-citizens residing in the Union, the 

Regulation could apply as soon as the data regarding the person is processed at some point 

during the time when she or he is formally residing in a Member State and perhaps some time 

thereafter. In contrast, not everyone who has been in the Union can claim protection under EU 

law. Hence, when it comes to data subjects which are neither EU-citizens, nor EU-residents, it 

is relevant to show that the person was in the Union at a time that the Court of Justice needs to 

specify. Naturally, this approach would not be discriminatory since the links between the data 

subjects and the Union differ and, hence, the natural persons concerned are not in equivalent 

situations. After all, the teleology of EU law suggests a broader scope of protection for EU 

citizens and those residing in the Member State than for persons without such a link to the 

Union.208 Having said, not to afford natural persons merely visiting the Union protection at all 

could translate into unacceptable data processing activities in the course of trade on the Union 

soil. With new technology, it is often easy to establish where a person was at a given time and 

a traveller showing evidence of being in the Union at the relevant time could invoke the 

GDPR. 

                                                 
207 See the as to the understanding of “offering goods and service” in Article 3(2)(a) GDPR as an aspect of 

“directing activities to a Member State” supra note XXX 
208 Interestingly enough the Commission recognises only that EU citizens may directly rely on the provisions in 

the GDPR in its Communication, Stronger protection, new opportunities, supra note XX, p. 8.  
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6.4 Monitoring of the behaviour in the Union of the data subjects 

When it comes to Article 3(2)(b) GDPR, and to the meaning of “monitoring”, it embraces all 

sorts of “tracking”, “profiling” and “mapping” of the behaviour of the data subjects in the 

Union.209 Considering the rapid development of technology, any attempts to provide a 

universal definition of the conduct called “monitoring” in the abstract would probably be in 

vain. Article 3(2)(b) GDPR extends the applicability of the Regulation beyond the domain of 

e-commerce. Pursuant to recital 24 in the preamble to the GDPR, it shall be ascertained 

whether the data subject is tracked on the internet “in order to take decisions concerning her 

or him or for analysing or predicting her or his personal preferences, behaviours and 

attitudes”. For instance, demographic mapping in relation to general elections are caught by 

this.210 Hence, a company established in e.g. the USA gathering information for projections 

about the result by monitoring data subjects in the Union are automatically caught by the 

GDPR.211. 

Admittedly, the letter of Article 3(2)(b) GDPR virtually leaves no room for a teleological and 

broad construction in relation to the place where a monitored data subject was at a certain 

time. It would simply be contra legem to apply the GDPR when the controller or processor 

monitors the behaviour of the data subjects, when the behaviour does not take place in the 

Union. Again, when it comes to data subjects who are neither EU-citizens nor residing in a 

Member State, it makes sense to require evidences of the place where the person was when 

monitored. However, in the “information society”, the local and temporal requirements for 

applicability are utterly strange in relation to EU-citizens and persons residing in the Member 

States. In the example where a controller or processor monitors the behaviour of EU-citizens, 

from a third country with a view to provide projections for an upcoming election, it would be 

rather absurd if only those EU-citizens who were in the Union at the time could invoke the 

Regulation. Upon their return to the Union, the data subjects could have as much reason for 

bringing legal actions as those who were in the Union at the time when the information was 

gathered. However, the expression “as far as their behaviour takes place within the Union” 

would then not be understood as defining the link between a data subject and the Union that is 

required. Nor would the place be regarded as a matter of fact that needs to be proven in each 

case. There is a need for clarifications about the criteria defining the territorial scope of the 

GDPR. 

 

                                                 
209 Recital 24 to the GDPR 
210 Since data processing that reveals political opinions prima facie prohibited under Article 9(1) GDPR, the 

mapping of political landscapes requires explicit consent by each data subject concerned or that the processing is 

justified by necessity or legitimate interests pursuant to Article 9(2) GDPR. Consequently, whereas intelligible 

and transparent surveys are allowed to process data of that kind, profiling by algorithmic data collection is 

prohibited. 
211 See Article 2(2)(b) GDPR. See also data shield compare as to combatting of crimes etc. in the Union Article 

10 GDPR (preamble)? See as to international agreements concluded before 24 May 2016 Article 96 GDPR… 

See also Opinion 1/15 supra note XX.  
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6.5 Composite establishments of non-EU controllers or processors 

Preferably, the applicability of the GDPR pursuant to Article 3(2) GDPR is clarified before 

any legal proceedings are brought against controllers or processors not established in the 

Union.212 In accordance with Article 27(1) GDPR, such a controller or processor is under an 

obligation to designate in writing a representative in the Union, as soon as Article 3(2) GDPR 

applies. However, the duty to appoint a representative does not apply to “processing which is 

occasional, does not include, on a large scale, processing of special categories of data […], 

and is unlikely to result in a risk to the rights and freedoms of natural persons, taking into 

account the nature, context, scope and purpose of the processing”, or to a “public authority or 

body.”213  

Obviously, Article 27 GDPR aims at safeguarding the access to justice for data subjects in the 

Union. Even if the data subject could in theory invoke the Regulation against a controller or 

processor established in a third country, it would in practice be difficult to enforce the rights 

in case it would not be possible to bring legal actions in the Member State where he or she 

resides. In the intra-EU context, it is uncontroversial that legal proceedings shall be brought 

before the courts of the Member State where the controller or processor has an establishment 

or where the data subject has his or her habitual residence in accordance with Article 79(2) 

GDPR. However, in a third country these rules may collide with IP law applicable in that 

country. Then again, Article 27 GDPR ensures that there is a point of contact in the Union 

making it possible for the data subject to invoke the rights in accordance with Article 79(2) 

GDPR.214  

In a lexical reading of the relevant provisions of the GDPR, a representative in the Union may 

bring the case back into the scope of Article 3(1) GDPR taking precedence over Article 3(2) 

GDPR. However, recital 80 of the preamble to the GDPR makes clear that the designation of 

such a representative “does not affect the responsibility or liability of the controller or 

processor”. Indeed, this clarification underlines the inconsistencies created by the composite 

establishment since the very concept of an “establishment through a representative” becomes 

arbitrary. In any event, Article 3(2) does not suggest any extraterritorial applicability of the 

Regulation.   

 

7. Concluding remarks 

Geography and the place for data processing has little to do with the territorial scope of the 

GDPR. In view of this, it is far too imprecise to label the applicability of the Regulation 

“extraterritorial”. Indeed, the concerns with extraterritoriality are refuted by the fact that there 

need to be an adequate link between the Union and either a controller or a processor, or a data 

subject. In case no such link can be established between the Union and the legal entities 

                                                 
212 Hopefully they are aware of the provisions in Articles 35-36 GDPR on the data protection impact assessment 

and prior consultation. EDPB draft Guidelines 
213 Article 27(2)(a-b). See as to the requirements for processing “special categories of personal data” under 

Article 9 GDPR, and as to the requirement that certain data is processed only under the control of official 

authority under Article 10 GDPR.    
214 Compare with Alpenhoff para XXX 
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concerned, the Union need to take specific external actions to protect personal data in third 

countries. More to the point, the territorial scope of the GDPR must be understood in its legal 

context. It can be analysed only in the light of a “source code” for the European unification 

program. Main bits of this “source code” are the principle of conferral, and the teleology and 

system-coherency stipulated by the Member States in the EU Treaties, which translate into a 

methodology.  

Primarily, the GDPR materialises the fundamental rights to privacy and data protection that 

anyone can enjoy within the ambit of EU law in accordance with Articles 7 and 8 of the EU 

Charter. However, the Regulation also embraces other fundamental rights, such as the right to 

conduct a business, which may contradict data protection and result in proportionate 

limitations. With a view to ensure a consistent legal development, the territorial scope of the 

GDPR depends on definitions of Union concepts that are often provided in other fields of EU 

law. Besides, the data protection specific definitions of the “controller” and the “processor”, 

the general Union concept “establishment” has bearing on all the provisions of Article 3 

GDPR. Furthermore, the closely related concepts “an establishment of” and “in the context of 

the activities of” are decisive for the applicability of the Regulation pursuant to Article 3(1) 

GDPR. By contrast, the meaning of “the offering of goods and services” is pivotal for the 

applicability of Article 3(2)(a) GDPR and Article 3(2)(b) turns on the concept of 

“monitoring”. At the end of the day the Regulation applies under Articles 3(1) GDPR, if the 

establishment is “in the Union” and under article 3(2) in case the data subjects “are in the 

Union”. Article 3(3) states the obvious, that the GDPR may apply as an integral part of 

Member State law in a place where that legal system applies by virtue of public international 

law. Even if the Regulation then applies beyond the scope of the territory of the Union, this 

does not entail any particular legal issues beyond those relating to pacta sunt servanda or jus 

cogens. Consequently, this article has been dealing primarily with Articles 3(1) and (2) 

GDPR.  

In many instances, the GDPR builds on the structures of the DPD and the analyses of its 

provisions must at this stage of legal development be based on the learnings from applying the 

Directive. When it comes to Article 3(1) GDPR, the European Court of Justice has recognised 

that a controller or processor can be considered established “through stable arrangements” in a 

Member State as soon as it has an online presence and has appointed a representative in that 

State. It has been argued in this article that such a composite establishment is an EU law 

anomaly. It sits uncomfortably with the concept of “establishment” in other fields of EU law 

and requires acceptance of a legal inconsistency that challenges foreseeability and the rule of 

law. Arguably, national DPAs and courts could instead be entitled to deal with the processing 

of personal data in the context of the activities of an online trader directing a commercial offer 

to the Member State irrespective of whether the controller or processor has a representative 

there. As the GDPR applies as soon as the controller or processor has an establishment in the 

Union, in contrast to the DPD that approximated the national provisions in each Member 

State, the mere online presence in a Member State could suffice for the Regulation to apply 

there. More clarifications from the European Court of Justice in these regards are more than 

welcome. 

A particular problem, is the broad construction of the “in the context of the activities of and 

undertaking”. So far, the European Court of Justice has only explained the obvious, that the 

concept embraces a wider range of situations than where the data is processed by the 
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establishment. However, in Google Spain, the Court opened up for a construction of Article 

3(1) GDPR implying that any processing of personal data in a business group where the 

controller or processor controls a legal entity in the Union, is actually caught by the 

Regulation. In fact, goes beyond the normal allocation of responsibilities in a group of 

undertakings, and there is only a fine line between this and extraterritorial applicability of the 

GDPR. 

When it comes to Article 3(2) GDPR the main problem is to determining the temporal and 

spatial aspects of being “in the Union” in the light of e-commerce and other online data 

processing. Indeed, the relevance of being in a physical place at a certain time in order to 

enjoy data protection seems to be a strained way to prevent extraterritorial applicability of the 

Regulation. More clarifications from the European Court of Justice also in these regards are 

necessary.  

Having said all this, the endeavour to shape a solid and effective data protection regime is 

commendable. Indeed, the criticism of EU law in this regards appears in many instances to be 

defensive, rather than underpinned by good arguments as to why data subject should not be 

protected. As long as the criteria in Articles 3(1) or (2) GDPR are, met the Regulation applies 

globally. Then again, it applies because one or more legal entities have an adequate link to the 

Union. Europe has learned its lessons the hard way, from not shielding fundamental rights, 

and on the road to a global system for data protection, the Union is standing up for its basic 

values.      

 

 

 

 

 

 

 

 

 

 


