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PRESENTATION MELBOURNE 6 APRIL 2018 

PICTURE 1 

Hi, in the course of the next half an hour or so, I’m going to talk about the data 

protection reform in the European Union (EU), and more precisely about the 

applicability of the General Data Protection Regulation (GDPR) in the economic 

context of electronic commerce (e-commerce) escaping the territorial scope of the 

Union. 

I decided to change title to E-commerce and extraterritorial applicability of the 

GDPR? 

About seven weeks from now, on 25 May 2018, the GDPR takes effect and 

establishes a common legal framework in the EU for the protection of natural 

persons with regard to the processing of personal data and free movement of such 

data. In consequence, the original directive in the field of law, 95/46/EC, will be 

repealed.  

For the time being, there is a frantic activity among companies registered in the 

Union, trying to ensure that they have stored personal data in accordance with the 

Regulation. Even if manual data processing is caught by the GDPR the normality is 

automatic processing and there is a requirement to upgrade the software to certain 

standards. Now, the question is whether also companies registered outside the 

territory of the Union need to abide by the Regulation and look over their data 

protection.  

Much has been said about the “extraterritoriality” of the EU data protection 

regime and some scholars have raised the issue of “digital colonialization” pursuant 

to the ruling by the European Court of Justice (ECJ) in Case C-131/12 Google 

Spain. However, the discourse is conspicuously abstracted from its particular legal 

context of EU law and I will try to show that it is simply a misunderstanding that 

the GDPR would become arbitrarily applicable beyond the territorial scope of the 

Union.  

Structure: 

• Applicability of the GDPR in the course of e-commerce beyond the internal 

market. 

• Legal context: The principle of conferral and the rule of law (teleology and 

consistency). 

• EU law, data protection and the concepts of “establishment in the Union” 

and “the offering of goods and services to data subjects who are in the 

Union".    
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PICTURE 2 

As a starting point, the geographical borders of the Member States are ill-suited 

criteria for determining the right of the Union to regulate online communication 

and the non-tangible place for digital computing metaphorically known as “the 

cloud”. As long as only natural and legal persons can be subjects of law (and 

machines can have neither legal rights nor obligations) the authority to administer 

justice also in cyberspace turns on the location of the legal and natural persons 

concerned.  

Consequently, the location of the processors of personal data, and the controllers 

of the processing as well as of the data subjects, determine the applicability of the 

GDPR. It is a matter of “legal subjectivity” as opposed to a question about 

“territoriality”.    

According to Article 3, the GDPR there are schematically three main situations 

where the GDPR is applicable with regard to the activities processors of personal 

data and controllers determining the purposes and means of the processing of the 

data: 

1) First of all, it applies when the personal data is processed in the context of 

the activities of an establishment of a controller or a processor in the 

Union regardless of whether the processing itself takes place within the 

Union:  

a. In case the data subject is in the Union. 

b. In the data subject is not in the Union.  

2) Personal data is processed in the context of the activities of a controller or a 

processor not established in the Union if the data subject is in the 

Union.  

a. If the personal data is processed in the context of offering goods or 

services to the data subjects irrespective of whether related to a 

payment. 

b. If the personal data is processed in the context of monitoring the 

behaviour of data subjects insofar as the behaviour takes place in the 

Union. Here we are talking about profiling and tracking of the 

behaviour. 

3) If personal data flows from a Member State to a country outside the Union 

and is e.g. processed in the context of passive sales, the European 

Commission need to ensure that processors and controllers comply with the 

GDPR. So for instance, if the data subject finds this great Chinese site where 

you can buy copies of hand-bags, your are not protected by the GDPR until 

the Union has through the Commission established a trade agreement with 

China.  
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As you know, the Union has exclusive competences to enter into trade agreements 

with third countries and if such an international agreement within the framework 

of the World Trade Organisation (WTO) addresses data protection it overrides the 

GDPR. For instance, the EU has a Privacy Shield for transfer of personal data to 

processors and controllers established in the USA, and the new generation of trade 

agreements such as the Comprehensive Economic and Trade Agreement (CETA) 

with Canada entails tailored administrative and legal frameworks for data 

protection.  

If the Member States would have earlier entered into international agreements 

regarding data protection, they must adapt all their commitments to the state of EU 

law.  

 

PICTURE 3 

In contrast to the directive approximating the relevant domestic laws of the EU 

Member States, the GDPR will apply directly as domestic law in the national legal 

systems. In other words, the GDPR shall be applied in the same way by all national 

authorities and courts across the Union from Cyprus in the south to Finland in the 

north. Nevertheless, the national norm giving powers are in many instances entitled 

to fill explicit and implicit legal gaps in the Regulation by adopting complementary 

rules (e.g. determining when a data subject is a “child” and can enjoy additional 

protection). 

Naturally, the EU-institutions do not have unreserved competences to define 

their own competences with regard to the exchange and protection of personal 

data. Instead, the EU law regime on data protection is properly understood only in 

the light of the principle of conferral and in a teleological and system coherent 

way. 

So, this overview shows the four interrelated levels of legal sources within the 

Union. At the bottom of the circle we have the nationals of an EU Member States 

which are also EU-citizens, and who elect their representatives in the national 

parliament. We have a separation of powers between the Parliament, the Courts 

and the executive powers with the Government that can enter into international 

agreements. However, the Member States have conferred significant powers on the 

EU both internally within the Union and to shape an external common commercial 

policy. At the top of the circle we have the Treaties of the EU Member States 

constituting “EU primary law” on basis of which secondary legislation 

(primarily regulations with direct effect and directives with indirect effect) can be 

adopted.   



4 
 

As a result of the Lisbon revision of the basic legal framework of the Union and 

the introduction in 2009 of the Treaty on European Union (TEU) and the Treaty 

on the Functioning of the European Union (TFEU), the Member States conferred 

clearer and more extensive competences on the EU institutions with regard to data 

protection. Whereas the original data protection directive 95/46/EU was a product 

of the general competences conferred upon the EU-institutions to establish and 

ensure the functioning of the EU internal market, the GDPR is adopted on basis of 

the new specific competences to protect personal data laid down in Article 16 

TEU. In addition, the GDPR transposes the Charter of Fundamental Rights of the 

EU (“the EU Charter”) adopted as a non-binding policy instrument in 2000 and 

attributed the “same legal value” as the EU Treaties pursuant to the Lisbon 

Revision.  

Within the scope of their powers, the EU-institutions must abide by the rule of 

law which is pursuant to Article 2 TEU one of the values upon which the Union is 

founded.  

However, the meaning of the rule of law in the autonomous Union legal order is 

slightly different from its connotations in the national legal systems of its Member 

States. It is less positivistic and sounds more in “natural law” theories and universal 

values. Whereas, “law” is often a tool for enforcing political decisions in the 

Member States, the EU-institutions are entitled only to take measures that can be 

fitted into the system of EU-law to realise the objectives shared by the Member 

States. At the end of the day, the Union is a product of international agreements 

between sovereign States as opposed to social movements or political power 

struggles, and, the value-driven development of EU-law brings the national polities 

together. It cannot be enough emphasised, that the sources of EU primary law and 

all secondary legislation must be construed in a teleological and systematic 

way.  

Ultimately, the teleology and system coherency of EU law is safeguarded by the 

interpretative prerogative of the ECJ that shall through i.e. preliminary ruling 

ensure that the “law” is observed when interpreting and applying the source of EU 

law.  

Since the rule of law is realised though teleology and system coherency, the Union’s 

international agreement are “absorbed” by EU law rather than “prevails” over EU 

law. In fact, the ECJ has explained that the EU-institutions and the Member States 

shall do everything they can to adopt the internal regulation to the external 

commitments. Nevertheless, the ECJ has recognised e.g. in Joined Cases C-402/05 

P and C-415/05 P Kadi that the international agreements must also be adapted to 

basic values of the Union, such as human rights (and the right to fair trial in the 

case). 
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PICTURE 4 

So, we have the principle of conferral established in Articles 4(1) and 5(1) of the 

TEU. And the rule of law is a fundamental value of the EU pursuant to Article 2 

TEU. Some more words should be said in this context about teleology and system 

coherency.  

Teleology is written into Article 5(2) TEU establishes that the Union shall act 

only “within the limits of the competences “to attain the objectives set out 

therein.” Article 13 TEU provides that “the Union shall have an institutional 

framework which shall aim to promote its values, advance its objectives, serve its 

interests...”  

Article 13 TEU also requires a systematic approach as it stipulates that the EU-
institutions shall ensure consistency, effectiveness, and continuity of its policies and 
actions.  

In a closer look, system coherency, teleology and the principle of conferral are 

closely interrelated as expressly stated in Article 7 TFEU requiring that “the Union 

shall ensure consistency between its policies and activities, taking all of its 

objectives into account and in accordance with the principle of conferral of 

powers.” 

When it comes to teleology, the Member States’ shared objectives are found in 
Article 3 TEU and a prime objective is to realise the values written into Article 2 
TEU.  

Besides the rule of law, also human rights have always been basic values of the 
Union. As mentioned, fundamental rights, freedoms and principles are nowadays 
largely summarised in the provisions of the EU-Charter forming part of primary 
law. Article 51 of the Charter manifests that the EU institutions and the Member 
States must take the provisions in the Charter into account when giving effect to 
EU-law.  

Indeed, the European Court of Justice (ECJ) has made it utterly clear for instance 
in case C-617/10 Åkerberg Fransson para. 21, that “situations cannot exist which are 
covered by European Union law without those fundamental rights being 
applicable.” 

At the highest level of abstraction, the GDPR materialises Articles 7 and 8 of the 

EU-Charter. Article 7 of the Charter establishes that everyone “has the right to 

respect for his or her private and family life” and pursuant to Article 8, everyone 

has more specifically the right to the protection of personal data concerning him or 

her.  
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Evidently, the protection of fundamental rights have teeth because the ECJ has 

revoked two legal instruments with regard to data protection on basis of this 

objective.  

In the aftermaths of the terror attacks in the USA 9/11 2001, the Union took 

measures to combat organised crimes and adopted among other things Directive 

2002/58/EC requiring the Member States to ensure that information about all 

communication by means of mobile phones and online was retained for at least six 

months. Even if the EU-Charter had not been elevated to primary law at the time, 

data protection was nevertheless a human rights and, hence, a general principle of 

EU-law.  

In joined cases C-293/12 Digital Rights Ireland and C-594/12 Kärtner, the ECJ 

repealed the data retention directive in response to questions referred by national 

courts because it exceeded what could be considered necessary for combatting 

terrorism. Some grounds for suspicion justifying the data retention must be 

produced.   

Similarly in case C-362/14 Schrems, the ECJ declared decision 2000/520 by the 

European Commission regarding the exchange of personal data for commercial 

purposes between the EU and the USA (the safe harbour) null and void on basis of 

Articles 7 and 8 of the EU Charter that had at the time been elevated to primary 

law.    

Hence, it is recalled in recital 1 of the preamble to the GDPR that the protection 

of natural persons in relation to the processing of personal data is a fundamental 

right.  

However, the fundamental rights are not absolute and the rights of a private party 
must sometime be balanced against public interests and the rights of other private 
parties. All right recognised in the EU Charter are equally important and conflicts 
between the fundamental rights are balanced on the principle of proportionality 
allowing necessary limitations of the rights pursuant to Article 52 of the EU 
Charter.   

Consequently, according to recital 4, data protection must be balanced against 

social interests as well as other fundamental rights such as freedom of thought, 

freedom of expression and information, freedom to conduct a business; to the right 

to an effective remedy and to a fair trial, and cultural, religious and linguistic 

diversity. 

In particular, the relation between the protection of personal data and the 

freedom to conduct a business enshrined in Article 16 of the Charter is 

intriguing.  
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Already the title of the GDPR indicates that it in parity with the original directive 

95/46/EC, has the dual aim of both protecting natural persons with regard to 

the processing of personal data and promoting the free movement of such 

data. 

Evidently, the right to conduct a business means market access, the freedom of 

contract and free competition. Hence, it is the starting point for the realisation of 

the internal market and for the Union’s external commitments within the WTO 

system.  

Whereas data protection is a justified limitation of the free flow of personal 

data, the freedom of e-commerce confines the scope of data protection in 

EU-law. 

Consequently, traders may only process personal data that is necessary for the 

business, and the GDPR now places the burden to show the necessity on the 

traders.  

Conversely, data protection must be limited only to what is necessary to 

safeguard other rights and interests, but the idea of necessity may shift over 

time. Probably, the rulings by the ECJ in the Cases regarding the Data retention 

directive and the EU-US safe harbour mentioned are still to be considered good 

law.  

It should be mentioned that the Union has a duty to export the Member States’ 
objectives.  

Article 3(5) TEU provides that the Union shall in its relations with the wider world 
uphold and promote its values and interests and contribute to the protection of its 
citizens. 

In addition, Article 21 TEU establishes that the EU’s actions on the international 
scene shall be guided by the principles which have inspired its own creation, 
development and enlargement, and which it seeks to advance in the wider world: 
democracy, the rule of law, the universality and indivisibility of human rights and 
freedoms.  

When it comes to consistency, it should be clarified that EU-law recognises 
schematically 4 dimensions, horizontal consistency, vertical consistency, 
evolutionary consistency and consistency between internal and external 
measures. 

Obviously, the regulation of different fields of law such as data protection and the 

responsibility for internet services providers in the course of e-commerce must 

harmonise.  
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Moreover, the teleology of EU-law sounds in vertical consistency between primary 

law and secondary legislation having direct or indirect effect in the domestic legal 

systems. 

In addition, evolutionary consistency is required by the rule of law, and the ECJ 

must as far as possible shape consistent lines of reasoning, even though EU law 

does not recognise a stare decisis doctrine and the ECJ is formally free to change its 

reasoning.  

Finally, the intra-Union competences of the EU-institutions define also their 

competences to take external actions in relation to non-Member States, and the 

external commitments of the Union are given effect through measure within the 

Union.  

Since the Member States have a duty under Article 4(3) TEU to cooperate sincerely 

with each other as well as with the EU-institutions, the national legislators and 

courts need to give the sources of EU-law the same effect those explained by the 

ECJ. Hence, a national court must apply the GDPR in a systematic and teleological 

way.  

 

PICTURE 5 

If then turning to consistency and applicability of the GDPR in the four situations 

of e-commerce beyond the internal market, in particular the evolutionary 

consistency and the consistency between external and internal measures are 

important. 

I first looking at situation 1 a and b where the processor or controller is established 

in the Union irrespective of whether the data subject is in the Union or not, there 

is extensive case law on the concept of “establishment” as distinguished from 

“services”.  

Ever since the landmark case C-55/94 Gebhard concerning the question whether a 

German lawyer could be considered established in Italy or merely providing 

services there, the ECJ has reiterated that in particular the temporal aspects of the 

activity and the participation in the economic life of a State shall be taken into 

consideration.  

More to the point, the duration, regularity, periodicity, and continuity shall be taken 

into account and particularly the absence of fixed time frame tells in favour of an 

establishment. Having said that, the ECJ has explained in cases such as C-215/01 

Schnitzer and C-456/02 Trojani that investments in some infrastructure such as an 

office does not necessarily imply that a natural or legal person is established in the 

country. 
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In the context of data protection “establishment” is defined as an effective and 

real exercise of an activity through a stable arrangement irrespective of legal 

form. As the ECJ clarified in Case C-230/14 Weltimmo, the definition of 

establishment departs from a formalistic approach, where undertakings are 

considered established only within jurisdictions where they have a registered seat or 

branch. Instead, the degree of stability and effective exercise of the activities must 

according to the ECJ, be interpreted in the light of the specific nature of the 

activity in particular when undertakings are offering services exclusively over the 

Internet.     

In the case leading up to the preliminary ruling from the ECJ, a company 

established in Slovakia run a property dealing website concerning Hungarian 

properties. For that purpose, the company processed personal data of advertisers 

but refused to delete information about the properties from the website upon their 

request.  

It transpires from the ruling in law that the mere fact that the Slovak company was 

running a commercial website concerning property situated in Hungary which was 

written in Hungarian implied that it was pursuing a real and effective activity in 

Hungary. Furthermore, the Slovak company had a bank account in Hungary and 

had appointed a lawyer there who was sought to negotiate the settlement of unpaid 

depth with advertisers and represent the company in administrative and judicial 

proceedings. In paragraph 35 of the ruling, the ECJ clarifies that the directive does 

not require that the data is processed by the establishment, but only within its 

activities. 

In the light of this, the ECJ concluded that a controller shall be considered to have 

an establishment where it has a stable arrangement and a real and effective activity 

– even a minimal one – in the context of which the processing of data is carried 

out.  

However, in case C-347/09 Dickinger, the ECJ explained that the mere existence 

of certain computer support infrastructure such as a server does not suffice for 

making the controller or processor of personal data established in an EU Member 

State. In the main proceeding, a company operating an online casino from one 

Member State could therefore not be held liable under the laws of another Member 

States. 

It should also be clarified that an online trader is not necessarily a processor or 

controller. Normally, the undertaking offering goods or services online also 

processes the data or controls the processing of data, but at least in theory it could 

happen that a company has outsourced all the activities to an internet service 

provider. It is then irrelevant where the online trader per se is considered to be 

established. 
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Along the lines of consistency between internal and external and measures of the 

Union, the preliminary ruling of the ECJ in Case C-131/12 Google Spain is not 

surprising. Famously, the ECJ clarified that a sales office in a Member States was 

sufficient for making EU law applicable with respect to the processing of data by 

Google Inc. which is an undertaking incorporated in the USA under the laws of 

California.  

In the main proceedings leading up to the preliminary ruling, a natural person had 

required a Spanish news paper as well as Google Spain to remove fifteen years old 

articles about him which could be accessed by tapping his name into a search 

engine.  

Evidently, Google Spain engaged in the effective and real exercise of an activity 

through a stable arrangement in Spain in the context of which personal data was 

processed. As mentioned, it is uncontroversial within the EU that a controller or 

processor is considered established in the Member State where the effective and 

real activity is carried out irrespective of whether the data us processed by the 

establishment. Consequently, the same should apply to Internet giants in having 

their main establishment outside in the course of e-commerce beyond the internal 

market. 

In the light of this, Google Spain was not a case on extraterritoriality, but on 

consistency. It would have been contrary to the rule of law to reach another 

conclusion. In accordance with the requirement of evolutionary consistency, Article 

3(1) of the GDPR should be interpreted in the same way as the ECJ construed the 

directive.  

 

PICTURE 6 

Also when it comes to the applicability of the GDPR in situation 3 where personal 

data is processed by a controller or a processor not established in the Union 

when the data subject is in the Union, internal EU law must be taken into 

consideration.  

In joined Cases C-585/08 Peter Pammer and C-144/09 Hotel Alpenhof, the ECJ 

provided criteria for establishing when a web site can be considered directed to a 

market.  

Naturally, mere access to a website does not suffice for making it “directed” to the 

market. It is the overall impression of the that counts, but matters that should be 

taken into account are e.g. the language used at the website, the currency used in a 

country, telephone numbers, top level domains, the mentioning of an international 

clientele.  
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Both cases leading up to the preliminary rulings concerned consumers in one EU 

Member State purchasing voyage by frights from online travel agencies in other 

Member States and seeking remedy against deception with regard to the quality and 

content of the combined trips and accommodations in their Member States of 

origin. In the name of consistency between internal and external regulation, the 

same applies in case the traders offering the services where established in a third 

country. So, if an Australian company offers goods and services under an EU Top 

Level Domain, and charges the consumers in Euro it is likely to be caught by the 

GDPR.  

Some words shall also be said about the criteria that the data subject is “in the 

Union”. On the one hand not only EU-citizens who are in the Union enjoy the 

protection and on the other hand EU-citizens who should not in the EU are not 

protected. However, the locality of an EU-citizen is in practice of secondary 

importance if the natural person can access the website from places outside the 

Union.  

In fact, the Pammer and Alpenhof cases suggest that the concept of directed to 

persons in the Union is better understood as directed to the market in Member 

State. Because, there is no case law regarding the internal market where the actual 

location of a person when accessing a website is decisive and in the light of the 

Pammer and Alpenhof it is only the content of the website that shall be taken into 

account. It would be contrary to the consistency of EU law not to afford an EU 

citizen data protection because of the place from which a third country website is 

accessed.  

Conversely, when it comes to the monitoring of the behaviour of the data subject, 

it is written into Article 3 GDPR that the behaviour must take place within the 

Union.   

If the criteria for “targeting” or “monitoring” data subjects in the EU are fulfilled 

the processor or controller must in accordance with Article 27 GDPR appoint a 

representative in the Union to safeguard the fundamental access to justice in the 

Union. 

Naturally, this broad scope of applicability of the GDPR may result in overlapping 

jurisdictions where both EU law and the legal system in a third country may be 

applicable. Consequently, it affords the consumers in e-commerce a choice of 

jurisdiction that can be exercised in accordance with private international law 

regimes. At the end of the day, consumer choice of law is to prefer instead of gaps 

between narrowly defined jurisdictions creating a lawless land for e.g. Internet 

giants.  
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It would have been interesting to talk also about situation four and the new data 

shield with the USA as well as about CETA but we have to save that for a later 

occasion 

 

PICTURE 7  

• Stricto sensu no “extraterritorial” applicability of the provisions in the 

GDPR. 

• Broad concept of “establishment” in both internal- and external e-

commerce. 

• Questionable whether the geographical place from where an EU-citizen can 

access a website is decisive really for requiring a representative in the Union, 

and hence an extensive need to check whether EU-law requires such a legal 

representative. 

 

Thank you! 

 

    

 

 

 


