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AI and the right to data protection 

PICTURE 1: Good morning everyone!  

We are facing a new era where machines are no longer just tools in the hands of 

man. Artificial intelligence (“AI”) is perhaps an elusive concept but it serves the 

purpose of highlighting a paradigmatic shift in technology that we are soon to 

experience.  

In 2015, the European Parliament issued a draft report with recommendations to 

the Commission on Civil Law Rules on Robotics addressing a new kind of legal 

status.  

According to the Committee of Legal Affairs in the European Parliament, Artificial 

intelligence can within the space of a few decades “surpass human intellectual 

capacity in a manner which, if not prepared for, could pose a challenge to 

humanity’s capacity to control its own creation, and consequently, perhaps also its 

capacity to be in charge of its own destiny and to ensure the survival of the 

species.” 

Perhaps this manifestation of the principle of precaution shall taken with a pinch of 

salt. Indeed, different narratives about intelligent and autonomous machines are 

predominant in the various cultural settings known in the developed parts of the 

world.  

For instance in South-East Asia and primarily in Japan there seem to be a rather 

positive view on the prospect of machines with superior intellectual capacities than 

humans. With an aging population, machines respond to the need for cheap labour, 

contribute to sustainable development and may substitute dysfunctional human 

relations. 

In the western world, we have a slightly more dystopic vision of the age of the 

machines. Ever since the turn of the last century western culture has been grappling 

with the danger of artificial intelligence, most vividly illustrated in movies such as 

Terminator.  

In the big picture, super-intelligent and autonomous machines is a double-edged 

sword. They may of course assist mankind in many ways, but as machines rapidly 

evolve in various contexts they may challenge mankind limited by slow biological 

evolution.  

An unsuspecting and unregulated development of AI driven by fascination may be 

dangerous. Already now, the weapon industry is largely propelling the technological 

development. Down the road, there is a singularity where machines start producing 

machines beyond the control of any “producer” in terms of a natural or legal 

person. 



2 
 

However, generally speaking, the problem is rarely intelligence; it is rather the lack 

thereof. And most problems related to intelligence as we know it derives from its 

perversion by human weaknesses, or perhaps we should call it lower traits of 

character, such as “ambition”, “fear”, “greed”, “corruption by power” and sheer 

“malice”. Is man capable of creating intelligence that is free from those human 

flaws? 

Indeed, for those who believe in God already the judgement of man is often 

questionable, and to create machines to the image of man would not be an 

improvement. There are of course big existential questions lurking behind the 

scenes. However, there are also more practical regulatory questions about how to 

channel the development and use of new technology towards a common societal 

good. 

For the time being there is an abundance of initiatives, conferences and projects on 

AI in computer and natural science, social sciences, arts and humanities around the 

world.  

On April 25th this year the European Commission announced its program for a 

European approach to boost investment and set ethical guidelines with regard to 

AI. At the end of 2018, the Commission will present guidelines on the creation of 

AI, building on the work of the European Group on Ethics in Science and New 

Technologies. Legal focus areas are for the time being the protection of data and 

transparency.  

Much data processed by Artificial Intelligence will be classified among “personal 

data”. In this presentation, I will focus on AI and the fundamental right to data 

protection.  

PICTURE 2: Why does AI create specific legal issues? 

From a regulatory perspective, there are primarily two questions that need to be 

answered before we can even start discussing any specific legal issues with regard to 

AI: 

 First of all, we need a clear, or at least workable, concept about the subject-

matter. It may seem self-explanatory what “artificial” means as opposed to 

“natural”, but when does a machine become “intelligent” in any intelligible 

way?  

 Secondly, what difference does it make whether a machine is “intelligent” or 

not? When it comes to data processing, also rather simple algorithms may be 

used. It may be even more problematic to transfer decision-making and, 

hence, normative powers to machines without “intelligence” in any proper 

sense.  
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When it comes to the first question, AI is independent or interrelated universes of 

codes and machine instructions materialised in magnetic fields, silicon, fiberglass or 

graphene.  

Evidently, AI is not necessarily a humanoid or creation that behaves at all as human 

beings. It is software perceiving its surroundings and having devices capable of 

interacting with the external world in order to maximize its chance to achieve its 

goals. Along those lines, the Parliament suggests that AI per definition has physical 

support. 

In most instances, that makes AI integrated in a physical entity that is not a human 

being. However, technology can be implanted in individuals and there is a point 

where the amount of AI support begs the question what it really means to be 

“human”. Along those lines, we better talk about fundamental rights than “human 

rights”.  

AI may be jammed into virtually anything that is produced, such as cars, cloths and 

furniture. However, it may also take upon new features such as devices so small 

that they are hardly perceivable at all by man, or transformers adapting to suitable 

presentations. 

However, in a closer look the concept of “Artificial Intelligence” is a rather elusive 

one. What may initially be considered revolutionary and truly intelligent tends to no 

longer be classified among Artificial Intelligence when it becomes routine 

technology. A classical example is optical character recognition that makes it 

possible for machines to identify objects and which is no longer considered 

“intelligent”.  

It has, therefore, been said that AI is “whatever machines have not been able to do 

yet”.  

PICTURE 3: Human-like intelligence 

It is in the nature of things that “intelligence” is a concept based on the human 

experiences. Since humans still set the standards, we are talking about “human-like 

intelligence”. It may be questioned whether algorithms can ever result in “human 

intelligence”. Machines may demonstrate functions that could be seen as signs of 

intelligence. Then again, it may be difficult to use the same yardstick for machine 

abilities.  

However, decision making does not per se make a machine smart. Machines have 

for centuries set limits for what natural persons can/should or cannot/should not 

do. My toothbrush tells me for how long I should brush my teeth and the traffic 

lights are programmed to direct the traffic in a way that the programmer considers 

suitable. 



4 
 

• Planning and scheduling 

Machines that operate as a personal assistance can easily be perceived as 

“intelligent”. Just to process input data and create a schedule or scheme is not 

intelligent. 

• Perception and learning 

Apple’s virtual assistant “Siri” perceives and “understands” the preferences of its 

user. Indeed, Siri also learns from responses and can calibrate the assistance to the 

user. You habitually snooze for a certain time in the morning, you use to start the 

day by visiting that particular website and this time of the day, you normally watch 

TV. However, the perception is limited to input through conventional channels 

such as clicking icons, text messages and perhaps from photos and other media 

content. Indeed, the absence of true instant communication can make the assistant 

annoying. 

• Representation 

We know that representation affects the human perception of other people and 

that even superficial factors such as looks and cloths may cloud the judgement of 

others. Perhaps a contributing factor to accept Artificial intelligence is human like 

appearances. Indeed, the humanoid is capable of communicating with facial 

expressions which probably reinforces the impression of a truly “intelligent 

agent”.  

Classical experiments show that physicians dressed in white coats enjoy more trust 

than casually dressed medics in spite of the fact that it is the same person that 

appears. And people with an appealing look are attributed cognitive skills which 

can not be verified by the clinical test that are available for assessing human 

intelligence. Also other communicative factors such as self confidence affects the 

impression. Perhaps the lack of human weaknesses can translate into trust or 

suspicion.  

• Language 

Language is a chapter of its own and human language naturally differ from machine 

languages. Contextual meaning, implied meaning, irony, etc. and perhaps the 

evolution of spoken languages in general is difficult to capture even in self-learning 

algorithms. On the other hand machines are useful to basic translations of 

sentences.  

• Knowledge and reasoning 

In China the Apple bot “Xiao ice” has become a famous singer, poet and personal 

friend to hundreds of thousands of persons communicating with it each and every 
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day. In practice, the “Xiao ice” bot has become the world’s biggest Turing which 

assesses whether humans can detect whether an entity answering is human or a 

machine. Evidently, the bot can actually reason and give elaborated answers that 

would be considered signs of real “knowledge” in case they had been provided by 

humans. Having said that, new technology can of course process enormous 

amounts of data and we don’t know how autonomous the reasoning of “Xiao ice” 

is. 

• Consciousness and general intelligence  

So far, no known machine has developed anything that could qualify as general 

intelligence. In fact, that would require self-awareness at some level and something 

resembling a personality with ability to shape independent preferences and 

objectives. General intelligence requires a leap from autotomized mimicking to 

personhood. 

• Emotions 

For the time being companies are developing machine instructions for affective 

computing. In other words, machines are getting better at reading emotional 

responses. In Australia, the patent office applies a robot capable of assessing 

reactions. However, even if efforts are made to map the human brain, machines 

with anything like emotions is still science fiction and they are at the most good 

impersonators. It could be argued that there is no human IQ without some level of 

EQ. 

 

PICTURE 4: E-personhood 

Since there are no machines with true human intelligence the question rather 

becomes when is a decision is enough abstracted from a program code to become 

“autonomous”. When it comes to the second question, the dawn of autonomous 

decision-making machines brings new questions to the fore about legal rights and 

obligations.  

Arguably, intelligent machines could be recognised legal entities per se. Along those 

lines, the machines should enjoy fundamental rights such as data protection. 

Conversely, there are questions about the liability for conduct by smart technology. 

Indeed. Some years ago, the humanoid Sofia obtained a full Saudi citizenship: 

VIDEO   

However, in its 2015 draft report, the European Parliament did not accept the idea 

of an “e-personhood” that had been discussed in the preparatory works to the final 

report.  
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PICTURE 5: Right to data protection against autonomous machines? 

Pursuant to Article 4(1) of the General Data Protection Regulation (“GDPR”) 

machines have no right to data protection as it establishes that “personal data 

means any information relating to an identified or identifiable natural person (“data 

subject”). Correspondingly, machines cannot be liable for autonomous decision-

making.  

However, in the final Report from the European Parliament, issued 27 January 

2017, it is recognised with regard to the liabilities under the GDPR, that “further 

aspects of data access and the protection of personal data and privacy still need to 

be addressed, given that privacy concerns might still arise from applications and 

appliances communicating with each other and with databases without human 

intervention.”   

Indeed, the development of more and more independent machines makes it 

increasingly difficult to hold natural or legal persons accountable as “controllers” or 

“processors”. Indeed, it was laid bare in Google Spain that the responsibility for a 

controller is stretched beyond the real possibility to actually control the data 

currents.  

Nevertheless, it is now clearly indicated in Article 4(7) GDPR that controller means 

the natural or legal person, public authority, agency or other body which, alone or 

jointly with others, determine the purpose and means of the processing of personal 

data.” 

According to Article 4(8) GDPR, processor means a natural or legal person, public 

authority, agency or other body which processes personal data on behalf of the 

controller. 

It could be contemplated if AI in the future will be considered a kind of “body” 

that can be held liable, but in the light of the recitals of the preamble to the GDPR 

it seems unlikely that the concept of “body” would refer to anything else than legal 

persons. 

After all, why should smart machines care about the human social construction of 

“law”? It is difficult to imagine sanctions against machines without emotions or a 

consciousness. 

Then again, machines are better suited than man to process big amounts of 

information, and the entire internet consist of machines processing data around the 

clock. It becomes increasingly important to regulate data processing by machine 

standards. There will be a presentation later on about the need to protect data by 

design.  
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It should, however, be mentioned that the European Commission is for the time 

being discussing with some internet giants such as Facebook about their legal 

requirements. Also administrative and legal decisions can often preferably be taken 

by machines capable of processing all relevant data there is without ever getting 

tired.  

At the same time, machines without the human experience will have difficulties to 

grasp the meaning of basic legal concepts such as “justice”, “fairness” and 

“equitability”. 

After all, Article 8 in the EU Charter grants the data subjects a right to fair data 
processing. In many instances, it may be difficult for the machine to assess the 
fairness. 
 
Furthermore, everyone has pursuant to the second paragraph of Article 8 in the 
Charter a right to access data collected concerning him or her and to have it 
rectified. Indeed, there is an immediate connection to access to justice and good 
administration.  
 
In fact, entirely automatized decision making systems are contrary to the rule of 
law. It will always be difficult for some people to communicate with machine 
interfaces and for instance understand how to navigate a website and talk to an 
application. Some people will have other problems to understand the process or 
decision by a machine without human contact not to mention how to enforce the 
rights. Data processing without a possibility to address a human may contravene 
transparency. 
 
Hence, Article 22 GDPR specifies the second paragraph of Article 8 of the EU 
Charter by establishing that the “data subject shall have the right not to be subject 
to a decision based solely on automated processing, including profiling, which 
produces legal effects concerning him or her or similarly significantly affects him or 
her.” 
 
There are significant exemption from this starting point namely if an automatized 
processing is necessary for a contract between the data subject and the controller; is 
authorised by Union or Member State law as long as it lays down suitable measures 
to safeguard the data subject’s rights and legitimate interests; or is based on explicit 
consent. 
 
However, if not established by other laws the controller shall pursuant to Article 
22(3) GDPR, “implement suitable measures to safeguard the data subject’s rights, 
freedoms and legitimate interests, at least the right to obtain human intervention on 
the part of the controller, to express his or her point of view and to contest the 
decision.” 
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In that connection it shall be mentioned that the European Commission shall 
endeavour to maintain equivalent standards in external relation with third 
countries. However, it is questionable if e.g. the data shield with the USA provides 
that. In any event, it is so much is clear that there are no machines with legal 
obligations. 
PICTURE 6: Who is liable? 
 

So, how can natural and legal persons be held liable for conduct beyond their 

control? Obviously, the GDPR allocates the responsibilities to controllers and 

processors. Hence, there is no “product liability” for data processing under the 

Regulation. 

Instead, product liability is regulated within the ambit of other regulatory 

frameworks. However, the problem is that a decision by a machine may not be the 

result of a program error or anything that can possible be considered a product 

liability. Perhaps an algorithm that is perfectly functional in most instances result in 

a decision by a machine to process data that would not be considered “fair” by a 

human.  

Obviously even strict liability requires causality between the make of product and 

damage. A producer could not be held liable under the GDPR and probably not at 

all.   

Similarly, just to be in possession of an up to date machine that takes decision that 

can be considered “unfair” does not necessarily render into accountability for 

controllers or processors along the lines of intent, culpa, awareness, or strict 

liability. 

However, in its draft report from 2015, the European Commission suggests strict 

liability where the level of responsibility for the “ultimately responsible parties” 

would be proportionate to the level of instructions given to the robot and its 

autonomy. 

READ! 

Arguably, controllers and processors could beside producers be considered the 

“responsible parties” and be held liable in accordance with the provisions in the 

GDPR. 

PICTURE 7: Obligatory insurance scheme 
 

As an alternative route, the European Parliament proposes an “obligatory insurance 

scheme”. However, according to the proposal only the producers should accede to 
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it. Hence, the GDPR would only apply to controllers and processors on basis of 

causality.  

There is much to say about this, but for now I just want to thank you for your 

attention! 


