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ABSTRACT 

 

The contemporary debate in democracies routinely describes 

online information threats such as misinformation, 

disinformation and deception as security-issues in need of urgent 

attention. Despite this pervasive discourse, policymakers often 

appear incapable of articulating what security means in this 

context. Turning to EU policy and previous research on 

cybersecurity, this dissertation empirically unpacks, critically 

interrogates, and theoretically rethinks the meaning of security 

in relation to online information threats. In so doing, the articles 

elucidate a new ‘referent object’ implicitly guiding 

securitization. Contemporary interventions can be seen as 

grounded in assumptions about the protection of human 

judgement. Using Hannah Arendt’s writings on ‘political 

judgement’ as a point of reference for critically evaluating 

contemporary policy, the dissertation points to several problems 

with existing approaches to security in a democratic context 

where free debate constitutes a legitimizing element of political 

authority. The rethinking of security departs from this 

problematic and shows that treating human judgement as a 

‘referent object’ – if firmly grounded in the interplay between 

independent human communicating subjects – can better address 

some problematic questions about legitimate authority and 

political community currently haunting security interventions in 

cyberspace. 
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Introduction 

 

In recent years, cyberspace has increasingly come to be seen as a potentially 

destabilizing element of political life. The online information threat – false, misplaced 

or distorted information shared online – is said to skew political discussions, encourage 

vulnerable individuals to join cause with terrorist or extremist groups, and even affect 

election results. A Chatham House report describes a situation where democracies are 

‘being “out-communicated” – not only by our enemies but by a wide range of 

alternative voices and perspectives that are sometimes hostile, sometimes indifferent’ 

(Turnbull 2011, vii). These aspects make online information-sharing a central 

contemporary security issue, but also an intractable problem for democracies grounded 

in principles of freedom of expression, public debate and transparency of information. 

But what happens to security, what does security become, when online information is 

construed as a threat? 

 

The Online Information Threat in a Democratic Context 

 

For a long time it was taken for granted that cyberspace and the communicative 

possibilities it offers extend the individual freedom of citizens and enhance democratic 

life. Popular uprisings against authoritarian regimes, which spread and were amplified 

through social media – in particular during the 2011 Arab Spring – worked to confirm 

this view among politicians in democratic regimes. Preserving the openness of the 

online sphere even formed a central part of democratic foreign policy (Kiggins 2015, 

102), particularly in the US. Driven by a belief in the inherent democratizing power of 

online communication, the George W. Bush and Obama administrations spent ‘millions 

of dollars’ on providing ‘technological assistance to anti-censorship activists’ (Schneier 

and Farrell 2018, 12) in the belief that cyberspace was a tool for democratization in an 

age of globalization. 

It is only quite recently that online information has come to be seen 

instead as a threat to democracies. The 2013 World Economic Forum ‘Global Risk 

Report’ is one of the first accounts portraying online communication as a widespread 

problem. Describing ‘digital wildfires’ as a ‘global risk,’ the organization highlights 

potential issues emerging from a horizontal sphere of communication connecting ‘many 
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to many’, rather than the traditional ‘one to many’ (Howell 2013, 23). Pointing to the 

speed of online communication, the report argues that, whether ‘intentionally or 

unintentionally misleading or provocative,’ the ‘rapid viral spread of information’ can 

have serious societal consequences – particularly in situations of ‘high tension’ (Howell 

2014, 23-25). The problem of cyberspace as a communication channel connecting 

‘many to many’ became acute with the rise of the Islamic State (IS) in Syria. As of 

2013, European democracies have seen a growing rate of citizens travelling to join the 

cause (Bakker and Singleton 2016, 13) – a development that has been partly explained 

with reference to online ‘radicalization’ and widespread ‘extremist propaganda’ on 

social media (RAN 2012, 2). Yet, while online radicalization gave rise to intense 

political debate and calls for countermeasures, the perceived danger was largely 

specific to violent extremism and did not yet extend to cyberspace in general. 

The final turning point in the perception of cyberspace as an inherently 

democratizing force came with the Russian annexation of Crimea in 2014. Russia’s 

strategy in Ukraine, which included an informational dimension in social media 

targeting European democracies, was a wake-up call for politicians and policymakers, 

particularly within the European Union (EU) (Hedling 2018, 158). In the years that 

followed the initial events in Ukraine, democratic states saw explicit attempts to 

influence democratic processes through intentional disinformation, which led to a surge 

in discussions about the online information threat. With the 2016 US election came the 

now well-established term ‘fake news’ (Silverman 2016), reflecting what has been 

described as an ‘epistemic crisis’ of democracies (Benkler et al. 2018, 20). Media firm 

Cambridge Analytica’s harvesting of millions of Facebook profiles for personal data to 

be used in targeted ads (Cadwalladr and Graham-Harrison 2018) highlighted the 

troubling pivotal position of social media companies in democratic discussion. Once a 

weapon for democratization, online information was now revealed as a threat to 

democracy, with the potential to undermine our ‘collective capacity to tell truth from 

falsehood and reason from its absence’ (Benkler et al. 2018, 4). 

To better understand in what ways online information is a threat to 

democracy, we need to consider the centrality of information-sharing and citizens’ 

communication in the context of democracy. As Robert Dahl puts it, a fundamental 

ideal in any democratic system is the pursuit of the ‘common good’ (Dahl 1989, 307). 

Yet, most of the time, this common good is not a substantive goal, but consists rather 

of a set of ‘practices, arrangements, institutions, and processes’ that promote the well-
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being of ourselves and others (Dahl 1989, 307). An essential feature of such processes 

is that ‘each citizen ought to have adequate and equal opportunities for discovering 

and validating […] the choice on the matter to be decided that would best serve the 

citizen's interests.’ (Dahl 1989, 307. Orig. italics.) This, in turn, implies individual 

autonomy, equal opportunity for expressing preferences, and open access to 

information that is of importance for decision-making (Dahl 1989, 111-112). For some, 

these elements are specifically connected with liberal democracies, but Dahl argues 

that they are key for any democratic regime.1 In short, transparency of information, as 

well as free debate, are fundamental preconditions for democratic decision-making. As 

Dieter Grimm suggests, we might go so far as to say that there can be ‘no democracy 

without public discourse and no public discourse without freedom of speech, freedom 

of the media, and freedom of information’ (Grimm 2009, 11). If we take this to be a 

minimal requirement for any democratic system, we can see how the online information 

threat turns this backbone of democracy into its core vulnerability. 

Although the research is only in its infancy, several studies articulate the 

specific problems posed by the online information threat in a democratic context. 

Asking in what way online information presents a threat, Bruce Schneier and Henry 

Farrell conceptualize democracy as a particular form of ‘decentralized’ information 

system (Schneier and Farrell 2018, 3). In contrast to autocracies, which require common 

knowledge about ‘who is in charge’, democracies ‘draw upon the disagreements within 

their population to solve problems’ and fundamental contestation about ‘who the rulers 

should be’ (Schneier and Farrell 2018, 8). Nevertheless, despite the decentralized nature 

of the democratic system, democracies are still dependent on a shared understanding 

about the rules of the game. While any democracy will be comprised of a ‘wide variety 

of collective actors,’ it will be essentially organized around ‘common political 

knowledge’ or a set of ‘consensus beliefs’ (Schneier and Farrell 2018, 2. Orig. italics.). 

These beliefs, in turn, work to hold democratic systems together. In short, common 

political knowledge allows citizens to agree on what they disagree about. Regarded in 

this way, online information threats can be seen as inserting fundamental disagreements 

about the minimal feature holding democracy together – common political knowledge. 

                                                           
1 In this way, Dahl divides up the ‘universe of possibilities into democracy and nondemocracy’ (Dahl 
1989, 316). 
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What is more, without this shared understanding of the rules of the game, collective 

democratic decision-making itself is under threat.  

 

The Problem of Security 

 

The meaning of security is inherently linked to the nature of an envisaged threat. For 

much of the history of Security Studies, security has been synonymous with national 

security. The most notable wars in the first half of the 20th Century were inter-state 

wars, and the protection of sovereign territory became a natural focal point. With the 

breakdown of the bipolar world order after the Cold War, and an increase in intrastate 

conflicts (Holsti 1996, Kaldor 1999), the state-centric approach to security was called 

into question. Criticising the empirical ‘unhelpfulness’ of state-centrism in a world of 

domestic conflicts, scholars turned to ‘human security’ (Peoples and Vaughan-

Williams 2010, 154). A similar change of perspective can be seen in the contemporary 

focus on transnational risks, moving the discussion to ‘civil security’ (Bossong and 

Hegeman 2015). Given this intricate relationship between threat and security, how can 

we understand security in relation to the online information threat purportedly emerging 

in democracies today? A turn to contemporary policy provides no clear answer. On the 

contrary, proposed countermeasures are highly diverse, including the introduction of 

special ‘cyber commands’ and the production of positive ‘counter-narratives’ (Missiroli 

et al. 2016), enhanced ‘critical thinking’ skills (Nordbruch 2016), encouraging 

‘mindfulness’ (Ivan 2019), governmental screening of content (Pherson and Mort Ranta 

2019, 9) and even the construction of an ‘alternative internet’ (Pherson and Mort Ranta 

2019, 9),  

Taking democracy as a scope condition, this dissertation explores how we 

can conceptualize security in relation to the online information threat. In seeking to 

make sense of policy initiatives and how the threat is understood, it confronts the 

following set of conceptual, methodological and theoretical problems. 

First, given that security is understood in relation to the nature of the 

perceived threat, a key question for this dissertation is not ‘what is the threat?,’ but how 

is the purported threat perceived? In existing research, the purposeful dissemination of 

problematic information by certain actors is commonly described in terms of 

‘information warfare’, ‘hybrid warfare’, or ‘information operations’ (Omand 2018, 



 
 
 

9 
 

Ventre 2016). Yet, such concepts spring out of research assuming a state-centric 

approach, often conducted in the fields of Defence, Intelligence, and Strategic Studies. 

While this dissertation in no way denies that such threats exist, these concepts fail to 

capture the multifaceted and sometimes unintentional threat commonly evoked by 

contemporary politicians and policymakers today. An illustrative example is found in 

a report by Elżbieta Fotyga for the EU Parliament Committee on Foreign Affairs that 

characterizes the threat as a conglomerate of ‘disinformation, misinformation, and 

deception’ spread through ‘new technologies’ (Fotyga 2016). More recent discussions 

add to this mix a concern for ‘fake news’ (Silverman 2016). In a report published by 

Facebook focusing on ‘civic discourse,’ for example the term ‘information operations’ 

comes to denote the spread of ‘false news’ and ‘disinformation’ disseminated online 

(Weedon et al. 2017, 4). A minimal criterion guiding the political discussion seems to 

be that the information in question is dangerous, and that it is spread though new 

technologies. To allow for a more comprehensive approach that captures the wider 

contemporary policy discussion of the threat in democracies, this dissertation 

introduces the term ‘online information threats’ to denote all forms of information or 

communication spread online considered dangerous by political actors, policymakers 

and policy intellectuals, and in need of active intervention. While familiar concepts 

such as ‘information warfare’ appear in some parts of the dissertation, they form objects 

of investigation rather than points of departure.  

Second, how can we explore security? In Security Studies, but also in 

ordinary language, the meaning of security is linked to something that should be 

protected. In the parlance of Critical Security Studies, this is called a ‘referent object’ 

(Buzan et al. 1998, 36). Asking questions about security thus implies that we already 

possess an answer to the question of what to protect. Constructivist scholars have 

widened the scope of possible objects by pointing to the constructed nature of the threat 

and introducing concepts such as ‘securitization’ (Buzan et al. 1998, 25). Such 

approaches still assume the existence of an explicit referent object employed by 

securitizing actors mobilizing the threat discourse. In this logic, security can only 

appear as result of a speech act, a claim that something is under threat. In the case of 

the online information threat, however, this something, in itself, is what constitutes the 

object of investigation. Exploring security in relation to the online information threat 

therefore requires a different understanding of the referent object. To deliver this, the 
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dissertation conceptualizes the referent object as a preconception about of protection 

that grounds and guides proposed interventions. In the context of empirical 

investigations, this can be translated into the question: ‘Security of what?’ The meaning 

of security is thus unearthed by elucidating the assumptions about protection 

underpinning the reports, threat descriptions, technologies and policies produced in 

relation to the online information threat. In contrast to the bulk of research in Critical 

Security Studies, the focus is not on processes or practices of securitization (Waever 

1995, 53), or on how securitization is achieved in relation to particular audiences (Côté 

2016), but rather on what we assume to be protected through proposed interventions. 

In other words, the referent object, as understood here, can be seen as a first step in the 

process of securitization. 

Third, what constitutes a satisfactory or desirable referent object? The 

elucidation of preconceptions guiding policy interventions serves both a critical and 

theoretical purpose in this dissertation.  Like other work in Critical Security Studies, 

the articles strive to highlight the political dimension of security and bring the political 

‘back in’ (Edkins 1999). Departing from a core insight in post-foundational political 

theory – that security cannot be considered apart from questions of political life 

(Walker 1990) – the readings draw attention to the relationship between political 

authority and political community in claims about security. In a democratic context, the 

online information threat constitutes a particularly intricate case. As Rob Walker notes, 

state sovereignty was long a successful referent object because it superficially 

reconciles an ‘apparent contradiction’ in claims about state autonomy, legitimate 

authority and political community by reference to territorial boundaries (Walker 1990, 

10). Or, as Matt Whitt puts it, by ‘transferring the composition of the sovereign’s 

collective subject onto what appears as the pre-political givenness or facticity of 

territory, the territorial ideal of modern sovereignty presents the people as given by 

social facts’, rather than ‘constituted through political acts’ (Whitt 2010, 201). Yet, 

security in relation to the online information threat demands that political authority be 

exercised in a space currently lacking territorial boundaries. This poses distinct 

problems for frameworks of national security. Furthermore, in a democratic context, 

political authority implies authorization by ‘the people,’ while political community 

involves an acknowledgement of independent communicating human subjects. 

Critiquing security, the dissertation scrutinizes the demands and conditions connected 

to each proposed referent object in the light of these overarching problems. Specific 



 
 
 

11 
 

attention is paid to two objects of protection: the cybersovereign state and human 

judgement. Taking as its starting point problems that have been identified in critical 

readings, the dissertation then proceeds to rethink the referent object by considering the 

meaning of democratic legitimacy in the light of these changed circumstances. In so 

doing, the articles provide useful guidelines for policymakers currently grappling with 

the online information threat. 

 

Research Question and Arguments 

 

This dissertation investigates the problem of security in relation to the online 

information threat in three separate articles, using three different kinds of material. The 

first article explores EU policy on the online information threat empirically; the second 

engages with previous research on cybersecurity and influential policy in order to 

rethink security; and the third critically analyses EU policy on online counter-

radicalization strategies. 

 

While diverse with regard to the materials analysed, the articles are all guided by the 

following overarching research question: 

 

- What does security mean in relation to information threats online? 

 

In answering this question, the articles empirically unpack, critically interrogate, and 

theoretically rethink the meaning of security in relation to online information threats. 

Elucidating a new ‘referent object’ implicitly guiding securitization, and drawing on 

EU policy and previous research in cybersecurity, the articles argue that many 

contemporary interventions can be seen as grounded in assumptions about the 

protection of human judgement. Using Hannah Arendt’s writings on ‘political 

judgement’ as a point of reference for critically evaluating contemporary policy, the 

dissertation points to several problems with existing approaches to security in a 

democratic context where free and inclusive debate constitutes a legitimizing element 

of political authority. Against the backdrop of this problematic when rethinking 

security, the articles show how treating human judgement as a ‘referent object’ – if it 
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is grounded in the interplay between independent human communicating subjects – can 

better address some problematic questions about legitimate authority and political 

community currently haunting security interventions in cyberspace. By understanding 

judgement in relation to the intersubjective dimension of human communication, 

policymakers can distinguish between desirable and less desirable approaches to 

security-making in relation to the online information threat in a democratic context. 

The key contribution of the dissertation, with implications for and beyond 

Security Studies, is the introduction of human judgement as a referent object of security. 

Explicating human judgement as a referent object, and specifying the conditions for 

instilling the particular form of political judgement appropriate to a democratic context, 

the articles offer a new conceptualization of security in relation to the online 

information threat, as well as guidelines for policymaking. The theoretical analyses 

shed light on the difficulties inherent in pursuing security in a democratic cyberspace 

in relation to threats spread through human communication. This discussion provides 

crucial arguments against existing proposals for applying a national security framework 

to contemporary online information threats, which is a remedy suggested in 

contemporary policymaking and research within Defence Studies. The critique also 

speaks against the individualistic approaches to judgement pursued within the fields of 

Defence, Intelligence, and Strategic Studies, which draw heavily on ‘mind sciences’ 

such as cognitive psychology and behavioural studies. 

In addition, the dissertation makes methodological and conceptual contributions 

to Critical Security Studies, as well as empirical and theoretical contributions to the 

growing body of literature on security and online information threats within Strategic 

Studies. By conceptualizing the referent object as a preconception that guides proposed 

interventions, the articles present a new approach to investigating objects of protection 

in the absence of explicit speech acts. This perspective is useful for critical security 

scholars interested in exploring the starting points of securitization in policy material. 

Finally, the dissertation offers an empirical illustration of the multifaceted nature of 

security-making in relation to the threat. By investigating cross-sectoral policy 

produced and funded by the European Union, the empirical studies illuminate a number 

of crucial differences in how the contemporary online information threat is perceived 

within different policy communities. Describing how these differences in perceptions 

may contribute to contradictory approaches to security, the analysis brings to light the 
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potential pitfalls of the comprehensive approach to ‘hybrid’ threats commonly 

suggested by Strategic scholars. 

 

The rest of this introduction proceeds in the following way. First, I provide an overview 

of contemporary scholarly work on the online information threat. Second, I outline the 

conceptualization of security employed throughout this dissertation. Third, I describe 

why EU policy and policy work is used to explore the question of security and the 

online information threat and introduce the different methods and materials used for 

unpacking, critiquing and rethinking security. Third, I briefly summarize the three 

articles and discuss the dissertation’s broader contributions to Security Studies in 

general and to Critical Security Studies in particular, as well as the implications of the 

findings presented. 

 

Security and the Online Information Threat: The State of the Art 

 

Current scholarship on security and security-making in relation to the online 

information threat is largely coloured by implicit or explicit assumptions about the 

envisaged object of protection. Different bodies of literature thus address the threat in 

slightly different ways. This section provides a brief summary of the research on online 

information threats to date, together with the primary criticism directed at each body of 

research, paying particular attention to the question of security. 

Most research on the online information threat has been conducted within 

Defence and Intelligence Studies, employing the concept of ‘information warfare’ or 

more specific military-operational terms, such as ‘information operations’ 2  or 

‘psychological operations,3’ to describe the online information threat. These studies are 

                                                           
2 Information operations are defined by the US Department of Defense as ‘the integrated 
employment of the core capabilities of electronic warfare, computer network operations, 
psychological operations, military deception and operations security, in concert with specified 
supporting and related capabilities, to influence, disrupt, corrupt or usurp adversarial human and 
automated decision making while protecting our own’ (Porche et al. 2013, 103). 
3 Psychological operations are defined by the US Department of Defense as ’planned operations to 
convey selected information and indicators to foreign audiences to influence their emotions, motives, 
objective reasoning, and ultimately the behavior of foreign governments, organizations, groups, and 
individuals. The purpose of psychological operations is to induce or reinforce foreign attitudes and 
behavior favorable to the originator’s objectives’ (US Department of Defense 2010, GL-8). 
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based on an understanding of information as a strategic weapon employed in state-to-

state relations. As Daniel Ventre (2016) writes, a successful information operation is 

intended to ‘destroy, deteriorate, disrupt, deceive, exploit and influence enemy 

functions’ by targeting ‘leaders’ and other ‘human decision makers’ (Ventre 2016, 44). 

The aim is to impair ‘the enemy’s information and its functions while seeking to protect 

those on which one’s own military effort depends’ (Nincic 2003, 141). While 

cyberspace is considered a complicating factor in security-making, the envisaged path 

to security is still pursued within the traditional state-centric framework. Security is in 

the hands of a ‘cyber-defence’ (Heckman et al. 2015). In more extreme versions, the 

aim is ‘cybersovereignty,’ the establishment of Westphalian virtual-territorial 

boundaries in cyberspace (Demchak and Dombrowski 2014), or even the launching of 

a government-operated ‘alternative internet’ (Pherson and Mort Ranta 2019). On a 

strictly operational level, however, threat-descriptions and security-making practices 

focus on individual human vulnerabilities. Most notably, securitizing actors themselves 

as well as scholarship on security draw heavily on the ‘mind sciences’ of cognitive 

psychology, social psychology and evolutionary perspectives in psychology (Palmertz 

n.d. 3-4). Outlining the ‘theoretical foundations of information operations’, Björn 

Palmertz, for instance, argues that we need to understand the ‘mental processes and 

social circumstances that govern how we form attitudes, make decisions and implement 

them’ (Palmertz n.d. 3-4 and 34) when developing a defence against enemy operations. 

Such insights into the cognitive aspects of decision-making can also provide pointers 

for the conduct of powerful offensive information operations. In the light of this 

envisaged efficiency of perception-management, however, critics point to the potential 

dangers of countering enemy operations online. Miroslav Nincic, for instance, 

emphasizes that offensive information operations conducted in cyberspace – a sphere 

without state territorial boundaries – might blur the line between domestic and interstate 

practices for perception management (Nincic 2003, 147 and 141). In other words, when 

messages are directed at (foreign) enemies in cyberspace, they may still ‘convey the 

distortions to a domestic audience’ (Nincic 2003, 141). Such distortions, furthermore, 

can undermine ‘the public’s ability to form an autonomous judgement of government 

actions and to hold it accountable for these actions’ (Nincic 2003, 141). Countering 

online information threats through offensive information operations could essentially 

lead to problems with transparency and accountability – key principles in any 

democratic context. 
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In contrast to this clear-cut national security perspective, many 

contemporary scholars within Strategic Studies conceptualize the online information 

threat in relation to the problems caused by increased digitalization. Describing the 

threat as a key part of ‘hybrid warfare’ – ‘the synchronized subversive use of multiple 

instruments of power tailored to specific vulnerabilities (including cyber 

vulnerabilities)’ (Omand 2018, 13) – this literature opens up for new non-state enemy 

actors and a broader object of protection.4 Regarding the civil population as vulnerable 

to Islamist fundamentalist ‘radicalization’ (Jasper and Moreland 2014) or as 

‘psychologically’ unprepared for Russian ‘info-war’ (Aro 2016, 127), security goes 

from being the protection of the territorial state to the protection of the citizens within 

the state. In turn, protecting the democratic public requires a ‘comprehensive’ form of 

security (Aaronson et al. 2011 and Omand 2018). A widely embraced method is 

‘strategic communication5 (Taylor 2002) – communication with ‘clear objectives’ used 

to inform, influence and persuade the target audience (Paul 2011, 5). The idea of 

protecting the democratic public from outside threats spread through online 

communication, however, builds on a set of problematic assumptions. Arguing that the 

proposed countermeasures rest on a ‘fundamentally flawed’ understanding of the 

premises for communication, Cristina Archetti highlights the neglected ‘network’ 

dimension of meaning creation (Archetti 2018, 83). In short, the depiction of strategic 

communication as having ‘clear objectives,’ or the assumption that communication can 

be a ‘powerful weapon’ used by enemies, leaves out the fundamentally intersubjective 

nature of communication. Communicative ‘truth’ cannot simply be inserted top-down, 

but is the outcome of a collective process of interpretation (Archetti 2018, 93). In a 

democratic context, such assumptions are even more problematic, since the 

intersubjective production of political ‘truth’, arising out of communication, is also a 

means of drawing the boundaries for legitimate authority.  

Distancing themselves from the notion of purposefully disseminated 

information threats, critical voices in a wide range of fields, including Critical Security 

Studies, Communication Studies and Computer Science, point to the inherent difficulty 

                                                           
4 This view is also present in contemporary Intelligence and Defense studies to some extent, but the 
discussion of hybrid warfare focuses more directly on the broader vulnerabilities. 
5 The concept is a product of military doctrine, but has increasingly been seen as a method that 
should be embraced by democratic governments. Cornish et al. (2011), for instance, describes 
strategic communication as a ‘constitutional obligation’ (Cornish et al. 2011, 11).  
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of strategic action in an environment characterized by complexity and change 

(cyberspace). While some point to the fertile ground cyberspace provides for the spread 

of conspiracy theories (Marwick and Lewis 2017), others stress the commercial 

incentives driving the online information threat (Benkler et al. 2018, Allcott and 

Gentzkow 2017; Bakir and McStay 2017), or the technical dimension, as in the case of 

‘bots’ used for spreading information (Kollanyi et al. 2016) without the direct 

involvement of human actors.6 A weakness in many of these studies, however, is that 

they rarely engage with the concept of security per se. Consequently, how to understand 

security beyond the framework of purposeful action commonly applied in Security 

Studies, and what to protect in an environment characterized by complexity, ambiguity 

and change, are still questions largely left unanswered. However, there are a few 

notable exceptions. In a study of the role of citizens as ‘curators’ of ‘disinformation’ 

during the war in Ukraine, Yevgeniy Golovchenko et al. (2018), for instance, point to 

individual internet users as influential actors in spreading both disinformation and 

counter-disinformation online. This case highlights the complex, and largely civil, 

dissemination of the online information threat, but also the individual dimension of 

security-making. From a different point of view, Henry Farrell and Paul Schneier draw 

on computer security literature to argue that online information threats must be 

understood as attacks on the ‘common political knowledge’ holding together the 

‘decentralized’ democratic system (Schneier and Farrell 2018, 1). Making ‘no strong 

distinction between insider and outsider effects’ on the democratic system, the approach 

helps to explain why ‘state-to-state logics’ fail to offer appropriate solutions to the 

online information threats (Schneier and Farrell 2018, 18 and 1). While opening up new 

avenues for understanding security from the perspective of democratic politics in a 

digital age, Schneier and Farrell nevertheless fail to consider the core question of ‘the 

people’ in the light of the threat (Schneier and Farrell 2018, 5). Treating democracies 

as given entities (albeit held together by common political knowledge), and starting on 

the ‘level of the nation-state’, their account steers past more fundamental questions 

about the boundaries of democracy addressed in this dissertation (Scheier and Farrell 

2018, 5). 

 

                                                           
6 These factors are touched upon by Omand (2018), but the focus is mainly on enemy actors and their 
intentions. 
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Conceptualizing Security 

 

The meaning of security is often summed up in the question: ‘security of what?’ At the 

heart of the matter is an idea of something to be secured – a ‘referent object’ (Buzan 

1998 38). For much of the history of the wider field of Security Studies, this object has 

been the sovereign state. Thus security, in the most traditional sense, means national 

security, which essentially entails the protection of sovereign territorial boundaries 

from the actions of other states. This particular conceptualization of security can be 

understood in relation to a specific set of historical circumstances, but it is also a 

consequence of the intellectual links between Security Studies 7  and International 

Relations (IR). Security scholars working in the tradition of political realism 

traditionally borrowed much of their analytical substance from the larger state-centric 

discipline of IR (Walt 1991). In what is referred to as the ‘critical turn’ in Security 

Studies, however, normative, empirical and methodological arguments were forwarded 

in favour of a simultaneous broadening and analytical specification of security as a 

concept.  

Taking human emancipation as a normative starting point, early work in 

Critical Security Studies pointed to both the empirical unhelpfulness of state-centrism 

in a world of domestic conflicts and the obscuring of human suffering such 

conceptualizations reproduce (Wyn Jones 1999 and Booth 1991). Arguing that states 

often emerge as the main threat if the human being is seen as the referent object of 

security (Booth 1991, 318), this perspective turned the tables on traditional 

understandings of security as inextricably linked to physical territory. Scholarship 

connected with the Copenhagen School instead criticized national security from an 

analytical viewpoint, using the concept of ‘securitization’ to demonstrate connections 

between security and politics (Waever 1995). Security is here conceptualized as a ‘self-

referential practice’ (Buzan et al. 1998, 23-24). In other words, rather than assuming 

that threats exist independently of claims to security, this literature describes security 

as the result of state actors8 formulating existential threats in relation to a variety of 

‘referent objects’ of protection (Buzan et al. 1998, 23-24). This decoupling of security 

                                                           
7 In the UK, the field is known as ‘Strategic Studies’. 
8 Buzan et al. (1998) emphasize that other entities may be involved in securitization processes, but 
their main focus is states (Buzan et al. 1998, 24). 
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and sovereignty allowed for a highly diverse set of ‘securities.’ Suddenly, it was 

possible to speak of ‘military security’, ‘environmental security’ and ‘political security’ 

etc. (Buzan 1998 et al). Furthermore, each referent object came with its own inherent 

logic. Whereas the object of protection in military security is usually the state, in 

political security it is sovereignty, and, in environmental security, it is the survival of a 

particular species (Buzan et al. 1998, 22-23). Indeed, almost anything can be made a 

referent object of security as long as it is framed in relation to an existential threat.  

By opening up for new innovative approaches to security, the critical 

voices made possible more fine-grained analyses that go beyond the protection of 

territorial sovereign boundaries. But this problematization of security also led to 

questions about how to understand the suggested link between security and politics 

(Balzacq 2019). A notable problem with the Copenhagen School’s conceptualization 

of ‘securitization’ is that security and democratic politics turn into opposite poles on a 

continuum (Vuori 2008). While more analytically than normatively driven, the 

literature on securitization nonetheless springs from an explicit critique of state actors 

outlining and mobilizing existential threats in the name of security. Security entails the 

justification of actions and policies ‘outside of the normal bounds of political 

procedure’ as well as the use of ‘extraordinary means’ (Buzan et al. 1998, 24). As a 

consequence, the proposed remedy for securitization is ‘desecuritization’– a rolling 

back of security (Waever 1995). By envisaging security as a negative ‘mirror-image’ 

of democratic politics, the resurrection of such procedures becomes an obvious 

underlying goal (Aradau 2004, 389). In the words of Barry Buzan, desecuritization can 

be achieved by shifting ‘issues out of emergency mode and into the normal bargaining 

process of the political sphere’ (Buzan et al. 1998, 29). One problem with this vision, 

as Claudia Aradau highlights, is that a reinstating of democratic politics must be tackled 

‘politically’ rather than ‘analytically’ – a dimension underdeveloped in the Copenhagen 

School framework (Aradau 2004, 388). What is more, while traditional securitization 

theory is certainly useful for conceptualizing parts of security discourse, it fails to 

capture both ‘silent’ forms of insecurity – instances where insecurity ‘cannot be voiced’ 

(Hansen 2000, 287) – and cases where security and politics are pursued in tandem. As 

critics underscore, securitization is not necessarily divorced from everyday politics, but 

may be an inherent part of it (Aradau 2004, 396). In other words, security-making can 

also take place in the absence of explicit speech acts or references to objects of 

protection. 
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In response to these challenges, Paris School scholarship, drawing on 

approaches from International Political Sociology (IPS), has suggested that the 

meaning of security is articulated by bureaucratic professionals engaging in threat 

discourses. In this way, security and insecurity become closely intertwined in a ‘self-

sustaining dynamic’ that allows security professionals to expand and uphold their own 

power (Bigo 2008, 124). Rather than trying to understand the meaning of security, or a 

proposed referent object, we should focus on the reproduction of power among these 

groups ‘authorized to state what security is’ (Bigo 2006, 195). Pointing to mundane 

bureaucratic processes as drivers of (in)security, this literature thus modifies the 

conceptualization of securitization as necessarily connected with explicit speech acts 

and exceptional measures (C.A.S.E. 2006, Bigo et al. 2007, Ceyhan 1998). Arguing 

that a state of exception might, in fact, be unrecognizable when cloaked in bureaucratic 

terms, it is suggested that we should pay attention to everyday practices of security-

making. The sociological assumptions underpinning such studies undermine the notion 

of intention underlying much research within Security Studies: if security professionals 

are the drivers of (in)securitization, then individual intentions are largely unimportant, 

since security does not emerge from a single actor, but is rather the outcome of 

innumerable competitive bureaucratic processes (Bigo 2008, 124). Moreover, in terms 

of critique, it appears as if the collapsing of distinctions between security and insecurity 

makes all attempts at ‘desecuritization’ impossible. There is simply no way of ‘rolling 

back’ security within the Paris School framework. Instead, critical scholarship argues 

for a continuous unveiling of power relations: a ‘disruption of the ‘regime of truth’ 

created by the professionals of security’ (CASE 2006, 456). In practice, however, the 

preferred focus on the ‘power positions’ of securitizing actors, coupled with a dismissal 

of any possibility of ‘individuals creating new frames’ (Bigo 2002, 74), tends to make 

the question of meaning secondary to (rather than an inherent part of) the bureaucratic 

power struggle. 

Considering these developments, we can see how the conceptualization 

of security has gone from denoting the protection of sovereign territorial boundaries to 

recognizing a wider constellation of referent objects and, in the end, an outright 

dismissal of such objects altogether. We seem to be left with two options in approaching 

the question of security. Either we conceive of security as a meaningful concept resting 

upon a clearly articulated and overt object of protection, as suggested in traditional 
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Security Studies and – in a slightly different way – by the Copenhagen School. 

Alternatively, we depart from a conceptualization of securitization which renders this 

question largely irrelevant, as indicated by scholarship drawing on sociological 

approaches to security. But agreeing with the Paris School – that securitization may be 

an everyday bureaucratic matter – does not necessarily entail dismissing the question 

of how to understand the referent object. It may well be the case that policymakers or 

security professionals engage in routines to extend their own powers. Nevertheless, all 

the activities pursued in relation to a threat – that is, the security interventions, threat 

descriptions, technologies and suggested policies – also reflect and reproduce certain 

understandings of security. In short, answers to the question ‘Security of what?’ may be 

implicit, while still guiding securitization.  

This dissertation argues that engaging with such questions opens up the 

possibility of understanding what security means in relation to the online information 

threat, but also offers a way to conceptualize security in relation to other ‘complex 

threats’9 that seem to require the involvement of many different policy sectors. The 

Copenhagen School regards securitization as inherently performative, demanding an 

overt referent object to mobilize speech acts. This dissertation suggests another 

approach to language, in line with two working assumptions: firstly, that securitization 

is achieved through all the active interventions envisaged and produced in relation to 

the online information threat; and secondly, that these active interventions are guided 

by a number of preconceptions about what to protect, which can be explored by 

focusing on the language used for describing these interventions. The role of language 

is by no means denied by the Paris School, for instance, but their focus is usually on 

processes of (in)securitization 10 . Since security and insecurity are intimately tied 

together, discussions about what to secure are viewed as an instrumental part of a 

bureaucratic power game, not as aiming at security. But any critique of bureaucratic 

power would be incomplete if we fail to pay close attention to the preconceptions 

guiding securitization processes. In short, if we assume that policymakers and security 

                                                           
9 The 2015 European Agenda on Security describes complex threats as threats which are ‘cross-
border’ and ‘cross-sectoral’ in nature, and therefore in need of a coordinated and comprehensive 
approach to security (European Commission 2015, 2). 
10 A notable exception is Thierry Balzacq, who, citing Bourdieu, raises the question of implicit goals 
guiding policymakers (Balzacq 2010, 2). The approach described by Balzacq is, however, concerned 
with a wider constellation of securitization practices, and the role of the audience, rather than the 
referent object implied in such practices. 
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professionals are key actors in driving securitization in relation to complex threats, we 

also need to pay attention to how they describe the threat. This does not mean that we 

should attempt to disclose the intentions of central actors, as in traditional Strategic 

Studies, but rather that we should seek to find shared preconceptions about what to 

secure that direct securitization processes. Accordingly, the approach to security 

outlined here involves a novel conceptualization of the referent object. The present 

study does not treat the referent object of security as constituted through intentional or 

overt speech acts; rather, it approaches preconceptions of protection as a frame that is 

taken for granted and implicitly guides security-making. Furthermore, there may be 

several overlapping answers to the question of what constitutes the object to be 

protected, rather than just one. 

Lastly, in contrast to the ‘unmaking’ of securitization proposed by the 

Paris School, or the demand for ‘desecuritization’ by the Copenhagen School, this 

dissertation takes up Aradau’s suggestion that we tackle the question of security 

‘politically’ (Aradau 2004, 388). In critiquing and rethinking the referent object, the 

dissertation draws on a core insight from post-foundational political theory: that the 

meaning of security cannot be understood apart from political community. For a long 

time, the territorial sovereign state was the referent object of security par excellence. 

As Walker (1990) argues, this is because sovereignty allows for a double picture, 

superficially reconciling the demands of political community and political authority 

through territoriality. But authority necessarily implies authorization. And in a 

democratic context – which what we are concerned with here – legitimate authority 

implies authorization by ‘the people’. By describing political community as the people 

living within a predefined territory and legitimate authority as synonymous with state 

authority (Walker 1990, 9), the collective authorization of authority is essentially 

obscured. While admitting that the persistent foregrounding of state security makes it 

difficult to consider and reasonably argue for other alternatives to political community, 

Walker claims that such visions can be called into question by focusing on the 

‘constitutive account of the political’ (Walker 1997, 69). In other words, by first asking 

how the modern political subject ‘can be reconstituted’ and, then, what security ‘can 

possibly mean in relation to it’ (Walker 1997, 78), it becomes possible to rethink 

security. A similar take is proposed by Dillon (1996), who urges us to ‘recover’ the 

political dimension of security in a more normative sense – in relation to what he takes 
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to be the ‘human being as a possibility’ (Dillon 1996, 2). If we embrace the 

understanding of freedom as grounded in the human being as a possibility, it becomes 

clear that politics can only ever be democratic (Dillon 1996, 38), and only ever public, 

in the sense of creating new possibilities through human action. Guided by such notions, 

the process of critiquing and rethinking security means scrutinizing the political 

dimension underpinning referent objects proposed in policy, but also asking how we 

might reasonably conceive of political community in a manner suitable for a democratic 

context:  acknowledging ‘the people’ or the demos as the basis for legitimate 

authority11, rather than simply assuming that security can be considered and achieved 

apart from it. 

 

Methods and Material 

 

In exploring the meaning of security – asking the question ‘The security of what?’ – 

this dissertation focuses on language use. The aim, however, is not to propose a 

universal definition of security. Investigating the referent object means paying close 

attention to the way the online information threat is described as a security problem, 

but also to how remedies are articulated in relation to the threat. To this end, the 

methods employed involve close readings of texts on the topic: policies, reports and 

policy discussions. Yet the situation also matters for meaning: not everything can be 

securitized in the same way under all circumstances. As noted in the second article 

included in this dissertation, the concept of state sovereignty is tied to an idea of 

territoriality, and is fundamentally different in a non-territorial cyberspace. As a result, 

fundamental preconceptions about what to secure play out differently depending on 

context – they might make sense in one situation, but not in another. This, in turn, 

invites further questions. What conditions are implied in a particular preconception of 

security, and how do they play out in the context of cyberspace? What problems arise 

in the pursuit of one referent object that might be alleviated if we conceptualize security 

from some other vantage point? Pursuing such questions, the dissertation draws on 

extensive empirical material: primarily EU policy and policy discussions on the online 

                                                           
11 In his discussion on ‘extraordinary politics,’ Michael Williams describes a similar conceptualization 
of securitization that incorporates the political (Williams 2015). 
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information threat (Ördén 2019 and Ördén 2018), but also material produced by 

securitizing actors such as NATO, as well as reports by policy research institutions such 

as RAND Corporation. The emphasis is on publicly available empirical material of an 

informative nature that is likely to be disseminated to other actors interested in the 

online information threat. This material is used to explore contemporary preconceptions 

of security and their inherent limitations, but also as a point of departure for rethinking 

the referent object. The primary aim, however, is not to make an empirical contribution. 

Following Jens Bartelson, we might say instead that how we speak about things reflects 

‘underlying presuppositions about the sociopolitical world and the conditions of its 

intelligibility’ (Bartelson 2000, 189). Hence, the overarching purpose of the exercise is 

to examine the conditions for thinking about security in relation to the online 

information threat. 

This basic unit of analysis has been articulated in various ways. We might 

claim to investigate ‘concepts’ (Adcock 2005, 5), ‘conceptions’ (Adcock 2005, 5), 

‘acquired and non-reflected modes of thought’ (Foucault 1982, 33), ‘frames’ (Rein 

1996), or ‘angle[s] of vision’ (Pitkin 1967, 11). The term employed here is 

‘preconceptions’, since ‘concept’ or ‘conception’ indicate terminological continuity, 

while ‘frames’ or ‘angles of vision’ suggest that preconceptions are temporary and can 

be altered. Terminology aside, it is important to clarify that preconceptions, as 

understood here, are not cognitive or mental entities. Instead, they are intersubjective, 

linguistic, and fundamentally social (Adcock 2005, 24). Unlike much contemporary 

empirical research on EU policy, then, the aim is not to explicate the intentions of any 

centrally placed policymaker. To investigate preconceptions is not to divulge conscious 

strategies or recapitulate carefully crafted arguments – preconceptions cannot be 

gleaned from individual interviews. The intersubjective focus also sets the methods 

employed in this dissertation apart from ‘idea analyses,’ which focus primarily on 

explicit arguments (Beckman 2005, 12). Consequently, when asking why humour is 

proposed as a remedy for online radicalization, the answer sought is not a cognitive 

nugget in some policymaker’s mind. Rather, as shown in the first article included in 

this dissertation (Ördén 2019), the aim is to elucidate referent objects of protection in 

relation to which the proposed descriptions, policies and strategies to tackle the online 

information threat make sense. By considering that ‘political and social events and 

circumstances’ can be read through language, and focusing on the meaning discernible 
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in language use, the ‘unpacking of security’ pursued in this dissertation has certain 

similarities with conceptual history (Koselleck 1985, 86). However, rather than tracing 

conceptual change historically and exploring the different meanings linked to a 

particular concept over time, the dissertation explores how a phenomenon is described 

(in diverse ways) as it emerges as a problem in need of political action. As Thierry 

Balzacq underlines, policy interventions proposed in relation to security problems can 

in themselves be seen to ‘embody a specific image of the threat’ (Balzacq 2008, 80). 

Being a collective solution to a problem, policy incarnates an intersubjectively shared 

view of security. As Balzacq asserts, securitization can, furthermore, ‘be oriented 

toward a goal without being consciously informed by it’ (Bourdieu cited by Balzacq 

2010, 2). The aim of the methods employed is to unearth this often-implicit goal, but 

also to address this goal critically and suggest alternative perspectives. The latter 

ambition – critiquing and rethinking security – takes as its point of departure an 

assumption that alternative visions also should be contextually anchored. As Michael 

Waltzer underscores, the most desirable form of critical reading is a form of ‘connected’ 

criticism (Waltzer 1987, 33). In other words, while one must necessarily distance 

oneself from ‘authority and domination’, critique should appeal to ‘local or localized 

principles’ and is best seen as an ‘internal argument’ (Waltzer 1987, 52 and 33-34). In 

this vein, the rethinking of security is anchored in a critical reading of preconceptions 

guiding existing policy initiatives, and the aim is to address the shortcomings of such 

initiatives in a context which accepts that democratic legitimacy should be grounded in 

the people. As a critic, then, I am not ‘a man from Mars’, but a fellow democratic 

subject (Waltzer 1987, 33). 

In the below section, I first outline the arguments for using the EU as a 

case for investigating security; next, I describe the materials and methods employed in 

unpacking security empirically; third, I explicate the critical approaches employed; and, 

fourth, I account for the methods and material used for rethinking security. 

 

The Case of the European Union 

 

This dissertation uses EU policy and policy discussions for exploring the meaning of 

security in relation to the online information threat. There are three reasons behind this 

choice of material. 



 
 
 

25 
 

Firstly, from the very beginning, the EU Commission encouraged 

extensive knowledge production in relation to online information threats, and has 

greatly contributed to formulating the approaches to security used throughout the EU. 

Funding a multitude of local and national organizations that produce and disseminate 

‘best practices’, the Commission facilitated the spread of specific versions of security 

to all EU Member States. The online information threat was considered a ‘complex 

threat’ from the outset, and security-making spanned several different policy areas, 

making policymakers and policy intellectuals key actors in formulating the meaning of 

security. An examination of the preconceptions guiding this form of cross-sectoral 

policy is therefore likely to reflect the multifaceted nature of the contemporary online 

information threat more accurately than, for instance, an examination of traditional 

security policy. What is more, given the central role of these policymakers in 

formulating and disseminating shared knowledge throughout the EU, an analysis of 

policies, reports, and ‘best practices’ produced by these groups sheds light on 

preconceptions about protection guiding securitization beyond the narrower scope of 

these specific policy communities. 

Secondly, the EU is an actor with an explicit vision of promoting 

democracy in cyberspace. As is evident in the first Cybersecurity Strategy, the idea of 

a democratic cyberspace has been part and parcel of EU policy in the area from the 

start. The first Cybersecurity Strategy, published in 2013, spoke of cyberspace as a 

‘open, safe and secure’ sphere and an ‘area of freedom and fundamental rights’ (High 

Representative 2013, 1-2). As the focus turned to the communicative side of 

cyberspace, this question not only gained in importance, but became an intrinsic part of 

security. The rise of Islamic State and the emergence of ‘hybrid warfare’ during the 

subsequent crisis in Ukraine put new communicative threats such as online 

radicalization, Islamist propaganda and Russian disinformation on the EU security 

agenda. In this security work, seemingly diverse problems came to be addressed 

together as threats to ‘European values and interests’ that spread with the help of ‘new 

technologies’ (Fotyga 2016). In just a few years, the idea of cybersecurity went from 

concerning a rather uncomplicated vision of openness online to focusing on how to 

manage threats arising from such openness without restricting freedom and 

fundamental rights. The EU can thus be seen as a paradigmatic case for understanding 

security in relation to the online information threat in a democratic context. 
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Investigating the policies proposed in relation to this threat can cast light on the 

difficulties involved in reconciling security-making with the promotion of democratic 

principles in cyberspace.  

Thirdly, the EU has recently emerged as a key global actor in the area of 

information and communication technologies. Early on, the work surrounding the 

online information threat gave rise to a forum for dialogue between the EU 

Commission, leaders of Member States, and internet companies such as Google, 

Facebook, YouTube and Twitter (EU Internet Forum 2016). Later, as the Cambridge 

Analytica scandal broke, the Commission gained ground when it threatened Facebook 

with massive sanctions unless the company saw to it to ‘inform consumers how the 

social network gets financed and what revenues are derived from the use of consumer 

data’ (European Commission 2018). While this dissertation does not consider these 

recent legislative developments, the early formulations of what security is explored in 

the articles are likely to persist. It is also possible that early policy interventions in 

relation to online information threats contributed to the current influential role of the 

EU. As Thierry Balzacq underscores, ‘policy tools’ such as, for instance, technical 

instruments for securitization, are ‘powerful strategies for harmonizing what otherwise 

remains highly disputed, both in terms of what is at stake and what ought to be done 

about it’ (Balzacq 2008, 78). Hence, the introduction of databases with restricted 

content shared between Europol and the internet industry, for instance, or the ‘Code of 

Conduct’ regulating hate speech, today work to guide content deletion online (EU 

Internet Forum 2016). To understand the preconceptions about protection guiding these 

early interventions is therefore crucial for making sense of current EU policy. In 

addition, the contemporary role of the EU as a powerful global actor in relation to the 

communicative side of cyberspace makes it likely that the suggested solutions have 

influenced how other actors understand security in this area. 

 

Unpacking Security through the Online Information Threat 

 

The first article included in this dissertation (Ördén 2019) turns to policy material, 

reports and discussions produced by the EU with the aim of unpacking security through 

the online information threat. 
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 The empirical analysis is pursued in two steps. First, a descriptive analysis 

of the work pursued by the EU on the topic of online information threats pinpoints the 

specific policies proposed. The minimal criterion for selection of material has been that 

the document in question must describe the online information threat as dangerous and 

in need of political action.12 As previously noted, this wide scope is very much in line 

with the comprehensive approach to online information threats pursued within the EU; 

for this reason, the material considered stretches beyond the narrower field of security 

and defence policy into such as areas education, internet, culture and media policy. 

Unearthing the specific policies proposed in these areas, the descriptive analysis 

pinpoints distinct and identifiable solutions to the problem of online information 

threats. The process has followed an inductive logic, searching for initiatives on online 

information threats listed in central EU documents and reports produced between 2015 

and 2017. Guided by an ideal of theoretical saturation, this exploration can never 

guarantee a full mapping of material. It should be emphasized that the approach is not 

an attempt to offer a complete picture of EU policy, but a starting-point for exploring 

preconceptions of security in relation to the online information threat.  

When analysing the preconceptions, the reading draws on ‘value-critical 

policy analysis’ (Rein 2012). As Martin Rein highlights, value assumptions guide 

‘action and thought’ in policymaking (Rein 2017, ix). Attention to the security-related 

values guiding proposed interventions allows us to ‘ferret out the implicit, rather than 

the expressed’ dimension of policy (Rein 2017, ix). A core assumption is that 

understandings of security can differ between policy communities and the analysis pays 

attention to the values forwarded by the communities articulating specific policies. The 

specific forums investigated were selected on the grounds that they are particularly 

active in articulating knowledge in relation to the policies pinpointed. An illustrative 

example is how ‘media literacy’ is proposed as a solution in the media and education 

sector. Investigating the security-related values, the analysis then explores how ‘media 

literacy’ is described in documents, discussions and policies produced by the influential 

Media Literacy Expert Group. Asking what ultimate purpose or security-related end 

value the suggested policy is perceived as serving as well as in what way the approaches 

proposed serve this end brings to light the intrinsic and instrumental values guiding 

                                                           
12 Albeit not in need of exceptional measures, such as one finds in the Copenhagen School 
understanding of securitization. 
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policymaking. The referent object is discerned by considering how this desired end goal 

of policy corresponds to the question ‘The security of what?’. Overall, the empirical 

material used in this part of the analysis is multifaceted. A minimal criterion for 

selection of material is that it should reflect shared, rather than personal or individual, 

understandings of security. In addition, the emphasis is on material that is publicly 

available. Apart from official policy documents and proposed interventions, the 

analysis takes into consideration minutes of meetings (3), speeches (1), official press 

releases (4) and reports (2), joint agreements (1), official declarations (1), recorded 

meetings available online (1), transcribed presentations (1) and follow-up documents 

on policy proposals (1). Supporting material cited and directly recommended by 

selected forums is also used to make sense of the claims found in policy (Taylor 2002 

and Cornish et al. 2011). Finally, to shed light on potential practical implications of 

policy, the analysis situates the policies in relation to the shared values guiding the 

actors implementing them. Using illustrative empirical cases as well as examples from 

existing research (Hedling 2018), this analysis is primarily heuristic and intended to 

highlight potential value-conflicts arising in the implementation process, rather than to 

make an empirical contribution.  

The value-critical approach comes with certain limitations. First, it should 

be noted that the variety and availability of material differs between forums. While the 

analysis of media literacy and media pluralism draws on a full recorded meeting, as 

well as a summary of presentations and two comprehensive meeting summaries, the 

analysis connected to online censorship relies solely on official press releases and 

central documents released by the EU Internet Forum. Second, as explained by Rein, 

the value-critical method serves to ‘construct,’ rather than simply reflect, the 

preconceptions guiding policy interventions (Rein 1996, 90. Orig. italics). In any 

interpretive approach, several meanings may correspond to a suggested course of 

action, leading to potential ambiguity. Yet, empirical material still creates ‘an outer 

limit for our imagination’, and some ways of describing an issue ‘make more sense than 

others’ (Alvesson and Kärreman 2011, 61). Hence, by substantiating all claims made, 

and using illustrative empirical examples consistently, the analysis strives towards a 

transparent reading. 
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Critiquing Security and the Online Information Threat 

 

In addition to unpacking the preconceptions guiding policy work empirically, the 

dissertation engages in critical readings with the aim of describing the conditions under 

which proposed referent objects make sense, but also fail to make sense, in relation to 

online information threats. Elucidating the limitations of each preconception of 

security, the articles juxtapose policy texts with theoretical and philosophical writings 

selected on the basis of their engagement with the central questions of security: political 

community and legitimate authority. Two specific referent objects in particular the 

focus of critical reflection: human judgement and the sovereign state. 

As shown in the first article (Ördén 2019), the turn to human judgement 

is a common feature in EU policy work in relation to the online information threat. In 

order to interrogate this preconception about protection critically, the third article 

(Ördén 2018) turns to policy material produced by the Radicalization Awareness 

Network (RAN) – a broad array of practitioners funded by the EU Commission. The 

empirical material consists of policies produced by RAN@, the RAN subgroup 

engaged in producing policy in response to online radicalization. Particular attention is 

paid to a 2012 policy proposal listing counter-narratives of ‘humour’, ‘fact’ and ‘logic’ 

to serve as starting points in online counter-radicalization work (RAN@ 2012), as well 

as to the online collection of ‘good practices’ produced by the group in 2016 (RAN 

2016). Teasing out the unquestioned background in relation to which these specific 

counter-narrative methods make sense as instruments of online counter-radicalization, 

the analysis focuses on the assumptions about the human mind in RAN policy, drawing 

on Arendt’s discussions about political judgement. In order to support the explication 

of potential assumptions underpinning the counter-narrative methods, other 

philosophical texts engaging with ‘humour’, ‘fact’ and ‘logic’ are also revisited (Kant 

1987, Critchley 2011, Bergson 2009, Plessner 1970, Tønder 2014). Reading the policies 

in the light of two separate categories of judgement – determinant and reflective 

judgement – where the latter, in Arendt’s view, represents true political judgement, the 

analysis interrogates the potential for instilling political thinking though the methods 

proposed by RAN. Reading policy in the light of the specific conditions for Arendtian 

political judgement, the article critically evaluates the potential of counter-narratives of 
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humour, fact and logic as strategies for securing the form of political judgement 

grounding human coexistence. 

In recent years, national security approaches to cyber threats and the 

understanding of sovereignty as a referent object in cyberspace have together come to 

guide security policy internationally (Dunn Cavelty 2015). This referent object is also 

notable in its absence in the Westphalian visions of information warfare underpinning 

EU security interventions outlined in the first article (Ördén 2019). In order to examine 

how this novel raison d’état in cyberspace is put into practice in policies aimed at 

countering online information threats, the second article consists of a critical reading of 

the wider conceptual construction of ‘cyber sovereignty’.  First, the specific demands 

and conditions for this referent object are outlined; the reading then turns to academic 

material describing how sovereignty can and cannot be protected in cyberspace. The 

analysis borrows from previous research suggesting a turn to Cyber Westphalia 

(Demchak and Dombrowski 2014 and 2013), as well as from critical perspectives on 

national security in relation to cyber threats (Dunn Cavelty 2014) and philosophical 

work concerning sovereignty and territoriality (Whitt 2010). In a second step, the 

approach to online information threats is examined by drawing on a report on 

disinformation published by NATO Strategic Communication of Excellence (Pamment 

et al. 2018). Paying specific attention to how the threat is described in this report, the 

reading draws attention to a set of assumptions about democratic legitimacy and 

political authority that emerge when we understand the online information threat from 

the perspective of national security. With inspiration from post-foundational theory on 

the construction of sovereign authority (Whitt 2010) and ‘the people’ (Arendt 1977, 

Derrida 1986, Honig 1991, Näsström 2008, Whitt 2010), the analysis elucidates the 

conditions for, and limitations on, the exercise of legitimate authority in cyberspace 

when the boundaries of the demos are not known. Like the previous critical reading, 

the interpretations outlined here rely on a combination of empirical and philosophical 

material. But rather than applying a set theoretical framework, the approach is similar 

to the method of ‘critical reflexivity’ suggested by Mats Alvesson and Dan Kärreman 

(2011). Empirical material is primarily seen as ‘a partner for critical dialogue’ 

(Alvesson and Kärreman 2011, 14. Orig. italics.). The material is employed to illustrate 

ideas and ‘facilitate and encourage critical reflection’ in relation to previous research, 

while theoretical writings are employed to describe the demands and conditions for 

central assumptions illustrated by policy (Alvesson and Kärreman 2011, 4). The 
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juxtaposition of very different types of texts thus helps to reveal the inherent limitations 

of the cybersovereign approach in relation to specific threats spread through online 

communication.  

 

Rethinking Security through the Online Information Threat 

 

The unpacking and subsequent critique of preconceptions not only helps to answer what 

security means in relation to online information threats: it also fills a distinct 

methodological purpose. By showing how not all referent objects are equally viable in 

relation to the online information threat in a democratic context, the readings produce 

starting points for further exploration. In response to the problems pinpointed, the 

second article argues that we need to ‘rethink’ security in a way that acknowledges the 

centrality of independent human communicating subjects in democratic life.  

 In rethinking security, then, the dissertation is grounded in contemporary 

policy insofar as it draws on empirical material, while it avoids applying traditional 

conceptualizations of security. The empirical material used in this reading illustrates 

and ‘anchors the process of theorization in specific claims about the object under study’ 

(Alvesson and Kärreman 2011, 61), while theoretical and philosophical texts are used 

to explore new ways of approaching the issue. The requirements to theory outlined by 

Dunne et al. (2013) serve as a basic guideline: in a satisfactory theoretical account, 

‘ideas should follow logically from one another and, in general, they should not 

contradict each other, or at the very least they should have some clearly defined 

relationships to one another, and when contradictions do occur they are seen as potential 

problems for the theory’ (Dunne et al. 2014, 409). In terms of empirical material, the 

rethinking of security draws on a recent report on online information threats from the 

RAND Corporation (Kavanagh and Rich 2018), a report commissioned by NATO 

StratCom (Bertolin 2019 and Christie 2019) and an online platform on disinformation 

produced by the EU External Action Service (EUvsDisinfo 2019), as well as on 

psychological research cited in the RAND report (Roets and De keersmaecker 2017). 

Explicating the possibilities of safeguarding democratic legitimacy in the context of 

cyberspace by turning to judgement, the analysis then draws on Arendt’s writings on 

‘political judgement’ (Arendt 1982), Linda Zerilli’s outline of a democratic theory of 

judgement (Zerilli 2016), and critical discussions of Arendt’s philosophy by Jürgen 
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Habermas and Thomas McCarthy (Habermas and McCarthy 1977). Reading 

contemporary policy through the proposed normative framework of political 

judgement, the discussion illustrates how the proposed entry point can point out 

potential problems in current approaches outlined by NATO StratCom (Christie 2019) 

and the EU-funded RAN (RAN H&SC 2019).  

By specifying a distinctly normative version of judgement which does not 

rely on assumptions about a pre-existing people, this rethinking of security provides 

guidance for approaching the online information threat. It should be noted, however, 

that the aim of this exercise is not to provide a single universal conceptualization of 

security. Instead, in the spirit suggested by Alvesson and Kärreman, the ambition is to 

‘‘see’ new issues and themes, ask new questions, challenge the established wisdom, 

open up alternative lines of thinking’ (Alvesson and Kärreman 2011, 27). Nonetheless, 

in the best case, rethinking security should have both practical and theoretical 

implications. To this end, a minimal criterion guiding the theoretical reading is that the 

alternative angle should acknowledge previously neglected aspects of contemporary 

security policy, while simultaneously opening up for alternative understandings, 

including a potential revision of existing frameworks within Security Studies at large. 

 

Summary of the Articles 

 

This dissertation comprises three articles written for publication in peer-reviewed 

journals. The first was published in Intelligence and National Security and the third in 

Critical Studies on Security. The second article is under submission. In this section, I 

provide a short summary of the separate articles. 

 

Article 1. Deferring Substance: EU Policy and the Information Threat 

 

The first article explores the meaning of security in relation to the online information 

threat by looking at EU cross-sectoral policies and policy work. First, it maps EU policy 

and policy work on the topic; second, it examines the security-related values expressed 

in policy work; third, it examines the values guiding policy implementation in the light 
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of previously expressed goals. Since no comparable account of the preconceptions 

guiding the contemporary and multifaceted online information threat is currently 

available, the essay makes an empirical contribution to the field of Security Studies. It 

also provides a basis for the theoretical discussion pursued in subsequent articles.  

The investigation finds four proposed remedies to the online information 

threat: strategic communication, censorship, media literacy, and media pluralism. 

These remedies, in turn, are articulated in four separate EU policy communities: 

security and defence, internet, media and the education community. Exploring local 

knowledge within these policy communities, the essay detects two distinct ways in 

which they collectively make sense of security. First, the security/defence and internet 

communities see security-making primarily in abstract procedural terms, emphasizing 

the values of efficiency and coherence. The information and communication 

environment is described as a digital ‘battlefield’ that should be protected through 

continuous management; that is, by the deletion and production of online content. 

However, any articulations of end values. i.e., specific descriptions of content to be 

deleted or produced, are here left to experts or private actors. In sum, then, the 

overarching focus is on taking action, rather than on the substance of the action taken. 

Second, the media and education communities link security to the production of 

pluralistic online content and initiatives encouraging internet-savvy citizens to evaluate 

content critically and seek credible sources of information. In this case, the implicit 

security-related values, are ‘perspectivism’ and ‘independence.’ The ultimate object of 

protection can be described as citizens’ independent democratic judgement. Turning to 

the process of implementation, the essay considers the possible implications of 

involving three different actors in security-making: civil society, professional 

communicators and the internet industry. The analysis concludes that the means applied 

in the security-making process may undermine the stated goal of securing citizens’ 

independent democratic judgement. Whereas EU policy describes efficiency in abstract 

terms, professional communicators and the internet industry, driven by media logic and 

technological solutions respectively, tend to regard efficiency as a value guiding both 

content production and deletion. At the same time, civil society actors may lose the 

very credibility that they enjoy as independent actors, if they are seen as messengers 

recruited by the EU. 
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All in all, the findings point to a problem connected to policymakers’ 

reliance on traditional preconceptions of security-making that emphasize an efficient 

response to threats and presuppose pre-defined enemies operating in a pre-defined 

space. While technological solutions provided by internet companies and the 

involvement of actors with extensive knowledge of communication practices may 

provide a more efficient management of this envisaged ‘battlefield’ online, the question 

of content cannot be ignored. The online space is no ordinary battlefield, since content 

is what constitutes the information and communication environment. Paradoxically, 

then, by focusing on taking action rather than the substance of the action taken – in 

particular with regard to the deletion of content – policymakers may subvert some of 

the very values that their security is intended to protect. As a consequence, they lose 

control over cyberspace, the very thing that they are working so hard to achieve. 

 

Article 2. Securitizing Cyberspace: Protecting Political Judgement 

 

The second article critically explores the paradoxical procedural consequences that 

seem to follow from the application of traditional conceptualizations of security to the 

information and communication environment. Analysing specifically the concept of 

‘cyber sovereignty’ – located in the nexus between cybersecurity and politics – this 

essay outlines the limitations inherent in the application of national security 

frameworks to a perceived online information threat. The question is what kind of 

answer boundaries of sovereignty in cyberspace provide and, furthermore, whether it is 

possible to reconcile this approach with democratic legitimacy. 

The article argues that approaching the online information threat through 

the framework of cyber sovereignty ignores the specific characteristics of ever-

changing digital materiality, which, unlike physical territory, is notoriously 

inappropriate for the construction of lasting sovereign borders. The wider conceptual 

construct of cyber sovereignty also fails to consider the essentially human dimension 

of sovereignty – that sovereign authority in a democracy should be grounded in ‘the 

people’. Taken together, these shortcomings have implications for the possibility of 

security-making on democratically legitimate grounds. In the logic of cyber 

sovereignty, online information is thought to be illegitimate when it originates from 

‘foreign’ actors. Yet, as cyberspace does not come with a pre-defined outside, in 
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practice, the distinction between foreign and domestic is made by the securitizing actors 

themselves though continuous differentiation between legitimate and illegitimate 

information. The boundaries of the envisaged cyber sovereign state are thus 

continuously instated and reinstated in the name of democratic legitimacy. Yet 

democratic legitimacy cannot be properly articulated without reference to the people. 

Consequently, the lack of a territorial dimension of cyberspace raises the question of 

what democracy means when boundaries are not given. 

The article rethinks security by showing that treating human judgement 

as a referent object in relation to online information threats can provide a better solution 

to these problematic issues of legitimate authority and political community. Moreover, 

seeing human judgement as the object of protection accounts for many of the 

unorthodox interventions suggested by securitizing actors in relation to the threat. But 

the rethinking of security also shows how this referent object, in order to live up to the 

accepted standards of democratic legitimacy, must be grounded in the interplay 

between independent human communicating subjects. Drawing on Arendt’s writings 

on ‘political judgement’, the article provides an understanding of the practice of judging 

as fundamentally political. Appealing both to human imagination and communicability, 

this conception of political judgement connects the individual communicating subject 

to a world shared in common with others. 

 

Article 3. Instilling Judgement: Counter-Narratives of Humour, Fact, 

and Logic 

 

The third article explores the relationship between counter-narratives and counter-

radicalization in EU security policy by examining the turn to judgement as a remedy to 

the online information threat. Reading online counter-radicalization policies proposed 

by the Radicalization Awareness Network (RAN) in the light of the Arendtian concept 

of ‘political judgement’, this article investigates political possibilities in relation to the 

specific counter-narrative forms of humour, fact, and logic. 

Drawing on the Kantian distinction between reflective and determinant 

judgement elaborated by Arendt in relation to political judgement, the essay argues that 

the appeal to logic, fact, and humour allows RAN to promote a familiar mode of 

democratic thinking in a seemingly unmanageable information and communication 



36 
 

environment. By equating security with the individual subject’s change of mind, and 

the threat of radicalization with errors of judgement, the EU attempts to instil either a 

more rational kind of decision-making or a judgement grounded in an ‘elastic’ and self-

aware sociability. Every form of counter-narrative that RAN proposes, however, is 

predicated on the same instrumental assumption – the logic of measurable and efficient 

policy practices. Judgement is conceived of in relation to an expected outcomes and 

measurable results, rather than as an essentially open-ended individual process. Hence, 

while counter-narratives of humour do live up to Arendt’s description of political 

judgement proper in that they presuppose an unconditional acceptance of individual 

freedom, this freedom is circumscribed through the expectation of measurable and, 

ideally, predictable results. The turn to fact or logic, on the other hand, is not premised 

on political judgement proper, but on a set of shared standards. Logic and fact can only 

ever state ‘what is’, which, while appealing for policymakers, leaves little room for 

individual political agency. 

In sum, read through the Arendtian lens, the counter-narratives of 

humour, fact, and logic proposed by the EU to instil democratic judgement in 

cyberspace come with a set of limitations. Political judgement proper is a practice 

grounded in an individual freedom which cannot be reconciled with expectations of 

measurable policy outcomes. While the turn to counter-narratives (and judgement) 

allows policymakers to address the problem of online information threats, it cannot 

solve the problem of security in a democratic context, where politics is grounded in 

human agency. 

 

Conclusions 

 

The empirical readings presented in this dissertation pinpoint two distinct referent 

objects of protection in relation to the online information threat: human judgement and 

the cyber sovereign state. On the one hand, policies such as ‘media literacy’ or ‘media 

pluralism’ aim to create internet-savvy citizens who are capable of making independent 

judgements in relation to online content. The preconception guiding such interventions 

is the protection of a form of democratic judgement which, if instilled, allows for 

continued democratic discussion online. On the other hand, traditional preconceptions 
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about national security continue to be applied to the online information threat. 

Describing the threat as an encroachment on ‘the sovereignty of the state, and the 

legitimacy of open and free debate,’ securitizing actors suggest that sovereignty should 

be the object of protection in cyberspace (Pamment et al. 2018, 7). In practical security-

making terms, however, the lack of sovereign boundaries in cyberspace today means 

that protection is an ever-ongoing operation. EU policy in the security and defence 

sectors describes cyberspace as a digital ‘battlefield’, thus emphasizing the negative 

side of the Westphalian vision. Rather than being guided by ideas of protection, policy-

making is largely driven by efficiency. Content management is left to private actors and 

experts – namely, the internet industry, which provides technical solutions for content 

deletion, or professional communicators, who may be driven by content reach and 

exposure. The critical analyses underline tensions between the two preconceptions 

guiding EU policymaking. In practical terms, the equal emphasis on both independent 

democratic judgement and efficient action on the online ‘battlefield’ makes for 

contradictory outcomes. This is especially problematic when security-making is left in 

the hands of experts and the internet industry. Professional communicators, guided by 

a logic emphasizing reach and exposure of online content, for instance, may contribute 

to a radicalized discussion climate, rather than counteract it. Furthermore, EU pressure 

on the internet industry to delete content without legal review creates a grey area in 

terms of online censorship. Such outcomes work counter to the desire for a democratic 

cyberspace long envisioned by the EU, and even undermine the goal of enhancing 

citizens’ independent democratic judgement.  

The analysis of the link between between political authority and political 

community underpinning notions of security points to a more fundamental problem 

with policies that embrace traditional frameworks of national security. Drawing on 

post-foundational political theory, the dissertation argues that the core problem 

haunting security-making in relation to the online information threat springs from the 

fact that, in a democratic context, legitimate authority can never be understood apart 

from the collective subject authorizing it. What we normally call ‘democratic 

legitimacy’ is grounded in ‘the people.’ The reference to sovereignty allows territory to 

refocus debate about the essentially ‘political relationship between authority and 

subject onto geographic features of the social world’ (Whitt 2010, 201. My italics.). But 

the online information threat does not correspond to any specific territory. Without a 
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territorial dimension, the protection of cyber sovereignty can only make sense in 

relation to the collective subject itself, and, in a democracy, communication is the 

constitutive force of this collective subject. Seen in this way, it is clear that the problem 

of security in relation to online information threats is not a matter of the technical issues 

involved in implementation, nor of specific democratic principles, such as freedom of 

speech; rather the question of what to protect confronts us with questions the basic 

issues of democratic life. While this form of legitimacy is not grounded in a given 

demos, neither can it be a feature mobilized by securitizing actors. All this is not to say 

that democratic legitimacy, or even state sovereignty, is not threatened by malicious 

information spread online. Rather, the crucial point is that these matters cannot be 

secured through the evocation of territorial boundaries in cyberspace. 

Securitizing actors working in a democratic context need a different 

referent object, one that corresponds to communicative action. The conceptualization 

of judgement as a referent object presents a viable path forward in this regard, and this 

lens can be used to make sense of a wide range of diverse policy initiatives connected 

to the online information threat. Still, the analyses show that judgement needs to be 

qualified in order to live up to and resolve the problem of democratic legitimacy. By 

drawing on Arendt’s writings on political judgement, the critical analysis identifies 

several contradictions and limitations inherent in the approaches suggested. First, the 

examination of the premises of EU online counter-radicalization policy shows how 

policymakers’ use of methods for changing minds are based on expectations of 

measurable and, ideally, predictable results. On this account, the unorthodox approach 

of disseminating humorous counter-narratives can encourage self-reflection in 

individuals who sympathize with extremist causes. But such self-reflection presumes 

individual agency; laughter, at least the kind of laughter that leads someone to change 

his mind about something important, cannot be commanded. Second, while it may be 

true that algorithmically generated messages on social media platforms constitute a 

fertile ground for bad political thinking, the main preoccupation should not be the 

individual mental health of internet users currently embraced by securitizing actors. A 

political judgement is not an individual cognitive state, but must be understood in 

relation to the intersubjective dimension of speech. Rethinking the referent object in 

relation to the online information threat, and taking these limitations into account, the 

dissertation proposes a turn to judgement rooted in public life. This life might be 
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imagined or factual, but it includes a recognition of our own agency as well as the 

agency of others. 

Contributions 

 

The findings presented as part of this dissertation have methodological, conceptual, and 

theoretical implications for Security Studies as a whole, and Critical Security Studies 

in particular, but also for contemporary policymaking in relation to the online 

information threat. This section outlines the three main contributions made by the 

articles presented. 

The dissertation contributes to Critical Security Studies by suggesting a 

novel methodological approach to investigating the referent object.  The traditional 

Copenhagen School of securitization theory regards the referent object as a necessarily 

explicit part of the securitizing act. In other words, it is only by stating that something 

is under threat that it can be made secure. Yet, as studies drawing on international 

sociological approaches show, securitization can and does take place even in the 

absence of explicit speech acts. The dissertation contributes to this body of research by 

showing how the referent object can be conceived of as an implicit preconception about 

protection that guides proposed interventions. This conception, in turn, opens up for a 

different and wider approach to the study of bureaucratic securitization. The Paris 

School commonly explains securitization with reference to enhanced power for 

securitizing actors. By turning our attention instead to the referent objects guiding 

security interventions, the articles presented here bring to light the preconceptions and 

shared worldview of securitizing actors. Making explicit such implicit points of 

departure opens up for a critique of the conceptual premises of securitization, in contrast 

to the more commonplace focus on bureaucratic networks and the reproduction of 

power within such networks. This change of focus is key in relation to a non-state actor 

such as the EU Commission, where securitization in relation to the online information 

threat was initially pursued through knowledge production and the dissemination of 

‘best practices’, rather than put into the hands of certain given actors. 

Secondly, by pinpointing the limitations of national security in relation to 

the online information threat, the dissertation outlines a critical argument against 

suggested methods for security-making within Defence, Intelligence, and Strategic 
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Studies. The articles underscore how the vision of protecting the sovereign state in 

cyberspace as a matter of national security – an approach embraced by scholars within 

Defence and Intelligence Studies – is inherently problematic in connection with non-

territorial threats spread through human communication. Similarly, the understanding 

of security as the protection of a given democratic people as forwarded in current 

discussions of ‘hybrid threats’ is equally problematic. Highlighting how 

communication in a democratic context corresponds to the constitutive force of the 

collective subject in a democracy – the people – it becomes clear that any referent object 

guiding securitization in a space without given boundaries must accept that ’the people’ 

is a self-constituting entity. However we view the problem of online information 

threats, if, as policymakers suggest, the aim is to ‘protect’ democratic legitimacy, we 

need a conceptualization of security that takes the agency of the communicating subject 

into consideration. The remedy, therefore, can never be the insertion of legitimate 

authority through boundary-drawing strategies such as ‘offensive information 

operations’, ‘strategic communication’, ‘democratic propaganda’ (Ventre 2016, Paul 

2011, Taylor 2002), or the implementation of online filtering services (Demochak and 

Dombrowski 2014, 98). Rather than serving to ‘protect’ democracy or legitimate 

authority, such interventions reproduce territorial boundaries in cyberspace with 

reference to an ungrounded legitimacy. What is more, as is made evident in the 

empirical analysis, such visions lead to practical problems of implementation. It is not 

unreasonable to think that the envisaged need for perpetual interventions contributes to 

the outsourcing of content management to private actors or a turn to experts, thus 

ironically putting the protection of democratic legitimacy into the hands of the internet 

industry or communication professionals. 

Lastly, by showing how securitization in relation to the online information 

threat is guided by ideas about protecting human judgement, and by pointing to the 

limitations and possibilities of this referent object, the dissertation makes conceptual 

and theoretical contributions both to Security Studies and to contemporary 

policymaking. By conceptualizing the referent object as human judgement, we can 

explain many of the unorthodox security interventions proposed in relation to the threat. 

Understanding security as the protection of judgement throws light on the current turn 

to humour (RAN 2012) in security-making, but also on the common references to 

‘critical thinking’ (Pherson and Mort Ranta 2019, 9), as well as on the myriad ’online 

fact-checking services’ that have sprung up in recent times. The theoretical discussion 
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of political judgement furthermore offers critical arguments against interventions that 

draw on individual cognitive frameworks of judgement. In recent years, a number of 

securitizing actors have described security in terms of individual mental fragility. The 

EU-funded Radicalization Awareness Network, for instance, provides a list of ‘risk 

factors’ for autistic and mentally ill individuals, arguing that their judgement may be 

especially compromised in relation to online information (RAN H&SC 2019, 6). Such 

a psychological understanding of judgement, however, potentially undermines the 

agency of the democratic subject. In contrast to such views, the Arendtian take on 

political judgement shows that judgement must be grounded in the intersubjective 

dimension of speech. Understanding judgement as linked to communicability, this form 

of judgement straddles the line between the individual and world shared in common 

with others. Such a conceptualization of the referent object connects security measures 

for dealing with online information threats into line with the standards for democratic 

legitimacy. 

 

Limitations and Future Research 

 

There are limitations involved in the exploration of a fast-changing field such as 

security-making in relation to online information threats. This is particularly true with 

respect to the empirical findings presented in this dissertation. Since the first article was 

published, the EU has increasingly come to focus on, and work against, the economic 

drivers behind online information threats, while calling for more technical solutions to 

the problem and demanding more active involvement of global internet companies. 

These turns in policymaking, however, point to the relevance of the wider conclusions 

presented in this dissertation. In particular, they highlight the importance of not 

understanding the threat narrowly, in terms of intentional messages from foreign actors, 

but as a wider, and sometimes unintentional, threat to democratic life. In addition, the 

role of internet companies as securitizing actors, especially the limitations and 

possibilities of digital technologies, needs more critical scrutiny. This dissertation 

focuses exclusively on initiatives from securitizing actors, but a logical next step would 

be to examine the overall potential for democratic action in a cyberspace dominated by 

powerful internet companies. The fundamental conceptual question of how we should 
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conceive of online platforms is a pressing one. Are such platforms public 

infrastructures? Or are they media companies, responsible for content shared by users? 

Different answers to these questions will lead to different solutions, with divergent 

implications for questions of both security and democratic politics. 

In theoretical terms, some of the limitations of the dissertation are 

connected with the research process itself: however much one tries, some insights can 

only come about at the end of a journey. Consequently, a more detailed empirical 

exploration of contemporary policy, directly drawing on the theoretical discussions 

about democratic legitimacy, is yet to be undertaken. The question of how to understand 

democratic legitimacy in relation to security and the online information threat also 

deserves further scholarly attention. This dissertation shows how claims to protect 

democracy become an essential part of the meaning of security, and how this change in 

security-making can be conceptualized by turning to political judgement. 

Consequently, from the results presented, it should be clear that democratic legitimacy 

is not only a question for democratic theory or simply a practical problem for security 

professionals. Instead, it constitutes a key problematic for those seeking to understand 

security in a democratic society permeated with information and communication 

technologies. Given that, we need to investigate further the political implications of 

linking security to democracy, but also to examine what kind of subjects this connection 

works to produce. In other words, what constitutes the security of democratic 

judgement, and what constitutes the judgement of security? 
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