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Abstract
This thesis investigates the relationship between international human rights law (IHRL) and international humanitarian law
(IHL) in regards to the right to freedom of expression in armed conflict. Freedom of expression is a touchstone of other
human rights and a cornerstone of democracy. Digital technology, social media and the internet have enormously facilitated
the exercise of this right and completely changed how societies seek, receive and share information. These changes have
significant impacts in situations of armed conflict, where the stakes of ensuring access to accurate information are raised
even further. However, despite significant research on the relationship between the application of IHRL and IHL during
armed conflict, freedom of expression remains an underexplored area. A deeper look on a normative level at the right to
freedom of expression in armed conflict reveals a dynamic relationship between IHRL and IHL.

This research shows that the protection and fulfilment of the right to exercise freedom of expression under IHRL is a core
mechanism for fulfilling the obligations to respect and ensure respect under IHL. In addition, IHL provides complementary
protections aimed at addressing the specific vulnerabilities of the exercise of freedom of expression presented by situations
of armed conflict. The IHL provisions import lessons from history that those who speak out against atrocities and violence
are often silenced and that the dominance of one narrative and interest can lead to further violations of international
legal standards. Recourse can therefore be made to IHRL standards in interpreting these requirements under IHL. In such
circumstances, IHRL may offer individuals an opportunity to secure their rights under IHL through IHRL enforcement
mechanisms where these rights are complementary to the protection of freedom of expression under IHRL.

Simultaneously, the application and interpretation of the right to freedom of expression can inform the implementation
of other IHL obligations that impact the exercise of freedom of expression, such as addressing the spread of misinformation
as a ruse of war or where the parties to the conflict block access to the internet and other information sources. Further, the
situation of armed conflict changes the context in which the right to freedom of expression may be exercised. Depending
on the nature of the interference with the right and particular facts, it is necessary to refer to IHL in order to understand
how the right operates in the context of armed conflict.

This cross-referencing between the two bodies of law is necessary to uphold the rights contained therein and to implement
the corresponding obligations coherently. Doing so reveals opportunities and solutions to address issues raised in the
concurrent application of both bodies of law. That said, unless the proper balance is achieved between these overlapping
norms, the protections afforded under both risk being undermined. As freedom of expression is a cornerstone of democracy,
understanding the legal framework applicable to its exercise in armed conflict is essential to keep the whole house from
tumbling down.
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1 Introduction 

 
‘White Rabbit as Herald blowing a trumpet’, illustration drawn by John Tenniel in Alice’s Ad-

ventures in Wonderland by Lewis Carroll, 1865, 166 

 

 

 



4 

Freedom of expression is a legal right established under international human 

rights law (‘IHRL’).1 Through the exercise of this right, individuals are able 

to make known to others the innermost workings of their identity and partici-

pate in society through the debate of ideas and interests within that society. 

The information and ideas available to them shape the opinions they hold 

and help them decide how to live their lives on a day-to-day basis.2 In this 

way, freedom of expression has been described as one of the cornerstones of 

democracy.3 Technological advances in the twentieth and twenty-first centu-

ries such as the internet and mobile technology have enormously facilitated 

 
1 Universal Declaration of Human Rights 1948, adopted by United Nations (‘UN’) General 

Assembly in Resolution 217 A(III), UN Doc. A/RES/3/217A, 10 December 1948, Article 19; 

International Covenant on Civil and Political Rights 1966, 999 UNTS 171, Article 19 (‘IC-

CPR’); Council of Europe, Convention for the Protection of Human Rights and Fundamental 

Freedoms, as amended by Protocols Nos. 11 and 14, 1950, ETS 5, Article 10 (‘ECHR’); Or-

ganization of American States, American Declaration on the Rights and Duties of Man, 

adopted by the Ninth International Conference of American States, Bogotá, Colombia, 1948, 

Article IV (‘American Declaration’); Organization of American States, American Convention 

on Human Rights 1969, O.A.S. Treaty Series No. 36, 1144 UNTS 123, Article 13 (‘ACHR’); 

African Union, African Charter on Human and Peoples’ Rights 1981, OAU Doc. 

CAB/LEG/67/3 rev. 5, 1520 UNTS 217, Article 9 (‘ACHPR’); League of Arab States, Arab 

Charter on Human Rights 2004, Article 32, 15 September 1994, adopted in Resolutions of the 

Council of Ministers of the League of Arab States, 6184 March 2002, 6243 September 2002 

and 6302/119 (Part II) March 2003 (‘Arab Charter on Human Rights 2004’); European Union, 

Charter on Fundamental Rights of the European Union, Official Journal of the European Un-

ion 2012/C 326/02, 26 October 2012, 391–407, Article 11 (‘EU Charter on Fundamental 

Rights’); and Association of South East Asian Nations (‘ASEAN’), ASEAN Human Rights 

Declaration, 18 November 2012, Article 12 (‘ASEAN Declaration 2012’). See also Conven-

tion on the Rights of the Child 1990, 1577 UNTS 3, Article 13 and Article 17 (‘CRC’); Con-

vention on the Rights of Persons with Disabilities 2006, 2515 UNTS 3, Article 21 (‘CRPD’); 

and the Convention on the Elimination of All Forms of Racial Discrimination 1969, 660 

UNTS 195, Article 5 (‘CERD’). Other treaties addressing specific situations and protection of 

particular persons include a general obligation on States parties to guarantee the enjoyment of 

their human rights, which includes freedom of expression. See, for example, Convention on 

the Elimination of All Forms of Discrimination Against Women 1981, 1249 UNTS 13, Arti-

cle 3 (‘CEDAW’). 
2 Tarlach McGonagle, ‘The development of freedom of expression and information within the 

UN: leaps and bounds or fits and starts?’ in Tarlach McGonagle and Yvonne Donders, The 

United Nations and Freedom of Expression and Information (Cambridge, Cambridge Univer-

sity Press, 2015), 1-52, 3 (‘McGonagle, ‘The development of freedom of expression and in-

formation within the UN, 2015’). 
3 European Court of Human Rights (‘ECtHR’), Handyside v. The United Kingdom, Applica-

tion no. 5493/72, Judgment, 7 December 1976, para. 49 (‘ECtHR, Handyside v. The United 

Kingdom, 1976’); Inter-American Court of Human Rights (‘IACtHR’), Compulsory Member-

ship in an Association Prescribed by Law for the Practice of Journalism (Arts. 13 and 29 

American Convention on Human Rights), Advisory Opinion OC-5/85 of November 13, 1985, 

Series A No. 5, para. 70 (‘IACtHR, Compulsory Membership in an Association for the Prac-

tice of Journalism, Advisory Opinion 1985’); and UN Human Rights Committee (‘HRC’), 

General Comment No. 34, ‘Article 19: Freedoms of opinion and expression’, UN Doc. 

CCPR/C/GC/34, 12 September 2011, para. 13 (‘HRC, General Comment No. 34, 2011’). 
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the exercise of this right, which in turn has significantly contributed to the 

advancement of all other human rights.4 

 

This right takes on new meaning during armed conflicts. On an individual 

level, access to information on the conduct of hostilities, on humanitarian re-

lief and on the broader efforts to bring the conflict to a close is a crucial life-

line to many, and for those unable to leave, hearing news beyond the conflict 

zone provides some light relief. On a societal level, information provides an 

understanding of the daily toll of the conflict faced by those remaining in the 

area and those who have been forced to flee their homes. Broader debate and 

dialogue are also a means of ensuring parties to the armed conflict are held 

to account for their actions. 

 

The importance of transmitting as much information on events as possible 

during armed conflict was recognised in the 1960s when the United Nations 

(‘UN’) General Assembly took up work to create a separate treaty on the 

protection of journalists during armed conflict.5 Parties to armed conflicts to-

day are keenly aware of this importance, as demonstrated by their attempts 

to control not only the flow of information but also the ability to exercise the 

right to freedom of expression in areas under their control, directly and indi-

rectly.  

 

The result is silence. Silence creates space for breaches of the applicable in-

ternational legal standards that go unknown beyond the conflict zone. The si-

lence extends even further as the rest of the world struggles to find infor-

mation on what is occurring.6 

 

This silence is echoed in the legal literature. Research to date has shown that 

the application of international humanitarian law (‘IHL’), or the law of 

armed conflict, impacts the application of IHRL. Conversely, it is under-

stood that IHRL can aid the interpretation of IHL requirements when both 

apply simultaneously. However, the relationship between IHRL and IHL in 

 
4 Inter-American Commission of Human Rights (‘IACHR’), Office of the Special Rapporteur 

for Freedom of Expression, ‘Standards for a Free, Open, and Inclusive Internet’, Report of the 

Special Rapporteur for Freedom of Expression, Chapter III of the 2016 Annual Report of the 

Inter-American Commission of Human Rights, OEA/Ser.L/V/II, CIDH/RELE/INF.17/17, 15 

March 2017, 9, para. 2 (‘IACHR, ‘Standards for a Free, Open, and Inclusive Internet’, 2017’). 
5 See further Chapter 5.1.2. 
6 The phenomenon of silence following conflict where individuals and societies do not discuss 

the events that took place has also been highlighted in academic literature. See David Rieff, 

‘…And if there was also a duty to forget, how would we think about history then?’, Interna-

tional Review of the Red Cross, Volume 101, Issue 910, April 2019, 55-67. 
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the exercise of freedom of expression in armed conflict has not been consid-

ered in depth,7 even in research on areas that significantly impact on the ex-

ercise of the right, such as cyber operations.8 Investigating the relationship 

between these two bodies of law in regards to the right to freedom of expres-

sion will thus contribute to further understanding in these fields. As will be 

highlighted in the discussion of practical examples, such understanding is 

timely in light of advances and changes in practice in armed conflicts. 

 

The exercise of the right to freedom of expression can also transcend tradi-

tional physical boundaries, making its operation unique and adding a new 

layer to the individual and social dimensions of the right. The legal frame-

work thus differs between a person exercising their right to express them-

selves and share information within the area of the armed conflict and a per-

son exercising their right to seek, receive and impart that information in a to-

tally different jurisdiction outside the area of the conflict. This spatial ele-

ment is an important factor in determining the legal framework and 

understanding how this framework can change. 

 

This research therefore aims to untangle the relationship between the two 

fields in determining the scope of the obligations relating to the right to free-

dom of expression in armed conflict, and in doing so, fill some of the space 

in the legal research. As implied by the subtitle, this research seeks to break 

the silence between these spaces. 

 
7 See Louise Doswald-Beck, Human Rights in Times of Conflict and Terrorism (Oxford, Ox-

ford University Press, 2011), 401-443 (‘Doswald-Beck, Human Rights in Times of Crisis and 

Conflict, 2011’); Robert Kolb and Gloria Gaggioli (eds.), Research Handbook on human 

rights and humanitarian law (Cheltenham, UK, Northampton, MA, Edward Elgar Publishing, 

2013); Erika de Wet and Jann Kleffner (eds), Convergence and Conflicts of Human Rights 

and International Humanitarian Law in Military Operations (Pretoria, South Africa, Pretoria 

University Law Press, 2014) (‘de Wat and Kleffner, Convergence and Conflicts of Human 

Rights and International Humanitarian Law in Military Operations, 2014’); and Daragh Mur-

ray, Elizabeth Wilmshurst, Françoise Hampson, Charles Garraway, Noam Lubell, and Dapo 

Akande (eds.), Practitioners’ Guide to Human Rights Law in Armed Conflict (Oxford, Oxford 

University Press, 2016), 243-244 (‘D. Murray et al. (eds.), Practitioners’ Guide to Human 

Rights Law in Armed Conflict, 2016’). 
8 See Michael N. Schmitt (ed.), Tallinn Manual 2.0 on the International Law Applicable to 

Cyber Operations (2nd ed., Cambridge, Cambridge University Press, 2017) (‘Schmitt, Tallinn 

Manual 2.0, 2017’); Heather Harrison Dinniss, Cyber Warfare and the Laws of War 

(Cambridge, Cambridge University Press, 2012) (‘Harrison Dinniss, Cyber Warfare and the 

Laws of War, 2012’); and Kriangsak Kittichaisaree, Public international law of cyberspace 

(Cham, Switzerland, Springer International Publishing, 2017), 45-152. 
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1.1 Background on freedom of expression and armed 

conflict 

 

Just as the exercise of the right is impacted by armed conflict, armed conflict 

is shaped by the exercise of the right. Innovations in photography, radio, tel-

evision, internet and mobile technology, among others, have not only bene-

fited civilian society but also led to significant changes in military infrastruc-

ture and propaganda machinery. Photography in war, for example, has a long 

history dating back to the 1800s, when conflicts in Latin America and the 

American Civil War were first documented through this medium.9 This 

transformed how events in conflict were recorded and understood and ulti-

mately contributed to the development of humanitarian standards applicable 

during armed conflict.10 It also impacted how conflicts were conducted. The 

British have been credited as the first to use photography to attempt to docu-

ment the progress of war and the opponent’s strategic positions in 1854.11 By 

the Spanish Civil War, cameras were light enough to capture scenes in action 

more easily,12 and by the Vietnam War, photojournalism combined with tele-

vision coverage resulted in near constant footage being available on the con-

flict.13 Today, the low cost and availability of mobile technology and the in-

ternet have vastly expanded the speed, breadth and impact of a wide range of 

 
9 Veronica Smink, ‘Vintage photos show Latin America's deadliest war’, BBC News, 6 April 

2015, <https://www.bbc.com/news/world-latin-america-32034353>; ‘Photography that 

changed the way we view war’, CBS News, 8 July 2013, 

<https://www.cbsnews.com/news/photography-that-changed-the-way-we-view-war/>. Note 

that the hyperlinks referenced in the thesis can contain graphic content relating to armed con-

flict. 
10 See Sonya de Laat, ‘The camera and the Red Cross: “Lamentable pictures” and conflict 

photography bring into focus an international movement, 1855–1865’, International Review 

of the Red Cross, Volume 102, Issue 913, April 2020, 417-443. 
11 U.S. Library of Congress, ‘Fenton Crimean War Photographs’, prepared by Woody Woodis 

(Cataloger), <https://www.loc.gov/pictures/collection/ftncnw/background.html>. 
12 ‘Spanish Civil War: Rediscovered photos in Navarra museum’, BBC News, 31 January 

2015, <https://www.bbc.com/news/world-europe-30992883>. See also Matt Crawford, ‘Shots 

of War: Photojournalism During the Spanish Civil War’, University of California San Diego, 

<https://library.ucsd.edu/speccoll/swphotojournalism/index.html>. See also Nelson Ribeiro, 

‘Using a new medium for propaganda: The role of transborder broadcasts during the Spanish 

Civil War’, Media, War and Conflict, Volume 7, Issue 1, April 2014, 37–50 (‘Ribeiro, ‘The 

role of transborder broadcasts during the Spanish Civil War’, 2014). 
13 Liam Kennedy, ‘Photojournalism and the Vietnam War’, UCD Clinton Institute for Ameri-

can Studies, <http://www.ucd.ie/photoconflict/histories/vietnamwarphotojournalism/>. See 

further Aoife Duffy, ‘Bearing Witness to Atrocity: Photography and International Law’, Hu-

man Rights Quarterly, Volume 40, Issue No. 4, November 2018, 776-814. See also Naz K. 

Modirzadeh, ‘Cut These Words: Passion and International Law of War Scholarship’, Harvard 

International Law Journal, Volume 61, Number 1, Winter 2020, 1-64 who compares differ-

ences in the writing of international legal scholarship on the law of armed conflict during this 

period in comparison with the U.S.’s ‘War on Terror’ in the early 21st century. 
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information sources. As a result, parties to armed conflict can bypass tradi-

tional media channels and upload content directly, giving them greater con-

trol over the narrative of the conflict than previously.14 

 

In turn, armed conflict shapes expression. For example, when swearing in 

English, it was once common to say ‘excuse my French’, a reference to his-

torical conflicts.15 Many of these references are forgotten over time and take 

on new meaning.16 For example, the melody to what is now considered a 

Swedish children’s song about the number of men in the army under King 

Karl XII (1697-1718) is the melody of an American Civil War song.17 The 

twenty-first century has been marked by the ‘war on terror’, the ‘war on 

drugs’ and the ‘war on poverty’, to name a few.18 The experience of partici-

pating in and living during armed conflict has inspired countless individuals 

to produce significant works of art, literature and much more that inspire fu-

ture generations. Any kind of comprehensive list of such works would be 

impossible. To name a few, Rudyard Kipling wrote numerous poems based 

on his experience of war as a parent, civilian and survivor,19 such as ‘My 

Boy Jack’ (1915)20 and ‘Gunga Din’ (1890).21 Ernest Hemingway’s experi-

ence reporting from the Spanish Civil War inspired him to write ‘For Whom 

 
14 See further David Patrikarako, War in 140 Characters: How Social Media is Reshaping 

Conflict in the Twenty-First Century (New York, Basic Books, 2017) (‘Patrikarakos, War in 

140 Characters, 2017’). 
15 See further Margaret Macmillan, ‘The Mark of Cain’, Reith Lecture 2018, BBC, 

<https://www.bbc.co.uk/programmes/b0b7f390> (‘Macmillan, “The Mark of Cain”, 2018’). 
16 Anne Neylon, ‘The museum and the border: the Merseyside Maritime Museum and the 

construction of the migrant and refugee’, London Review of International Law, Volume 9, Is-

sue 1, March 2021, 69–110, explores how the way in which historical events are portrayed by 

the State can go on to have legal consequences, through shaping how law is constructed and 

its definitions, which directly impacts on the rights of individuals. 
17 Julianne Q. M. Yang, ‘Filming Guilt about the Past through Anachronistic Aesthetics: Roy 

Andersson’s A Pigeon Sat on a Branch Reflecting on Existence’, Scandinavian Studies, Vol-

ume 89, Number 4, Winter 2017, 573-596, 584. See John Stauffer, ‘The Song That Marches 

On: History of the Battle Hymn of the Republic’, HistoryNet, 13 December 2016, 

<https://www.historynet.com/the-song-that-marches-on-history-of-the-battle-hymn-of-the-

republic/>, for a history of melody of ‘The Battle Hymn of the Republic’. See further Carl 

Holliday, ‘American Folk-Songs’, The Sewanee Review, Volume 27, No. 2, 1919, 139-150. 

Note that the language used in this article is not reflective of modern standards. 
18 Macmillan, ‘The Mark of Cain’, 2018. 
19 Daniel Karlin, ‘“Our fathers lied”: Rudyard Kipling as a war poet’, OUPblog, 29 December 

2015, <https://blog.oup.com/2015/12/rudyard-kipling-war-poet/>; Shaina Gopen, ‘Kipling, 

Rudyard’, Postcolonial Studies @Emory blog, 2000, <https://scholarblogs.emory.edu/post-

colonialstudies/2014/06/11/kipling-rudyard/>. 
20 Rudyard Kipling, ‘My Boy Jack’, 1916, The Kipling Society, <http://www.kiplingsoci-

ety.co.uk/poems_jack.htm>. 
21 Rudyard Kipling, ‘Gunga Din’, 1890, Poetry Foundation, <https://www.poetryfounda-

tion.org/poems/46783/gunga-din>. 
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The Bell Tolls’ (1940) and ‘The Fifth Column’ (1938).22 George Orwell’s 

experience in this war similarly inspired ‘Homage to Catalonia’, ‘Animal 

Farm’ and ‘1984’.23 Henry Dunant’s ‘A Memory of Solferino’ (1862) in-

spired the creation of the International Committee of the Red Cross in 

1863.24 In modern times, the experiences of war have inspired film and tele-

vision production, such as ‘Apocalypse Now’ (1979) based on the Vietnam 

War, ‘The Crying Game’ (1992) based on the conflict in Northern Ireland 

and ‘Black Hawk Down’ (2001) based on factual events of a U.S. military 

raid in Mogadishu, Somalia, in 1993.25 Kollwitz, Dali, Picasso and Lichten-

stein’s paintings on war span conflicts throughout the twentieth century.26 

Some of the most popular video games of recent years have been based on 

war.27 In popular music, John Lennon and Yoko Ono’s classic ‘Happy Xmas 

(War is Over)’ was released in 1971 as a protest song against the Vietnam 

War.28 This list reflects my own Western European background and does not 

do credit to the incredible works produced elsewhere in the world. Nonethe-

less, it gives a small hint of the impact of armed conflict on expressive 

works. 

 

Reference to imagery and language included in artistic works have been used 

as code by terrorist groups and individuals convicted of terrorism-related 

crimes connected with non-State parties to armed conflict.29 In recognition of 

 
22 ‘Ernest Hemingway in Spain’, The Ernest Hemingway Collection, <https://www.ernes-

themingwaycollection.com/about-hemingway/ernest-hemingway-in-spain>. 
23 Jason Cowley, ‘Introduction’, 2021 in George Orwell Animal Farm (London, Pan Macmil-

lan, 2021), v-xi. 
24 Henry Dunant, A Memory of Solferino (American Red Cross, Washington D.C, 1959, re-

printed by the International Committee of the Red Cross, Geneva), 

<https://www.icrc.org/en/doc/assets/files/publications/icrc-002-0361.pdf>; ‘From the battle of 

Solferino to the eve of the First World War’, International Committee of the Red Cross 

(‘ICRC’), 28 December 2004, <https://www.icrc.org/en/doc/resources/docu-

ments/misc/57jnvp.htm>. 
25 Robert T. Eberwein, The Hollywood War Film (Chichester, UK, Wiley-Blackwell, 2009). 
26 Sara Barry, ‘The 18 Greatest War and Battle Paintings of All Time’, The Archive, 10 Octo-

ber 2017, <https://explorethearchive.com/the-18-greatest-war-and-battle-paintings-of-all-

time>. 
27 Ben Gilbert, ‘The 50 best video games of all time, according to critics’, Insider, 7 March 

2022, <https://www.businessinsider.com/best-video-games-metacritic-2017-

11?r=US&IR=T#1-the-legend-of-zelda-ocarina-of-time-51>. 
28 Tom Eames, ‘The Story of... ‘Happy Xmas (War is Over)’ by John Lennon’, Smooth Radio, 

3 December 2020, <https://www.smoothradio.com/features/the-story-of/john-lennon-happy-

xmas-war-is-over-lyrics-meaning/>; The Beatles Bible, 7 August 2010, <https://www.beat-

lesbible.com/people/john-lennon/songs/happy-xmas-war-is-over/>. 
29 See, for example, ‘London teen guilty of museum terror plot’, BBC News, 4 June 2018, 

<https://www.bbc.com/news/uk-44359751> (‘BBC News, ‘London teen guilty of museum 

terror plot’, 4 June 2018’) and Nadia Khomami, ‘Members of all-female terror cell jailed over 

London knife plot’, The Guardian, 15 June 2018, <https://www.theguardian.com/uk-

nnews/2018/jun/15/all-female-terror-cell-rizlaine-boular-mina-dich-jailed-over-london-knife-
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this connection, copies of the original illustrations by John Tenniel from 

Lewis Carroll’s Alice’s Adventures in Wonderland, first published in 1865, 

and Through the Looking-Glass and what Alice found there, published in 

1870, are included in the Chapters to illustrate the main themes. These im-

ages also serve as a figurative way to depict the relationship between free-

dom of expression and IHL. Like the journey through the looking glass, 

much is the same, but very different. 

 

Situations of armed conflict shape expression therein. Time and again, it has 

been shown that violent actions within a society leading up to armed conflict 

have been immediately preceded by efforts to control expression concerning 

the events.30 Access to alternative sources of information is often signifi-

cantly reduced in armed conflict. The parties to conflict commonly impose 

measures limiting or restricting the means of expression ranging from re-

strictions on expressing opinions in favour of the opponent to bans on spe-

cific words.31 There are countless examples of such measures throughout his-

tory, and among the most notable are those imposed in Germany and Ger-

man-occupied territories during World War II (‘WWII’). Books viewed as 

opposing Nazism were burnt in towering piles, and individuals accused of 

expressing anti-Nazi positions were brought before ‘People’s Courts’, which 

were infamous for mistreatment and a lack of any resemblance to any fair 

 
plot>. I leave it to the reader to come to any further interpretation relating to the images and 

Chapter themes. Pictures sourced from Alice-in-wonderland.net, ‘Illustrations’, 

<https://www.alice-in-wonderland.net/resources/pictures/>. 
30 See, for example, the attempted coup in Turkey in July 2016 where one of the first acts of 

the dissident members of the armed forces took was to take control of the Turkish national tel-

evision broadcasting. The channel’s anchor person was forced to read a statement declaring 

that there had been a coup. See further Ece Toksabay and Paul Taylor, ‘Turkey's bungled 

putsch: a strangely 20th century coup’, Reuters, 16 July 2016, <https://www.reuters.com/arti-

cle/us-turkey-security-coup-analysis/turkeys-bungled-putsch-a-strangely-20th-century-coup-

idUSKCN0ZW0V0>; Kareem Shaheen, ‘Military coup was well planned and very nearly suc-

ceeded, say Turkish officials’, The Guardian, 18 July 2016, <https://www.theguard-

ian.com/world/2016/jul/18/military-coup-was-well-planned-and-very-nearly-succeeded-say-

turkish-officials>; ‘Role of communication in preventing coup in Turkey’, TRT World, 18 

July 2016, <https://www.trtworld.com/turkey/the-role-of-communication-in-preventing-the-

coup-in-turkey-146168>. This incident is interesting as many have accredited the significant 

contribution of modern communications technology, social media and news reporting to 

bringing it to an end. Not least in this was the President’s appeal to the nation to protest in the 

streets via Apple’s FaceTime (a video call and IP-telephony programme) aired live on a pri-

vate television network. However, others have highlight strategic errors made by those who 

attempted it, including lack of coordination and resources. See, for example, Metin Gurcan, 

‘Why Turkey's coup didn't stand a chance’, Al-Monitor, 17 July 2016, <https://www.al-moni-

tor.com/pulse/originals/2016/07/turkey-kamikaze-coup-attempt-fails.html>. 
31 UN Office of the High Commissioner for Human Rights (‘OHCHR’), Human Rights Moni-

toring Mission in Ukraine, ‘Report on the human rights situation in Ukraine 15 July 2014’, 15 

July 2014, para. 152 (‘HRMMU, 4th Report, 15 July 2014’). 
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trial process.32 Films, literature, radio and photography promoting the Nazi 

position and demonstrating military gains were produced with the aim of in-

fluencing the ideas and opinions of those within Germany, the enemy and 

the population under the enemy’s control.33 

 

Individuals who try to exercise their right to freedom of expression during 

armed conflict are vulnerable to further violations of their rights based on 

this exercise. For example, journalists have been a specific target of all par-

ties to the armed conflicts in Syria since the outbreak of hostilities in 2012.34 

James Foley, Steven Sotcloff and Marie Colvin are examples of journalists 

whose deaths made international headlines. The deaths of James Foley and 

Steven Sotcloff were symbolic not only because their murderers made them 

so by recording and broadcasting the acts but also because of their roles as 

journalists.35 Investigations into Marie Colvin’s death have revealed that the 

temporary media centre from which she and others were operating was spe-

 
32 US Holocaust Memorial Museum, ‘Book Burning’, <https://encyclopedia.ushmm.org/con-

tent/en/article/book-burning>; US Holocaust Memorial Museum, ‘Law and Justice in the 

Third Reich’, <https://encyclopedia.ushmm.org/content/en/article/law-and-justice-in-the-

third-reich>. 
33 US Holocaust Memorial Museum, ‘Nazi Propaganda’, <https://encyclope-

dia.ushmm.org/content/en/article/nazi-propaganda>. See further Evan Andrews, ‘6 World 

War II Propaganda Broadcasters’, HISTORY, 13 August 2013, <https://www.his-

tory.com/news/6-world-war-ii-propaganda-broadcasters> for examples of radio propaganda 

aimed at enemy troops and audiences. See also London Review of International Law, Volume 

6, Issue 1, March 2018, which focuses on international criminal justice and film. 
34 See further Committee to Protect Journalists, ‘Journalists killed in Syria’, 

<https://cpj.org/data/killed/mideast/syria/?status=Killed&motiveConfirmed%5B%5D=Con-

firmed&type%5B%5D=Journal-

ist&cc_fips%5B%5D=SY&start_year=1992&end_year=2019&group_by=location>. See also 

UN Human Rights Council, ‘Report of the Independent International Commission of Inquiry 

on the Syrian Arab Republic’, UN Doc. A/HRC/30/48, 13 August 2015, paras. 148-162 (‘UN 

Syria Inquiry, 10th Report, 13 August 2015’); UN Human Rights Council, ‘Report of the Inde-

pendent International Commission of Inquiry on the Syrian Arab Republic - A decade of arbi-

trary detention and imprisonment’, UN Doc. A/HRC/46/55, 11 March 2021, paras. 28, 62, 

and 72 (‘UN Syria Inquiry, 23rd Report, 11 March 2021’); and UN Human Rights Council, 

‘Report of the Commission of Inquiry on Syrian Arab Republic to the 49th regular session of 

the Human Rights Council’, UN Doc. A/HRC/49/77, 8 February 2022, paras. 67, 71, 83, 102-

106. 
35 ‘James Foley: Islamic State militants “behead reporter”’, BBC News, 20 August 2014, 

<https://www.bbc.co.uk/news/world-middle-east-28862268> (‘BBC News, ‘James Foley: Is-

lamic State militants 'behead reporter', 20 August 2014’); Paul Lewis, Spencer Ackerman and 

Ian Cobain, ‘Steven Sotloff: Isis video claims to show beheading of US journalist’, The 

Guardian, 3 September 2014, <http://www.theguardian.com/world/2014/sep/02/isis-video-

steven-sotloff-beheading> (‘Lewis, Ackerman and Cobain, ‘Steven Sotloff: Isis video claims 

to show beheading of US journalist’, The Guardian, 3 September 2014’). 



12 

cifically targeted for the activity of reporting on the conflict from that loca-

tion.36 Many more Syrians have been targeted, threatened, harassed, arrested 

and murdered by all parties to the conflict as a result of their attempts to ex-

ercise their right.37 As also demonstrated in the armed conflict in Ukraine, lo-

cal journalists and individuals are affected more often and in different ways 

than foreign journalists.38 The work of all these individuals transcends 

boundaries and nationalities. These killings silence not only the individual 

but also the suffering of many others whose voices they gave volume to. 

This double silencing effect was also noted by the UN Commission of In-

quiry on Syria, which highlighted that many individuals were reluctant to re-

port on violations by the entities controlling the territory they were in due to 

fear of reprisals, compounding the difficulty of documenting violations and 

abuses of IHL and IHRL.39 

 

The limitations imposed during armed conflict can also inspire great innova-

tion. For example, Raed Fares, a Syrian activist, gained notoriety in Syria 

and beyond for his protest and satirical videos posted on YouTube. He also 

posted images of activists holding banners displaying pro-democracy and 

sometimes sarcastic messages written in English, usually less than 140 char-

acters.40 He started photographing the demonstrations at the beginning of the 

protests and uprising across Syria in 2011, which led to the idea of establish-

ing a media centre in his city. Together with others, he went on to found and 

host a radio channel called Radio Fresh. Aired from Kafr Nabl, it reaches au-

diences in Idlib, Aleppo and Hamah provinces. It runs as a normal radio sta-

tion, airing music and different programmes, but also provides vital infor-

 
36 Owen Bowcott, ‘US court finds Assad regime liable for Marie Colvin's death in Syria’, The 

Guardian, 31 January 2019, <https://www.theguardian.com/media/2019/jan/31/us-court-

finds-assad-regime-liable-marie-colvin-death-homs-syria>. 
37 UN Human Rights Council, ‘Report of the Independent International Commission of In-

quiry on the Syrian Arab Republic’, UN Doc. A/HRC/46/54, 21 January 2021, para. 31 (‘UN 

Syria Inquiry, 22nd Report, 21 January 2021’). 
38 See, for example, HRMMU, 4th Report, 15 July 2014, para. 152; UN OHCHR, ‘Report on 

the human rights situation in Ukraine 16 February to 15 May 2015’, 1 June 2015, para. 70 

(‘HRMMU, 10th Report, 1 June 2015’); UN OHCHR, ‘Report on the human rights situation in 

Ukraine 16 August to 15 November 2015’, 9 December 2015, para. 58 (‘HRMMU, 12th Re-

port, 9 December 2015’); UN OHCHR, ‘Report on the human rights situation in Ukraine 16 

November 2015 to 15 February 2016’, 3 March 2016, para. 144 (‘HRMMU, 13th Report, 3 

March 2016’); UN OHCHR, ‘Report on the human rights situation in Ukraine 16 May to 15 

August 2016’, 15 September 2016, para. 117 (‘HRMMU, 15th Report, 15 September 2016’). 

See further Chapters 5.1 and 8.4. The impact on local journalists was also documented in the 

Syrian armed conflict, UN Syria Inquiry, 10th Report, 13 August 2015, para. 158. 
39 UN Syria Inquiry, 22nd Report, 21 January 2021, para. 31. 
40 The number of characters reflects the maximum number of characters permitted on Twitter, 

another popular social media account, ensuring that the messages could be shared on that plat-

form and thus the content spread even further afield. 



13 

mation to the local population on, for example, which streets are closed be-

cause of snipers, when to expect airstrikes and how to keep children warm 

when the windows are blown out. Radio Fresh also provided media training 

for more than 2500 men and women to allow them to become citizen-jour-

nalists and cover the news in Syria. A New York Times Magazine article on 

Raed from 2014 gives an account of him working with an American NGO to 

collect and spread 500 solar-powered hand-crank radios to put in hair salons, 

teashops, hospitals and other places people gather to listen to what little 

news there is.41 Raed was killed on 23 November 2018 for his work.42 He 

was critical of the Assad regime, ISIS and other non-State armed groups, in-

cluding Hay’at Tahrir al-Sham (‘HTS’), who at the time controlled the area 

of Idlib where Raed was killed. When HTS ordered Radio Fresh to stop 

broadcasting music and to take women off the air, they responded by playing 

sounds such as tweeting birds, ticking, clucking chickens and bleating goats. 

They also used software to modify the female presenters’ voices to sound 

male.  

 

The practical limitations and violations of freedom of expression in armed 

conflict contribute not only to other violations of IHRL but also to furthering 

the violence and, importantly, breaches of IHL. This was highlighted by the 

Independent International Fact Finding Mission on Myanmar (‘UN FFM on 

Myanmar)’, which was set up by the UN Human Rights Council in 2017 ‘to 

establish the facts and circumstances of the alleged recent human rights vio-

lations by military and security forces, and abuses, in Myanmar…’.43 The 

Mission found that the Government’s suppression of the right to freedom of 

expression through various means (including legislative restrictions, intimi-

dation of journalists and media workers and other critical voices, and failure 

to take action and indeed encouraging and engaging in hate speech) was 

linked to outbreaks of violence and breaches of IHL standards. The role of 

social media as a means for furthering hate speech was significant in the 

Mission’s findings.44 Most notably, the outright denial or blurring of infor-

mation about breaches of IHL and IHRL requirements by security forces 

 
41 Eliza Griswold, ‘Radio-Free Syria’, The New York Times Magazine, 4 December 2014, 

<https://www.nytimes.com/2014/12/07/magazine/radio-free-syria.html>. 
42 Emma Graham-Harrison, ‘Influential Syrian activist Raed Fares gunned down in Idlib’, The 

Guardian, 23 November 2018, <https://www.theguardian.com/world/2018/nov/23/influential-

syrian-activist-raed-fares-gunned-down-in-idlib>; Eliza Griswold, ‘The Assassination of Raed 

Fares, and the Day the Syrian Revolution Died’, The New Yorker, 27 November 2018, 

<https://www.newyorker.com/news/postscript/the-assassination-of-raed-fares-and-the-day-

the-syrian-revolution-died>. 
43 UN Human Rights Council, Resolution 34/22, ‘Situation of human rights in Myanmar’, UN 

Doc. A/HRC/RES/34/22, 3 April 2017, para. 11. 
44 UN Human Rights Council, ‘Report of the detailed findings of the Independent Interna-

tional Fact-Finding Mission on Myanmar’, UN Doc. A/HRC/39/CRP.2, 17 September 2018, 

paras. 1342-1354 (‘UN FFM on Myanmar, 2018 Report’). 
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contributed to the creation of an environment of impunity, which in turn per-

petuated even more violations of international legal standards.45 

 

The long-term accumulative impacts of these measures can run deep in soci-

ety, hindering efforts for peace and reconciliation for generations.46 In a 

democratic society, the exercise of freedom of expression has an important 

function connected to transparency, plurality, justice and accountability.47 

These values are undermined and threatened through military actions like 

‘hybrid warfare’, which aims to create confusion and control information.48 

 

Freedom of expression is by no means the only right impacted by the efforts 

of parties to armed conflict to silence individuals, but it is often the first in a 

chain of rights violations. The exercise of freedom of expression is also con-

nected with the exercise of other rights, including the right to freedom of as-

sociation and assembly,49 freedom of thought, belief and religion,50 voting 

rights and participation in public affairs,51 and the rights of religious and lin-

guistic minorities to enjoy their own culture, profess and practice their own 

religion, and use their own language.52 As such, freedom of expression has 

 
45 See further ibid, paras. 1380-1384. In the list of human rights violations listed by the Hu-

man Rights Council as examples that the Mission might investigate, freedom of expression 

was not included. However, the Mission included this right, together with freedom of associa-

tion and the role of hate speech in its findings because of the central role suppression had in 

furthering violations of human rights law and the law of armed conflict: UN FFM on Myan-

mar, 2018 Report, summary and paras. 1286-1360. 
46 See further Alina Cherviatsova, ‘Memory as a battlefield: European memorial laws and 

freedom of speech’, The International Journal of Human Rights, Volume 25, Issue 4, 2021, 

675–694; and Danielle Drozdzewski, Emma Waterton and Shanti Sumartojo, ‘Cultural 

memory and identity in the context of war: Experiential, place-based and political concerns’, 

International Review of the Red Cross, Volume 101, Issue 910, April 2019, 251–272. 
47 UN Commission for Human Rights, ‘Promotion and protection of the right to freedom of 

expression: Report of the Special Rapporteur, Mr Abid Hussain, pursuant to Commission on 

Human Rights resolution 1993/45’, UN Doc. E/CN.4/1995/32, 14 December 1994, para. 14 

(‘UN Special Rapporteur on freedom of expression, 1995 Report’). 
48 See further Chapters 3.3 and 10.5.4. See also Gregory F. Treverton, Andrew Thveldt, Alicia 

R. Chen, Kathy Lee, and Madeline McCue, ‘Addressing Hybrid Threats’, Swedish Defence 

University Center for Asymmetric Threat Studies and The European Centre of Excellence for 

Countering Hybrid Threats, 2018 (‘Treverton et al., ‘Addressing Hybrid Threats’, 2018’) and 

Christopher S. Chivvis, ‘Understanding Russian “Hybrid Warfare” and What Can Be Done 

About It’, Testimony presented before the House Armed Services Committee on March 22, 

2017, RAND, 2017, <https://www.rand.org/content/dam/rand/pubs/testimo-

nies/CT400/CT468/RAND_CT468.pdf>.  
49 ICCPR, Articles 21 and 22. 
50 Ibid., Article 18. 
51 Ibid., Article 25. 
52 Ibid., Article 27. 



15 

been described as ‘an essential test right, the enjoyment of which illustrates 

the degree of enjoyment of all human rights’.53 

 

As the above highlights, the relationship between freedom of expression and 

armed conflict has been considered from many different angles. However, as 

noted in the introduction, very little attention has been given to the impact of 

the application of IHL on the legal right to freedom of expression. The ex-

amples highlighted throughout this thesis demonstrate the increasingly press-

ing need to do so in a more digitalised world. We cannot yet ascertain the 

full implications of some of the actions detailed. However, we already un-

derstand that there are long-term impacts of breaching freedom of expression 

in armed conflict. Failing to appreciate the legal impact also has long-term 

repercussions. As freedom of expression is one of the cornerstone of democ-

racy, too much damage risks fracturing the whole foundation. 

1.2 Research question 

 

The aim of this research is to analyse the relationship between IHL and 

IHRL in the exercise of freedom of expression in armed conflict to deter-

mine what the legal obligations relating to the right are and how the obliga-

tions under the different bodies of law relate to each other. To address this, 

the thesis is based on the following research question:  

 

How do the norms under IHL relate to the norms under IHRL with re-

gard to the right to freedom of expression in armed conflict? 

 

To answer the research question, it will first need to be established what the 

relationship between the two bodies of law is on a broader level and how the 

concurrently applicable norms should be interpreted. Subsequently, differ-

ences in the personal and territorial scopes of IHRL and IHL and the ad-

dressees and content of the general obligations under the two bodies of law 

will be evaluated. This analysis will highlight differences that affect the 

scope of obligations relevant for determining the right to freedom of expres-

sion in armed conflict. The totality of this makes up Part 1 of the thesis.  

 

The findings in Part 1 are developed in Part 2, which considers in more de-

tail the material scope of the right to freedom of expression and how the ob-

ligations under IHL relate to this. As will be demonstrated, there are multiple 

obligations under IHL that regulate the treatment of persons based on their 

 
53 UN Special Rapporteur on freedom of expression, 1995 Report, para. 14. 
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opinions or expressions, access to and receipt of information, and prohibi-

tions on specific content and types of expression, to name a few. It is there-

fore necessary to consider whether these IHL norms operate as complemen-

tary protection that supplements or adds to the substantive and procedural 

obligations relating to the right to freedom of expression under IHRL or 

whether they operate as lex specialis in the context of armed conflict. This 

will also involve consideration of how these bodies of law influence each 

other when applied concurrently to demonstrate their interplay on a norma-

tive level. In doing so, the analysis highlights how interpretative influence 

between the two bodies of law contributes to developing the applicable 

standards in both fields and contributes to wider discussions on the relation-

ship between these fields. 

 

Part 3 takes the next step by analysing how the obligations under IHRL and 

IHL identified in Part 2 apply to recent practices noted during armed conflict 

that interfere with the free flow of information and thus impact the right to 

freedom of expression. The practice of totally blocking access to the internet 

and the manipulation of opinions, information and ideas through what is 

termed in the thesis as ‘propaganda activities’ are chosen for this analysis. 

These are by no means the only areas of interest but are selected to demon-

strate recent practice where exercise of the right through digital means has 

been particularly impacted by the activities of the parties to the conflict, both 

within and beyond the conflict zone. They also illustrate apparent conflicts 

of the norms under IHL or practice with the standards developed under 

IHRL and thereby warrant further consideration to address the research aim 

and understand the relationship between the two bodies of law more con-

cretely. 

1.3 Method 

 

The research question concerns the relationship between obligations under 

two legal regimes. As such, a legal method is used to answer it. 

 

Specifically, a legal positivist approach is adopted to determine the scope of 

the right to freedom of expression in armed conflict as it currently stands. 

This is the most common approach used by both IHRL and IHL practition-

ers. As noted above, little research has extensively considered the relation-

ship between IHRL and IHL in the exercise of freedom of expression in 
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armed conflict.54 Using this commonly adopted approach is therefore appro-

priate. 

 

Legal positivism has been described as ‘the study of law as it is’.55 A core 

characteristic of legal positivism is that all norms are derived from acts of 

State will based on consent.56 It was classically formulated by the Permanent 

Court of International Justice in the Lotus Case as: 

 

The rules of law binding upon States…emanate from their own free 

will as expressed in conventions or by usages generally accepted ex-

pressing principles of law and established in order to regulate the rela-

tions between these co-existing independent communities or with a 

view to the achievement of common aims.57  

 

Legal positivism makes a strong distinction between the law as it is and the 

law as it should be, the law being a unified system of rules.58 Using this 

methodology thereby enables an overview and delineation of the scope of 

the current legal position to assist in determining if the legal protection as it 

currently stands is adequate in light of the new practices and changes 

brought about by digital means of expression considered in the thesis. 

 

Adopting a legal positivist approach allows a systematic presentation of the 

content of the law in accordance with the established legal sources.59 This is 

consistent with the aim of the research to contribute to a better understanding 

of the relationship between the application of IHRL and IHL in the exercise 

of freedom of expression. The next sections will set out what sources will be 

 
54 See, for example, D. Murray et al, Practitioners’ Guide to Human Rights Law in Armed 

Conflict, 2016, 243-244. See further Chapters 2.1 and 2.3. 
55 Steven R. Ratner and Anne-Marie Slaughter, ‘Symposium on Method in International Law. 

Appraising the Methods of International Law: A Prospectus for Readers’, American Journal 

of International Law, Volume 93, 1999, 291-302, 293. 
56 Brunno Simma and Andreas L. Paulus, ‘The Responsibility of Individuals for Human 

Rights Abuses in Internal Conflict: A Positivist View’, Studies in Transnational Legal Policy, 

Volume 36, 2004, 23-46, 25 (‘Simma and Paulus, ‘The Responsibility of Individuals for Hu-

man Rights Abuses in Internal Conflict: A Positivist View’, 2004’). See further David Lefko-

witz, ‘Sources in Legal-Positivist Theories’, in Jean d’Aspremont and Samantha Besson 

(eds.), The Oxford Handbook of the Sources of International Law (Oxford, Oxford University 

Press, 2017), 323-340. 
57 Permanent Court of International Justice, S.S. “Lotus”, France v. Turkey, Judgment, 7 Sep-

tember 1927, PCIJ Series A No. 10, 18. 
58 Simma and Paulus, ‘The Responsibility of Individuals for Human Rights Abuses in Internal 

Conflict: A Positivist View’, 2004, 26. 
59 See further Jörg Kammerhofer, ‘International Legal Positivism’ in Anne Orford and Florian 

Hoffmann (eds.), The Oxford Handbook of the Theory of International Law (Oxford, Oxford 

University Press, 2016), 407-426. 
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used in the thesis to answer the research question and how these will be in-

terpreted. 

1.3.1 Sources 

 

The core sources referenced in the doctrinal analysis are the classical list of 

formal sources of international law, as evidenced in Article 38(1) of the Stat-

ute of the International Court of Justice.60 These are treaties; custom, as evi-

dence of a general practice accepted as law; the general principles of law 

recognised by civilised nations; and judicial decisions and the teachings of 

the most highly qualified publicists of the various nations, as subsidiary 

means for the determination of rules of law. 

 

Treaties and customary international law are taken as the primary sources of 

law in answering the research question. Article 2(1)(a) of the Vienna Con-

vention of the Law of Treaties 1969 (‘VCLT’) defines a treaty as: 

 

an international agreement concluded between States in written form 

and governed by international law, whether embodied in a single in-

strument or in two or more related instruments and whatever its partic-

ular designation.61  

 

As recognised by the International Court of Justice (‘ICJ’) in the South West 

Africa Cases, there are many different types of acts to which the character of 

treaty has been attached, and terminology is not in and of itself a determin-

ing factor as to the character of a treaty.62  

 

The main sources under IHRL used in this thesis are the universal Interna-

tional Covenant on Civil and Political Rights (‘ICCPR’) and the three main 

regional human rights treaties from the Council of Europe, the Organization 

of American States and the African Union. These are the Convention for the 

Protection of Human Rights and Fundamental Freedoms 1950 (‘ECHR’), the 

American Convention on Human Rights 1969 (‘ACHR’) and the African 

 
60 Statute of the International Court of Justice 1945, 145 BSP 832, Article 38 (‘ICJ Statute’). 

This provision specifically guides the work of the International Court of Justice (‘ICJ’), but 

has come to be seen as the authentic list of the sources of international law: Malcolm N. 

Shaw, International Law (9th ed., Cambridge, Cambridge University Press, 2021), 59 (‘Shaw, 

International Law, 2021’). See further 58-109. 
61 Vienna Convention on the Law of Treaties 1969, 1155 UNTS 331, Article 2(1)(a) 

(‘VCLT’). 
62 ICJ, South West Africa Cases (Ethiopia v. South Africa; Liberia v. South Africa), Prelimi-

nary Objections, Judgment of 21 December 1962, ICJ Reports 1962, 319, 331. 
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Charter on Human and Peoples’ Rights 1981 (‘ACHPR’). The most exten-

sively developed jurisprudence in this area relates to these instruments. Vari-

ations between treaty formulations are noted throughout, as they change the 

scope of obligations for State parties to these conventions. 

 

Under IHL, the Geneva Conventions of 1949 and their Additional Protocols 

of 1977 are the main treaties concerning the protection of individuals and 

therefore receive the most attention. The 1907 Hague Regulations (IV) are 

also relevant in situations of occupation.63 

 

Customary international law is ‘unwritten law deriving from practice ac-

cepted as law’.64 From this, we can see the two elements that differentiate 

customary international law from general practice. Customary international 

law is made up of an objective element of ‘extensive and virtually uniform’ 

State practice65 and the belief that such practice is done on the basis of the 

application of a legal obligation to do so, or opinio juris.66 It is binding on all 

States, except those that have persistently objected to the rule, in contrast to 

treaty law, which is only applicable to the parties to the treaty.67 Importantly 

for this thesis, which considers different forms of expression, State practice 

and opinio juris can be derived from many sources, including material con-

duct and public statements, as well as the silence, or the failure to react ‘over 

time to practice were the States were in a position to react and the circum-

stances called for reaction’.68 

 

 
63 Note Chapter 1.4 that the law on neutrality is not considered in the thesis. 
64 International Law Commission (‘ILC’), ‘Draft Conclusions on Identification of Customary 

International Law, with Commentaries’, included in the ‘Report of the International Law 

Commission on the Work of Its Seventieth Session (30 April–1 June and 2 July–10 August 

2018)’, UN Doc A/73/10 (‘ILC, Draft Conclusions on Identification of Customary Interna-

tional Law, 2018’), 122, para. 66. See further 123-153. 
65 ICJ, North Sea Continental Shelf Case (Federal Republic of Germany v. Denmark; Federal 

Republic of Germany v. Netherlands), Judgment of 20 February 1969, ICJ Reports 1969, 3, 

para. 74 (‘ICJ, North Sea Continental Shelf, 1969’). 
66 ICJ, North Sea Continental Shelf, 1969, para. 77. See also ICJ, Military and Paramilitary 

Activities in and against Nicaragua Case (Nicaragua v. United States of America), Jurisdic-

tion and Admissibility, Judgment of 26 November 1984, ICJ Reports 1984, 392, para. 207 

(‘ICJ, Military and Paramilitary Activities in and against Nicaragua Case, 1984’). 
67 James Crawford, Brownlie’s Principles of Public International Law (9th ed., Oxford, Ox-

ford University Press, 2019), 26-27 (‘Crawford, Brownlie’s Principles of Public International 

Law, 2019’). See further 21-28. Note also the operation of ‘particular customary law’, which 

can be regional or local, and binds only a limited number of States. See further ILC, Draft 

Conclusions on Identification of Customary International Law, 2018, Conclusion 16, and 154-

156. 
68 ILC, Draft Conclusions on Identification of Customary International Law, 2018, Conclu-

sions 6 and 10 and 133 and 140-142; Crawford, Brownlie’s Principles of Public International 

Law, 2019, 21-22. 
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Less attention is given in the thesis to the customary nature of freedom of 

expression under IHRL. That said, where rules are stated, generally this is a 

reflection of their application in all the different treaty regimes under consid-

eration and may therefore be evidence of the customary law nature. Under 

IHL, customary international law plays an important function in the elabora-

tion of norms, particularly in relation to the applicable norms in non-interna-

tional armed conflicts (‘NIACs’), and therefore attention is drawn to the cus-

tomary rules applicable under IHL throughout the thesis. 

 

General principles of international law are understood as derived from either 

treaty or customary international law or from a comparative survey of the 

national systems of the world transposed into international law.69 Less atten-

tion is given to general principles than to treaty and customary international 

law in this thesis, as the most relevant norms for answering the research 

question are contained in these two sources.70 

 

Noteworthy in determining the relationship between norms is the source 

from which the norm is derived. The order in which the sources are listed in 

Article 38(1) of the ICJ Statute does not imply hierarchy but rather reflects 

that in the determination of legal disputes by courts, treaties are generally 

considered before custom and general principles of international law, as they 

contain rules specifically applicable between the parties rather than rules 

generally applicable to all.71 The source establishing the norm is an important 

consideration in determining the scope of obligations relating to the right to 

freedom of expression in armed conflicts. As noted above, customary inter-

national law has become increasingly important in NIACs, where IHL treaty 

provisions are less developed than those applicable in international armed 

conflicts (‘IACs’).72 Maintaining a distinction between what obligations arise 

 
69 See ILC, ‘General Principles of Law: Memorandum of the Secretariat’, UN Doc. 

A/CN.4/742, 12 May 2020 (‘ILC, General Principles of Law Memorandum, 2020’). See fur-

ther Raphaël van Steenberghe, ‘Sources of International Humanitarian Law and International 

Criminal Law: Specific Features’, in Samantha Besson and Jean d’Aspermont (eds.), The Ox-

ford Handbook of the Sources of International Law (Oxford, Oxford University Press, 2017), 

894-895. See further Alain Pellet, ‘Article 38’, in Andreas Zimmerman, Karin Oellers-Frahm, 

Christian Tomuschat, Christian J. Tams (eds.) and Maral Kashgar and David Diehl (Assistant 

eds.), The Statute of the International Court of Justice: A Commentary (Oxford, Oxford Uni-

versity Press, 2012), 832-840. 
70 See, however, ILC, General Principles of Law Memorandum, 2020, paras. 120-123 which 

sets out case law of the International Criminal Tribunal for the Former Yugoslavia (‘ICTY’) 

that refer to the principle of humanity as a general principle of international law. 
71 Tullio Treves, ‘Customary International Law’, November 2006, in Rüdiger Wolfrum (ed.), 

Max Planck Encyclopaedia of Public International Law (online edition) (Oxford, Oxford Uni-

versity Press, 2015), paras. 87-89. 
72 Knut Dörmann, Liesbeth Lijnzaad, Marco Sassòli and Philip Spoerri (editorial committee), 

Commentary on the First Geneva Convention: Convention (I) for the Amelioration of the 
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out of which source is therefore important in determining the normative rela-

tionship between IHRL and IHL in freedom of expression. 

 

The findings of international, and regional, treaty monitoring bodies, and re-

ports of international organisations are considered in this thesis as subsidiary 

means and offer assistance in interpreting the primary norms established by 

IHRL and IHL. These materials are based on and go on to influence and 

shape State practice and opinio juris and thus the development of the rele-

vant international legal standards. Particularly noteworthy in this regard are 

the judgments of the ICJ, which has jurisdiction to settle disputes relating to 

both bodies of law, including where they concurrently apply. These sources 

of interpretation also reflect the changing landscape of international law in 

the modern age, where actors other than States are bound by and apply inter-

national law and influence State practice.73 This is particularly relevant in the 

analysis of IHRL and IHL, as the latter includes obligations on non-State 

armed groups and the former includes oversight mechanisms such as interna-

tional and regional supervisory bodies and courts. The decisions of regional 

human rights courts are binding on the group of States party to their respec-

tive governing conventions, and the subsequent State practice contributes to 

wider evidence of international standards. National court judgments are 

treated as evidence of State practice. 

 

Military manuals and operational documents can be evidence of a State’s un-

derstanding of its treaty obligations or State practice and opinio juris. Many 

of these are not publicly available, particularly in areas where freedom of ex-

pression interacts with military operations, such as intelligence gathering, in-

fluence operations and psychological operations. To overcome this limita-

tion, secondary sources including media reports, official government docu-

ments and statements, blogs and other internet-based media sources and re-

ports by non-governmental organisations are relied upon. These are used as 

evidence of fact patterns referenced within the thesis and to provide context 

to the legal issues under analysis. Reference to these materials does assist in 

 
Condition of the Wounded and Sick in Armed Forces in the Field (2nd ed., Cambridge, Cam-

bridge University Press, 2016), Common Article 3, paras. 351-356 (2016 Commentary to 

GCI’). See further Sandesh Sivakumaran, The Law of Non-International Armed Conflict (Ox-

ford, Oxford University Press, 2012), 100-152 (‘Sivakumaran, The Law of Non-International 

Armed Conflicts, 2012’). See also Emily Crawford, ‘Blurring the Lines Between International 

and Non-International Armed Conflicts – The Evolution of Customary International Law Ap-

plicable in Internal Armed Conflicts’, Australian International Law Journal, Volume 15, 2008, 

29-54. 
73 Simma and Paulus, ‘The Responsibility of Individuals for Human Rights Abuses in Internal 

Conflict: A Positivist View’, 2004, 29-31. 
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demonstrating the social reality in which the legal framework operates,74 but 

the limitations in relying on these sources are taken into account in the con-

clusions reached. 

 

Military operations engage various strategies, tactics and techniques that im-

pact freedom of expression to varying degrees.75 The terminology is evolv-

ing76 and is used as a mechanism to detract from negative connotations, as 

well as in a broad manner to encompass a wide range of actions.77 As no one 

term fully encapsulates all military actions in armed conflict that interact 

with freedom of expression and to ensure academic objectivity in the analy-

sis, the thesis will only use military terminology in discussions of specific 

documents or departments; otherwise, the relevant actions will be described 

rather than defined by military doctrine. In doing so, the aim is to more 

clearly demonstrate how these sources may assist in determining or inter-

preting the relevant norms of international law under consideration. 

1.3.2 Interpretive approach 

 

Understanding how IHRL and IHL apply at the same time in the same legal 

space is an exercise of legal interpretation to determine or clarify the mean-

ing of the applicable norms.78 It is therefore governed by the rules on inter-

pretation found in public international law.79 To determine the material scope 

 
74 Bart van Klink and Sanne Taekema, ‘On the Border: Limits and Possibilities of Interdisci-

plinary Research’, in Bar van Klink and Sanne Taekema (eds.), Law and Method (Tubingen, 

Mohr Siebeck, 2011), 7-32. 
75 Examples of terminology used includes propaganda, information operations, psychological 

operations, computer network operations, electronic warfare, public relations and media en-

gagement. See further Emma Louise Briant, Propaganda and Counter-Terrorism: Strategies 

for Global Change (Manchester, Manchester University Press, 2015), 43-45 (‘Briant, Propa-

ganda and Counter-Terrorism, 2015’) and Chapter 10.1. 
76 By way of example, Briant, Propaganda and Counter-Terrorism, 2015, 12, writes that one 

interviewee (a Colonel in the British Armed Forces) noted how social media and the speed 

and flexibility in which information can be relayed today has eroded traditional distinctions 

between media operations and psychological operations. 
77 See further ibid, 9-13. In and of themselves, the terminology also fails to fully account for 

work with other units within operations, such as the close work between Intelligence and Ci-

vilian-Military Relations. 
78 Daniel Peat and Matthew Windsor, ‘Playing the Game of Interpretation – on Mean and 

Metaphor in International Law’, in Andrea Bianchi, Daniel Peat and Matthew Windsor, (eds) 

Interpretation in International Law (Oxford, Oxford University Press, 2015), 9-10. 
79 Andrew Clapham, ‘The Complex Relationship Between the Geneva Conventions and Inter-

national Human Rights Law’, in Andrew Clapham, Paola Gaeta and Marco Sassòli (eds.), The 

1949 Geneva Conventions: A Commentary (Oxford, Oxford University Press, 2015), 701-735, 

705 (‘Clapham, ‘The Complex Relationship between the Geneva Conventions and Interna-

tional Human Rights Treaties, 2015’). 
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of the right to freedom of expression in armed conflict, it is necessary to set 

out the approach to interpretation adopted in this thesis. The majority of the 

norms considered within this thesis are established and codified in treaty 

law, and therefore treaty interpretation is the main focus. This approach has 

also been used in the interpretation of customary international norms under 

IHL and IHRL.80 

 

The VCLT provides a framework for interpreting the normative relationship 

between treaties. This is the approach adopted by international courts and 

IHRL bodies and by the International Committee of the Red Cross and Red 

Crescent (‘ICRC’) in interpreting the different requirements relating to their 

respective normative frameworks. As such, it offers a unifying point be-

tween the two fields.81 

 

Article 31(1) VCLT provides that a treaty shall be interpreted in good faith 

in accordance with the ordinary meaning to be given to the terms of the 

treaty in their context and in the light of its object and purpose. Although this 

rule of interpretation has different elements, the interpretation itself must 

combine all the elements.82  

 

The starting point is the ordinary meaning of the terms used in the treaty pro-

vision.83 Where a treaty has been authenticated in two or more languages, 

Article 33(3) VCLT provides that the meaning of terms are presumed to 

have the same meaning in each authentic text.84 The meaning of words is 

subject to change over time. For example, the meaning of the term ‘journal-

 
80 For further on the interpretation of customary international law see Panos Merkouris, Arti-

cle 31(3)(c) VCLT and the Principle of Systemic Integration: Normative Shadows in Plato’s 

Cave, (Leiden and Boston, Brill Nijhoff, 2015) (Merkouris, Article 31(3)(c) VCLT and the 

Principle of Systemic Integration, 2015’); Orfeas Chasapis Tassinis, ‘Customary International 

Law: Interpretation from Beginning to End’, European Journal of International Law, Volume 

31, Issue 1, February 2020, 235–267; and Nina Mileva and Marina Fortuna, ‘Emerging 

Voices: The Case for CIL Interpretation – An Argument from Theory and an Argument from 

Practice’, Opinio Juris, 23 August 2019, <http://opiniojuris.org/2019/08/23/emerging-voices-

the-case-for-cil-interpretation-an-argument-from-theory-and-an-argument-from-practice/>. 
81 ILC, ‘Fragmentation of International Law: Difficulties arising from the diversification and 

expansion of international law’, Report of the Study Group of the International Law Commis-

sion finalised by Martti Koskenneimi, UN Doc. A/CN.4/L.682, 13 April 2006, para. 17 (‘ILC, 

‘Fragmentation of International Law Report’, 2006’). 
82 ILC, ‘Subsequent agreements and subsequent practice in relation to the interpretation of 

treaties’, Report of the International Law Commission on the work of its sixty-fifth session, 

UN Doc. A/68/10, 2013 Conclusion 1.5 (provisionally adopted). 
83 VCLT, Article 31(1); ICJ, Arbitral Award of 31 July 1989 (Guinea-Bissau v. Senegal), 

Judgment of 12 November 1991, ICJ Reports 1991, 53, para. 48. 
84 See further Chapter 5.2.3 on meaning of ‘public order’ under Article 64 GCIV. 
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ist’ has undergone profound changes since the drafting of the Geneva Con-

ventions of 1949 and Additional Protocols of 1977 and significantly in the 

digital age. As such, Article 31(1) VCLT requires that the treaty terms must 

be interpreted ‘in good faith’, in their context, and in light of their object and 

purpose. These requirements aim to ensure that the interpretation gives effect 

to the intentions of the parties to the treaty as set out in the text of the treaty.  

 

The requirement of good faith provides a crucial link with the performance 

of the treaty according to the maxim pacta sunt servanda set out in Article 

26 VCLT, which ensures that the interpretation of the treaty text supports its 

effectiveness.85 As such, interpretation should not lead to absurd or obscure 

results that would inhibit the parties in discharging their obligations under 

the treaty. The context of the treaty is defined under Article 31(2) VCLT as 

relating to the treaty text as a whole, including its preamble and annexes, as 

well as agreements and instruments made in connection with the conclusion 

of the treaty. Article 31(3) VCTL defines external factors that should be 

taken into account as subsequent agreements regarding the interpretation of 

the treaty or the application of its provisions and subsequent practice that es-

tablishes the agreement of the parties regarding its interpretation. In addition, 

Article 31(3)(c) VCLT provides that any relevant rules of international law 

applicable in the relations between the parties shall be taken into account, to-

gether with the context. Article 31(4) VCLT provides that a special meaning 

for a term shall be given where the parties intended to do so. This is critical 

in comparing provisions under IHRL and IHL that use the same terms. Fi-

nally, Article 32 VCLT provides that recourse to supplementary means of in-

terpretation may be made either to confirm the meaning resulting from the 

application of Article 31 or to determine the meaning when the interpretation 

according to Article 31 either leaves the meaning ambiguous or obscure or 

leads to a result that is manifestly absurd or unreasonable. Supplementary 

materials include, but are not limited to, the preparatory work of the treaty 

and the circumstances of its conclusion.86 It is noteworthy that the customary 

international law rules reflected in Articles 31 and 32 VCLT have also been 

used to interpret customary norms as well as treaty norms and can therefore 

be applied to customary norms under IHL and IHRL.87 

 
85 Jean-Marc Sorel and Valérie Boré Eveno, ‘Article 31: Convention of 1969’, in Olivier Cor-

ten and Pierre Klein (eds), The Vienna Conventions on the Law of Treaties: A Commentary 

Vol. 1 (Oxford, Oxford University Press, 2011), 818, para. 29. 
86 VCLT, Article 32. 
87 Merkouris, Article 31(3)(c) VCLT and the Principle of Systemic Integration, 2015, 263-300. 
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1.4 Delimitations 

 

The focus of this thesis is on the interplay between IHRL and IHL in situa-

tions of armed conflict. Armed conflict can take various forms and involve 

multiple parties. To ensure a clear focus in addressing the research question, 

the thesis considers the obligations of individual parties to an armed conflict. 

Legal complexities that may arise from multiple parties, such as in multina-

tional operations, will not be considered. Peace operations will also not be 

considered, notwithstanding that such operations can take place in an armed 

conflict settings. Similarly, the law of neutrality does not form part of the 

analysis. 

 

Whilst the relationship of the right to freedom of expression with other hu-

man rights is duly noted, the content of these other rights is not considered in 

detail. Moreover, those elements of freedom of expression that are most 

likely to be engaged in armed conflict are given the greatest attention. As 

such, certain aspects of the right, such as the relationship with defamation, 

are not considered. The liability of third-party intermediaries is similarly not 

considered beyond what is necessary in considering the obligations of the 

parties to the conflict. 

1.5 Outline of the thesis 

 

This thesis is arranged in three main parts and eleven chapters. Part 1 (Chap-

ters 1-3) sets out the theoretical approach to the research that underlines 

Parts 2 and 3.  

 

Chapter 1 answers the critical questions of what the topic under review is, 

why the research is necessary, and how it will be undertaken. Chapter 2 

takes the next step in determining whether there is a right to freedom of ex-

pression in armed conflict. This analysis establishes that the right under 

IHRL continues to apply but that the scope of obligations pertaining to it are 

altered. It sets out when IHL applies and how obligations under the two bod-

ies of law should be interpreted when they apply at the same time. This also 

involves determining whether the obligations under IHL establish legal 

rights additional to the right established under IHRL. The analysis is subse-

quently developed to consider who enjoys the right to freedom of expression 

and where the obligations pertaining to it apply. The scope of the IHRL is 

then juxtaposed with the corresponding personal and jurisdictional scope of 

the obligations under IHL to provide a framework for reviewing the obliga-

tions pertaining to the right. The unique features of freedom of expression as 
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a right ‘regardless of frontiers’ that carries special ‘duties and responsibili-

ties’ are considered in this discussion. To complete the picture, this Chapter 

closes by considering the requirements for limiting the right under IHRL and 

the role of derogations under both IHRL and the Convention relative to the 

Protection of Civilian Persons in Time of War 1949 (‘GCIV’). Chapter 3 de-

tails the scope of the general obligations contained in IHRL and IHL, the ad-

dressees of obligations and how responsibility is established under both bod-

ies of law. The critical differences in scope of obligations between States and 

non-State actors in NIACs are not only essential for understanding how the 

obligations under the two fields of law relate to each other but also signifi-

cantly impact responsibility for violations of both bodies of law. This Chap-

ter also highlights important differences in the scope of protection under the 

respective fields and the critical role that freedom of expression plays in fa-

cilitating the obligations to respect and ensure respect under IHL. 

 

Having established the framework for review, Part 2 fills in the details of the 

material scope of freedom of expression in armed conflict. Chapters 4-7 con-

sider different parts of the right, setting out first the scope under IHRL and 

then what obligations under IHL relate to this. The details of these obliga-

tions and how they relate to the norms under IHRL are set out. This demon-

strates that, for the most part, IHL includes complementary protection to the 

right to freedom of expression under IHRL. However, it also highlights sev-

eral areas of tension between the two legal frameworks and discusses how to 

reconcile norms in these circumstances. 

 

Part 3 further refines the analysis by considering recent practices that involve 

interferences with the right to freedom of expression exercised through digi-

tal means. The three topics in Chapters 8-10 are related to the changes that 

digitalisation brings to the free flow of opinions, information and ideas, and 

all include examples of where the norms or practices under IHL appear to be 

in conflict with those under IHRL. All three demonstrate a dynamic relation-

ship between IHRL and IHL in addressing these practices in armed conflict.  

 

Finally, Chapter 11 provides general conclusions on the research question 

addressed. This Chapter summarises the main findings of the thesis and 

notes that protection for the right to freedom of expression in armed conflict 

is included under both bodies of law and that reference to both bodies may 

aid in addressing interferences with the right. Although the norms are gener-

ally complementary, this is not always the case. The operation of limitations 

to the right to freedom of expression is highlighted as an aid to ensure recon-

ciliation between the two regimes. This also summarises a continued theme 

through the work that the right is important not only for individuals affected 

by armed conflict but also as a means to demonstrate the obligations to re-

spect and ensure respect for IHL. 
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2 Establishing the right to freedom of 

expression in armed conflict 

 
‘Alice goes through the looking glass’, illustration drawn by John Tenniel in Through the 

Looking-Glass and what Alice found there by Lewis Carroll, 1870, 11 
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This Chapter will first set out how IHRL applies in armed conflict and what 

the relationship between IHRL and IHL is when both apply at the same time 

in the same space. Who is exercising the right to freedom of expression and 

where also make a difference for the applicable legal framework. As such, 

the personal and territorial scopes of the right will be considered in detail 

and juxtaposed with the personal and territorial scopes of IHL to further re-

fine the legal obligations that apply to the exercise of the right in armed con-

flict. The operation of limitations and derogations is another feature to note, 

particularly in the context of armed conflict, where further limitations to the 

exercise of the right may be necessary to address the emergency situation. 

Finally, the interesting and unique features of the right, namely that special 

‘duties and responsibilities’ are attached to its exercise and that the right op-

erates ‘regardless of frontiers’, will be considered. These parameters deter-

mine what obligations follow under the respective bodies of law and are 

therefore critical to understanding the scope of the right to freedom of ex-

pression in armed conflict. 

2.1 The concurrent application of international human 

rights law and international humanitarian law in 

situations of armed conflict 

 

Freedom of expression is a right of individuals established in IHRL treaties 

and customary law.88 IHRL regulates the exercise of State power in relation 

to individuals within the State’s jurisdiction by establishing rights for indi-

viduals that the State is obliged to implement and uphold.89 Underpinning 

this body of law are the structural principles of human dignity, equality, de-

mocracy, and the rule of law.90 IHRL applies at all times, but how it applies 

 
88 UDHR, Article 19; ICCPR, Article 19; ECHR, Article 10; ACHR, Article 13; Arab Charter 

on Human Rights 2004, Article 32; ASEAN Declaration 2012, Article 23; EU Charter on 

Fundamental Rights 2012, Article 11. See further William A. Schabas, The Customary Inter-

national Law of Human Rights (Oxford, Oxford University Press, 2021), 192-200. 
89 Darrah Muragh, Human Rights Obligations of Non-State Armed Groups (Oxford, UK and 

Portland, Oregon, U.S., Hart 2016), 157 (‘Muragh, Human Rights Obligations of Non-State 

Armed Groups, 2016’). See also IACHR, ‘Annual Report 1990-1991’, Chapter V Part II - 

Groups of Armed Irregulars and Human Rights, OEA/Ser.L/V/II.79.rev.1, 22 February 1991. 
90 UDHR, preamble paras. 1 and 5; ICCPR preamble paras. 1 and 2; American Declaration 

preamble para. 1; ACHR preamble paras. 1 and 2; ECHR preamble paras. 4 and 5; and 

ACHPR preamble paras. 2 and 7. See also IACtHR, Habeas corpus in Emergency Situations 

(Arts. 27(2), 25(1) and 7(6) American Convention on Human Rights), Advisory Opinion OC-

8/87 of January 30, 1987, Series A No. 8, para. 26 (‘IACtHR, Habeas corpus in Emergency 

Situations, Advisory Opinion 1987’). See further Dinah Shelton (ed), The Oxford Handbook 

on International Human Rights Law, (Oxford, Oxford University Press, 2013), 345-469. See 
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can vary depending on where the individual is, who interferes with their 

rights, and who owes what legal obligations.91  

 

The link between the protection of human rights and the prevention of armed 

conflict is explicitly referenced in the first and second paragraphs of the pre-

amble of the UN Charter.92 This purpose is also highlighted in the preamble 

of the Universal Declaration on Human Rights 1948 (‘UDHR’), which states 

that the protection of human rights is ‘essential, if man is not to be com-

pelled to have recourse, as a last resort, to rebellion against tyranny and op-

pression’.93 Freedom of speech and belief together with freedom from fear 

and want are also noted in the preamble as being ‘proclaimed as the highest 

aspiration of the common people’.94 The right to freedom of expression has 

been described as a ‘touchstone’ of all other rights,95 but case law particu-

larly highlights how it interacts with the right to privacy, the right to freedom 

of association, the prohibition of discrimination, the right to religion and the 

right to participate in public life and electoral rights.96 

 

In situations of armed conflict, IHL regulates the conduct of hostilities be-

tween the parties to the conflict and the treatment of persons not or no longer 

participating.97 IHL places obligations on all the parties to the conflict.98 It in-

cludes rules relating to targeting individuals and objects, the general conduct 

of the parties to the conflict, and protections for specific persons and objects. 

In doing so, IHL aims to limit the impact of hostilities on those who do not 

or no longer participate in the conflict and to regulate the conduct of hostili-

ties between the parties.99 A hallmark of IHL is the balance between the prin-

 
also Samantha Besson, ‘Justifications’, 22-59 in Daniel Moeckli et al. (eds.), International 

Human Rights Law (3rd ed., Oxford, Oxford University Press, 2018). 
91 See further Chapters 2.5-2.9, 3.1 and 3.4.1. 
92 Charter of the United Nations, 24 October 1945, 1 UNTS XVI, preamble para. 1. See fur-

ther Articles 1(1) and 1(3) (‘UN Charter’). 
93 UDHR preamble para. 3. See also para. 1. The UDHR is referenced in preamble para. 1 to 

the ECHR and preamble para. 3 of the ICCPR, ACHR and ACHPR respectively. 
94 Ibid., preamble para. 2. 
95 UN General Assembly, Resolution 59(1), ‘Calling of an International Conference on Free-

dom of Information’, UN Doc. A/RES/59(1), 14 December 1946. See further McGonagle, 

‘The development of freedom of expression and information within the UN’, 2015, 10-19. 
96 Paul M. Taylor, A Commentary on the International Covenant on Civil and Political 

Rights: The UN Human Rights Monitoring of ICCPR Rights (Cambridge, Cambridge Univer-

sity Press, 2020), 27-34 (‘Taylor, ICCPR Commentary, 2020’). 
97 See Chapter 2.2. 
98 See Chapter 3.2. 
99 Mary Ellen O’Connell, ‘Historical Development and Legal Basis’ in Dieter Fleck (ed.) The 

Handbook of International Humanitarian Law (4th ed., Oxford, Oxford University Press, 

2021), 10-49, 44-46, paras. 2.33-2.37 (‘O’Connell, ‘Historical Development and Legal Basis’, 

2021’); Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed 
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ciples of humanity and military necessity, reflected throughout its treaty pro-

visions and customary rules.100 This is explicitly referenced in the preambles 

to the 1899 and 1907 Hague Regulations, where the aim of diminishing the 

evils of war is accompanied by the caveat ‘as far as military requirements 

permit’.101 Whilst some rules under IHL apply during peacetime, such as the 

requirement to disseminate IHL as widely as possible,102 the majority of the 

provisions apply from the beginning of the armed conflict and stop applying 

once a peaceful settlement has been achieved.103 Certain rules may, however, 

continue to apply even after a peaceful settlement is achieved, such as the 

 
Conflict (3rd ed., Cambridge, Cambridge University Press, 2016) (‘Dinstein, The Conduct of 

Hostilities under the Law of International Armed Conflict, 2016’), 8-12. 
100 See further Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Un-

der 400 Grammes Weight, Saint Petersburg, 29 November (11 December) 1868 (‘St Peters-

burg Declaration 1868’). See also Francis Lieber, ‘Instructions for the Government of Armies 

of the United States in the Field’, 24 April 1863, principle 14 (‘Lieber Code 1863’); Conven-

tion (II) with Respect to the Laws and Customs of War on Land and its annex: Regulations 

concerning the Laws and Customs of War on Land, The Hague, 29 July 1899, preamble para. 

5 (‘Hague Convention (II) on the Laws and Customs of War on Land 1899’); Geneva Con-

vention for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in 

the Field 1949, 75 UNTS 31, Article 6 (‘GCI’), Geneva Convention for the Amelioration of 

the Condition of Wounded, Sick and Shipwrecked Members of Armed Forces at Sea 1949, 75 

UNTS 85, Article 6 (‘GCII’), Geneva Convention relative to the Treatment of Prisoners of 

War 1949, 75 UNTS 135 (‘GCIII’), Article 6 and Geneva Convention Relative to the Protec-

tion of Civilian Persons in Time of War 1949, 75 UNTS 287, Article 7 (‘GCIV’); Protocol 

Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of 

Victims of International Armed Conflicts 1977, 1125 UNTS 3, Article 1(2) (‘API’). See fur-

ther 2016 Commentary to GCI, Introduction, para. 32; Robin Coupland, ‘Humanity: What is it 

and how does it influence international law?’, International Review of the Red Cross, Volume 

83, Issue 844, December 2001, 969-989. 
101 Hague Convention (II) on the Laws and Customs of War on Land 1899 preamble para. 5; 

Convention (IV) respecting the Laws and Customs of War on Land and its annex: Regulations 

concerning the Laws and Customs of War on Land, The Hague, 18 October 1907, preamble 

para. 5 (‘Hague Convention (IV) on War on Land and its Annexed Regulations 1907’). 
102 See GCI, Article 47; GCII, Article 48; GCIII, Article 127; GCIV, Article 144; Convention 

for the Protection of Cultural Property in the Event of Armed Conflict 1954, 249 UNTS 240, 

Article 25 (‘Hague Convention for the Protection of Cultural Property 1954’); API, Article 

83; Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the 

Protection of Victims of Non-International Armed Conflicts, 1125 UNTS 609, Article 19 

(‘APII’). This obligation is recognised as customary international law applicable in IACs and 

NIACs and includes the obligation to include the study of IHL in military programmes and to 

encourage the study of IHL by the civilian population. See further Jean-Marie Henckaerts and 

Louise Doswald-Beck (eds), Customary International Humanitarian Law, Volume I: Rules 

(Cambridge, Cambridge University Press, 2005), Rule 143 (Dissemination of International 

Humanitarian Law among the Civilian Population) (‘Henckaerts and Doswald-Beck, Custom-

ary International Humanitarian Law, Volume I: Rules, 2005’). 
103 ICTY, Prosecutor v. Tadić, Case No. IT-94-1-AR72, Appeals Chamber, Decision on the 

Defence Motion for Interlocutory Appeal on Jurisdiction, 2 October 1995, para. 70 (‘ICTY, 

Prosecutor v. Tadić, Decision on the Defence Motion for Interlocutory Appeal on Jurisdic-

tion, 1995’). 
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protection afforded to prisoners of war (‘POWs’), which is applicable until 

the individuals have been repatriated.104 

 

There are clearly crossovers in the foundational structures of these two bod-

ies of law, most apparent in relation to ensuring respect for human dignity 

and humane treatment. The International Criminal Tribunal for the former 

Yugoslavia (‘ICTY’) noted in Prosecutor v. Furundzija that this ‘is the basic 

underpinning and indeed the very raison d’être of international humanitarian 

law and human rights law’.105 Both IHL and IHRL aim to provide protection 

for individuals. This is evident in the title of GCIV as a ‘Convention for the 

Protection of Civilian Persons in Time of War’ and the preamble to Protocol 

Additional to the Geneva Conventions of 12 August 1949, and relating to the 

Protection of Victims of Non-International Armed Conflicts 1977 (‘APII’), 

which emphasises ‘the need to ensure better protection for the victims 

of…armed conflicts’ and recalls ‘that, in cases not covered by the law in 

force, the human person remains under the protection of the principles of hu-

manity and the dictates of the public conscience’.106 Protocol Additional to 

the Geneva Conventions of 12 August 1949, and relating to the Protection of 

Victims of International Armed Conflicts 1977 (‘API’) was similarly 

adopted to ‘reaffirm and develop the provisions of protecting the victims of 

armed conflicts and to supplement measures intended to reinforce their ap-

plication’, according to its preamble.107 

 

There are, however, stark differences between the two bodies,108 including 

the balance between humanity and military necessity in IHL and the roles of 

peace and democracy. Although IHRL does not require democratic institu-

tions for its implementation, the concept plays an important role in the reali-

sation and protection that it provides. Monitoring bodies and courts have 

made clear connections with values protected by IHRL that support demo-

cratic structures, accountability and governance, and the right to freedom of 

 
104 GCIII, Article 5. See further Marko Milanovic, ‘The end of application of international hu-

manitarian law’, International Review of the Red Cross, Volume 96, Issue 893, 2014, 163-

188. See further Chapters 5.3 and 6.4. 
105 ICTY, Prosecutor v. Furundžija, Case No. IT-95-17/1-T, Trial Chamber Judgment, 10 De-

cember 1998, para. 183. See also UN Commission on Human Rights, Sub-Commission on the 

Promotion and Protection of Human Rights ‘Working paper on the relationship between hu-

man rights law and international humanitarian law by Françoise Hampson and Ibrahim 

Salama’, UN Doc. E/CN.4/Sub.2/2005/14, 21 June 2005, para. 3. 
106 APII, preamble paras. 3 and 4. See further preamble paras. 1 and 2. 
107 API, preamble para. 3. 
108 See further Katherine Fortin, The Accountability of Armed Groups under Human Rights 

Law (Oxford, Oxford University Press, 2017), 30-32 (‘Fortin, The Accountability of Armed 

Groups under Human Rights Law, 2017’). 
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expression.109 The implementation of IHL requires a governance structure to 

uphold the obligation to ensure respect for its requirements.110 Democratic 

oversight can assist in this, but IHL does not require democratic governance 

for its implementation or application. Whilst IHL imposes limitations on 

how parties to conflict conduct hostilities, including pursuing only the goal 

of militarily defeating the opposing party, and requirements for once a cessa-

tion of hostilities has been reached,111 it does not contain any goal for the 

parties to strive for peace. 

 

The tension between IHRL and IHL is eased somewhat through the opera-

tion of other principles, including the rule of law and accountability. As will 

be discussed below, IHL does require measures of accountability and trans-

parency in the obligation to ensure respect, and States are obliged to investi-

gate and, where appropriate, prosecute alleged grave breaches and serious 

violations of IHL.112 To a limited extent, IHL also ensures some protection of 

plurality of voices through the complementary protection afforded to indi-

viduals based on their political or other opinions or information, ideas and 

 
109 See, for example, ECtHR, Dareskizb Ltd v. Armenia, Application no. 61737/08, Judgment, 

21 September 2021, para. 77; and UN General Assembly, ‘Report of the Special Rapporteur 

on the promotion and protection of the right to freedom of opinion and expression, David 

Kaye’, UN Doc. A/75/261, 28 July 2020, para. 16 (‘UN Special Rapporteur on freedom of ex-

pression, Report on freedom of expression aspects of academic freedom, 2020’). See further 

Christian Tomuschat, ‘Democracy and the Rule of Law’, in Dinah Shelton (ed), The Oxford 

Handbook of International Human Rights Law (Oxford, Oxford University Press, 2013), 494-

496 and Nicola Wenzel, ‘International Protection of Freedom of Opinion and Expression’, 

April 2014, in Rüdiger Wolfrum (ed.), Max Planck Encyclopaedia of Public International 

Law (online edition) (Oxford, Oxford University Press, 2015), paras. 2-5. 
110 See, for example, Henckaerts and Doswald-Beck, Customary International Humanitarian 

Law, Volume I: Rules, 2005, Rule 67 (Inviolability of Parlementaires), Rule 141 (Legal Ad-

visers for Armed Forces), Rule 152 (Command Responsibility for Orders to Commit War 

Crimes), and Rule 153 (Command Responsibility for Failure to Prevent, Repress or Report 

War Crimes). See further Yutaka Arai-Takahashi, The Law of Occupation: Continuity and 

Change of International humanitarian law, and its Interaction with International Human 

Rights Law (Leiden, Martinus Nijhoff Publishers, 2009) (‘Arai-Takahashi, The Law of Occu-

pation, 2009’), 91-257 and 327-397 on the administrative requirements in occupied territories 

under IHL. 
111 See, for example, GCI, Article 17(4); GCIII, Article 118 and 119; APII, Article 6(5); 

Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 114 (Return of the Remains and Personal Effects of the Dead), Rule 158 

(Prosecution of War Crimes), Rule 159 (Amnesty), and Rule 161 (International Cooperation 

in Criminal Proceedings). 
112 See further GCI, Article 49; GCII, Article 50; GCIII, Article 129; GCIV, Article 146; API, 

Article 87; and Henckaerts and Doswald-Beck, Customary International Humanitarian Law, 

Volume I: Rules, 2005, Rule 158 (Prosecution of War Crimes). See further Noam Lubell, 

Jelena Pejic, and Claire Simmons, ‘Guidelines on Investigating Violations of International 

Humanitarian Law: Law, Policy, and Good Practice’, Geneva, ICRC, September 2019, paras. 

12-16. 
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opinions shared, received or accessed.113 The provisions requiring access to 

information relating to individuals in the hands of the adverse party to the 

conflict also carry out a transparency function in ensuring protection obliga-

tions are upheld.114 Adherence to IHL has been linked with facilitating peace 

processes and strengthening the chance of lasting peace.115 The foundational 

differences between the two bodies of law are important to note, however. 

They go on to shape the normative content of the law, and are therefore 

never fully reconciled when they apply at the same time in the same space.116 

 

 
113 See further Chapters 4 and 5. 
114 See further Chapter 7. 
115 See, for example, Annyssa Bellal and Stuart Casey-Maslen, ‘Rules of engagement: Pro-

tecting civilians through dialogue with non-state actors’, Geneva, Geneva Academy of Inter-

national Humanitarian Law and Human Rights, 2011; Claudia Hofmann, ‘Reasoning with re-

bels: International NGOs’ approach to engaging armed groups’, Berlin, German Institute for 

International and Security Affairs, 2012. 
116 See further Marko Milanovic, ‘Norm Conflicts, International Humanitarian Law, and Hu-

man Rights Law’, in Orna Ben-Naftali (ed.), International Humanitarian Law and Interna-

tional Human Rights Law (Oxford, Oxford University Press, 2011), 95-125 (‘Milanovic, 

‘Norm Conflicts, International Humanitarian Law, and Human Rights Law’, 2011’). 
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The fact that human rights obligations continue to apply during armed con-

flict is explicitly referenced in the treaties under both IHRL117 and IHL118 and 

 
117 See, for example, CRC, Article 38(1); Optional Protocol to the Convention on the Rights 

of the Child on the Involvement of Children in Armed Conflict 2000, 2173 UNTS 222, pre-

amble para. 12 and Article 5 (‘CRC Optional Protocol on the Involvement of Children in 

Armed Conflict 2000’); CRPD preamble para. U and Article 11; International Convention for 

the Protection of All Persons from Enforced Disappearance 2006, 2716 UNTS 3, preamble 

para. 3, Article 16 and 43(‘CPED’). See also African Charter on the Rights and Welfare of the 

Child 1990, adopted by the 26th Ordinary Session of the Assembly of Heads of State and Gov-

ernment of the OAU, Addis Ababa, Ethiopia – July 1990, Article 22 and 23; Protocol to the 

African Charter on Human and Peoples’ Rights on the Rights of Women in Africa 2003, 

adopted by the 2nd Ordinary Session of the Assembly of the Union, Maputo, Mozambique - 11 

July 2003, Article 11; African Union Convention for the Protection and Assistance of Inter-

nally Displaced Persons in African (Kampala Convention) 2009, adopted by the Special Sum-

mit of the Union Kampala, Uganda 23rd October 2009, Articles 4(1) and 7(‘Kampala Conven-

tion 2009’); Council of Europe, Protocol 6 to the Convention for the Protection of Human 

Rights and Fundamental Freedoms concerning the abolition of the death penalty 1983, ETS 

114; Council of Europe Convention on Action against Trafficking in Human Beings 2005, 

CETS 197, Article 40(4); Council of Europe Convention on the Prevention of Terrorism 

2005, CETS 196, preamble para. 7 and Article 26(5); Council of Europe Convention on pre-

venting and combating violence against women and domestic violence 2011, CETS 210, pre-

amble para. 6; Council of Europe Convention on Offences relating to Cultural Property 2017, 

CETS 221, preamble para. 11; and Inter-American Convention on Forced Disappearances of 

Persons 1994, adopted at Belém do Pará, on 9 June 1994, at the 24th regular session of the 

General Assembly of the OAS, Article XV. In addition to the treaties listed here, there are a 

number of other treaties that address matters that are also relevant in armed conflict without 

referencing any further applicable legal framework and others that make general reference 

that nothing in the treaty restricts the application of other international instruments dealing 

with same subject matter. In the Council of Europe context, these include ECHR, Article 15; 

Agreement between the Member States of the Council of Europe on the issue to Military and 

Civilian War-Disabled of an International Book of Vouchers for the repair of Prosthetic and 

Orthopaedic Appliances 1962, ETS 40; European Convention on Offences relating to Cultural 

Property 1985, ETS 119; European Convention on the Exercise of Children’s Rights 1996, 

ETS 160, Article 15; European Convention on Nationality 1997, ETS 166, Articles 21 and 22; 

and Protocol 13 to the Convention for the Protection of Human Rights and Fundamental Free-

doms, concerning the abolition of the death penalty in all circumstances 2002, ETS 187. See 

also ACHPR, Article 60 and 61, and ACHR, Articles and 27 and 29(b). 
118 See API, Article 72 and APII, preamble para. 2. 
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has been explicitly acknowledged by States and international organisa-

tions.119 This position has also been confirmed in the findings of treaty moni-

toring bodies and in international and regional court decisions.120 

 

This consensus tells us that the right to freedom of expression established 

under IHRL applies in armed conflict but does not offer much on how these 

norms relate to the norms that apply under IHL. Whilst it is the generally ac-

cepted position today that IHRL applies during armed conflict, States vary in 

practice as to the extent to which IHRL applies in armed conflict, especially 

in relation to operations abroad.121  

 

A closer look at the IHL provisions referencing the concurrent application 

provides some further details. The second paragraph of the preamble to APII 

recalls ‘that international instruments relating to human rights offer a basic 

protection to the human person’. This is the first time that this phrase is used 

in an IHL instrument122 and highlights that at least in the situation of NIACs, 

 
119 See, for example, UN General Assembly, Resolution 2673 (XXV), ‘Protection of Journal-

ists Engaged in Dangerous Missions in Areas of Armed Conflicts’, UN Doc. A/RES/2673 

(XXV), 9 December 1970; UN General Assembly, Resolution 2674 (XXV), ‘Respect for Hu-

man Rights in Armed Conflicts’, UN Doc. A/RES/2674 (XXV), 9 December 1970; UN Gen-

eral Assembly, Resolution 2675 (XXV), ‘Basic Principles for the Protection of Civilian Popu-

lations in Armed Conflicts’, UN Doc. A/RES/2675 (XXV), 9 December 1970; UN General 

Assembly, Resolution 2676 (XXV), ‘Respect for Human Rights in Armed Conflicts’, UN 

Doc. A/RES/2676 (XXV), 9 December 1970; and UN General Assembly, Resolution 2677 

(XXV), ‘Respect for Human Rights in Armed Conflicts’, UN Doc. A/RES/2677 (XXV), 9 

December 1970. 
120 See, for example, ICJ, Case Concerning Armed Activities on the Territory of the Congo 

(Democratic Republic of the Congo v. Uganda), Judgement of 19 December 2005, ICJ Re-

ports 2005, 168, paras. 216-220 (‘ICJ, Case Concerning Armed Activities on the Territory of 

the Congo, 2005’); ICJ, Legal Consequences of the Construction of a Wall in the Occupied 

Palestinian Territory, Advisory Opinion of 9 July 2004, ICJ Reports 2004, 136, para. 106 

(‘ICJ, Legal Consequences of the Wall, Advisory Opinion 2004’); IACHR, Juan Carlos 

Abella v. Argentina (La Tablada case), Case 11.137, Report No. 55/97, OEA/Ser.L/V/II.95 

Doc. 7 rev. at 271 (1997), 18 November 1997, para. 159 (‘IACHR, La Tablada case, 1997’); 

Committee on the Elimination of Discrimination Against Women (‘CEDAW Committee’), 

General Recommendation No. 30 on women in conflict prevention, conflict and post-conflict 

situations, UN Doc. CEDAW/C/GC/30, 1 November 2013 (‘CEDAW Committee, General 

Recommendation No. 30, 2013’); and HRC, General Comment No. 36, ‘Article 6: right to 

life’, UN Doc. CCPR/C/GC/36, 3 September 2019 (‘HRC, General Comment No. 36, 2019’). 
121 See de Wat and Kleffner, Convergence and Conflicts of Human Rights and International 

Humanitarian Law in Military Operations, 2014, 248. See also Helen Duffy, ‘Trials and Trib-

ulations: Co-Applicability of IHL and Human Rights in an Age of Adjudication’, in Ziv Boh-

rer, Janina Dill, Helen Duffy (eds.), Law Applicable to Armed Conflict (Cambridge, Cam-

bridge University Press, 2020), 17 (‘Duffy, ‘Trials and Tribulations: Co-Applicability of IHL 

and Human Rights in an Age of Adjudication’, 2020’). 
122 Yves Sandoz, Christophe Swinarski, and Bruno Zimmerman (eds.), Commentary on the 

Additional Protocols of 8 June 1977 to the Geneva Conventions of 12 August 1949 (Geneva, 
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IHRL offers basic protection to all that IHL builds on or complements in sit-

uations of armed conflict.123 As such, comprehending what those basic stand-

ards are is essential to determine what is additional or different under IHL, 

based on the common aim of protection of the human person shared by both 

fields of law.124 The Commentary to APII indicates that international human 

rights instruments should be interpreted broadly to refer to both universal 

treaties as well as regional treaties.125 Given the lack of development of IHL 

treaty provisions applicable in NIACs compared with IACs, as well as the 

extreme and unusual use of State power in NIACs, the protection offered un-

der IHRL and the acknowledgement of this protection are extremely im-

portant in this type of conflict.126  

 

Article 72 API similarly recognises the concurrent application of IHL and 

IHRL, which provides that the provisions in Part IV Section III of API127 are 

additional to the rules of international law relating to the protection of funda-

mental human rights during armed conflict.128 It is therefore necessary to 

properly understand what those rules are to appreciate what is added by IHL. 

Neither of these provisions suggests that divergence or separatism between 

the two bodies of law was anticipated by the drafting parties.129 This is rein-

forced by the fact that several provisions included in IHL treaties were also 

explicitly influenced by developments in IHRL treaties, as evident in the list 

of minimum guarantees in Article 75 API and Article 4 APII.130 As such, the 

 
International Committee of the Red Cross, Martinus Nijhoff Publishers, 1987), para. 4428 

(‘Sandoz et al., Commentary to the APs, 1987’). 
123 Ibid., para. 4430. 
124 Ibid., para. 4429. 
125 Ibid., para. 4428. 
126 Note that the interpretative approaches set out in VCLT, Articles 31 and 32 can also be 

used in interpreting customary international norms applicable in NIACs under IHL. See fur-

ther Chapter 1.3.2. 
127 API, Part IV: Civilian population - Section III -- Treatment of persons in the power of a 

party to the conflict - Chapter I -- Field of application and protection of persons and objects. 
128 API, Article 72. 
129 See further Hans-Joachim Heintze, ‘Theories on the relationship between international hu-

manitarian law and human rights law’, in Robert Kolb and Gloria Gaggioli (eds.), Research 

Handbook on human rights and humanitarian law (Cheltenham, UK, Northampton, MA, Ed-

ward Elgar Publishing, 2013), 54-56 (‘Heintze, ‘Theories on the relationship between interna-

tional humanitarian law and human rights law’, 2013’). See also Katharine Fontin, ‘Comple-

mentarity between the ICRC and United Nations and International Humanitarian Law and In-

ternational Human Rights Law, 1948–1968’, International Review of the Red Cross, Volume 

94, Issue 888, Winter 2012, 1433-1454. 
130 See Sandoz et al., Commentary to the APs, 1987, paras. 3006-3146 and 4515-4563. See 

also Knut Dörmann, Liesbeth Lijnzaad, Marco Sassòli and Philip Spoerri (editorial commit-

tee), Commentary on the Second Geneva Convention: Convention (II) for the Amelioration of 

the Condition of Wounded, Sick, and Shipwrecked Members of Armed Forces at Sea (2nd ed., 



37 

interpretation of the IHL standards should take into account the interpreta-

tion of the same standards under IHRL to ensure legal consistency and cer-

tainty. 

 

The ICCPR and regional instruments that include the right to freedom of ex-

pression make reference to nothing that can be interpreted as a limitation on 

the protections afforded under other bodies of international law131 or as the 

implementation of specific provisions requiring consistency with other obli-

gations under international law.132 This would also include protections under 

IHL. 

 

Provisions within other human rights treaties indicate convergence with the 

IHL provisions considered above. For example, Article 38(1) of the Conven-

tion on the Rights of the Child 1989 (‘CRC’) essentially repeats the commit-

ment to the already established IHL obligation requiring State parties to re-

spect and to ensure respect for rules of IHL applicable to the State parties to 

the CRC in armed conflicts which are relevant to the child.133 Article 16 of 

the Convention on Enforced Disappearances 2006 (‘CPED’) provides that 

the competent authorities of State parties must take into account serious vio-

lations of IHL in determining whether there are substantial grounds to be-

lieve that a person would be in danger of being subject to enforced disap-

pearance if expelled, returned, surrendered or extradited to another State.134 

This requires interpretation of IHL rules to establish whether there have been 

serious breaches of that body of law to implement an obligation under IHRL. 

This approach is similar to the approach adopted by the ICJ in its rulings that 

provide that IHRL standards must be interpreted in light of the applicable 

IHL requirements.135 

 

Andrew Clapham argues that where a treaty is silent on the issue of how it 

should be interpreted in light of the other body of law, it can be assumed that 

 
Cambridge, Cambridge University Press, 2017), Common Article 3(1)(d), paras. 701-710 

(‘2017 Commentary to GCII’), which includes considerable reference to IHRL standards. 
131 ICCPR, Article 5(1). See also International Covenant on Economic, Social and Cultural 

Rights 1966, 993 UNTS 3, Article 5(1) (‘ICESCR’); Convention against Torture and Other 

Cruel, Inhuman or Degrading Treatment or Punishment 1984, 1465 UNTS 85, Article 2(2) 

(‘CAT’). 
132 ICCPR, Article 4(1); ECHR, Article 15(1); ACHR, Article 27(1). See further Chapter 2.9. 
133 See further Clapham, ‘The Complex Relationship between the Geneva Conventions and 

International Human Rights Treaties’, 2015, 711. For an overview of the criticism of includ-

ing this broad provision in a human rights treaty and how it contradicts other obligations con-

tained in the CRC, see further Heintze, ‘Theories on the relationship between international hu-

manitarian law and human rights law’, 2013, 61-62. 
134 CED, Article 16(2). See further Clapham, ‘The Complex Relationship between the Geneva 

Conventions and International Human Rights Treaties’, 2015, 709-710. 
135 ICJ, Legal Consequences of the Wall, Advisory Opinion 2004, para. 106. 
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both the relevant IHRL and IHL treaties will apply.136 This assumption is in 

line with the work of the International Law Commission (‘ILC’), which in 

2011 adopted the Draft Articles on the Effects of Armed Conflicts on Trea-

ties. These Draft Articles list treaties for the international protection of hu-

man rights as continuing to operate during armed conflict resulting from 

their subject matter further to Article 7.137 This approach to interpretation is 

also in line with changes in State practice. Whereas States previously ex-

cluded the application of other treaties that related to matters already regu-

lated by IHL, this has changed over time to either remaining silent or explic-

itly recognising the concurrent application of both relevant IHL and IHRL 

treaties.138 

 

As such, it can be concluded that the situation of armed conflict does not au-

tomatically result in the inapplicability of IHRL, including the right to free-

dom of expression. In addition, IHL and IHRL treaties indicate that their 

provisions need to be interpreted in light of the application of the other appli-

cable legal framework. However, depending on which body of law is taken 

as the starting point in this process, different emphases and other considera-

tions will prevail, which will affect the conclusion of the inquiry.139 

2.2 When does international humanitarian law apply at 

the same time as international human rights law? 

 

IHL applies to situations of armed conflict. What rules of IHL apply to a 

given situation depends on the classification of the conflict. IHL distin-

guishes between international armed conflicts (IACs) and non-international 

 
136 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 707. 
137 ILC, ‘Draft Articles on the Effects of Armed Conflicts on Treaties’, adopted by the ILC in 

2011, Article 7 and Annex 2, Yearbook of the International Law Commission, 2011, Volume 

II, Part 2. 
138 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 707. See also Jean d’Aspremont and Elodie Tranchez, ‘The 

question for a non-conflictual coexistence of international human rights law and humanitarian 

law: which role for the lex specialis principle?’ in Robert Kolb and Gloria Gaggioli (eds.), Re-

search Handbook on human rights and humanitarian law (Cheltenham, UK, Northampton, 

MA, Edward Elgar Publishing, 2013), 223-250, 230 (‘D’Aspremont and Tranchez, ‘The ques-

tion for a non-conflictual coexistence of international human rights law and humanitarian 

law’, 2013’). 
139 Ibid., 704. 
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armed conflicts (NIACs). Classification is determined based on the facts and 

not on the subjective views of the parties.140 

 

IACs are defined as the use of armed force between two or more States.141 

Neither the legality of the use of force nor the intensity of the violence is rel-

evant in the classification of the conflict.142 The use of force may be con-

ducted through regular armed forces, irregular armed forces or even non-mil-

itary organs of the State.143 

 

IACs include situations of partial or total occupation, and specific rules regu-

late these types of conflict.144 The text of Common Article 2 provides for its 

application even where no armed resistance to the occupation is met.145 Oc-

cupations are defined in Article 42 of the 1907 Hague Regulations (IV) as 

occurring when territory ‘is actually placed under the authority of the hostile 

army’ and extend ‘only to the territory where such authority has been estab-

lished and can be exercised’. This definition was not altered by the Geneva 

Conventions of 1949 or subsequent treaties.146 Effective control is not de-

fined in Article 42 or subsequent treaties. It is recognised in the Commentary 

to Common Article 2 that effective control does not require the exercise of 

full authority over the territory but rather the mere capacity to exercise such 

 
140 Common Article 2 to the GCs. See further Knut Dörmann, Liesbeth Lijnzaad, Marco 

Sassòli and Philip Spoerri (editorial committee), Commentary on the Third Geneva Conven-

tion: Convention (III) Relative to the Treatment of Prisoners of War (2nd ed., Cambridge, 

Cambridge University Press, 2021), Common Article 2, paras. 244-246 (‘2020 Commentary 

to GCIII’). 
141 ICTY, Prosecutor v. Tadić, Decision on the Defence Motion for Interlocutory Appeal on 

Jurisdiction, 1995, para. 70. IACs also include wars of national liberation. See further API Ar-

ticle 1. There is some debate in academic writing whether a requisite level of intensity in the 

use of force is required. See further ICJ, Military and Paramilitary Activities in and against 

Nicaragua Case, 1984, para. 195; Abdulqawia Yusuf, ‘The Notion of ‘Armed Attack’ in the 

Nicaragua Judgment and Its Influence on Subsequent Case Law’, Leiden Journal of Interna-

tional Law (2012), Volume 25, Issue 2, 461–470; and 2020 Commentary to GCIII, Common 

Article 2, paras. 269-277. 
142 2020 Commentary to GCIII, Common Article 2, paras. 248-249 and 251. See further paras. 

269-277. Cf. ICJ, Military and Paramilitary Activities in and against Nicaragua Case, 1984, 

para. 195; and International Law Association, Committee on the Use of Force, ‘Final Report 

on the Meaning of Armed Conflict in International Law’, The Hague Conference, 2010, 32–

33. 
143 See further ibid., paras. 255-277 and 298-306. 
144 See further Hague Convention (IV) on War on Land and its Annexed Regulations 1907; 

Common Articles 2 to the GCs, GCIV and API, Articles 68-71. See further 2020 Commentary 

to GCIII, Common Article 2, paras. 325-375. 
145 Common Articles 2 to the GCs. See 2020 Commentary to GCIII, Common Article 2, pa-

ras. 319-322. 
146 2020 Commentary to GCIII, Common Article 2, paras. 327-328. 
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authority.147 To constitute an occupation, three requirements have been iden-

tified. These are set out in the Commentary to Common Article 2 as: 

 

the unconsented-to presence of foreign forces,148 the foreign forces’ 

ability to exercise authority over the territory concerned in lieu of the 

local sovereign, and the related inability of the latter to exert its author-

ity over the territory.149  

 

The European Court of Human Rights (‘ECtHR’) has applied these criteria 

in its case law150 and stated that if there is effective control for the purposes 

of ‘occupation’ under IHL, this will also satisfy the criteria for ‘effective 

control’ within the meaning of the Court’s case law on jurisdiction.151 

 

NIACs are defined negatively in Common Article 3 as those not of an inter-

national character.152 Such conflicts may occur between States and non-State 

groups or between different non-State groups.153 For a situation to be classi-

fied as a NIAC, a level of organisation between the parties confronting each 

other and a degree of intensity in the violence required are needed.154 Internal 

disturbances and tensions, such as riots, isolated and sporadic acts of vio-

lence and other acts of a similar nature fall beneath these requirements.155 

APII develops the standards applicable in Common Article 3 and includes 

further criteria to be fulfilled for this treaty to be applicable,156 namely the re-

quirement that parties to the conflict be under responsible command, exer-

cise such control over a part of its territory as to enable them to carry out 

 
147 Ibid., para. 336. 
148 See, however, ibid., paras. 341-347 where the absence of the physical presence of foreign 

forces does not constitute an end to an occupation. 
149 Ibid., para. 337. See further para. 338. See also ICRC, ‘Report on International Humanitar-

ian Law and the Challenges of Contemporary Armed Conflicts’, presented at the 32nd Interna-

tional Conference of the Red Cross and Red Crescent, 2015, 32IC/15/11, 12 (‘ICRC, 2015 

Challenges Report’). 
150 See, for example, ECtHR, Sargsyan v. Azerbaijan, Application no. 40167/06, Judgement, 

16 June 2015, paras. 94 and 144 (‘ECtHR, Sargsyan v. Azerbaijan, 2015’). 
151 ECtHR, Georgia v. Russia (II), Application no. 38263/08, Grand Chamber Judgment, 29 

January 2021, para. 196 (‘ECtHR, Georgia v. Russia (II), 2021’). See further Chapter 2.6.3. 
152 See further 2020 Commentary to GCIII, Common Article 3, para. 419. 
153 APII, Article 1. 
154 2020 Commentary to GCIII, Common Article 3, para. 421. See further, ICTY, Prosecutor 

v. Ramush Haradinaj, Idriz Balaj and Lahi Brahimaj, Case No. IT-04–84-T, Judgment, Trial 

Chamber I, 3 April 2008, paras. 49 and 60 for factors identified as relevant in the determina-

tion. 
155 APII, Article 1(2). This threshold is also seen as applicable to Common Article 3. See 

2020 Commentary to GCIII, Common Article 3, para. 420. 
156 Note the universal ratification of Common Article 3 to the GCs, compared with ratification 

of APII. 
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sustained and concerted military operations and to implement the Protocol.157 

As such, NIACs may be regulated by only Common Article 3 or both Com-

mon Article 3 and APII. This is in addition to customary international law 

requirements. Many of the rules set out in APII have been identified as re-

flective of customary international law applicable in all NIACs. In addition, 

many of the rules relating to targeting and the conduct of hostilities set out in 

API applicable in IACs have been recognised as customary law applicable in 

both IACs and NIACs. The level of control over territory required for the ap-

plication of APII is particularly relevant in assessing the scope of obligations 

of the territorial State under IHRL.158 

2.3 Interpreting the concurrently applicable norms 

under international human rights law and international 

humanitarian law in situations of armed conflict  

 

When interpreting the concurrent application of two norms under different 

fields of law, the body of law under which the norm is established is one fac-

tor that will influence the outcome, but it is not the only one. The jurisdiction 

of the body of inquiry, the possible parties to the dispute, and traditions of 

interpretation adopted by that body will also be determinative to the outcome 

of the process.159 As such, understanding how bodies that have interpreted 

how the norms under IHRL and IHL apply at the same time have done so 

will assist in answering the research question. 

 

Human rights forums have a strong teleological approach to interpretation.160 

For example, the ECtHR has interpreted the ECHR as a ‘living instrument’161 

and views this interpretive approach as an important tool for the realisation 

of the intention of the parties to protect the rights of individuals. In this, the 

‘essentially objective character’ of the ‘obligations undertaken by the High 

 
157 APII, Article 1(1). 
158 See Chapter 2.6. 
159 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 705-706. 
160 Liliana E. Popa, Patterns of Treaty Interpretation as Anti-Fragmentation Tools: A Com-

parative Analysis with Special Focus on the ECtHR, WTO and ICJ, (Cham, Switzerland, 

Springer 2018) 222. See further Duffy, ‘Trials and Tribulations: Co-Applicability of IHL and 

Human Rights in an Age of Adjudication’, 2020, 54-71 for detailed analysis of the interpre-

tive approach taken by the different human rights courts and monitoring bodies on the rela-

tionship between IHL and IHRL. 
161 See, for example, ECtHR, Loizidou v. Turkey, Application no. 15318/89, Preliminary Ob-

jections Judgment, 23 March 1995, para. 71. 
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Contracting Parties’ has been stressed.162 It has become a practice of human 

rights bodies to adopt readings of human rights conventions that look for 

their effectiveness (‘effet utile’).163 These bodies frequently assert that their 

interpretive methods are consistent with VCLT, although sometimes less 

convincingly than others.164  

 

This teleological approach has been mirrored recently by the ICRC in its up-

date of the Commentaries to the Geneva Conventions of 1949. These Com-

mentaries are not legally binding documents, but collate State practice and 

the ICRC’s position on how the provisions should be interpreted, and as 

such, are highly persuasive. The ICRC approached the research by focusing 

on topics rather than on a single article or treaty.165 This was seen as neces-

sary, as many topics are dealt with in one or more provisions of one or more 

Conventions and/or Protocols.166 In the absence of IHL international enforce-

ment bodies, the views of the various international criminal courts and tribu-

nals have come to shape the understanding of the relationship between IHRL 

and IHL, which has emphasised complementary protection. In many ways, 

this has become circular, as the international criminal courts refer to the 

treaty terms and findings of IHRL bodies to determine the meaning of IHL 

norms required to give effect to international criminal law. 

 

A common tool used in the decisions and judgments of international courts, 

tribunals and monitoring bodies, in the work of the ILC and in academic 

writings that have considered the normative relationship between IHL and 

IHRL is Article 31(3)(c) VCLT.167 Article 31(3)(c) VCLT permits reference 

to other relevant applicable rules of international law in the interpretation of 

a treaty provision as an aid in understanding the content of the treaty provi-

sion in question, but not the direct application of those rules to the treaty pro-

vision.168 The ECtHR  has used the interpretive approach set out in Article 

31(3)(c) VCLT in its jurisprudence, making explicit or indirect reference to 

 
162 European Commission of Human Rights, Austria v. Italy, Application No. 788/60, Deci-

sion of the Commission as to Admissibility of 11 January 1961, Yearbook 4, 116. 
163 ILC, ‘Fragmentation of International Law Report’, 2006, para. 428. 
164 Ibid. 
165 Note, however, that the end product of the research appears in the Commentaries as an ar-

ticle-by-article format. 
166 See further Jean-Marie Henckaerts, ‘Bringing the Commentaries on the Geneva Conven-

tions and their Additional Protocols into the twenty-first century’, International Review of the 

Red Cross, Volume 94, Issue 888, Winter 2012, 1551-1555 (‘Henckaerts, ‘Bringing the Com-

mentaries on the Geneva Conventions and their Additional Protocols into the twenty-first cen-

tury’, 2012’). 
167 Richard Gardiner, Treaty Interpretation (2nd ed., Oxford, Oxford University Press, 2015) 

(‘Gardiner, Treaty Interpretation, 2015’), 331. See also ILC, ‘Fragmentation of International 

Law Report’, 2006, para. 412. 
168 Gardiner, Treaty Interpretation, 2015, 330-331. 
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IHL standards to inform the application of rights contained in the ECHR 

during armed conflict.169 The African Commission on Human and Peoples’ 

Rights (‘AComHPR, or African Commission’) and Inter-American Commis-

sion on Human Rights (‘IACHR, or Inter-American Commission’) have sim-

ilarly made explicit reference to IHL standards in their rulings to inform the 

content of IHRL and thus determine whether a breach of IHRL has taken 

place.170 The HRC has also implemented a similar approach in its General 

Comments relating to the application of various rights during armed con-

flict.171 

 

A noteworthy difference here is the judgments of the ICJ, which has jurisdic-

tion to apply both IHRL and IHL directly, unlike the regional human rights 

courts, which only have jurisdiction to apply the relevant IHRL conventions. 

However, it is arguable that the ICJ has adopted a similar approach in which 

the rules of IHL inform the content of the applicable human rights in the 

context of armed conflict. In its Advisory Opinion on The Legality of the 

Threat or Use of Nuclear Weapons, the ICJ stated that the right to life under 

the ICCPR continues to apply in armed conflict, but what constitutes arbi-

trary deprivation of life must be determined ‘by the applicable lex specialis, 

namely the law of armed conflict’.172 

 

 
169 See for example ECtHR, Hassan v. the United Kingdom, Application no. 29750/09, Grand 

Chamber Judgment, 16 September 2014, paras. 33, 77 and 100-103 (‘ECtHR, Hassan v. the 

United Kingdom, 2014’); ECtHR, Varnava and others v. Turkey, Applications nos. 16064/90, 

16065/90, 16066/90, 16068/90, 16069/90, 16070/90, 16071/90, 16072/90 and 16073/90, 

Judgment, 18 September 2009, para. 185 (‘ECtHR, Varnava and others v. Turkey, 2009’); 

ECtHR, Isayeva v. Russia, Application no. 57950/00, Judgment, 24 February 2005, paras. 

175-176. See further Clapham, ‘The Complex Relationship between the Geneva Conventions 

and International Human Rights Treaties’, 2015, 713 and Doswald-Beck, Human Rights in 

Times of Crisis and Conflict, 2011, 115-117. 
170 See, for example, AComHPR, Democratic Republic of Congo v. Burundi, Rwanda and 

Uganda, Communication No. 229/99, Decision of 29 May 2003, para. 79; IACHR, La 

Tablada case, 1997, paras.161 and 176-199; IACHR, Coard et al. v. United States, Case 

10.951, Report No. 109/99, 22 September 1999, para. 42 (‘IACHR, Coard et al. v. United 

States, 1999’); IACtHR, Bámaca Velásquez v. Guatemala, Reparations and Costs, Judgment 

of 25 November 2000, Series C No. 70, para. 203; IACtHR, Ituango Massacres v. Colombia, 

Preliminary Objection, Merits, Reparations and Costs, Judgment of July 1, 2006, Series C No. 

148, paras. 179-183; and IACHR, Franklin Guillermo Aisalla Molina, Ecuador v. Colombia, 

Case IP-02, Report No. 112/10, OEA/Ser.L/V/II.140 Doc. 10 (2010), para. 121 (‘IACHR, Ec-

uador v. Colombia, 2010’). Cf. IACtHR, Case of Las Palmeras v. Colombia, Preliminary Ob-

jections, Judgment, Series C No. 67, 4 February 2000, paras. 32-33. 
171 HRC, General Comment No. 35, ‘Article 9: Liberty and security of person’, UN Doc. 

CCPR/C/GC/35, 16 December 2004, paras. 64-67. HRC, General Comment No. 36, 2019, pa-

ras. 64-67. 
172 ICJ, The Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 8 July 

1996, para. 25. 
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The phrase ‘lex specialis’ has been interpreted by some to mean that the ap-

plication of IHL overrides or displaces the obligations of IHRL in armed 

conflict.173 However, in light of the ICJ’s later findings and the findings of 

other human rights courts and bodies, it is more correct to understand the 

phrase lex specialis as operating on two levels.174 

 

First, it is an interpretive principle indicating reference to the relevant, more 

specific rules of IHL as necessary to inform the content of the applicable 

IHRL requirements,175 and vice versa.176 This approach of reading the rele-

vant provisions in light of the requirements of the other applicable body of 

law has been used to reconcile the simultaneous application of apparently 

conflicting obligations.177 For example, the ECtHR used this approach in rec-

onciling the conflicting IHL norms and practice of States to detain persons 

under the Convention relative to the Treatment of Prisoners of War 1949 

(‘GCIII’) and GCIV during IACs with the limited list of permissible grounds 

to detain persons under Article 5 of the ECHR. The Court held that: 

 

It can only be in cases of international armed conflict, where the taking 

of prisoners of war and the detention of civilians who pose a threat to 

security are accepted features of international humanitarian law, that 

Article 5 could be interpreted as permitting the exercise of such broad 

 
173 For an overview of this argument see D’Aspremont and Tranchez, ‘The question for a non-

conflictual coexistence of international human rights law and humanitarian law’, 2013, 224-

225. See generally on Dorota Marianna Banaszewska, ‘Lex specialis’, in Rüdiger Wolfrum 

(ed.), Max Planck Encyclopaedia of Public International Law (online edition) (Oxford, Ox-

ford University Press, 2015), paras. 4-8 (‘Banaszewska, ‘Lex specialis’, 2015’). 
174 ILC, ‘Conclusions of the Work of the Study Group on the Fragmentation of International 

Law: Difficulties Arising from the Diversification and Expansion of International Law’, Year-

book of the International Law Commission 2006 (1 May–9 June 2006; 3 July–11 August 

2006), Volume II, Part II, UN Doc A/CN.4/SER.A/2006, para. 251(a)(2) and (5). For a histor-

ical review of the divergence in views see further Marko Milanovic, ‘The Lost Origins of Lex 

Specialis Rethinking the Relationship between Human Rights and International Humanitarian 

Law’, in Jens David Ohlin, Theoretical Boundaries of Armed Conflict and Human Rights 

(Cambridge, Cambridge University Press, 2016), 78-117 (‘Milanovic, ‘The Lost Origins of 

Lex Specialis’, 2016’). 
175 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 721. 
176 D’Aspremont and Tranchez, ‘The question for a non-conflictual coexistence of interna-

tional human rights law and humanitarian law’, 2013, 238-241. See also ICJ, Case Concern-

ing Armed Activities on the Territory of the Congo, 2005, paras. 215-221. 
177 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 731-734. See further Duffy, ‘Trials and Tribulations: Co-Ap-

plicability of IHL and Human Rights in an Age of Adjudication’, 2020, 72-73. 
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powers [to intern individuals where no derogation under Article 15 has 

been lodged with respect to the operation of Article 5].178  

 

In this, the Court continues to apply Article 5 of the ECHR but interprets its 

contents in light of the applicable relevant IHL rules.179  

 

This judgment also demonstrates how the limited jurisdiction of the various 

human rights courts and bodies has influenced the development of the under-

standing of the relationship between IHL and IHRL.180 Unlike the ICJ, which 

can make determinations in relation to both bodies of law simultaneously,181 

other courts and bodies are not able to apply IHL directly and can determine 

only a breach of IHRL. As is evident in the findings of the different bodies, 

this approach does not necessarily lead to consistency in application.182 

 

Where this interpretive approach does not fully accommodate the relation-

ship between the two, the maxim of lex specialis may be of use as a principle 

of norm conflict according to which the more specific of two contradictory 

norms applies.183 For example, one norm may prohibit certain conduct, 

whereas the other permits or even requires it. Alternatively, the norms may 

prescribe actions that cannot be fulfilled at the same time;184 an example is 

the incitement of members of the opposing forces to use violence against 

their commanders or other members of the enemy’s armed forces.185 As will 

be seen in Chapter 6.1.7, this practice is common in armed conflict and ap-

pears to be accepted by States as lawful but is apparently at odds with the 

 
178 ECtHR, Hassan v. the United Kingdom, 2014, para. 104. See also European Commission 

on Human Rights, Cyprus v. Turkey, Application nos. 6780/74 and 6950/75, Report of the 

Commission, Volume 1, 10 July 1976, para. 313. 
179 Ibid., paras. 104-106. The Court explicitly referred to subsequent consistent practice of the 

High Contracting parties under VCLT, Article 31(3)(b) to reach its conclusion, but it is clear 

in the judgment that the Court also uses interpretative assistance of Article 31(3)(c). See fur-

ther paras. 101-102. 
180 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 728-729. 
181 ICJ Statute, Article 36 and 38. 
182 D’Aspremont and Tranchez, ‘The question for a non-conflictual coexistence of interna-

tional human rights law and humanitarian law’, 2013, 236. 
183 Laura M. Olson and Marco Sassòli, ‘The Relationship between International Humanitarian 

Law and Human Rights Law Where it Matters: Admissible Killing and Internment of Fights 

in Non- International Armed Conflicts’, International Review of the Red Cross, Volume 90, 

Issue 871, September 2008, 599-627, 613. See also Milanovic, ‘The Lost Origins of Lex Spe-

cialis’, 2016; and Marco Milanovic, ‘The Genesis of Lex Specialis’, EJIL: Talk!, 30 April 

2014, <https://www.ejiltalk.org/the-genesis-of-lex-specialis/>. 
184 Banaszewska, ‘Lex specialis’, 2015, para. 3. See also D’Aspremont and Tranchez, ‘The 

question for a non-conflictual coexistence of international human rights law and humanitarian 

law’, 2013, 231. 
185 See further Chapter 6.1. 
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prohibition of incitement to violence under IHRL. Reference to subsequent 

practice in interpreting the norms further to Article 31(1)(b) VCLT, as the 

ECtHR did in Hassan v. UK (2014), may assist in reconciling the legal posi-

tion. 

 

Such situations are in reality quite rare in both international and domestic le-

gal systems,186 and as the approach adopted by the ECtHR in the Hassan case 

demonstrates, can often be reconciled by interpreting the norms of one re-

gime in light of the other.187 Jean D’Aspermont and Elodie Tranchez high-

light that describing IHL and IHRL norms as in conflict so that the maxim of 

lex specialis could be used is not accurate; it is better described as a situation 

where the different norms under the respective bodies of law lead to diver-

gence.188 An example in this research is the norm under IHL that permits 

ruses of war through miscommunication, conduct that could be an unlawful 

infringement of freedom of expression outside of conflict settings.189 Marko 

Milanovic, in contrast, considers that norms under IHL and IHRL do fre-

quently conflict and that interpretative methods are often utilised to avoid ra-

ther than resolve this conflict, although this is not always possible.190 None-

theless, the principle that the more specific norm should be applied may still 

be of assistance in reconciling norms under the two bodies of law.191 

 

Different approaches for identifying the more specific norm have been pro-

posed.192 Important factors in this process are the clarity and precision of the 

norms under consideration and the specific context in which the norms are to 

be applied, that is, which norm is more appropriately directed to that particu-

lar context.193 The result is that it will not always be the IHL norm that is the 

 
186 D’Aspremont and Tranchez, ‘The question for a non-conflictual coexistence of interna-

tional human rights law and humanitarian law’, 2013, 232. 
187 ECtHR, Hassan v. the United Kingdom, 2014, paras. 96-107. 
188 D’Aspremont and Tranchez, ‘The question for a non-conflictual coexistence of interna-

tional human rights law and humanitarian law’, 2013, 232-233. Milanovic, ‘Norm Conflicts, 

International Humanitarian Law, and Human Rights Law’, 2011, 95-125, highlights in con-

trast that there are limitations on what methods of interpretation can do to harmonise the two 

bodies of law and interaction between the two bodies will result in norm conflict. 
189 See further Chapter 10.5.3. 
190 Milanovic, ‘Norm Conflicts, International Humanitarian Law, and Human Rights Law’, 

2011, 102-116. 
191 D’Aspremont and Tranchez, ‘The question for a non-conflictual coexistence of interna-

tional human rights law and humanitarian law’, 2013, 234-242. See also Gloria Gaggioli and 

Robert Kolb, ‘A Right to Life in Armed Conflicts? The Contribution of the European Court of 

Human Rights’, Israel Yearbook on Human Rights’, Volume 37, 2007, 115-163, 122-123. 
192 See further Duffy, ‘Trials and Tribulations: Co-Applicability of IHL and Human Rights in 

an Age of Adjudication’, 2020, 76-78. 
193 Ibid., 77-78 and 80-81. 
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more specific norm in a given situation.194 As Helen Duffy notes, ‘while IHL 

is often directed more specifically towards hostilities, IHRL may be more 

specifically directed to particular types of operation within the broader con-

flict’.195 

 

In such circumstances, the maxim should apply in the same way it would in 

general treaty interpretation to relate to specific norm conflicts rather than as 

a maxim for one body of law overriding the other.196 The more specific rule 

applies only to the extent of the specific or special norm. The general norm 

does not cease to exist but continues to apply as far as it does not contradict 

the lex specialis.197 As such, the more general norm is not set aside and is 

still relevant in the interpretation of the more specific norm.198 

 

This also feeds in to broad discussions on whether IHL is a permissive or re-

strictive regime.199 As will be shown, IHL contains prohibitions, limitations 

and permissions. Where IHL is silent on a matter, it does not necessarily fol-

low that the conduct is permitted or only regulated by IHRL.200 This is 

touched upon in various parts of the thesis but is particularly relevant for de-

termining the legal framework that applies to blocking access to information 

and ideas, including through the internet; to propaganda activities; and to 

granting permission to journalists to accompany the armed forces.201 

 

As more and more bodies come to consider the normative relationship be-

tween IHRL and IHL, greater understanding is achieved not only of the con-

tent of the obligations that flow from the overlapping bodies of norms but 

also of how the two fields fit within the wider public international legal sys-

 
194 See further Marko Milanovic, ‘A Norm Conflict Perspective on the Relationship between 

International Humanitarian Law and Human Rights Law’, Journal of Conflict and Security 

Law, Volume 14, No. 3, 2009, 459-483, 463–4; and Sandesh Sivakumaran, ‘International Hu-

manitarian Law’ in Daniel Moeckli, Sangeeta Shah, and Sandesh Sivakumaran (eds), Interna-

tional Human Rights Law (2nd ed., Oxford, Oxford University Press, 2014), 479-495, 479. 
195 Duffy, ‘Trials and Tribulations: Co-Applicability of IHL and Human Rights in an Age of 

Adjudication’, 2020, 82. 
196 For a summary, see further D’Aspremont and Tranchez, ‘The question for a non-conflict-

ual coexistence of international human rights law and humanitarian law’, 2013, 225-227. 
197 Ibid., 225. 
198 Duffy, ‘Trials and Tribulations: Co-Applicability of IHL and Human Rights in an Age of 

Adjudication’, 2020, 83. 
199 See further Anne Quintin, The Nature of International Humanitarian Law: A Permissive 

or Restrictive Regime (Cheltenham, UK, Massachusetts, US, Edward Elgar Publishing, 2020) 

(‘Quintin, The Nature of International Humanitarian Law, 2020’). 
200 Duffy, ‘Trials and Tribulations: Co-Applicability of IHL and Human Rights in an Age of 

Adjudication’, 2020, 82. 
201 See further Chapters 5.1.6, 8 and 9. 
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tem. This in turn generates a more systematic understanding of the legal or-

der that permeates the interpretation of the rules and contributes to a more 

unified approach to cases.202 That said, Andrew Clapham’s observation that 

rather than looking for a theory of everything, it makes it ‘the more relevant 

to understand how the one branch at the heart of the investigation is im-

pacted by the other branch’ is worth bearing in mind.203 

 

The scope of a right is not determined solely by its material elements. The 

personal and territorial scopes of application are also important points to 

consider, particularly in situations of armed conflict where the actions of the 

parties to the conflict can interfere with the rights of individuals in a territory 

other than where the parties are located. As will be seen, the differences be-

tween IHRL and IHL impact the obligations relating to the exercise of free-

dom of expression. The complexities of armed conflict mean that these dif-

ferences result in considerable variations between the obligations of the dif-

ferent parties to the conflict depending on who is exercising the right and 

where. This will be considered in the next section. 

2.4 Does international humanitarian law establish legal 

rights for individuals? 

 

In determining the relationship between IHRL and IHL in the exercise of 

freedom of expression in armed conflict, the nature of the legal norms under 

both bodies of law must be established. As noted above, freedom of expres-

sion is a legal right of individuals established under IHRL. As will be 

demonstrated in Parts 2 and 3, obligations under IHL offer complementary 

protection to the exercise of this right during armed conflict and permit the 

parties to the conflict to carry out activities that would otherwise be an un-

lawful interference with the right outside of armed conflict settings. An im-

portant question to consider is therefore whether obligations under IHL es-

tablish legal rights additional to those included under IHRL. 

 

 
202 Miguel Poiares Maduro, ‘Interpreting European Law: Judicial Adjudication in a Context of 

Constitutional Pluralism’, European Journal of Legal Studies, Volume 1, No. 2, 2007, 1-21, 3 

and 12. 
203 Clapham, ‘The Complex Relationship between the Geneva Conventions and International 

Human Rights Treaties’, 2015, 705. 
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Historically, ‘rights’ under IHL referred to the legal basis by which belliger-

ents or States were permitted to engage in actions in wartime that would oth-

erwise not be permitted outside of armed conflict.204 The notion of substan-

tive individual rights was absent.205 This historical difference can still be seen 

in the way IHL provisions are expressed. The majority of the provisions in-

cluded in the Geneva Conventions of 1949 and Additional Protocols of 1977 

are addressed directly to the parties to the conflict.206 Although a considera-

ble number require the parties to respect and protect specified persons or ob-

jects,207 they are not phrased in the same way as in IHRL as conferring a 

‘right’. 

 

For example, under Article 75 API, persons who are in the power of a party 

to the conflict and do not benefit from more favourable treatment under the 

Geneva Conventions or the Additional Protocol ‘shall be treated humanely 

in all circumstances and shall enjoy, as a minimum, the protection provided 

by’ the provision, rather than ‘have the right to’. This formulation is particu-

larly noteworthy in the provisions of APII applicable in NIACs. For exam-

ple, Article 5 APII relates to persons whose liberty has been restricted. Such 

persons ‘shall be allowed’ rather than have ‘the right to’ the various protec-

tions included in the provision.208 Considering the development of IHRL by 

the time this instrument was adopted, this choice of wording cannot be a co-

incidence.209 

 

In contrast, other provisions do refer to the rights of individuals. This is par-

ticularly evident in GCIII and GCIV.210 For example, the title Article 33 

 
204 Lawrence Hill-Cawthorne, ‘Rights under International Humanitarian Law’, European Jour-

nal of International Law, Volume 28, No. 4, 2017, 1187-1215, 1188 (‘Hill-Cawthorne, 

‘Rights under IHL’, 2017’). 
205 Ibid., 1188. 
206 Some provisions are addressed to other States parties to the Conventions and bodies, how-

ever. See, for example GCIII, Article 8 (protecting powers) and Article 126(4) (supervision) 

and API, Article 88 (mutual assistance in criminal matters). 
207 See Chapter 3.2.4. 
208 See also APII, Article 4(3) which provides children shall be provided with the care and aid 

they require and lists particular requirements in sub-paragraphs (a)-(e). 
209 Note that the Geneva Conventions came into force in 1949 and the UDHR was agreed in 

1948. 
210 See further GCIII, Article 28 (canteens), Article 33 (rights and privileges of retained per-

sonnel), Article 50 (authorised work), Article 57 (prisoners working for private employers), 

Article 78 (complaints and requests), and Article 81 (prerogatives), all of which refer to ‘the 

right’ of prisoners within their provisions. Note further GCIII, Articles 105 (rights and means 

of defence), Article 106 (appeals), Article 108 (execution of penalties, penal regulations). 

GCIII, Article 130 includes wilfully depriving a POW of the rights of fair and regular trial 

‘prescribed by this Convention’ as a grave breach. GCIV, Article 35 (right to leave the terri-

tory), Article 38 (non-repatriated persons, general observations), Article 39 (non-repatriated 

persons, means of existence), Article 40 (non-repatriated persons, employment), Article 41 
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GCIII is ‘rights and privileges of retained personnel’, and Article 33(2)(b) 

GCIII provides that senior medical officer and chaplains have the right to 

deal with the competent authorities of the camp on all questions relating to 

their duties.211 A considerable number of provisions within the Geneva Con-

ventions reference protection ‘entitled’ to certain individuals or objects.212 

Further references can be found within the Geneva Conventions and Addi-

tional Protocols to rights granted to individuals by virtue of these treaties.213 

 

Analysis of Article 11 API, however, demonstrates the emphasis on the obli-

gations on the parties to the conflict rather than the rights of individuals un-

der IHL in contrast to IHRL. Article 11(5) API provides that persons who 

are in the power of the adverse party have the right to refuse any surgical op-

eration. The four paragraphs included in the provision preceding this right 

establish (1) the obligations on the party not to endanger the physical or 

mental integrity of such persons by any unjustified act or omission; (2) fur-

ther acts that are prohibited even with the consent of the person; (3) one ex-

ception to one of the prohibited acts in paragraph 2; and (4) that violations of 

these requirements constitute a grave breach of the Protocol. It is only the 

fifth subparagraph that is phrased as the ‘right’ of the protected individuals. 

 

Article 7 common to the Convention for the Amelioration of the Condition 

of the Wounded and Sick in Armed Forces in the Field 1949 (‘GCI’), the 

Convention for the Amelioration of the Condition of Wounded, Sick and 

Shipwrecked Members of Armed Forces at Sea 1949 (‘GCII’) and GCIII and 

Article 8 GCIV provide that persons protected under the respective Conven-

 
(non-repatriated persons, assigned residence, internment), Article 42 (non-repatriated persons, 

grounds for internment or assigned residence), Article 43 (voluntary internment, procedure), 

Article 48 (occupied territories, special cases of repatriation), Article 52 (occupied territories, 

protection of workers), Article 72 (occupied territories, right of defence), Article 73 (occupied 

territories, right of appeal), Article 75 (occupied territories, death sentence), Article 76 (occu-

pied territories, treatment of detainees), Article 78 (occupied territories, security measures, in-

ternment and assigned residence, right of appeal), Article 87 (place of internment, canteens), 

Article 95 (working conditions), Article 101 (complaints and petitions) all reference a ‘right 

to’ in their provisions. GCIV, Article 147 provides that wilfully depriving a protected person 

of the rights of fair and regular trial ‘prescribed in the present Convention’ as a grave breach. 
211 GCIII, Article 33. 
212 See, for example, GCI, Articles 20 and 21; GCII, Articles 23 and 34; and GCIV, Article 

19. 
213 There are also numerous references to rights of individuals not defined in IHL in the GCs 

and APs. For example, API, Article 32 references the ‘right of families to know the fate of 

their relatives’ as prompting the implementation of provisions relating to the missing and the 

dead by parties to the conflict. The concurrent application of IHRL, amongst other areas of 

international law, is critical in determining the scope of these rights and the proceeding obli-

gations included under IHL See Chapters 2.1 and 2.3. See also Chapter 7.2.4. 
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tion may in no circumstances ‘renounce in part or in entirety the rights se-

cured to them by the present Convention’. The Commentary to this provision 

makes clear that in aiming to safeguard the dignity of human persons, the 

drafters very much considered that rights attached directly to individuals and 

that the character of the interests protected was rights.214 As such, the Com-

mentary considers that the Geneva Conventions do in fact confer rights on 

individuals.215 The ability of POWs to petition the Detaining Power and of 

POWs and protected civilians to directly contact supervisory powers are 

highlighted in this regard as providing means to ensure the protection of 

their rights.216 

 

Although the Commentary to Common Article 7 is firm on this view, State 

practice is less conclusive, particularly in the area of individuals claiming 

reparations for violations of IHL.217 This was highlighted by the ICJ in Juris-

dictional Immunities of the State (Germany v. Italy; Greece Intervening) 

(2012), where the question of whether IHL bestows rights on individuals 

was raised in the proceedings in relation to the whether the right to repara-

tions following armed conflict was an individual right or only a State right.218 

Although the ICJ did not ultimately make a determination of this issue in the 

majority judgment, the Court did reject the arguments raised by Italy that the 

alleged shortcomings in Germany’s provisions for reparation to Italian vic-

tims entitled the Italian courts to deprive Germany of jurisdictional immun-

ity.219  

 

The Court held that it could find no basis in State practice that makes the en-

titlement of a State to immunity dependent upon the existence of effective 

alternative means of securing redress for individuals.220 Although the major-

ity judgment did not make a determination on whether individuals had a 

right to reparations under IHL, it can be inferred from the judgment that after 

the extensive intergovernmental negotiations that were normal practice in 

 
214 2017 Commentary to GCII, Article 7, paras. 1038-1039. See also Hill-Cawthorne, ‘Rights 

under IHL’, 2017, 1196-1200; and Peter Rowe, The Impact of Human Rights Law on Armed 

Forces (Cambridge, Cambridge University Press, 2005), 1-3 (‘Rowe, The Impact of Human 

Rights Law on Armed Forces, 2005’). 
215 2017 Commentary to GCII, Article 7, para. 1039; and 2020 Commentary to GCIII, Article 

7, para. 1182. 
216 2017 Commentary to GCII, Article 7, para. 1039 referencing GCIII, Article 78 and GCIV, 

Article 30. 
217 For an overview of the scholarly debate relating to whether IHL confers rights on individu-

als see Hill-Cawthorne, ‘Rights under IHL’, 2017, 1191-1192 and 1195. 
218 ICJ, Jurisdictional Immunities of the State (Germany v. Italy; Greece Intervening), Judg-

ment of 3 February 2012, ICJ Reports 2012, 99 (‘ICJ, Jurisdictional Immunities of the State, 

2012’). 
219 Ibid., paras. 98-104. 
220 Ibid., para. 101. 
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determining reparations, it was up to the receiving State to decide how to use 

those funds, which could be to rebuild its national economy and infrastruc-

ture or distributing them to individual victims.221 The Court did note, how-

ever, that the claims arising from the treatment of Italian military internees 

together with other claims of Italian nationals that had allegedly not been 

settled could be the subject of further negotiations between the two States 

with a view to resolving the issue.222 This would imply that it is for the State 

parties to the conflict to secure the interests of the individuals at hand to rep-

arations.223 

 

This fits with Joseph Raz’s analysis of legal rights, according to which 

something can be described as a right only when a person has an interest that 

is sufficient ground for holding another subject to a duty.224 That duty may be 

to take some action that will serve the interest (which could include a duty 

not to interfere with the right)225 or a duty the very existence of which serves 

the right.226 In this way, rights are legally protected interests.227 In determin-

ing whether a legal rule grants a power or a right, Raz considers it important 

to consider the intentions of the authority that created it.228  

 

One way of creating a right is by the use of the term ‘right’, but this is not 

the only nor the most common way in which the law creates rights.229 The 

 
221 Ibid., para. 103. 
222 Ibid., para. 104. 
223 Of the three judges of the ICJ that entered dissenting opinions to the majority judgment, 

two considered that individuals were bestowed the right to reparations for breaches of IHL 

under international law. See ICJ, Jurisdictional Immunities of the State, 2012, Separate Opin-

ion of Judge Cançado Trindade paras. 251-252, and paras. 240-257 and Separate Opinion of 

Judge Yusuf, paras. 18 and 19. The issue was raised in three other separate opinions. See ICJ, 

Jurisdictional Immunities of the State, 2012, Separate Opinion of Judge Koroma, paras. 8-9, 

Separate Opinion of Judge Keith, paras. 18-19, and Separate Opinion of Judge Bennouna, 20-

23. See also ICJ, Jurisdictional Immunities of the State, 2012, Dissenting Opinion of Judge ad 

hoc Gaja, para. 9 who considered that the fact that ‘military activities may cause injuries on a 

large scale does not seem a good reason for depriving the many potential claimants of their 

judicial remedy. It may be that in practice this remedy will not be effective, but this applies 

more generally to all claims brought against foreign States given the difficulty for a successful 

claimant of enforcing any judgment that may be obtained’. 
224 Joseph Raz, ‘Legal rights’, Oxford Journal of Legal Studies, Volume 4, No. 1, Spring 

1984), 1-21, 5 (‘Raz, ‘Legal rights’, 1984’). On the concept of ‘legal rights’ and whether they 

differ from other types of rights see further Kenneth Campbell, ‘Legal Rights’, in Edward N. 

Zalta (ed.), The Stanford Encyclopaedia of Philosophy (Fall 2021 Edition) (‘Campbell, ‘Legal 

Rights’, 2021’). 
225 Raz, ‘Legal rights’, 1984, 20. 
226 Ibid., 6. 
227 Ibid., 12. 
228 Ibid., 13. 
229 Ibid., 14. 
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ICJ has also recognised in its jurisprudence that the use of the term ‘rights’ is 

not a necessary condition for the creation of individual rights.230 Another way 

of creating a right that Raz identifies is that the law imposes a duty with the 

intention to protect someone’s interest, thus endowing them with a legal 

right.231 This fits exactly with the format used in the Geneva Conventions of 

1949 and Additional Protocols of 1977. The intention was to create rights, as 

highlighted by the Commentary summarising the Diplomatic Conferences 

during which the treaties were drafted.232 The interests are then protected by 

imposing obligations on the parties to the conflict. These rights are an im-

portant guide for the interpretation of the obligations set out and indeed vin-

dicate the obligations set out in other provisions.233 Raz notes that in relation 

to rights that are not yet legally binding, legal rights constitute legal reasons 

for giving the justified rights and duties legal force and therefore reasons for 

legal change.234 Raz also considers that there are legal rights and duties that 

cannot be enforced and that violations of do not give rise to action for penal-

ties or remedies.235 This analysis would certainly be applicable to some but 

not all provisions within the Geneva Conventions of 1949 and Additional 

Protocols of 1977.236 

 

The ICJ’s determination in Jurisdictional Immunities of the State (2012) 

highlights one of the most significant differences between IHL and IHRL in 

relation to enforcing or securing the rights of individuals. Individuals have 

had considerable difficulties securing remedies and reparations for breaches 

of IHL.237 The ICJ noted in relation to Article 3 of the 1907 Hague Conven-

tion (IV) and Article 91 API that compensation for individual injury is the 
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236 Not all legal philosophers share Raz’s conception of legal rights as giving rise only to du-

ties. Hohfeld, for example, argues that legal usage also refers to powers, immunities and liber-

ties. See, for example, Campbell, ‘Legal Rights’, 2021. See further Nigel E Simmonds, ‘Intro-

duction’ in David Campbell and Philip Thomas, Fundamental Legal Conceptions as Applied 

in Judicial Reasoning by Wesley Newcomb Hohfeld (2nd ed., Oxon, UK, New York, U.S, 
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exception rather than the norm following armed conflict.238 This can be con-

trasted with IHRL standards, which recognise the right to an effective rem-

edy for victims of human rights violations and establish mechanisms to en-

force State obligations where a remedy has not been provided at the domes-

tic level.239 

 

Where does this leave individuals seeking to secure their rights under IHL? 

A limited number of provisions under IHL do provide for judicial mecha-

nisms, for example, in situations of penal prosecutions related to the armed 

conflict240 and for persons to assert the right of POW status.241 Other interests 

carry their own enforcement mechanisms that are adapted to the context of 

armed conflict, such as the ability of POWs and protected civilians to di-

rectly contact supervisory powers.242 The Commentary also highlights that 

victims would be able to utilise other mechanisms available beyond those es-

tablished within the Conventions to secure the rights established by the Con-

vention,243 including mechanisms established to enforce IHRL obligations 

where available.  

 

To utilise IHRL mechanisms of enforcement, the interest established under 

IHL would have to be reframed as a violation of IHRL. As will be noted fur-

ther in Chapter 3.4.1, this avenue would not necessarily be available for 

claims directly against non-State armed actors.244 The findings of these bod-

ies also do not always amount to a finding on whether the applicable rights 

and obligations under IHL were breached. Although reference is made to the 

rights and obligations contained in IHL to understand how IHRL applies 

during armed conflict, the findings of these bodies have for the most part re-

lated to breaches of IHRL and not generally involved the application of 

 
238 ICJ, Jurisdictional Immunities of the State, 2012, para. 103. See further Christine Evans, 

The Right to Reparation in International Law for Victims of Armed Conflict (Cambridge, 
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Human Rights and the Enforcement of the Arab Charter on Human Rights’, Human Rights 
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241 API, Article 45. 
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IHL.245 Nevertheless, the growing practice of victims turning to human rights 

bodies for redress for violations of their rights during armed conflict has un-

deniably changed the way militaries operate246 and brought redress to some 

individuals for violations of international legal requirements.247 Unless and 

until individuals are able to seek redress more directly for breaches of IHL, it 

is likely that this practice will continue. 

2.5 Personal scope 

 

The right to freedom of expression is a right of ‘everyone’.248 This includes 

soldiers on active duty and government officials.249 Separate conventions that 

protect the rights of specific persons also include the protection of freedom 

of expression, such as the Convention on the Elimination of Discrimination 

Against Women 1979 (‘CEDAW’) and the CRC.250 The jurisprudence of the 

 
245 Note the difference in the ICJ’s judgment in this regard. The African Court of Justice and 

Human Rights also has jurisdiction to review any international treaty the State in question is 

party to. See Protocol on the Statute of the African Court of Justice and Human Rights 2008, 

Article 28. Note also difference bodies established by UN Human Rights Commission to in-

vestigate breaches of both IHRL and IHL in armed conflicts, such as the UN Syria Inquiry. 
246 This development has been particularly noteworthy in recent jurisprudence of the Council 

of Europe system. See, for example, ECtHR, Al-Saadoon and Mufdhi v. The United Kingdom, 

Application no. 6149/08, Judgment, 2 March 2010; ECtHR, Al-Jedda v. The United Kingdom, 

Application no. 27021/08, Grand Chamber Judgment, 7 July 2011; ECtHR, Al-Skeini and 

Others v. the United Kingdom, Application no. 55721/07, Grand Chamber Judgment, 7 July 

2011; ECtHR, Hassan v. the United Kingdom, 2014; ECtHR, Jaloud v. The Netherlands, Ap-

plication No. 47708/08, Grand Chamber Judgment, 20 November 2014; ECtHR, Chiragov 

and others v. Armenia, Application No. 13216/05, Grand Chamber Judgment, 16 June 2015; 

ECtHR, Sargsyan v. Azerbaijan, 2015. See further ECtHR Press Unit, ‘Factsheet – Armed 

conflicts’, April 2022, <https://echr.coe.int/Documents/FS_Armed_conflicts_ENG.pdf>. 
247 This has been seen as a negative development by some, such as Daphné Richemond-

Barak, ‘The Human Rights Council and the Convergence of Humanitarian Law and Human 

Rights Law’, 3-23 in William C. Banks (ed.), Counterinsurgency Law: New Directions in 

Asymmetric Warfare, (Oxford, Oxford University Press, 2013), and as convergence of the two 

bodies of law by others, such as Dan Kuwali, ‘“Humanitarian rights”: how to ensure respect 

for human rights and humanitarian law in armed conflicts’ in Robert Kolb and Gloria Gaggi-

oli (eds.), Research Handbook on human rights and humanitarian law (Cheltenham, UK, 

Northampton, MA, Edward Elgar Publishing, 2013), 343-370. 
248 Note difference in this regard between right of natural and legal persons in the ACHR and 

ECHR. See further Chapter 2.5.4. 
249 See further Chapter 2.5.2. 
250 The importance of ensuring the right of freedom of expression of women has also been 

highlighted by the IACHR. See, for example, IACHR, Office of the Special Rapporteur for 

Freedom of Expression, ‘Women Journalists and Freedom of Expression: Discrimination and 

gender-based violence faced by women journalists in the exercise of their profession’, 

OEA/SER.L/V/II, CIDH/RELE/INF.20/18, 31 October 2018 (‘IACHR, ‘Women Journalists 



56 

different human rights monitoring bodies and courts has also recognised the 

importance of the right to freedom of expression in certain contexts, includ-

ing political debate and speech,251 academia,252 journalism,253 and human 

rights defenders.254 

2.5.1 Vulnerable groups 

 

The context of armed conflict can make individuals who express themselves 

on the acts of the parties to the conflict extremely vulnerable to violations of 

their human rights. Case law reveals how the violation of the right to free-

dom of expression can impact the violation of other rights and thus inform 

 
and Freedom of Expression’, 2018’). See also UN Human Rights Council, ‘Report of the Spe-

cial Rapporteur on the protection and promotion of the right to freedom of opinion and ex-

pression’, UN Doc. A/69/335, 21 August 2014 (‘UN Special Rapporteur on freedom of ex-

pression, Report on the right of the child to freedom of expression, 2014’), on the right of the 

child to freedom of expression, and UN Commission on Human Rights, ‘Report of the Special 

Rapporteur on the protection and promotion of the right to freedom of opinion and expression, 

Mr. Abid Hussain, submitted in accordance with Commission resolution 2000/38’, UN Doc. 

E/CN.4/2001/64, 13 February 2001, paras. 70-76 on women’s right to freedom of expression 

and women, peace and security. See also UN Commission on Human Rights, ‘Report of the 

Special Rapporteur on the protection and promotion of the right to freedom of opinion and ex-

pression, Mr. Abid Hussain’, UN Doc. E/CN.4/1999/64, 26 January 1999, paras. 37-44. 
251 HRC, General Comment No. 34, 2011, para. 20; Rachel Murray, The African Charter on 

Human and Peoples' Rights: A Commentary (Oxford, Oxford University Press, 2019), 278 

(‘R. Murray, ACHPR Commentary, 2019’). 
252 UN Special Rapporteur on freedom of expression, Report on freedom of expression as-

pects of academic freedom, 2020. 
253 HRC, General Comment No. 34, 2011, paras. 13-17; IACtHR, Compulsory Membership in 

an Association for the Practice of Journalism, Advisory Opinion 1985. See also UN Human 

Rights Council, ‘Report of the Special Rapporteur on the promotion and protection of the 

right to freedom of opinion and expression, Frank La Rue’, UN Doc. A/HRC/20/17, 4 June 

2012 (‘UN Special Rapporteur on freedom of expression, Report on the protection of journal-

ists and media freedom, 2012’); UN Human Rights Council, ‘Report of the Special Rappor-

teur on the promotion and protection of the right to freedom of opinion and expression, Mr. 

Frank La Rue’, UN Doc. A/HRC/14/23, 20 April 2010; UN Human Rights Council, ‘Report 

of the Special Rapporteur on the promotion and protection of the right to freedom of opinion 

and expression, Frank La Rue’, UN Doc. A/HRC/11/14, 30 April 2009 (includes particularly 

safety and protection of journalists and media professionals in conflict zones); and UN Hu-

man Rights Council, ‘Report of the Special Rapporteur on the promotion and protection of the 

right to freedom of opinion and expression, Ambeyi Ligabo’, UN Doc. A/HRC/7/14, 28 Feb-

ruary 2008. 
254 HRC, General Comment No. 34, 2011, para. 30; HRC, Toktakunov v. Kyrgyzstan, Com-

munication No. 1470/2006, UN Doc. CCPR /C/101/D/1470/2006, 21 April 2011 (‘HRC, Tok-

takunov v. Kyrgyzstan, 2011’); IACtHR, Case of Yarce et al. v. Colombia, Preliminary Objec-

tion, Merits, Reparations and Costs, Judgment of November 22, 2016, Series C No. 32 (‘IAC-

tHR, Case of Yarce et al. v. Colombia, 2016’); and AComHPR, Law Offices of Ghazi Sulei-

man v. Sudan, Communication No. 228/99, Decision of 29 May 2003, para. 52. 
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the content of the various rights affected.255 The UN Independent Interna-

tional Commission of Inquiry on the Syrian Arab Republic (‘UN Syria In-

quiry’) has documented this in the context of the ongoing armed conflicts in 

Syria. For example, in 2015, the Inquiry highlighted that human rights de-

fenders and lawyers were specifically targeted for arbitrary arrest and deten-

tion, abductions, enforced disappearance and executions because of their 

professional activities.256 This included the use of broad definitions of terror-

ism in legislation as a means to stifle dissent by the Government.257 Between 

2011 and 2016, Syria was classified as the most dangerous country for jour-

nalists.258 Journalists and media workers, both Syrian and foreign, have been 

targeted by all parties to the conflict based on their professional activities.259 

Many academics fled the country due to threats and intimidation based on 

their actual or perceived allegiance to a party to the conflict and universities 

were subjected to shelling and bombardments.260 Individuals have been dis-

appeared and killed by armed opposition groups for their activities aimed at 

raising awareness of the human rights situation.261 Protestors and demonstra-

tors are regularly targeted by the Government and other parties to the con-

flict.262 

 

The situation of armed conflict tends to exacerbate vulnerability to human 

rights abuses outside of conflict situations.263 As such, the right to freedom of 

 
255 See, for example, IACHR, Vladimiro Roca Antunez and Others v. Cuba, Case 12.127, Re-

port No. 27/18, Merits, OEA/Ser.L/V/II.167, Doc. 32, 24 February 2018. See also IACtHR, 

Case of López-Álvarez v. Honduras, Merits, Reparations and Costs, Judgment of February 1, 

2006, Series C No. 141 (‘IACtHR, Case of López-Álvarez v. Honduras, 2006’). See further 

HRC General Comment No. 34, para. 4 noting that freedom of opinion and/or expression 

form a basis for the enjoyment of a wide range of other human rights; HRC, General Com-

ment No. 36, 2019, para. 2 which provides that the content of the right to life ‘can be in-

formed by other human rights’; and Vienna Declaration and Programme of Action, 25 June 

1993, UN Doc A/CONF.157/23 (‘Vienna Declaration and Programme of Action’), para. 5, 

endorsed in UN General Assembly, Resolution 48/121, ‘World Conference on Human 

Rights’, UN Doc. A/RES/48/121, 14 February 1994. 
256 UN Syria Inquiry, 10th Report, 13 August 2015, para. 148. 
257 Ibid., paras. 149-150. See further Chapter 6.2. 
258 Ibid., para. 155. 
259 Ibid., paras. 156-159. 
260 Ibid., paras. 160-162. 
261 Ibid., paras. 152-154. See also Reporters Without Borders, ‘2016 Round-Up: 74 journalists 

killed worldwide’, 16 December 2016, <https://rsf.org/en/news/2016-round-74-journalists-

killed-worldwide>; Radio Free Europe/Radio Liberty, ‘RSF: Syria, Iraq, Mexico Are Most 

Dangerous For Journalists, But Deaths Decreasing’, 19 December 2017, 

<https://www.rferl.org/a/reporters-without-borders-journalists-deaths-2017/28926294.html>. 
262 UN Syria Inquiry, 22nd Report, 21 January 2021, para. 31. 
263 See further CEDAW Committee, General Recommendation No. 30, 2013. See, also 

IACHR, ‘Women Journalists and Freedom of Expression’, 2018, para. 39. See also examples 

of experience of women journalists in Colombia in para. 38, a country which has been en-

gaged in armed conflict intermittently since 1964 and Julie Posetti, Nabeelah Shabbir, Diana 
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expression of persons vulnerable to violations of their other rights can be-

come more acute in armed conflict.264 Examples of this can be seen in the 

context of Syria, in which women lawyers, journalists, peace activists and 

those expressing anti-government sentiment have been arrested.265 Groups 

with extremist ideologies have used violence to create an atmosphere of fear 

and duress specifically aimed at suppressing the involvement of women in 

public life and debate.266 This was particularly notable in the Afrin District, 

where implementation of the ideology of Kurdish authorities previously had 

resulted in an increased participation of women in public life.267 There are 

also extreme examples of the exploitation of children in ISIS’s propaganda 

materials, including in conducting executions.268 

2.5.2 Members of the armed forces 

 

As noted by the ECtHR, the right to freedom of expression ‘does not stop at 

the gates of army barracks’.269 As a right of everyone, members of the State’s 

armed forces and fighting forces of non-State armed groups in NIACs are 

also entitled to exercise freedom of expression.270 Examples of upholding 

 
Maynard, Kalina Bontcheva and Nermine Aboulez, ‘The Chilling: Global trends in online vi-

olence against women journalists’, Research Discussion Paper, UNESCO, April 2021. See 

further Committee on the Rights of the Child, ‘General Comment No. 13 (2011): The right of 

the child to freedom from all forms of violence’, CRC/C/GC/13, 18 April 2011, para. 72(g). 
264 CEDAW Committee, General Recommendation No. 30, 2013, para. 42. 
265 See, for example, UN Human Rights Council, ‘Report of the Independent International 

Commission of Inquiry on the Syrian Arab Republic’, UN Doc A/HRC/43/57, 28 January 

2020, para. 69 (‘UN Syria Inquiry, 19th Report, 28 January 2020’). 
266 See, for example, UN Syria Inquiry, 25th Report, 8 February 2022, paras. 67-71 and 102-

106. On detention practices of the parties to the armed conflict in Syria generally see further 

UN Syria Inquiry, 23rd Report, 11 March 2021. 
267 UN Syria Inquiry, 19th Report, 28 January 2020, paras. 89-90. 
268 See further UN Human Rights Council, Report of the Independent International Commis-

sion of Inquiry on the Syrian Arab Republic - Rule of Terror: Living under ISIS in Syria, UN 

Doc. A/HRC/27/CRP.3, 19 November 2014, paras. 58-62; and UN Human Rights Council, 

‘They have erased the dreams of my children: children’s rights in the Syrian Arab Republic’, 

Conference Room Paper of the Independent Commission of Inquiry on the Syrian Arab Re-

public, UN Doc. A/HRC/43/CRP.6, 16 January 2020. See also UN Special Rapporteur on 

freedom of expression, Report on the right of the child to freedom of expression, 2014, paras. 

9-78; and IACHR, Office of the Special Rapporteur for Freedom of Expression, ‘Childhood, 

Freedom of Expression and the Media’, IACHR, OEA/Ser.L/V/II, CIDH/RELE/INF.23/19, 

February 2019. 
269 ECtHR, Grigoriades v. Greece, Application no. 24348/94, Grand Chamber Judgment, 25 

November 1997, para. 45. 
270 See further Chapter 3.1. 
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this obligation include the provision of publications aimed specifically at 

military audiences.271  

 

The right to freedom of expression of this group of individuals is particularly 

interesting given their direct participation in armed conflict. As many of the 

complementation protections to freedom of expression under IHL do not ap-

ply to combatants or members of the fighting forces of non-State armed 

groups in NIACs, there is a marked difference in what constitutes lawful ac-

tion against this group compared with protected persons.272 However, as will 

be set out in Chapter 6, some protections under IHL do apply to combatants 

and fighting forces. 

2.5.2.1 Balancing the interests of the State and the rights of individual 

members of the armed forces  

The function and organisation of the military as an organ of the State, and 

particularly the need for military discipline and confidentiality, may justify 

different limitations on military personnel than on the civilian population.273 

This is particularly so during armed conflict, and further restrictions may be 

introduced in addition to limitations applicable in peacetime to ensure the 

confidentiality of sensitive information and to protect the lives of deployed 

personnel.274 Limitations may also be necessary even after military personnel 

have finished active service. 

 

The need to ensure political neutrality is an often-cited justification for limi-

tations on the right to freedom of expression of military personnel. Political 

neutrality is an important component in ensuring that the military is not seen 

or used as a tool for oppression of the civilian population, as well as in en-

suring democratic rule and oversight of military activities.275 As such, greater 

restrictions may be imposed on senior members of the military than on lower 

 
271 See, for example, controversy regarding moves by former U.S. President Trump to close 

Stars and Stripes newspaper, published since 1861. Martin Pengelly, ‘Trump says he will not 

cut funding to Stars and Stripes newspaper’, The Guardian, 4 September 2020, 

<https://www.theguardian.com/us-news/2020/sep/04/pentagon-stars-and-stripes-newspaper-

trump>. 
272 See further Chapters 6.1 and 6.2. 
273 See OSCE Office for Democratic Institutions and Human Rights, ‘Civil and Political 

Rights of Armed Forces Personnel’, Report of Fourth Meeting in the ODIHR Human Rights 

Discussion Series Representatives of the Forum for Security Co-Operation, 23 October 2014, 

Annex 1, 14 (‘OSCE, ‘Civil and Political Rights of Armed Forces Personnel’, 2014’). See 

also ECtHR, Engel and Others v. Netherlands, Application nos. Application no. 5100/71, 

5101/71, 5102/71, 5354/72, and 5370/72, Judgment, 8 June 1976, para. 100. See further 

Chapter 2.8. 
274 OSCE, ‘Civil and Political Rights of Armed Forces Personnel’, 2014, 90. 
275 See further Chapter 2.1. 
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ranking personnel, in recognition of the leadership role and influence on the 

conduct of others within the armed forces senior members wield. 

 

There is a critical balance that needs to be achieved in this. States must be 

open to criticism even by serving members of the armed forces to ensure de-

bate on matters of public interest. As such, vague formulations pertaining to 

the reputation or honour of the military are not legitimate grounds for limit-

ing the right to freedom of expression of armed forces personnel.  

 

This was considered in Usón Ramírez v. Venezuela (2009) before the Inter-

American Court of Human Rights (‘IACtHR’). The case concerned a retired 

Brigadier General who had been interviewed as a military expert on televi-

sion about an incident mentioned in a press article alleging that a 

‘flamethrower’ had been used to punish soldiers. During the interview, he 

explained how flamethrowers worked and stated that ‘the functioning and 

the way the equipment is set up evidences that there [was] premeditation,’ 

which, he added, ‘would be very very serious if [...] it were true’.276 As a 

consequence of the statements made in the television interview, he was tried 

and found guilty for the crime of slander against the National Armed Forces 

and sentenced to five years and six months in jail.277  

 

The Court opened its analysis by observing that the rights contained in the 

ACHR correspond to individuals or natural persons and not, therefore, to the 

institution of the Armed Forces.278 This is an obvious but important point that 

State organs do not enjoy human rights but are obliged to uphold and main-

tain the rights of individuals within their jurisdiction, including those indi-

viduals working for institutions of the State. Whilst the Court accepted that 

protection of the reputation and honour of the Armed Forces could be a legit-

imate ground for limiting the right to freedom of expression,279 the criminal 

trial and sanction in consequence of making the statements were dispropor-

tionate.280 The Court also recalled that expressions about the exercise of the 

functions of State institutions have a greater protection, in the sense that they 

can promote a democratic debate in society.281 

 
276 IACtHR, Usón Ramírez v. Venezuela, Preliminary Objections, Merits, Reparations, and 

Costs, Judgment of November 20, 2009, Serie C No. 207, para. 37 (‘IACtHR, Usón Ramírez 

v. Venezuela, 2009’). 
277 Ibid., para. 38. 
278 Ibid., para. 45. 
279 Ibid., para. 66. 
280 Ibid., paras. 86 and 87. 
281 Ibid., para. 83. See further IACtHR, Case of Ivcher Bronstein v. Peru, Merits, Reparations 

and Costs, Judgment of February 6, 2001, Series C No. 74, paras. 145-164 which concerned 

indirect violations of freedom of expression of the major share-holder of a company that oper-

ated a television channel critical of the government, including reports of possible torture by 
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By virtue of the right to freedom of expression, avenues must be available 

for individuals to speak out where they believe violations of the law have or 

are likely to take place.282 This is also a requirement under the obligation to 

ensure respect under IHL.283 As part of the obligation to prevent international 

crimes occurring in the first place, States must ensure that structures are in 

place to bring violations or potential violations to the attention to superiors 

and possibly the wider public.284 As the IACtHR has described, public opin-

ion serves as a check and balance on the exercise of State power. It encour-

ages transparency and accountability in State activities. This requires toler-

ance and openness to criticism in the face of individuals who exercise this 

right to express their views, which is as applicable to the armed forces as it is 

to other branches of government.285 This was highlighted again in a case 

against Ecuador before the IACtHR relating to the dismissal and prosecution 

of a member of the merchant navy for speaking out against serious human 

rights violations conducted by other members of the navy. The Inter-Ameri-

can Court held that public officials, including members of the armed forces, 

have a duty to disclose serious violations of human rights upon knowing 

them and that the State has a duty to guarantee the proper conditions so that 

public officials can freely report irregularities without being threatened or 

harassed.286 

 

There is a link here to the right to confidentiality of sources recognised in ju-

risprudence on freedom of expression, particularly in journalistic work, to 

 
the Army Intelligence Service and alleged assassinations. This led to the Armed Forces Joint 

Command issuing an official communiqué in which it denounced the individual for conduct-

ing a defamatory campaign intended to slander the Armed Forces. He was ultimately annulled 

of his nationality and his control over the company removed. These events were held to be a 

violation of Article 13(1) and (3) ACHR. 
282 In other example, IACtHR, Case of López Lone et al. v. Honduras, Preliminary Objection, 

Merits, Reparations and Costs, Judgment of October 5, 2015, Series C No. 302 related to the 

dismissal of judges following their participation as private persons in demonstrations follow-

ing a coup d’état, discussed circumstances where a judge may feel they have a ‘moral duty to 

speak out’, for instance, in a situation in which democracy is threatened. See paras. 172-173. 
283 See further Chapter 3.2.3. 
284 See further UN General Assembly, ‘Report of the Special Rapporteur on the promotion 

and protection of the right to freedom of opinion and expression’, UN Doc. A/70/361, 8 Sep-

tember 2015, paras. 43 and 44 (‘UN Special Rapporteur on freedom of expression, Report on 

the protection of sources and whistleblowers, 2015’) and Open Society Justice Initiative, ‘The 

Global Principles on National Security and the Right to Information (Tshwane Principles)’, 

finalised in Tshwane, South Africa, issued on 12 June 2013 (‘Tshwane Principles 2013’). 
285 IACtHR, Case of Palamara Iribarne v. Chile, Merits, Reparations and Costs, Judgment of 

November 22, 2005, Series C No. 135, para. 83. 
286 IACtHR, Case of Grijalva Bueno v. Ecuador, Preliminary Objection, Merits, Reparations 

and Costs, Judgment of June 3, 2021, Series C No. 426, paras. 160-161. 
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prevent those with information on human rights abuses from being si-

lenced.287 The need for confidentiality of sources is not limited to journalists, 

however, and may also be invoked by human rights defenders and others 

carrying out a ‘public watchdog’ function.288 

 

Human rights courts and monitoring bodies have provided criteria for situa-

tions where disclosing classified or secret information to the public is a law-

ful exercise of the right to freedom of expression. This includes ensuring 

protection against retaliation, using easily understandable definitions of the 

scope of disclosure, and guaranteeing confidentiality and the possibility of 

anonymity in reporting threats or harms to public interests.289 Criminal liabil-

ity for sharing information would be an extreme measure only justified in 

exceptional circumstances.290 Such measures can have the effect of suppress-

ing debate essential for democratic society.291 

2.5.2.2 Achieving balance in the digital age 

Military culture often instils a sense of pride in the work that armed forces 

personnel carry out and provides unique experiences that the individuals in-

volved often wish to share with others. The ability to do so has taken on new 

meaning in the digital age, where the use of mobile phones and social media 

has enabled an unprecedented understanding of the experiences of military 

personnel and provided new opportunities for individuals to maintain contact 

with friends, family and the wider world even whilst on deployment. The use 

 
287 For a summary see UN Special Rapporteur on freedom of expression, Report on the pro-

tection of sources and whistleblowers, 2015, paras. 14-16 and 21-25. 
288 See further UN Special Rapporteur on freedom of expression, Report on the protection of 

sources and whistleblowers, 2015, para. 17-20. See also HRC, Toktakunov v. Kyrgyzstan, 

2011. 
289 See, for example, ECtHR, Guja v. Moldova, Application no. 14277/04, Grand Chamber 

Judgment, 12 February 2008. See also UN Special Rapporteur, Report on the protection of 

sources and whistleblowers, 2015, paras. 28-42. See particularly paras. 43-50 on whistleblow-

ing and national security. Note the that ECtHR, Guja v. Moldova, 2008 identified the authen-

ticity of the information as a factor in the Court’s assessment of proportionality in reference to 

the ‘duties and responsibilities’ of individuals in exercising the right to freedom of expression 

(para. 75) and their motivations in disclosing the information (para. 77). In contrast, UN Spe-

cial Rapporteur, Report on the protection of sources and whistleblowers, 2015, para. 31 con-

sidered that the motivations of the individual and whether or not the individual believed the 

information to be true should not be a factor in determining whether they should be protected 

as a whistleblower. 
290 See, for example, IACtHR, Case of Ricardo Canese v. Paraguay, Merits, Reparations and 

Costs, Judgment of August 31, 2004, Series C No. 111, para. 104. See further Ioannis Kam-

pourakis, ‘Protecting National Security Whistleblowers in the U.S. and in the ECtHR: The 

Limits of Balancing and the Social Value of Public Disclosures’, Yale Journal of International 

Law, Volume 46, No. 2, Summer 2021. 
291 IACtHR, Case of Palamara Iribarne v. Chile, 2005, para. 88. See further para. 94 on other 

indirect means of restriction to right to freedom of expression in the case. 
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of such devices and platforms also involves the exercise of human rights 

other than freedom of expression, such as the right to privacy, family life and 

correspondence. In addition, it may have other non-legal operational bene-

fits, such as boosting morale.292 

 

The content and data from the use of mobile devices and platforms can be 

used by the enemy. The confidentiality of information affecting national se-

curity is another often-cited justification for limiting the right to freedom of 

expression of both serving and retired military personnel.293 Ensuring confi-

dentiality has certainly changed in today’s digital sphere. For example, rec-

ords from a fitness app used by a large number of military personnel that 

tracked exercise activity through the user’s phone’s GPS revealed the struc-

ture of military bases in multiple countries.294 In 2018, Israel accused Hamas 

of creating two fake dating apps and one fake sports app containing mali-

cious software that granted its creators the ability to see the owner’s location 

and contact list and to use the phone as a listening device and video camera. 

The applications were allegedly downloaded by around one hundred Israeli 

Defense Forces (‘IDF’) soldiers.295 Uploading photographs via social media 

 
292 OSCE Office for Democratic Institutions and Human Rights and DCAF - Geneva Centre 

for Security Sector Governance, ‘Human Rights of Armed Forces Personnel: Compendium of 

Standards, Good Practices and Recommendations’, 2021, 91-92, 

<https://www.osce.org/files/f/documents/6/5/480143_0.pdf> (‘OSCE, ‘Human Rights of 

Armed Forces Personnel: Compendium of Standards, Good Practices and Recommendations’, 

2021’). The maintenance of morale within military could also be analysed from a human 

rights angle, such as the right to an adequate standard of mental health, but is beyond the 

scope of this thesis. 
293 See, for example, Andrew Rettman, ‘France to punish ex-generals for Islamist 'civil war' 

letter’, EU Observer, 28 April 2021, <https://euobserver.com/democracy/151692>; Angelique 

Chrisafis, ‘French soldiers to face military court over letter warning of ‘civil war’’, The 

Guardian, 29 April 2021, <https://www.theguardian.com/world/2021/apr/29/french-soldiers-

to-face-military-court-over-letter-warning-of-civil-war>. Serving and former members of the 

French military published an open letter in a right-wing magazine which said ‘the intervention 

of our comrades on active duty in a perilous mission of protection of our civilizational values’ 

might soon be needed in a ‘civil war’ that could cost ‘thousands of lives’ and called ‘Islamism 

and the hordes of the banlieue’ the enemies of France. This prompted investigations into 

whether the duty to reserve had been breached, a court martial offence punishable with two to 

five years imprisonment for active personnel and loss of rank for retired personnel. A second 

letter condemning the government response was published by the same magazine several days 

later, but this time the authors remained anonymous: Kim Willsher, ‘French soldiers accuse 

government of trying to ‘silence’ warnings of civil war’, The Guardian, 10 May 2021, 

<https://www.theguardian.com/world/2021/may/10/french-soldiers-accuse-government-of-

trying-to-silence-warnings-of-civil-war>. 
294 ‘Fitness app Strava lights up staff at military bases’, 29 January 2018, BBC News, 

<https://www.bbc.com/news/technology-42853072>. 
295 Oliver Holmes, ‘Israel: Hamas created fake dating apps to hack soldiers’ phones’, The 

Guardian, 3 July 2018, <https://www.theguardian.com/world/2018/jul/03/israel-hamas-cre-

ated-fake-dating-apps-to-hack-soldiers-phones>. 
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platforms or otherwise sharing photographs taken whilst on active deploy-

ment can have significant consequences for the safety of the individual and 

others if the information can be used to verify locations and other opera-

tional details. 

 

Any limitations introduced to ensure confidentiality must serve a genuine 

and clearly defined need for confidentiality. General justifications of opera-

tional secrecy are not sufficient.296 Ensuring proportionality in restrictive 

measures relating to the use of smart devices and on content that can be 

shared is also considered in Chapter 9.6.4.297 

 

Whilst there may be legitimate interests in limiting the right to freedom of 

expression of armed forces personnel to ensure confidentiality, there are dif-

ferent considerations at play for civilians. On multiple occasions, infor-

mation from digital sources has brought the activities of parties to conflicts 

and violations of IHL to the wider public’s attention, such as in the investi-

gation of the downing of MH17 by a BUK missile system above Ukrainian 

airspace.298 This again links the role of exercising the right to freedom of ex-

pression with ensuring respect for IHL. 

 

 

 
296 See IACtHR, Case of Palamara Iribarne v. Chile, 2005, paras. 72-78, confiscation of book 

based on open sources and related materials written by a former military intelligence officers 

constituted prior censorship and therefore a breach of the right to freedom of expression. See 

further Tshwane Principles 2013. 
297 See also OSCE, ‘Human Rights of Armed Forces Personnel: Compendium of Standards, 

Good Practices and Recommendations’, 2021, 100. See further 101-102. 
298 See, for example, Shaun Walker, ‘MH17 downed by Russian military missile system, say 

investigators’, The Guardian, 24 May 2018, <https://www.theguard-

ian.com/world/2018/may/24/mh17-downed-by-russian-military-missile-system-say-investiga-

tors>. See also Simon Ostrovsky, ‘Selfie Soldiers: Russia Checks in to Ukraine’, Vice News, 

16 June 2015, <https://www.vice.com/en/article/bjk9na/selfie-soldiers-russia-checks-in-to-

ukraine> (‘Ostrovsky, ‘Selfie Soldiers: Russia Checks in to Ukraine’, Vice News, 16 June 

2015’) and Simon Ostrovsky, ‘Russia Denies That Its Soldiers Are in Ukraine, But We 

Tracked One There Using His Selfies’, Vice News, 16 June 2015, 

<https://www.vice.com/en/article/ev9dbz/russia-denies-that-its-soldiers-are-in-ukraine-but-

we-tracked-one-there-using-his-selfies>. In response to such information, the Russian parlia-

ment voted to introduce a blanket ban on the use of smart phones by soldiers. See Andrew 

Roth, ‘Russia moves to mask its soldiers' digital trail with smartphone ban’, The Guardian, 19 

February 2019, <https://www.theguardian.com/world/2019/feb/19/russia-moves-to-mask-sol-

diers-digital-trail-with-smartphone-ban>. The legality of such a broad measure is extremely 

open to question. See further Chapter 9.6.4. 
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2.5.3 The rights of individual members of non-State armed 

groups in NIACs vis-à-vis the State 

 

In NIACs, there is a clear difference between the rights of members of the 

organised armed groups and the interests of the territorial State in which the 

NIAC is being waged. The non-State actors involved very often advocate 

against the actions, positions and even the existence of the territorial State, 

particularly when the State is a party to the armed conflict. 

 

The individuals who make up the fighting forces of the non-State armed 

group have the right to freedom of expression, and the territorial State in 

which the NIAC is being conducted remains obliged under IHRL in relation 

to this right.299 However, in the interests of national security or the protection 

of the rights of others, for example, the State may introduce measures to 

limit the exercise of the right by fighting forces of the non-State armed party 

to the conflict that differ from the limitations placed on its own military per-

sonnel and the civilian population generally.300 However, these limitations 

still need to be balanced with the right of the wider population within the ter-

ritory to access, share and receive information related to the conduct of hos-

tilities and the actions of the parties to the conflict.301 In addition, these 

measures would need to ensure that adherence to the obligations under IHL 

are maintained. As will be seen in Chapter 3.3, freedom of expression is an 

important mechanism for demonstrating respect and ensuring respect for 

IHL. As such, blocking all expressions and information shared by members 

of the fighting forces of non-State parties to a NIAC would likely be dispro-

portionate.302 

2.5.4 Non-State armed groups party to an armed conflict 

 

A further question is whether the non-State armed group as an entity itself 

also have the right to freedom of expression. IHRL regulates the relationship 

between the exercise of State power and persons within the State’s jurisdic-

tion.303 Persons can include natural persons and legal persons. Non-State 

armed groups are not natural persons but may constitute legal persons within 

the domestic sphere in which they operate.  

 

 
299 See Chapter 3.1.4. 
300 See Chapter 2.8. 
301 See further Chapter 7. 
302 See Chapter 2.8. 
303 See further Chapter 2.6. 
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Legal persons are not beneficiaries of rights under the ICCPR304 or the 

ACHR.305 In contrast, legal persons are beneficiaries of rights under the 

ECHR.306 Many of the cases involving freedom of expression before the EC-

tHR have involved media publications and organisations.307 The African 

Commission has similarly found violations in multiple cases brought by 

news corporations and NGOs.308 The African Commission has also consid-

ered cases where political parties as private legal entities were considered 

victims of a violation of human rights.309 A non-military element or the polit-

ical party of a non-State armed group might therefore be able to bring a 

claim of a human rights violation in its own capacity rather than on behalf of 

its members under the ECHR or ACHPR systems. Such a body would also 

be able to bring a claim on behalf of its members under the ACHR but not in 

its own right. The individual members of the political party or other non-mil-

itary element may be able to bring a claim in relation to any violation of their 

individual rights. 

 

Whether non-State armed groups can be beneficiaries of human rights is par-

ticularly important when considering the ideology of such groups, as there 

may be circumstances where the ideology is considered a belief subject to 

 
304 HRC, General Comment No. 31, ‘The Nature of the Legal Obligation Imposed on State 

Parties to the Covenant’, UN Doc. CCPR/C/21/Rev.1/Add. 13, 26 May 2004, para. 9. 
305 ACHR, Article 2. Note, however, that under ACHR, Article 44, legal persons can bring 

claims on behalf of victims of human rights violations. The Inter-American Court has ordered 

provisional measures on behalf of legal persons, such as in IACtHR, Perozo v. Venezuela, Or-

der of the then President of the Inter-American Court of Human Rights of 3 August 2004, to 

protect the perimeter of the head offices of a broadcasting organisation. 
306 ECHR, Article 34. 
307 See further ECtHR, ‘Guide on Article 10 of the European Convention of Human Rights: 

Freedom of Expression’, Updated – 31 August 2020; ECtHR, ‘Positive obligations on Mem-

ber States under Article 10 to protect journalists and prevent impunity’, December 2011. 
308 See, for example, AComHPR, Article 19 v. The State of Eritrea, Communication No. 

275/2003 (2007), Decision of 16-30 May 2007 on admissibility and Decision on the merits. 

See also AComHPR, Constitutional Rights Project and Civil Liberties Organisation v. Nige-

ria, Commication no. 102/93 (1998), Decision of 31 October 1998; AComHPR, Media Rights 

Agenda and Others v. Nigeria, Communication nos. 105/93, 128/94, 130/94 and 152/96 

(1998), Decision of 31 October 1998, paras. 1, 2, 4 and 57, 71, 75, 77; and AComHPR, Con-

stitutional Rights Project, Civil Liberties Organisation and Media Rights Agenda v. Nigeria, 

Communication nos. 140/94, 141/94, 145/95 (1999), Decision of 15 November 1999, paras. 

37 and 54 
309 In AComHPR, Association Pour la Sauvegarde de la Paix au Burundi v. Tanzania, Kenya, 

Uganda, Rwanda, Zaire and Zambia, Communication No. 157/96 (2003), Decision of 15-29 

May 2003, para. 63, the question was raised whether the communication should be considered 

to be from a state, rather than an individual, as it appeared ‘that the authors of the communica-

tion were in all respects representing the interests of the military regime of Burundi’. It was 

ultimately regarded as an individual complaint. 
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protection under IHRL.310 Expressions of political ideology and debate are 

afforded a high level of protection in all systems of human rights protection, 

requiring States to have strong justifications for limiting any such expres-

sion. However, where the group’s ideology amounts to an unlawful exercise 

of the right to freedom of expression, such as involving the threat of violence 

or incitement to violence, States would be obligated to limit the use and 

spread of such expressions.311 IHL also includes further limitations on the 

content of communications by such a group.312 Practice has shown, however, 

that States can be extremely heavy-handed in their responses, such as in rela-

tion to the suppression of messages aimed at spreading terror.313 

 

Guidance in this regard can be found in the ECtHR’s jurisprudence. For ex-

ample, the case of Sürek and Özdemir v. Turkey (1999) related to publica-

tions in a Kurdish newspaper, including interviews with leading members of 

the Kurdistan Workers’ Party (‘PKK’) discussing the use of violence in rela-

tion to the party’s objectives. In finding that the interviews did not constitute 

an incitement to violence, the ECtHR noted that: 

 

particular caution is called for when consideration is being given to the 

publication of the views of representatives of organisations which re-

sort to violence against the State lest the media become a vehicle for 

dissemination of hate speech and the promotion of violence.314  

 

At the same time, where such views cannot be categorised as an incitement 

to violence or hate speech, State parties cannot refer to the grounds for limit-

ing the right to freedom of expression to ‘restrict the right of the public to be 

informed of them by bringing the weight of the criminal law to bear on the 

media’.315 

 
310 See, for example, ECtHR, Yazar, Karataş, Aksoy and the People’s Labour Party (HEP) v. 

Turkey, Application nos. 22723/93, 22724/93 and 22725/93, Judgment, 9 April 2002, para. 49 

See also ECtHR, HADEP and Demir v. Turkey, Application no. 28003/03, Judgment, 14 De-

cember 2010; and ECtHR, Party for a Democratic Society (DTP) and Others v. Turkey, Ap-

plication nos. 3840/10, 3870/10, 3878/10, 15616/10, 21919/10, 39118/10 and 37272/10, Judg-

ment, 12 January 2016. See further Michael Freeden, Ideology: A Very Short Introduction 

(Oxford, Oxford University Press, 2003). 
311 See also Fredrik Portin, ‘Should You Talk to Nazis? The Political Philosophy of Bruno 

Latour and the Controversy Surrounding the 2016–2017 Gothenburg Book Fair’, Nordic Jour-

nal of Human Rights, Volume 38, No. 4, 2020, 319-336 for political philosophical debate on 

engagement with extreme right-wing views in public debate and spaces. See further Chapters 

2.8 and 5. 
312 See further Chapters 3 and 4. 
313 See further Chapter 6.2. 
314 ECtHR, Sürek and Özdemir v. Turkey, Application Nos. 23927/94 and 24277/94, Grand 

Chamber Judgment, 8 July 1999, para. 63 (‘ECtHR, Sürek and Özdemir v. Turkey, 1999’). 
315 Ibid. 
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Similarly, Özgür Gündem v. Turkey (2000) concerned serious attacks and 

harassment suffered by a Turkish-language newspaper. 316 The applicants 

were the editor-in-chief, the assistant editor-in-chief and owners of the news-

paper. In addition to threats and physical attacks against persons working for 

or associated with the newspaper that resulted in the deaths of seven individ-

uals and injury to others, the Turkish authorities searched the offices of the 

newspaper and arrested, prosecuted and convicted the editor, the owner, the 

publisher, and the authors of articles published in the newspaper. The 

charges included insulting the State and the military authorities, reporting 

statements of the PKK, provoking racial and regional hostility, identifying 

officials participating in the fight against terrorism, and statements constitut-

ing separatist propaganda.317  

 

The ECtHR held that the Turkish authorities had breached Article 10 ECHR 

in failing to protect the newspaper’s exercise of freedom of expression and 

imposing disproportionate and unjustified limitations on their right to free-

dom of expression. The Court noted that the fact that interviews or state-

ments ‘were given by a member of a proscribed organisation cannot in itself 

justify an interference’ with the right to freedom of expression.318 Regard 

must be had ‘to the words used and the context in which they were pub-

lished, with a view to determining whether the texts taken as a whole can be 

considered as inciting to violence’,319 not simply that the publication supports 

or promotes the position of the non-State armed groups and its individual 

members.320 The Court held that every instance of expressions appearing to 

support the causes of one party to the conflict, such as establishing a separate 

entity from the State, cannot be regarded as inevitably exacerbating the situ-

ation, even against the background of serious disturbances in the region in 

which they are expressed.321 

2.5.5 Personal scope of the obligations to respect and protect 

under international humanitarian law 

 

Whereas the protections under IHRL are afforded to all individuals based 

solely on the fact of being human, the protections under IHL are afforded to 

 
316 ECtHR, Özgür Gündem v. Turkey, Application no. 23144/93, Judgment, 16 March 2000, 

(‘ECtHR, Özgür Gündem v. Turkey, 2000’). 
317 Ibid., paras. 9-32, 38-46, 47-50, and 54-70. 
318 Ibid., para. 63. 
319 Ibid. 
320 Ibid., para. 45. 
321 Ibid., para. 70. 
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a defined group of individuals under the terms of the treaties and as reflected 

in customary international law.322 For example, the wounded, sick and ship-

wrecked must be respected and protected in all circumstances.323 Civilian 

wounded and sick persons must also be respected and protected.324 Medical 

and religious personnel are afforded specific protection,325 as are POWs,326 

civilian persons and the civilian population generally and specifically those 

in situations of occupation.327 Within these categories, further protection re-

quirements are established for specific categories of individuals, such as the 

infirm, children, women, expectant mothers and maternity cases, and refu-

gees and stateless persons.328 

 

Some of these protections are limited to persons within specific geographical 

areas, such as in occupation.329 Whilst some protections apply to the party’s 

own nationals, some do not.330 Part II of GCIV (‘General protection of popu-

lations against certain consequences of war’) is applicable to ‘the whole of 

the populations of the countries in conflict, without any adverse distinction 

based, in particular, on race, nationality, religion or political opinion, and are 

intended to alleviate the suffering caused by war’.331 As such, the provisions 

included in this part are applicable to both the civilian population within the 

territory of a party to the conflict and to the civilian population within the 

enemy’s territory. Several of the protections afforded under API are broader 

in this regard. For example, Article 10 API provides that all wounded, sick 

 
322 See further GCI, GCII and GCIII, Article 6 and GCIV, Article 7. 
323 GCI, Article 12(1); GCII, Article 12(1). See further API, Article 10, and APII, Article 7. 

See also GCI, Articles 15 and 18; GCII, Article 18; and API, Article 18(2). 
324 GCIV, Articles 18(1), 20(1), 21 and 22; API Articles 8(a), 10 and 11; and APII, Article 7. 
325 GCI, Article 19(1), 24, 25, 26 and 35; GCII, Articles 22, 24, 25, 27, 36 and 37; GCIV, Ar-

ticle 18, 20, 21 and 22; API, Article 12, 15, 21-31. 
326 GCIII, Articles 13 and 14. See also GCI, Article 15(1); GCII, Article 18(1); API, Article 

34 on obligations relating to dead persons. 
327 GCIV, Articles 4 and 27; API, Article 51; and APII, Articles 4 and 13. 
328 GCIV, Article 16; and API, Articles 73, 76 and 77. Michael Boethe, Karl Josef Partsch and 

Waldemar A. Solf (eds.), New Rules for Victims of Armed Conflicts: Commentary on the Two 

1977 Protocols Additional to the Geneva Conventions of 1949 (2nd ed., Leiden, Martinus 

Nijhoff Publishers, 2013), 514 (‘Boethe et al, Commentary on the APs, 2013’) lists persons 

who are either partially or totally as unprotected as those covered by GCIV, Articles 4 and 5 

and API, Articles 41, 45, 46, 47 and 73. 
329 GCIV, Articles 47-78. 
330 GCIII and GCIV, Articles 4 and 47-78. See further however Chapter 5.2.1. 
331 GCIV, Article 13. The provisions that follow relate to the protection of hospital and safety 

zones, neutralized zones, the protection of the wounded of sick, hospital staff and transport, 

consignment of medical supplies, food and clothing, measures relating to child welfare, fam-

ily news and dispersed families. See GCIV, Articles 14-26. 
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and shipwrecked, regardless of the Party to which they belong, shall be re-

spected and protected. This would include the wounded, sick and ship-

wrecked of both the defending party to the conflict and the attacking party.332 

 

The armed forces of a State in an IAC or members who have a continuous 

combat function of a non-State armed group engaged in an NIAC are gener-

ally excluded from the protection obligations unless or until their status un-

der IHL changes.333 However, there are several provisions of IHL that protect 

such individuals in specified circumstances. These include protection from 

acts of expression interfering with their rights, such as the prohibition of 

threats of non-quarter.334 They also include protection against means and 

methods of warfare that cause superfluous injury and unnecessary suffer-

ing.335 

 

A further significant difference is that the obligation to protect under IHL 

also includes obligations to respect and protect certain objects.336 Whilst the 

right to freedom of expression covers the medium individuals choose to ex-

ercise it, it is an individual right and thus differs from IHL in this respect. As 

will be demonstrated in Chapters 9 and 10, this can have a significant impact 

on the choice of target under IHL.  

2.6 Territorial scope 

2.6.1 Territorial scope of international human rights law 

 

Having established who enjoys the right to freedom of expression, where 

that right is exercised impacts who owes obligations under IHRL. The scope 

of IHRL treaties is defined as extending to those individuals within the juris-

diction of the State party. States are thereby bound to uphold their obliga-

tions under IHRL in relation to all persons falling within their jurisdiction 

 
332 Marco Sassòli, ‘Joint Blog Series: Medical care in armed conflict PART I’, ICRC Humani-

tarian Law & Policy Blog, 24 January 2019, <https://blogs.icrc.org/law-and-pol-

icy/2019/01/24/joint-blog-series-medical-care-armed-conflict-part-i/>. 
333 Protected persons who directly participate in the hostilities also loose their protection un-

der IHL. See further Chapter 10.8.3. 
334 See further Chapters 6.1 and 6.3. See also Chapter 3.2.2. 
335 API, Article 35(2). See further Henckaerts and Doswald-Beck, Customary International 

Humanitarian Law, Volume I: Rules, 2005, Rule 70 (Weapons of a Nature to Cause Superflu-

ous Injury or Unnecessary Suffering). 
336 See, for example, Henckaerts and Doswald-Beck, Customary International Humanitarian 

Law, Volume I: Rules, 2005, Rules 7, 9, 28, 30, 32-33 and 35-45. 
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and can be held responsible for violations of individuals’ rights protected un-

der these treaties that take place within their jurisdictions.337 

 

This jurisdictional requirement is set out in the opening clauses of the IC-

CPR and other regional conventions but is phrased slightly differently be-

tween the treaties. Article 1(1) ACHR provides that State parties ‘undertake 

to respect the rights and freedoms recognized herein and to ensure to all per-

sons subject to their jurisdiction the free and full exercise of those rights and 

freedoms’ without any discrimination. Similarly, Article 1 ECHR provides 

that State parties ‘shall secure to everyone within their jurisdiction the rights 

and freedoms’ defined in the ECHR. In contrast, under Article 2(1) ICCPR, 

each State Party is obliged to ‘respect and to ensure to all individuals within 

its territory and subject to its jurisdiction’ the rights recognised in the Cove-

nant without any discrimination.338 This difference is particularly noteworthy 

considering that the ICCPR was drafted after the ECHR had come into force.  

 

The addition of the wording ‘territory and…jurisdiction’ could be under-

stood as a cumulative requirement thereby excluding a State Party from lia-

bility for acts occurring outside its territory.339 However, the HRC has con-

sistently interpreted that being within territory and subject to jurisdiction are 

two separate categories and not consequential conditions.340 This is con-

sistent with the interpretation of the rest of the clause, where the obligations 

to respect and to ensure set out earlier in the same sentence are understood as 

separate negative and positive obligations.341 It is also consistent with further 

provisions contained in the treaty, namely Article 5 ICCPR, which provides 

that activities or acts aimed at destroying the rights recognised within the 

Covenant or limiting their exercise to a greater extent than provided in the 

Covenant are not protected. As such, the HRC has interpreted the meaning 

 
337 See further Chapter 3.4.1. 
338 See further HRC, General Comment No. 36, 2019, para. 22. See also HRC, López v. Uru-

guay, Communication No. 52/1979, UN Doc CCPR/C/13/D/52/1979, 29 July 1981, para. 

12.3, and General Comment No. 31, para. 10. 
339 Sarah Joseph and Melissa Castan, The International Covenant on Civil and Political 

Rights: Cases, Materials and Commentary, (3rd ed., Oxford, Oxford University Press, 2013), 

96 (‘Joseph and Castan, ICCPR Commentary, 2013’). 
340 It is worth noting that the U.S. maintains the position that human rights treaties containing 

such jurisdictional provisions do not apply extraterritorial, but customary international human 

rights law can apply extraterritorially. In relation to the ICCPR, the U.S. position is the ‘and’ 

between ‘within its territory’ and ‘subject to jurisdiction’ is a qualifier. See further Ryan 

Goodman, ‘Human Rights Law and U.S. Military Operations in Foreign Countries: The Pro-

hibition on Arbitrary Deprivation of Life’, Just Security, 19 February 2019, 

<https://www.justsecurity.org/62630/international-human-rights-law-u-s-military-operations-

foreign-countries-prohibition-arbitrary-deprivation-life/>. 
341 See further Chapter 3.1. 
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of ‘jurisdiction’ as broader than simply territorial jurisdiction.342 Differently 

again, Article 1(1) ACHPR makes no reference to ‘jurisdiction’. Under this 

provision, State parties are obliged to ‘recognise the rights, duties and free-

doms enshrined in the Charter and shall undertake to adopt legislative or 

other measures to give effect to them’.343 CEDAW and the International Con-

vention on the Elimination of All Forms of Racial Discrimination 1965 

(‘CERD’) also do not include any jurisdictional clause.344 Many of the obli-

gations included in these treaties, however, are clearly aimed at the exercise 

of sovereign power within a State’s territory, such as constitutional and leg-

islative reform.345 The CRC includes a jurisdictional clause similar to the IC-

CPR, ECHR and ACHR.346 

 

‘Jurisdiction’ is understood primarily to mean within the territory of the 

State.347 For example, the HRC stated in its General Comment No. 36 on the 

right to life under Article 6 ICCPR that State parties have an obligation to re-

spect and ensure respect for the rights under Article 6 of ‘all persons who are 

within its territory’.348 As such, States continue to have human rights obliga-

tions in relation to persons within their territory during armed conflicts.349 As 

will be shown throughout this thesis, this is extremely important in the con-

text of NIACs.350 

 

 

 
342 See further Manfred Nowak, U.N. Covenant on Civil and Political Rights: CCPR commen-

tary (2nd ed., Kehl, NP Engel, 2005) (‘Nowak, CCPR Commentary, 2005’), 30-34 on the 

drafting history of the ICCPR. See further 43-45. 
343 Noteworthy in this regard is that the ACHPR also does not contain a derogation clause, un-

like the ICCPR, ACHR and ECHR. 
344 CERD, Article 5, which includes an obligation to guarantee the right to freedom of expres-

sion, amongst others, of everyone without distinction. CEDAW, Article 3 provides a general 

obligation on State parties to take in all fields all appropriate measures to ensure the full de-

velopment and enhancement of women for the purpose of guaranteeing them the exercise and 

enjoyment of human rights on the basis of equality of men. 
345 See, for example, CERD Articles 6 and 7, and CEDAW Article 2. 
346 CRC, Articles 2(1). See further Articles 13 and 17 on the right of children to freedom of 

expression and access to mass media and information.  
347 See, for example, ICJ, Legal Consequences of the Wall, Advisory Opinion 2004, paras. 

108-109; HRC, General Comment No. 31, 2004, para. 10; and ECtHR, Banković and Others 

v. Belgium and Others, Application no. 52207/99, Grand Chamber Decision on Admissibility, 

12 December 2001, paras. 59 and 61 (‘ECtHR, Banković and Others v. Belgium and Others, 

2001’). See further Chapter 2.6.3. 
348 HRC, General Comment No. 36, 2019, para. 63. 
349 HRC, General Comment No. 31, 2004, para. 11. See Chapter 2.1. 
350 See further Chapters 3.1.2 and 3.4.1. 
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2.6.2 A right ‘regardless of frontiers’ 

 

A fascinating further dimension of the right to freedom of expression is that 

it explicitly includes the right to seek, receive, and impart information and 

ideas of all kinds, ‘regardless of frontiers’.351 This means that individuals are 

able to receive and impart information and ideas that emanate from outside 

the territorial boundaries they are physically present in and share information 

with others beyond that territory.352 Local journalists within the Gaza Strip 

are therefore able to share information with a wider international audience as 

well as those within the area, and individuals within the Gaza Strip are able 

to seek and receive both international and local news and media.  

 

Recent technological advances make this aspect of the right an essential but 

overlooked element, as information intended for specific audiences in one 

State can be shared and accessed via infrastructure, hardware and software 

far from its original source.353 Examples of breaches of this aspect of the 

right include the introduction by States of broad bans on the dissemination of 

publications of foreign origin or written in foreign writing,354 and blocking 

access to internet sites.355 This practice in the context of armed conflicts is 

analysed in-depth in Chapter 9 in relation to blocking access to the internet. 

The ECtHR has recognised that restrictions due to the outbreak of armed 

conflict may justify tighter controls over foreign publications.356 However, 

any such restrictions can only be introduced within the confines included in 

 
351 ICCPR, Article 19(2); ECHR, Article 10(1); ACHR, Article 13(1); Arab Charter on Hu-

man Rights 2004, Article 32(1). 
352 ECtHR, Groppera Radio AG and Others v. Switzerland, Application no. 10890/84, Judg-

ment, 28 March 1990; ECtHR, Cox v. Turkey, Application no. 2933/03, Judgment, 20 May 

2010 (‘ECtHR, Cox v. Turkey, 2010’); ECtHR, Ahmet Yildirim v. Turkey, Application no. 

3111/10, Judgment, 18 December 2012 (‘ECtHR, Ahmet Yildirim v. Turkey, 2012’); UN Hu-

man Rights Council, ‘Report of the Special Rapporteur on the promotion and promotion and 

protection of the freedom of opinion and expression: Research report on artist freedom of ex-

pression’, UN Doc. A/HRC/44/49/Add.2, 4 July 2020, para. 10. 
353 In the context of data protection, the operation of this has been a highlighted where infor-

mation is shared by individuals within the jurisdiction of the one country within the European 

Union to a website operated by a U.S. company and stored in another country within the EU. 

See, for example, ECtHR, Big Brother Watch and Others v. The United Kingdom, Application 

nos. 58170/13, 62322/14 and 24960/15, Grand Chamber Judgment, 25 May 2021 (‘ECtHR, 

Big Brother Watch and Others v. The United Kingdom, 2021’). 
354 ECtHR, Association Ekin v. France, Application no. 39288/98, Judgment, 17 July 2001, 

para. 62 (‘ECtHR, Association Ekin v. France, 2001’). 
355 ECtHR, Ahmet Yildirim v. Turkey, 2012, para. 67. See further Chapter 9. 
356 ECtHR, Association Ekin v. France, 2001, para. 62. 
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Article 10(2) ECHR.357 This is particularly significant for the spread of ex-

pressions not protected in armed conflict and efforts to address this, includ-

ing prior restraint and censorship, which involve a very delicate balance to 

ensure such measures do not in fact breach the right to freedom of expres-

sion.358  

 

The HRC has also noted that it is normally incompatible with the require-

ments under IHRL to limit the right to freedom of expression by restricting 

the freedom of journalists and others who seek to exercise their freedom of 

expression to travel outside the State party.359 Similarly, it would be incom-

patible with IHRL requirements to restrict the entry of foreign journalists 

into the State party only to those from specified countries or to restrict the 

freedom of movement of journalists and human rights investigators within a 

State party, including to conflict-affected locations.360 As will be seen in 

Chapter 8, such measures have been used by parties in armed conflicts as a 

way to restrict access to information within and outside the conflict zone. 

When combined with other interferences with freedom of expression, the re-

sult can be a near total blocking of information and expression. 

2.6.3 Extraterritorial scope of international human rights law 

obligations 

 

IHRL has been recognised as applying extraterritorially in certain circum-

stances. Many of the cases considering extraterritorial application relate to 

situations of armed conflict.361 These interpretations take into consideration 

 
357 ECtHR, Cox v. Turkey, 2010, para. 31, in which the ECtHR also said this requires that no 

distinction can be drawn between the protected freedom of expression of nationals and that of 

foreigners. See further Chapter 2.8. 
358 See further Chapter 8. 
359 HRC, General Comment No. 34, 2011, para. 45. 
360 Ibid., para. 45. 
361 IACtHR, The Environment and Human Rights (State Obligations in relation to the envi-

ronment in the content of the protection and guarantee of the Rights to Life and to Personal 

Integrity: Interpretation and Scope of Articles 4(1) and 5(1) in relation to Articles 1(1) and 2 

of the American Convention on Human Rights), Advisory Opinion of November 15, 2017, 

OC-23/17, Series A No. 23, paras. 79-80 (‘IACtHR, The Environment and Human Rights, 

Advisory Opinion 2017’). See also IACHR, Ecuador v. Colombia, 2010; ECtHR, Banković 

and Others v. Belgium and Others, 2001; ECtHR, Al-Skeini and Others v. the United King-

dom, 2011, para. 131; ECtHR, Ilaşcu and Others v. Moldova and Russia, Application no. 

48787/99, Grand Chamber Judgment, 8 July 2004, para. 312 (‘ECtHR, Ilaşcu and Others v. 

Moldova and Russia, 2004’); ECtHR, Catan and Others v. the Republic of Moldova and Rus-

sia, Application no. 43370/04, 8252/05 and 18454/06, Grand Chamber Judgment, 19 October 

2012 (‘ECtHR, Catan and Others v. the Republic of Moldova and Russia, 2012’); ECtHR, 
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the object and purpose of IHRL treaties, according to which it would be in-

consistent if a State were able to commit violations in the territory of another 

State that it could not perpetrate in its own territory.362 Based on this, the EC-

tHR has consistently interpreted the jurisdiction of State parties to exception-

ally apply extraterritorially in situations where the acts of their authorities 

‘produce effects outside their own territory’.363 The Court has elaborated a 

number of exceptional situations when this will take place, such as effective 

control over territory or effective authority over persons or situations.364 Sim-

ilarly, the HRC provided in its General Comment No. 36 that State Parties to 

the ICCPR also have an obligation towards ‘…all persons whose enjoyment 

of the right to life [the State party] exercises power or effective control 

over’.365 The extraterritorial application of other human rights treaties has 

also been recognised by international courts and treaty monitoring bodies.366 

 
Cyprus v. Turkey, Application no. 25781/94, Grand Chamber Judgment, 10 May 2001 (‘EC-

tHR, Cyprus v. Turkey, 2001’); ECtHR, Loizidou v. Turkey, Application no. 15318/89, Grand 

Chamber Judgment, 18 December 1996 (‘ECtHR, Loizidou v. Turkey, 1996’). See further 

HRC, General Comment No. 36, 2019, paras. 2 and 64; AComHPR, ‘General Comment No. 3 

on the African Charter on Human and Peoples’ Rights: The Right to Life (Article 4)’, adopted 

during the 57th Ordinary Session of the African Commission on Human and Peoples’ Rights 

held from 4 to 18 November 2015 in Banjul, The Gambia, 2016 (‘AComHPR, General Com-

ment No. 3, 2016’), paras. 7 and 32-35. 
362 ICJ, Legal Consequences of the Wall, Advisory Opinion 2004, paras. 106-113, and ICJ, 

Application of the International Convention on the Elimination of All Forms of Racial Dis-

crimination (Georgia v. Russian Federation), Judgment of 1 April 2011, ICJ Reports 2011, 

70; HRC, Lopez Burgo v. Uruguay, Communication No. 52/1979, UN Doc. 

CCPR/C/13/D/52/1979, 29 July 1981; ECtHR, Soering v. The United Kingdom, Application 

no. 14038/88, Judgment, 7 July 1989, para. 86; ECtHR, Assanidze v. Georgia, no.71503/01, 

Grand Chamber Judgment, 8 April 2004 (‘ECtHR, Assanidze v. Georgia, 2004’); IACHR, 

Coard et al. v. United States, 1999, para. 37; IACHR, Ecuador v. Colombia, 2010, para. 99; 

IACtHR, The Environment and Human Rights, Advisory Opinion 2017, paras. 72-78; and 

AComHPR General Comment No. 3, 2016, paras. 14, 18 and 20. See also UN General As-

sembly, ‘Interim report of the Special Rapporteur on torture and other cruel, inhuman and de-

grading treatment of punishment, Juan E. Méndez’, UN Doc. A/70/33, 7 August 2015, para. 

24 (‘UN Special Rapporteur on torture and other cruel, inhuman and degrading treatment of 

punishment, 2015 Report’). 
363 ECtHR, Loizidou v. Turkey, 1996, para. 52; ECtHR, Al-Skeini and Others v. the United 

Kingdom, 2011, para. 133. 
364 See further Marco Milanovic, Extraterritorial application of human rights treaties law, 

principles and policy (Oxford, Oxford University Press, 2011) (‘Milanovic, Extraterritorial 

application of human rights treaties law, principles and policy, 2011’). 
365 HRC, General Comment No. 36, 2019, para. 63. 
366 See ICJ, Application of the International Convention on the Elimination of all Forms of 

Racial Discrimination (Georgia v. Russian Federation), Provisional Measures, Order of 15 

October 2008, ICJ Reports 2008, 353, para. 109. In ICJ, Legal Consequences of the Wall, Ad-

visory Opinion 2004, para. 113, the ICJ observed CRC could apply extraterritorially. See also 

Committee on the Rights of the Child, ‘Decision adopted by the Committee under the Op-

tional Protocol to the Convention on the Rights of the Child on a communications procedure, 

concerning communications No. 79/2019 and No. 109/2019’, UN Doc. 
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The focus in the IHRL jurisprudence is on the exercise of State control, au-

thority or power over the territory in which the violation occurred, the perpe-

trator, the victim or the victim’s rights that results in the unlawful interfer-

ence with the victim’s rights in a direct and reasonably foreseeable way.367 

The ECtHR interpretation of extraterritorial application varies slightly in 

comparison with the HRC and other regional human rights bodies in focus-

ing less on the exercise of State power.368 The African Commission has gone 

further in this in its General Comment No. 3 on the right to life under Article 

4 ACHPR, stating that State parties are generally obliged to ‘respect the right 

to life of individuals outside its territory’ and considering the prohibition of 

the arbitrary deprivation of life under customary international law to have no 

territorial limitation.369 

 

Where a State exercises effective control of an area outside its national terri-

tory as a consequence of military action, IHRL jurisprudence has recognised 

this as a situation where obligations will apply extraterritorially to that State 

in relation to persons within the territory under its effective control.370 Situa-

tions of occupations are clear examples.371 The ECtHR has held that the 

 
CRC/C/85/D/79/2019–CRC/C/85/D/109/2019, 2 November 2020 (‘CRC Decision on com-

munications No. 79/2918 and No. 109/2019’); CEDAW Committee, ‘General recommenda-

tion No. 28 on the core obligations of State parties under Article 2 of the Convention on the 

Elimination of Discrimination Against Women’, UN Doc. CEDAW/C/GC/28, 16 December 

2010, para. 12; and CEDAW Committee, General Recommendation No. 30, 2013, paras. 8-

12. See also Committee on the Elimination of Racial Discrimination, ‘Concluding Observa-

tions of the Committee on the Elimination of Racial Discrimination: Israel’, UN Doc. 

CERD/C/ISR/CO/14-16, 9 March 2012, para. 10. The focus in this section is on civil and po-

litical rights, as freedom of expression is included in the ICCPR. The extraterritorial applica-

tion of economic, social and cultural rights has also been established under similar conditions. 

See, for example, Committee on Economic, Social and Cultural Rights, ‘General Comment 

No. General comment No. 24 (2017) on State obligations under the International Covenant on 

Economic, Social and Cultural Rights in the context of business activities’, UN Doc. 

E/C.12/GC/24, 10 August 2017, paras. 25-37. 
367 AComHPR, General Comment No. 3, 2016, para. 14. See also IACtHR, The Environment 

and Human Rights, Advisory Opinion 2017, paras. 72-82. See generally Milanovic, Extrater-

ritorial Application of Human Rights Treaties: Law, Principles, and Policy, 2011. 
368 See for example ECtHR, M.N and others v. Belgium, Application no. 3599/18, Grand 

Chamber, Decision on Admissibility, 5 May 2020, para. 112. Contrast with HRC, A.S. and 

others v. Italy, Communication No. 3042/2017, UN Doc. CCPR/C/130/DR/3042/2017, 27 

January 2021, paras. 7.3-7.8 (‘HRC, A.S. and others v. Italy, 2017’); and CRC, Decision on 

communications No. 79/2918 and No. 109/2019. 
369 AComHPR, General Comment No. 3, 2016, para. 14. 
370 ECtHR, Loizidou v. Turkey, 1996, para. 52. See further Milanovic, Extraterritorial appli-

cation of human rights treaties law, principles and policy, 2011, 127-173. 
371 See, for example, ICJ, Legal Consequences of the Wall, Advisory Opinion 2004; ECtHR, 

Cyprus v. Turkey, 2001; ECtHR, Al-Saadoon & Mufdhi v. The United Kingdom, 2010; EC-

tHR, Al-Jedda v. The United Kingdom, 2011; ECtHR, Al-Skeini and Others v. the United 
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ECHR applies extraterritorially where a State carries out executive functions 

on the territory of another States either by custom, treaty or other agreement, 

such as soldiers guarding a checkpoint or roadblock.372 

 

Similarly, it has been recognised that IHRL can apply extraterritorially in sit-

uations where a State exercises influence or control over non-State armed 

groups in another State’s territory.373 For example, in the context of the con-

flict in Ukraine, the HRC called on Russia: 

 

to ensure the application of the Covenant in respect of acts perpetrated 

by armed groups and proclaimed authorities of the self-proclaimed 

‘Donetsk people’s republic’, ‘Luhansk people’s republic’ and ‘South 

Ossetia’, to the extent that it already exercises influence over these 

groups and authorities which amounts to effective control over their 

activities.374  

 

This would include ensuring the armed groups respect freedom of expression 

in their actions. In Ukraine, the United Nations Human Rights Monitoring 

Mission in Ukraine (‘HRMMU’) has documented many examples of abuse 

of the right to freedom of expression by these groups, including through in-

timidation, detention and other violence towards journalists and others in the 

exercise of their right, as well as manipulation of the media and blocking of 

alternative information.375 Examples of facts the ECtHR has relied on in es-

tablishing such effective control or decisive influence over non-State armed 

groups in control of the territory of another State include financial support 

(including commercial relations), the presence of military personnel and 

transfer of weapons, political support (including through interchange of 

prominent politicians and the issuing of travel documents), and the exercise 

 
Kingdom, 2011; ECtHR, Chiragov and others v. Armenia, 2015; and ECtHR, Sargsyan v. 

Azerbaidjan, 2015. 
372 ECtHR, Al-Skeini and Others v. the United Kingdom, 2011, paras. 135 and 149; ECtHR, 

Pisari v. the Republic of Moldova and Russia, Application no. 42139/12, 21 April 2015, para. 

33. 
373 See, for example, ECtHR, Ilaşcu and Others v. Moldova and Russia, 2004, para. 314. See 

further Linda Hamid, ‘Ilașcu: from contested precedent to well-established case-law’, Stras-

bourg Observers, 31 October 2019, <https://strasbourgobservers.com/2019/10/31/ilascu-

from-contested-precedent-to-well-established-case-law/>. 
374 HRC, ‘Concluding Observations on the seventh periodic report of the Russian Federation’, 

UN Doc. CCPR/C/RUS/CO/7, 28 April 2015, para. 6 (‘HRC, ‘Concluding Observations on 

the seventh periodic report of the Russian Federation’, 2015’). 
375 See, for example, UN OHCHR, ‘HRMMU Update on the human rights situation in 

Ukraine – Reporting period: 24 February – 26 March’, 28 March 2022, paras. 53-55 and 57-

58 (‘HRMMU Update report, 28 March 2022’); and UN OHCHR, ‘Report on the human 

rights situation in Ukraine from 16 November 2019 to 15 February 2020’, 1 March 2020 

(‘HRMMU, 29th Report, 1 March 2020’). 
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of jurisdiction by the non-territorial State’s courts and exercise of law en-

forcement agencies.376 

 

The territorial State does not cease to have IHRL obligations in relation to 

the territory it no longer controls. That context, however, changes the extent 

to which it is able to carry out its obligations, which is duly recognised in 

IHRL jurisprudence. For example, the ECtHR has held that the territorial 

State is under a positive obligation to take such diplomatic, economic, judi-

cial, or other measures that are both in its power to take and in accordance 

with international law.377 As such, where a State loses control over its terri-

tory to either a State or a non-State armed group in an armed conflict, it con-

tinues to have obligations under IHRL, albeit that its responsibility is signifi-

cantly reduced to discharging a number of positive obligations.378 As will be 

noted below and throughout this thesis, this continued protection is essential 

for individuals in NIACs.379 

 

Armed conflicts are very fluid situations where the level of control and au-

thority exercised over territory and individuals can change extremely 

quickly. In Georgia v. Russia (II) (2021), the ECtHR made a distinction be-

tween the application of the ECHR in the ‘active phase of hostilities’,380 stat-

ing that effective control over an area could not generally be spoken of in the 

event of armed attacks, bombings and shelling.381 Although referencing one 

of the most infamous rulings on extraterritorial application in the context of 

armed conflict, the Banković judgment,382 this is at odds with a long line of 

judgments by the ECtHR that have focused on control and authority over the 

perpetrator or victim or victim’s rights.383 

 
376 ECtHR, Ilaşcu and Others v. Moldova and Russia, 2004, paras. 387-392; ECtHR, Chira-

gov and others v. Armenia, 2015, paras. 172-186. See also ECtHR, Georgia v. Russia (II), 

2021, paras. 161-175. 
377 ECtHR, Ilaşcu and Others v. Moldova and Russia, 2004, para. 314; ECtHR, Catan and 

Others v. the Republic of Moldova and Russia, 2012. See also ECtHR, Assanidze v. Georgia, 

2004, para. 139. 
378 ECtHR, Shavlokhova and 4 other applications v. Georgia, Application no. 45431/08, De-

cision on Admissibility, 5 October 2021, para. 29 (‘ECtHR, Shavlokhova and 4 other applica-

tions v. Georgia, 2021’). See further Marko Milanovic and Tajana Papić, ‘The Applicability 

of the ECHR in Contested Territories’, International and Comparative Law Quarterly, Vol-

ume 67, October 2018, 779-800 for criticism on this position. 
379 See further Chapters 3.1.2 and 3.4.1. 
380 ECtHR, Georgia v. Russia (II), 2021, paras. 51-58 and 140. 
381 Ibid., para. 126. See further paras. 130-144. 
382 ECtHR, Banković and Others v. Belgium and Others, 2001, paras. 59-73. 
383 See, ECtHR, Georgia v. Russia (II), 2021, para. 127. See further ECtHR, Pad and Others 

v. Turkey, Application no. 60167/00, Decision on Admissibility, 28 June 2007, para. 54 (‘EC-

tHR, Pad and Others v. Turkey, 2007’). See also ECtHR, Andreou v. Turkey, Application no. 

45653/99, Decision on Admissibility, 3 June 2008 (‘ECtHR, Andreou v. Turkey, Decision on 

Admissibility, 2008’); ECtHR, Solomou and Others v. Turkey, Application no. 36832/97, 24 
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The Court stated that ‘the very reality of armed confrontation and fighting 

between enemy military forces seeking to establish control over an area in a 

context of chaos means that there is no control over an area’.384 The Court 

further noted that this ‘context of chaos’ in the confrontation between mili-

tary forces in the ‘active phrase of hostilities’ also precluded any form of 

‘State agent authority and control’ over individuals.385 

 

Notwithstanding this conclusion, the Court went on to hold that Russia did 

have an obligation under Article 2 ECHR to carry out an effective investiga-

tion of the alleged war crimes that took place during the active phase of the 

hostilities, as well as after the cessation of hostilities.386 Russia had obliga-

tions under IHL to investigate war crimes alleged to have taken place during 

the active part of the hostilities and had in fact taken steps to investigate 

these allegations, creating a jurisdictional link between the victims and the 

Russian Federation.387 This and other recent cases relating to extraterritorial 

application of the ECHR have focused on ‘special features’ present in the 

facts to establish the jurisdictional link.388 In two of these cases, the ‘special 

features’ were obligations under IHL to investigate potential violations.389 It 

remains to be seen how ‘special features’ will develop in the jurisprudence 

of the ECtHR, but it is interesting that the HRC has also highlighted a ‘spe-

cial relationship of dependency’ arising from the facts of communications 

 
June 2008, paras. 48-51 (‘ECtHR, Solomou and Others v. Turkey, 2008’); and ECtHR, Issa 

and Others v. Turkey, Application No. 31821/96, Judgment, 16 November 2004. See also EC-

tHR, Makuchyan and Minasyan v. Azerbaijan and Hungary, Application no. 17247/13, 26 

May 2020. 
384 ECtHR, Georgia v. Russia (II), 2021, para. 126. 
385 Ibid., para. 137. 
386 Ibid., paras. 214, 220, 222, 328. See further Chapters 3.1.1 and 3.2.3. 
387 Ibid., paras. 331-332. See also paras. 328-330. 
388 ECtHR, Güzelyurtlu and Others v. Cyprus and Turkey, Application no. 36925/07, Judg-

ment, 4 April 2017, para. 192 (‘ECtHR, Güzelyurtlu and Others v. Cyprus and Turkey, 

2017’); ECtHR, Hanan v. Germany, Application no. 4871/16, Judgment, 16 February 2021. 

See also ECtHR, Makuchyan and Minasyan v. Azerbaijan and Hungary, 2020, paras. 50-52. 
389 ECtHR, Hanan v. Germany, 2021, para. 142, and ECtHR, Georgia v. Russia (II), 2021. 

The inability of the territorial State in which the alleged violations of human rights occured to 

investigate has also been identified as a ‘special feature’ – see ECtHR, Güzelyurtlu and Oth-

ers v. Cyprus and Turkey, 2017; ECtHR, Romeo Castaño v. Belgium, Application no. 

8351/17, 9 July 2019; and Hanan v. Germany, 2021. See further Conall Muray, ‘A second 

coming of extraterritorial jurisdiction at the European Court of Human Rights?’ Questions of 

International Law, Zoom-in 82, June 2021, 31-51, <http://www.qil-qdi.org/wp-content/up-

loads/2021/06/03_ECtHR-Jurisdiction_MALLORY_FIN.pdf> (‘Muray, ‘A second coming of 

extraterritorial jurisdiction at the European Court of Human Rights?’, 2021’). 
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relating to rescues at sea connected to investigations opened by the State into 

the incidents concerned.390 

 

The Court’s somewhat surprising conclusion that the ECHR did not apply 

extraterritorially in the ‘active phase of hostilities’ seems in part to be ex-

plained by the ECtHR’s hesitation in expanding the concept of jurisdic-

tion.391 Nonetheless, it does add a further level of contradiction and incon-

sistency in the Court’s extensive jurisprudence in this area.392 For example, 

the Court’s jurisprudence relating to situations of NIACs has not made this 

distinction.393 It is also somewhat at odds with the corresponding obligations 

that parties to the conflict owe to individuals in such situations, including the 

obligation to respect and protect civilians and medical and religious person-

nel.394 In a case concerning the extraterritorial use of lethal force decided just 

nine months later, the ECtHR seemed to distinguish its earlier decision high-

lighting the element of proximity in the exercise of State power that inter-

feres with the victim’s rights.395 Notably, the Court did not refer to Banković 

in its findings. As such, for the purposes of this thesis, it is considered that 

 
390 HRC, A.S. and others v. Italy, 2017. See further Marko Milanovic, ‘Drowning Migrants, 

the Human Rights Committee, and Extraterritorial Human Rights Obligations’, EJIL: Talk!, 

16 March 2021, <https://www.ejiltalk.org/drowning-migrants-the-human-rights-committee-

and-extraterritorial-human-rights-obligations/>. 
391 Muray, ‘A second coming of extraterritorial jurisdiction at the European Court of Human 

Rights?’, 2021. It may also be an unwillingness to engage in extensive interpretation of IHL 

obligations – see ECtHR, Georgia v. Russia (II), 2021, paras. 143-147. See also Anastasiia 

Moiseieva, ‘The ECtHR in Georgia v. Russia – A Farewell to Arms? The Effects of the 

Court’s Judgment on the Conflict in Eastern Ukraine’, EJIL: Talk!, 24 February 2021, 

<www.ejiltalk.org/the-ecthr-in-georgia-v-russia-a-farewell-to-arms-the-effects-of-the-courts-

judgment-on-the-conflict-in-eastern-ukraine/>. 
392 Julia Grignon and Thomas Roos, ‘La juridiction extraterritoriale des États parties à la 

Convention européenne des droits de l’Homme en contexte de conflit armé: analyse de la 

jurisprudence de la Cour européenne des droits de l’Homme’, Revue Québécoise de Droit 

International, Volume 33, No. 2, 2020, 2-17, 10-16 (‘Grignon and Roos, ‘La juridiction 

extraterritoriale des États parties à la Convention européenne des droits de l’Homme en 

contexte de conflit armé’, 2020’). As was highlighted by Judge Pinto de Alburquerque in 

para. 30 of his partly dissenting opinion in ECtHR, Georgia v. Russia (II), 2021, this has the 

potential to damage the credibility of the Court. 
393 See, for example, ECtHR, Isayeva v. Russia, 2005. See further Grignon and Roos, ‘La 

juridiction extraterritoriale des États parties à la Convention européenne des droits de 

l’Homme en contexte de conflit armé: analyse de la jurisprudence de la Cour européenne des 

droits de l’Homme’, Revue Québécoise de Droit International’, 2020, 15-16. 
394 See, for example GCI, Articles 24-26; GCII, Article 36; GCIV, Article 20; API, Articles 

10, 11, 15, 41, 51; APII, Article 9. See further Henckaerts and Doswald-Beck, Customary In-

ternational Humanitarian Law, Volume I: Rules, 2005, Rule 1 (The Principle of Distinction 

between Civilians and Combatants), Rule 25 (Medical Personnel) and Rule 27 (Religious Per-

sonnel). 
395 ECtHR, Carter v. Russia, Application no.20914/07, Judgment, 21 September 2021, para. 

130. See also para. 128. 
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IHRL obligations can apply in the ‘active phase of hostilities, but what obli-

gations will apply will depend on the facts of the case, the context in which 

they take place and the application of obligations under IHL.396 Noteworthy 

in this is the obligation to ensure respect for IHL, which requires States and 

parties to the conflict to exercise due diligence that IHL will, is and has been 

respected.397 

 

In addition to effective control over territory, IHRL has also been recognised 

as applying where States carry out acts that produce effects in territory out-

side their control that impact the rights of individuals ‘in a direct and reason-

ably foreseeable manner’.398 Such effects can create a jurisdictional link be-

tween the individual and the State responsible for the act or omission. 

 

Case law relating to situations where States exercise power interfering with 

the rights of individuals in another jurisdiction has included the firing of 

weapons on the territorial side of a State’s border and resultant killing of an 

individual on the other side of the border in a different State.399 As such, it is 

not always necessary to exercise physical control or custody over the victim 

or control over territory to engage obligations under IHRL. Such rulings 

have bearing on the potential extraterritorial applications of IHRL in cyber 

operations carried out by one State that produce effects in the enemy State 

during an armed conflict.400 

 

As noted above, however, the jurisprudence of the ECtHR has recently dis-

tinguished such situations from the ‘active phase of hostilities’, in IACs, 

which are considered not to have a sufficient ‘element of proximity’ to cre-

 
396 ECtHR, Al-Skeini and Others v. the United Kingdom, 2011, para. 137. See also IACtHR, 

The Environment and Human Rights, Advisory Opinion 2017para. 81. See further Chapter 

2.1. D. Murray et al, Practitioners’ Guide to Human Rights Law in Armed Conflict, 2016, 89-

90 take a similar approach, but argue that the State is ‘required to do only what is considered 

appropriate in those factual circumstances’ relying on this ruling. This approach has not been 

followed by any other regional or international human rights body or raised further by the EC-

tHR in its subsequent judgments on extraterritorial application and it is argued here refers to a 

contextual understanding of a situation or specific incident, rather than other human rights not 

applying 
397 See further Chapter 3.2.3. 
398 HRC, General Comment No. 36, 2019, para. 63. 
399 ECtHR, Pad and Others v. Turkey, 2007; and ECtHR, Andreou v. Turkey, Application No. 

45653/99, Judgment, 27 October 2009, para. 25 (‘ECtHR, Andreou v. Turkey, Judgment, 

2009’). For the full reasoning of the Court see further ECtHR, Andreou v. Turkey, Decision on 

Admissibility, 2008, 9-11. See also, IACHR, Alejandre et al. v. Cuba, Case 11.589, Report 

No. 86/99, 29 September 1999. See further Milanovic, Extraterritorial Application of Human 

Rights Treaties, 2011), 173-209. 
400 See further Chapter 9. See also Chapter 10.8. 
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ate a jurisdictional link. In Ariana Zakharyevna Shavlokhova and 4 other ap-

plications v. Georgia (2021), the Court held that State agent authority and 

control: 

 

can hardly materialise during an international armed conflict which 

consists of massive bombing, shelling and ground attacks effected by 

the opposing sides’ armed forces for the purpose of putting each other 

hors de combat, because such a large-scale war cannot be equated with 

isolated and specific military actions involving an ‘element of proxim-

ity’.401 

 

Human rights bodies and NGOs have documented an increasing trend in 

State practice of carrying out acts against persons in the territory of another 

State for exercising their right to freedom of expression.402 Such acts are an 

expression of State power that can be carried out beyond State borders with 

the intention to silence or suppress the individual. It also sends a message to 

others both within the territory and outside the State’s territory that such 

could be their fate if they are perceived to be acting against the State’s inter-

ests. Methods include extrajudicial killing, kidnapping and rendition, torture, 

imprisonment, disappearance, threats to individuals abroad or their families 

still based in the territory of the State, and abuse of international mechanisms 

to secure the detention and deportation of individuals by other States.403 

These practices can bring the individual under the jurisdiction of the State 

exercising power to interfere with their rights, thus engaging responsibility 

under IHRL for violations of rights, including the right to freedom of expres-

sion.404 The circumstances of the cases, however, would need to be deter-

 
401 ECtHR, Shavlokhova and 4 other applications v. Georgia, 2021, para. 31. 
402 Nate Schenkkan and Isabel Linzer, ‘Out of Sight, Not Out of Reach’, Freedom House, 

February 2021 (‘Schenkkan and Linzer, ‘Out of Sight, Not Out of Reach’, 2021’). See also 

UN Human Rights Council, ‘Annex to the Report of the Special Rapporteur on extrajudicial, 

summary or arbitrary executions: Investigation into the unlawful death of Mr. Jamal 

Khashoggi’, 19 June 2019, A/HRC/41/CRP.1, para. 229, which considered the killing to be 

‘inconsistent with a core tenet of the United Nations, the protection of freedom of expression’ 

(‘UN Special Rapporteur on extrajudicial, summary or arbitrary executions, Investigation into 

the unlawful death of Mr. Jamal Khashoggi, 2019’). 
403 UN Special Rapporteur on extrajudicial, summary or arbitrary executions, Investigation 

into the unlawful death of Mr. Jamal Khashoggi, 2019, para. 31. Schenkkan and Linzer, Out 

of Sight, Not Out of Reach’, 2021, 9-14. 
404 See further Chapter 3.4.1. 
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mined on the facts as to whether there is a sufficient jurisdictional link to en-

gage the responsibility of the State under IHRL. There have also been cases 

of similar activities by non-State armed groups engaged in armed conflicts.405 

 

IHRL obligations could also arise where the actions of individuals based 

within the territory of a State produce effects that abuse the rights of individ-

uals outside the territory. If the territorial State in which the perpetrators are 

based acquiesces to or directs such conduct, the State could be responsible 

for the unlawful interference with the rights of others outside territory under 

its control.406 Examples of this could include organisations allegedly estab-

lished by the Russian government to create pro-government online content 

for both national and international audiences, so-called ‘troll factories’.407 

Such content is wide ranging, with some but by no means all directly linked 

to the conflict in Ukraine and the occupation of Crimea, and also includes 

examples of hate speech and incitements of violence and discrimination.408 

 

Many of the cases concerning extraterritorial application have not concerned 

the right to freedom of expression. However, the jurisdictional standards es-

tablished in these cases have not been distinguished as only applying to the 

particular right under consideration in the case at hand, and the same stand-

ards have been applied to various rights in the same case, including rights to 

privacy, private property and freedom of religion.409 This can be seen in the 

ECtHR case Cyprus v. Turkey (2001), which concerned violations of the 

right to freedom of expression and a large number of other rights protected 

under the ECHR. In this case, the ECtHR held that Turkey had violated the 

rights protected by Article 10 ECHR of individuals in the territory of North-

ern Cyprus that had been occupied by Turkey in 1974. Cyprus argued that 

the Turkish Republic of Northern Cyprus (‘TRNC’) authorities engaged in 

excessive censorship of schoolbooks, restricted the importation of Greek-

language newspapers and books and prevented the circulation of any news-

papers or books whose content they disapproved of, in violation of the right 

 
405 See, for example, Samuel Osborne, ‘ISIS kills ‘Raqqa is Being Slaughtered Silently’ activ-

ist in Turkey’, The Independent, 27 December 2015, <https://www.independ-

ent.co.uk/news/world/middle-east/isis-kills-raqqa-is-being-slaughtered-silently-activist-in-tur-

key-a6787751.html>. 
406 ECtHR, Andreou v. Turkey, Decision on Admissibility, 2008, 10; ECtHR, Ilaşcu and Oth-

ers v. Moldova and Russia, 2004, para. 318.  
407 Henry Rõigas, ‘Cyber War in Perspective: Lessons from the Conflict in Ukraine’, in Eu-

genio Cusumano and Marian Cobe (eds.) A Civil-Military Response to Hybrid Threats (Cham, 

Switzerland, Palgrave Macmillan, 2018), 241. 
408 See, for example, Charles Maynes, ‘The trolls are winning, says Russian troll hunter’, 

PRI’s the World, 13 March 2019, <https://www.pri.org/stories/2019-03-13/trolls-are-winning-

says-russian-troll-hunter>. See further Chapter 6.1. 
409 See for example, ECtHR, Cyprus v. Turkey, 2001; and UN Special Rapporteur on torture 

and other cruel, inhuman and degrading treatment of punishment, 2015 Report. 
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of the enclaved Greek-Cypriots to receive and impart information and ideas 

under Article 10 ECHR.410 The Court held that Turkey continued to have re-

sponsibility not only for the acts of its own soldiers and officials in Northern 

Cyprus but also for the acts of the local administration, ‘which survives by 

virtue of Turkish military and other support’. As such, Turkey’s jurisdiction 

extended to securing the ‘entire range of substantive rights set out in the 

Convention and those additional Protocols which she has ratified’, and viola-

tions of those rights were therefore imputable to Turkey.411 

 

The Court upheld that the practice adopted by the TRNC authorities of 

screening the contents of schoolbooks before distribution was an interference 

with Article 10.412 The Court noted that the vetting process was designed to 

‘identify material which might pose a risk to inter-communal relations and 

was carried out in the context of confidence-building measures recom-

mended by UNFICYP’.413 However, the result of this process was that a 

large number of schoolbooks, ‘no matter how innocuous their content’, were 

unilaterally censored or rejected by the authorities.414 This went beyond the 

limits of the stated intention and amounted to a denial of the right to freedom 

of information to which no remedies were available and was therefore exces-

sive.415 The Court held, however, that there was insufficient evidence to sub-

stantiate the claims relating to restrictions on newspapers or electronic media 

and thus no violation of the right to freedom of expression in this regard.416 

 

There has been no distinction between the application of negative obliga-

tions and positive obligations contained in the respective treaties in the case 

law relating to extraterritorial application of IHRL.417 Which obligations 

 
410 ECtHR, Cyprus v. Turkey, 2001, para. 248. 
411 Ibid., para. 77. 
412 Ibid., para. 252. 
413 Ibid. 
414 Ibid. 
415 Ibid. 
416 Ibid., para. 253. Although evidence had been presented of individual cases of confiscation 

at the Ledra Palace check-point met the required burden of proof of ‘beyond reasonable 

doubt’: paras. 253, 254 and 360-363. Cyprus raised in proceedings before the Commission 

complaints of violations of Article 10 of Turkish Cypriots, including ‘members of the Gypsy 

community’ living in Northern Cyprus, but did not revert to the complaint in proceedings be-

fore the Court. As such, the Court held there was no violation in relation to these complaints. 

See also paras. 360-363. The Court also declined jurisdiction to examine those aspects of the 

applicant Government’s complaints under Articles 6, 8, 10 and 11 of the Convention in re-

spect of political opponents of the regime in the TRNC due to lack of evidence. See further 

paras. 342-348.  
417 See, for example, AComHPR, General Comment No. 3, 2016, para. 14 which considered 

that both the obligation to respect and obligation to protect the right to life could apply extra-

territorially. Judge Serghides in para. 4 of his partly concurring opinion in ECtHR, Georgia v. 

Russia (II), 2021 considered that this interpretation would result in making the jurisdiction of 
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have been considered relevant in the jurisprudence have been dependent on 

the particular facts of the cases and have involved both positive and negative 

obligations, as well as both the substantive and procedural elements of the 

obligation to respect.418 As such, there is no reason to suggest that that the 

negative obligation to respect should be differentiated from the positive obli-

gation to protect where the State’s jurisdiction is engaged.419 The question of 

which specific obligations are engaged will instead turn on the facts. 

 

There is very little guidance on what may constitute a breach of the right to 

freedom of expression where a State exercises power beyond its territory to 

unlawfully interfere with the exercise of this right but does not exercise con-

trol of the territory where the effects are produced. In Ben El Mahi and Oth-

ers v. Denmark (2006), the ECtHR did not consider there to have been a suf-

ficient jurisdictional link established on the facts where individuals and asso-

ciations resident, based and operating in Morocco complained of violations 

of their Article 10 ECHR rights, among others, by the publication of pictures 

and texts by privately owned newspapers in Denmark.420 As the Court deter-

mined it did not have jurisdiction, no consideration of the merits of the claim 

was given. In its reasoning, the Court reiterated the standards that a State 

does have jurisdiction where it exercises effective control and authority over 

an area or where the violations of the victim’s rights are the result of agents 

who the State exercises effective control or authority over but are operating 

outside its territory.421 

 

A critical distinction between this and the later decisions in which extraterri-

torial jurisdiction was established422 is the exercise of control over the indi-

viduals allegedly responsible for violating the rights concerned. In Ben El 

Mahi and Others v. Denmark (2006), the case concerned privately owned 

 
the ECtHR ‘in terms of ensuring the observance of the States’ negative obligations wider than 

in relation to their positive obligations’. See further Chapter 3.1.1.  
418 See, for example, ECtHR, Andreou v. Turkey, Judgment, 2009; ECtHR, Solomou and Oth-

ers v. Turkey, 2008; ECtHR, Al-Skeini and Others v. the United Kingdom, 2011, and ECtHR, 

Jaloud v. The Netherlands, 2014. See also HRC, A.S. and others v. Italy, 2017, 2021. 
419 See, for example, HRC, ‘Concluding Observations on the seventh periodic report of the 

Russian Federation’, 2015, para. 6; UN Special Rapporteur on torture and other cruel, inhu-

man and degrading treatment of punishment, 2015 Report, paras. 21 and 31-37. See further 

Vassillis Tzevelekos, ‘Reconstructing the effective control criterion in extraterritorial human 

rights breaches’, Michigan Journal of International Law, Volume 36, No. 1, 2015, 129-178. 
420 ECtHR, Ben El Mahi and Others v. Denmark, Application No. 5853/06, Decision on Ad-

missibility, 11 December 2006, 8 (‘ECtHR, Ben El Mahi and Others v. Denmark, 2006’). See 

also 1-6 for the background facts. 
421 Ibid., 8. 
422 Such as ECtHR, Andreou v. Turkey, Judgment, 2009. 
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newspapers.423 The Danish authorities had investigated whether the publica-

tions in question breached Article 140 of the Danish Criminal Code on acts 

or expressions of opinion of a blasphemous or discriminatory nature but con-

cluded that there were no grounds for instituting criminal proceedings.424 The 

decision on admissibility quotes extensively from the Danish Director of 

Public Prosecution’s decision upholding the regional public prosecutor’s de-

cision not to initiate criminal proceedings in the matter.425 Had there not been 

an investigation or sufficient reasons given for not initiating criminal pro-

ceedings by the Danish authorities, it seems fair to consider that the case 

could have been decided differently. This is in light of the emphasis placed 

on ‘special features’, which creates a jurisdictional link where investigations 

into breaches of human rights have been initiated by the non-territorial 

State.426 As such, it is possible that a State could be held to have extraterrito-

rial obligations under IHRL in relation to interferences with the right to free-

dom of expression where the State exercises power or authority over individ-

uals that interferes with their rights or over the exercise of the victim’s rights 

but does not have effective control of the territory. 

2.6.4 Comparison with the territorial and extraterritorial scopes 

of international humanitarian law 

 

The Geneva Conventions of 1949 and Additional Protocols of 1977 do not 

include the same jurisdictional clauses found in IHRL treaties. IHL applies 

to the territories of the State parties engaged in the armed conflict.427 

 

In situations of IACs, this means IHL applies both to the territory of the 

State and to the territory of the opposing State party to the conflict.428 It also 

applies to the State parties’ activities undertaken in the areas of the high seas 

and airspace above.429 As such, the actions of the territorial State within its 

own territory, as well as those actions it undertakes in the enemy’s territory, 

 
423 ECtHR, Ben El Mahi and Others v. Denmark, 2006, 1. 
424 Ibid., 2-6. 
425 Danish Criminal Code, Article 140 quoted at ECtHR, Ben El Mahi and Others v. Den-

mark, 2006, 4. 
426 ECtHR, Georgia v. Russia (II), 2021, paras. 214, 220, 222, 328. See also ECtHR, Güze-

lyurtlu and Others v. Cyprus and Turkey, 2017; ECtHR, Romeo Castaño v. Belgium, 2019; 

and ECtHR, Hanan v. Germany, 2021. 
427 See further ICRC, 2015 Challenges Report, 13-16. 
428 See further Katja Schöberl, ‘The Geographical Scope of Application of the Conventions’ 

in Andrew Clapham, Paola Gaeta, and Marco Sassòli (eds.), The 1949 Geneva Conventions: A 

Commentary (Oxford, Oxford University Press, 2015), 67-84 (‘Schöberl, ‘The Geographical 

Scope of Application of the Conventions’, 2015’). 
429 Ibid., 70 and 74-75. 
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are governed by IHL. There are differences, however, between the obliga-

tions that apply within the State’s territory and those that apply to actions 

taken in the opposing State party’s territory. The law of occupation is the 

most obvious difference.430 The extraterritorial application of IHL is there-

fore understood differently from that under IHRL in that the protections and 

limitations included are clearly established and intended to apply beyond the 

borders of the territorial State in IACs. 

 

In NIACs, IHL applies to the territory of the State in which the armed con-

flict is conducted.431 Where the conflict spills over into the territory of an-

other State not a party to the conflict, IHL continues to apply between the 

parties to the conflict. Other international legal obligations come into play, 

such as whether or not the State party could use force against a non-State ac-

tor in the territory of another State and what obligations the other State has 

vis-à-vis the non-State armed groups present in its territory.432 Such a situa-

tion may give rise to a parallel IAC where the territorial State carries out ac-

tions against the non-State actor in the territory of another State with that lat-

ter State’s consent.433 In such a situation, IHL would apply to the actions of 

the State, but IHRL might not. Examples of related issues in the exercise of 

freedom of expression that might arise include cyber operations. As will be 

discussed further in Chapter 9, such actions can have profound effects on the 

ability to exercise the freedom of expression.434 

2.7 Special duties and responsibilities in exercising the 

right 

 

A further factor impacting the scope of the right to freedom of expression is 

the special duties and responsibilities in exercising that right that are explic-

itly recognised in treaties, including in the ICCPR and ECHR. No other right 

within these treaty texts includes a similar reference. The jurisprudence relat-

ing to this has focused on the duties and responsibilities of the media and 

those working within this field, such as editors, journalists, and media and 

publication owners,435 and the need to act in accordance with the ethics of 

 
430 See further Chapters 5.2, 7.1.3, 8.3 and 8.4. 
431 Common Article 3 to the GCs; APII, Article 1(1). 
432 2020 Commentary to GCIII, Common Article 3, paras. 499-516; and Schöberl, ‘The Geo-

graphical Scope of Application of the Conventions’, 2015, 78-83. 
433 2020 Commentary to GCIII, Common Article 3, para. 508. 
434 See also Chapters 7.4 and 10. 
435 R. Murray, ACHPR Commentary, 2019, 288. 
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journalism.436 Duties and responsibilities are applicable to all437 and have 

been recognised in the context of the exercise of freedom of expression by 

persons in positions of influence.438 This is relevant for statements made by 

members of the parties to armed conflicts.  

 

Although not explicitly included in Article 9 ACHPR, these duties have also 

been recognised by the African Commission as applicable to journalists ex-

ercising their right to freedom of expression under ACHPR.439 Similarly, Ar-

ticle 13 ACHR does not explicitly reference the rights and duties in exercis-

ing the right to freedom of expression, but the jurisprudence from the IAC-

tHR recognises the responsibilities of media journalists in carrying out their 

right to freedom of expression.440 In addition, Article 14 ACHR establishes a 

separate right to reply and corrections of individuals injured by inaccurate or 

offensive statements or ideas disseminated to the public in general by a le-

gally regulated medium of communication.441 Article 14(3) requires that the 

media forms and outlets listed in the provision have a person responsible for 

ensuring the effective protection of honour and reputation in their publica-

tions. The ‘inescapable relationship’ between this right and the right to free-

dom of expression under Article 13 ACHR has been acknowledged by the 

 
436 ECtHR, Goodwin v. the United Kingdom, Application no. 17488/90, Grand Chamber 

Judgment, 27 March 1996, para. 38 (‘ECtHR, Goodwin v. the United Kingdom, 1996’); EC-

tHR, Fressoz and Roire v. France, Application no. 29183/95, Grand Chamber Judgment, 21 

January 1999, para. 54; and ECtHR, Kaperzyński v. Poland, Application no. 43206/07, Judg-

ment, 3 April 2012, para. 57. See further William A. Schabas, The European Convention on 

Human Rights: A Commentary (Oxford, Oxford University Press, 2015), 468-469 (‘Schabas, 

ECHR Commentary, 2015’). 
437 ECtHR, Lindon, Otchakovsky-Laurens and July v. France, Application nos. 21279/92 and 

36448/02, Grand Chamber, 22 October 2007, para. 51 (‘ECtHR, Lindon, Otchakovsky-Lau-

rens and July v. France, 2007’). See also ECtHR, Szima v. Hungary, Application no. 

29723/11, 9 October 2012, para. 32. 
438 See, for example, ECtHR, Wille v. Liechtenstein, Application no. 28396/95, Judgment, 28 

October 1999. See also ECtHR, Delfi AS v. Estonia, Application no. 64569/09, Grand Cham-

ber Judgment, 16 June 2015, paras. 144-146 (‘ECtHR, Delfi AS v. Estonia, 2015’) and EC-

tHR, Standard Verlagsgesellschaft MBH v. Austria (No. 3), Application no. 39378/15, 7 De-

cember 2021. 
439 See further ACHPR, Article 27(2) and AComHPR, Scanlen & Holderness v. Zimbabwe, 

Communication No. 297/05, Decision of 3 April 2009, paras. 120-121 (‘AComHPR, Scanlen 

& Holderness v. Zimbabwe, 2009’). See also R. Murray, ACHPR Commentary, 2019, 288. 
440 IACtHR, Case of Herrera Ulloa, v. Costa Rica, Preliminary Objections, Merits, Repara-

tions and Costs. Judgment of July 2, 2004, Series C No. 107, paras. 117-119 (‘IACtHR, Case 

of Herrera Ulloa, v. Costa Rica, 2004’). 
441 See also ACHR, Article 32. 
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IACtHR.442 This has also been recognised as essential in the exercise of the 

right to freedom of expression in the other regional human rights systems.443 

 

The duties and responsibilities recognised in the exercise of freedom of ex-

pression include the responsibility to act in good faith so as to provide accu-

rate and reliable information and to respect the rights of others. 444 Factual 

statements made by the media should be verified.445 The UN Special Rappor-

teur on Freedom of Expression considered influencing public opinion one of 

the ‘special duties and responsibilities’ referenced in Article 19(3) ICCPR.446 

As such, ‘opinion makers’ should not abuse their power at the expense of 

others, and the State should interfere in such cases where the rights of others 

are violated.447 The Special Rapporteur made reference to the travaux prépa-

ratoires, which indicate that the reference to responsibilities was included in 

Article 19 for the purpose of giving States the possibility to counter such 

abuse of power by the mass media.448 The ECtHR has recognised that the du-

ties and responsibilities in exercising the right to freedom of expression by 

media professionals ‘assume special significance in situations of conflict and 

tension’.449 

 

In the context of armed conflict, this can be an extremely difficult task, par-

ticularly when the parties to the conflict engage in propaganda activities with 

the aim of spreading lies and disinformation, as untruths can find their way 

into information spread widely in the public.450 The concurrent application of 

IHL, which does not prohibit the spread of misinformation in the media as a 

ruse of war, adds another layer of complication.451 These issues are explored 

further in Chapter 10. 

 
442 IACtHR, Enforceability of the Right to Reply or Correction (Arts. 14(1), 1(1) and 2 Ameri-

can Convention on Human Rights), Advisory Opinion OC-7/85 of August 29, 1986, Series A 

No. 7, para. 25. 
443 See Council of Europe, Resolution (74) 26 of the Committee of Ministers of the Council of 

Europe on the right to reply - position of the individual in relation to the press, 2 July 1974. 

See also ECtHR, Melnychuk v. Ukraine, Application no. 28743/03, Decision on Admissibil-

ity, 5 July 2005. 
444 ECtHR, Axel Springer AG v. Germany, Application no. 39954/08, Grand Chamber Judg-

ment, 7 February 2012, para. 82; ECtHR, Aquilina and Others v. Malta, Application no. 

28040/08, Judgment, 14 June 2011, para. 44; ECtHR, Bergens Tidende v. Norway, Applica-

tion no. 26132/95, Judgment of 2 May 2000, para 53; and AComHPR, Scanlen & Holderness 

v. Zimbabwe, 2009, paras. 120-121. 
445 ECtHR, Wizerkaniuk v. Poland, Application no. 18990/05, Judgment, 5 July 2011, para. 

66. See further Chapter 10.5. 
446 UN Special Rapporteur on freedom of expression, 1995 Report, para. 36. 
447 Ibid. 
448 Ibid. 
449 ECtHR, Dareskizb Ltd v. Armenia, 2021, para. 76 
450 See further Chapter 3.3.3. 
451 See further Chapter 10.5. 
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2.8 Limitations permitted to the exercise of the right 

 

Freedom of expression is a limited right. Accordingly, States may limit its 

exercise based on the grounds recognised within the treaty provisions. As 

will be seen in subsequent Chapters, this is an important tool for States in 

armed conflict to address interferences with the right, either by other parties 

to the armed conflict or private individuals, in connection to the armed con-

flict. 

 

The grounds and requirements for restricting the right to freedom of expres-

sion are set out in Article 19(3) ICCPR, Article 10(2) ECHR and Article 

13(2) ACHR. Although grounds for limiting the right are not included in the 

provision in the ACHPR, the African Commission has held that the phrase 

‘within the law’ under Article 9(2) provides ‘a leeway to cautiously fit in le-

gitimate and justifiable individual, collective and national interests’ as 

grounds of limitation.452 

 

The ACHR is structured differently from the ICCPR and ECHR. Limitations 

are provided for in Article 13(2) ACHR. Article 13(3) ACHR clarifies that 

the right to freedom of expression may not be restricted by indirect methods 

or means, such as the abuse of government or private controls via newsprint, 

radio broadcasting frequencies, or equipment used in the dissemination of in-

formation, or by any other means tending to impede the communication and 

circulation of ideas and opinions. Indirect breaches of the right to freedom of 

expression have been recognised in the jurisprudence of the other monitoring 

courts and bodies.453 Article 13(4) ACHR provides that public entertainment 

may also be subject by law to prior censorship for the sole purpose of regu-

lating access for the moral protection of childhood and adolescence.454 Arti-

cle 13(5) ACHR includes a similar provision to Article 20 ICCPR as a fur-

ther basis on which the right to freedom of expression may be limited.455 This 

subparagraph is discussed further in Chapter 6.1. 

 

There are three requirements for limitations to be lawful under IHRL. The 

limitations must be prescribed by law, serve a legitimate aim established 

within the treaty as a ground for limiting the right, and finally be a necessary 

 
452 AComHPR, Good v. Botswana, Communication No. 313/05, Decision of 26 May 2010, 

para. 188. 
453 See, for example, ECtHR, Özgür Gündem v. Turkey, 2000; and R. Murray, ACHPR Com-

mentary, 2019, 274-275. 
454 ACHPR, Article 13(4). See further Chapter 8. 
455 See further Chapter 10. 
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and proportionate means to fulfil that aim.456 The burden is on the State party 

to demonstrate that these requirements are met.457 

 

‘Prescribed by law’ requires that the limitation be implemented through law, 

most commonly legislation.458 To be characterised as law, the restriction 

must be formulated with sufficient clarity and precision to enable individuals 

to regulate their conduct accordingly, and it must be accessible to the pub-

lic.459 The law must not be incompatible with other provisions, aims and ob-

jectives of IHRL, such as violating the prohibition on discrimination or im-

posing penalties incompatible with IHRL.460 As such, both the procedure and 

the substance of the law are scrutinised in determining whether a limitation 

can be said to have been prescribed by law.461 International legal agreements 

and IHL have been recognised as providing a legal basis for States to intro-

duce measures interfering with the human rights of individuals, which then 

must satisfy the further requirements prescribed by IHRL in order to be law-

ful.462 This is particularly relevant in relation to prior restraint and censor-

ship, propaganda activities explored in Chapters 8 and 10, and the incitement 

to violence and spreading terror amongst the enemy’s armed forces dis-

cussed in Chapters 6.1 and 6.2.4. 

 

The ICCPR, ACHR and ECHR all include the grounds of protection of na-

tional security or public order (‘ordre public’), protection of public health or 

morals463 and the protection of the reputation or rights of others as grounds 

for limitations.464 These grounds are also included in Principle 9(1) of the  

 
456 HRC, General Comment No. 34, 2011, para. 22. See also UN Commission on Human 

Rights, ‘Siracusa Principles on the Limitation and Derogation of Provisions in the Interna-

tional Covenant on Civil and Political Rights’, UN Doc. E/CN.4/1985/4, 28 September 1984, 

Annex, paras. 1-38 (‘Siracusa Principles 1984’). 
457 HRC, General Comment No. 34, 2011, para. 35. Note the function of the doctrine of the 

margin of appreciation developed in the ECtHR in determining necessity of limitations. This 

doctrine is not applied in the ICCPR. See para. 36. 
458 Ibid., para. 24. 
459 Ibid., para. 25; ECtHR, The Sunday Times v. the United Kingdom (No. 1), Application no. 

6538/74, Judgment, 26 April 1979, para. 49 (‘ECtHR, The Sunday Times v. the United King-

dom (No. 1), 1979’); IACtHR, Case of Kimel v. Argentina, Merits, Reparations and Costs, 

Judgment of May 2, 2008, Series C No. 177, para. 63. 
460 HRC, General Comment No. 34, 2011, para. 26. 
461 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 59; IACtHR, Usón Ramírez v. Venezuela, 2009, para. 49; ECtHR, 

The Sunday Times v. the United Kingdom (No. 1), 1979, para. 49. 
462 See, for example, ECtHR, Medvedyev and Others v. France, Application No. 3394/03, 

Grand Chamber Judgment, 29 March 2010, paras. 94-98 and ECtHR, Hassan v. the United 

Kingdom, 2014, paras. 100-107. 
463 See further ACHR, Article 13(4). 
464 See further HRC, General Comment No. 34, 2011, paras. 28-32. See also paras. 47-49. See 

further Arab Charter on Human Rights 2004, Article 4 and ASEAN Declaration 2012, para. 8. 
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Declaration on Freedom of Expression and Access to Information in Africa 

2019 (‘2019 Declaration on Freedom of Expression’).465 This Declaration is 

not a binding document but was prepared pursuant to Article 45(1) ACHPR, 

which requires the African Commission to promote human and peoples’ 

rights, among other things, by formulating and laying down principles and 

rules to solve legal problems upon which African States may base their leg-

islation. It draws heavily on the jurisprudence established by the ICCPR, 

ECHR and ACHR.466 

 

The ECHR phrases the first ground slightly differently and more far reaching 

in comparison to the ICCPR and ACHR as ‘in the interests of national secu-

rity, territorial integrity or public safety, for the prevention of crime or disor-

der….’.467 Case law of the ECtHR has interpreted this as including the need 

to protect public order and safety in restrictions on the exercise of freedom 

of expression.468 The ECHR also goes further in recognising other grounds 

for limiting freedom of expression not included in the treaty provisions of 

the ICCPR and ACHR. Under the ECHR, freedom of expression can also be 

limited to prevent the disclosure of information received in confidence and 

to maintain the authority and impartiality of the judiciary.469 

 

The legitimate grounds for restricting rights have not been defined exten-

sively in the jurisprudence of human rights monitoring bodies or courts.470 

 
The Arab Charter on Human Rights 2004 also recognises economy together with national se-

curity as a ground for limiting rights contained therein. 
465 AComHPR, ‘Declaration on Freedom of Expression and Access to Information in Africa 

2019’, adopted in Resolution ACHPR/Res.62 (XXXII) 02 at its 65th ordinary session, 21 Oc-

tober to 10 November 2019 in Banjul, The Gambia (‘AComHPR, Declaration on Freedom of 

Expression 2019’), Principle 9(1). See also Arab Charter on Human Rights 2004, Article 4 

and ASEAN Declaration 2012, para. 8. 
466 A summary of the background to adoption of the Declaration is included at Lawrence 

Murugu Mute, Special Rapporteur on Freedom of Expression and Access to Information in 

Africa, ‘Declaration of Principles on Freedom of Expression and Access to Information in Af-

rica 2019: Introduction’, AComHPR, November 2019, <https://achpr.org/presspublic/publica-

tion?id=80>. 
467 ASEAN Declaration, 2012, para. 8 also includes ‘public safety’. 
468 See, for example, ECtHR, Aydin v. Germany, Application no. 16637/07, Judgment, 27 Jan-

uary 2011, paras. 66-67. 
469 ASEAN Declaration 2012, para. 8 also recognises the general welfare of the peoples in a 

democratic society as a ground for limiting rights contained therein. 
470 In ECtHR, S.A.S. v. France, Application no. 43835/11, Grand Chamber Judgment, 1 July 

2014, para. 114, the Grand Chamber explained it is the Court’s practice ‘to be quite succinct 

when it verifies the existence of a legitimate aim within the meaning of the second paragraphs 

of Articles 8 to 11 of the Convention’. See also Tshwane Principles 2013, Definitions and 

Principle 2, explicitly does not define ‘national security’. A definition of ‘security or defence 

of the state’ was included in the Model Law on Access to Information in Africa, which was 

developed by the AComHPR Special Rapporteur on freedom of expression in tandem with the 
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Situations of armed conflict are, however, by default a concern of the secu-

rity of the nation.471 They also affect the public order by significantly disrupt-

ing the normal functioning of society.472 This has been acknowledged in the 

case law relating to the exercise of freedom of expression in situations of 

armed conflict.473 The IACtHR noted that public order relates to the exist-

ence of conditions that assure the harmonious functioning of institutions and 

that freedom of expression ‘constitutes the primary and basic element of 

public order of a democratic society’.474 Public order:  

 

requires the guarantee of the widest possible circulation of news, ideas 

and opinions as well as the widest access to information by society as a 

whole. Freedom of expression constitutes the primary and basic ele-

ment of the public order of a democratic society.475  

 

There are numerous examples where restrictions to the right to freedom of 

expression based on these grounds have been upheld in the context of armed 

conflicts, including restricting the dissemination of ideology.476 

 

Human rights monitoring bodies have highlighted that extreme care must be 

taken in limiting the exercise of rights based on national security and public 

order.477 A general appeal to these grounds is insufficient.478 The 2019 Decla-

ration on Freedom of Expression  provides that freedom of expression 

 
right to information principles. Section 30(2) of this defines ‘security or defence of the state 

as ‘military tactics on subversive or hostile activities; defence intelligence or intelligence on 

subversive or hostile activities; defence intelligence methods or intelligence on subversive or 

hostile activities; the identity of a confidential source; and the capabilities or vulnerabilities of 

defence systems excluding nuclear weaponry’. ‘Subversive or hostile activities’ are defined in 

section 30(3) as ‘attacks from foreign elements, sabotage, terrorism and espionage’. This 

Model Law provides only a guide and has not to date been relied on by the African Commis-

sion in its jurisprudence. See Aaron Olaniyi Salau, ‘The right of access to information and na-

tional security in the African regional human rights system’, African Human Rights Law 

Journal, Volume 17, 2017, 367-386, 386. 
471 Doswald-Beck, Human Rights in Times of Crisis and Conflict, 2011, 415 notes that most 

cases relating to armed conflict or counter-terrorism involve restrictions imposed on the basis 

of national security. 
472 See, for example, AComHPR, Scanlen & Holderness v. Zimbabwe, 2009, paras. 109-110. 
473 See, for example, ECtHR, Karataş v. Turkey, Application no. 23168/94, Grand Chamber 

Judgment, 8 July 1999, para. 44. 
474 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 64. 
475 Ibid. 
476 See, for example, HRC, A.K and A.R v. Uzbekistan, Communication No. 1233/2003, UN 

Doc. CCPR/C/95/D/1233/2003, 31 March 2009. See further Chapter 2.5.4. 
477 HRC, General Comment No. 34, 2011, para. 30. 
478 See, for example, HRC, Esergepov. Kazakhstan, Communication No. 229/2012, UN Doc. 

CCPR/C/116/D/2129/2012, 4 May 2016, para. 11.8. 
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should not be restricted on the grounds of public order or national security 

‘unless there is a real risk of harm to a legitimate interest and there is a close 

causal link between the risk of harm and the expression’.479  

 

States must be specific as to the precise nature of the threat posed by the ex-

ercise of freedom of expression in limiting grounds based on national secu-

rity or public order.480 Broad calls to the situation of armed conflict would 

therefore not be sufficient to limit the exercise of freedom of expression; the 

harm that the limitations aim to address and how it relates to the expression 

must be specified. 

 

The term necessary has been interpreted as requiring a ‘pressing social need’ 

for the restrictions to be introduced.481 To meet the requirement of necessity, 

there must be a direct and immediate connection between the restrictions im-

posed and the specific aim to be addressed. 482 Restrictions must not be over-

broad but rather must be the least intrusive measure to meet the legitimate 

aim they purport to serve.483 Where the aim can be achieved in a different 

manner than restricting the right to freedom of expression, the restrictions 

will not be necessary.484  

 

The measures should be proportionate in how they are applied, as well as in 

how they are framed, and tailored to accomplish the aim to be achieved.485 

Limitations should not be so restrictive as to put the right itself in jeopardy, 

and restrictions must remain the exception to the norm.486 Limitations can 

 
479 AComHPR, Declaration on Freedom of Expression 2019, Principle 22. 
480 Taylor, ICCPR Commentary, 2020, 569-571. Taylor sets out numerous examples where 

the HRC has expressed this need in communications received from Korea. See further HRC, 

Sohn v. Korean, Communication No. 518/1992, UN Doc. CCPR/C/54/D/518/1992, 19 July 

1995, para. 10.4; HRC, Tae Hoon Park v. Korea, Communication No. 628/1995, UN Doc. 

CCPR/C/64/D/628/1995, 3 November 1998, para. 10.3; HRC, Keun-Tae Kim v. Korea, Com-

munication No. 574/1994, UN Doc. CCPR/C/64/D/574/1994, 4 January 1999, paras. 12.3-

12.5; and HRC, Hak-Chul Shin v. Korea, Communication No. 926/2000, UN Doc. 

CCPR/C/80/D/926/2000, 16 March 2004, para. 7.3. 
481 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 46; ECtHR, The Sunday Times v. the United Kingdom (No. 1), 1979, 

para. 59. 
482 HRC, General Comment No. 34, 2011, para. 22. 
483 IACtHR, Case of Herrera Ulloa, v. Costa Rica, 2004, para. 121. 
484 HRC, General Comment No. 34, 2011, para. 33. 
485 Ibid.; IACtHR, Case of Herrera Ulloa, v. Costa Rica, 2004, para. 121; IACtHR, Compul-

sory Membership in an Association for the Practice of Journalism, Advisory Opinion 1985, 

para. 46. 
486 HRC, General Comment No. 34, 2011, para. 21; IACtHR, Case of Herrera Ulloa, v. Costa 

Rica, 2004, para. 120. 
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never involve an attack on the person.487 Criminal punishment should be re-

served for only the most serious of cases, and where it is established, strict 

formulation is required.488 In Usón Ramírez v. Venezuela (2009), the IACtHR 

noted that the use of criminal liability for exercising the right to freedom of 

expression needed to be analysed with particular caution and should depend 

on the peculiarities of each case.489 Factors that should be taken into account 

include ‘the good to be protected, the extreme seriousness of the behavior of 

the issuer, the fraud used, the characteristics of the unfairly caused damaged, 

the characteristics of the person whose honor or reputation is to be safe-

guarded’ and ‘the means used to cause damages’, among other things.490 

Criminal prosecution may be a proportionate response where violations of 

the right to freedom of expression also involve the violation of other human 

rights, such as the right to physical integrity, human dignity or life.491 There 

should also be proportionality in the range of sentences attached to the 

crime, which must be linked to the criminal act to be foreseeable.492 

 

Limitations must also take into account the form and means of expression, 

giving due regard to the need for uninhibited expression in matters of public 

debate in a democratic society concerning figures in the public and political 

domains.493 Limitations cannot be used to justify restrictions on advocacy for 

‘multi-party democracy, democratic tenets and human rights’.494 Public fig-

ures and those exercising the highest political authority, including heads of 

state and government, are legitimately subject to criticism and political op-

position.495 In its General Comment No. 34, the HRC specifically highlights 

that States ‘should not prohibit criticism of institutions, such as the army or 

the administration’.496 

 
487 HRC, General Comment No. 34, 2011, para. 23. 
488 Ibid., para. 47. See further paras. 48-49 and IACtHR, Compulsory Membership in an Asso-

ciation for the Practice of Journalism, Advisory Opinion 1985, para. 46. See also IACtHR, 

Usón Ramírez v. Venezuela, 2009, para. 55. 
489 IACtHR, Usón Ramírez v. Venezuela, 2009, para. 74. 
490 Ibid., para. 83. 
491 IACtHR, Case of Perozo et al. v. Venezuela, Preliminary Objections, Merits, Reparations, 

and Costs, Judgment of January 28, 2009, Series C No. 195, para. 300 (‘IACtHR, Case of 

Perozo et al. v. Venezuela, 2009’). 
492 ECtHR, Centrum för rättvisa v. Sweden, Application no. 35252/08, Grand Chamber Judg-

ment, 25 May 2021, Concurring Opinion Judge Pinto de Albuquerque (‘ECtHR, Centrum för 

rättvisa v. Sweden, 2021’). 
493 HRC, General Comment No. 34, 2011, para. 34. 
494 Ibid., para. 23. 
495 Ibid., para. 38. IACtHR, Case of Herrera Ulloa, v. Costa Rica, 2004, para. 125-129; IAC-

tHR, Case of Palamara Iribarne v. Chile, 2005, para. 84. See also ECtHR, Özgür Gündem v. 

Turkey, 2000, para. 60. 
496 HRC, General Comment No. 34, 2011, para. 38. See further para. 42. 
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2.9 Derogations under international human rights law 

 

The ICCPR, ACHR and ECHR also permit derogations to the right to free-

dom of expression in exceptional circumstances.497 These treaties permit 

State parties to limit in exceptional measures certain rights contained in their 

texts even further than limitations  under the specific clauses establishing the 

right. One example of this is the Turkish derogation to the right to freedom 

of expression, among others, following the attempted military junta in July 

2016.498 

 

The respective derogating clauses contained in the treaties list particular 

rights that can never be derogated.499 Freedom of expression is not listed in 

these provisions, and as such, in response to emergency situations such as 

armed conflict, State parties may take extraordinary measures to derogate 

from the right to freedom of expression. Article 4 ICCPR includes the right 

to freedom of thought, conscience and religion in the list of non-derogable 

rights, however.500 The right to freedom of thought is closely linked to the 

right to freedom of opinion, both of which concern internal self-identity.501 

No limitations may be introduced in any circumstances on the right to free-

dom of thought, conscience, religion or belief, and only limitations on the 

right to manifest religion or belief can be introduced under the ICCPR. The 

 
497 ICCPR, Article 4; ECHR, Article 15; ACHR, Article 27. There is no derogating clause in-

cluded in the ACHPR. See further AComHPR, Commission Nationale des Droits de l’Homme 

et des Libertés v. Chad, Communication No. 74/92, Decision of 11 October 1995. See also R. 

Murray, ACHPR Commentary, 2019, 38-41 and Siracusa Principles 1984, paras. 39-70. 
498 See ECtHR, Şahin Alpay v. Turkey, Application no. 16538/17, Judgment, 20 March 2018 

and ECtHR, Mehmet Hasan Altan v. Turkey, Application no. 13237/17, Judgment, 20 March 

2018 (‘ECtHR, Mehmet Hasan Altan v. Turkey, 2018’). Both cases brought by journalists 

who had been arrested and detained following the attempted coup. 
499 ICCPR, Article 4(2); ECHR, Article 15(2); ACHR, Article 27(2). See further HRC, Gen-

eral Comment No. 29, ‘Article 4 – Derogations during a State of Emergency’, UN Doc. 

CCPR/C/21/Rev.1/Add.11, 31 August 2001, para. 11-16 and IACtHR, Judicial Guarantees in 

States of Emergency (Arts. 27(2), 25 and (8) American Convention on Human Rights), Advi-

sory Opinion OC-9/87 of October 6, 1987, Series A No. 9, which both include interpretations 

that fair trial guarantees also must be respected in a state of emergency. 
500 See also ACHR, Article 12. The right to freedom of thought, conscience and religion under 

ECHR, Article 9. It is noteworthy that the ECHR is a regional instrument and that all State 

parties to the ECHR are also State parties to the ICCPR. 
501 This can be seen in how the different elements are protected under different rights in the 

ACHR. The ACHR includes the right to freedom of conscience and religion under Article 12 

and the right to freedom of thought and expression under Article 13. The ICCPR and ECHR 

include protections of these rights differently, but closely situated in the treaty texts. The right 

to freedom of thought, conscience and religion are protected under ICCPR, Article 18 and 

ECHR, Article 9 respectively, and the right to freedom of opinion and expression in ICCPR, 

Article 19 and ECHR, Article 10. 
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manifestation of religious or other belief is itself a form of expression.502 The 

protections afforded to religious personnel, objects and culture in IHL are 

therefore important complementary protections in such situations. In its Gen-

eral Comment on Article 18 ICCPR, the HRC noted that the right to freedom 

of thought operates similarly to the right to freedom of opinion, which is also 

protected ‘unconditionally’.503 As such, there are certain aspects of the right 

to freedom of opinion and expression that cannot be derogated from in situa-

tions of armed conflict. In addition, freedom of expression, access to infor-

mation and public debate have been recognised as important safeguards in 

ensuring that State parties comply with IHRL when resorting to emergency 

powers in derogation of their obligations under international law.504 

 

There are both substantive and procedural requirements that must be fol-

lowed in order for derogating measures to be lawful. The first substantive re-

quirement is that there must exist a serious public emergency that threatens 

‘the life of the nation’.505 Such an emergency must be a reality or about to 

happen; derogating measures cannot be introduced to address a hypothetical 

or remote emergency.506 Both the ECHR and ACHR explicitly recognise the 

situation of ‘war’ as such an emergency,507 and the drafting history of the IC-

CPR indicates that situations of armed conflict can constitute a threat to the 

life of the nation.508 Similarly, the ECHR has recognised attempted military 

coups as constituting a public emergency threatening the life of the nation.509 

 

 
502 HRC, General Comment No. 22, ‘Article 18 (Freedom of Thought, Conscience and Reli-

gion)’, UN Doc. CCPR/C/21/Rev.1/Add.4, 30 July 1993, para. 4 (‘HRC, General Comment 

No. 22, 1993’). 
503 Ibid., para. 3. 
504 HRC, Statement on derogations from the Covenant in connection with the COVID-19 pan-

demic, UN Doc. CCPR/C/128/2, 24 April 2020, para. 2(f). See further OHCHR, ‘Emergency 

Measures and Covid-19: Guidance’, Newsletter, 27 April 2020, <https://www.ohchr.org/Doc-

uments/Events/EmergencyMeasures_COVID19.pdf>. 
505 See further ECtHR, A. and Others v. The United Kingdom, Application no. 3455/05, Grand 

Chamber Judgment, 19 February 2009; ECtHR, Lawless v. Ireland (No. 3), Application 

no.332/57, Judgment, 1 July 1961, para. 28 (‘ECtHR, Lawless v. Ireland (No. 3), 1961’); and 

European Commission of Human Rights, Denmark, Norway, Sweden, Netherlands v. Greece 

(‘The Greek Case’), Application nos. 3321/67, 3322/67, 3323/67 and 3324/67, Report of the 

Sub-Commission, Volume 1, Part 1, 5 November 1969. 
506 ECtHR, Lawless v. Ireland (No. 3), 1961, para. 28. 
507 See further 2020 Commentary to GCIII, Common Article 2, paras. 234-249 on the differ-

ence between ‘declared war’ and ‘armed conflict’. See also Andrew Clapham, War (Oxford, 

Oxford University Press, 2021) (‘Clapham, War, 2021’). ACHR, Article 27(1) is worded 

slightly differently from the ICCPR and ECHR providing ‘in times of war, public danger, or 

other emergency that threatens the independence of security of a State Party’. 
508 Yoram Dinstein, The Law of Belligerent Occupation (2nd ed., Cambridge, Cambridge Uni-

versity Press, 2019), 81-82 (‘Dinstein, The Law of Belligerent Occupation, 2019’). 
509 ECtHR, Mehmet Hasan Altan v. Turkey, 2018, para. 93. 
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The measures introduced must limit the right only to the extent strictly re-

quired. This has been interpreted as incorporating a proportionality require-

ment in determining the validity of the derogating measures.510 The measures 

must be tailored to address the exigencies of the emergency situation.511 As 

such, whilst derogating measures to the right to freedom of expression may 

be warranted in some emergencies, it will not always be the case that it is 

necessary to derogate from the right in a public emergency. For example, no 

derogation to the right to freedom of expression has been entered in relation 

to the armed conflicts in Ukraine, Myanmar, Iraq or Syria, all conflicts from 

which this thesis draws multiple examples. The ECtHR has also stated that 

freedom of political debate is at ‘the very core of the concept of democratic 

society’ and held that even in states of emergency, all efforts should be made 

to protect the democratic order and safeguard democratic values.512 

 

As noted above, the HRC has stated that no limitation, exception or re-

striction can be placed on the right to freedom of opinion. The HRC has also 

noted that no declaration of a state of emergency under Article 4(1) ICCPR 

may be invoked to justify a State party engaging in propaganda for war or in 

advocacy of national, racial or religious hatred that would constitute incite-

ment to discrimination, hostility or violence contrary to Article 20 ICCPR.513 

This is an important limitation on measures that States can take in situations 

of armed conflict. 514 

 

The derogating measures must be consistent with other obligations under in-

ternational law. This is significant in the situation of armed conflicts, for 

which IHL provides further obligations to specific individuals to respect and 

protect.515 As such, derogating measures must be consistent with the obliga-

tions under IHL. This would include the protection of religious and cultural 

forms of expression found under this body of law and the obligations consid-

ered in further detail in the subsequent Chapters. However, not all treaties 

recognising the right to freedom of expression permit derogations, such as 

the CRC and CEDAW. Any derogating measures would still need to ensure 

compliance with these provisions. 

 

 
510 HRC, General Comment No. 29, paras. 4-6. See further Joseph and Castan, ICCPR Com-

mentary, 2013, 911, para. 26.56.  
511 IACHR, Habeous corpus in Emergency Situations, Advisory Opinion 1987, para. 22. See 

further paras. 38-39. 
512 ECtHR, Dareskizb Ltd v. Armenia, 2021, para. 77. 
513 HRC, General Comment No. 29, 2001, para. 13(e). 
514 See further Chapter 6.1, and 10. 
515 HRC General Comment No. 29, para. 9. 
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Based on the above, it can be concluded that the derogating measures must 

not annihilate the substance of the right to freedom of expression.516 In addi-

tion, the derogating measures must not involve discrimination on the 

grounds enumerated in the provisions.517 This also provides further protec-

tion to ensure that the measures introduced restricting the right to freedom of 

expression are not used to silence and thus discriminate against particular 

groups. 

 

In addition to the substantive requirements, the state of emergency must be 

officially proclaimed,518 and the relevant body set out in the treaty must be 

immediately informed of the provisions derogated and measures taken, the 

reasons for the measures and when the measures will cease.519 Such infor-

mation should be provided without delay.520 Derogating measures must be 

time limited and be terminated when the emergency has come to an end.521 

These requirements combined with the supervisory role of the human rights 

courts and bodies established under these treaties ensure oversight so that 

emergency measures are not abused to avoid, weaken or violate human 

rights.522 

 

The case of Dareskizb Ltd v. Armenia  (2021) is an illustrative example of 

the growing practice of States imposing extreme restrictions on freedom of 

expression in emergencies.523 Following protests related to the presidential 

 
516 HRC, General Comment No. 34, 2011, para. 21. See also ECtHR, Kavala v. Turkey, Ap-

plication no. 28749/18, Judgment, 10 December 2019, para. 158 (‘ECtHR, Kavala v. Turkey, 

2019’) holding that measures taken against an individual were not strictly required by the stri-

gencies of the emergency and to conclude otherwise would defeat the purpose of the protec-

tion afforded under Article 5(1)(c) ECHR, a derogable right. 
517 Note Article 15 ECHR does not include this requirement, but does include the requirement 

that derogating measures must not be inconsistent with other obligations under international 

law. 
518 See further ECtHR, Brannigan and McBride v. the United Kingdom, Application nos. 

14553/89 and 14554/89, Judgment, 25 May 1993 (‘ECtHR, Brannigan and McBride v. the 

United Kingdom, 1993’). 
519 Namely, the Secretary General of the OAS (Article 27(3) ACHR), the Secretary General of 

the Council of Europe (ECHR, Article 15(3)) and the Secretary-General of the UN (ICCPR, 

Article 4(3)). 
520 ECtHR, Lawless v. Ireland (No. 3), 1961. See further ECtHR, Ireland v. The United King-

dom, Application no. 5310/71, Judgment, 18 January 1978, and ECtHR, Brannigan and 

McBride v. the United Kingdom, 1993. 
521 HRC, General Comment No. 5, para. 3 and HRC, General Comment No. 29, 2001, paras. 1 

and 2. 
522 IACHR, Habeous corpus in Emergency Situations, Advisory Opinion 1987, paras. 20-21. 
523 ECtHR, Dareskizb Ltd v. Armenia, 2021. See further example of practice in Kazakhstan 

following protests in January 2022, Katia Putin, ‘Kazakhstan shut down its internet. These 
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election results in 2008, the incumbent President adopted a degree declaring 

a national state of emergency.524 This included a provision that mass media 

outlets ‘can provide information on State and internal affairs exclusively 

within the perimeters of official information provided by State bodies’.525 A 

couple of days later, the applicant company was prevented from printing 

copies of its newspapers by national security officers. No reasons were 

given.526 The incumbent President subsequently issued an amendment to the 

decree that included a ban on ‘publication or dissemination by mass media 

outlets of obviously false or destabilising information on State and internal 

issues’, amongst other things.527 Further efforts by the applicant company to 

print its newspaper were again prohibited with no reasons given.528 The ap-

plicant’s claims in the domestic courts were rejected or dismissed. Armenia 

had submitted a notice of derogation and declarations relating to the material 

time.529 

 

The ECtHR held that whilst the formal notification requirements had been 

satisfied and recognising that the situation was a serious public order situa-

tion,530 the Government had failed to demonstrate and to support with evi-

dence the assertion that there was a public emergency ‘threatening the life of 

the nation’.531 The substantive requirements for derogation were therefore not 

fulfilled.532 The Court went on to determine whether the measures met the re-

quirements of lawful limitations  under Article 10(2) ECHR. Based on the 

materials in the case, the Court considered that the only reason for prohibit-

ing the publication of the paper was the fact that the applicant company was 

an opposition paper known to publish material critical of the authorities. As 

such, the effect was only to stifle political debate and silence dissenting 

 
programmers opened a backdoor’, Coda Story, 27 January 2022, <https://www.codas-

tory.com/authoritarian-tech/kazakhstan-shut-down-its-internet-these-programmers-opened-a-

backdoor/>. See further Chapter 9. 
524 ECtHR, Dareskizb Ltd v. Armenia, 2021, paras. 5-12. 
525 Ibid., para. 11. 
526 Ibid., para. 12. 
527 Ibid., para. 14. 
528 Ibid., para. 15. 
529 Ibid., paras. 45-48. 
530 Ibid., paras. 55 and 62. 
531 Ibid., paras. 62-63. 
532 See ECtHR, Mushegh Saghatelyan v. Armenia, Application no. 23086/08, Judgment, 20 

September 2018. See also ECtHR, Myasnik Malkhasyan v. Armenia, Application no. 

49020/08, Judgment 15 October 2020. 
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opinions, which went against ‘the very purpose of Article 10’ and was there-

fore unnecessary in a democratic society and a violation of the right to free-

dom of expression.533 

 

State practice shows that declarations suspending the right to freedom of ex-

pression are not common.534 For example, in the context of Ukraine, where 

derogating measures were introduced in 2015 due to the situation of armed 

conflict, no derogation was made from Article 10 ECHR or Article 19 IC-

CPR.535 Turkey did, however, derogate from Article 10 ECHR  and Article 

19 ICCPR following the attempted coup in 2016.536 Cases before human 

rights courts and bodies indicate that States are more likely to rely on limit-

ing measures introduced under the provisions establishing the right to free-

dom of expression than to make declarations of derogations in extreme 

emergency situations.537 Practice also indicates that States do not routinely 

derogate from human rights obligations in relation to their exercise of juris-

diction extraterritorially in international armed conflicts or in relation to situ-

ations of occupation.538 Milanovic, however, notes that this is possible in 

principle.539 As the ECtHR noted in Hassan v. UK (2014), the lack of a for-

mal derogation does not prevent the context and provisions of IHL from be-

ing taken into account when interpreting IHRL where this is argued in indi-

vidual claims.540 

 
533 At ECtHR, Dareskizb Ltd v. Armenia, 2021, paras. 78-79, the Court noted other cases in 

which it had already determined excessive use of force had been used by the police in re-

sponse to the protests. 
534 Martin Scheinin, ‘Limits to freedom of expression: lessons learned from counter-terror-

ism’, in Tarlach McGonagle and Yvonne Donders, The United Nations and Freedom of Ex-

pression and Information (Cambridge, Cambridge University Press, 2015), 429 (‘Martin 

Scheinin, ‘Limits to freedom of expression: lessons learned from counter-terrorism’, 2015’). 
535 See Marko Milanovic, ‘Ukraine Derogates from the ICCPR and the ECHR, Files Fourth 

Interstate Application against Russia’, EJIL: Talk!, 5 October 2015, 

<https://www.ejiltalk.org/ukraine-derogates-from-the-iccpr-and-the-echr-files-fourth-inter-

state-application-against-russia/>. 
536 UN, Turkey: Notification under Article 4(3), UN Doc. C.N.580.2016.TREATIES-IV.4 

(Depositary Notification), 21 July 2016. See further Martin Scheinin, ‘Turkey’s Derogation 

from the ECHR – What to Expect?’, EJIL: Talk!, 27 July 2016, <https://www.ejiltalk.org/tur-

keys-derogation-from-the-echr-what-to-expect/>. In Council of Europe, ‘Information Note 

Regarding the Decree Law No. 701 of 8 July 2018 on Certain Measures to be taken under the 

State of Emergency’, 8 July 2018, Turkey stated that ‘a television channel, 12 associations 

and three newspapers which had connection to terrorist organisations and had operational ac-

tivities of financing these organisations have been closed down’. 
537 Joseph and Castan, ICCPR Commentary, 2013, para. 26.52, 910. 
538 ECtHR, Hassan v. the United Kingdom, 2014, paras. 41-42. 
539 Marko Milanovic, ‘Extraterritorial Derogations from Human Rights Treaties in Armed 

Conflict’, in Nehal Bhuta, The Frontiers of Human Rights (Oxford, Oxford University Press, 

2016), 55-88 and 101. 
540 ECtHR, Hassan v. the United Kingdom, 2014, paras.103 and 107. 



102 

2.10 Derogations under Article 5 GCIV 

 

The operation of Article 5 GCIV entitled ‘derogations’ is important to note 

in the protection of persons under IHL. No similar provision is included in 

any of the other Geneva Conventions of 1949 or provisions applicable in NI-

ACs. Article 5 GCIV provides that individual protected persons shall not be 

entitled to exercise ‘rights and privileges under the present Convention as 

would, if exercised in the favour of such individual person, be prejudicial to 

the security of such State’. Further to Article 5(1) GCIV, this applies where 

the State party to the conflict is satisfied that an individual protected person 

in the territory is definitely suspected of or engaged in activities hostile to 

the security of the State. Article 5(2) provides that this applies in situations 

of occupation where absolute military security so requires to individual pro-

tected persons detained as a spy or saboteur or to a person under definite sus-

picion of activity hostile to the security of the Occupying Power. 

 

This has a clear connection with the exercise of freedom of expression, as 

the Commentary to Article 5 GCIV notes that activities prejudicial or hostile 

to the security of the State ‘cannot refer to a political attitude towards the 

State, so long as that attitude is not translated into action’.541 This encapsu-

lates exercises of freedom of expression that would not justify derogations to 

rights contained in GCIV. In the drafting of this provision, it was noted that 

‘the population could naturally be expected to do everything in its power to 

embarrass the invading forces’, conduct that also often involves the exercise 

of freedom of expression but that the provision was not aimed at address-

ing.542 The Commentary to GCIV notes that the ‘action’ anticipated in Arti-

cle 5(1) GCIV is ‘probably above all espionage, sabotage and intelligence 

with the enemy Government or enemy nationals’.543 The ICTY commented 

that such activities will in most cases be subject to criminal punishment un-

der national law and involve direct harm to the adversary rather than merely 

granting support to the forces of the party with which the civilian is 

aligned.544 

 
541 Jean S. Pictet (general editorship), Commentary IV Geneva Convention Relative to the 

Protection of Civilian Persons in Time of War (Geneva, International Committee of the Red 

Cross, 1958), Article 5, 56 (‘Pictet Commentary to GCIV, 1958’). 
542 Final Record, vol II-A, at 797 quoted in Anne-Laurence Graf-Brugère, ‘The Derogation 

Clause’ in Andrew Clapham, Paola Gaeta and Marco Sassòli (eds.), The 1949 Geneva Con-

ventions: A Commentary (Oxford, Oxford University Press, 2015), 1123-1132, 1130 (‘Graf-

Brugère, ‘The Derogation Clause’, 2015’). 
543 Pictet Commentary to GCIV, 1958, Article 5, 56. See further Graf-Brugère, ‘The Deroga-

tion Clause’, 2015, 1126-1127. 
544 ICTY, Prosecutor v. Mucić et al. (Čelebići Camp), Case No. IT-96-21, Trial Chamber 

Judgment, 16 November 1998, para. 567. See also ICTY, Prosecutor v. Dario Kordić and 
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It is clear that this derogation clause is very different from derogations to 

rights permitted under IHRL. It only relates to specific individuals for the 

specified acts included in the provision, rather than to the whole or parts of 

the population under the jurisdiction of the State.545 Similar to IHRL deroga-

tions, substantive requirements are included, requiring a high standard of 

emergency to be invoked, namely absolute military security in situations of 

occupation.546 Article 5(3) also includes a temporal aspect of necessity simi-

lar to IHRL, as full rights granted under GCIV should be granted at the earli-

est date. This reflects that derogations are not punishment of the individual 

for engaging in hostile activity but a means for the party to the conflict to 

protect themselves against such subversive activities.547 Article 5(3) GCIV 

provides that the rights to a fair trial and humane treatment under IHL are 

non-derogable in any circumstances. In situations of occupation, derogations 

are further restricted to rights of communication. The Commentary notes that 

the rights referred to in Article 5 are:  

 

the right to correspond, the right to receive individual or collective re-

lief, the right to spiritual assistance from ministers of their faith and the 

right to receive visits from representatives of the Protecting Power and 

the International Committee of the Red Cross.548  

 

As the provisions relating to communication do permit some flexibility in 

their implementation, comparable to limitations to rights under IHRL,549 this 

derogating provision operates similarly to the exceptional limitations antici-

pated under IHRL. The right to correspond under GCIV is considered further 

in Chapter 8. 

 

 

 

 
Mario Čerkez (Lašva Valley), Case No. IT-95-14/2-T, Trial Chamber Judgment, 26 February 

2001, para. 280. 
545 Graf-Brugère, ‘The Derogation Clause’, 2015, 1124. 
546 Ibid., 1130. 
547 Ibid., 1129. 
548 Pictet Commentary to GCIV, 1958, Article 5, 56. See further Graf-Brugère, ‘The Deroga-

tion Clause’, 2015, on the right of periodical reassessment by an independent and impartial 

body of the decision of internment or placing in assigned residence under Article 43 GC IV 

being a non-derogable right. 
549 Pictet Commentary to GCIV, 1958, Article 5, 52. 
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2.11 Conclusions 

 

This Chapter set out some of the essential parameters in determining the re-

lationship between IHRL and IHL regarding the exercise of freedom of ex-

pression in armed conflict. These observations shape and underline the find-

ings in subsequent Chapters. First and foremost is that the right established 

under IHRL continues to apply in armed conflict and that reference to the 

protections and requirements under IHL can aid in understanding whether or 

not there has been an unlawful interference with the right to freedom of ex-

pression in the conflict setting. Likewise, in determining the meaning of IHL 

terms, reliance has been placed on the interpretations of IHRL bodies.550 

Against this, however, must be noted the requirement that the special mean-

ings assigned to terms such as ‘protected person’ under IHL be included.551 

 

Whilst IHL can be described as establishing legal rights of individuals in that 

the norms protect an interest by imposing a duty, a significant difference be-

tween IHL and IHRL is the ability to secure or enforce this right and access 

redress for violations. This has resulted in a growing practice of individuals 

seeking redress for violations of their rights under IHL through human rights 

mechanisms. To do so, however, the issue must be reframed as a violation of 

IHRL and does not necessarily involve determination of violations of IHL. 

 

Which body of law is taken as the starting point for the analysis of the rela-

tionship between the two bodies, the jurisdiction and traditions of the body 

undertaking this process and the parties to the dispute will impact how the 

analysis is undertaken. However, there is an emphasis on convergence in the 

treaty provisions and by international and regional bodies that have consid-

ered the co-application of these two fields of law. That said, the foundational 

differences between IHRL and IHL do impact how the two bodies of law are 

formulated and what they address, which is important to consider. 

 

In interpreting the terms under these bodies of law, the approach set out in 

Article 31 VCLT should be utilised. Article 31(3)(c) is used as an interpre-

tive tool to understand terms used in treaty texts and customary international 

law rules in relation to both IHRL and IHL. Where this interpretive method 

does not accommodate, reference to the norm conflict function of the princi-

ple of lex specialis may assist, meaning the more specific norm shall apply 

to the extent of the specific or special norm. 

 
550 See, for example, ICTY, Prosecutor v. Kunarac et al., Case Nos. IT-96-23-T and IT-96-

23/1-T, Trial Chamber Judgment, 22 February 2001, para. 467 (‘ICTY, Prosecutor v. Kuna-

rac et al., Trial Chamber Judgment, 2001’). See also Sandoz et al., Commentary to the APs, 

1987, Article 75, 875, para. 3005. 
551 VCLT, Article 31(4). 
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As a right under IHRL, freedom of expression applies to all individuals, 

whereas the provisions under IHL requiring respect and protection of indi-

viduals are limited in scope to defined groups. As such, most of the obliga-

tions under IHL that provide complementary protection to the right to free-

dom of expression will not apply to some individuals. The most notable ex-

ception is the right of members of the armed forces, which IHRL already 

recognises can be limited more than the right of members of the civilian pop-

ulation. The right of fighters of non-State armed parties to NIACs is also rel-

evant here and cannot be limited to such an extent that it unlawfully inter-

feres with the societal dimension of the right to freedom of expression. The 

bottom line that measures of derogation cannot extinguish the content of the 

right is a further bolster in this. The non-military, political elements of the 

non-State armed party may in some instances have the capacity to submit 

claims on interferences with the right to freedom of expression on behalf of 

the group and/or individual members. That said, the right should be exer-

cised with regard to the special ‘duties and responsibilities’ it carries, and 

thus an important balance is required. The protection of objects under IHL 

also brings interesting nuances to the protection of means of expression in 

armed conflict. 

 

Similar to the differences in personal scope of application between IHRL 

and IHL, some obligations under IHL may apply in places where IHRL does 

not due to the territorial limitations of IHRL. Whilst establishing a jurisdic-

tional link may be difficult to establish in relation to extraterritorial actions 

that impact the exercise of freedom of expression, reference to the concur-

rent application of IHL has been used in IHRL judgments as a means of es-

tablishing this link. The explicit reference to freedom of expression as a right 

‘regardless of frontiers’ is also noteworthy in this. 

 

Finally, the operation of limitations  and derogations is an essential feature 

of the exercise of this right during armed conflict. These measures are an im-

portant tool for States in addressing the threats arising from armed conflict 

through the exercise of freedom of expression. However, to be lawful, such 

limitations must be prescribed by law, serve a legitimate aim established 

within the treaty as a ground for limiting the right, and be necessary and pro-

portionate to achieve the aim.  

 

IHL may provide a legal basis as ‘prescribing’ the need for limitations. Situ-

ations of armed conflict are by default a concern of the security of the nation, 

and depending on the threat to be addressed, limitation may also be justified 

based on public order or the protection of the rights of others. However, ex-

treme care must be taken in limiting the exercise of rights based on national 

security and public order, and the State must demonstrate the precise nature 
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of the threat and risk of harm posed by the exercise of freedom of expres-

sion. The requirements of necessity and proportionality are also essential and 

open to abuse, as the case of Dareskizb Ltd v. Armenia (2021) highlights. 

The recognition in the IHRL jurisprudence that criminal punishment should 

be reserved for only the most serious of cases is noteworthy in the context of 

armed conflict.  

 

Derogations are often discussed, but State practice shows little used in rela-

tion to the exercise of freedom of expression in armed conflict. This is po-

tentially indicative that many of the common threats and harms resulting 

from freedom of expression in armed conflict do not strictly require derogat-

ing measures to be introduced and can be addressed through limitations. 

There is a critical balance in this, as freedom of expression has been recog-

nised as an important safeguard of accountability and compliance of State 

actions in emergency situations. However, as the case of Dareskizb Ltd v. 

Armenia (2021) highlights and as discussed further in Chapter 9, practice in 

this area is changing to include greater and more extreme measures interfer-

ing with the right to freedom of expression in emergency situations. The re-

quirements that derogating measures should not conflict with other obliga-

tions under international law and not amount to discrimination are very im-

portant in situations of armed conflict, where IHL includes further obliga-

tions relating to the exercise of the right. It is also significant in light of the 

growing understanding of how restrictions on the right to freedom of expres-

sion can disproportionally affect different groups within society.552 The 

recognition by human rights monitoring bodies and courts that the right to 

freedom of opinion cannot be derogated from in situations of armed conflict 

is critical as well. 

 

As a final point, it is important to note that derogations under Article 5 

GCIV are not the same as derogations under IHRL. Article 5 GCIV applies 

only to specific individuals protected under GCIV, only in relation to spe-

cific acts, and only to rights and privileges contained in that treaty. There is, 

however, a connection to the exercise of freedom of expression through acts 

of espionage, as explored in Chapter 6.5, and rights and privileges under 

GCIV cannot be derogated for individuals based on their ‘political attitude’ 

only. Nonetheless, there are similarities to the operation of derogations under 

IHRL  in terms of procedural and substantive requirements requiring an 

emergency situation, necessity and temporal limitations, and certain non-

derogable norms.  

 

 
552 See further IACHR, ‘Standards for a Free, Open, and Inclusive Internet’, 2017, and 

IACHR, ‘Women Journalists and Freedom of Expression’, 2018. 



107 

3 The obligations connected to freedom of 

expression in armed conflict 

  

‘Alice holding ‘DRINK ME’ bottle’, illustration drawn by John Tenniel in Alice’s Adventures 

in Wonderland by Lewis Carroll, 1865, 10 
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Having set out who is entitled to the right to freedom of expression and 

where obligations relating to the realisation of that right arise, the question 

turns to what those obligations are and to whom they apply. This naturally 

also leads to the consideration of when responsibility for violations of those 

obligations arises. As IHL also includes obligations that regulate the exercise 

of freedom of expression in armed conflict, it will also be necessary to con-

sider the same questions relating to obligations under this body of law. Alt-

hough the language of the obligations under the two bodies of law mirrors 

each other nearly exactly, they are not the same. The analysis in this Chapter 

reveals an overlooked but important dynamic in the exercise of the right to 

freedom of expression and the obligations to respect and ensure respect for 

IHL. It also demonstrates nuances and differences in the obligations to pro-

tect under the respective bodies of law that impact the exercise of the right in 

conflicts. 

3.1 Obligations under international human rights law 

3.1.1 The obligations of the State to respect, protect and fulfil 

the right 

 

The obligations contained in human rights treaties are expressly addressed to 

State parties. These obligations are included in the early provisions of the 

treaties and set out in general terms as the obligations to ‘respect’ and to ‘en-

sure’ or ‘secure’.553 The specific requirements pertaining to the right to free-

dom of expression have been developed through State practice and human 

rights monitoring bodies and courts.554 

 

The obligation to respect the right to freedom of expression is a negative ob-

ligation under which States are required not to violate the right.555 Many 

cases relating to freedom of expression do not question whether there has 

been an interference with the right but whether it was a lawful interference. 

 
553 ICCPR, Article 2(1); ECHR, Article 1; ACHR, Article 1; ACHPR, Article 1. It is worth 

observing the Article 1 ECHR is phrased differently from the other human rights treaties re-

quiring States to ‘secure’ the rights and freedoms set out in the ECHR. In practice, this has 

been interpreted as the obligation to respect and including both negative and positive dimen-

sions. See further Schabas, ECHR Commentary, 2015, 88-92. 
554 Nowak, CCPR Commentary, 2005, 37. 
555 See Chapter 3.4.1. 
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Interference with the right to freedom of expression by the State is not un-

lawful if it is in line with the requirements set out in the second paragraph of 

the treaty provision that enables limitations to the right.556 

 

The obligation to ensure or secure the right to freedom of expression is a 

positive obligation.557 As part of this, Article 2 ICCPR, Article 2 ACHR and 

Article 1 ACHPR set out the obligation of States to establish domestic legis-

lative or other measures necessary to give effect to the rights contained, 

where this has not already been done.558 

 

In addition, this obligation requires States to take measures to ensure that 

third parties do not interfere with the exercise of the right, otherwise phrased 

as the obligation to protect.559 This includes interference with the right to 

freedom of expression by other parties in an armed conflict. The context of 

the armed conflict may require States to do more in relation to their obliga-

tions under IHRL. For example, further measures may be needed to ensure 

protection against acts by the other parties to the conflict, whether physical 

interference or harm or actions that prevent individuals from exercising their 

right to freedom of expression through damage to communications infra-

structure. 

 

The obligation to protect also requires States to take procedural steps in en-

suring protection of the right, including carrying out adequate investigations 

of violations of an individual’s rights based on their exercise of the right to 

freedom of expression.560 If the impairment of the right to freedom of expres-

sion in turn violates other rights, such as the right to personal freedom, hu-

mane integrity or life or the prohibition of discrimination, criminal investiga-

tion may be a suitable remedy to address the interference. Otherwise, other 

 
556 ICCPR, Article 19(3); ECHR, Article 10(2); ACHR, Article 13(2). See further Chapters 

2.8 and 2.9. 
557 On jurisdictional scope see Chapter 2.6. 
558 Nowak, CCPR Commentary, 2005, 28. See also ACHPR, Article 1. See further ACHR, 

Article 2. In IACtHR, Case of Claude-Reyes et al. v. Chile, Merits, Reparations and Costs, 

Judgment of September 19, 2006, Series C No. 151, para. 64, (‘IACtHR, Claude-Reyes et al. 

v. Chile, 2006’) the IACtHR explained that Article 2 ACHR requires the ‘elimination of any 

type of norm or practice that results in a violation of the guarantees established in the Conven-

tion, as well as the issue of norms and the implementation of practices leading to the effective 

observance of these guarantees’. 
559 HRC, General Comment 31, para. 8; Taylor, ICCPR Commentary, 2020, 59; Nowak, 

CCPR Commentary, 2005, 38. See further David J. Harris et al, Harris, O’Boyle and War-

brick: Law of the European Convention on Human Rights (8th ed., Oxford, Oxford University 

Press, 2018) 24-27. 
560 HRC, General Comment No. 34, 2011, para. 23. 
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measures may be more effective to ensure the protection of the right to free-

dom of expression.561 Examples of situations of abuses of or interference 

with the right to freedom of expression in armed conflict that may warrant 

criminal investigation include targeting protected persons based on the exer-

cise of their right to freedom of expression, such as journalists; hate speech; 

and threats aimed at spreading terror in the civilian population.562 

 

The obligation to ensure or secure human rights also requires States to take 

steps to secure the realisation or ability to exercise these rights, often refer-

enced as the obligation to fulfil or facilitate rights.563 Such steps to secure 

rights include legislative, administrative, budgetary, judicial and other ac-

tions available to the State. Fulfilling this obligation requires a broad range 

of measures on behalf of the State. In relation to the right to freedom of ex-

pression, such measures include facilitating an environment where a plurality 

of ideas can be expressed and shared; introducing and implementing legisla-

tion on the right to access information held by public authorities; ensuring a 

safe working environment for journalists, including respecting media and ed-

itorial independence; promoting media diversity by ensuring access to space 

on distribution platforms and resources for local actors; promoting and intro-

ducing infrastructure to enable universal access to information sources; en-

suring independence of regulatory bodies; safeguarding the role of independ-

ent public service media; and creating appropriate safeguards to protect the 

confidentiality of journalistic sources and material, to name a few.564 There 

are significant cross-overs with rights to education, participation in public 

life, protection of privacy and personal information, and freedoms of associ-

ation, religion and belief in these measures. 

 

It is not always easy to differentiate among the obligations to respect, protect 

and fulfil, but interpreting the obligations flowing from the general provi-

sions in this way has proved useful for identifying the various ways in which 

 
561 IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 300. 
562 See further Chapters 5.1, 6.1 and 6.2. See also Chapter 10.8. 
563 See, for example, HRC, Reyes et al. v. Chile, Communication No. 2627/2015, UN Doc. 

CCPR/C/121/D/2627/2015, 7 November 2017, paras. 7.4-7.5. 
564 See further Schabas, ECHR Commentary, 2015, 453-454. See also HRC General Comment 

No. 34, paras. 15 16, 19, 20 and OSCE, ‘Joint Declaration on Media Independence and Diver-

sity in the Digital Age, 2018’, 2018, adopted by the UN Special Rapporteur on Freedom of 

Opinion and Expression, the OSCE Representative on Freedom of the Media, the OAS Spe-

cial Rapporteur on Freedom of Expression and the AComHPR Special Rapporteur on Free-

dom of Expression and Access to Information in Accra, on 2 May 2018, Principle 1a(i)-(v) 

and Principle 1b(i)-(ix) (‘OSCE, ‘Joint Declaration on Media Independence and Diversity in 

the Digital Age’, 2018’). 
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States can and must discharge their specific obligations.565 What is required 

in relation to a specific right then depends on how that right is formulated.566 

 

These obligations need to be read in light of the requirement that States pro-

vide an effective remedy for violations of human rights.567 The ICCPR is 

structured slightly differently than the regional human rights treaties in this 

regard, as it includes the right to an effective remedy in the same provision 

as the obligation to introduce legislative or other measures to give effect to 

the rights contained in the Covenant.568 In the regional treaties, the right to an 

effective remedy is established later, in separate provisions.569 The obligation 

to establish effective remedies for violations of human rights is applicable to 

all persons subject to the jurisdiction of the State and is not subject to any 

qualifying criteria, such as nationality. It requires States to first establish 

mechanisms within their domestic systems, which are then subject to super-

vision and oversight by international mechanisms.570 In this way, interna-

tional law establishes legal rights that individuals can rely on and enforce. 

States may therefore be found to have violated a substantive right through an 

interference or the procedural element in failing to implement sufficient 

measures to protect the right from unlawful State or third-party interference, 

or through failing to take sufficient measures to investigate or address a vio-

lation of the right. 

3.1.2 Do non-State armed groups have obligations under 

international human rights law? 

 

There has been significant debate in academia and practice as to what, if any, 

obligations non-State parties to armed conflicts have under IHRL.571 This is 

 
565 Frédéric Mégret, ‘Nature of obligations’ in Daniel Moeckli, Sangeeta Shah and Sandesh 

Sivakumaran (eds.), International human rights law (3rd ed., Oxford, Oxford University Press, 

2018), 99. 
566 Nowak, CCPR Commentary, 2005, 37. 
567 See ICCPR, Article 2(3); ECHR, Article 13; ACHR, Article 25. See further Godfrey M. 

Musila, ‘The right to an effective remedy under the African Charter on Human and Peoples’ 

Rights’, African Human Rights Law Journal, Volume 6, No. 2, 2006, 442-464 (‘Musila, ‘The 

right to an effective remedy under the African Charter on Human and Peoples’ Rights’, 

2006’). 
568 ICCPR, Article 2. 
569 ECHR, Articles 1, 3 and 14; ACHR, Articles 1, 2 and 25; ACHPR, Articles 1, 2 and 26. 
570 ICCPR, Article 2(2) and 28-47; ECHR, Articles 13 and 19-51; ACHR, Article 25 and 34-

69; ACHPR, Articles 30-59. 
571 For a summary of arguments, see Andrew Clapham, Human rights obligations of non-

State actors, (Oxford, Oxford University Press, 2006), 281-285 (‘Clapham, Human rights ob-

ligations of non-State actors, 2006’). 
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particularly relevant in the context of armed conflicts where States lose con-

trol over part of their territory to a non-State party to the conflict, resulting in 

serious repercussions for the exercise and protection of human rights, includ-

ing the right to freedom of expression. As will be demonstrated throughout 

this thesis, this is one of the most significant differences between how the 

obligations under IHL are structured in comparison with IHRL and thus sig-

nificantly impacts the obligations of non-State armed actors in armed con-

flict. 

 

The overwhelming majority of provisions under IHRL are addressed directly 

to the State parties to the treaties. By contrast, and as will be discussed be-

low, IHL treaty provisions and customary obligations are addressed to ‘the 

parties to the conflict’.572 There are limited examples where IHRL treaty pro-

visions are addressed to non-State armed groups. For example, Article 4(1) 

of the Optional Protocol to the CRC on the involvement of children in armed 

conflict 2002 provides that ‘armed groups that are distinct from the armed 

forces of a State should not, under any circumstances, recruit or use in hostil-

ities persons under the age of 18 years’.573 The second paragraph of this pro-

vision is addressed directly to State parties and specifies that State parties 

‘shall take all feasible measures to prevent such recruitment and use, includ-

ing the adoption of legal measures necessary to prohibit and criminalize such 

practices’, which highlights that the primary responsibility under IHRL re-

mains with the States. There is a notable difference in wording between the 

obligations, with ‘should’ in the first paragraph and ‘shall’ in the second par-

agraph, implying that the obligation under the second paragraph is stricter 

than that under the first.574 Article 5 of the CRPD provides that the wide-

spread or systematic practice of enforced disappearance constitutes a crime 

against humanity as defined in applicable international law and shall attract 

the consequences provided for under such applicable international law. As 

such, it is not limited to States, and non-State actors can incur international 

criminal responsibility for such a practice in accordance with international 

 
572 See further Jean-Marie Henckaerts and Cornelius Wiesener, ‘Human Rights Obligations of 

Non-State Armed Groups: An Assessment Based on Recent Practice’, in Ezequiel Heffes, 

Marcos D. Kotlik, Manuel J. Ventura International Humanitarian Law and Non-State Actors: 

Debates, Law and Policy (The Hague, Asser Press, 2020), 197-199 (‘Henckaerts and Wie-

sener, ‘Human Rights Obligations of Non-State Armed Groups: An Assessment Based on Re-

cent Practice’, 2020’). See Chapter 3.2.1. 
573 CRC Optional Protocol on the Involvement of Children in Armed Conflict 2000, Article 

4(1). 
574 Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State Armed Groups: An 

Assessment Based on Recent Practice’, 2020, 200 question whether the use of the term 

‘should’ in this provision even establishes an international legal obligation on non-State ac-

tors. Clapham, ‘The Complex Relationship between the Geneva Conventions and Interna-

tional Human Rights Treaties’, 2015, 711, argues that there is a good case that part of the Pro-

tocol applies to directly to all parties to NIACs, including non-State armed actors. 
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criminal law. Article 7(5) of the African Union Convention for the Protec-

tion and Assistance of Internally Displaced Persons in Africa 2009 (‘the 

Kampala Convention’) lists acts that members of armed groups ‘shall be pro-

hibited from’ committing. The provision is not addressed directly to these 

groups but rather relates to an obligation on the State parties to ensure that 

measures are introduced prohibiting the listed acts by members of armed 

groups.575 Interestingly, these three examples are all prohibitions, i.e. nega-

tive obligations that apply directly or indirectly to non-State groups to re-

spect.576 

 

It is generally accepted that non-State armed groups, like all individuals 

within the jurisdiction of the State party to an IHRL treaty, are bound by hu-

man rights obligations by virtue of the State implementing its obligations 

into its domestic law and structures to protect individuals from violations of 

their human rights from private persons or entities.577 This is similar to theo-

ries of how such groups are bound by IHL.578 In this way, non-State armed 

groups are obliged to respect IHRL not directly but only indirectly by virtue 

of the binding nature of domestic law. Only the State is bound directly by 

IHRL and thereby must ensure that IHRL is respected by all those within its 

jurisdiction.579 Whilst this theory is legally sound, in practice securing ‘buy-

in’ from non-State armed groups, particularly groups that openly reject the 

governance of the territorial State or the laws it has passed, is problematic.580 

 
575 See further Kampala Convention 2009, Article 7(4).  
576 See further Fortin, The Accountability of Armed Groups under Human Rights Law, 2017, 

209-239. 
577 HRC, General Comment No 31, 2004, para. 8. See further Doswald-Beck, Human Rights 

in Times of Crisis and Conflict, 2011, 119. 
578 See, for example, Sandesh Sivakumaran, ‘Binding armed opposition groups’, International 

and Comparative Law Quarterly, Volume 55, Issue 2, April 2006, 369-394, 381-393. See also 

Rodenhäuser, ‘The legal protection of persons living under the control of non-State armed 

groups’, 2020, 1012 and 1017. 
579 See further Jann Kleffner, ‘The applicability of the law of armed conflict and human rights 

law to organised armed groups’, 53-54 in Erika de Wet and Jann Kleffner (eds.), Convergence 

and Conflicts of Human Rights and International Humanitarian Law in Military Operations 

(Pretoria, South Africa, Pretoria University Law Press, 2014) for limitations of this theory 

(‘Kleffner, ‘The applicability of the law of armed conflict and human rights law to organised 

armed groups’, 2014’). 
580 Cf. Kleffner, ‘The applicability of the law of armed conflict and human rights law to or-

ganised armed groups’, 2014, 54-55 for limitations of this theory. See, for example, Mikael 

Ekman (ed.), ‘ILAC Rule of Law Assessment Report: Syria 2017’, International Legal Assis-

tance Consortium, <https://www.ilacnet.org/wp-content/uploads/2017/04/Syria2017.pdf> 

(‘ILAC, 2017 Syria Rule of Law Report’) for examples where armed groups reject the domes-

tic law of the territorial State and apply alternative legal sources in the context of the armed 

conflicts waged in Syria. See further René Provost, Rebel Courts – The Administration of Jus-

tice by Armed Insurgents (Oxford, Oxford University Press, 2021) (‘Provost, Rebel Courts, 
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It is also limited to respect for the rights of others and does not address is-

sues relating to the protection or fulfilment of human rights, which can be 

significant in areas where the territorial State no longer exercises effective 

control.581 As such, the positive obligations under IHRL differ in situations 

where the territorial State is unable to fully implement its obligations to pro-

tect and facilitate the rights of individuals in areas under the control of a 

non-State party to an armed conflict.582 

 

A number of academics consider that non-State armed groups exercising 

governmental functions in territory under their control are bound directly by 

IHRL.583 There are also examples where domestic courts have held that non-

State armed groups are responsible for violations of domestic law imple-

menting IHRL. For example, the UK Supreme Court held that a member of a 

non-State armed group could be responsible as a ‘public official or other per-

son acting in an official capacity’ under domestic legislation implementing 

Article 1 CAT where the person was acting in an official capacity on behalf 

of an entity exercising governmental control over a civilian population in a 

territory over which it exercises de facto control for the purposes of the defi-

nition of torture.584 In its decision, the Court emphasised that the exercise of 

 
2021’) and Annyssa Bellal and Ezequiel Heffes, ‘“Yes, I Do”: Binding Armed Non-State Ac-

tors to IHL and Human Rights Norms Through Their Consent’, Human Rights & Interna-

tional Legal Discourse, Volume 12, Number 1, 2018, 120-136. 
581 See further Rodenhäuser, ‘The legal protection of persons living under the control of non-

State armed groups’, 2020, 1017. 
582 See further Fortin, The Accountability of Armed Groups under Human Rights Law, 2017, 

35-68.  
583 See, for example, Darragh Murray, Human Rights Obligations of Non-State Armed Groups 

(London, Bloomsbury Publishing, 2016) (‘D. Murray, Human Rights Obligations of Non-

State Armed Groups, 2016’) and Fortin, The Accountability of Armed Groups under Human 

Rights Law, 2017. See also Tilman Rodenhäuser, Organizing Rebellion: Non-State Armed 

Groups under International Humanitarian Law, Human Rights Law, and International Crimi-

nal Law (Oxford, Oxford University Press, 2018), 164–169 and 185–187 (‘Rodenhäuser, Or-

ganizing Rebellion, 2018’); Anthony Cullen and Steven Wheatley, ‘The Human Rights of In-

dividuals in De Facto Regimes under the European Convention on Human Rights’, Human 

Rights Law Review, Volume 13, Issue 4, December 2013, 691–728; Jochen A. Frowein, ‘De 

Facto Regime’, March 2013, in Rüdiger Wolfrum (ed.), Max Planck Encyclopaedia of Public 

International Law (online edition) (Oxford, Oxford University Press, 2015); and Christian 

Tomuschat, ‘The Applicability of Human Rights Law to Insurgent Movements’ in Horst 

Fischer et al. (eds), Krisensicherung und Humanitärer Schutz—Crisis Management and Hu-

manitarian Protection: Festschrift für Dieter Fleck (Berlin, Berliner Wissenschafts-Verlag, 

2004), 573–591, at 586. See also UN OHCHR, ‘Joint Statement by Independent United Na-

tions Human Rights Experts on Human Rights Responsibilities of Armed non-State Actors’, 

Press release, 25 February 2021, <https://www.ohchr.org/en/press-releases/2021/02/joint-

statement-independent-united-nations-human-rights-experts-human-rights>. 
584 UK Supreme Court, R v. Reeves Taylor (Appellant) [2019] UKSC 51, [2021] AC 349, 

[2019] 3 WLR 1073, [2020] 3 All ER 177, 13 November 2019 (‘UK Supreme Court, R v. 

Reeves Taylor (Appellant), 2019’). Lord Reed entered a dissenting opinion to the majority 
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governmental functions is a core requirement, which is distinguished from 

purely military activity.585 Factors indicating such a level of control would be 

determined on a case-by-case basis, taking into account the reality of the sit-

uation on the ground which may make administration difficult or subject to 

different views, the organisation in question, the degree of organisation and 

control over an area,586 and the type of functions that a government or gov-

ernmental organisation would exercise.587 The fact that the situation is tem-

porary and unlikely to be permanent or that the central government continues 

to exist would not prevent an organisation from acting as a de facto govern-

mental authority.588 

 

Such reasoning is consistent with other findings that States can be responsi-

ble for the de facto exercise of governmental authority by non-State bodies 

that interfere with rights of individuals.589 However, as Clapham highlights, 

it is rare for non-State armed groups to exercise such functions, at least to 

their full extent.590 As such, very few situations would fit this standard.591 

 
judgment that the core idea of the terms used in Article 1(1) CAT was that the person should 

be acting on behalf of the state, see further paras. 82-99. 
585 Ibid., para. 77. 
586 Ibid., para. 80, the judgment noted the difference between military control and administra-

tive control in this regard. 
587 Ibid., para. 79. 
588 Ibid. 
589 See further Fortin, The Accountability of Armed Groups under Human Rights Law, 2017, 

248-254 and 268-271, referencing examples of ECtHR, Cyprus v. Turkey, 2001 and UN Com-

mittee Against Torture, Elmi v. Australia, Communication No. 120/1998, UN Doc 

CAT/C/22/D/120/1998, 14 May 1999. See, however, Fortin 219-221 for a comparison on sub-

sequent individual communications. See also ILC, ‘Draft Articles on Responsibility of States 

for Internationally Wrongful Acts’, November 2001, Supplement No. 10, UN Doc. A/56/10, 

chp.IV.E.1, Article 9, and Rodenhäuser, ‘The legal protection of persons living under the con-

trol of non-State armed groups’, 2020, 1013-1014. Some of the implications of this have been 

explored in relation to courts established by the group has been considered. See further Prov-

ost, Rebel Courts, 2021; Sandesh Sivakumaran, ‘Courts of Armed Opposition Groups: Fair 

Trials or Summary Justice?’, Journal of International Criminal Justice, Volume 7, Issue 3, 

2009, 489-513; and Ezequiet Heffes, ‘The establishment of courts by armed groups: what is 

the legal basis?’, Humanitarian Law & Policy, 11 October 2016, <https://blogs.icrc.org/law-

and-policy/2016/10/11/courts-armed-groups-legal-basis/>. For the current analysis, as the law 

stands whether measures introduced by a non-State armed group exercising de facto authority 

could be considered as ‘prescribed by law’ or otherwise introduce limitations on the right to 

freedom of expression of individuals within areas under their control would still turn on 

whether the State would be responsible for the interference, as it is not currently possible for 

claims to be brought directly against the non-State actor becomes the government either dur-

ing or after the conflict. 
590 Clapham, Human rights obligations of non-State actors, 2006, 284. See also Liesbeth Ze-

gfeld, Accountability of Armed Opposition Groups in International Law (Cambridge, Cam-

bridge University Press, 2002), 152. 
591 Ibid., 283-284. 
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Clapham, whose work is among the most famous in this area, offers a pre-

sumptive theory. He proposes that IHRL should be presumed to apply to 

non-State armed groups when the fighting rises to the threshold level fore-

seen in the treaties and the corresponding customary rules for IHL to ap-

ply.592 Clapham highlights practice of the UN Security Council in support of 

this.593 Whilst the UN Security Council has called out ‘all parties to the con-

flict’ for abuses of human rights and calls on respect for IHRL, this practice 

is by no means consistent and arguably reads more into the meaning of the 

wording agreed as politically expedient than was originally intended.594 In 

the armed conflict in Iraq involving ISIS, for example, the Security Council 

condemned ‘in the strongest terms the continued gross, systematic and wide-

spread abuses of human rights and violations of humanitarian law…carried 

out by ISIL also known as Da’esh’.595 This does not necessarily imply that 

the non-State armed groups had obligations directly under international law 

relating to those human rights, but only that the rights of individuals were in-

fringed by the group.596 The reference to ‘violations’ of IHL rather than 

‘abuses’ supports this, as IHL is directly applicable to non-State armed 

groups party to armed conflicts. In other resolutions relating to the group, the 

Security Council makes clear the differential application of IHRL to parties 

to the conflict, in contrast to IHL. For example, in Resolution 2401 (2018), 

the Security Council calls on all parties to the conflict to comply with obliga-

tions under international law, ‘including international human rights law, as 

applicable, and international humanitarian law’.597 The reference to ‘as appli-

cable’ is an important caveat here, as IHL is directly applicable to all parties 

to the conflict. One implication from this wording could be that IHRL may 

 
592 Ibid. 
593 See further Jessica Burniske, Naz K. Modirzadeh and Dustin A. Lewis, ‘Armed Non-State 

Actors and International Human Rights Law: An Analysis of the Practice of the UN Security 

Council and UN General Assembly’, Harvard School of Law Program on International Law 

and Armed Conflict, 29 June 2017. See also Annyssa Bellal, ‘Human Rights Obligations of 

Armed Non-State Actors: An Exploration of the Practice of the UN Human Rights Council’, 

Academy In-Brief No. 7, Geneva Academy of International Humanitarian Law and Human 

Rights, December 2016. 
594 See also Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State Armed 

Groups: An Assessment Based on Recent Practice’, 2020, 214. 
595 UN Security Council Resolution 2249 (2015), UN Doc. S/RES/2249 (2015), 20 November 

2015, para. 3. See also UN Security Council Resolution 2379 (2017), UN Doc. S/RES/2379 

(2017), 21 September 2017, para. 1 which also refers to ‘violations and abuses of international 

human rights law’, as well as ‘violations of international humanitarian law’. 
596 For discussion on difference in language between ‘abuses’ and ‘violations’ see Rodenhäu-

ser, Organizing Rebellion, 2018, 157. 
597 UN Security Council Resolution 2401 (2018), UN Doc. S/RES/2401 (2018), 24 February 

2018, para. 8. 
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not be applicable to all parties to the conflict or not applicable to the same 

extent or the same way.598  

 

It is understood in other contexts that other types of non-State actors are re-

quired to respect human rights. For example, in the context of business oper-

ations, it is now recognised that businesses should respect human rights. In 

the context of freedom of expression, international experts have also noted 

the impact of private actors such as internet service providers, other web ser-

vice providers, journalists and media outlets in the respect of this right.599 

The exact nature of the obligation of businesses to respect human rights is 

not completely clear, however. The UN Guiding Principles on Business and 

Human Rights provide that the requirement to respect human rights means 

businesses should not infringe the human rights of others and should address 

adverse human rights impacts where they are involved, which requires tak-

ing adequate measures for their prevention, mitigation and, where appropri-

ate, remediation.600 The Commentary to the Guiding Principles purports that 

this requirement is independent of the State’s abilities and/or willingness to 

fulfil its own human rights obligations. It is noteworthy that this obligation 

relates only to the negative obligation to respect. The UN Guiding Principles 

are not a legally binding treaty but were endorsed by the UN Human Rights 

Council in 2011601 and have guided the UN and wider work in this area for a 

number of years, including in the drafting of a new convention in this area.602 

 
598 See further Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State Armed 

Groups: An Assessment Based on Recent Practice’, 2020, 206 for summary of recent practice. 

See also 208-212 for previous practice. 
599 See, for example, OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, 

Disinformation and Propaganda’, adopted by the UN Special Rapporteur on Freedom of 

Opinion and Expression, the OSCE Representative on Freedom of the Media, the OAS Spe-

cial Rapporteur on Freedom of Expression and the AComHPR Special Rapporteur on Free-

dom of Expression and Access to Information in Vienna, on 3 March 2017, paras. 4(a)-(e) and 

5(a) and (b) (‘OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Disin-

formation and Propaganda’, 2017’); UN General Assembly, ‘Report of the Special Rapporteur 

on the promotion and protection of the right to freedom of opinion and expression’, UN Doc. 

A/74/486, 9 October 2019, paras. 40-55 (‘UN Special Rapporteur on freedom of expression, 

Report on online hate speech, 2019’). See also IACHR, ‘Standards for a Free, Open, and In-

clusive Internet’, 2017. 
600 UN OHCHR, ‘Guiding Principles on Business and Human Rights: Implementing the 

United Nations “Protect, Respect and Remedy” Framework’, New York and Geneva, 2011, 

13 (‘UN OHCHR, ‘Guiding Principles on Business and Human Rights’, 2011’). 
601 UN Human Rights Council Resolution 17/4, ‘Human rights and transnational corporations 

and other business enterprises’, UN Doc. A/HRC/RES/17/4, 6 July 2011, para. 1. 
602 See further UN Human Rights Council, ‘Open-ended intergovernmental working group on 

transnational corporations and other business enterprises with respect to human rights’, 

<https://www.ohchr.org/EN/HRBodies/HRC/WGTransCorp/Pages/IGWGOnTNC.aspx>. See 

also Angelica Bonfanti and Marco Pertile, ‘How can a treaty on business and human rights fit 
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The UN Special Rapporteur on freedom of expression has also called on 

companies whose operations impact the exercise of the right to freedom of 

expression to abide by the Guiding Principles on Business and Human 

Rights but has not considered these binding as law.603 

 

This obligation to respect IHRL by non-State actors would correspond to 

some extent with the recognition within IHRL that individuals are obliged to 

respect the rights of others.604 The obligation under IHRL for individuals to 

respect the human rights of others operates in a similar manner as an indirect 

consequence of the State’s obligation to protect human rights. It is also ex-

plicitly recognised in some treaty provisions605 and indirectly in the grounds 

for limiting certain rights for the protection of the rights of others.606 Gross 

violations of certain individual rights can even incur individual criminal re-

sponsibility under international law. This includes violations of the right to 

life; the prohibition of torture, cruel, inhuman and degrading treatment; the 

prohibition of slavery; the right to liberty and security and related guarantees 

in detention; the right to health; the right to physical and personal integrity; 

privacy and reproductive rights; property rights; freedom of religion and cul-

tural rights, to name a few.607 It is therefore arguable that non-State actors, 

including organised armed groups in the context of armed conflict, are 

obliged to respect the human rights of others by virtue of international law.608 

Recognition of this obligation to respect is also consistent with State prac-

tice, which has called on non-State armed parties to armed conflict to respect 

human rights.609 Whether this is only a reflection of practice implementing 

 
with international law? Assessing the development of international rules on corporate ac-

countability’, Questions of International Law, Zoom In, Volume 83, July 2021, 1-4. 
603 UN Special Rapporteur on freedom of expression, Report on online hate speech, 2019, pa-

ras. 42-43. See further paras. 46-55. 
604 See further Katherine Fortin, The Accountability of Armed Groups under Human Rights 

Law, 2017, 213-216. 
605 See, for example, ACHR, Article 32(2) and ACHPR, Article 27(2). 
606 See, for example, ICCPR, Article 19(3)(a); ECHR, Article 10(2); ACHR, Article 13(2)(a); 

and ACHPR Article 27(2). See further Arab Charter on Human Rights 2004, Article 32(2) 

and ASEAN Declaration 2012, Principle 8. See also ICCPR, Articles 12(3), 18(3), 21, and 

22(2); ECHR, Articles 8(2), 9(2), and 11(2); ACHR, Articles 12(2), 15 16(2), 22(3), and 

32(2); and Arab Charter on Human Rights 2004, Articles 24(7), 30(2), 35(2). 
607 See further definition of crimes under Rome Statute of the International Criminal Court 

1998 (last amended 2010), 2187 UNTS 90, Articles 6-8 (‘ICC Statute 1998’). See also Kam-

pala Convention 2009, Article 7(4). 
608 Doswald-Beck, Human Rights in Times of Crisis and Conflict, 2011, 119-121; and Ro-

denhäuser, ‘The legal protection of persons living under the control of non-State armed 

groups’, 2020, 1017. 
609 See, for example, UN Security Council Resolution 1564 (2004), UN Doc. S/RES/1564 

(2004), 18 September 2004; UN Security Council Resolution 1814 (2008), UN Doc. 

S/RES/1814 (2008), 15 May 2008; UN Security Council Resolution 1894 (2009), UN Doc. 

S/RES/1894 (2009), 11 November 2009. See also UN Human Rights Council, ‘Report of the 
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the obligations of States or whether there is an independent obligation of 

non-State armed groups to respect IHRL recognised today under customary 

international law remains a matter of debate, however.610  

 

It is acknowledged in the UN Guiding Principles on Business and Human 

Rights that what human rights are relevant in the context of business opera-

tions will vary and that the scale and complexity of the means through which 

different business enterprises meet this responsibility may vary depending on 

the severity of the enterprise’s adverse human rights impact.611 These factors 

are essential in understanding the scope of this obligation to respect human 

rights and are directly analogous to the debates in the context of armed con-

flicts relating to non-State armed groups that exercise government-like func-

tions or control over territory.612 This recognition of means reflects the differ-

ent scopes of the obligation to respect that are applicable to these entities and 

bodies, in contrast to the primary responsibility of States.613 

 

The UN Guiding Principles on Business and Human Rights do not argue that 

there is any obligation of businesses to protect or fulfil human rights. Indeed, 

the primary responsibility of the State remains key in all aspects of imple-

menting obligations under IHRL. It is also critical to note that any abuse of 

human rights by non-State actors does not diminish the State’s obligations 

under IHRL, which include ensuring protection from violations of human 

 
Special Rapporteur on extrajudicial, summary or arbitrary executions, Philip Alston; the Spe-

cial Rapporteur on the right of everyone to the enjoyment of the highest attainable standard of 

physical and mental health, Paul Hunt; the Representative of the Secretary-General on human 

rights of internally displaced persons, Walter Kälin; and the Special Rapporteur on adequate 

housing as a component of the right to an adequate standard of living, Miloon Kothari: Mis-

sion to Lebanon and Israel (7-14 September 2006)’, UN Doc. A/HRC/2/7, 2 October 2006, 

para. 19; and UN Commission on Human Rights, ‘Extrajudicial, summary or arbitrary execu-

tions: Report of the Special Rapporteur, Philip Alston, Addendum, Mission to Sri Lanka (28 

November to 6 December 2005)’, UN Doc. E/CN.4/2006/53/Add.5, 27 March 2006, paras. 

25–27 (‘Report of the Special Rapporteur on extrajudicial, summary or arbitrary executions: 

Report on mission to Sri Lanka, 2005’). 
610 Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State Armed Groups: An 

Assessment Based on Recent Practice’, 2020, 214-215. See also, for example, UN Human 

Rights Council, ‘Report of the Independent International Commission of Inquiry on the Syr-

ian Arab Republic’, UN Doc. A/HRC/21/50, 15 August 2012, Annex II, para. 10; Report of 

the Special Rapporteur on extrajudicial, summary or arbitrary executions: Report on mission 

to Sri Lanka, 2005, paras. 25, 27 and 85; and Historical Clarification Commission of Guate-

mala, ‘Guatemala Memory of Silence: Report of the Commission for Historical Clarification 

– Conclusions and Recommendations’, 1999, para. 127. See further Rodenhäuser, ‘The legal 

protection of persons living under the control of non-State armed groups’, 2020, 1012-1013. 
611 UN OHCHR, ‘Guiding Principles on Business and Human Rights’, 2011, 14-15. 
612 See, for example, Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State 

Armed Groups: An Assessment Based on Recent Practice’, 2020, 215. 
613 Ibid. 
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rights by others and ensuring that individuals receive an effective remedy for 

any such violations.614 Any obligation to respect human rights would there-

fore apply to the extent appropriate for the context, and the State remains 

primarily responsible in all circumstances.615 This approach may also permit 

recognition that certain violations of human rights can only be committed by 

States. 

 

However, this approach does have consequences for securing a remedy from 

a non-State actor for a breach of its obligation to respect. Individuals would 

not have recourse to most regional or international enforcement mechanisms, 

as these bodies only monitor and enforce the obligations of States.616 Domes-

tic remedies would be the only remedy available against the non-State actor 

directly. Individuals have brought cases before international human rights 

bodies where the State has failed to uphold its obligation to protect individu-

als from violations of non-State actors, including organised armed groups 

and private entities.617 As such, it appears at present that the main conse-

quence of a non-State actor’s breach of human rights is that it triggers an ob-

ligation on the State to take measures to ensure the violation is addressed and 

a remedy provided. The UN Security Council may also impose measures on 

individuals within the armed group, such as travel bans and asset freezing, in 

response to violations of international human rights standards by those 

groups.618 Individual States and other regional bodies have also introduced 

sanctions against non-State armed groups as a result of abuses of human 

rights in armed conflicts.619 The investigation and prosecution of interna-

tional crimes committed by non-State armed groups, either through universal 

jurisdiction or other jurisdictional bases, provides a further mechanism for 

 
614 Note here ECtHR, Catan and Others v. the Republic of Moldova and Russia, 2012, para. 

109. See further Chapter 3.4.1. 
615 Clapham, Human rights obligations of non-State actors, 2006, 284. 
616 Note here the exception that individuals can be held responsible under the ICC Statute 

1998, Articles 25-28. 
617 See for example, ECtHR, Ilaşcu and Others v. Moldova and Russia, 2004. See further 

Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State Armed Groups: An As-

sessment Based on Recent Practice’, 2020, 219-221 for discussion on international responsi-

bility and enforcement mechanisms. 
618 Henckaerts and Wiesener, ‘Human Rights Obligations of Non-State Armed Groups: An 

Assessment Based on Recent Practice’, 2020, 221. 
619 See further Charlotte Beaucillon (ed), Research Handbook on Unilateral and Extraterrito-

rial Sanctions, (Cheltenham, UK and Northampton, Massachusetts, U.S. Edward Elgar Pub-

lishing, 2021). 
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ensuring accountability for grave violations of human rights.620 This ap-

proach was included in the ‘Joint Declaration on Freedom of Expression and 

Responses to Conflict Situations’ adopted in 2015 by the Special Rappor-

teurs on Freedom of Expression of the UN, Organization for Security and 

Co-operation in Europe (‘OSCE’), Organization of American States (‘OAS’)  

and AComHPR. Principle 2(d) provides that: 

 

In the context of systematic attacks on freedom of expression, non-

State actors bear direct responsibility for their actions where these rep-

resent breaches of domestic law, or of international humanitarian or 

criminal law.621 

 

The above analysis is consistent with the jurisprudence and practice relating 

to freedom of expression. The Security Council, for example, has included 

references to the obligations of parties to armed conflicts relating to the exer-

cise of freedom of expression in its resolutions. For example, in Resolution 

1721 (2006) relating to the situation in Cote d’Ivoire, the Security Council 

demanded ‘that all Ivorian parties end all incitement to hatred and violence, 

in radio and television broadcasting as well as in any other media’.622 Further 

requirements to implement measures against such conduct were included for 

the Prime Minister. This is consistent with the approach that all parties to the 

conflict are obliged to respect the right to freedom of expression during the 

conflict but that the State remains primarily responsible for the protection 

and fulfilment of the right. The Security Council went further, however, in 

an earlier Presidential Statement calling on all parties to ‘ensure freedom of 

the press and unlimited access to information throughout Côte d’Ivoire’.623 

 
620 See further GCI, Article 49; GCII, Article 50; GCIII, Article 129; GCIV, Article 146; API, 

Articles 85-88; ICC Statute 1998, Articles 25-28; and Convention on the Prevention and Pun-

ishment of the Crime of Genocide 1948, 78 UNTS 277 (‘Genocide Convention 1948’), Arti-

cles 5 and 6. 
621 OSCE, ‘Joint Declaration on Freedom of Expression and Responses to Conflict Situa-

tions’, adopted by the UN Special Rapporteur on Freedom of Opinion and Expression, the 

OSCE Representative on Freedom of the Media, the OAS Special Rapporteur on Freedom of 

Expression and the AComHPR Special Rapporteur on Freedom of Expression and Access to 

Information in Riga, on 4 May 2015 (‘OSCE, ‘Joint Declaration on Freedom of Expression 

and Responses to Conflict Situations’, 2015’). 
622 UN Security Council Resolution 1721 (2006), UN Doc. S/RES/1721 (2006), 1 November 

2006, para. 19. See also UN Human Rights Council, ‘Report of the United Nations High 

Commissioner for Human Rights on the Situation of Human Rights in Mali’, UN Doc. 

A/HRC/22/33, 7 January 2012 which labelled acts by non-State armed groups as ‘serious vio-

lations’ of the right to freedom of expression and the right to information. See details at para. 

37. See further Report of the Special Rapporteur on extrajudicial, summary or arbitrary execu-

tions: Report on mission to Sri Lanka, 2005, para. 85 also called on the Liberation Tigers of 

Tamil Eelam in Sri Lanka to respect freedom of expression, among other rights. 
623 UN Security Council, Statement by the President of the Security Council, 16 December 

2004, S/PRST/2004/48, para. 7. 
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This could also be understood as instructions on how to cease actions that 

fail to respect the right to freedom of expression when read together with the 

paragraph immediately preceding it, which repeated the call that all parties 

stop abusing the right.624 

 

This is consistent with case law that recognises the duties and responsibili-

ties of journalists and other media workers and owners in providing news 

coverage and commentary on events in contrast to the views and opinions of 

persons not carrying out such functions.625 For example, the ECtHR placed 

emphasis in Delfi v. Estonia (2015) on the economic interests of internet por-

tals in permitting user-generated content through comments on posted arti-

cles and on the commercial interests in running the website.626 In the digital 

context, there has been controversy surrounding the role and obligations of 

third-party intermediaries in monitoring user content, resulting in a some-

times tense balance among the right to freedom of expression, the right to 

privacy, censorship and the role of the State. This is an evolving area, partic-

ularly in relation to large-scale disinformation campaigns and the role of tra-

ditional and social media in events, such as anti-vaccination movements dur-

ing the COVID-19 pandemic.627 

 

This is an unsettled area of international law that is evolving.628 At present, it 

seems safe to conclude that non-State armed actors have an obligation to re-

spect the right to freedom of expression of others, at least by virtue of the di-

rect obligations of the State under IHRL being implemented in the domestic 

 
624 Ibid., para. 6. 
625 See, for example, ECtHR, Delfi AS v. Estonia, 2015, paras. 132-139. Note differences in 

approach based on jurisdiction, such as U.S. Court of Appeals for the Ninth Circuit, Prager 

University v. Google LLC, FKA Google Inc and YouTube LLC, No. 18-15712, Docket No. 

5:17-cv-06064-LHK, Opinion, 26 February 2020 in which the U.S. Court of Appeals for the 

Ninth Circuit ruled that YouTube did not breach the plaintiff’s freedom of speech constitu-

tional rights in restricting content posted by the plaintiff, as YouTube was a private forum, 

and not a public forum subject to judicial scrutiny under the First Amendment. See further 

Chapters 6.1 and 8. 
626 ECtHR, Delfi AS v. Estonia, 2015, para. 115. 
627 See, for example, measures introduced by the EU, detailed in Council of the European Un-

ion, ‘Fighting Disinformation’, <https://www.consilium.europa.eu/en/policies/corona-

virus/fighting-disinformation/> and European Commission, ‘Fighting Disinformation’, 

<https://ec.europa.eu/info/live-work-travel-eu/coronavirus-response/fighting-disinfor-

mation_en>. See further EU Observer, ‘EU calls on online platforms to tackle vaccine hesi-

tancy’, 30 July 2021, <https://euobserver.com/tickers/152568>. 
628 ICRC, ‘International humanitarian law and the challenges in contemporary armed con-

flicts: Recommitting to protection in armed conflict on the 70th anniversary of the Geneva 

Conventions – Report’, 33IC/19/9.7, 33rd International Conference of the Red Cross and Red 

Crescent, Geneva, October 2019 (‘ICRC, 2019 Challenges Report’), 54. 
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law of the State(s) the non-State actors are engaged in armed conflict with.629 

It is also noted that there can be situations where non-State armed groups are 

bound by IHRL where they exercise de facto governmental authority in areas 

under their control, but how and to what extent non-State armed groups are 

bound varies considerably in practice. As such situations are less common 

and are still developing in international law, for the purposes of this thesis, 

the focus is on the negative obligation of non-State armed actors to respect 

the right to freedom of expression. 

 

This conclusion does lead to a significant difference between the obligations 

of State and non-State armed groups, however, as States are able to intro-

duce and implement measures limiting and even derogating from the right to 

freedom of expression in armed conflicts. The same cannot be said for non-

State armed groups under IHRL. However, non-State armed groups may 

have other obligations under IHL that result in an interference with the rights 

of others in order to uphold the IHL obligation. An example of this could be 

measures introduced by the non-State party to address incitement to breaches 

of IHL.630 Such interference would not necessarily constitute an unlawful in-

terference with the right to freedom of expression. Reference to IHL would 

therefore be necessary to determine the scope of the right and extent of obli-

gations pertaining to it in the context in which they apply. Finally, the above 

does not take away from the State’s primary responsibility to respect, protect 

and fulfil the human rights of the individuals within its jurisdiction, and the 

State may be liable for violations of the right to freedom of expression by a 

non-State party to the conflict where it has failed to uphold its obligations to 

protect the right. Securing remedy and redress from the non-State armed 

group, however, remains a difficult area. 

3.2 Obligations under international humanitarian law 

3.2.1 Addressees of obligations under international 

humanitarian law 

 

Like the obligations under IHRL, Common Article 1 of the Geneva Conven-

tions of 1949 and Article 1 API are addressed to State parties. Common Arti-

cle 3, which is applicable in NIACs, and the provisions contained in APII are 

addressed to the parties to the conflict, including non-State armed groups. 

 
629 Rodenhäuser, ‘The legal protection of persons living under the control of non-State armed 

groups’, 2020, 1017. 
630 See further Chapters 3.2.3 and 6.1. 
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Common Article 3 is applicable even when no State is a party to the armed 

conflict. Further to Common Article 1, the territorial State is obliged under 

IHL to ensure respect for IHL in all circumstances, and this includes ensur-

ing respect by the non-State parties to the conflict even when the State is not 

a party to the conflict. 

 

It is also understood that the whole population over which the State exercises 

authority is bound not to violate the requirements established by IHL.631 This 

includes situations where the State exercises authority extraterritorially, such 

as a situation of occupation. That IHL establishes obligations directly on 

non-State actors is one of the most significant differences between IHL and 

IHRL.632 

3.2.2 The obligation to respect international humanitarian law 

 

Like IHRL, the Geneva Conventions of 1949 and Additional Protocols of 

1977 include a general obligation that State parties must respect the provi-

sions contained therein. This obligation is understood as a restatement of the 

principle set out in Article 26 VCLT of pacta sunt servanda.633 The Com-

mentary to Common Article 1 notes that Common Article 1 also establishes 

an autonomous primary legal obligation.634 Like IHRL, this is understood as 

a negative obligation not to violate those requirements and can be described 

as an obligation of conduct.635  

 

The obligation to respect has been identified by the ICRC as applicable to 

non-State armed groups in NIACs as well.636 The obligation is phrased dif-

ferently in the treaty texts, however. Under Common Article 3, both parties 

‘shall be bound to apply’ the requirements set out rather than undertaking to 

respect.637 No obligation similar to Common Article 1 is included in APII 

 
631 Common Article 1 to the GCs; and 2020 Commentary to GCIII, paras. 183-184. 
632 See further Jann Kleffner, ‘The applicability of international humanitarian law to orga-

nized armed groups’, International Review of the Red Cross, Volume 93, Issue 882, June 

2011, 443-461. 
633 2017 Commentary to GCII, Common Article 1, para. 165. 
634 Ibid., Common Article 1, para. 182. 
635 Ibid., Common Article 1, para. 172. See further para. 173. See also Robin Geiß, ‘Obliga-

tion to Respect and Ensure Respect’, in Andrew Clapham, Paola Gaeta, and Marco Sassòli 

(eds.), The 1949 Geneva Conventions: A Commentary (Oxford, Oxford University Press, 

2015), 117 (‘Geiß, ‘Obligation to Respect and Ensure Respect’ 2015’). 
636 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 139 (Respect for International Humanitarian Law). 
637 Common Article 3 to the GCs. See further Hague Convention for the Protection of Cul-

tural Property 1954, Article 19 and Protocol on Prohibitions or Restrictions on the Use of 
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that is applicable to both parties to the conflict, although State parties to the 

treaty are bound to respect its provisions by virtue of the law of treaties.638 

Similar to the operation of the general obligation to respect under IHRL, vio-

lations of the substantive provisions of IHL constitute a violation of the gen-

eral obligation to respect IHL under Common Article 1 and customary inter-

national law.639 

3.2.3 The obligation to ensure respect 

 

Common Article 1 also includes a positive obligation of States to ‘ensure re-

spect’ for IHL in all circumstances.640 As such, this obligation applies where 

the State is a party to an IAC as defined in Common Article 2 and where the 

State is a party to a NIAC covered by Common Article 3. Like IHRL, it in-

cludes the obligation to prevent violations committed by State actors and 

non-State actors, including all private actors over which the State exercises 

authority.641 The obligation to ensure respect for IHL includes the obligation 

to take measures to prevent violations from occurring in the first place, 

which is also included in the obligation to protect IHRL. 642 

 

In its study of customary IHL, the ICRC identified the obligation to ensure 

respect under customary international law as binding on non-State armed 

 
Mines, Booby-Traps and Other Devices as amended on 3 May 1996 (Protocol II to the 1980 

CCW Convention as amended on 3 May 1996), 2065 UNTS 128, Article 1(3) (‘Amended 

Protocol II to the Convention on Certain Conventional Weapons’). 
638 VCLT, Article 26. See further Articles 11-18. 
639 See further Chapter 3.4.2. 
640 2017 Commentary to GCII, Common Article 1, para. 172. See further para. 173. 
641 2020 Commentary to GCIII, para. 183; Geiß, ‘Obligation to Respect and Ensure Respect’, 

2015, 118. 
642 Geiß, ‘Obligation to Respect and Ensure Respect’, 2015, 117. IHL contains a number of 

provisions that require specific actions in ensuring respect of IHL, including the obligation to 

disseminate the Geneva Conventions of 1949 as widely as possible in their respective coun-

tries and to instruct the armed forces in, to repress grave breaches and introduce legislation to 

enable the prosecution of such conduct, to take necessary measures to suppress all other acts 

contrary to the Conventions, and prevent and suppress misuses of the protected emblems. See 

GCI, Article 49, 54; GCII, Article 45, 50; GCIII, Article 129; GCIV, Article 146; API, Article 

18, 85; APII, Article 6; and Protocol Additional to the Geneva Conventions of 12 August 

1949, and relating to the Adoption of an Additional Distinctive Emblem 2005, 1125 UNTS 3 

(‘APIII’), Article 6. These are specific obligations in themselves, however, that State parties 

must respect by virtue of Common Article 1 and not subcategories of the general obligation 

‘to ensure respect’. Many of these have a connection with the exercise of the right to freedom 

of expression. For example, the dissemination of information by the State engages the right to 

seek, receive and access information of individuals. The protection of the emblems is itself an 

obligation to introduce limitations on the use and dissemination of this image. 
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groups directly.643 This obligation relates to the fighting forces of the non-

State armed group and ‘other persons or groups acting in fact on its instruc-

tions, or under its direction or control’. This is based solely on practice and 

is not included in any of the treaty provisions applicable in NIACs.644 How-

ever, it follows that the obligation to respect would be meaningless if the 

non-State armed group did not take measures to ensure that its members do 

in fact respect the requirements of IHL.645 That said, non-State armed groups 

do not have the same mechanisms at their disposal as State parties and non-

State parties to conflict. As the Commentary to Common Article 1 notes, this 

is an obligation of means, and the context in which it is applied is essential 

for understanding its scope. The factors that the Commentary identifies for 

determining this that are applicable by analogy include the foreseeability of 

the violations and knowledge of the non-State armed group thereof, the grav-

ity of the breach, the means reasonably available to the non-State armed 

group and the degree of influence it exercises over the individual (be they 

members of the group or private persons within an area it controls or under 

its control).646 

 

Implementing the obligation to ensure respect is inherently linked with 

providing information. In some instances, the obligation to ensure respect 

has been interpreted as a duty of the parties to the conflict to provide infor-

mation. For example, the obligation to ensure respect has been interpreted as 

requiring the State parties to provide information on IHL to the general pop-

ulation.647 There are also specific treaty and customary requirements to train 

particular persons in the requirements of IHL, such as staff in control of ci-

vilian security internees under Article 99 GCIV. 

 

In addition to the due diligence obligation to prevent and repress breaches of 

IHL by those the party exercises authority over, the obligation to ensure re-

spect requires the parties to the conflict to ensure that the other parties to the 

 
643 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 139 (Respect for International Humanitarian Law). 
644 See Common Article 3 to the GCs; APII, Articles 1-3; Hague Convention for the Protec-

tion of Cultural Property 1954, Article 19(1); Second Protocol to The Hague Convention of 

1954 for the Protection of Cultural Property in the Event of Armed Conflict 1999, 2253 

UNTS 172, Article 22; Amended Protocol II to the Convention on Certain Conventional 

Weapons, Article 1(3). 
645 The Commentary also highlights that this from the requirements that armed groups party to 

armed conflict bound by Common Article 3 must be organised and have a responsible com-

mand which must ensure respect for IHL. See 2020 Commentary to GCIII, Common Article 

1, para. 165. 
646 2020 Commentary to GCIII, Common Article 1, para. 183. See further Konstantinos Mas-

torodimos, Obligations and Accountability of Armed Non-State Actors in International Hu-

manitarian Law (London, Routledge, 2016), 55-137. 
647 See further Chapter 3.2.3. 
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conflict are respecting IHL. As the obligation under Common Article 1 co-

vers ensuring respect for Common Article 3, the State in which the NIAC is 

waged is obliged to ensure respect for the applicable rules by non-State 

armed groups party to the conflict.648 This obligation is similar to the obliga-

tion under IHRL for States to take measures within their powers to secure 

the rights of individuals within areas under the control of non-State armed 

groups.649 

 

This requires one party to the conflict to take proactive steps to bring viola-

tions of another party to the conflict to an end and to use influence on that 

party to respect IHL.650 The term ‘influence’ should be interpreted broadly 

and includes communicative acts by the parties to the conflict that raise the 

facts of violations to the attention of other States and bodies not party to the 

conflict.651 In highlighting violations, parties provide information on the ac-

tivities, which is key for implementing the obligation to ensure respect for 

IHL, and on matters of public interest, which is essential for the exercise of 

freedom of expression in armed conflict. This is also consistent with IHRL 

jurisprudence. The IACtHR has highlighted, for example, in its case law that 

a public statement issued by the State condemning unlawful actions or cor-

recting mistaken interpretations of the content of official statements or ac-

tions can be a means of preventing or addressing such violations.652 

 

The obligation to ensure respect requires States not party to an armed con-

flict to take measures to prevent and address violations of IHL by both State 

and non-State armed groups that are parties to the armed conflict.653 This can 

be seen in the wording of Common Article 1, which is addressed to all High 

Contracting Parties to the Geneva Conventions of 1949, as well as Article 89 

API, which provides that: 

 

In situations of serious violations of the Conventions or of this Proto-

col, the High Contracting Parties undertake to act, jointly or individu-

ally, in co-operation with the United Nations and in conformity with 

the United Nations Charter.654  

 
648 2017 Commentary to GCII, Common Article 1, para. 146. 
649 See, for example, ECtHR, Catan and Others v. the Republic of Moldova and Russia, 2012, 

para. 109. See further Chapters 2.6 and 3.1.4. 
650 2016 Commentary to GCI, Common Article 1, para. 164. 
651 Ibid., para. 165. 
652 IACtHR, Case of Perozo et al. v. Venezuela, 2009, paras. 152 and 154. 
653 See Geiß, ‘Obligation to Respect and Ensure Respect’, 2015, 120-123. See also Knut Dör-

mann and Jose Serralvo, ‘Common Article 1 to the Geneva Conventions and the obligation to 

prevent international humanitarian law violations’, International Review of the Red Cross, 

2014, Volume 96, Issue 895/896, 2014, 707–736. 
654 API, Article 89. 
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State practice and the findings of the ICJ confirm the legal nature of this pos-

itive obligation, reflective of customary international law.655 There are simi-

larities between the external dimension of the obligation to ensure respect for 

IHL and the framework of protection under IHRL, which includes stronger 

mechanisms to allow inter-State complaints of violations of individuals 

within the jurisdiction of another State party to an IHRL treaty.656 

 

This external dimension of the obligation to ensure respect under IHL means 

States must take positive measures to induce parties to armed conflicts to 

comply with their obligations under IHL where violations have occurred or 

where the State has knowledge that there is a serious risk that they will oc-

cur.657 The measures adopted to discharge this duty under Common Article 1 

will clearly vary depending on the context but should be adequate to address 

the breach of IHL. A minimum measure that could be anticipated is a public 

statement condemning violations or stating that threatened actions would be 

considered a violation of IHL, consistent with the findings in IHRL high-

lighted above.658 The Commentary notes that collective measures may be 

more appropriate depending on the gravity of the breach.659 

 

An example of this in practice can be seen in the European Union (‘EU’)  

‘Guidelines on promoting compliance with international humanitarian law’, 

in which the first three means of action identified as at the disposal of the EU 

in its relations with third countries relate to acts of communication, namely 

(a) political dialogue (where the issue of compliance with IHL in on-going 

armed conflicts in which there have been reports of widespread IHL viola-

tions is first noted as particularly important); (b) general public statements 

emphasising the need to ensure compliance with IHL; and (c) demarches and 

 
655 2017 Commentary to GCII, Common Article 1, 193-195; ICJ, Military and Paramilitary 

Activities in and against Nicaragua Case, 1984, para. 220. See also ICJ, Application of the 

Genocide Convention case, Merits, Judgment, 2007, para. 162. 
656 ICCPR, Article 41; ECHR, Article 33; ACHR, Article 61(1); and ACHPR, Article 47. See 

further UN General Assembly, Resolution 60/251 ‘Human Rights Council’, UN Doc. 

A/RES/60/251, 3 April 2006, which established the ‘Universal Periodic Review’ process. 
657 Geiß, ‘Obligation to Respect and Ensure Respect’, 2015, 124-130. 
658 2017 Commentary to GCII, Common Article 1, para. 187; Geiß, ‘Obligation to Respect 

and Ensure Respect’, 2015, 127. 
659 2017 Commentary to GCII, Common Article 1, paras. 189 and 200. See further API, Arti-

cle 89. See further ICJ, Application of the Convention on the Prevention and Punishment of 

the Crime of Genocide (Bosnia and Herzegovina v. Serbia and Montenegro), Judgment of 26 

February 2007, ICJ Reports 2007, 43, para. 430 for parameters that should be considered in 

whether the similar duty to prevent violations contained in the Genocide Convention 1948 has 

been discharged. 
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public statements condemning reported violations of IHL in specific con-

flicts and demanding that the parties fulfil their obligations under IHL and 

undertake effective measures to prevent future violations.660 

3.2.4 The obligation to protect 

 

Similar to IHRL, the obligation to protect under IHL is understood as a posi-

tive obligation. These provisions go to the heart of IHL’s aim to limit the ef-

fects of armed conflict for humanitarian reasons.661 A number of obligations 

under IHL relate to the protection of individuals in the exercise of their right 

to freedom of expression. These are explored in-depth in Chapters 4, 5, 6 

and 7. The difference in personal scope of protection between IHRL and IHL 

has already been discussed in Chapter 2.5. Here, a further important differ-

ence to note is what the protection under IHL entails. 

 

The two bodies of law differ in what they protect individuals from and, in 

turn, what is required by those obligations. IHRL protection relates to the 

ability of the individual to exercise the right. IHL protection relates to poten-

tial harm that would prevent them from carrying out their function or result-

ing from their specific vulnerability related to the situation of armed conflict. 

 

This requires that the measures taken to implement the obligation to protect 

must address the specific form of vulnerability or function that is protected 

by the IHL provision.662 The protection required for wounded and sick per-

sons is not the same as the protection required for the medical staff assisting 

them or the general civilian population.663 A contextual interpretation of what 

protection is required is therefore needed. For example, in implementing the 

obligation to respect and protect medical personnel exclusively assigned to 

medical duties, consideration would need to be taken to the threats and 

harms such persons may face. Such personnel may operate at the frontline to 

search for and collect the wounded and therefore are at greater risk of being 

attacked or fired upon. Other protected persons, such as POWs held in 

camps removed from the frontline, would not face the same threat or poten-

tial harm. The obligations to respect and protect medical personnel are in-

tended to ensure that they can properly carry out their function and are in-

trinsically connected to the obligations to respect and protect the wounded, 

 
660 Council of the European Union, Updated European Union Guidelines on promoting com-

pliance with international humanitarian law (IHL), 2009/C 303/06, Official Journal of the Eu-

ropean Union C 303/12, 15 December 2009, para. 16(a), (b) and (c). 
661 O’Connell, ‘Historical Development and Legal Basis’, 2021. 
662 2020 Commentary to GCIII, Introduction, paras. 22-23. 
663 2017 Commentary to GCII, Article 12, para. 1404. 
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and sick. As such, medical personnel may face different threats or harm than 

other protected functions, such as religious personnel. Examples of this 

could include third parties preventing access to an area to provide healthcare 

or preventing the transfer of the wounded or sick in medical transports to 

healthcare facilities. This contextual difference is important in understanding 

what protection is required under the IHL obligations relevant to the exercise 

of freedom of expression in armed conflict and how these IHL provisions re-

late to the obligations under IHRL.664 

 

The obligation to protect under IHL is coupled in the same provision with 

the obligation to respect the person or object. Although set out together in 

the same provision, the two are distinct obligations.665 The obligation to re-

spect is a specific obligation relating to the persons or objects covered in the 

provision. It is additional to the general obligation under Common Article 

1.666 As such, parties to the conflict must not attack protected persons or ob-

jects, either directly or indirectly,667 or otherwise harm them.668 Acts aimed at 

 
664 See further Chapters 4, 5 and 6.  
665 2017 Commentary to GCII, Article 12, para. 1398. 2017 Commentary to GCII, Article 36, 

para. 2460, however, notes that ‘[t]he multi-faceted nature of what it means to ‘respect and 

protect’ cannot be reduced to a checklist of measures to take, or actions from which to ab-

stain. Furthermore, it is frequently impossible to clearly separate the obligation to ‘respect’ 

from the obligation to ‘protect’.’ 
666 See further Chapter 3.2.2. 
667 2017 Commentary to GCII, Article 12, para. 1400. See also API Article 51(1), (2), (4) and 

(5); 2017 Commentary to GCII, Article 36, para. 2462; Sandoz et al., Commentary to the APs, 

1987, paras. 1872, 2441 and 2885. 
668 2017 Commentary to GCII, Article 12, para. 1398. Examples given in 2017 Commentary 

to CII, Article 36, para. 2462 include not to kill them if they fall into one’s hands, and not to 

ill-treat, harm in any way, injure, kidnap, threaten, intimidate, physically assault, or subject 

them to arbitrary arrest. See also Pictet Commentary to GCIV, 1958, Article 27, 205 on mean-

ing of humane treatment for protected persons and requiring State parties to take precautions 

and measures in their power to prevent inhumane acts and to assist the victims in case of 

need. Jean S. Pictet (general editorship), Commentary III Geneva Convention on Prisoners of 

War (Geneva, International Committee of the Red Cross, 1960), (‘Pictet Commentary to 

GCIII, 1960’) Article 14, 144-145 lists protection of POWs from any direct injury (namely, 

blows, torture, cruelty, mutilation, medical or scientific experiments which are not in the in-

terest of the prisoner, further to Article 13 GCIII), particularly in relation to questioning (Arti-

cle 17(4) GCIII), the execution of disciplinary punishments (Articles 87(3) and 89(3) GCIII, 

paragraph 3), and the execution of judicial punishments (Articles 87(3) and 108(3) GCIII) as 

part of the obligation to respect. It also provides that POWs should be protected in the general 

living conditions to which they are subjected, which must not be harmful to their health, and 

protection from the effects of military operations, on land and especially against air bombard-

ment (see also Article 23 GCIII). See also API, Article 76(1), which requires that women be 

protection protected ‘in particular against rape, forced prostitution and any other form of inde-

cent assault’, and Article 77(1), which requires that children be protected against ‘any form of 

indecent assault’. See further API, Article 75(2). 
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deterring protected persons from carrying out their function or otherwise re-

stricting them would also not be incompliance with this obligation.669 This is 

important in relation to overlap in the protection of freedom of expression in 

armed conflict, as indirect measures restricting the exercise of the right have 

also been found to be in breach of IHRL. The obligation to protect therefore 

requires that parties to the conflict also protect the specified persons or ob-

jects from such harm by third persons or other parties to the conflict.670 

3.3 The link between the general obligations under 

international humanitarian law and the right to freedom 

of expression 

 

The exercise of the right to freedom of expression by individuals during 

armed conflict has an important function in demonstrating and corroborating 

compliance with the obligations to respect and ensure respect of IHL. This is 

an extension of the societal dimension of freedom of expression during 

peacetime and can be seen as facilitating compliance with the obligation to 

respect IHL by enabling this compliance to be documented, debated and cri-

tiqued. 

 

Scrutiny of the actions of the parties to the conflict is hindered where indi-

viduals are unable to exercise their right to freedom of expression during 

armed conflict. Without it, there is silence. This has been observed in many 

armed conflicts. As noted above, the impact of journalists and media work-

ers and their activities being threatened, harassed, arrested and killed by all 

parties to the conflicts in Syria has compounded the difficulty of document-

ing violations and abuses of IHL and IHRL, as other individuals are reluctant 

to report on violations by the entities controlling the territory due to the risk 

of reprisals.671 Similarly, the UN’s Commission of Inquiry on the protests in 

the Occupied Palestinian Territory found that its investigations were hin-

dered by ‘measures taken by both Israeli and Palestinian authorities to si-

lence critical views and to limit independent scrutiny of their actions’.672 The 

Commission was established to investigate violations of IHRL and IHL in 

connection with the protest under the banner ‘Great March of Return and 

 
669 2017 Commentary to GCII, Article 36, para. 2464. 
670 2016 Commentary to GCI, Common Article 1, paras. 150-153. 
671 UN Syria Inquiry, 22nd Report, 21 January 2021, para. 31.  
672 UN Human Rights Council, ‘Report of the detailed findings of the independent interna-

tional Commission of inquiry on the protests in the Occupied Palestinian Territory’, UN Doc. 

A/HRC/40/CRP.2, 18 March 2019, paras. 684-690 (‘Report of the UN Inquiry on protests in 

the Occupied Palestinian Territory, 2019’). 
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Breaking of the Siege’ in 2018. This ‘touchstone’ role played by freedom of 

expression is an important element in the relationship between IHRL and 

IHL. 

 

In addition, the obligations to respect and ensure respect for IHL include re-

quirements on the parties to the armed conflict that impact their communica-

tions. For one, as an obligation of good faith, parties to the conflict must 

demonstrate their respect for the requirements under IHL. Issuing public 

statements and providing information on their activities is one way in which 

adherence to the obligation to respect can be demonstrated. Such activities 

engage the right to freedom of expression. The IACtHR, for example, has 

identified in its case law relating to freedom of expression the duty of state 

authorities to make statements on issues of public interest.673 As such, there 

will be circumstances where State parties to armed conflicts are obliged un-

der IHRL to provide public statements on events in armed conflicts, which 

also demonstrate compliance or otherwise with the obligation to respect and 

ensure respect for IHL.674 For example, the State would be required to pro-

vide information on the progress of measures brought against individuals for 

sharing images of POWs in breach of Article 13(2) GCIII, particularly where 

this involves the potential for criminal sanctions. As set out in Chapter 7, 

there are also obligations under IHL to facilitate access to specific infor-

mation.675 

3.3.1 Encouraging violations of international humanitarian law 

 

The contents of public statements and other communicative acts are further 

regulated by the requirements of the general obligations under IHL. The ob-

ligation to ensure respect for IHL includes the obligation that parties to con-

flict must not encourage, aid or assist in violations of the Convention.676 

 
673 IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 151. 
674 See, for example, statements released by the U.S. Department of Defense following the 

airstrike on a hospital in Kunduz, Afghanistan run by Médecins Sans Frontières: Lisa Ferdi-

nando, ‘Carter, Campbell Comment on Tragic Kunduz Strike’, DOD News, 5 October 2015, 

<https://www.defense.gov/News/News-Stories/Article/Article/622064/carter-campbell-com-

ment-on-tragic-kunduz-strike/>. See further Medicins Sans Frontieres, ‘Initial reaction to pub-

lic release of U.S. military investigative report on the attack on MSF trauma hospital’, Press 

release, 29 April 2016, <https://www.msf.org/kunduz-initial-reaction-public-release-us-mili-

tary-investigative-report-attack-msf-trauma-hospital>. 
675 See further Chapters 7.2, 7.3, and 7.4. 
676 2017 Commentary to GCII, Common Article 1, para. 180. See further ICJ, Military and 

Paramilitary Activities in and against Nicaragua Case, 1984, para. 220. See also ICRC, 30th 

International Conference of the Red Cross and Red Crescent: Resolution 3, ‘Reaffirmation 

and implementation of international humanitarian law: Preserving human life and dignity in 

armed conflict’, Geneva, 30 November 2007, para. 2. 
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Where parties to a conflict express encouragement for acts in violation of 

IHL, this could amount to a breach of the general obligation under Common 

Article 1 and/or its customary equivalent.677 This is distinct from the rules of 

State responsibility where encouragement of an internationally wrongful act 

by another State does not incur responsibility.678 Unlike aiding and assisting, 

it is not necessary to establish any intent.679 

 

As demonstrated by the situation in Myanmar, encouragement of such acts 

can lead to an escalating situation where serious violations of both IHL and 

IHRL standards occur, including international crimes. ICL cases also 

demonstrate that encouragement to commit violations of IHL, including in-

citement to commitment, can be provided by civilians as well as those with 

military positions. Cases have involved journalists, founders of radio stations 

and editors-in-chief of newspapers.680 Limitations on freedom of expression  

could therefore be required to prevent encouragement of such violations.681 

Such limitations would also need to be in line with IHRL requirements.682 

 

States are obliged to introduce legislation criminalising inchoate crimes 

against humanity and genocide within their national systems and to prose-

cute such individuals who are within their jurisdiction.683 Incitement to com-

mit war crimes is not a crime under international law, however.684 That said, 

failing to take preventive measures against encouraging or inciting grave 

breaches or other serious violations of IHL would breach the obligation to 

 
677 ICJ, Military and Paramilitary Activities in and against Nicaragua Case, 1984, para. 220; 

Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 144 (Ensuring Respect for International Humanitarian Law Erga Omnes). 

For discussion on whether obligation not to encourage, aid or assist is derived from the nega-

tive obligation to respect or the positive obligation to ensure respect under Common Article 1 

see further Geiß, ‘Obligation to Respect and Ensure Respect’, 2015, 130. Geiß ultimately con-

cludes that it is undisputed that a negative obligation not to encourage, aid or assist in viola-

tion of the Conventions flows from Common Article 1. 
678 Geiß, ‘Obligation to Respect and Ensure Respect’, 2015, 130. 
679 Ibid., 131. 
680 ICTR, Prosecutor v. Ruggiu, Case No. ICTR-97-32I, Trial Chamber I, Judgment and Sen-

tence, 1 June 2000 (‘ICTR, Prosecutor v. Ruggiu, Trial Chamber Judgment, 2000’); ICTR, 

Prosecutor v. Niyitegeka, Case No. ICTR-96-14-T, Trial Chamber I, Judgment and Sentence, 

16 May 2003 (‘ICTR, Prosecutor v. Niyitegeka, Trial Chamber Judgment, 2003’); and ICTR, 

Prosecutor v. Nahimana et al. (The Media Case), Case No. ICTR-99-52-T, Trial Chamber I, 

Judgment and Sentence, 3 December 2003 (‘ICTR, Prosecutor v. Nahimana et al. (The Media 

Case), Trial Chamber Judgment, 2003’). 
681 See ICCPR, Article 20. 
682 See further Chapter 2.8. See also HRC, Faurisson v. France, Communication No. 

550/1993, UN Doc. CCPR/C/58/D/550/1993 (1996), 8 November 1996. 
683 Genocide Convention 1948, Article 3, 5 and 6. 
684 See further Gregory Gordon, Atrocity Speech Law: Foundation, Fragmentation, Fruition 

(Oxford, Oxford University Press, 2017), 253-269 (‘Gordon, Atrocity Speech Law, 2017’). 
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ensure respect for IHL. States are therefore obliged to take measures pre-

venting such acts, but neither IHL nor ICL includes an explicit obligation to 

criminalise such conduct. 

 

Encouragement can take the form of commending, praising or excusing ac-

tions that amount to violations of IHL.685 It is most often considered a posi-

tive action, similar to incitement.686 Encouragement might be expressed di-

rectly through communicative acts of the parties, either publicly or privately, 

or indirectly through actions, such as the continued transfer of weapons in 

the knowledge that the party systematically violates IHL with certain weap-

ons.687 This interpretation is consistent with IHRL jurisprudence on freedom 

of expression. The IACtHR, for example, has held that statements of State 

authorities created or at least contributed to an environment encouraging vio-

lence by private individuals against individuals based on the exercise of their 

freedom of expression.688 Such statements could breach the duty to prevent 

violent or risky situations for the rights of individuals, as they could be inter-

preted by individuals and groups of individuals in a form that leads to violent 

acts against others exercising their right to freedom of expression.689 Where 

statements of high-ranking public officials could be perceived as threats, this 

would also constitute a restriction on the right to freedom of expression and 

could cause self-censorship.690 

 

The findings of the international criminal tribunals can also assist in under-

standing the scope of the obligation not to encourage violations of IHL. 

Statements in the media or otherwise accessible to the public, such as the 

dissemination of information, ideas, and opinions through traditional and so-

cial media platforms, have been held to constitute evidence of encourage-

ment to commit international crimes, including direct and public incitement 

 
685 ICTR, Prosecutor v. Niyitegeka, Trial Chamber Judgment, 2003, 436. See further Gordon, 

Atrocity Speech Law, 2017, 146. See also ECtHR, Zana v. Turkey, 1997, paras. 57-60. 
686 See Chapter 6.1.4. 
687 Geiß, ‘Obligation to Respect and Ensure Respect’, 2015, 131. See also UK Court of Ap-

peal Civil Division case on arms transfers to Saudi Arabia: R (On the Application Of Cam-

paign Against Arms Trade) v. The Secretary of State for International Trade, [2019] EWCA 

Civ 1020 (20 June 2019) [2019] WLR(D) 343, [2019] EWCA Civ 1020, [2019] 1 WLR 5765, 

[2019] WLR 5765, [2019] HRLR 14. The UK has since continued to supply weapons. See 

Alistair Bunkall, ‘UK to resume arms sales to Saudi Arabia following government review’, 

Sky News, 7 July 2020, <https://news.sky.com/story/uk-to-resume-arms-sales-to-saudi-arabia-

following-government-review-12023296>. 
688 IACtHR, Case of Perozo et al. v. Venezuela, 2009, paras. 160-161. 
689 Ibid., paras. 160 and 360. 
690 Ibid., paras. 367-369. 
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to genocide where the requisite intent to commit this crime has been estab-

lished.691 Such conduct may also constitute instigating or ordering persecu-

tion as a crime against humanity.692 These cases highlight how a contextual 

interpretation, similar to the interpretation of the right to freedom of expres-

sion under IHRL, is necessary to determine whether the expression 

amounted to direct or indirect incitement to commit such crimes.693 

 

Identifying encouragement can be extremely difficult, even when infor-

mation is spread within the public domain. For example, in April 2022, the 

Main Directorate of Intelligence of the Ministry of Defence of released in-

formation on its Facebook page that civilians had poisoned Russian soldiers, 

resulting in around 500 troops becoming seriously ill, 28 hospitalisations and 

two deaths due to the effects.694 The use of poison is potentially a war 

crime.695 The statement by the Ukrainian intelligence did not condemn these 

actions or state that an investigation would be opened but rather described 

them as civilians ‘resisting’ the occupiers ‘by all available means’. Taken in 

a context where civilians have been encouraged to engage in other acts that 

may classify as direct participation in hostilities,696 this example does not ap-

pear to sufficiently uphold the obligation to ensure respect for IHL and could 

be considered as encouragement of further similar acts. 

3.3.2 Lying about violations of international humanitarian law 

 

Where parties to armed conflicts lie or use other methods such as miscom-

munication to cover up or confuse facts related to violations they commit, 

 
691 See for example, ICTR, Prosecutor v. Akayesu, Case No. ICTR-96-4-T, Trial Chamber I, 

Judgment 2 September 1998; ICTR, Prosecutor v. Kambanda, Case No. ICTR-97-23-S, Trial 

Chamber I, Judgment and Sentence, 4 September 1998, para. 39; ICTR, Prosecutor v. Ruggiu, 

Trial Chamber Judgment, 2000; ICTR, Prosecutor v. Niyitegeka, Trial Chamber Judgment, 

2003, paras. 435-436; ICTR, Prosecutor v. Kajelijeli, Case No. ICTR-98-44A-T, Trial Cham-

ber II, Judgment and Sentence, 1 December 2003, para. 856; ICTR, Prosecutor v. Nahimana 

et al. (The Media Case), Trial Chamber Judgment, 2003. For a detailed analysis of these cases 

and crimes under ICL, see Gordon, Atrocity Speech Law, 2017. 
692 For a summary of relevant cases historically and before the ICTR and ICTY see Gordon, 

Atrocity Speech Law, 2017, 103-181. 
693 ICTR, Prosecutor v. Ruggiu, Trial Chamber Judgment, 2000, para. 44(iii)-(v). 
694 Calley Hair, ‘Ukrainian civilians reportedly kill Russian troops with poisoned buns and al-

cohol’, United Press International, 2 April 2022, <https://www.upi.com/Top_News/World-

News/2022/04/02/Ukraine-civilians-poison-Russian-troops-Izium/6921648950408/>. 
695 Rachel Scully, ‘Two Russian soldiers killed, 28 in hospital after being poisoned by Ukrain-

ian civilians: officials’, Yahoo! News, 3 April 2022, <https://news.yahoo.com/two-russian-sol-

diers-killed-28-205110890.html?fr=sycsrp_catchall>. See further ICC Statute 1998, Article 

8(2)(b)(xvii). 
696 See further Chapter 6.1.7. 
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this calls into question the obligation to respect as an obligation to act in 

good faith. 

 

As an obligation of good faith, State parties to the treaty must conduct them-

selves in such a way as to ensure mutual consideration and as required by the 

purpose of the treaty.697 The ICJ’s jurisprudence confirms that statements 

emanating from high-ranking official political figures can generate obliga-

tions for the State.698 Knowingly providing false information relating to vio-

lations of a treaty and/or failing to carry out the required investigations into 

allegations of violations would frustrate the purpose of the Geneva Conven-

tions of 1949, that is, the protection of those who do not or no longer take 

part in the conduct of hostilities.699 Where it can be shown that a party to the 

conflict has indeed lied or spread false or misleading information, resulting 

in confusion around the facts of violations of IHL, this would constitute a 

breach of these principles and thus a breach of the obligation to respect un-

der Common Article 1. Activities that seek to hide information leading to the 

identification of violations of IHL and/or the persons responsible would also 

be in breach of the obligation to respect under Common Article 1. Note this 

is distinct from spreading misinformation as a ruse of war, which involves 

deceiving the adversary to act recklessly but does not itself infringe interna-

tional law and is not perfidious.700 

 

Lies or false denials of violations of IHL may also constitute an unlawful in-

terference with the right of the individual to access and seek information on 

matters of public interest.701 According to IHRL jurisprudence on freedom of 

expression, State authorities must verify the truthfulness of the facts support-

ing their statements, as well as make efforts to ensure the statements do not 

amount to a form of interference or pressure impairing the rights of individu-

als engaging in public debate.702 This is of particular importance in situations 

 
697 Bruno Simma, Daniel-Erasmus Khan, Georg Nolte, and Andreas Paulus (eds.) and Nikolai 

Wessendorf (assistant ed.), The Charter of the United Nations: A Commentary (3rd ed., Ox-

ford, Oxford University Press, 2012), Article 2(2), para. 34. 
698 ICJ, Nuclear Tests Case (Australia v. France), Judgment of 20 December 1974, ICJ Re-

ports 1974, 253, paras. 43, 46; and ICJ, Nuclear Tests Case, (New Zealand v. France), Judg-

ment of 20 December 1974, ICJ Reports 1974, 457, paras. 46, 49. 
699 See, for example, Common Article 3 and GCIV, preamble. See further Pictet Commentary 

to GCIII, 1960, preamble, 13-15 for detailed drafting history of why a more comprehensive 

preamble was not included in any of the GCs. This notes at 15 that the purposes of the Con-

ventions heavily influenced the drafting of the substantive articles, in particular Common Ar-

ticle 3. See also 2017 Commentary to GCII, preamble, paras. 122-134. 
700 See further Chapter 10.5 
701 See further Chapter 10.6. 
702 IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 151. 
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of ‘greater social conflict’,703 which would include situations of armed con-

flict. The need for information provided by States to be accurate and its con-

nection with the public’s right to know, which is also protected under free-

dom of expression, was highlighted in Bladet Tromsø and Stensaas v. Nor-

way (1999). In this case, the ECtHR stated that: 

 

the press should normally be entitled ... to rely on the contents of offi-

cial reports without having to undertake independent research [since] 

otherwise, the vital public-watchdog role of the press may be under-

mined.704  

 

Where non-State parties spread misleading or false information, the State in 

which the conflict is being waged has a positive obligation under IHRL to 

address the interference with the public’s right to know under IHRL. 

 

Notwithstanding the above, lies or denials that later turn out to have know-

ingly been made falsely by parties to the armed conflict have gained signifi-

cance in recent years in response to reports of violations of IHL by the media 

and others.705 This includes the use of counter-accusations that the reporting 

is ‘fake news’ or lies itself.706 The strategic use of such denials or lies can 

create confusion as to the facts and potentially lead to further human rights 

violations in both areas related and unrelated to the armed conflict.  

 

A historical example is provided by the 1918 influenza pandemic, during 

which propaganda activities connected with World War I (‘WWI’) had sig-

nificant effects on the efforts to counter the spread of the virus. This in-

cluded censorship by parties to the conflict of information related to the pan-

demic, including numbers of persons infected and deaths, as well as labelling 

the pandemic a method of warfare by the adversary. The latter involved the 

use of nicknames based on nationality and race. Not least in this was mis-

trust in government information following four years of war propaganda.707 

 
703 Ibid. 
704 ECtHR, Bladet Tromsø and Stensaas v. Norway, Application No. 21980/93, Grand Cham-

ber Judgment, 20 May 1999, para. 68 (‘ECtHR, Bladet Tromsø and Stensaas v. Norway, 

1999’). See also ECtHR, Observer and Guardian v. the United Kingdom, Application no. 

13585/88, Judgment, 26 November 1991, para. 60 (‘ECtHR, Observer and Guardian v. the 

United Kingdom, 1991’). 
705 See ICRC, 2019 Challenges Report, 10-12. 
706 It should be noted that there are many historical accusations of ‘fake-news’. See further Ja-

cob Soll, ‘The Long and Brutal History of Fake News’, Politico, 18 December 2016, 

<https://www.politico.com/magazine/story/2016/12/fake-news-history-long-violent-

214535/>. 
707 See further Cédric Cotter, ‘From the “Spanish Flu” to COVID-19: lessons from the 1918 

pandemic and First World War’, ICRC Humanitarian Law & Policy Blog, 23 April 2020, 
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Undermining the trust in the public watchdog role of the media through 

propaganda activities of lies, denials and spreading false or misleading infor-

mation thus exacerbated the situation. 

 

The further repercussions of such activities have also been evident in disin-

formation campaigns during the COVID-19 pandemic. These repercussions 

have included increased discrimination and violence against minority 

groups,708 repression of journalists,709 and attacks against healthcare work-

ers,710 including in the context of armed conflict,711 to name a few.712  

 

A further example of this in the context of armed conflict is the genocide de-

nial and propaganda activities alleging a further genocide perpetrated by the 

Tutsi-dominated Rwandan Patriotic Army after the Hutu genocide perpe-

trated by the former government of Rwanda and armed groups associated 

with it.713 This has had significant repercussions on the reconciliation pro-

cesses aimed at addressing violations of IHL and IHRL within the country. 

Similarly, the Report of the detailed findings of the independent international 

Commission of inquiry on the protests in the Occupied Palestinian Territory 

 
<https://blogs.icrc.org/law-and-policy/2020/04/23/spanish-flu-covid-19-1918-pandemic-first-

world-war/>. 
708 See, for example, UN Office on Genocide Prevention and the Responsibility to Protect, 

‘Guidance Notes on Addressing and Countering COVID-19 related Hate Speech’, 11 May 

2020, <https://www.un.org/en/genocideprevention/documents/Guidance%20on%20COVID-

19%20related%20Hate%20Speech.pdf>. See also Julie Posetti and Kalina Bontcheva, ‘Dis-

infodemic: Deciphering COVID-19 Disinformation’, UNESCO, Policy Brief 1, 2020, 

<https://en.unesco.org/sites/default/files/disinfodemic_deciphering_covid19_disinfor-

mation.pdf>. 
709 UN OHCHR, ‘Criminalisation of journalism around the world must end now, says UN ex-

pert’, Press Release, 1 May 2015, <https://www.ohchr.org/EN/NewsEvents/Pages/Dis-

playNews.aspx?NewsID=25856&LangID=E>. 
710 World Health Organization, ‘Attacks on health care in the context of COVID-19’, Press 

release, 30 July 2020, <https://www.who.int/news-room/feature-stories/detail/attacks-on-

health-care-in-the-context-of-covid-19>. 
711 ‘Afghanistan: UN condemns attacks on healthcare amid COVID-19 pandemic’, UN News, 

21 June 2020, <https://news.un.org/en/story/2020/06/1066772>. 
712 The EU External Action Service expanded its disinformation review to collect examples of 

pro-Kremlin disinformation in response to the spread of disinformation relating to the COVID 

pandemic. This initiative is seen by some as problematic, as an unlawful interference with the 

right to freedom of expression. See further Ronan Ó Fathaigh, Natali Helberger, and Naomi 

Appelman, ‘The perils of legally defining disinformation’, Internet Policy Review, Volume 

10, Issue 4, 2021, and Ethan Shattock, ‘Self-regulation 2:0? A critical reflection of the Euro-

pean fight against disinformation’, Harvard Kennedy School Misinformation Review, Volume 

2, Issue 3, May 2021. 
713 Linda Melvern, ‘Moral Equivalence: The Story of Genocide Denial in Rwanda’, Journal of 

International Peacekeeping, Volume 22, Issue 1-4, 2020, 190-198. 
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stated that the findings were significantly hampered by the use of lies, deni-

als and disinformation, which resulted in significant repercussions for indi-

viduals, including death threats, and undermined protections under IHL.714 

 

Lies and denials of violations of IHL made knowingly falsely can also create 

an environment that encourages further violations of IHL.715 As highlighted 

by the report of the UN FFM on Myanmar, the denial of international crimes 

and failure to adequately investigate and prosecute perpetrators created a 

culture of impunity in which such behaviour was not only condoned but also 

encouraged the commission of further international crimes.716  

 

Whilst lies and false denials of violations can themselves potentially violate 

the right to freedom of expression, the exercise of this right can act as a 

means to counter such activities. The role of public watchdogs, such as the 

media, NGOs and other advocacy groups, ensures that information on poten-

tial violations of IHL is made public and that the wider society is thereby in-

formed of these activities. As will be discussed further in Chapter 7, the right 

to access information under freedom of expression, which requires States to 

proactively provide accurate information on their activities and to respond to 

individual requests to access such information, enables this important func-

tion to continue.717 The fact that the right to freedom of expression must be 

protected in armed conflict as well as during peacetime ensures that there is 

plurality in public debates even during these extreme situations, so that dif-

ferent perspectives can be presented on misleading or false information pro-

vided by the parties to the conflict. The obligation to facilitate the right also 

acts as a guarantee of a variety of sources and ideas. Where it can be shown 

that the State provided misleading information on violations of IHL, this 

could be a factor that IHRL courts and monitoring bodies take into consider-

ation in determining whether there has been a breach of the right to freedom 

of expression. 

 

A clear example of where the exercise of the right to freedom of expression 

revealed lies spread by a party to the conflict was the reporting by Reuters of 

doctored images and the publication of a 117-page book by the Myanmar 

military in an apparent effort to justify the widespread killing that had taken 

place in 2017. The Reuters investigation showed that a doctored image that 

was originally of Hutus fleeing Rwanda in 1996 was altered to appear to 

 
714 Report of the UN Inquiry on protests in the Occupied Palestinian Territory, 2019, paras. 

655-683. See further paras. 684-690. 
715 See also ICRC, 2019 Challenges Report, 21. 
716 UN FFM on Myanmar, 2018 Report, paras. 1339-1340. See further para. 1341. 
717 See further Chapter 7.1. 



140 

show Rohingya entering the country.718 The purposeful manipulation and 

spreading of this type of information in the context of extreme hatred to-

wards the minority group at the time could be considered an interference 

with the public’s right to know and the right to freedom of opinion without 

undue interference.719 The context of the armed conflict and fact that much of 

the information related generally to a minority group without any distinction 

for the protection of civilians could also be considered a breach of the obli-

gation to respect IHL. 

3.3.3 The aid of human rights law jurisprudence in determining 

facts and lies 

 

Determining what is truth or known can be very difficult and is an area of 

extreme delicacy. It is a balance that IHRL has dealt with considerably in the 

jurisprudence relating to freedom of expression in what the ECtHR describes 

as the difference between facts and value judgments.720 In armed conflict set-

tings, this is essential in determining whether interfering with an individual’s 

right to freedom of expression is justified when the individual spreads false 

or misleading information shared by a party to an armed conflict. 

 

In Lingens v. Austria (1986), the ECtHR noted that the ‘existence of facts 

can be demonstrated, whereas the truth of value-judgements is not suscepti-

ble to proof’.721 The Court noted that any requirement to prove the truth of 

 
718 See further Reuters in Yangon, ‘Myanmar army fakes photos and history in sinister rewrite 

of Rohingya crisis’, The Guardian, 31 August 2018, <https://www.theguard-

ian.com/world/2018/aug/31/myanmar-army-fakes-photos-and-history-in-sinister-rewrite-of-

rohingya-crisis>. 
719 The Myanmar military subsequently tried to sue Reuters based on its reporting relating to 

the armed conflict and the Myanmar military’s conduct. The claim was dropped, but also ap-

pears to be a prima facie unlawful interference with the right to freedom of expression. See 

further Reuters, ‘Myanmar army sues Reuters over report on deaths of Rohingya women’, The 

Guardian, 10 March 2020, <https://www.theguardian.com/world/2020/mar/10/myanmar-

army-sues-reuters-over-report-on-deaths-of-rohingya-women> and Rebecca Ratcliffe, ‘Myan-

mar blocks hundreds of news sites and threatens editor with life in jail’, The Guardian, 1 

April 2020, <https://www.theguardian.com/world/2020/mar/31/myanmar-editor-could-face-

life-in-jail-for-interviewing-rebel>. 
720 ‘Value judgements’ are defined in the Oxford English Dictionary as ‘judgement attributing 

merit or demerit to something according to certain standards or priorities’. See ‘value judge-

ment, n.’, OED Online (3rd ed., Oxford University Press, December 2011, modified version 

published online June 2022), <https://www.oed.com/view/Entry/221253>. 
721 ECtHR, Lingens v. Austria, Application no. 9815/82, Judgment, 8 July 1986, para. 46 

(‘ECtHR, Lingens v. Austria, 1986’). 
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value judgments infringes freedom of opinion itself.722 Untrue factual state-

ments disguised as value judgments do not fall within the protection of Arti-

cle 10, however. This was seen in Perna v. Italy (2003), in which a journalist 

wrote an article relating to proceedings brought against the Principal Public 

Prosecutor in Palermo. The ECtHR took into account not only the specifi-

cally defamatory remarks but also the context of the article as a whole. The 

Court held that the domestic courts had been correct in their decision that 

facts related to the Public Prosecutor’s conduct, and thus were a statement of 

fact, which the applicant at no time tried to prove.723 

 

Classifying whether an expression is a statement of fact or a value judgment 

falls first to national authorities, particularly the domestic courts.724 Factors 

that aid in this classification include the circumstances of the case, the gen-

eral tone of the remarks, and whether the remarks are related to matters of 

public interest, which may indicate that the statements are value judgments 

as opposed to facts.725 However, even value judgments must have a sufficient 

factual basis to support them; otherwise, they may be excessive.726 The latter 

is slightly confusing, as lies themselves can also be protected under freedom 

of expression. However, where the lie relates to a ground for limitation un-

der IHRL, restrictive measures may be justified. Examples of this include the 

law of defamation and similar laws, which allow individuals to take private 

legal action to protect their honour and reputation, or where criminal action 

may be justified to combat the spreading of lies inciting violence or discrimi-

nation against minority groups. The content of the lie is therefore very im-

portant to evaluate. The context is also critical and may make the distinction 

between statements of fact and value judgments less significant, for exam-

ple, in cases of political discussions and debate, where the right to freedom 

of expression enjoys special protection.727 The ECtHR has held in this regard 

 
722 Ibid. See also ECtHR; Oberschlick v. Austria (No. 1), Application no. 11662/85, Judg-

ment, 23 May 1991, para. 63. 
723 ECtHR, Perna v. Italy, Application no. 48898/99, Grand Chamber Judgment, 6 May 2003, 

paras. 45-47. Contrast with ECtHR, Bladet Tromsø and Stensaas v. Norway, 1999, para. 68. 

See also ECtHR, De Lesquen du Plessis‐Casso v. France (no. 2), Application no. 34400/10, 

30 January 2014, and ECtHR, Albrecht Kieser and Peter Tralau Kleinert v. Germany, Appli-

cation no. 18748/10, Decision on Admissibility, 2 December 2014 (‘ECtHR, Albrecht Kieser 

and Peter Tralau Kleinert v. Germany, 2014’). 
724 ECHtR, Paraskevopoulos v. Greece, Application no. 64184/11, Judgment, 28 June 2018, 

para. 32 (‘ECHtR, Paraskevopoulos v. Greece, 2018’). 
725 ECtHR, Makraduli v. The Former Yugoslav Republic of Macedonia, Application nos. 

64659/11 and 24133/13, Judgment, 19 July 2018, para. 62 (‘ECtHR, Makraduli v. The For-

mer Yugoslav Republic of Macedonia, 2018’). 
726 ECHtR, Paraskevopoulos v. Greece, 2018. 
727 ECtHR, Makraduli v. The Former Yugoslav Republic of Macedonia, 2018, para. 62. 
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that a standard that can be expected of an individual involved in a public de-

bate on an important issue should not be a more demanding standard than 

that of due diligence.728 

3.4 Responsibility for violations of the obligations 

pertaining to freedom of expression in armed conflict 

 

The previous sections set out what obligations under IHRL and IHL are rele-

vant for evaluating the scope of the right to freedom of expression in armed 

conflict. What happens when one of these obligations is breached? The next 

section will set out who can bear responsibility for violations under the re-

spective bodies and when this can occur. Once again, there are significant 

differences and similarities between the two fields. Whilst IHL lacks en-

forcement mechanisms for addressing violations akin to those found under 

IHRL, ensuring accountability for violations by non-State armed actors un-

der both IHL and IHRL is difficult. As will be seen, the stronger enforce-

ment mechanisms of IHRL do provide a limited path for redress. 

3.4.1 Responsibility for violations of international human 

rights law 

 

As the addressees of obligations under IHRL, States can be held responsible 

for breaches of IHRL. To be internationally responsible, the conduct violat-

ing the rights of individuals must be attributable to the State. Under IHRL, 

State responsibility follows automatically where attribution is established. 

As a result, issues of responsibility and attribution are often blurred,729 lead-

ing to criticism that human rights bodies have not sufficiently differentiated 

between the two.730 The IACtHR has noted, however, that the many different 

ways in which human rights may be violated make it illusory to expect inter-

national law to define specifically or rigorously all the possible ways in 

which conduct may be attributed to the State.731 

 

 
728 Ibid., para. 75.  
729 IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 130. 
730 Marko Milanovic, ‘Special Rules of Attribution of Conduct in International Law’, Interna-

tional Law Studies, Volume 96, No. 295, 2020, 296-393, 342-388 (‘Milanovic, ‘Special Rules 

of Attribution of Conduct in International Law’, 2020’). 
731 IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 129. 
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Attribution is established based on the facts of each case in relation to the 

specific obligations applicable under the general rules on State responsibil-

ity.732 Accordingly, a State is responsible for the conduct of the organs of the 

State and those acting with State authority, even if its agents act beyond the 

authority or instructions provided to them.733 In addition, States may be re-

sponsible for non-State actors they direct or control the conduct of, or where 

the State acknowledges conduct by individuals of a non-State actor as its 

own.734 Non-State armed groups may also become internationally responsible 

where the armed group becomes the government of a State during or follow-

ing an armed conflict.735 

 

The State may also be responsible for having failed to prevent violations and 

protect individuals from real and immediate risks to violations of their rights 

by third parties that the authorities knew or ought to have known of at the 

time.736 Individuals and – importantly in the context of armed conflicts – 

non-State armed groups cannot be held directly responsible for breaches of 

human rights by the international human rights monitoring bodies and courts 

currently established. As part of the State’s obligations to protect and to pro-

vide an effective remedy, redress for such violations should be available 

through domestic mechanisms.737 States are also required to investigate and 

hold accountable individuals who unlawfully interfere with the rights of oth-

ers. Failing to do so will result in the State being responsible for the breach 

of this procedural requirement.738 

 

The State can be responsible for violations of the rights of others resulting 

from misuse of the exercise of freedom of expression. Examples include in-

dividuals using their right to freedom of expression to spread hate speech or 

incite violence, hostility or discrimination. This could include where individ-

uals within the State’s territory interfere with the rights of individuals in an-

other State’s territory, depending on the control, influence and State power 

 
732 Ibid. 
733 ILC, Draft Articles on Responsibility of States for Internationally Wrongful Acts, 2001, 

Articles 4, 5 and 7. See further Articles 6.  
734 Ibid., Articles 8 and 11. 
735 Ibid., Article 10. 
736 IACtHR, Case of Velásquez Rodríguez v. Honduras, Merits, Judgment of July 29, 1988, 

Series C No. 4 (‘IACtHR, Case of Velásquez Rodríguez v. Honduras, 1988’); and ECtHR, 

Osman v. the United Kingdom, Application no. 23452/94, Grand Chamber Judgment, 28 Oc-

tober 1998. 
737 ICCPR, Article 2(3)(a); ACHR, Article 25; ECHR, Article 13. See also Musila, ‘The right 

to an effective remedy under the African Charter on Human and Peoples’ Rights’, 2006. Do-

mestic courts have held non-State armed actors responsible where they exercise of govern-

mental functions was a core requirement. See, for example, UK Supreme Court, R v. Reeves 

Taylor (Appellant), 2019, para. 76-79. 
738 See, for example, ECtHR, Özgür Gündem v. Turkey, 2000, paras. 38-41. 
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exercised in the circumstances.739 If the interference with the rights of others 

is done by military personnel, for example, the conduct could be attributed to 

the State as an act by a state official, and the State would therefore also be 

responsible for violating the negative obligation to respect.740 The State 

where the individual whose rights have been interfered with is located may 

also be held responsible for failing to take reasonable measures available to 

address the interference. In the context of armed conflict, States have been 

held responsible for failing to take diplomatic, economic, judicial, or other 

measures within their power and in accordance with international law to se-

cure the rights of the individuals within the area controlled by the non-State 

armed group.741 

3.4.2 Responsibility for violations of international 

humanitarian law 

 

IHL operates similarly to IHRL in that States are responsible for violations 

that are attributable to them. Like IHRL, reference is made in IHL to the 

rules on State responsibility to establish attribution.742 As such, States can be 

responsible for the acts of their organs and agents, as well as for acts of pri-

vate individuals within their authority where they failed to take sufficient 

measures to ensure respect for IHL.743 As noted above, States may also be re-

sponsible where they have encouraged or incited individuals to commit vio-

lations of IHL.744 

 

Whereas a great deal of attention has been given to how international law 

imposes obligations on non-State armed groups, less focus has been given to 

how conduct can be attributed to non-State armed groups under IHL, and the 

rules of State responsibility have largely been applied by analogy.745 The 

rules reflected in Articles 8 to 11 of the ILC’s Draft Articles on State Re-

sponsibility noted above are particularly relevant for establishing responsi-

bility for both IHL and human rights violations. Most of the attention in this 

area has been related to attributing conduct that constitutes international 

 
739 See Chapter 2.6. See also Chapters 6.1 and 9. 
740 See, for example, HRC, Jegatheeswara Sarma v. Sri Lanka, Communication No. 950/00, 

UN Doc. CCPR/C/78/D/950/2000, 16 July 2003, para. 9.2 for example of military personnel 

acting outside their authority in the context of the right to life. 
741 See, for example, ECtHR, Catan and Others v. the Republic of Moldova and Russia, 2012, 

para. 109, and ECtHR, Ilaşcu and Others v. Moldova and Russia, 2004, para. 331. 
742 Milanovic, ‘Special Rules of Attribution of Conduct in International Law’, 2020. 
743 2020 Commentary to GCIII, Common Article 1, paras. 178-185. 
744 See Chapters 3.2.2 and 3.2.3. 
745 See, for example, Mastorodimos, Armed Non-State Actors in International Humanitarian 

and Human Rights Law, 2016, 112-126. 
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crimes.746 The attributing connection with a party to the armed conflict is of-

ten one of the main elements of the crimes prosecuted or the basis for which 

individual responsibility is established.747 

 

As noted above, IHL differs significantly from IHRL in that there is no ex-

plicit right to an effective remedy under IHL. As such, once conduct violat-

ing IHL requirements is attributed to either a State or a non-State armed 

group, it is extremely difficult for individuals to seek or receive any sort of 

remedy for damage suffered.748 

3.4.3 The role of statements on social media in attributing 

responsibility for violations to parties to armed conflicts 

 

As noted above, public statements and other communicative acts of the par-

ties to armed conflicts play a vital role in realising the obligations to respect 

and ensure respect under IHL. The ICJ has held that statements emanating 

from high-ranking official and political figures are evidence that facts are at-

tributable to the State such officials represent and are of particular probative 

value when they acknowledge facts or conduct of the State.749 As has also 

been demonstrated in IHRL jurisprudence, the statements of public officials 

are similarly evidence of the facts attributable to States and can themselves 

violate or contribute to the violation of an individual’s human rights.750 The 

exercise of freedom of expression by individuals, particularly the press, is 

again vital in disseminating such statements to the wider public and thus 

plays an important role in establishing attribution for violations of IHL. 

 

 
746 See further Narissa Kashvi Ramsundar, State Responsibility for Support of Armed Groups 

in the Commission of International Crimes (Leiden, Boston, Brill Nijhoff, 2020), 67-95. 
747 For example, as part of a widespread or systematic attack in crimes against humanity or as 

a necessary nexus with an armed conflict to constitute a war crime. See further ICC Statute 

1998, Articles 7 and 8. See also Articles 25 and Article 28 on individual and command re-

sponsibility. See further Rodenhäuser, Organizing Rebellion, 2018, 213-313. 
748 As discussed in Chapter 2.4, the ICJ held in Jurisdictional Immunities of the State, 2012 

that there is not right to individual reparations under IHL. 
749 ICJ, Military and Paramilitary Activities in and against Nicaragua Case, 1984, para. 64 

and 71. 
750 See, for example, EctHR, Khadija Ismayilova v. Azerbaijan (No. 2), Application no. 

30778/15, Judgment, 27 February 2020, paras. 99-104 (‘ECtHR, Khadija Ismayilova v. Azer-

baijan (No. 2), 2020’) and ECtHR, Allenet de Ribemont v. France, Application no. 15175/89, 

Judgment, 10 February 1995. Public statements by officials have also been used as evidence 

of human rights violations for the unlawful purpose of silencing dissent. See also ECtHR, Ka-

vala v. Turkey, 2019, paras. 229-232. 
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Many of the points discussed above have been reconsidered in the digital 

age, where statements are issued and content shared on social media plat-

forms and the divide between private and public acts is not always clear.751 

These platforms have been used to share critical information on the conduct 

of hostilities and provide essential safety information to the affected civilian 

population in situations of armed conflict.752 Such statements would clearly 

be attributable to the State.753 Non-State armed groups also have official so-

cial media accounts that they use to share information on their activities with 

the general public. In the Myanmar context, for example, the UN FFM high-

lighted how one of the organised armed groups used the social media plat-

form Twitter in its communications, issuing public statements on its objec-

tives via this platform.754 

 

Interactions between an individual’s private accounts and official accounts 

of State organs can make it difficult to distinguish whether acts of expression 

are done in an official or private capacity. An example of this is the linking, 

copying or paraphrasing of posts from official military pages by soldiers as 

posts on their private pages.755 The UN FFM on Myanmar report detailed Fa-

cebook posts of the Commander-in-Chief of the Tatmadaw that constituted 

hate speech and incitement to violence, which linked the conduct of military 

operations that breached IHL standards with the environment of violent dis-

crimination and pursuit of a hate campaign at the time.756 These posts ena-

 
751 Francis Grimal, ‘Twitter and the jus ad bellum: threats of force and other implications’, 

Journal on the Use of Force and International Law, 2019, Volume 6, Number 2, 183-192, 183. 

Grimal cites a report that 97% of UN member states have an official presence (‘Grimal, 

‘Twitter and the jus ad bellum’, 2019’). 
752 See example of posts on the IDF official Twitter account on the opening of hostilities and 

subsequent conduct in May 2021 discussed further in Chapter 10.5.3. 
753 ILC, Draft Articles on Responsibility of States for Internationally Wrongful Acts, 2001, 

Article 4. 
754 UN FFM on Myanmar, 2018 Report, paras. 1012-1013 and 1016-1017. 
755 See further UN Human Rights Council, ‘Report of the Special Rapporteur on the promo-

tion and protection of the right to freedom of opinion and expression’, UN Doc. 

A/HRC/38/35, 6 April 2018 on online content regulation and UN Human Rights Council, 

‘Report of the Special Rapporteur on the promotion and protection of the right to freedom of 

opinion and expression’, UN Doc. A/HRC/35/22, 30 March 2017 on the role of digital access 

providers. 
756 See UN FFM on Myanmar, 2018 Report, para. 1336. See also paras. 696 and 1173. In 

para. 1310, the Fact-Finding Mission noted that over 150 online public social media accounts, 

pages and groups regularly spread messages amounting to hate speech against Muslins in gen-

eral or Rohingya in particular. In the report, ‘the Mission paid specific attention to a number 

of Facebook accounts that appear to be particularly influential considering the number of fol-

lowers (all over 10,000, but some over 1 million), the high levels of engagement of the fol-

lowers with the posts (commenting and sharing), and the frequency of new posts (often daily, 

if not hourly)’. The report went on to state in para. 1311 ‘[a]s posts can be shared by followers 
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bled violence in breach of the applicable IHL standards and added to an en-

vironment of impunity, leading to further and graver acts of violence by 

members of the military and others in violation of IHL and IHRL. The posts 

were in turn shared by lower-ranking members of the military, spreading the 

impact even further. 

 

The context in which the expression takes place is clearly key. In Myanmar, 

social media plays an important role in facilitating the right to freedom of 

expression. A majority of people within the country receive most of their 

news via social media platforms such as Facebook.757 The military had offi-

cial Facebook pages, and individual members, including senior members of 

the military, also had individual pages. In relation to their private accounts, 

individuals representing the State can be expected to be aware of their posi-

tion in the statements they make that are publicly available and clearly indi-

cate when statements on matters of current events are of a public nature out-

side their official capacity.758 This follows from the requirements recognised 

by IHRL bodies that institutions of the State and thus those working for them 

should display a high degree of tolerance to offensive speech, unless such in-

flammatory speech is likely to provoke imminent unlawful actions towards 

personnel and expose personnel to a real risk of physical violence.759 This 

has been highlighted as particularly true for security forces of the State and 

is part of the duties and responsibilities they bear in exercising their right to 

freedom of expression.760 The impact of a post on social media by a soldier 

 
and then by their followers without limit, it has not been possible for the Mission to trace the 

full extent of the exposure they received. Subtleties in the Myanmar language and the use of 

fables and allegories make some potentially dangerous posts difficult to detect. Many mes-

sages are reportedly also shared through private communications means, such as Viber and 

Messenger, which are not accessible to the Mission’. 
757 UN FFM on Myanmar, 2018 Report, paras. 1343-1345. 
758 This can be connected with the need to ensure other rights of individuals involved are not 

violated, for example, the need for judges to be impartial. See, for example, Samuel Chamber-

lain, ‘Marine Lt. Col. Stuart Scheller relieved of duty for calling out brass over Afghanistan’, 

New York Post, 28 August 2021, <https://nypost.com/2021/08/28/marine-lt-col-stuart-schel-

ler-relieved-of-duty-after-facebook-video-of-him-ripping-military-leaders-goes-viral/> and 

James Clark, ‘Marine commander relieved over viral video calling out military leaders for Af-

ghanistan withdrawal’, Task and Purpose, 30 August 2021, <https://taskandpur-

pose.com/news/marine-lt-col-stuart-scheller-relieved-video/>. See further Chapter 2.5.2. 
759 See, for example, ECtHR, Savva Terentyev v. Russia, Application No. 10692/09, Judg-

ment, 28 August 2018, para. 77. See further paras. 75-76. The ECtHR noted in para. 77 that it 

has only been in the ‘very sensitive context of tension, armed conflict and the fight against 

terrorism or deadly prison riots’ that the Court has found that statements were likely to en-

courage violence capable of putting members of security forces at risk and thus acted that in-

terference with such statements was justified. See, for example, ECtHR, Sürek v. Turkey (No. 

1), Application no. 26682/95, Grand Chamber Judgment, 8 July 1999 (‘ECtHR, Sürek v. Tur-

key (No. 1), 1999’). 
760 See further Chapter 2.7. 
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in an environment of hostility and impunity is therefore different from situa-

tions where information is shared by members of the general public.761 

 

In the international context, it is increasingly accepted in State practice that 

statements on social media can constitute evidence of the State’s official po-

sition. For example, following a threat by the then President of the U.S. to 

target Iranian cultural sites in January 2020, the UK, France and Germany is-

sued a joint statement calling on all parties to ‘exercise restraint and respon-

sibility’.762 The statement did not condemn the statements made by the U.S. 

President as breaches of international law generally or IHL specifically, but 

the UK’s Foreign Secretary did make a statement to the press the same day 

the joint statement was issued that the cultural sites in question ‘were pro-

tected by international law and Britain expected that to be respected’.763 The 

Director General of the United Nations Education, Scientific and Cultural 

Organization (‘UNESCO’) also highlighted that cultural sites were protected 

under international law in response to the statements made on social me-

dia.764 

 

The speed with which information is delivered on social media is important, 

as statements by officials can have far-reaching effects in a very short period 

of time. Other States could thus be put on notice of the potential likelihood 

of a serious breach to IHL and would then be obligated under Common Arti-

cle 1 to take measures available in the circumstances to deter those suspected 

of or threatening to breach IHL standards. In this regard, the ICJ held in rela-

tion to the similar due diligence obligation under the Genocide Convention 

1948 that the obligation of other States to prevent a breach arises ‘at the in-

stant that the State learns of, or should normally have learned of, the exist-

ence of a serious risk that genocide will be committed’. However, a State can 

 
761 Francis Grimal ‘Twitter and the jus ad bellum’, 2019, 189-190. 
762 See UK Government, ‘Joint statement from President Macron, Chancellor Merkel and 

Prime Minister Johnson on the situation in Iraq’, Statement from the heads of state and gov-

ernment of France, Germany and the United Kingdom, 6 January 2020, 

<https://www.gov.uk/government/news/joint-statement-from-president-macron-chancellor-

merkel-and-prime-minister-johnson-on-the-situation-in-iraq>. See further William Booth and 

Karla Adam, ‘Boris Johnson will not back Trump’s threat of targeting Iran’s cultural sites’, 

Washington Post, 6 January 2020, <https://www.washingtonpost.com/world/europe/boris-

johnson-will-not-back-trumps-threat-of-targeting-irans-cultural-sites/2020/01/06/20ec1d8a-

3089-11ea-971b-43bec3ff9860_story.html>. 
763 Kylie MacLellan, ‘UK foreign minister Raab urges diplomatic solution to Iran tensions’, 

Reuters, 6 January 2020, <https://www.reuters.com/article/us-security-iraq-britain-raab-

idUSKBN1Z51TG>; and ‘Trump under fire for threat to Iranian cultural sites’, BBC News, 6 

January 2020, <https://www.bbc.com/news/world-middle-east-51014237>. 
764 UNESCO, ‘Meeting of Director-General and Iran’s Ambassador to UNESCO’, News, 6 

January 2020, <https://en.unesco.org/news/meeting-director-general-and-irans-ambassador-

unesco-0>. 
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only be held responsible for breaching this due diligence duty if genocide 

was actually committed.765  

 

Whilst statements on social media may cause other States to react through 

diplomatic or other communication channels, any further reaction would 

need to be in line with the law of State responsibility and the regulation on 

the use of force.766 This is recognised within the Commentary to the Geneva 

Conventions, which also highlights that actions in response to breaches of 

the obligation to respect IHL must not themselves breach the requirements of 

IHL.767 Although a statement in response to a potential breach of the obliga-

tion to respect IHL through social media may not seem very consequential at 

first glance, this is precisely how the system of enforcement of international 

law has traditionally operated.768 In doing so, other State parties may help 

prevent a foreseeable risk that violations will be committed and/or prevent 

further violations, in line with their positive obligations under Common Arti-

cle 1 of the Geneva Conventions.769 

3.5 Conclusions 

 

This Chapter explored the contents and relationships between the mirroring 

obligations to respect, ensure and protect under IHRL and IHL. The many 

differences and similarities are important in defining the obligations relating 

to the right to freedom of expression in armed conflict. This also revealed a 

dynamic relationship between the general obligations under IHL and the 

right to freedom of expression. 

 

Both IHRL and IHL include general obligations to respect and ensure, which 

are then developed and set out in further detail in the substantive provisions 

that follow. This is often broken down as obligations to respect, protect and 

 
765 ICJ, Application of the Genocide Convention case, Merits, Judgment, 2007, para. 431. 
766 Ibid., para. 430. See further Malcolm Evans (ed), International Law (5th ed., Oxford, Ox-

ford University Press, 2018), 415-483, 521-547 and 618-650. See also Shaw, International 

Law, 2021, 677-732, 879-923, and 982-1029. 
767 2017 Commentary to GCII, Article 1, paras. 196-198 and 203. 
768 See, for example, Shaw, International Law, 2021, 1-41. See also Umesh Palwankar, 

‘Measures available to States for fulfilling their obligation to ensure respect for international 

humanitarian law’, International Review of the Red Cross, Volume 34, Issue 298, February 

1994, 9–25. 
769 2017 Commentary to GCII, Article 1, para. 186. Grimal ‘Twitter and the jus ad bellum’, 

2019, 191-192 considers how the use of social media may even develop international legal 

standards through official State use, rather than simple be evidence of State practice. 
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facilitate under IHRL. IHL similarly includes obligations to respect and pro-

tect specified individuals and objects. The obligation to respect the right to 

freedom of expression is understood as a negative obligation not to violate 

the right. The operation of limitations and derogations outlined in Chapter 2 

is often pivotal to what continues unlawful interference in this regard. The 

obligation to respect IHL is similarly a negative obligation not to violate the 

requirements and the obligation to protect a positive obligation, which in-

cludes protecting individuals from violations by third parties.  

 

One of the most significant differences between IHRL and IHL is in the obli-

gations of non-State parties to the conflict. Both the IHRL and IHL obliga-

tions bind States, but the obligation to respect IHL is different, as it also di-

rectly binds non-State parties to the conflict. The analysis concluded that 

non-State actors are not bound in the same way as States under IHRL, but 

only indirectly by virtue of the State implementing its obligations. Any self-

standing basis in international law is still too debated to offer any certainty. 

In any case, this and subsequent practice confirm that, at present, the obliga-

tions of non-State armed actors are limited to respecting the human rights of 

others. This is consistent with the developments in IHRL in relation to the 

obligations of business. The difference in obligations between States and 

non-State parties to armed conflict under IHRL has been considered by some 

as undermining the equality of belligerents,770 but it is in line with the foun-

dations of IHRL, which aims to regulate the relations between States and in-

dividuals within their jurisdiction. In this way, the cases that have found that 

non-State armed groups can exercise de facto governmental authority are not 

as out of place as they may at first appear. However, such examples are rare.  

 

This conclusion does not come without other problems, however. The result 

is that there are also differences in the obligations owed in relation to indi-

viduals within territory controlled by the State and those in territory con-

trolled by the non-State party. This further impacts the possibility of secur-

ing remedies for interferences with the right to freedom of expression com-

mitted by non-State armed actors. As IHL violations need to be reframed as 

IHRL violations, violations by non-State armed actors need to be reframed 

as acts or omissions attributable to the State to be able to seek redress 

through current international and regional mechanisms. However, not all in-

terferences with the right to freedom of expression by the non-State armed 

group will necessarily constitute unlawful abuses of the right. The non-State 

 
770 See further Provost, Rebel Courts, 2021, 147-149 on the shift from formal to substantive 

equality of belligerents in NIACs under international humanitarian law and impact on he ar-

ticulation of rights and obligations of insurgents that are related to but not necessarily identi-

cal to those of States. 
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armed group may have obligations under IHL that result in the interference. 

Examples of this are explored further in the subsequent Chapters. 

 

Freedom of expression plays an important function in demonstrating and 

corroborating the obligations to respect and ensure respect for IHL. This re-

quires that States uphold their obligation to facilitate the exercise of the right 

and is an extension of the societal dimension of the right, which enables de-

bate and discussion on important matters of public interest. Where parties to 

the conflict hinder such scrutiny of their actions, the result is silence, which 

creates space for further violations of both IHRL and IHL. 

 

The obligation to ensure respect for IHL is similar to the obligation to pro-

tect under IHRL in that it requires the addressees of the obligation to prevent 

violations of the substantive provisions, including by third parties. This obli-

gation under IHL is inherently linked with providing information, and in-

cludes a duty of parties to the conflict to do so in certain circumstances.  

 

Similarities with the obligation under IHRL can be seen again in the external 

dimension of the obligation to ensure respect for IHL, but there are signifi-

cant differences in the enforcement mechanisms available. Again, providing 

information such as by issuing public statements on violations is one possi-

ble means of discharging the external dimension of the obligation to ensure 

respect for IHL. This is also consistent with IHRL findings. 

 

Further to this obligation, parties to the conflict should not encourage viola-

tions of IHL and are obliged to take measures preventing the encouragement 

or incitement of violations of IHL. In contrast to other international crimes, 

however, States are not obligated to criminalise such conduct. Parties may 

exert influence on the opposing side by highlighting violations through 

providing information. This is itself a means of preventing further violations, 

as highlighted by IHRL jurisprudence.  

 

Lying, spreading false or misleading information resulting in confusion 

around the facts of violations or hiding information leading to the identifica-

tion of violations of IHL and/or persons responsible may also constitute a 

breach of the obligation to respect IHL. Such actions have also been shown 

to encourage further violations of IHL. In addition, they may constitute a vi-

olation of the right to access and seek information on matters of public inter-

est and thus give rise to claims under this body of law. That said, the exer-

cise of this right can itself act as a means to counter such activities. How to 

determine what is a fact and what is a lie is difficult in many circumstances 

and all the more so in the fog of war. IHRL jurisprudence on the differences 

between facts and value judgments and the rights and obligations stemming 

from these may be of assistance. 
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The obligations to protect also differ under the two bodies of law. Whereas 

IHRL is aimed at protecting the right and ability of individuals to exercise 

their right to freedom of expression, IHL protection relates to potential harm 

that would prevent them from carrying out their function or resulting from 

their specific vulnerability relating to the situation of armed conflict. Related 

to this, the obligation to respect protected persons and objects means that 

parties to the conflict must not attack protected persons or objects, either di-

rectly or indirectly, or otherwise harm them. 

 

Under both IHRL and IHL, States can be responsible for violations that are 

attributable to the State. This can include responsibility for the conduct of 

non-State armed groups directly, such as where the State directs or controls 

the groups. It can also include the failure of the State to uphold its obligation 

to protect by preventing violations of the non-State armed group, to ade-

quately investigate abuses of rights committed by the non-State group, or to 

make sufficient efforts to secure the rights of the individuals in areas in the 

State’s territory outside of the State’s control. Examples of this can include 

where organised armed groups and individual members misuse their right to 

freedom of expression through the spread of incitements to violence or hate 

speech. Statements issued by parties to the conflict are evidence of facts at-

tributable to them. This is extremely important in the digital age, where par-

ties to the conflict use social media and other digital means of communica-

tion to spread information, as these uses also blur the boundaries between 

what is an official statement and what is a private act of expression. The ef-

fects of statements on social media can quickly reach a vast audience far be-

yond the conflict zone, which also impacts the external dimension of the ob-

ligation to ensure respect for IHL and highlights the spatial element in the ti-

tle of this thesis. 
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Part 2 – The substance of the right to freedom 

of expression in armed conflict 
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4 Freedom of opinion 

 

 
 

‘Alice sitting at a mad tea-party’, illustration drawn by John Tenniel in Alice’s Adventures in 

Wonderland by Lewis Carroll, 1865, 97 
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Freedom of opinion appears first in the list of what is protected in the treaty 

formulations of the right to freedom of expression, highlighting its im-

portance. Detailing what is protected under IHRL thereby offers a good first 

point of analysis of the material scope of the right to freedom of expression 

in armed conflict. The Chapter then considers the protection against adverse 

distinction based on political or other opinions under IHL and how this re-

lates to the right to freedom of opinion under IHRL. This will demonstrate 

that the protection against adverse distinction based on opinions is comple-

mentary to IHRL and address specific vulnerabilities to the right in situations 

of armed conflict. In addition, IHRL jurisprudence can be beneficial in inter-

preting the scope of these obligations under IHL to ensure consistency in the 

concurrently applicable norms. This Chapter also lays important groundwork 

for further protections under IHL and IHRL in relation to freedom of expres-

sion in armed conflict, including those discussed in Chapters 5.2, 8 and 10. 

4.1 The right to freedom of opinion under international 

human rights law 

 

The right to freedom of opinion is recognised in the treaty formulations of 

the right to freedom of expression in varying ways. It is protected as a sepa-

rate right under Article 19(1) ICCPR and as the right to freedom of thought 

in Article 13(1) ACHR.771 This reflects the notion that freedom of opinion is 

considered a private matter and absolute so that no restriction or exception is 

permitted,772 whereas the right to freedom of expression is considered a pub-

lic matter to which lawful restrictions are permitted.773 In contrast, freedom 

of opinion is included in the first paragraph together with other elements of 

the right to freedom of expression in Article 10(1) ECHR. Article 9 ACHPR 

does not expressly include the freedom of opinion, but its importance is set 

out in Principle 2 of the 2019 Declaration on Freedom of Expression.774 

 

 
771 Although ACHR, Article 13(1) provides protection for freedom of thought, rather than 

opinion, it is otherwise a mirror image of ICCPR, Article 19(1). Freedom of thought, con-

science and religion are protected under ICCPR, Article 18(1). 
772 UN Special Rapporteur on freedom of expression, 1995 Report, para. 24; HRC, General 

Comment No. 34, para. 9. 
773 ICCPR, Article 19(3); ECHR, Article 10(2); ACHR, 13(2) and (4). 
774 The phrasing that State parties to the ACHPR are prohibited from interference with ‘any-

one’s’ freedom of opinion is interesting, as it does not seem to be jurisdictionally limited. The 

AComHPR has also gone further than other regional systems in considering that State parties 

to the African Charter are obligated to respect the right to life of those outside their territory. 

See further AComHPR, General Comment No. 3, 2016, para. 14. See also Chapter 2.6.3. 
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The right covers all forms of opinions, the right to change opinions, and the 

right not to have an opinion.775 The right to form an opinion without interfer-

ence has been described as absolute.776 The ICCPR does not limit this inter-

ference to only that from the State, whereas the ECHR provides that only in-

terference ‘from a public authority’ is protected against in Article 10(2).777 

Interference can come in many forms, but some of the most common recog-

nised in the jurisprudence of the human rights monitoring bodies and courts 

are harassment, intimidation and stigmatisation of the person, including ar-

rest, detention, trial and imprisonment.778 

 

In its General Comment No. 34, the HRC considered that all forms of opin-

ion are protected under Article 19(1) ICCPR, including opinions of a politi-

cal, scientific, historic, moral or religious nature.779 IHRL emphasises that no 

person should be subject to the impairment of any rights based on their ac-

tual, perceived or supposed opinions.780 Schabas has likewise noted in rela-

tion to the prohibition of discrimination under Article 14 ECHR that the term 

‘other opinion’ means this applies to any form of opinion whatsoever.781 

 

There is a link between freedom of opinion as protected under the right to 

freedom of expression and freedom of thought as protected under the right to 

freedom of religion and belief. It is often difficult to distinguish between the 

two notions.782 Whether a violation involves a breach of one or the other or 

both rights will depend on the facts. For example, in Kang v. Republic of Ko-

rea (2003), the author of the communication was subjected to pressure to 

change his political opinions during his imprisonment for the crime of espio-

nage.783 Such pressure included offering inmates inducements of preferential 

treatment in prison and improved possibilities of parole for changing their 

 
775 HRC, General Comment No. 34, para. 9. See also Schabas, ECHR Commentary, 2015, 

580. 
776 HRC, General Comment No. 34, 2011, para. 5. See also Taylor, ICCPR Commentary, 

2020, 543. See further Nowak, CCPR Commentary, 2005, 441 on drafting history to provi-

sion. 
777 Note Chapter 3.1.1, however, on obligation of States to protect individuals from interfer-

ences with their right to freedom of opinion from third parties. 
778 UN Special Rapporteur on freedom of expression, Report on freedom of expression as-

pects of academic freedom, 2020, para. 15; R. Murray, ACHPR Commentary, 2019, 267-268. 

See further example ECtHR, Selattin Demirtaş v. Turkey (No. 2), Application no. 14305/17, 

Grand Chamber Judgment, 22 December 2020. 
779 HRC, General Comment No. 34, 2011, para. 9. 
780 Ibid. 
781 Schabas, ECHR Commentary, 2015, 580. 
782 UN Special Rapporteur on freedom of expression, 1995 Report, para. 25; Schabas, ECHR 

Commentary, 2015, 457. 
783 See HRC, Yong-Joo Kang v. Republic of Korea, Communication No. 878/1999, UN Doc. 

CCPR/C/78/D/878/1999, 16 July 2003 (‘HRC, Kang v. Republic of Korea, 2003’). 
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political opinions.784 This was considered by the HRC to breach not only his 

right to freedom of opinion but also his right to freedom of thought, con-

science and religion under Article 18 ICCPR, both in conjunction with equal 

protection under the law without discrimination under Article 26 ICCPR.785  

4.2 The prohibition of adverse distinction based on 

political or other opinions under international 

humanitarian law 

 

The prohibition of adverse distinction based on political or other opinions 

under IHL is intrinsically linked with the right to freedom of opinion under 

IHRL. Indeed, it goes to the core of the right to freedom of opinion as com-

plementary protection from arbitrary acts against individuals based on the 

opinions they hold, which is also applicable during armed conflict. The pro-

tection under IHL builds on the IHRL protection to ensure those who are 

vulnerable to such ill-treatment due to the situation of armed conflict are not 

subjected to mistreatment based on their opinions. 

 

The prohibition of adverse distinction based on political opinions is set out 

in Article 12(2) GCI, Article 12(2) GCII, Article 16 GCIII and Articles 13 

and 27(3) GCIV. These provisions prohibit adverse distinction based on ‘any 

other similar criteria’ and as such also prohibit adverse distinction based on 

opinions other than political opinions.786 The provisions of the Geneva Con-

ventions of 1949 are developed and supplemented by Article 9(1) API, 

which includes political ‘or other opinion’ in the list of prohibited grounds 

for adverse distinction in the protection of the wounded, sick and ship-

wrecked. 

 

Common Article 3 applicable in NIACs does not explicitly include political 

opinions in the list of prohibited grounds of adverse distinction. It does, 

however, include a prohibition of adverse distinction based on ‘any other 

similar criteria’ and thus is not exhaustive.787 ‘Political or other opinions’ is 

listed as a prohibited ground for adverse distinction in Article 2(1) APII, 

which supplements Common Article 3(1). As such, it can be deduced that 

 
784 Ibid., para. 2.5. 
785 Ibid., para. 7.2. 
786 2017 Commentary to GCII, Article 12, para. 1438. 
787 See also Vaughn Rossouw, ‘“Or any other similar criteria”: Towards advancing the protec-

tion of LGBTQI detainees against discrimination and sexual and gender-based violence dur-

ing non-international armed conflict’, International Review of the Red Cross, Volume, 102 

Issue 914, 765–787 (‘Rossouw, ‘Or any other similar criteria’, 2020’). 
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adverse distinction based on political or other opinions would also be prohib-

ited in NIACs regulated by Common Article 3. The prohibition of adverse 

distinction based on ‘political or other opinions’ has also been recognised as 

a rule of customary international law applicable in both IACs and NIACs.788 

 

The prohibition of adverse distinction based on political or other opinions is 

different than the protections under IHRL, as the former relates to the treat-

ment of civilians and hors de combat. As such, it applies to the sick and 

wounded on land, the sick, wounded and shipwrecked at sea, POWs, and 

protected persons under GCIV.789 The obligations owed to the general popu-

lation must be fulfilled without adverse distinction under Article 13 GCIV. 

In NIACs, it is applicable to those ‘not taking active part in the hostilities’.790 

 

The prohibition needs to be read in the context of the whole provision, which 

first places the parties to the conflict under an obligation to respect such per-

sons and to treat them humanely, thus requiring no adverse distinction based 

on the prohibited grounds. The general provisions prohibiting adverse dis-

tinction are then supplemented by further provisions setting out additional 

requirements for humane treatment relating to particular categories of per-

sons.791 The requirement for humane treatment has been described as the cor-

nerstone of IHL and a minimum standard in recognising the inherent human 

 
788 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 88 (Non-Discrimination). 
789 GCI, Article 12(2); GCII, Article 12(2); GCIII, Article 16; GCIV, Article 27(3). See fur-

ther Chapter 5.2 for further analysis of this definition. See also GCI, Article 13, GCII, Article 

13, and API, Article 8 for definition of ‘wounded, sick’ and ‘shipwrecked’ persons; GCIII, 

Article 4 for a definition of POWs; API, Article 41(2) for a definition of ‘hors de combat’; 

and GCIV, Article 4(1) for a definition of ‘protected persons’ under GCIV. It should be noted 

here the treaty text of ‘protected persons’ under GCIV, Article 4(1) includes a requirement 

that the persons who find themselves in the hands of the adverse Party to the conflict or Occu-

pying Power are not nationals of that party. This has been interpreted broadly by international 

criminal tribunals to include persons of the same nationality as the attacking party, but who 

lack allegiance to the State of their nationality. See, for example, ICTY, Prosecutor v. Tadić, 

Case No. IT-94-1-AR72-A, Appeals Chamber Judgement, 15 July 1999, para. 166 (‘ICTY, 

Prosecutor v. Tadić, Appeals Judgment, 1999’); ICC, Prosecutor v. Germain Katanga and 

Mathieu Ngudjolo Chui, Case No. ICC-01/04-01/07, Pre-Trial Chamber I, Decision on the 

confirmation of charges, ICC-01/04-01/07-717, 30 September 2008, paras. 289-293 (‘ICC, 

Katanga and Ngudjolo, PTC Decision on the confirmation of charges, 2008’). This is con-

sistent with the humanitarian purpose of GCIV and today it is understood that the definition 

should therefore be interpreted broadly in line with this purpose.  
790 Common Article 3. See further APII, Article 4(1), 5 and 7. See further Chapter 10.8.3. 
791 See for example GCI, Article 18(2) and Article 31; GCIII, Article 14 and 25(4); APII, Ar-

ticles 4, 5 and 7. 
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dignity of all persons.792 This requirement permeates all aspects of how pro-

tected persons should be treated and thus will differ depending on the indi-

vidual’s circumstances and the situation they find themselves in.793 A great 

deal of focus has been given to standards falling below this requirement, 

namely in the jurisprudence relating to inhuman treatment as a grave breach 

of the Geneva Conventions and war crimes under the Rome Statute of the In-

ternational Criminal Court 1998 (‘ICC Statute 1998’).794 

 

The 2017 Commentary to Article 12 GCII references Article 2(1) ICCPR 

and the HRC’s General Comment No. 18 on non-discrimination in relation 

to the interpretation of the specifically listed grounds included in Article 

12(2) GCII on the humane treatment of the wounded, sick and ship-

wrecked.795 The aid of IHRL in the interpretation of terms used under both 

bodies of law in these provisions is also expressly recognised in the Com-

mentary to Article 2 APII.796 As such, it is useful to have reference to IHRL 

to understand the scope of protection under IHL. 

 

The term ‘adverse’ indicates that distinctions may be made between pro-

tected persons. The most obvious is medical grounds. Indeed, IHL permits 

distinction based on other grounds, such as rank in the provisions of GCIII.797 

‘Adverse’ distinction can be understood as treatment that is unfavourable to, 

harms or prevents the well-being of the individual concerned.798 The aim of 

the protection is to ensure that humane treatment is not withheld or changed 

 
792 2017 Commentary to GCII, Article 12, paras. 1372, 1417 and 1418; 2020 Commentary to 

GCIII, Article 16, paras. 1570 and 1575. 
793 2017 Commentary to GCII, Article 12, para. 1418; 2020 Commentary to GCIII, Article 16, 

para. 1573. The Eritrea–Ethiopia Claims Commission recalled in Partial Award - Civilians 

Claims—Eritrea’s Claims 15, 16, 23, and 27–32 (Eritrea v. Ethiopia), 17 December 2004, 

para. 111 and Finding 9 the imperative to treat humanely any person, be it a spy or saboteur in 

all circumstances with regard to civilians who were notably ‘detained on suspicion of espio-

nage or other offenses against Ethiopian state security’. See further Chapter 6.5. 
794 GCI, Article 50: GCII, Article 51; GCIII, Article 130; GCIV, Article 147; ICC Statute 

1998, Article 8(2)(a)(ii) and (iii) and (c)(i). See further Rossouw, ‘Or any other similar crite-

ria’, 2020, 773-777. 
795 2017 Commentary to GCII, Article 12, para. 1438 ft. nt. 119. Reference is also included to 

ECHR, Article 14 of and Protocol 12 to the ECHR 2000, and Heiko Sauer, ‘Art. 14: Diskrimi-

nierungsverbot’, in Ulrich Karpenstein and Franz C. Mayer (eds), EMRK. Konvention zum 

Schutz der Menschenrechte und Grundfreiheiten. Kommentar (Munich, Beck, 2012), 340–

358. 
796 Sandoz et al., Commentary to the APs, 1987, Article 2 APII, para. 4483. 
797 See, for example, GCIII, Articles 16, 39(2), 39(3), 44, 45, 49(2), 49(3), 60, and 79. 
798 ‘Adverse, adj. and n.’, OED Online (3rd ed., Oxford University Press, December 2011, 

modified version published online December 2021), <https://www.oed.com/view/En-

try/2960>. 
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based on the enumerated prohibited grounds.799 Historical examples of ad-

verse distinction include differential access to doctors and allocated outdoor 

activities of POWs based on whether they expressed sympathy for the De-

taining Power’s ideology.800 IHRL jurisprudence has highlighted in this re-

gard that discrimination based on political or other opinions often involves a 

breach of one or more other human rights.801 For example, in Kang v. Repub-

lic of Korea (2003), the fact that the author of the communication was held 

in solitary confinement for 13 years under a system of conversion constituted 

a breach of his right to be treated humanely and with respect for the inherent 

dignity of the human person under Article 19(1) ICCPR.802 

 

The understanding of what constitutes ‘adverse’ distinction has historically 

been influenced by developments in IHRL. In its earliest formulations, the 

inclusion of clauses requiring care to be provided without adverse distinction 

was intended to ensure that the wounded and sick of the enemy received the 

same treatment and care as members of a party’s own armed forces. As such, 

the 1906 and 1929 Geneva Conventions referred to the prohibited ground of 

‘nationality’ only.803 Further prohibited grounds were added to later treaties 

in line with State practice and following developments in IHRL.804 

 

In academic literature and commentaries, the prohibition of adverse distinc-

tion under IHL is therefore often referred to as the prohibition of discrimina-

tion.805 However, the IHRL prohibition of discrimination and the IHL prohi-

bition of adverse distinction do vary in both structure and aims.806 The prohi-

bition of adverse distinction under IHL aims to ensure that humane treatment 

in armed conflict must never be denied.807 The right to equality and prohibi-

tion of discrimination based on prohibited grounds under IHRL differ, as 

 
799 2017 Commentary to GCII, Article 12, para. 1441. 
800 2020 Commentary to GCIII, Article 16, para. 1768. 
801 Schabas, ECHR Commentary, 2015, 563. 
802 HRC, Kang v. Republic of Korea, 2003, para. 7.3. 
803 Convention for the Amelioration of the Condition of the Wounded and Sick in Armies in 

the Field 1906, 11 LNTS 440, Article 1; Convention for the Amelioration of the Condition of 

the Wounded and Sick in Armies in the Field, Geneva 1929, 118 LNTS 302, Article 1. 
804 2017 Commentary to GCII, Article 12, para. 1437; Rona Gabo and Robert J. McGuire, 

‘The Principle of Non-Discrimination’ in Andrew Clapham, Paola Gaeta and Marco Sassòli 

(eds.), The 1949 Geneva Conventions: A Commentary (Oxford, Oxford University Press, 

2015), 191-205, 191-192 (‘Gabo and McGuire, ‘The Principle of Non-Discrimination’, 

2015’). 
805 2017 Commentary to GCII, Article 12, paras. 1437-1439; Gabo and McGuire, ‘The Princi-

ple of Non-Discrimination’, 2015. 
806 Differences in the obligations to respect and protect under IHL and IHRL, and the position 

of rights under the two bodies of law discussed in Chapters 2.4, 2.5, 3.1 and 3.2 are relevant 

here. 
807 Gabo and McGuire, ‘The Principle of Non-Discrimination’, 2015, 192. 
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they apply to the exercise of all human rights and as a primary norm requir-

ing equality between persons recognised as equal before the law and entitled 

to equal protection of the law.808 The focus on humane treatment in IHL 

means it is narrower in scope than the prohibition in IHRL.809 Article 13 

GCIV is the most similar in structure to the prohibition of discrimination un-

der IHRL, as the prohibition of adverse distinction is established as a general 

obligation applicable to the implementation of all other obligations under 

Part II GCIV.810 

4.2.1 Definition of ‘political and other opinions’ 

 

The inclusion of the word ‘political’ in the IHL provisions is consistent with 

the special protection of political opinions recognised in IHRL to ensure plu-

ralism of ideas and views within public debate.811 Human rights monitoring 

bodies and courts have held that there is little scope for restrictions on politi-

cal speech or debates on questions of public interest.812 However, the inclu-

sion of ‘other opinion’ indicates that the protection under IHL should cover 

all forms of opinion. This interpretation is consistent with the right to free-

dom of opinion under IHRL that applies to all opinions.813 

 

In addition to opinions expressed to be held, the protection against adverse 

distinction based on opinions under IHL should cover perceived opinions. 

How an opinion is understood or perceived will vary depending on the con-

text and how it is conveyed. As such, opinions can be perceived or supposed 

based on an individual’s behaviour or appearance rather than on things said 

 
808 See ICCPR, Articles 2(1) and 26; ACHR, Articles 1(1) and 24; ECHR, Article 14 and Pro-

tocol No. 12 to the Convention for the Protection of Human Rights and Fundamental Free-

doms 2000, ETS 177, Article 1 (‘Protocol 12 to the ECHR 2000’); and ACHPR, Articles 2 

and 3. 
809 See also Gabo and McGuire, ‘The Principle of Non-Discrimination’, 2015, 195. 
810 Ibid., 199-200. 
811 Schabas, ECHR Commentary, 2015, 580. 
812 ECtHR, Feldek v. Slovakia, Application no. 29032/95, Judgment, 12 July 2001, para. 83 

(‘ECtHR, Feldek v. Slovakia, 2001’), and ECtHR, Sürek v. Turkey (No. 1), 1999, para. 61. 
813 HRC, General Comment No. 34, para. 9. 
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by the individual.814 Certain personal traits can become identified with per-

ceived political opinions. This has been seen historically across the political 

spectrum.815 

 

In armed conflict, there are also examples of individuals being mistreated 

based on their perceived opinions. Such mistreatment would violate the pro-

hibition of adverse opinions based on political or other opinions. In the 

armed conflict in Syria, for example, deeply entrenched issues of discrimina-

tion within society have shaped the conflict, including perceptions of politi-

cal affiliations based on geographical location, religion, ethnicity, and tribal 

and family groupings. There have been extensive reports of parties to the 

conflict denying humanitarian agencies access to civilians based on political 

grounds, resulting in a lack of medical aid and food in certain areas.816 This 

also demonstrates how the different grounds on which discrimination and 

adverse distinction are prohibited under IHRL and IHL are intimately linked 

and often involve multiple and layered violations. 

 
814 Inter-American Convention Against All Forms of Discrimination and Intolerance 2013, A-

68, adopted at the 43rd regular session of the General Assembly of the OAS on 6 June 2013, 

OEA/Ser.P, AG/RES. 2804 (XLIII-O/13), Article 1(1) was the first to list gender expression 

amongst the prohibited grounds of discrimination. The full list of prohibited grounds is: ‘na-

tionality; age; sex; sexual orientation; gender identity and expression; language; religion; cul-

tural identity; political opinions or opinions of any kind; social origin; socioeconomic status; 

educational level; migrant, refugee, repatriate, stateless or internally displaced status; disabil-

ity; genetic trait; mental or physical health condition, including infectious-contagious condi-

tion and debilitating psychological condition; or any other condition’. See also IACtHR, Case 

of López-Álvarez v. Honduras, 2006, Series C, No. 141, which found a breach of freedom of 

expression in banning the Garifuna population (minority group) from speaking in their mother 

tongue in detention, and ECtHR, Mariya Alekhina and others v. Russia, Application no. 

38004/12, Judgment, 17 July 2018, para. 225 (‘ECtHR, Mariya Alekhina and others v. Russia, 

2018,’), which concerned expression related to clothing, bodily movements and strong lan-

guage. 
815 See, for example, David K. Johnson, The Lavender Scare: The Cold War Persecution of 

Gays and Lesbians in the Federal Government. (Chicago, University of Chicago Press, 2009), 

10 and Christopher Kane, ‘The ugly history of LGBT discrimination: Frank Kameny stood 

against hate and erasure’, Los Angeles Blade, 20 December 2018, <https://www.losange-

lesblade.com/2018/12/20/the-ugly-history-of-lgbt-discrimination/>. See also Konstantin Aza-

dovskii and Boris Egorov, ‘From Anti-Westernism to Anti-Semitism: Stalin and the Impact of 

the “Anti-Cosmopolitan” Campaigns on Soviet Culture’, Journal of Cold War Studies, Vol-

ume 4, No. 1, 2002, 66-80. 
816 See for example, Statement by Mr Nicolas de Rivière, Permanent Representative of France 

to the United Nations, New York, 16 September 2020, <https://onu.delegfrance.org/Syria-the-

politicization-and-instrumentalization-of-humanitarian-aid-in-Syria>; UN Working Group on 

Children and Armed Conflict, ‘Conclusions on children and armed conflict in the Syrian Arab 

Republic’, UN Doc. S/AC.51/2019/1, 18 July 2019, para. 5(i). 
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4.2.2 Opinions expressed 

 

The prohibition of adverse distinction is also connected to the right to ex-

press opinions.817 After all, discrimination based on this ground is most likely 

where opinions are expressed.818 Efforts to coerce individuals into expressing 

or changing their opinions against their will, such as through threats or the 

use of force, are recognised as breaches of the right to freedom of opinion.819 

Examples include harassing, intimidating or stigmatising a person, including 

arresting them, detaining them, putting them on trial or imprisoning them for 

their opinions.820 These measures would also constitute adverse distinction 

based on political or other opinions in breach of IHL. Such mistreatment 

could in certain circumstances even constitute a grave breach or other war 

crime.821 An obvious example is the war crime of inhuman or cruel treat-

ment,822 but depending on the facts of the case, the mistreatment could be 

part of other war crimes or international crimes. 

 

Once an opinion is expressed, the absolute nature of the protection ceases 

and is then governed by the right to freedom of expression. As such, crimi-

nalising holding an opinion would be an unlawful interference with the right 

to freedom of opinion, but restrictions can be lawfully introduced on individ-

uals expressing opinions or acting on those opinions. For example, the EC-

tHR rejected a claim brought by an Irish republican detainee in a British 

prison in Northern Ireland that his rights to freedom of expression and free-

dom from discrimination had been breached in restricting him from wearing 

an Easter lily as a manifestation of political views outside his cell.823 The 

Easter lily was considered both by the Prison Service and the Equality Com-

mission as a symbol that was inherently linked to the community conflict, as 

it was worn in memory of the republican dead.824 The applicant argued that 

he was treated differently from loyalist prisoners who were allowed to wear 

poppies to honour war victims, a tradition not followed by Irish nationalists. 

The Court held that the interference with the applicant’s right to freedom of 

 
817 Nowak, CCPR Commentary, 2005, Article 2, paras. 45-46, 53. 
818 Note, however, Chapter 4.2.1 on discrimination based perceived opinions, stereotypes and 

other discriminatory bases such as cultural and gender expression. 
819 See, for example, HRC, Kang v. Republic of Korea, 2003. See further Chapter 5.3. 
820 See, for example, HRC, Mpaka-Nsusu v. Zaire, Communication No. 157/1983, UN Doc. 

CCPR/C/27/D/157/1983, 26 March 1986, and HRC, Mika Miha v. Equatorial Guinea, Com-

munication No. 414/1990, UN Doc. CCPR/C/51/D/414/1990, 8 July 1994. 
821 GCI, Article 50; GCII, Article 51; GCIII, Article 130; GCIV, Article 147. See further ICC 

Statute 1998, Articles 8(2)(a) and (c). See further below on relevant rules in NIACs. 
822 ICC Statute 1998, Article 8(2)(a)(ii) and Article 2(c)(i) and (ii). 
823 ECtHR, Donaldson v. The United Kingdom, Application no. 56975/09, Decision on Ad-

missibility, 25 January 2011. 
824 Ibid., para. 29. 
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expression was not unlawful. The restriction was narrow in scope, as it only 

applied to serving prisoners outside their cell and so was proportionate to the 

legitimate aim of preventing disorder or crime, and the reasons to justify the 

interference were relevant and sufficient.825 The Court recognised that in 

times of conflict, prisons are characterised by an acute risk of disorder, and 

emblems that are more likely to be considered offensive are also more likely 

to spark violence and disorder if worn publicly.826 The Court did note, how-

ever, that if the prison service were to permit prisoners segregated from the 

general prison population to wear emblems while integrated prisoners were 

prohibited from doing so, such a policy could potentially raise an issue under 

Article 14 ECHR read together with Article 10 ECHR.827 

 

These facts reflect somewhat the provisions under IHL that permit POWs to 

wear their badges and rank. The difference in context between an ongoing 

armed conflict and the specific situation of POWs is reflected in these provi-

sions, which ensure protection against the Detaining Power removing or re-

placing these symbolic and identifying features. IHL prohibits the Detaining 

Power from depriving POWs of their rank or preventing them from wearing 

their badges.828 The Commentary to Article 40 GCIII links this requirement 

with respect for POWs’ dignity and honour,829 highlighting again the link 

with symbols, perceived opinions and the requirement for humane treatment 

discussed above. 

4.3 Conclusions 

 

The close connection of the prohibition of adverse distinction based on polit-

ical and other opinions under IHL with the right to freedom of expression 

under IHRL means that the breach of the norm under IHL will also consti-

tute a breach of the right under IHRL where a jurisdictional link under IHRL 

can be established. IHRL may therefore offer a gateway for victims of 

breaches of the IHL norm to seek remedy and redress. Similarly, breaches of 

the right to freedom of expression may be indicative of potential or further 

breaches of the norm prohibiting adverse distinction under IHL. This could 

be, for example, through measures taken to silence journalists and others 

 
825 Ibid., paras. 30-31. 
826 Ibid., para. 33. 
827 Ibid., para. 32. 
828 GCIII, Articles 40 and 87. See further GCIII, Articles 18 and 48.  
829 2020 Commentary to GCIII, Article 40, para. 2495. 
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who publish their opinions through detention, resulting in adverse treatment 

based on their opinions.830 

 

The prohibition of adverse distinction provides important complementary 

protection to the right to freedom of expression to individuals in particularly 

vulnerable positions during armed conflict. As a minimum standard of hu-

mane treatment, it provides basic protection for individuals in the exercise of 

their right to freedom of expression in armed conflict. As a general rule on 

the treatment of protected persons, its content and application are therefore 

relevant in considering the application of further rules of IHL. However, it is 

limited in its application, and therefore the protections provided under IHRL 

to the right remain essential during armed conflict. 

 
830 Note that journalists are protected ‘as civilians’ further to API, Article 79 and would there-

fore be entitled to the protection against adverse distinction based on their political or other 

opinions. See further Chapter 5.1. 
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5 The right to express and impart information, 

ideas and opinions 

 
‘Hatter singing’, illustration drawn by John Tenniel in Alice’s Adventures in Wonderland by 

Lewis Carroll, 1865, 103 
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The right to freedom of expression under IHRL includes the right to express 

and impart information, ideas and opinions of all kinds.831 What constitutes 

‘expression’ has been defined extremely broadly in treaty texts, as well as in 

the jurisprudence of human rights monitoring bodies and courts and in State 

practice.832 It covers ‘every form of idea and opinion capable of transmission 

to others’,833 including forms of expression that may be regarded as deeply 

offensive or that aim to shock and disturb others.834 Importantly in the con-

text of armed conflict, such forms of expression also include those that aim 

to challenge the established order.835 The links here with the right to freedom 

of assembly are important.836  

 

The protection extends to both the content and means of expression.837 The 

ICCPR and ACHR set out the different means of expression in greatest de-

tail, explicitly protecting the exercise of the right ‘orally, in writing or in 

print, in the form of art, or through any other media of his choice’.838 The 

means of expression are not listed in Article 10 ECHR but have been recog-

nised as protected under the right within the jurisprudence of the ECtHR.839  

 

In recent years, technological developments have significantly impacted the 

exercise of this right. Innovations in mobile technology and the internet have 

broadened the ability of individuals all over the world to express them-

selves.840 In turn, the breadth of information, ideas, services and other activi-

ties facilitated by the internet has enhanced the exercise of all other rights. 

As will be seen in this thesis, the use and function of these technological in-

novations are also impacted by and subject to actions by parties to armed 

 
831 ICCPR, Article 19(2); ECHR, Article 10(1); ACHR, Article 13(1); ACHPR, Article 9(1). 

See also Arab Charter on Human Rights 2004, Article 32(1) and ASEAN Declaration 2012 

Article 23. 
832 See, for example, R. Murray, ACHPR Commentary, 2019, 267. 
833 HRC, General Comment No. 34, 2011, para. 11. 
834 ECtHR, Handyside v. The United Kingdom, 1976, para. 49; IACHR, ‘Report on Terrorism 

and Human Rights’, OEA/Ser.L/V/II.116, Doc. 5 rev. 1 corr., 22 October 2002, para. 269; 

AComHPR, Declaration on Freedom of Expression 2019, Principle 23(3). 
835 See, for example, ECtHR, Sürek and Özdemir v. Turkey, 1999, paras. 58-61. 
836 See further Schabas, ECHR Commentary, 2015, 455-456 on actions held to constitute 

forms of expression in different contexts of protest. 
837 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 3. As the IACtHR has put it in para. 31, ‘the expression and the dis-

semination of ideas are indivisible’. See, for example, IACtHR, Case of Palamara Iribarne v. 

Chile, 2005, para. 72. As such, undue restrictions on the right to disseminate information and 

ideas can be a breach of the right to freedom of expression. See also HRC, General Comment 

No. 34, 2011, para. 12. 
838 ICCPR, Article 19(2); ACHR, Article 13(1). See also AComHPR, Declaration on Freedom 

of Expression 2019, Principle 10. 
839 Schabas, ECHR Commentary, 2015, 455-456. 
840 See further Chapter 9. 
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conflicts.841 This in turn impacts the ability of individuals to exercise the 

right to receive, seek and impart information and express themselves. 

 

Freedom of expression enables critique and debate on matters relating to 

armed conflict. In this, the right to express criticism of the government and 

matters of public interest has been emphasised in the jurisprudence of the 

IHRL monitoring bodies.842 In the ECtHR jurisprudence, publications that re-

late to a debate on a matter of general concern and that constitute political or 

militant expression have been said to be entitled to a ‘high level of protec-

tion’ of the right to freedom of expression.843 As noted in Chapter 1, armed 

conflict can also be a source of both inspiration and important context to ar-

tistic forms of expression, in which social, cultural and religious contexts can 

be of particular relevance.844 

 

In situations of armed conflict, expressing and seeking, receiving and shar-

ing information, opinions and ideas relating to the conflict can give rise to 

differences in vulnerability among individuals, however.845 Some of these 

vulnerabilities are addressed in the provisions of IHL. As such, IHL offers 

important complementary protections to the right to freedom of expression 

under IHRL. The first and one of the most obvious to be considered is the 

protection of journalists. In addition, IHL provides protections for civilians 

in occupied territory, persons acting in certain professions, and POWs. The 

different protections will be set out in turn, together with an analysis of how 

these protections relate to the right to freedom of expression under IHRL. 

5.1 The protection of journalists 

 

There is an obvious synergy between IHRL and IHL in the protection of 

journalists during armed conflict. Journalists play a critical function in soci-

ety by providing information to the public and documenting the actions of 

governments and parties to the conflict. In addition to this societal function, 

they individually exercise the right to express themselves. This dual function 

 
841 See further Chapters 9 and 10. 
842 Schabas, ECHR Commentary, 2015, 452. 
843 ECtHR, Lindon, Otchakovsky-Laurens and July v. France, 2007, para. 48, 2007. See also 

ECtHR, Müller v. Switzerland, Application no. 41202/98, Judgment, 5 November 2002, para. 

27. 
844 Note in this regard specific protection to cultural property. See further Roger O’Keefe, 

‘Protection of Cultural Property’, in in Andrew Clapham and Paola Gaeta (eds), The Oxford 

Handbook of International Law in Armed Conflict (Oxford, Oxford University Press, 2014), 

492-520. See also Chapter 6.1. 
845 See further Chapter 2.5.1. 
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has been widely recognised by human rights bodies.846 During armed con-

flict, the need for timely information to be made available to the public takes 

on a different dimension. 

 

The information reported by journalists can significantly impact other indi-

viduals’ decisions about whether to evacuate an area or provide vital infor-

mation on where humanitarian relief can be sought. For example, Radio 

Fresh, established in 2013 in Kafr Nabl, Syria, not only ran as a normal radio 

station, airing music and different programmes to audiences in Idlib, Aleppo 

and Hamah provinces, but also provided vital information to the local popu-

lation, including which streets were closed because of snipers, when to ex-

pect airstrikes and how to keep children warm when the windows are blown 

out. 847 In addition, providing information on the activities of the parties to 

the conflict allows the wider society within a given State in which the armed 

conflict is being conducted and the broader international community to mon-

itor whether the legal framework is being respected. In this way, it enables 

other States to fulfil their obligation to ensure respect of the requirements 

under IHL.848 The importance of the role of journalists ‘in informing the pub-

lic about violations of national and international law and human suffering in 

situations of conflict and tension, and the fact that they thereby can help to 

prevent further violations and suffering’ during armed conflict has been em-

phasised in instruments adopted by the Council of Europe’s Committee of 

Minsters.849 

 

Partly because of their important function and partly due to the nature of 

their work, which requires them to be close to active hostilities and parties to 

the conflict, journalists are particularly vulnerable to efforts to prohibit them 

 
846 See, for example, ECtHR, De Haes and Gijsels v. Belgium, Application no. 19983/92, 

Judgment, 24 February 1997, para. 37; ECtHR, Bladet Tromsø and Stensaas v. Norway, 1999, 

para. 62; and ECtHR, Thorgeir Thorgeirson v. Iceland, Application no. 13778/88, Judgment, 

25 June 1992, para. 63 (‘ECtHR, Thorgeir Thorgeirson v. Iceland, 1992’); referenced in EC-

tHR, Fedchenko v. Russia (No. 3), Application 7972/09, Judgment, 2 October 2018, para. 39: 

‘Not only does [the press] have the task of imparting such information and ideas, the public 

also has a right to receive them. Were it otherwise, the press would be unable to play its vital 

role of “public watchdog”’ (‘ECtHR, Fedchenko v. Russia (No. 3), 2018’). 
847 See further Raed Fares, ‘Opinion: U.S. funding cuts are jeopardizing a Syrian information 

lifeline — and making life easier for ISIS’, Washington Post, 28 June 2018, 

<https://www.washingtonpost.com/news/democracy-post/wp/2018/06/28/u-s-funding-cuts-

are-jeopardizing-a-syrian-information-lifeline-and-making-life-easier-for-isis/?noredi-

rect=on>. 
848 See Chapters 3.2.2 and 3.2.3. 
849 Council of Europe, Recommendation No. R (96) 4 of the Committee of Ministers to mem-

ber states on the protection of journalists in situations of conflict and tension, preamble para. 4 

(‘Council of Europe Committee of Ministers, Recommendation No. R (96) 4 on the protection 

of journalists in situations of conflict and tension’). 
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from expressing themselves and being subject to violence during armed con-

flict. This can include restrictions on their ability to work, closures or takeo-

vers of their offices, confiscation of their equipment, threats, intimidation 

and harassment of themselves and their family members based on their 

work, unlawful killing, torture, hostage taking, enforced disappearance, arbi-

trary arrest and arbitrary detention, expulsion, and other acts of violence.850 

Women journalists face specific risks of intimidation and violence in relation 

to their work based on gender stereotypes and discrimination.851  

 

Threats and intimidation can be of a physical, legal, political, technological 

and economic nature. Whilst journalists are always vulnerable to these types 

of actions, the situation of armed conflict intensifies the risks journalists face 

in their work. The protections afforded under IHRL and IHL therefore act as 

a lifeline to ensure both that individual journalists are able to carry out their 

work and that society is provided with current, accurate and reliable infor-

mation during the hostilities. The next step is ensuring parties to the armed 

conflict understand and implement these legal protections to their full effect, 

which sadly has been extremely difficult historically. This section will ana-

lyse the legal protections of journalists under IHL and how the protection of 

journalists under IHL relates to the protection of the exercise of freedom of 

expression by such individuals under IHRL. 

5.1.1 The protection of journalists under international human 

rights law 

 

In its Advisory Opinion on Compulsory Membership in an Association Pre-

scribed by Law for the Practice of Journalism (1985), the IACtHR  held that 

the profession of journalism, ‘or the thing that journalists do’, is precisely 

that which is protected by the right to freedom of expression, namely the 

seeking, receiving and imparting of information.852 As such, the Court con-

sidered it impossible to distinguish freedom of expression from the profes-

sional practice of journalism.853 However, IHRL does not recognise specific 

protections of professions in the same way as IHL. Whilst freedom of ex-

 
850 See UN Human Rights Council, Resolution 39/6 on the safety of journalists, UN Doc. 

A/HRC/39/L.7, 21 September 2018, preamble paras. 14 and 15. 
851 Ibid., preamble para. 16 and para. 2. 
852 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 72. 
853 Ibid., para. 74. 
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pression is an essential element of press freedom, the two are not synony-

mous, and ‘the entitlement to the right to freedom of expression…should not 

be limited to a given profession or group of people’.854 

 

Human rights monitoring bodies and courts have recognised the particular 

importance of the role of journalists within society. For example, in Ivcher 

Bronstein v. Peru (2001), the IACtHR held that: 

 

it is essential that the journalists who work in the media should enjoy 

the necessary protection and independence to exercise their functions 

comprehensively, because it is they who keep society informed, and 

this is an indispensable requirement to enable society to enjoy full 

freedom.855 

 

The ECtHR similarly held that the press not only has: 

 

the task of imparting such information and ideas; the public has a right 

to receive them. Freedom of the press affords the public one of the best 

means of discovering and forming an opinion of the ideas and attitudes 

of political leaders.856 

 

The ECtHR has established a body of principles and rules granting the press, 

as the ‘purveyor of information and public watchdog’, special status in the 

enjoyment of the freedoms contained in Article 10.857 

 

As noted above, the profession of journalists makes these individuals partic-

ularly vulnerable to abuses of their human rights, including exposure to vio-

lent acts. As such, where other rights of an individual are violated for rea-

sons linked to their profession or activities as a journalist, such as their right 

to privacy, freedom from torture or right to life, this can also amount to a vi-

olation of their right to freedom of expression. This is due to the connection 

to their efforts to exercise their right to freely express themselves. The con-

text of the profession and professional activities are therefore important in 

 
854 IACtHR, Case of Tristán Donoso v. Panama, Preliminary Objection, Merits, Reparations 

and Costs, Judgment of January 27, 2009, Series C No. 193, para .114. The case related to a 

lawyer who had been found guilty of the crime of false imputation of a publicly actionable 

crime based on allegations he made at a press conference that his private telephone communi-

cations had been illegally tapped, recorded and disclosed. 
855 IACtHR, Case of Ivcher Bronstein v. Peru, 2001, para. 150. 
856 ECtHR, Sürek v. Turkey (No. 3), Application no. 24735/94, Grand Chamber Judgment, 8 

July 1999, para. 38 (‘ECtHR, Sürek v. Turkey (No. 3), 1999’), referencing ECtHR, Lingens v. 

Austria, 1986, paras. 41-42. 
857 ECtHR, Barthold v. Germany, Application no. 8734/79, Judgment, 25 March 1985, para. 

58. 
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the protection of their rights and should be taken into account when as-

sessing whether an individual’s rights have been violated.858 The ECtHR has 

stated that in its assessment of violations of freedom of expression, the im-

pugned interference is viewed differently where the facts raise issues relating 

to the role of the press, as the context of the essential role of the press in en-

suring the proper functioning of political democracy must be taken into ac-

count.859 

5.1.2 What does the protection under international 

humanitarian law add? 

 

In situations of armed conflict, journalists are provided further protection un-

der IHL. Under Article 79 API, journalists engaged in dangerous profes-

sional missions in areas of armed conflict shall be considered as civilians 

within the meaning of Article 50(1) API and shall be protected as such, pro-

vided that they take no action adversely affecting their status as civilians, 

and without prejudice to the right of war correspondents accredited to the 

armed forces to the status under Article 4A(4) GCIII.860 Under Article 4A(4) 

GCIII, journalists accompanying the armed forces without actually being 

members thereof who fall into the power of the enemy should be treated as 

POWs. 

 

Both Article 4A(4) GCIII and Article 79 API are only applicable in IACs. 

However, the ICRC has identified the rule that civilian journalists engaged 

in professional missions in areas of armed conflict must be respected and 

protected as long as they are not taking a direct part in hostilities as a rule of 

customary law applicable in both IACs and NIACs.861 This is based in part 

on State practice in which the protection of journalists in NIACs is included 

in military manuals, as well as international instruments,862 and attacks 

against journalists in NIACs were condemned even prior to the adoption of 

the Additional Protocols to the Geneva Conventions. It is also based on the 

 
858 ECtHR, Mazepa and others v. Russia, Application no. 15086/07, Judgment, 17 July 2018. 
859 ECtHR, Sürek v. Turkey (No. 3), 1999, para. 38. 
860 API, Article 79(1) and (2). See further Article 79(3) and Annex II. 
861 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 34 (Journalists). By way of an example in practice, the journalist Jürgen 

Todenhöfer, the first western journalist allowed to enter Isis-controlled Syria and Iraq, com-

mented on the practice of the Taliban in this regard. See Jürgen Todenhöfer, ‘Into the heart of 

terror: behind Isis lines’, The Guardian, 4 April 2016, <https://www.theguard-

ian.com/world/2016/apr/04/behind-isis-lines-jurgen-todenhofer-journalist-syria-iraq-my-jour-

ney-into-the-heart-of-terror>. 
862 See, for example, Council of Europe Committee of Ministers, Recommendation No. R (96) 

4 on the protection of journalists in situations of conflict and tension, preamble para. 8. 
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principle of distinction applicable in NIACs by virtue of both customary in-

ternational law and treaty law.863 There are slight differences in the wording 

of this customary rule on the protection of journalists applicable in NIACs 

compared with Article 79 API. 864 Notable is the change from ‘dangerous’ 

professional missions to simply ‘professional missions’, a welcome clarity.865 

However, the addition of ‘civilian’ to ‘journalist’ potentially opens up scope 

for undermining the protection by inserting non-existent categories. 

 

In practice, the protection of journalists under Article 79 API and in custom-

ary international law applicable in NIACs has been seen by some as not add-

ing anything further to the protection as civilians such persons already enjoy 

under Common Article 3, GCIV, and the Additional Protocols of 1977. This 

is perhaps motivated by the special protection obligations that are attached to 

other professions protected under IHL, such as medical and religious person-

nel. It is, however, a disservice to the specific terms of the treaty, which ex-

plicitly highlights the importance of protecting the profession of journalists 

on dangerous missions in areas of armed conflict by including the specific 

article on their protection. It also contributes to undermining the protection 

of journalists in situations of armed conflict, which potentially exposes them 

to targeting and other harmful acts by the parties to the conflict in breach of 

IHL. 

 

The inclusion of journalists as a group whose protection needed to be high-

lighted by adding a separate provision was intentional and noteworthy. Prior 

to the 1977 Protocol, the only protection afforded to journalists in armed 

conflict was the entitlement of war correspondents accompanying the armed 

forces to POW status and treatment in the event of capture.866 Journalists are 

 
863 See further Henckaerts and Doswald-Beck, Customary International Humanitarian Law, 

Volume I: Rules, 2005, Rule 6 (Civilians’ Loss of Protection from Attack). 
864 Ibid., Rule 34 (Journalists). 
865 See further Chapter 5.1.5. 
866 Sandoz et al., Commentary to the APs, 1987, Article 79 API, para. 3249. The Lieber Code 

1863, Article 50 provided in its list of citizens who accompany an army ‘for whatever pur-

pose’ that ‘editors, or reporters of journals…may’ be made prisoners of war, and be detained 

as such’. The Lieber Code 1863 was not an international treaty, but instructions issued by 

Abraham Lincoln to the Union Forces during the American Civil War. Note difference in use 

of term ‘may’. Hague Convention (IV) on War on Land and its Annexed Regulations 1907, 

Article 13 provides that those covered ‘are entitled’ to be treated as prisoners of war. See also 

Convention relative to the Treatment of Prisoners of War 1929, 118 LNTS 343 (‘1929 Con-

vention on Prisoners of War’), Article 81 of the stipulates that ‘persons who follow the armed 

forces without directly belonging thereto, such as correspondents, newspaper reporters, sutlers 

or contractors, who fall into the hands of the enemy, and whom the latter think fit to detain, 

shall be entitled to be treated as prisoners of war, provided that they are in possession of an 

authorisation from the military authorities of the armed forces which they were following’. 
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one of only four categories of people within the civilian population high-

lighted in API as requiring additional or specific protection in addition to the 

general protection afforded to civilians and the civilian population provided 

under Article 50 API. The other three are refugees and stateless persons, 

women, and children.867 In contrast to these other groups, journalists are pro-

tected based on their profession. 

 

As noted in Chapter 3.2.4, IHL protections are afforded to persons based on 

a particular condition (e.g. wounded, sick or shipwrecked, POWs or civilian 

security internees), profession or role (e.g. medical, religious or humanitar-

ian personnel) or status (e.g. civilians and the civilian population, women, 

children and refugees and stateless persons). The protection of journalists 

under IHL is interesting, as it is a protection afforded to individuals carrying 

out a profession linked with their status as civilians. In this way, they are not 

afforded a special status like other medical or religious personnel under IHL; 

rather, their status as civilians is reaffirmed. However, the protection is still 

connected with the profession. The type of protection conferred under Arti-

cle 79 API and customary international law is ‘civilian’ rather than a sepa-

rate category of protection. This is important in understanding what the obli-

gation ‘to protect’ under IHL requires in this context. 

 

It is clear from the drafting history that the inclusion of a separate provision 

on the protection of journalists was intended to address the specific vulnera-

bilities journalists face in carrying out their professional activities in areas of 

armed conflict. As such, the implementation of the obligation to protect jour-

nalists should take this intention into account.  

 

The proposal to include a provision in API on the protection of journalists 

was not proposed by the ICRC but came from the UN General Assembly, 

which had been considering an international convention on the protection of 

journalists engaged in dangerous missions in areas of armed conflict.868 It 

was considered important to provide special protection to journalists because 

of the need to transmit as much information as possible on events during 

 
867 See API, Articles 73, 76, 77, and 78. See further Article 74. 
868 UN General Assembly, ‘Human Rights in Armed Conflict: Protection of Journalists En-

gaged in Dangerous Missions in Areas of Armed Conflict’, 30th session, Item 70 of the provi-

sional agenda, UN Doc. A/10147, 1 August 1975, ST/LIB/SER.B/A.26. The General Assem-

bly went on to take ‘note with appreciation’ the decision to include a provision on protection 

of journalists engaged in dangerous missions in armed conflict in General Assembly, Resolu-

tion 3500 (XXX), ‘Respect for human rights in armed conflict’, UN Doc. A/RES/3500(XXX), 
15 December 1975. See further UN General Assembly, Resolution 2763 (XXV), ‘Protection 

of journalists engaged in dangerous missions in areas of armed conflict’, UN Doc. 

A/RES/2763(XXV), 9 December 1970. See further Sandoz et al., Commentary to the APs, 

1987, Article 79 API, paras. 3250-3253. 
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armed conflict.869 During the drafting process, a Working Group of the draft 

General Assembly special convention concluded that this protection should 

be dealt with in the context of an instrument of IHL and not in a separate 

convention. As such, they transmitted the draft article together with the an-

nexed model identity card to the Diplomatic Conference negotiating the Ad-

ditional Protocols of 1977 to the Geneva Conventions at that time.870 These 

were accepted and adopted without opposition or major modifications.871 

During the negotiations, there was a proposal by Venezuela to create a dis-

tinctive sign to be carried by journalists during their missions, but this was 

rejected.872 This rejection was primarily based on the argument that such as 

sign would make the wearer more conspicuous to combatants, which might 

make their work even more dangerous.873 It might also endanger the sur-

rounding civilian population.874 

 

Furthermore, and critical in understanding the right to freedom of expression 

in armed conflict, the protection of journalists under IHL is an indirect 

acknowledgement that journalists can engage in dangerous missions in the 

area of armed conflict. It is not prohibited under IHL for journalists to carry 

out their professional activities in the area of hostilities or in the area of 

armed conflict. Indeed, IHL requires that such individuals be protected and 

respected. This is a very important additional protection to the exercise of 

freedom of expression in armed conflict. 

 

Whereas the protection of the right to freedom of expression protects the in-

dividual in the exercise of their right, the protection under IHL protects that 

person from the potential dangers arising in the context of the armed con-

flict. In this way, it prevents parties to the conflict from shielding their activ-

ities and potential breaches of IHL and IHRL from the press and public and 

ensures that there is information on events during the armed conflict. Given 

 
869 Sandoz et al., Commentary to the APs, 1987, Article 79 API, paras. 3250-3253. 
870 Ibid., para. 3253. 
871 Ibid., para. 3254; and Boethe et al, Commentary on the APs, 2013, 546. 
872 Sandoz et al., Commentary to the APs, 1987, para. 3254 provides detail on the proposed 

amendments. The protective emblem suggested was in the shape of a bright orange armlet 

with two black triangles. A further proposed amendment to change certain elements of the 

model identity card were not accepted. See also Boethe et al, Commentary on the APs, 2013, 

546. 
873 Sandoz et al., Commentary to the APs, 1987, para. 3254. This is interesting given the prac-

tice of journalists accompanying fighting forces to wear protective clothing with the words 

‘press’ on them to distinguish themselves further today. 
874 Sandoz et al., Commentary to the APs, 1987, para. 3254. See further Emily Crawford, ‘The 

International Protection of Journalists in Times of Armed Conflict and the Campaign for a 

Press Emblem’, Sydney Law School Legal Studies Research Paper No. 12/61, 2012 on a more 

recent civil society campaign on this. 
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the nature of their work and notwithstanding the presumption in favour of ci-

vilian status,875 the status of a journalist as a civilian may be questioned by a 

party to the conflict, especially in situations where journalists work closely 

with the opposing party. Including a specific provision on the protection of 

journalists prevents parties to the conflict from labelling journalists engaged 

on dangerous missions in the area of armed conflict as spies and/or automati-

cally considering them to be members of the enemy party to the conflict and 

regulates when such individuals would lose their protection due to their ac-

tivities.876 This is also relevant in relation to targeting of units accompanied 

by journalists.877 

 

The provision on the protection of journalists under Article 79 API is set out 

very similarly to other protection obligations under the Geneva Conventions 

of 1949 and Additional Protocols of 1977. The first paragraph establishes 

protection. The following paragraphs establish the legal consequences of that 

protection.878 The protection of journalists differs does not apply ‘in all cir-

cumstances’, like the protection of the wounded, sick or shipwrecked,879 but 

only so long as the journalist does not take action adversely affecting their 

status as civilian.880 Unlike medical personnel, journalists are not afforded 

special protection in this role; rather, parties to the conflict implement this 

obligation with reference to their obligations to protect civilians. The obliga-

tion to protect journalists therefore involves a negative obligation not to 

harm the individuals entitled to such protection. It can be deduced from the 

reference to the professional capacity of the individual that the obligation to 

protect also includes a negative obligation not to hinder the role. In addition, 

it includes a positive obligation to implement measures to ensure they can 

carry out their function safely. This line of reasoning is consistent with the 

approach taken in commentaries to the Additional Protocols and takes into 

account the intention of the drafters of including protections for journalists in 

the treaty.881 

 
875 API, Article 50(1). 
876 Notwithstanding the protection afforded to journalists under API, Article 79, accusations 

of espionage and/or being members of the opposing party are common. One example in the 

armed conflict in Ukraine reported by the HRMMU reported was that on 22 July 2014 a CNN 

freelance journalist and field producer was abducted by armed groups from the Donbas Palace 

hotel in Donetsk and accused of being a Ukrainian spy. He was released on 26 July after be-

ing severely beaten. See UN OHCHR, ‘Report on the human rights situation in Ukraine 17 

August 2014’, 29 August 2014, para. 56 (‘HRMMU, 5th Report, 29 August 2014’). See fur-

ther Chapter 6.5. 
877 API, Articles 50, 57 and 58. See further Chapters 9.7 and 10.8. 
878 2017 Commentary to GCII, Article 12, para. 1404. 
879 Ibid. 
880 API, Art. 79(2). 
881 Boethe et al, Commentary on the APs, 2013, 447 takes the same approach vis-à-vis obliga-

tions to protect and respect civil defence personnel. 
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5.1.3 Who is entitled to the protection of journalists under 

international humanitarian law? 

 

No definition of the term ‘journalist’ is provided in either Article 79 or else-

where within API.882 As such, the ordinary meaning of the word is the start-

ing point for interpreting the term and should be understood in a broad 

sense.883 The requirement that the ordinary meaning of words must be under-

stood in their context and in light of their object and purpose means that cur-

rent use of the term is important and that the term should not be frozen in 

time to its use in 1977.884 The expansion of the media and changes in the in-

dustry mean ‘journalist’ is much broader in meaning than it was in 1977 and 

will no doubt continue to develop together with society and technology. The 

advances brought by the internet have shown that international legal stand-

ards need to keep pace with changes to the industry to continue to fulfil their 

humanitarian aims.885 This is in line with the ICRC’s approach in updating 

the Commentaries to the Geneva Conventions and Additional Protocols.886 

 

That said, a more concrete definition is needed if the parties to the conflict 

are to fully implement their obligations under IHL. There is no list of regis-

tered or licensed journalists the parties to the conflict could have recourse to, 

as such general systems of registration or licensing would be an unlawful 

limitation on the right to freedom of expression.887 A definition was included 

in the draft special convention considered by the General Assembly before 

the article was submitted to the Diplomatic Conference negotiating API but 

was not included in the provision submitted to the Diplomatic Conference. 

The draft special convention defined ‘journalist’ as ‘any correspondent, re-

porter, photographer, and their technical film, radio and television assistants 

who are ordinarily engaged in any of these activities as their principal occu-

pation…’.888 From this it can be ascertained that the term was intended to de-

scribe persons acting in a professional capacity or occupation. This would fit 

 
882 This can be contrasted with the definition of medical personnel and religious personnel in 

API, Article 8(c) and (d). 
883 Sandoz et al., Commentary to the APs, 1987, Article 79 API, paras. 3260 and 3261. 
884 Ibid., para. 3260. 
885 Nina Burri, Bravery and Bravado (Leiden, the Netherlands and Boston, U.S., Brill Nijhoff, 

2015), (‘Burri, Bravery and Bravado, 2015’) 104-105 notes that in a study conducted by Reu-

ters Institute for the Study of Journalists in 2014, professionals within the industry did not 

have a standard definition of what they understood as journalism. 
886 See further Henckaerts, ‘Bringing the Commentaries on the Geneva Conventions and their 

Additional Protocols into the twenty-first century’, 2012. 
887 HRC, General Comment No. 34, para. 44. 
888 UN General Assembly, Draft International Convention for the Protection of Journalists en-

gaged in Dangerous Missions in Areas of Armed Conflict, UN Doc. A/10147, 1 August 1975, 
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with the ordinary meaning of the term, which is defined in the Oxford Eng-

lish Dictionary as a person who earns their ‘living by writing or editing for a 

public journal or journals’.889 

 

The word ‘principal’ occupation is also an important qualification in light of 

developments within the media industry. Journalists today are no longer nec-

essarily employed on a full-time basis with only one media outlet and thus 

may not exercise their profession in a continuously employed manner. It is 

common practice today for a freelance journalists to operate under a tempo-

rary contract or even with the intent to sell their story after they have com-

pleted their investigation. The type of employment contract should therefore 

not be a determining condition for an individual to be considered a journal-

ist. Payment or other remuneration for the work could be evidence of the 

person being considered a journalist and thus entitled to protection as a jour-

nalist under IHL. Such an approach would be in line with the ‘ordinary 

meaning’ of ‘journalist’, which is an industry term and as such, reference 

should be made to industry standards. 

 

The cases considered by the regional and international mechanisms of pro-

tection for IHRL have provided important guidance on the role of journalists 

and thus provide an aid for understanding the term under IHL. It is notewor-

thy that it is not often raised in disputes before human rights courts and mon-

itoring bodies whether the applicant in the case is a journalist. It may be ac-

cepted by all parties that the applicant is a journalist, or it may not be neces-

sary to pronounce on the applicant’s status as a ‘journalist’ to determine a 

breach or otherwise of the right to freedom of expression. As such, the ma-

jority of cases before these courts have not had cause to pronounce on the 

definition of ‘journalist’. The case of Lohé Issa Konaté v. Burkina Faso 

(2014) before the African Court on Human and Peoples’ Rights (‘ACtHPR’) 

is illustrative here.890 Burkina Faso had raised during the public hearing that 

the applicant did not comply with administrative formalities of holding a 

press card or being registered with the taxation services or other administra-

tive authorities in charge of ‘legalizing the existence of a newspaper’.891 The 

Court noted that that his weekly newspaper had existed since 1992 and that it 

was in his capacity as a journalist that the applicant was punished by the 

 
Annex 1, Article 2(a). Referenced as a guide in the Sandoz et al., Commentary to the APs, 

1987, Article 79 API, para. 3260. 
889 ‘Journalist, n.’, OED Online (3rd ed., Oxford University Press, December 2011, modified 

version published online March 2022), <https://www.oed.com/view/Entry/101740>. 
890 ACtHPR, Lohé Issa Konaté v. Burkina Faso, Application No. 004/2013, Judgment, 5 De-

cember 2014. 
891 Ibid., paras. 54-55. 
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courts in Burkina Faso.892 The ACtHPR therefore held that assuming the ap-

plicant had not complied with some of  the administrative requirements in 

Burkina Faso, he nevertheless had the de facto status of a journalist, on the 

basis of which he was convicted,893 and that at any rate Articles 9 and 19 

ACHPR apply to anyone regardless and not only journalists. 

 

The definitions provided by human rights bodies support interpreting the 

term ‘journalist’ under IHL in a broad sense. For example, preamble para-

graph 13 of the Council of Europe’s Committee of Ministers Recommenda-

tion No. R (96) 4 of May 1996 on the protection of journalists in situations 

of conflict and tension provides that the term: 

 

journalist must be understood as covering all representatives of the me-

dia, namely all those engaged in the collection, processing and dissem-

ination of news and information including cameramen and photogra-

phers, as well as support staff such as drivers and interpreters.894 

 

Similarly, the HRC provided in its General Comment No. 34 on the right to 

freedom of expression that journalism is ‘a function shared by a wide range 

of actors, including professional full-time reporters and analysts, as well as 

bloggers and others who engage in forms of self-publication in print, on the 

internet or elsewhere…’.895 

 

This approach is in line with the definitions of other professions afforded 

special protection under API. The definition of medical personnel under Ar-

ticle 8(c) API includes those whose tasks are for medical purposes, those in-

volved in the administration of medical units, and those involved in the oper-

ation or administration of medical transports, for example.896 The definition 

covers all those in the chain of medical care essential for the treatment of the 

wounded and sick. The protection afforded to journalists is somewhat com-

parable, as the aim in conferring protection of journalists is to facilitate the 

role, although as noted above they do not enjoy special protection like medi-

cal personnel. Both ‘medical personnel’ and ‘journalist’ describe broad pro-

fessions that encompass both very highly qualified individuals and those 

with few professional qualifications. Applying a similar interpretative ap-

proach to the term ‘journalist’ as that used in defining ‘medical personnel’ 

would mean that all those working within the chain of news production 

 
892 Ibid., para. 56. 
893 Ibid., para. 57. 
894 Council of Europe Committee of Ministers, Recommendation No. R (96) 4 on the protec-

tion of journalists in situations of conflict and tension, preamble para. 12. 
895 HRC, General Comment No. 34, 2011, para. 44. 
896 See further API, Article 8(e), (f) and (g). 
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would potentially be covered if they were working on a dangerous mission 

in the area of armed conflict. This could include local facilitators and transla-

tors who assist investigative journalists in gathering information from 

sources, the most senior editors and owners of news publications, and those 

carrying out administrative tasks connected to the reporting.  

 

All IHRL definitions and judgments concur on the fact that the medium used 

to transit the information is not determinative of whether an activity counts 

as journalistic.897 Therefore, journalism may be conducted via written printed 

or online resources, television or radio broadcasting and other electronic me-

dia. 

 

Regularity in the exercise of freedom of expression is another defining fea-

ture of journalistic work identified by IHRL monitoring bodies. In its Advi-

sory Opinion on Compulsory Membership in an Association Prescribed by 

Law for the Practice of Journalism (1985), the IACtHR defined professional 

journalists as ‘someone who has decided to exercise freedom of expression 

in a continuous, regular and paid manner’.898 The Court considered that jour-

nalism cannot be equated to a profession that is merely granting a service to 

the public through the application of some knowledge or training acquired in 

a university or through those who are enrolled in a certain professional ‘cole-

gio’.899 It held that the practice of journalism requires a person to engage in 

activities that define or embrace the freedom of expression that the ACHR 

guarantees.900 

 

The purpose of disclosing information, opinions or ideas to the public has 

also been considered a defining feature of journalism. This has been high-

lighted by human rights bodies and by the Court of Justice of the European 

 
897 See, for example, Council of Europe Committee of Ministers, Recommendation No. R (96) 

4 on the protection of journalists in situations of conflict and tension; Court of Justice of the 

European Union, Tietosuojavaltuutettu v. Satakunnan Markkinapörssi Oy and Satamedia Oy, 

Case C-73/07, Judgment of the Court (Grand Chamber) of 16 December 2008, 

ECLI:EU:C:2008:727, para. 60 (‘CJEU, Tietosuojavaltuutettu v. Satakunnan Markkinapörssi 

Oy and Satamedia Oy, 2008’); and UN Special Rapporteur on freedom of expression, Report 

on groups in need of attention and the protection of jouranlists, 2010. 
898 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 74. In CJEU, Tietosuojavaltuutettu v. Satakunnan Markkinapörssi 

Oy and Satamedia Oy, 2008, para. 59, the CJEU also considered that a degree of commercial 

success may even be essential to professional journalistic activity. 
899 IACtHR, Compulsory Membership in an Association for the Practice of Journalism, Advi-

sory Opinion 1985, para. 71. 
900 Ibid., para. 72. 
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Union (‘CJEU’) in its consideration of exceptions to data protection legisla-

tion for journalistic purposes.901 The purpose of sharing information with the 

wider public is key in understanding the difference between journalistic ac-

tivities and other forms of sharing information.902 It was also noted by the 

ECtHR that although the press must not overstep certain bounds, particularly 

respecting the reputations and rights of others, ‘its duty is nevertheless to im-

pact – in a manner consistent with its obligations and responsibilities – infor-

mation and idea on all matters of public interest.’903 This is what makes jour-

nalism different from education or scientific publications that aim to spread 

knowledge, propaganda that aims to influence how people behave or their 

views, or advocacy that aims to promote a particular issue, person or group, 

or view.904 The purpose of journalism is simply to share information with the 

public.905 This simplicity also makes the activity vulnerable to accusations of 

bias or working for another interest where the journalist’s activities go 

against the interest of the State or parties to the conflict. This links with the 

public watchdog role that journalists and the media play in wider society 

identified by human rights bodies.906 As noted by the ECtHR, ‘it is…incum-

bent on the press to impart information and ideas on political issues, includ-

ing divisive ones’.907 In doing so, freedom of the press:  

 

affords the public one of the best means of discovering and forming an 

opinion of the ideas and attitudes of their political leaders. In particu-

lar, it gives politicians the opportunity to reflect and comment on the 

preoccupations of public opinion; it thus enables everyone to partici-

pate in the free political debate which is at the very core of the concept 

of a democratic society.908 

 
901 CJEU, Tietosuojavaltuutettu v. Satakunnan Markkinapörssi Oy and Satamedia Oy, 2008, 

para. 61. 
902 UN Special Rapporteur on freedom of expression, Report on the protection of journalists 

and media freedom, 2012, para. 4. 
903 ECtHR, Fedchenko v. Russia (No. 3), 2018, para. 39. 
904 The right to freedom of expression of human rights defenders has been recognised as es-

sential for individuals to carry out this work. See, for example, UN General Assembly, Reso-

lution 53/144, ‘Declaration on the Right and Responsibility of Individual Groups and Organs 

of Society to Promote and Protect Universally Recognized Human Rights and Fundamental 

Freedoms’, UN Doc. A/RES/53/144, 8 March 1999, Annex, Articles 1, 6, 9 and 13; and IAC-

tHR, Case of Yarce et al. v. Colombia, 2016. 
905 In ECtHR, Thorgeir Thorgeirson v. Iceland, 1992, para. 64 the ECtHR noted this as ‘mat-

ters of public concern’. See also ECtHR, Fressoz and Roire v. France, 1999; ECtHR, Lingens 

v. Austria, 1986, para. 41; and ECtHR, The Sunday Times v. the United Kingdom (No. 1), 

1979, para. 66. See further ECtHR, Goodwin v. the United Kingdom, 1996, para. 39 which 

references the press’s ability to ‘provide accurate and reliable information’. 
906 See, for example, ECtHR, Goodwin v. the United Kingdom, 1996, para. 39. 
907 See also ECtHR, Thorgeir Thorgeirson v. Iceland, 1992. 
908 ECtHR, Castells v. Spain, Application no. 11798/85, Judgment, 23 April 1992, and EC-

tHR, Sürek v. Turkey (No. 3), 1999, para. 38. 
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The distinguishing features of journalists of the regularity and purpose of 

carrying out activities protected by freedom of expression have also been 

highlighted by the UN Special Rapporteur on the right to freedom of expres-

sion.909 

 

An indicative factor in determining whether an individual is undertaking 

journalistic activities is whether they uphold professional journalistic stand-

ards. For example, do they seek or get comments from all persons or parties 

involved to present both sides of the story, or do they only present one per-

spective in their reporting? Do they take efforts to protect sources and others 

who might be exposed to danger in providing information? If individuals en-

gage in such activities to meet the professional conduct standards of journal-

ism, this would be an indicative factor in determining whether they are enti-

tled to the protection of journalists under IHL. 910 

 

In this profession, codes of ethics and professional standards are based on 

self-regulation and not on a unified instrument. However, human rights law 

has provided some guidance as to the standards and conduct expected of pro-

fessional journalists in the exercise of freedom of expression. The ICCPR 

and ECHR establish that the exercise of the right to freedom of expression is 

subject to ‘duties and responsibilities’.911 This has been noted by the ECtHR 

in the Sürek cases as meaning that ‘the press must not overstep the bounds 

set, inter alia, for the protection of vital interests of the State such as national 

security or territorial integrity against the threat of violence or the prevention 

of crime or disorder’.912 The Court further stated that it is nevertheless ‘in-

cumbent on the press to impart information and ideas on political issues, in-

cluding divisive ones’.913 In Steel and Morris v. UK (2005), the ECtHR held 

that the safeguard afforded by Article 10 to journalists in relation to report-

ing on issues of general interest: 

 

 
909 See, for example, UN Special Rapporteur on freedom of expression, Report on groups in 

need of attention and the protection of jouranlists, 2010, para. 21: ‘…those dedicated to inves-

tigating, analysing and dissemination information, in a regular and specialized manner, 

through any type of written media, broadcast media (television or radio) or electronic media’. 

See also Burri, Bravery and Bravado, 2015, 112-113. 
910 See further UN Special Rapporteur, Report on the protection of sources and whistleblow-

ers, 2015, paras. 17-20 on confidentiality of sources applying to broader group than just ‘a 

professional class of journalists’. See also Chapter 2.5.2.1. 
911 ICCPR, Article 19(3); ECHR, Article 10(2); ACHR, Article 13. 
912 ECtHR, Sürek v. Turkey (No. 3), 1999, para. 38. 
913 Ibid. 
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is subject to the proviso that they act in good faith in order to provide 

accurate and reliable information in accordance with the ethics of jour-

nalism…and the same principle must apply to others who engage in 

public debate.914 

 

In Stomakhin v. Russia (2018), the ECtHR held that as the owner and editor-

in-chief of a newsletter prepared each issue of the newsletter and determined 

its content, the applicant was vicariously subject to the ‘duties and responsi-

bilities’ that mass media’s editorial and journalistic staff undertake in the 

collection and dissemination of information to the public ‘and which assume 

an even greater importance in situations of conflict and tension’.915 

 

Journalism involves the verification of facts as a technique and their presen-

tation in a reliable account but does not necessarily have to be without opin-

ion. It can be done with the purpose of highlighting particular aspects in a 

fact pattern and promoting a particular point of view.916 The ECtHR has 

highlighted in its case law that journalists are able to have ‘recourse to a de-

gree of exaggeration, or even provocation’.917 There may be important pro-

fessional conduct issues raised by not being objective in the presentation of 

information, but that is not necessarily relevant for the determination of 

whether a person is a journalist for the purpose of Article 79 API. A bad 

journalist is still a journalist.918 

 

In summary, IHRL supports a broad interpretation of the term ‘journalist’ 

that covers all those in the chain of producing journalistic works. The regu-

larity and purpose in sharing information, ideas and opinions are key factors 

in determining whether a person should be considered a journalist. Adher-

ence to professional journalistic standards is also an indicative factor. The 

employment status of the person as a journalist or employment otherwise by 

a media organisation, either on a permanent or other basis, may be evidence 

 
914 ECtHR, Steel and Morris v. the United Kingdom, Application no. 68416/01, Judgment, 15 

February 2005, para. 90 (‘ECtHR, Steel and Morris v. the United Kingdom, 2005’). 
915 ECtHR, Stomakhin v. Russia, Application No. 5227/07, Judgment, 9 May 2018, para. 102 

(‘ECtHR, Stomakhin v. Russia’). See also ECtHR, Sürek v. Turkey (No. 1), 1999, para. 63. 
916 UN Special Rapporteur on freedom of expression, Report on the protection of journalists 

and media freedom, 2012, para. 4 
917 See, for example, ECtHR, De Haes and Gijsels v. Belgium, 1997, para. 46, ECtHR, Bladet 

Tromsø and Stensaas v. Norway, 1999, para. 59. See also ECtHR, Steel and Morris v. the 

United Kingdom, 2005, in which the Court held that in a campaigning leaflet a certain degree 

of hyperbole and exaggeration is to be tolerated, and even expected, para. 90. See also EC-

tHR, Handyside v. the United Kingdom, 1976, para. 49. 
918 See further Chapters 3.3.3 and 10.5.3. 
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of their engagement in the profession but is not determinative. Other contex-

tual factors, such as the individual’s education and training, or whether they 

hold a press card may also be indicative. 

5.1.4 Are ‘citizen journalists’ entitled to the protection of 

journalists under international humanitarian law? 

 

The digital world has significantly broadened the ability of individuals to 

gather, share and receive information on armed conflicts in near real time. 

Today, individuals engage in self-publication via blogs and other social me-

dia platforms that they may or may not receive payment for, with other indi-

viduals following their platforms for information. The question then arises of 

whether ‘citizen journalists’ or members of the public who engage in the 

process of collecting, reporting, analysing and disseminating news and infor-

mation through the tools they have in their possession919 should also be enti-

tled to the protection of journalists under IHL. 

 

As noted above, the drafting history of Article 79 API suggests that it was 

intended to provide protection only to those involved in journalism as a pro-

fessional, paid occupation and not to other civilians collecting and dissemi-

nating information on the conflict. However, the ordinary meaning of the 

term could cover individuals who are engaged in the gathering and dissemi-

nation of information for the purpose of sharing it with the wider public on a 

regular basis.920 As such, where individuals engage in such activities that 

meet the professional conduct standards of journalism, this could indicate 

that they are entitled to protection as a journalist under IHL. 

 

Individuals who spontaneously gather and share information, such as photo-

graphing an event and sharing it on a social media platform, would not there-

fore be covered by the protection of journalists under IHL. They would, 

however, be entitled to the protection of their right to freedom of expression 

under IHRL and protection as a civilian under IHL. This approach is con-

sistent with the case law of regional human rights mechanisms. For example, 

in Steel and Morris v. UK (2005), the UK argued that the applicants were not 

 
919 See further UN General Assembly, ‘Report of the Special Rapporteur on the promotion 

and protection of the right to freedom of opinion and expression’, UN Doc. A/65/284, 11 Au-

gust 2010, paras. 62 and 63. See also ECtHR, Steel and Morris v. the United Kingdom, 2005; 

and HRC, General Comment No. 34, 2011, para. 44. 
920 See for example, ECtHR, Stomakhin v. Russia, 2018, which involved the self-publication 

by a journalist of a small number newsletter distributed or through his acquaintances at public 

events only to those individuals who expressed their interest. 
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journalists and should not therefore attract the high level of protection af-

forded to the press under Article 10 ECHR.921 The ECtHR held, however, 

that: 

 

even small and informal campaign groups…must be able to carry on 

their activities effectively and that there exists a strong public interest 

in enabling such groups and individuals outside the mainstream to con-

tribute to the public debate by disseminating information and ideas on 

matters of general public interest such as health and the environment.922 

 

Such an interpretation is consistent with the approach adopted by the UN 

Special Rapporteur, who considered that ‘citizen journalists’ are also consid-

ered ‘journalists’ when they momentarily play that role.923 

 

The status of an individual may change over time from a civilian exercising 

their right to freedom of expression by gathering and sharing information re-

lating to the conflict to that of being entitled to the protection of journalists 

under IHL. One example of this can be seen in the group ‘Raqqa Is Being Si-

lently Slaughtered’.924 This phrase was first used by a group of young per-

sons as a way of indexing on the social media platform Twitter and other so-

cial media accounts to allow other people to more easily follow information 

related to what life was like in the Syrian city after ISIS took control in April 

2014. The majority of the group was inside Raqqa, at first both gathering and 

sharing information generally. This later changed to gathering information 

primarily about ISIS and the violations of IHRL and IHL they committed. A 

smaller group of individuals was based outside of Raqqa and would dissemi-

nate the information gathered by those inside the city and act as spokesper-

sons with the wider media industry.925 Individuals in the group operating 

both in Raqqa and beyond were killed by ISIS for their actions, in clear vio-

lation of IHL and IHRL.926 International media outlets cited the group and in-

formation shared by the group in their reporting of the conflict. The group 

 
921 ECtHR, Steel and Morris v. the United Kingdom, 2005, para. 89. 
922 Ibid. 
923 UN Special Rapporteur on freedom of expression, Report on the protection of journalists 

and media freedom, 2012, para. 4. 
924 Raqqa is Being Slaughtered Silently, <https://www.raqqa-sl.com/en/>. 
925 Alice Speri, ‘Raqqa Is Being Slaughtered Silently, And These Guys Are Risking Their 

Lives To Document It’, Vice News, 26 September 2014, <https://www.vice.com/en_us/arti-

cle/ev77kp/raqqa-is-being-slaughtered-silently-and-these-guys-are-risking-their-lives-to-doc-

ument-it>; David Remnick, ‘Telling the Truth About ISIS and Raqqa’, The New Yorker, 22 

November 2015, <https://www.newyorker.com/news/news-desk/telling-the-truth-about-isis-

and-raqqa> (‘Remnick, ‘Telling the Truth About ISIS and Raqqa’, The New Yorker, 2015’). 
926 Louisa Loveluck, ‘Islamic State critic found beheaded in Turkey’, The Telegraph, 30 Oc-

tober 2015, <https://www.telegraph.co.uk/news/worldnews/islamic-state/11965804/Be-

headed-bodies-of-Syria-anti-Islamic-State-activist-and-friend-found-in-Turkey.html>; Kyle 
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also reported on the Syrian government’s actions in the conflict, other rebel 

forces and the U.S.-led coalition airstrikes. In 2015, the group was awarded 

the International Press Freedom Award from the Committee to Protect Jour-

nalists.927 Here it is clear that the purpose in sharing the information to in-

form the public and report on events, as well as the regularity with which the 

group gathered and shared information, are indicative factors in the change 

to being entitled to protection as journalists under IHL. The regular reliance 

by other media organisations on the information shared is another important 

point to highlight, together with the breadth of reporting on other actors en-

gaged in the conflict.  

5.1.5 ‘Dangerous missions in areas of armed conflict’ 

 

The protection of journalists under Article 79 API applies to those on ‘dan-

gerous missions in areas of armed conflict’. The ICRC commentary consid-

ers that all areas affected by hostilities will be dangerous, and as IHL applies 

to the whole territory of the State, the qualification that journalists are pro-

tected under Article 79 API when they are ‘on dangerous missions in areas 

of armed conflict’ is of no practical or legal significance.928 

 

On a practical level, there is a difference, however, between journalists phys-

ically in the area of armed conflict and those investigating or reporting on 

matters related to the armed conflict outside the area of hostilities. Within 

the State(s) in which the armed conflict is ongoing, there may also be differ-

ences between journalistic activities, depending on the role of the individual 

and how close to the effects of the hostilities their work takes them. Some 

roles will have significantly greater personal risks than others because of 

their professional activities, such as investigative journalists and war photog-

raphers. That said, an individual’s role may expose them to higher risk based 

on their reporting on the conflict despite being far away from the frontline, 

such as editors or high-profile television, social media, or radio news jour-

nalists. A journalist who is physically in the area of armed conflict is also ex-

posed to different dangers than those who are not or other civilians due to 

the nature of the journalist’s work.929 

 
Orton, ‘As another activist is murdered, the least we owe ‘Raqqa is Being Slaughtered Si-

lently’ is our attention’, The Independent, 17 December 2015, <https://www.independ-

ent.co.uk/voices/the-activists-of-raqqa-is-being-slaughtered-silently-pay-with-their-lives-to-

expose-isis-the-least-a6777601.html>; Remnick, ‘Telling the Truth About ISIS and Raqqa’, 

The New Yorker, 2015. 
927 Committee to Protect Journalists, CPJ International Press Freedom Awards 2015, Press 

Release, <https://cpj.org/awards/2015/cpj-international-press-freedom-awards-2015.php>. 
928 Nina Burri, Bravery and bravado, 124. 
929 Sandoz et al., Commentary to the APs, 1987, Article 79 API, para. 3245. 
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The qualification of protection under IHL to journalists engaged in ‘danger-

ous missions in areas of armed conflict’ seems to point more to the type of 

protection journalists should receive. Journalists who are closer to the hostil-

ities, whether through the role undertaken by the individual or proximity to 

events on the battlefield, face different threats that these require protection 

from. 

 

This qualification also highlights that not all journalists in a State where 

there is an ongoing armed conflict will be reporting on the armed conflict. 

There will continue to be reports on other topics not related to or only partly 

connected to the armed conflict. Journalists covering topics other than the 

armed conflict may not be as vulnerable to the effects of the hostilities in 

their professional activities as those who are investigating and reporting on 

the actions of the parties to the conflict or from the frontline. These individu-

als would not require the same protection as those actively engaged in pro-

fessional activities close to the frontline. In this way, the protection afforded 

under Article 79 API is analogous to that under Article 62 API relating to the 

protection of civilan civil defence organisations and personnel, the Commen-

tary to which indicates that the general protection afforded under Article 62 

API is additional and supplementary but does not replace the protections af-

forded to civilians under IHL.930 

 

It is not the content of what the journalist is covering that makes the differ-

ence in whether they are protected under Article 79 API, however. The obli-

gation to protect such persons relates to their profession as a journalist. It is 

their profession as a journalist that makes them vulnerable if they are work-

ing in areas of armed conflict and means they could be exposed to dangers 

created by the hostilities – even if they are not investigating or reporting on 

matters connected to the armed conflict. For example, the HRMMU reported 

in November 2014 that a freelance journalist had been detained by armed 

groups in the Luhansk region since July 2014 together with the group of 

priests with whom he was travelling to report on their missionary work in the 

conflict area.931 Whilst this clearly relates to the armed conflict, the content 

of the intended report was not necessarily on active hostilities.932 Neverthe-

 
930 Ibid., Article 87, para. 2440. 
931 UN OHCHR, ‘Report on the human rights situation in Ukraine 15 November 2014’, 20 

November 2014 (‘HRMMU 7th Report, 20 November 2014’), para. 58. 
932 Similar examples can be seen of journalistic reports on women’s sports teams in Afghani-

stan following the Talliban regaining control of the country in August and September 2021. 

See, for example, ‘Afghanistan women’s football team flees to Pakistan’, Al Jazeera, 15 Sep-

tember 2021, <https://www.aljazeera.com/news/2021/9/15/afghanistan-women-football-team-
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less, the individual journalist in question would still be entitled to the protec-

tion of journalists under customary international law applicable in NIACs. 

The qualification of protection being afforded to ‘dangerous missions in ar-

eas of armed conflict’ thereby serves as a factor for determining the potential 

level of protection required under IHL. The content of the journalist’s report-

ing may, however, provide context in determining violations of the journal-

ist’s rights under IHRL or the obligations under IHL. 

 

This is consistent with IHRL jurisprudence on the obligation to protect jour-

nalists from threats, harassment and abuse violating their rights to personal 

integrity and freedom of expression.933 In Vélez Restrepo and Family v. Co-

lombia (2012), the IACtHR held that States have the obligation to provide 

special measures of prevention and protection of the life and integrity of 

journalists who face special risk owing to the exercise of their profession.934 

The Court identified factors indicating this risk as: 

 

the type of events they cover, the public interest of the information 

they disseminate or the area they must go to in order to do their work, 

as well as to those who are the target of threats in relation to the dis-

semination of that information or for denouncing or promoting the in-

vestigation of violations that they suffered or of those they became 

aware of in the course of their work.935 

5.1.6 Who is entitled to prisoner of war status as a ‘war 

correspondent’? 

 

In IACs, journalists accompanying the armed forces without actually being 

members thereof who fall into the power of the enemy should be treated as 

POWs further to Article 4(4) GCIII. There is no corollary protection in NI-

ACs, but journalists captured while accompanying the fighting forces in a 

 
pakistan-taliban-sports>; Lucy Campbell, ‘UK urged to resettle fleeing Afghan women’s foot-

ball team’, The Guardian, 26 September 2021, <https://www.theguard-

ian.com/world/2021/sep/26/uk-urged-to-resettle-fleeing-afghan-womens-football-team>. 
933 See, for example, AComHPR, ‘Resolution on the Safety of Journalists and Media Practi-

tioners in Africa’, ACHPR/Res.185, 12 May 2011, para. 14 urging ‘all parties involved in sit-

uations of armed conflicts’ have been called on to ‘respect the independence and freedom of 

journalists and media practitioners to exercise their profession and guarantee their safety and 

security in accordance with international humanitarian law’. 
934 IACtHR, Case of Vélez Restrepo and family v. Colombia, Preliminary Objection, Merits, 

Reparations, and Costs, Judgment of September 3, 2012, Series C No. 248, para. 194. 
935 Ibid. 
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NIAC would be entitled to the protections under Common Article 3 and Ar-

ticles 4 and 5 APII or the customary equivalent.936 

 

Prior to the adoption of API, the protection of war correspondents accompa-

nying the armed forces as POWs was the only protection afforded to any 

type of journalist during armed conflict. Although Article 4A(4) GCIII is 

older than the protection of journalists under Article 79 API,937 it can be seen 

as an additional extra protection to the general protection afforded under 

API. To be entitled to protection under Article 4A(4) GCIII, an individual 

would first need to be a journalist protected under Article 79 API. As Mi-

chael Boethe et al. note, Article 79 ‘concerned journalists who are not ac-

credited but fulfil their mission on their own initiative’.938 

 

The term ‘war correspondent’ is neither (at least today) an industry term nor 

a specifically recognised qualification within the profession of journalism.939 

In general, many of the journalists who lead investigations and reporting on 

armed conflicts for large international news outlets are regional or country 

experts or specialists for the area where the conflict is taking place.940 The 

term has also fallen out of use in armed forces with the growth of the term 

‘embedded journalist’. ‘Embedded journalist’ describes the same function of 

a journalist who has been granted permission to accompany members of the 

armed forces.941 As such, the term ‘war correspondent’ in GCIII is best de-

scribed as a legal term that covers journalists who have been granted permis-

sion by the armed forces to accompany them and have been captured by the 

enemy party whilst accompanying the armed forces.942 

 

 
936 Common Article 3; APII Articles 4 and 5. See further Henckaerts and Doswald-Beck, Cus-

tomary International Humanitarian Law, Volume I: Rules, 2005, Rules 87-101 and 118-128. 
937 The protection of journalists accompanying armed forces captured by the enemy as prison-

ers of war has a long history and was included in early IHL instruments, including: the Lieber 

Code 1863, Article 50; 1874 Project of an International Declaration Concerning the Laws and 

Customs of War (‘1874 Brussels Declaration’), Article 34; Hague Convention (IV) on War on 

Land and its Annexed Regulations 1907, Article 13; and the 1929 Geneva Convention on 

Prisoners of War, Article 81. 
938 Boethe et al, Commentary on the APs, 2013, 546. 
939 ‘War photography’ is recognised as a specific area within photography and journalism, 

however. 
940 Note, however, that some journalists do gain a reputation for covering conflicts, such as 

Marie Colvin, an American journalist working for UK publication, the Sunday Times, when 

she was killed in Syria in 2012. Some individual journalists may also refer to themselves as 

‘war correspondents’. 
941 See further Elizabeth Levin, ‘Journalists as a Protected Category: A New Status for the 

Media in International Humanitarian Law’, UCLA Journal of International Law and Foreign 

Affairs, Volume 17, No. 1 & 2, Spring 2013, 215-250, 219-223 (‘Levin, ‘Journalists as a Pro-

tected Category’, 2013’). 
942 Ibid., 277-288. 
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The requirement that journalists receive permission through certification to 

accompany armed forces developed after the requirement that such persons 

be treated as POWs. The requirement for certification was included in Arti-

cle 13 of the 1907 Hague Regulations (IV) and Article 81 of the 1929 Ge-

neva Convention on Prisoners of War but not in the earlier formulations of 

the protection in Article 50 of the 1863 Lieber Code or Article 34 of the 

1874 Brussels Declaration. 

 

There is nothing in IHL that gives guidance on the criteria for permitting 

journalists to accompany armed forces. This is a process that can take place 

before, during or even after an armed conflict. In extreme circumstances, it 

can take place in the field of operations.943 As IHL does not stipulate specific 

requirements for this process, the continued application of IHRL would also 

be applicable. As such, the decision of whether to provide accreditation 

should be based on a reasoned decision and not made in an arbitrary way, 

and it should be possible for the individual to claim an effective remedy.944 

The relevant criteria for the accreditation scheme should be specific, fair and 

reasonable, and their application should be transparent and subject to ap-

peal.945 

 

The context of an armed conflict and, as such, the application of IHL would 

be relevant in determining not only whether permission should be given but 

also any subsequent violations of rights resulting from this. State practice 

shows how the accreditation process has been used as a way of manipulating 

media coverage and censorship. For example, during the Iraq war of 2003, it 

was alleged that journalists did not receive sufficient protection by the par-

ties to the conflict unless they agreed to be embedded with units. This re-

sulted in one of the highest death tolls of journalists in armed conflict.946 Pro-

portionally, the number of casualties was higher among journalists than 

among the ranks of the coalition forces.947 Ensuring that the right to freedom 

 
943 See, for example, UK Ministry of Defence, ‘Ministry of Defence working arrangements 

with media organisations (MOD green book)’, Version 8, 31 January 2013, 8-9 and 11-12 

(‘UK Ministry of Defence, Green Book, 2013’). 
944 HRC, Gautier v. Canada, Communication No. 633/1995, U.N. Doc. 

CCPR/C/65/D/633/1995, 5 May 1999, para. 13.6 and 13.7 (‘HRC, Gautier v. Canada, 1999’). 
945 Ibid., para. 13.6; IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 375. 
946 See further ‘Iraq: The deadliest war for journalists’, Al Jazeera, 11 April 2013, 

<http://www.aljazeera.com/humanrights/2013/04/2013481202781452.html>. See also Mi-

chael Kamber and Tim Arango, ‘4,000 U.S. Deaths, and a Handful of Images’, New York 

Times, 26 June 2008, <https://www.nytimes.com/2008/07/26/world/middleeast/26cen-

sor.html> (‘Kamber and Arango, ‘4,000 U.S. Deaths, and a Handful of Images’, The New 

York Times, 26 June 2008’).  
947 Alexandre Balguy-Gallois, ‘The protection of journalists and news media personnel in 

armed conflict’, International Review of the Red Cross, Volume 86, Issue 853, March 2004, 

37-67. 
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of expression under IHRL is upheld in this process may assist in protecting 

against such manipulation. For example, the ECtHR has noted the public in-

terest in reporting from certain locations to hold authorities accountable for 

their conduct948 as an important guiding principle in determining whether to 

provide accreditation to accompany armed forces in armed conduct. In the 

case, the refusal to grant a journalist access to an asylum seeker ‘reception 

centre’ was held to be a breach of his right to freedom of expression.949 This 

decision stressed the importance of authorities not substituting their own 

views on what reporting techniques should be adopted by journalists for 

those of the press and held that access to alternatives to direct newsgathering 

does not extinguish the interest in having face-to-face discussions and gain-

ing first-hand impressions in news gathering.950 

5.2 The protection under Article 70 GCIV 

 

Article 70 GCIV prohibits the Occupying Power from arresting, prosecuting 

or convicting protected persons ‘for acts committed or for opinions ex-

pressed before the occupation, or during a temporary interruption thereof, 

with the exception of breaches of the laws and customs of war’.951 Nationals 

of the Occupying Power who sought refuge in the territory of the occupied 

State before the outbreak of hostilities are similarly protected from arrest, 

prosecution, conviction or deportation from the occupied territory:  

 

except for offences committed after the outbreak of hostilities, or for 

offences under common law committed before the outbreak of hostili-

ties which, according to the law of the occupied State, would have jus-

tified extradition in time of peace.952 

 

This is one of the most interesting provisions within the Geneva Conventions 

of 1949 regarding the protection of freedom of expression under IHL. It 

neatly encapsulates one of the greatest vulnerabilities faced by individuals 

who exercise their right in conflict settings, which is particularly acute in sit-

uations of occupation, and provides additional, complementary protection to 

 
948 ECtHR, Szurovecz v. Hungary, Application no. 15428/16, Judgment, 8 October 2019, para. 

61 (‘ECtHR, Szurovecz v. Hungary, 2019’). See further Chris Wiersma, ‘The ‘Disobedience’ 

of Journalists at Public Assemblies: An Analytical Critique of the ECtHR’s Case Law from a 

Media Freedom Perspective’, Nordic Journal of Human Rights 2020, Volume 38, Number 4, 

261-278. 
949 ECtHR, Szurovecz v. Hungary, 2019, paras. 76-77. 
950 Ibid., para. 74. 
951 GCIV, Article 70(1). 
952 Ibid,, Article 70(2). 



193 

the right to freedom of expression under IHRL against arrest, prosecution or 

convection for acts committed or opinions expressed before the occupation 

or during an interruption thereof. This is an important recognition of the rela-

tionship between freedom of expression and armed conflict. However, Arti-

cle 70 GCIV provides only limited protection applicable to occupations and 

does not cover acts or opinions expressed during or after an occupation. 

Here, the difference in balancing military necessity and humanity is evident 

in the provisions of IHL, making the protections under IHRL in situations of 

occupation essential.953 

 

The protection under Article 70 GCIV has well-founded grounds in history. 

The Commentary mentions examples of inhabitants of occupied territories 

being put on trial and punished for having aided their own country’s troops 

or allies, ‘for having belonged to a political party banned by the occupying 

authorities and for having expresed in the Press [sic] or in broadcasts politi-

cal opinions which conflicted with the occupant’s views’.954 In an example 

from the Nuremberg Tribunal, the German Reich Commissioner Arthur 

Seyss-Inquart was found to have been ‘ruthless in applying terrorism to su-

press all opposition to the German occupation, a program which he de-

scribed as ‘annihilating’ his opponents’.955 The Commentary notes that Arti-

cle 70 GCIV was adopted with the aim of preventing this from happening 

again in the future.956  

 

There is no equivalent treaty or customary law rule applicable generally to 

situations of IACs or in situations of NIACs. This is in part due to the ex-

traordinary and different nature of an occupation, where the citizens and ter-

ritory of one State are subjected to the authority of another State. As such, 

the main analysis of this provision relates only to situations of occupation. 

 

 
953 ICJ, Legal Consequences of the Wall, Advisory Opinion 2004, paras. 179– 80. See also 

ECtHR, Loizidou v. Turkey, 1996; ECtHR, Cyprus v. Turkey, 2001; ECtHR, Al-Skeini and 

Others v. the United Kingdom, 2011; ECtHR, Al-Jedda v. the United Kingdom, 2011; ECtHR, 

Hassan v. the United Kingdom, 2014; and ECtHR, Chiragov and others v. Armenia, 2015; 

also. See Chapter 2.6. 
954 Pictet Commentary to GCIV, 1958, Article 70, 348. 
955 International Military Tribunal, Nuremberg, France and ors v. Göring (Hermann) and ors, 

Judgment and Sentences, 1946, in The Trial of German Major War Criminals, Proceedings of 

the International Military Tribunal sitting at Nuremberg, Germany, Part 22 (22nd August, 1946 

to 1st October, 1946), (‘Nuremberg IMT Judgment, 1946’), 520. See further 519-521. Refer-

enced in Shane Darcy, To Serve the Enemy: Informers, Collaborators, and the Laws of Armed 

Conflict (Oxford, Oxford University Press, 2019), 45 (‘Darcy, To Serve the Enemy, 2019’). 
956 Pictet Commentary to GCIV, 1958, Article 70, 348-349. 



194 

5.2.1 Protected persons 

 

Attention first needs to be given to who is covered by Article 70 GCIV. The 

protection under Article 70(1) GCIV relates to ‘protected persons’ as defined 

by Article 4 GCIV. Such persons are those ‘who, at a given moment and in 

any manner whatsoever, find themselves, in case of a conflict or occupation, 

in the hands of a Party to the conflict or Occupying Power of which they are 

not nationals.’ It also includes spies, saboteurs or others ‘under definite sus-

picion of activity hostile to the security of the Occupying Power’ further to 

Article 5(2) GCIV.957 Own nationals of the Occupying Power are generally 

not considered protected persons. Neither are nationals of a co-belligerent 

State with normal diplomatic relations with the Occupying Power or nation-

als of a neutral State.958 

 

Article 70(2) GCIV does provide limited protection of nationals of the Occu-

pying Power who sought refuge in the territory of the occupied State before 

the outbreak of hostilities, however.959 It does not cover individuals who may 

be seeking refuge for persecution after the outbreak of hostilities. In contrast, 

Article 70(1) GCIV provides protection for individuals who expressed opin-

ions against the Occupying Power before the occupation but after the out-

break of hostilities. As such, the Occupying Power could arrest, prosecute, 

convict or deport from the occupied territory persons covered by Article 

70(2) GCIV for acts of expression before the occupation and during the oc-

cupation. This is even recognised in the Commentary to Article 70 GCIV, 

which notes that ‘political agitation’ becomes ‘treason’ after the outbreak of 

hostilities.960 Yutaka Arai-Takahashi notes that those suspected of having 

committed political offences may benefit from the non-refoulement principle 

under IHRL where there is reason to fear persecution on account of their po-

litical beliefs or other grounds recognised under refugee law or IHRL.961  

 

There may be situations where nationals of the Occupying Power are never-

theless recognised as ‘protected persons’ covered by Article 70(1) GCIV. In-

 
957 See also API, Article 45(3). See further Boethe et al, Commentary on the APs, 2013, 514 

and Pictet Commentary to GCIV, 1958, Article 4, 56 
958 GCIV, Article 4(2). Nationals of a State which is not bound by the Conventions are also 

included in the exceptions under GCIV, Article 4(2). Today all States are signatory to the GCs 

and the treaties are considered to be reflective of customary international law. Cf. Dinstein, 

The Law of Belligerent Occupation, 2019, 7 and 32-33. 
959 Pictet Commentary to GCIV, 1958, Article 79, 350. 
960 Ibid., Article 70, 351. 
961 Yutaka Arai-Takahashi, ‘Law-Making and the Judicial Guarantees in Occupied Territo-

ries’, in Andrew Clapham, Paola Gaeta, and Marco Sassòli (eds.), The 1949 Geneva Conven-

tions: A Commentary (Oxford, Oxford University Press, 2015), 1421-1454, 1437. 



195 

ternational criminal tribunals have interpreted the definition of protected per-

sons expansively to include persons of the same nationality as the attacking 

party but who lack allegiance to the State of their nationality.962 Reasons for 

this could include due to the individual’s political opinion or membership in 

a social group.963 The claiming of asylum in the occupied territory after the 

outbreak of hostilities could be evidence of such a lack of allegiance. Such 

persons could therefore not be arrest, prosecuted, convicted or deported for 

acts done or opinions expressed after the outbreak of hostilities but before 

the occupation. This interpretation would be in line with the humanitarian 

purposes of the Convention, which points to a broad interpretation of the 

protective scope of the provisions.964 

 

All persons not covered by the protection under Article 70 GCIV, including 

persons entitled to protection under GCI, GCII and GCIII, would be entitled 

to the protection of their freedom of expression under IHRL, in addition to 

other complementary protections under IHL that may be applicable to their 

particular situation.965 

5.2.2 Acts or opinions protected 

 

The types of acts or opinions expressed that are covered by the protection 

under Article 70(1) GCIV are not defined in the treaty. The Commentary fo-

cuses largely on the expression of political opinions conflicting with the Oc-

cupying Power’s views, as seen in the historical examples mentioned 

above.966 The focus on political expression makes sense in the context of oc-

 
962 ICTY, Prosecutor v. Tadić, Appeals Judgment, 1999, para. 166; ICC, Katanga and 

Ngudjolo, PTC Decision on the confirmation of charges, 2008, paras. 289-293. 
963 Convention relating to the Status of Refugees 1954, 189 UNTS 137, Article 1.  
964 Alexander Schwarz and Maria Grigat, ‘Scorched Earth Policy’ in Rüdiger Wolfrum (ed.), 

Max Planck Encyclopaedia of Public International Law (online edition) (Oxford, Oxford Uni-

versity Press, 2015), para. 8. 
965 Pictet Commentary to GCIV, 1958, Article 4, 46. See further Chapters 4, 5.1, 5.3, 6 and 7. 
966 Ibid., Article 70, 348. The Commentary notes that individuals were also punished for be-

longing ‘to a political party banned by the occupying authorities’. The Commentary was orig-

inally written in 1958. It is dubious today whether it would be possible for an Occupying 

Power to ban a political party today unless exceptional circumstances applied, such as the 

party was unequivocally inciting violence and discrimination. This is especially bearing in 

mind that, as the Commentary recognises at 349, occupation is supposed to be of a temporary 

nature. The implications of banning a political party interferes with numerous human rights in 

addition to freedom of expression, including the right to freedom of association and the right 

to participate in public affairs. Note that the right to participate in government under ACHR, 

Article 23 is a non-derogable right. The Supreme Court of Israel has ruled that the Occupying 
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cupation, which is the antithesis of democracy and by definition undemo-

cratic. In relation to the protection of nationals of the Occupying Power un-

der Article 70(2) GCIV, the Commentary notes that once war has broken 

out, ‘action prejudicial to their home country (propaganda broadcasts, at-

tacks in articles of the press, etc)…becomes treason and the higher interests 

of the State take precedence over the protection of the individual’.967 It is ar-

guable that the balance between State powers and the protection of the indi-

viduals is not the same today as it was in 1958 and this statement is no 

longer accurate. What is most significant about this statement is the identi-

fied acts that would warrant the potential arrest, prosecution, conviction or 

deportation of an individual during an occupation but could not be taken 

against the individual if expressed prior to the occupation. This appears to be 

exactly what the provision aims to protect, namely acts and opinions ex-

pressed that are critical or contrary to those of the Occupying Power.968 

 

There is nothing in the terms of Article 70(1) GCIV that limits the protection 

to only political expression. This is consistent with IHRL jurisprudence, 

which has interpreted the terms ‘opinion’ and ‘expression’ broadly.969 Mani-

festations of religious beliefs and artistic forms of expression, media cover-

age of events and individuals advocating for the rights of minorities and in-

digenous people are examples of other forms of expression that create vul-

nerability to the actions anticipated in Article 70 GCIV based on the exercise 

of the right to freedom of expression.970 Based on this and in line with the in-

terpretative rule to give effect to the aim of the treaty to provide protection to 

the maximum extent possible, Article 70 GCIV should be interpreted to 

cover all acts of expression and opinions expressed. 

 
Power has the ‘right to curb, or even prohibit entirely’, political activity in an occupied terri-

tory: HCJ 507/72, Arnon et al. v. Attorney- General et al., 27(1) PD 233, 23 quoted in Din-

stein, The Law of Belligerent Occupation, 2019, 285. It is hard to see how such a statement 

can be reconciled with IHRL requirements. In other cases, the Supreme Court has emphasised 

that caution must be exercised not to harm the civilian population, even if it is protesting 

against the Occupying Power (Dinstein, The Law of Belligerent Occupation, 2019, 285, refer-

encing HCJ 4764/ 04, Physicians for Human Rights et al. v. IDF Commander in Gaza, 2004 

Israel Law Reports, 200. Eyal Benvenisti, The International Law of Occupation (2nd ed., Ox-

ford, Oxford University Press, 2012), 110 (‘Benvenisti, The International Law of Occupation, 

2012’) notes that ‘political rights are the first to be suspended, and this propensity has not 

been criticized as unlawful in principle’. Whilst the suspension of voting rights temporarily 

during an occupation may not meet such criticism, the long-term suspension of local or mu-

nicipal voting rights, as well as restrictions on freedom of association and freedom of expres-

sion by political parties would be more circumspect. 
967 Pictet Commentary to GCIV, 1958, Article 70, 351. 
968 For further on protection of refugees in this regard see Arai-Takahashi, ‘Law-Making and 

the Judicial Guarantees in Occupied Territories’, 2015, 1437-1438. 
969 See further Chapter 4.1. 
970 See, for example, ECtHR, Özgür Gündem v. Turkey, 2000; IACtHR, Case of Yarce et al. v. 

Colombia, 2016; and ECtHR, Mariya Alekhina and others v. Russia, 2018. 
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Certain acts and opinions are excluded from protection under Article 70 

GCIV. Article 70(1) GCIV excludes protection for acts or opinions ex-

pressed that amount to a breach of the laws and customs of war. In such cir-

cumstances, the Occupying Power has a duty to arrest and prosecute the per-

petrator(s).971 The same is also true of persons suspected of committing other 

international crimes, such as incitement to genocide or persecution as a 

crime against humanity.972 This is also a requirement under Articles 1 and 5 

of the Genocide Convention 1948 and for those party to the ICC Statute 

1998 for alleged perpetrators of crimes against humanity.973 This is also con-

sistent with the protections under IHRL. 

5.2.3 Limitations to the protection provided under Article 70 

GCIV 

 

As noted above, Article 70 GCIV does not provide protection to those voic-

ing opinions against the occupation during the occupation. This time limita-

tion was intended to reflect that occupation is only supposed to be of a tem-

porary nature.974 However, it leaves individuals vulnerable to measures taken 

against them for critiquing the situation of occupation or actions of the Oc-

cupying Power. 

 

It is recognised in the Commentary to Article 70 GCIV that the Occupying 

Power is entitled to exercise penal jurisdiction in respect of acts that occur 

during the occupation.975 Article 43 of the 1907 Hague Regulations (IV) and 

Article 64 GCIV both provide powers in situations of occupation for the Oc-

cupying Power to introduce legal measures.976 This would include addressing 

concerns brought about by the exercise of freedom of expression that 

threaten ‘public order’ and civil life under Article 43 of the 1907 Hague 

Regulations (IV) in accordance with the authentic French version of the 

 
971 See further GCIV, Articles 146 and 147; API, Articles 75, 85 and 86. See also ICC Statute 

1998, Article 8. 
972 Pictet Commentary to GCIV, 1958, Article 70, 349-350. 
973 See also ILC, ‘Second report on crimes against humanity by Mr. Sean D. Murphy, Special 

Rapporteur’, UN Doc. A/CN.4/690, 21 January 2016. 
974 Pictet Commentary to GCIV, 1958, Article 70, 349. See also GCIV, Article 6(3). 
975 Ibid., 349. 
976 For detailed analysis of the difference between Hague Convention (IV) on War on Land 

and its Annexed Regulations 1907, Article 43 and GCIV, Article 64 see Benvenisti, The Inter-

national Law of Occupation, 2012, 111-114. See further 114-116 on the human rights dimen-

sion. 
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text.977 Article 64(2) GCIV allows an Occupying Power to introduce new or 

modify penal legislation in force where it is essential to enable the Occupy-

ing Power to fulfil its obligations under the present Convention to maintain 

the orderly government of the territory and to ensure the security of the Oc-

cupying Power, of the members and property of the occupying forces or ad-

ministration, and of the establishments and lines of communication used by 

them. Whilst emphasis is placed in both Article 43 of the 1907 Hague Regu-

lations (IV) and Article 64(1) on respecting the laws in force unless excep-

tional circumstances prevent this, these powers are extremely broad and po-

tentially open to abuse by the Occupying Power to further its own interests 

above those of the civilian population in the occupied territory.978 

 

There may be legitimate reasons for the Occupying Power to introduce new 

penal legislation restricting the exercise of freedom of expression in armed 

conflict, such as restrictions on organisation or advocacy in favour of violent 

resistance movements within the occupied territory or acts of resistance or 

sabotage carried out through cyber means from within the occupied terri-

tory.979 Yoram Dinstein highlights that violent acts against occupation are 

common in situations of occupation, and the purpose of ensuring public or-

der and safety under Article 43 of the 1907 Hague Regulations (IV) is to 

protect the civilian population from all acts of violence.980 However, in prac-

tice, this often involves unlawful interferences with the right to freedom of 

expression.  

 

For example, the threat of the use of overly broad criminal legislation to la-

bel journalists as ‘extremists’ has been highlighted by the HRMMU as a par-

ticular concern in Crimea.981 Political opponents, journalists and civic activ-

ists have been intimidated for exercising their right to freedom of expression, 

 
977 Benvenisti, The International Law of Occupation, 2012, 117; Arai-Takahashi, ‘Law-Mak-

ing and the Judicial Guarantees in Occupied Territories’, 2015, 1425-1426. 
978 Benvenisti, The International Law of Occupation, 2012, 119-121. 
979 Schmitt, Tallinn Manual 2.0, 2017, 547-548. 
980 Dinstein, The Law of Belligerent Occupation, 2019, 102 highlights the ICJ’s findings in 

the Case Concerning Armed Activities on the Territory of the Congo, 2005, para. 178, which 

held that the duty of the Occupying Power goes beyond not inflicting acts of violence on the 

inhabitants of the occupied territory; the Occupying Power must also not ‘tolerate such vio-

lence by any third party’. 
981 UN OHCHR, ‘Report on the human rights situation in Ukraine 15 June 2014’, 15 June 

2014, para. 305 (‘HRMMU, 3rd Report, 15 June 2014’). See further UN OHCHR, ‘Report on 

the human rights situation in Ukraine 16 February to 15 May 2016’, 3 June 2016, para. 196 

(‘HRMMU, 14th Report, 3 June 2016’) and UN OHCHR, ‘Report on the human rights situa-

tion in Ukraine 16 November 2017 to 15 February 2018’, 1 March 2018, para. 125 

(‘HRMMU, 21st Report, 1 March 2018’). This was also a particular concern for the treatment 

of the Crimean Tartars. Searches for extremist materials were reported to have been over-

whelmingly concentrated on Crimean Tartar properties, as well as other religious minorities 
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often through the use of broad criminal legislation.982 Those who expressed 

views challenging Crimea’s status as part of the Russian Federation or ex-

pressing attachment to Ukraine publicly or via social media networks soon 

after the occupation took place were subject to particular pressure, intimida-

tion and sanctions.983 Restrictions were taken against journalists identified as 

pro-Ukrainian.984 Sanctions imposed included bans for specified periods 

from ‘public activities’, including journalism and ‘activities connected with 

publications in telecommunications networks including internet’.985 

 

The broad nature of the powers to introduce new legislation also means that 

the Occupying Power is able to circumvent the protection under Article 70 

GCIV for acts or opinions expressed by protected persons prior to the occu-

pation. The occupation of Crimea provides numerous examples of this. One 

emblematic example is the prosecution of the Ukrainian director Oleg Sen-

tsov, an outspoken critic of Russian actions prior to the occupation.986 Alt-

hough the charges were related to activities allegedly taking place after the 

occupation, the charges and trial were condemned internationally for being 

fabricated and seen as part of efforts to stifle dissent immediately following 

the occupation by putting such a well-known critic on trial. This example 

also shows one of the significant limitations of this protection, as expansive 

 
such as Jehovah Witness Kingdom Halls. See also HRMMU 7th Report, 20 November 2014, 

paras. 221 and 222; and HRMMU, 15th Report, 15 September 2016, paras. 168-171. 
982 HRMMU, 5th Report, 29 August 2014, paras. 160-163; UN OHCHR, ‘Report of the High 

Commissioner for Human Rights on the human rights situation in Ukraine’, UN Doc. 

A/HRC/27/75, 19 September 2014, para. 30 (‘HRMMU, 6th Report, 19 September 2014’); 

HRMMU 7th Report, 20 November 2014, para. 227; UN OHCHR, ‘Report on the human 

rights situation in Ukraine 1 December 2014 to 15 February 2015’, 15 February 2015, paras. 

95-99 (provides considerable detail of actions taken against civic activists) (‘HRMMU, 9th 

Report, 15 February 2015’). See also HRMMU, 13th Report, 3 March 2016, para. 192; UN 

OHCHR, ‘Report on the human rights situation in Ukraine 16 May to 15 August 2017’, 12 

September 2017, para. 140 (HRMMU, 19th Report, 12 September 2017’); and UN OHCHR, 

‘Report on the human rights situation in Ukraine 16 August to 15 November 2017’, 1 Decem-

ber 2017, para. 140 (‘HRMMU, 20th Report, 1 December 2017’). 
983 HRMMU, 12th Report, 3 June 2016, paras. 152-155. 
984 HRMMU, 5th Report, 29 August 2014, paras. 161 and 162.  
985 HRMMU, 12th Report, 3 June 2016, para. 140; HRMMU, 14th Report, 3 June 2016, para. 

125; and UN OHCHR, ‘Report on the human rights situation in Ukraine 16 February to 15 

May 2018’, 1 June 2018, para. 94 (‘HRMMU, 22nd Report, 1 June 2018’). 
986 Shaun Walker, ‘Russian court jails Ukrainian film-maker for 20 years over terror of-

fences’, The Guardian, 25 August 2015, <https://www.theguard-

ian.com/world/2015/aug/25/russian-court-jails-ukrainian-filmmaker-oleg-sentsov-for-20-

years-over-terror-offences>. He was released in September 2019 following a prisoner swap, 

together with 24 sailors who had been detained by Russia when Ukrainian vessels were seized 

in the Kerch Strait in 2018. See Denis Lapin, Olga Pavlova, Bianca Britton and Sarah Dean, 

‘Film director Oleg Sentsov and MH17 suspect among those freed in Russia-Ukraine prisoner 

swap’, CNN, 7 September 2019, <https://edition.cnn.com/2019/09/07/europe/ukraine-russia-

prisoner-swap-intl/index.html>. 
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definitions of terrorism were used to prosecute acts after the occupation of 

an individual well-known in the public domain for critiques expressed before 

the occupation. 

 

The protection under Article 70 GCIV is also limited to only arrest, prosecu-

tion and conviction, meaning other measures may be introduced against indi-

viduals for their acts or opinions expressed prior to or during an interruption 

of the occupation. Individuals who have carried out acts or expressed opin-

ions counter to the Occupying Power’s interests are likely to be perceived as 

a security risk based on this. The Occupying Power is thus likely to seek to 

use its powers to address the perceived threat. Examples from practice in-

clude prohibitions on carrying out the professional activities of a journalist 

and blocking access to the internet or other sources of information,987 which 

have been used as indirect means to stifle dissent and silence critical voices. 

Nationals of the Occupying power are also much more vulnerable to depor-

tation to the territory of the Occupied power.  

5.2.4 Protection for acts done or opinions expressed during an 

occupation 

 

Individuals in occupied territory still enjoy the right to freedom of expres-

sion under IHRL. As discussed in Chapter 2.6.3, IHRL applies to the Occu-

pying Power in relation to the rights of individuals in the occupied territory it 

is in effective control of or exercises authority over.988 As such, the Occupy-

ing Power would need to respect, protect and fulfil the rights of individuals 

within the occupied territory.  

 

If the Occupying Power were to introduce new legislation restricting the ex-

ercise of freedom of expression further to its powers under IHL, this legisla-

tion would need to comply with IHRL requirements on lawfully restricting 

the right. This would also include measures to derogate from IHRL obliga-

tions introduced by the Occupying Power. IHRL requirements on limitations 

include ensuring the exercise of the right to dissent during the occupation.989 

 
987 Dinstein, The Law of Belligerent Occupation, 2019, 195; Arai-Takahashi, ‘Law-Making 

and the Judicial Guarantees in Occupied Territories’, 2015, 1437. See further example 

HRMMU, 20th Report, 1 December 2017, para. 140; HRMMU, 21st Report, 1 March 2018; 

and HRMMU, 22nd Report, 1 June 2018.  
988 ICJ, Case Concerning Armed Activities on the Territory of the Congo, 2005, para. 216; 

Dinstein, The Law of Belligerent Occupation, 2019, 81. See further Chapters 2.6.3 and 2.8. 
989 ECtHR, Handyside v. The United Kingdom, 1976, para. 49. 



201 

Although Eyal Benvenisti considers that the Occupying Power has consider-

able leeway in constraining critical voices,990 human rights bodies and courts 

have recognised that the right to freedom of expression is essential for ensur-

ing a plurality of views and debate on matters of public interest in society. 

These requirements are applicable during situations of occupation. The inter-

pretation of the human rights bodies is also in line with the ethos of Article 

64 GCIV, which the Commentary notes should not be used under any cir-

cumstances as a means of oppressing the population.991 Similarly, IHRL ju-

risprudence recognises that those in the government, military or police can 

expect a degree of criticism in their work different from private individu-

als.992 

 

The necessity and proportionality of different measures introduced may 

change if the occupation becomes protracted.993 As such, restrictions that 

may be justified in the beginning of an occupation may no longer be neces-

sary as the occupation continues. Indeed, it becomes more important for the 

population of the occupied territory to be able to critique the actions of the 

Occupying Power as the occupation becomes more protracted and the Occu-

pying Power takes on a longer-term role as government. 

 

Under IHL, Article 68(1) GCIV also includes limitations on new penal legis-

lation restricting the exercise of freedom of expression introduced by the Oc-

cupying Power. Article 68(1) GCIV limits the punishment of offences solely 

intended to harm the Occupying Power but which do not constitute an at-

tempt on the life or limb of members of the occupying forces or administra-

tion, nor a grave collective danger, nor seriously damage the property of the 

occupying forces or administration or installations used by them to intern-

ment or simple imprisonment. Such internment or imprisonment must also 

be proportionate to the offence committed. Harm is not defined in the provi-

sion, but the Commentary emphasises that the term ‘solely’ excludes acts re-

sulting in indirect harm to the Occupying Power.994 Reputational harm suf-

fered through, for example, critical journalistic coverage in the media would 

therefore not be sufficient to meet the level of harm anticipated in this provi-

sion. The indirectness of this type of harm was highlighted in the Israeli Su-

preme Court in relation to the concept of ‘direct participation in hostilities’. 

In this, the Court considered distributing propaganda in support of unlawful 

 
990 See footnote 962 above. See further Benvenisti, The International Law of Occupation, 

2012, 492. 
991 Pictet Commentary to GCIV, 1958, Article 64(2), 337. 
992 See, for example, ECtHR, Savva Terentyev v. Russia, 2018. See further HRC, General 

Comment No. 34, 2011, para. 42. 
993 Arai-Takahashi, ‘Law-Making and the Judicial Guarantees in Occupied Territories’, 2015, 

1425. 
994 Pictet Commentary to GCIV, 1958, 68, 343. 
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combatants to be a form of ‘indirect participation’.995 Certain acts as expres-

sions of protest against the occupation might be prosecuted under this provi-

sion, such as minor damage through graffiti to property used by the Occupy-

ing Power expressing discontent with the Occupying Power or occupation.996 

Article 68(2) GCIV further restricts the imposition of the death penalty on 

protected persons under new penal legislation introduced by the Occupying 

Power only to cases where the person is guilty of espionage, of serious acts 

of sabotage against the military installations of the Occupying Power or of 

intentional offences causing the death of one or more persons, provided that 

such offences were punishable by death under the law of the occupied terri-

tory before the occupation began.997 

 

There are further protections under IHL against Occupying Powers introduc-

ing measures other than legislation against protected persons for acts done or 

opinions expressed prior to or during an occupation. One of the most im-

portant is the protection against deportation or transfer from the occupied 

territory to the territory of the Occupying Power under Article 49(1) 

GCIV.998 The practice of Israel of deporting individuals deemed to be a secu-

rity threat to other States, including for cases of propaganda for terrorism, 

has been controversial in this regard.999 Any such transfer would be subject 

to Article 45(4) GCIV, which provides that in no circumstances shall a pro-

tected person be transferred to a country where he or she may have reason to 

fear persecution for his or her political opinions or religious beliefs. This 

protection, however, does not apply to nationals of the Occupying power.1000 

 

There are also important limitations on the Occupying Power’s ability to re-

strict the freedom of movement of protected persons. This is important for 

the activities of journalists and others monitoring the activities of the parties 

 
995 Israel Supreme Court, HC 796/02, Public Committee Against Torture in Israel v. The Gov-

ernment of Israel, Judgment of 11 December 2005, 2006 Israel Law Reports 459, para. 35 

(‘Israel Supreme Court, Public Committee Against Torture v. The Government of Israel, 

2005’). 
996 These would need to be determined on a case-by-case basis, however, based on the limita-

tions included under both the right to freedom of expression and the right to freedom of as-

sembly and association. One incident that raised significant international criticism was the Is-

raeli security forces response to protesters under the banner ‘Great March of Return and 

Breaking of the Siege’ close to the separation fence between Gaza and Israel. See Report of 

the UN Inquiry on protests in the Occupied Palestinian Territory, 2019, paras. 195-249 and 

paras. 643-654. 
997 See further GCIV, Article 68(3) and (4) on further limitations on pronouncing the death 

penalty. 
998 See further Arai-Takahashi, The Law of Occupation, 2009, 338. 
999 See, for example, ibid., 333-334. 
1000 See, however, interpretation of international criminal tribunals and the ICC expanding this 

definition to include nationals in certain circumstances discussed in Chapter 5.2.1. 
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to the conflict. Article 49(5) GCIV recognises the right of protected persons 

to move freely from one place to another in the occupied territory.1001 Pro-

tected persons cannot be detained in an area particularly exposed to the dan-

gers of war unless the security of the population or imperative military rea-

sons demand so.1002 The extreme restriction of placing a person in an as-

signed residence or interning them on security grounds without charging 

them with an offence under the penal law of the occupied territory or based 

on security law introduced by the Occupying Power can also only be 

adopted for ‘imperative reasons of security’ and cannot be imposed as a pen-

alty for offences committed in the past or as an alternative to criminal pro-

ceedings.1003 

 

This may be limited protection in reality, however. At issue is whether the 

person in the circumstances at the time actually poses a threat to the security 

of the Occupying Power.1004 It is noteworthy that journalists are often ac-

cused or suspected of intelligence gathering based on their professional ac-

tivities, and previous statements may be used against their interests in this re-

gard.1005 The law of occupation does permit broad and exceptional measures 

to ensure security. For example, Article 27(4) GCIV permits measures of 

‘control and security’ in regard to protecting persons as may be necessary ‘as 

a result of the war’. Examples of this include introducing reporting require-

ments or the duty to register with occupying authorities, which restricts the 

freedom of movement of individuals and would potentially operate as an in-

direct interference with the right to freedom of expression. Any such 

measures should, however, be necessary to address the security concerns,1006 

and as such, other means available to access information and communicate 

would need to be considered.1007 If methods of control were introduced that 

resulted in the protected person being unable to support themselves, such as 

prohibiting them from undertaking professional employment as a journalist, 

the Occupying Power would be obliged to provide support for the individual 

and their dependents.1008 The confiscation of journalistic material and equip-

 
1001 Pictet Commentary to GCIV, 1958, Article 49, 282-283; Arai-Takahashi, The Law of Oc-

cupation, 2009, 345. 
1002 GCIV, Article 49(5). 
1003 GCIV, Article 78(1); Pictet Commentary to GCIV, 1958, Article 78, 368. See also Arai-

Takahashi, The Law of Occupation, 2009, 492. 
1004 Arai-Takahashi, The Law of Occupation, 2009, 485. 
1005 See Chapters 5.1 and 6.5. 
1006 Schmitt, Tallinn Manual 2.0, 2017, 549; HRC, General Comment No. 34, 2011, paras. 33 

and 36. 
1007 Schmitt, Tallinn Manual 2.0, 2017, 549. 
1008 GCIV, Article 39(2). 
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ment is governed by Article 46(2) of the 1907 Hague Regulations (IV) pro-

hibiting the confiscation of private property.1009 In any case, this material 

would be subject to special protection under freedom of expression.1010 

 

The protection under IHRL against introducing measures that constitute an 

indirect interference with the right to freedom of expression is essential in 

addressing the potential abuse of IHL powers in occupation as a means to si-

lence or punish individuals for exercising their right. As the IACtHR has 

said, freedom of expression can be curtailed by de facto conditions that place 

the individual in a situation of risk or increased vulnerability. In such cir-

cumstances, the State must refrain from acting in a manner that ‘propitiates, 

encourages, favors or increases that vulnerability and must adopt necessary 

and reasonable measures, where appropriate, to prevent or protect the rights 

of those who find themselves in such situations’.1011 As such, where the 

measures introduced exacerbate the situation of vulnerability for the individ-

ual, they could constitute an unlawful violation of the individual’s freedom 

of expression. Examples of this type of intimidation for beliefs expressed or 

perceived include actions taken against various religious groups in the occu-

pation of Crimea, where the denial of recognition and registration on arbi-

trary grounds has been viewed as retaliation against the congregations’ pro-

Ukrainian position.1012 Numerous cases have also been recorded of law en-

forcement taking action against journalists to discourage critical reporting on 

Crimea, including relating to publications on the activities of parties to the 

conflict.1013  

 

Individuals may therefore be able to bring a claim for violation of their right 

to freedom of expression where the Occupying Powers uses other measures 

 
1009 Complications in this regard may arise with State broadcasters and public service broad-

casting. Journalistic material would include data stored on devices or in servers that consti-

tuted, contained or revealed details of journalists’ sources. A majority of the experts involved 

in the drafting of the Tallinn Manual concluded that data did not constitute property. See fur-

ther Schmitt, Tallinn Manual 2.0, 2017, 550. See also Chapter 9.7.1 for discussion on whether 

data can constitute an ‘object’ under IHL. 
1010 ECtHR, Big Brother Watch and Others v. The United Kingdom, 2021, paras. 442-445. See 

further paras. 448-450. 
1011 IACtHR, Case of Uzcátegui et al. v. Venezuela, Merits and reparations, Judgment of Sep-

tember 3, 2012, Series C No. 249, para. 190. 
1012 UN OHCHR, ‘Report on the human rights situation in Ukraine, 1 August 2020 – 31 Janu-

ary 2021’, 1 March 2021, paras. 101-102 (‘HRMMU, 31st Report, 1 March 2021’). See also 

UN OHCHR, ‘Report on the human rights situation in Ukraine 15 May 2014’, 15 May 2014, 

paras. 138, 141, 143 (‘HRMMU, 2nd Report, 15 May 2014’); HRMMU, 3rd Report, 15 June 

2014, paras. 299-303; HRMMU, 5th Report, 29 August 2014, paras. 160-161 and 163, 

HRMMU 7th Report, 20 November 2014, paras. 221-222, and HRMMU, 9th Report, 15 Febru-

ary 2015. 
1013 See, for example, HRMMU, 10th Report, 1 June 2015, para. 167. 
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permitted under the law of occupation to silence critical voices or punish in-

dividuals for acts or opinions previously expressed. This is in line with juris-

prudence recognising indirect means of interfering with the right and pro-

vides a critical layer of protection against abuse of powers under IHL. IHRL 

mechanisms for ensuring redress may therefore aid in securing an effective 

remedy for the abuse of IHL powers. 

5.2.5 Protection for acts done or opinions expressed during the 

occupation after the occupation 

 

After the occupation, individuals who are perceived to have supported the 

occupation either through voice or action are particularly vulnerable to viola-

tions of their human rights by private individuals and the authorities of the 

territorial state. Examples of measures taken against such individuals include 

gendered or otherwise discriminatory violence, such as the public shaving of 

the heads of women seen as collaborators with the occupying powers after 

WWII.1014 In such situations, there is no protection under IHL for acts done 

or opinions expressed during the occupation once the occupation has come 

to an end. Only IHRL would apply against abuse from the authorities and 

third parties. 

 

The practice among States in this regard has been varied and unfortunate.1015 

The HRMMU, for example, has highlighted cases of individuals prosecuted 

for being involved in ‘referendums’ or ‘elections’ in territory controlled by 

non-State armed groups.1016 The vast majority of these cases to date have 

been brought against women. The Mission has raised concerns that these 

prosecutions do not sufficiently take into account the dire financial situation 

created by the armed conflict as a reason for involvement.1017 

 
1014 See Arai-Takahashi, The Law of Occupation, 2009, 379-380. See also Norman M. 

Naimark, The Russians in Germany: A History of Soviet Occupation, 1945-1949 (Cambridge, 

Massachusetts, U.S, Belknap Press of Harvard University Press, 1997) on the experience of 

women in rebuilding post-WWII Germany. 
1015 See, for example, Ben Doherty, ‘“The first group they will kill”: why Afghan allies are 

terrified about Australia’s exit’, The Guardian, 29 May 2021, <https://www.theguard-

ian.com/australia-news/2021/may/30/the-first-group-they-will-kill-why-afghan-allies-are-ter-

rified-about-australias-exit> and Press Association, ‘More Afghans who worked for British 

forces to resettle in UK’, The Guardian, 31 May 2019, <https://www.theguardian.com/uk-

news/2021/may/31/more-afghans-who-worked-for-british-forces-to-resettle-in-uk>. 
1016 UN OHCHR, ‘Report on the human rights situation in Ukraine, 1 February – 31 July 

2021’, 23 September 2021, paras. 68-69 (‘HRMMU, 32nd Report, 23 September 2021’). 
1017 HRMMU, 32nd Report, 23 September 2021, para. 68. 
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5.2.6 Protections in non-international armed conflicts for acts 

done or opinions expressed prior to the armed conflict 

 

This is not a problem unique to situations of occupation, and individuals in 

NIACs may also be persecuted based on acts done for a previous administra-

tion or in areas controlled by non-State armed actors. As noted above, there 

is no provision similar to Article 70 GCIV that is applicable in NIACs. Ex-

amples from the Taliban’s taking control of Afghanistan in August 2021 

highlight, however, that individuals in NIACs are also vulnerable to mis-

treatment based on previous acts done or opinions expressed, as journalists 

and human rights activists and their families have been arrested, detained 

and killed.1018 

 

Here, the protections under IHRL are crucial and clearly establish such con-

duct as unlawful where carried out by the State. IHRL provides important 

protections in such contexts to individuals who express opinions in support 

of or carry out acts in protest against one party to the conflict. Similarly, the 

limitations on legislation restricting the exercise of freedom of expression 

are also applicable. Where the State derogates from the treaty provisions in-

cluding the right to freedom of expression, further limiting measures may be 

introduced but should not extinguish the right.1019 

 

As noted in Chapter 3.1.2, the non-State party is bound to respect the human 

rights of others. This leaves individuals in areas under the non-State party’s 

control in a particularly acute situation of vulnerability due to the differences 

in obligations. The additional protections under IHL considered in this Chap-

ter and subsequent Chapters that are applicable in both IACs and NIACs are 

therefore essential protection against acts by the non-State actor directly ap-

plicable to their actions but do not necessarily address this vulnerability. The 

State may be liable for breaching its obligations to protect and ensure respect 

of the right in certain circumstances where a non-State actor arrests and de-

tains individuals for acts done or opinions expressed prior to or during the 

 
1018 ‘Afghanistan: Taliban carrying out door-to-door manhunt, report says’, BBC News, 20 

August 2021, <https://www.bbc.com/news/world-asia-58271797>; ‘Facebook moves to pro-

tect Afghan users' accounts amid Taliban takeover’, BBC News, 20 August 2021, 

<https://www.bbc.com/news/technology-58277175>; Philip Olterman, ‘Relative of Deutsche 

Welle journalist killed by Taliban’, The Guardian, 20 August 2021, <https://www.theguard-

ian.com/world/2021/aug/20/relative-deutsche-welle-journalist-killed-taliban-german-broad-

caster-afghans-media>; and Zahra Nader and Amie Ferris-Rotman, ‘Women’s rights activist 

shot dead in northern Afghanistan’, The Guardian, 5 November 2021, 

<https://www.theguardian.com/world/2021/nov/05/womens-rights-activist-shot-dead-in-

northern-afghanistan>. 
1019 See further Chapter 2.9. 
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NIAC. This would not, however, apply in all circumstances, and this is 

clearly an area of protection that is lacking in NIACs. 

5.3 The prohibition of the use of threats or coercion to 

obtain information 

 

Several provisions within the Geneva Conventions of 1949 prohibit the use 

of threats or coercion to obtain information. These provisions are important 

restrictions on the information-gathering obligations and capabilities of the 

parties to the armed conflict.1020 They are also interesting from the perspec-

tive of freedom of expression, as obtaining information in these circum-

stances would involve the involuntary exercise of imparting information or 

expressing oneself, thus striking at the heart of the freedom protected by the 

right.1021 

 

The IHL provisions address a change brought about by the situation of 

armed conflict in creating an environment where coercive acts may be preva-

lent in the onset of violence. In providing this protection, the drafters had in 

mind coercion aimed at obtaining information, work or support for an ideo-

logical or political idea.1022 This can therefore be seen as complementary pro-

tection additional to that found under IHRL, according to which efforts to 

coerce individuals into expressing or changing their opinions against their 

will would constitute a breach of the right.1023 

 

Under Article 17(4) GCIII, no physical or mental torture, nor any other form 

of coercion, may be inflicted on POWs to secure from them information of 

any kind.1024 Article 31 GCIV similarly provides that parties to the conflict 

 
1020 See further Chapter 6.5. 
1021 See, for example, HRC, Ballantyne et al. v. Canada, Communications Nos. 359/1989 and 

385/1989, U.N. Doc. CCPR/C/47/D/359/1989 and 385/1989/Rev.1 (1993), 5 May 1993, para. 

11.3. See further UN Special Rapporteur on freedom of expression, 1995 Report, paras. 19-

23. 
1022 Pictet Commentary to GCIV, 1958, Article 31, 220. 
1023 See, for example, HRC, Kang v. Republic of Korea, 2003. 
1024 GCIII, Article 99 (2) builds on the protection provided under Article 17(4) and provides 

that ‘[n]o moral or physical coercion may be exerted on a prisoner of war in order to induce 

him to admit himself guilty of the act of which he is accused’. This provision is extremely 

similar to the prohibition of the use of coercion to obtain confessions of guilt under IHRL. It 

is an additional protection for those in the unusual situation of being detained as POWs, a sta-

tus specifically regulated under IHL. GCIII, Article 33(c) also protects medical and religious 

retained personnel from being compelled to carry out work other than that connected with 

their medical or religious duties. 
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are prohibited from exercising physical or moral coercion against protected 

persons, particularly to obtain information from them or from third parties. 

 

Further provisions reference the prohibited use of coercion in carrying out 

specific functions. They relate to public officials, judges and civilian civil 

defence organisations in situations of occupation and to persons engaged in 

medical activities in all IACs, including situations of occupation, and NI-

ACs.1025 These provisions are slightly different Article 17(4) GCIII and Arti-

cle 31 GCIV, as the former prohibitions relate more to the use of coercion to 

compel an individual to carry out a role or profession.1026 Article 54 GCIV 

most clearly recognises that refusing to carry out functions for reasons of 

conscience is a way of expressing an opinion and thus is related to the right 

to freedom of expression, also relevant to the other professions protected 

against coercion.1027 The protections from coercion for persons involved in 

medical activities are similar, as they are ensure protection for the wounded, 

sick or injured as well as for the protected individual, as they do not need to 

fear being reported to other authorities if they seek medical care.1028 

 

There are also important differences in the personal scope of protection be-

tween the different provisions. Protected persons under GCIII are defined in 

Article 4 GCIII and include members of the armed forces of a Party to the 

conflict; members of other militias and of other volunteer corps,1029 including 

those of organised resistance movements;1030 members of the regular armed 

forces who profess allegiance to a government or an authority not recognised 

by the Detaining Power;1031 persons who accompany the armed forces with-

out actually being members thereof;1032 members of crews who do not benefit 

by more favourable treatment under any other provisions of international 

law;1033 and inhabitants of a non-occupied territory who, on the approach of 

the enemy, spontaneously take up arms to resist the invading forces without 

having had time to form themselves into regular armed units, provided they 

 
1025 See GCIV, Article 54(1); API, Articles 16(2), 63(1) and 63(2); and APII, Article 10(2). 

See also API, Article 15(4) and APII, Article 9(1). Religious personnel are also protected 

from being compelled to carry out tasks not compatible with their humanitarian mission under 

APII, Article 9(1). 
1026 See also GCIV, Article 52 which prohibits the Occupying Power introducing measures 

aimed at creating unemployment or at restricting the opportunities offered to workers in an 

occupied territory, in order to induce them to work for the Occupying Power. 
1027 See also Sandoz et al., Commentary to the APs, 1987, Article 63 API, paras. 2508-2510. 
1028 Ibid., Article 16 API, para. 675. 
1029 GCIII, Article 4(1). 
1030 See further Ibid., Article 4(2)(a)-(d). 
1031 Ibid., Article 4(3). 
1032 Ibid., Article 4(4). 
1033 Ibid., Article 4(5). 
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carry arms openly and respect the laws and customs of war.1034 As noted 

above, under Article 4(4) GCIII, journalists captured while accompanying 

armed forces are included.1035 Protected persons under GCIV are defined in 

Article 4 GCIV. As noted in relation to Article 70 GCIV, these persons in-

clude those who, at a given moment and in any manner whatsoever, find 

themselves, in case of a conflict or occupation, in the hands of a Party to the 

conflict or Occupying Power of which they are not nationals. However, the 

findings of international criminal trials have held that nationals can be cov-

ered by this definition if they do not claim allegiance to the party in ques-

tion.1036 The provisions under GCIII and GCIV are therefore broader than the 

protections of specific roles relating to specific professions. Individuals not 

covered by these provisions would remain protected by the right to freedom 

of expression under IHRL, however. 

 

Notwithstanding the differences in personal scope of the IHL provisions, at 

least one will be relevant at any given time during the conflict, namely the 

prohibition of coercion to obtain information from persons engaged in medi-

cal activities, and it is likely that multiple will be relevant at the same time. 

A party to the conflict may both occupy territory and have captured POWs, 

for example. Article 31 GCIV is the most broadly applicable to all protected 

persons under GCIV. As such, it prohibits the Occupying Powers from intro-

ducing broad measures affecting a large group of such persons, as well as 

specific measures against individuals. 

5.3.1 What type of information is covered in the protections 

under international humanitarian law? 

 

Article 31 GCIV builds on Article 44 of the 1907 Hague Regulations (IV), 

which prohibit belligerents from forcing the inhabitants of occupied territory 

to furnish information about the army of the other belligerent or about its 

means of defence. Article 31 GCIV goes further, however, as it relates to 

any information.1037 The Commentary gives the example of forcing inhabit-

ants of the occupied territory to act as guides as being forbidden by Article 

31 GCIV. Given the breadth of the term ‘information’ with no other qualifier 

as to the type of information sought, it would also cover information relating 

to the administration of the occupied territory, as well as journalistic and 

other sources critical of the occupation and Occupying Power. 

 

 
1034 Ibid., Article 4(6). 
1035 See further Chapters 5.1, 5.2.3, and 5.2.4. 
1036 See also Chapter 5.2.1. 
1037 Pictet Commentary to GCIV, 1958, Article 31, 220. 
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The protection under Article 17(4) GCIII is similarly broad, covering ‘infor-

mation of any kind whatever’. As such, it goes much further than only cover-

ing the opponent’s military operations, future plans and capabilities from 

POW combatants, or journalistic sources from POW war correspondents. 

The need for such broad protection is highlighted in practices in WWII, dur-

ing which certain Detaining Powers used coercion to obtain information 

from POWs about their personal circumstances or those of their relatives.1038 

 

Unlike protected persons under GCIV, POWs are bound, however, to pro-

vide minimum information set out in Article 17(1), namely their surname, 

first name and rank, date of birth, and army, regimental, personal or serial 

number, or failing this, equivalent information. This requirement can be seen 

as a balance between securing essential information that the Detaining 

Power needs to carry out its other obligations under the Geneva Conventions 

of 1949, such as registration, providing an identity card and facilitating cor-

respondence of the POW, among others, and the individual’s right to not im-

part information.1039 Indeed, the information that POWs are required to pro-

vide is the same as that included in the identity card that the party that they 

fight for is required to furnish them under Article 17(3) GCIII. 

 

The Commentary notes that there may be situations where POWs do not 

wish to share details of family members or other information detrimental to 

them, including information that is private and/or of military interest to the 

Detaining Power.1040 The prohibition of the use of coercion to obtain infor-

mation is also applicable to the minimum information that POWs are bound 

to provide. However, to ensure that the Detaining Power can carry out its ob-

ligations, Article 17(2) provides that if a POW wilfully refuses to provide the 

information, they could be subject to a restriction of the privileges accorded 

to their rank or status.1041 The Commentary notes in this regard that they 

should be made aware of the requirements under the Convention for them to 

provide the information, although this is not explicitly provided in GCIII.1042 

If the POW provides incorrect information or is otherwise unable to provide 

all or any of the information required due to their physical or mental condi-

tion, they cannot be sanctioned and must be handed over to medical services; 

other means of identifying them are then used.1043 

 

 
1038 Pictet Commentary to GCIII, 1960, Article 17, 163. 
1039 See further ibid., Article 17, 156. 
1040 Ibid., Article 17, 156 and 158. 
1041 GCIII, Article 17(2). 
1042 See further 2020 Commentary to GCIII, Article 17, paras. 1801-1806. 
1043 GCIII, Article 17(5). 
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The protection from the use of coercion to obtain information from persons 

engaged in medical activities is more specific about the information that can-

not be gathered than the broader provisions included in GCIII and GCIV. 

Under Article 16(3) API, no person engaged in medical activities shall be 

compelled to give to anyone belonging either to an adverse Party or to his 

own Party, except as required by the law of the latter Party, any information 

concerning the wounded and sick who are or who have been under his care if 

such information would, in his opinion, prove harmful to the patients con-

cerned or to their families. Article 10(3) APII similarly provides that the pro-

fessional obligations of persons engaged in medical activities regarding in-

formation that they may acquire concerning the wounded and sick under 

their care shall, subject to national law, be respected. The provisions cover 

both those who have been and those who are currently in the care of the per-

son engaged in medical activities and thus are applicable on a long-term ba-

sis. Obligations to report communicable diseases remain applicable, how-

ever.1044 

 

The Commentary makes clear that the information covered relates more to 

the activities, connections, positions or simply the existence of the wounded 

rather than to information relating to the health or physical condition of the 

wounded and sick. Parties to the conflict would already be prohibited from 

gathering this information by the prohibition of compelling persons carrying 

out medical activities from carrying out acts or performing tasks contrary to 

the rules of medical ethics in Article 16(2) API.1045 

 

There is a very notable caveat to this restriction. Its operation is subject to 

the national law of the party to the conflict to which the person engaged in 

medical activities belongs.1046 Thus, the provision does not excuse personnel 

from providing information where they are obligated to do so and it would 

not prove harmful to the patients or their families.1047 It also does not obligate 

personnel to remain silent, so they would be at liberty to provide the infor-

mation voluntarily but should not be compelled to do so.1048 The requirement 

that sharing information must have a legal basis in national law is somewhat 

consistent with IHRL’s permissible restrictions on the exercise of the right to 

freedom of expression, as well as other relevant rights.1049 However, require-

ments under national law to report, for example, gunshot wounds have been 

 
1044 API, Article 16(3) and APII, Article 10(3). 
1045 Sandoz et al., Commentary to the APs, 1987, Article 16 APII, para. 682. 
1046 Ibid., Article 16 APII, para. 686. 
1047 Ibid., Article 16 APII, para. 683. 
1048 Ibid., Article 16 APII, para. 684. 
1049 Note requirements of legitimate aim, necessity and proportionality, as well. See further 

Chapter 2.8. 
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shown to undermine the trust in medical services during peacetime and 

would also be problematic during armed conflict.1050 

 

The Commentary to Article 10(3) APII notes that the reference to national 

law also includes new legislation introduced by the State party after the out-

break of hostilities, as well as legislation already in force at the outbreak of 

hostilities, and could thus be used to undermine important protections for the 

wounded and sick in this regard.1051 The Commentary that parties should be 

mindful of the overall purpose of the treaty to safeguard the lives of those no 

longer or not taking direct part in hostilities is guidance in this area.1052 New 

legislation could obviously also be introduced in an IAC. The protection of 

medical personnel from punishment for carrying medical tasks under Article 

16(1) API offers some limitation on such legislation. 

5.3.2 Definition of coercion 

 

‘Coercion’ is not defined further in the provisions or elsewhere in the Ge-

neva Conventions. The Oxford English Dictionary defines coercion as 

‘[c]onstraint, restraint, compulsion; the application of force to control the ac-

tion of a voluntary agent’.1053 This notion of force or pressure as a definitive 

element of coercion can be seen in both IHL1054 and IHRL. 

 

The wording of Article 17(4) GCIII prohibits physical and mental torture 

and ‘any other form of coercion’ in securing information of any kind from 

POWs. As such, ‘coercion’ could include acts amounting to torture and 

cruel, inhuman or degrading treatment or punishment but is broader than 

this.1055 Article 17(4) GCIII also states that POWs who refuse to answer may 

not be threatened, insulted or exposed to any unpleasant or disadvantageous 

treatment of any kind. Reading the provision as a whole, it can be under-

stood that these listed acts or omissions are examples of coercive behaviour 

 
1050 See further Swiss Institute of Comparative Law, ‘Legal Opinion on the Obligation of 

Healthcare Professions to Report Gunshot Wounds’, E-Avis ISDC 2019-15, 30 June 2019. 
1051 Sandoz et al., Commentary to the APs, 1987, Article 10 API, para. 4699. 
1052 Ibid., Article 10 API, para. 4702. 
1053 ‘Coercion, n.’, OED Online (3rd ed., Oxford University Press, December 2011, modified 

version published online June 2022), <www.oed.com/view/Entry/35725>. This includes the 

words constraint, restraint and compulsion as synonymous. 
1054 See, for example, 1929 Geneva Convention on Prisoners of War, Article 5(3) which pro-

hibited ‘pressure’ being used on POWs to obtain information. 
1055 Iris van der Heijden, ‘Other Issues Relating to the Treatment of Civilians’, in Andrew 

Clapham, Paola Gaeta, and Marco Sassòli (eds.), The 1949 Geneva Conventions: A Commen-

tary (Oxford, Oxford University Press, 2015), 1241-1268, 1256 (‘van der Heijden, ‘Other Is-

sues Relating to the Treatment of Civilians’, 2015’). 
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prohibited by the provision. The Commentary to GCIII also gives the exam-

ple of holding prisoners incommunicado.1056 

 

The notion that coercive conduct or measures are implemented to compel or 

deprive the voluntary will of the individual is also consistent with the use of 

the term in Article 11(3) API, which provides that donations of blood for 

transfusion or skin for grafting are lawful only where they are given volun-

tarily and without any coercion or inducement. The Commentary gives ex-

amples of coercive measures as ‘threats, discriminatory measures, punish-

ments, etc.’ and inducement as ‘promises of important advantages, pressure 

on those who hold out etc’.1057 

 

The above observations are also consistent with IHRL interpretations of the 

notion of ‘coercion’. The Inter-American Commission has interpreted the 

prohibition of coercion in Article 8(3) ACHR as including ‘any form of du-

ress’ that interferes ‘with the spontaneous expression of a person’s will’.1058 

The HRC defines the prohibition of measures to compel individuals under 

Article 14(3)(g) ICCPR as the use of ‘undue’ psychological pressure either 

directly or indirectly to obtain a confession against their free will in breach 

of the protection under Article 14(3)(g).1059 Human rights bodies have also 

interpreted that this provision includes confessions obtained through torture, 

cruel or inhuman treatment.1060 In addition, the definition of ‘torture’ under 

the Convention Against Torture 1984 includes that the purpose of the torture 

 
1056 Pictet Commentary to GCIII, 1960, Article 17, 163. 
1057 Sandoz et al., Commentary to the APs, 1987, Article 11 API, para. 486. 
1058 IACtHR, Cabrera García and Montiel Flores v. Mexico, Preliminary Objections, Merits, 

Reparations, and Costs, Judgment of November 26, 2010, Series C No. 220, para. 166 (‘IAC-

tHR, Cabrera García and Montiel Flores v. Mexico, 2010’). 
1059 HRC, ‘General Comment No. 32 on Article 14: Right to equality before courts and tribu-

nals and to a fair trial’, UN Doc. CCPR/C/GC/32, 23 August 2007, para. 41 (‘HRC, General 

Comment No. 32, 2007’). See also HRC Errol Johnson v. Jamaica, Communication No. 

588/1994, UN Doc. CCPR/C/56/D/588/1994, 5 August 1996, para. 8.7. The ECtHR considers 

that it is not a violation to draw inferences where the situation would normally require an ex-

planation from the accused person, although this cannot be the sole or principal basis for con-

viction. See ECtHR, John Murray v. the United Kingdom, Application no. 18731/91, Grand 

Chamber Judgment, 8 February 1996, para. 47. In contrast, the HRC considers the drawing of 

such inferences and other restrictions on the right to remain silent to be a threaten freedom 

from self-incrimination. See, for example, HRC, ‘Consideration of Reports Submitted by 

State Parties under Article 40 of the Covenant: Comments from the Human Rights Committee 

- United Kingdom of Great Britain and Northern Ireland’, UN doc CCPR/C/79/Add.55, 27 

July 1995, para. 28. 
1060 See, for example, HRC, General Comment No. 32, 2007, paras. 6, 33 and 41; ECtHR, 

Jalloh v. Germany, Application no. 54810/00, Grand Chamber Judgment, 11 July 2006; EC-

tHR, Harutyunyan v. Armenia; Application no. 36549/03, Judgment, 28 June 2007; and IAC-

tHR, Cabrera García and Montiel Flores v. Mexico, 2010, para. 166. 
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is ‘to coerce’ the victim or a third party and may be for the purposes of ob-

taining from the victim or third party information or a confession.1061 

 

What constitutes coercion in the context of POWs may not be the same as 

what constitutes coercion against civilians in a situation of occupation. 

Therefore, a contextual understanding of ‘coercion’ is important. IHRL guid-

ance highlights how different measures have been used to apply pressure on 

individuals in the exercise of their right to freedom of expression and the im-

portance of a contextual interpretation in this regard.1062 

 

Measures falling below the standard of coercion would not be prohibited. As 

such, an Occupying Power would be able to influence the activities of civil-

ian civil defence organisations in ways that do not constitute coercion where 

members engage in passive resistance by refusing to perform their tasks. 

However, measures should be aimed only at benefiting the civilian popula-

tion and not at deflecting criticism of the Occupying Power or situation of 

occupation or abusing the situation and should not unduly interfere with civil 

defence organisations.1063 They should not be used to silence critical voices 

but rather to safeguard the interests of the civilian population.1064 The Com-

mentary highlights in this regard that ‘there is no question…of taking sides’ 

in matters of conscience of the individuals involved in civil defence organi-

sations or the rights and obligations of the Occupying Power.1065 Both aspects 

are addressed in the regulations, and it is through the proper implementation 

of the legal framework that both are respected. This balance is an important 

recognition of the continued application of the rights of the individual under 

IHRL in situations of armed conflict. 

 

 

 
1061 CAT, Article 1. See further Herman Burgers and Hans Danelius, The United Nations Con-

vention against Torture: A Handbook on the Convention against Torture and Other Cruel, In-

human or Degrading Treatment or Punishment (Dordecht, Boston, London, Martinus Nijhoff, 

1988), 119. 
1062 See, for example, IACHR, ‘Women Journalists and Freedom of Expression’, 2018. See 

also UN Human Rights Council, ‘Report of the Special Rapporteur on torture and other cruel, 

inhuman or degrading treatment or punishment, Manfred Nowak’, UN Doc. A/HRC/7/3, 15 

January 2008, which focuses on the protection of women from torture. 
1063 Sandoz et al., Commentary to the APs, 1987, Article 63 API, paras. 2511-2512. 
1064 See further GCIV, Article 51 on enlistment and labour in situations of occupation as a fur-

ther limitation on measures the Occupying Power could introduce. 
1065 Sandoz et al., Commentary to the APs, 1987, Article 63 API, para. 2510. 
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5.3.3 Indirect interferences with the right to freedom of 

expression as measures of coercion 

 

According to the Commentary, the prohibition covers all cases of coercion, 

whether the pressure is direct, indirect, obvious or hidden, for any purpose or 

motive.1066 IHRL jurisprudence on direct and indirect interferences with the 

right to freedom of expression could therefore be useful interpretive guid-

ance, as many of these methods are aimed at forcing individuals or groups to 

act in ways they do not freely or voluntarily choose in the exercise of their 

right to freedom of expression. For example, indirect methods of coercion 

could include harassment, intimidation, or otherwise encouraging or failing 

to protect individuals from interferences with their rights from third parties 

or failing to hold State actors accountable for their acts.1067 One example of 

the latter is social media campaigns inciting hatred or violence against an in-

dividual.  

 

The cases of Khadija Ismayilova v. Azerbaijan (2019) before the ECtHR are 

exemplary in this.1068 The applicant was an investigative journalist whose 

broadcasts were often critical of the government.1069 She alleged that the 

State had carried out a smear campaign against her that included installing 

hidden cameras, recording and posting information online, and having con-

trol over newspapers and other publications that were involved in these 

acts.1070 The inclusion of private sexual images and commentary on the be-

haviour of the applicant in reports on the release of the information also indi-

cated a very clear gendered bias of the intimidation tactics used.1071 The EC-

tHR held that the acts complained of were held to be ‘a grave affront to hu-

man dignity’.1072 Whilst the Court held that the evidence presented was insuf-

ficient to attribute the acts to the State, it did find that Azerbaijan had 

 
1066 Pictet Commentary to GCIV, 1958, Article 31, 219-220. 
1067 See, for example, acts listed by third-party interveners in Azerbaijan in ECtHR, Khadija 

Ismayilova v. Azerbaijan, Application no. 65286/13 and 57270/14, Judgment, 10 January 

2019, paras. 74-77 (‘ECtHR, Khadija Ismayilova v. Azerbaijan, 2019’). See also cases refer-

enced at para. 119 relating to States obligations to investigate criminal offences against jour-

nalists. 
1068 ECtHR, Khadija Ismayilova v. Azerbaijan, 2019; ECtHR, Khadija Ismayilova v. Azerbai-

jan (No. 2), 2020; and ECtHR, Khadija Ismayilova v. Azerbaijan (No. 3), Application no. 

30778/15, Judgment, 7 May 2020. 
1069 ECtHR, Khadija Ismayilova v. Azerbaijan, 2019, paras. 6-9. 
1070 Ibid., paras. 85-91. 
1071 Ibid., para. 69 notes Council of Europe Committee of Ministers, ‘Recommendation 

CM/Rec(2016)4 on the protection of journalism and safety of journalists and other media ac-

tors’, 13 April 2016, para. 2 of, which highlights gendered aspects of violence and intimida-

tion against female journalists, but the ECtHR does not comment on these aspects of the case 

further. 
1072 Ibid., para. 116. 
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breached its positive obligations under Article 8 ECHR and Article 10 

ECHR to protect the rights of the applicant.1073 These are all examples of co-

ercive measures taken against an individual. 

 

The Court did not provide a definition of ‘coercion’. However, in concluding 

that a colleague had been coerced by the authorities to make a false claim 

implicating the applicant, the Court used synonymous terms that he had been 

‘subjected to pressure’ and ‘forced’ to provide false statements.1074 The use 

of these terms is consistent with the approach highlighted above in relation 

to the term ‘coercion’ under IHL. Several of the coercive measures described 

as being used against the applicant’s colleague were exactly the same as 

those used against the applicant, namely the release of secretly filmed video 

footage and subsequent arrest and detention.1075 

 

In finding a breach of Article 8 ECHR, the Court held that the totality of the 

circumstances of the case indicated that the authorities’ actions and measures 

were driven by the improper purpose of silencing the applicant and punish-

ing her for her journalistic activities.1076 Of relevance in this were the appli-

cant’s professional activities as a journalist and statements made by govern-

mental officials that the applicant had been spreading lies about members of 

the government.1077 The Court held that the case constituted part of a pattern 

of arbitrary arrest of government critics, civil society activists, and human 

rights defenders through retaliatory prosecution and misuse of criminal 

law.1078 These can be seen as broader measures of coercion against a group of 

people. 

 

The types of acts involved and the combination of various measures to add 

pressure on those concerned are indicative of the type of measures that could 

be used by parties to conflict against protected persons. This is particularly 

so in relation to the protection afforded under GCIV for civilians in situa-

tions of occupation. The use of hidden surveillance as a coercive measure is 

also relevant in assessing the protection of POWs against coercion to obtain 

information, as POWs, being subject to detention by the opposing force, are 

often subject to measures of surveillance for various reasons, including 

safety, as well as to obtain information. 

 
1073 Ibid., paras. 111-166. In addition, the Court held that the arrest, detention and prosecution 

of the applicant were held to be breaches of the her right to liberty and security and guarantees 

in detention under Article 5 ECHR, the presumption of innocence under Article 6(2) ECHR, 

and Article 18 together with Article 5 ECHR. See further paras. 55-120. 
1074 ECtHR, Khadija Ismayilova v. Azerbaijan (No. 2), 2020, paras. 72 and 74. 
1075 Ibid., paras. 28-33. 
1076 Ibid., para. 119. 
1077 Ibid., paras. 115 and 117. 
1078 Ibid., paras. 113-114. 
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5.3.4 Non-international armed conflicts 

 

There is no provision similar to Article 31 GCIV under APII prohibiting the 

use of coercion to obtain information from civilians. The prohibition of ad-

verse distinction based on political or other opinions indirectly protects indi-

viduals from the application of measures to pressure them in relation to their 

opinions. Furthermore, Common Article 3 provides protection against the 

prohibited acts being used as indirect means of coercion, directly against 

protected persons or indirectly against persons associated with them.1079 The 

prohibition of torture, which includes the use of physical or mental coercion 

to obtain information, is important in this regard. 

 

In addition to the protection against coercion to obtain information from per-

sons engaged in medical activities, medical and religious personnel are pro-

tected from being compelled to carry out tasks that are not compatible with 

their humanitarian mission.1080 As such, there is some protection in NIACs 

from coercive measures being used by the parties to the conflict to obtain in-

formation,1081 but it is more limited than in IACs. This applies to both State 

and non-State parties to the armed conflict.  

 

In addition, IHRL provides important requirements and limitations on the 

State’s ability to gather information from individuals, including members of 

a non-State armed group in conflict with the State and any civilians who had 

been subjected to the authority and control of the armed group. As noted in 

Chapter 3.1.2, the non-State group would not have the same obligations as 

the State under IHRL, thus making individuals subject to the non-State 

group’s authority and control vulnerable to breaches of their rights. 

5.4 Conclusions 

 

This Chapter considered the protections under IHL complementary to the 

right to express and impart information, ideas and opinions of all kinds under 

IHRL. It highlighted how the IHL provisions address some of the specific 

 
1079 Common Article 3(1)(a)-(d) to the GCs. See further APII, Article 4(1) and (2)(a)-(g). 
1080 APII, Articles 9(1), and 10(2)- (4). See further Sandoz et al., Commentary to the APs, 

1987, Article 9 APII, para. 4676. See further API, Article 8(d) for definition of religious per-

sonnel and Sandoz et al., Commentary to the APs, 1987, Article 9 APII, 1419-1421, paras. 

4663-4672. 
1081 See also van der Heijden, ‘Other Issues Relating to the Treatment of Civilians’, 2015, 

1226. 
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vulnerabilities brought about by armed conflict in exercising the right to ex-

press and impart information and ideas. As innovations in technology have 

significantly expanded the ability and means of expression in recent years, 

both enabling the right and exposing individuals to new vulnerabilities in re-

lation to their rights, these additional protections are extremely important. 

The limitations in the IHL provisions also demonstrate, however, the im-

portance of the continued application of the right under IHRL for others who 

are also vulnerable but are not covered by these provisions. 

 

The important role of journalists in providing information to society and 

highlighting violations of IHL in armed conflict is recognised in the protec-

tion under Article 79 API. Although Article 79 is seen by some IHL lawyers 

as not adding further protection to the protection of civilians already in-

cluded in API, this Chapter highlighted how this notion does a disservice to 

the explicit terms of the treaty, which emphasises the importance of protect-

ing the profession of journalists on dangerous missions in areas of armed 

conflict, and has potentially contributed to failing to uphold the protection 

needs of persons covered by Article 79. This protection relates to the specific 

vulnerabilities journalists face in carrying out their profession. A balance can 

be seen in the provision in recognising when this protection no longer ap-

plies. It is also an indirect acknowledgement that journalists continue to have 

the right to freedom of expression in armed conflict. The parties to the con-

flict cannot thereby shield their activities from public debate and critique.  

 

This Chapter also demonstrated how reference to IHRL jurisprudence can 

assist in determining who is entitled to the specific protection of a journalist 

under IHL, which has stressed the regularity and purpose in journalist activi-

ties. This would take into account changes both in the profession and how 

information is shared and received, such as when citizen journalists, fixers 

and others should be entitled to protection. In addition, it also demonstrated 

how the obligations under IHRL and IHL interact in allowing journalists to 

accompany armed forces in light of the protection of such persons as POWs 

if captured by the enemy. The close nature of the relationship between the 

obligations under IHL and IHRL demonstrates how individuals could in 

many circumstances claim a violation of their right to freedom of expression. 

This relates not only to cases where a party to the conflict targets a journalist 

or their resulting death or injury is disproportionate to the military advantage 

gained in an attack but also to situations where individuals are killed because 

a party to the conflict failed to adequately protect them from such actions by 

the opposing side further to the obligation under Article 79 API. 

 

The acute vulnerabilities in situations of occupation are also reflected in Ar-

ticle 70 GCIV, which provides protection against arrest, prosecution or con-
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viction by the Occupying Power for acts committed or for opinions ex-

pressed before the occupation or during a temporary interruption thereof, 

with the exception of breaches of the laws and customs of war. This provi-

sion is particularly interesting in including explicit but very limited protec-

tion to nationals of the Occupying Power who have sought refuge in the ter-

ritory of the occupied State. Taking into account the concurrent application 

of IHRL in the implementation of this provision would suggest that all opin-

ions are covered by the protection, not just political opinions. The limitation 

in all cases that the protection only extends to acts or opinions expressed 

prior to or during an interruption of the occupation again highlights the im-

portance of the right to freedom of expression in armed conflict. This is also 

an essential protection for individuals after the occupation. 

 

Civilians in occupied territory are vulnerable to interferences with their right 

during occupation, particularly in light of the extraordinary powers of the 

Occupying Power to introduce new legislation, including penal legislation, 

further to Article 43 of the 1907 Hague Regulations (IV) and Article 64 

GCIV to restrict the right to freedom of expression during the occupation. 

This has been seen in the introduction of overly broad criminal legislation 

used to silence journalists, other activists and individuals expressing opin-

ions contrary to the interests of the Occupying Power, such as in Crimea fol-

lowing the Russian occupation of the territory. Such broad measures can 

even circumvent the protection under Article 70 GCIV. The protection under 

Article 70 GCIV is limited to arrest, prosecution and conviction, meaning 

the Occupied Power may subject protected persons to other restrictive 

measures based on acts or opinions expressed prior to the occupation. The 

concurrent application of IHL would aid in taking into account any claims 

under IHRL for unlawful interferences with the right, including the recogni-

tion that the legislative powers of the Occupying Power should not be used 

to oppress the civilian population, and restrictions on other measures, such as 

prohibiting the use of assigned residence as an alternative to criminal pro-

ceedings. There is no protection equivalent to Article 70 GCIV in NIACs, 

but practice has shown that individuals face similar vulnerabilities in such 

situations. The differences in obligations under IHRL of non-State parties to 

the conflict thereby mean individuals under their control face particularly 

acute vulnerability. 

 

The Chapter also considered provisions within IHL that prohibit the use of 

threats of coercion to obtain information. These provisions strike at the heart 

of the freedom protected in the right to freedom of expression and are im-

portant limitations on the ability of the parties to the conflict to gather infor-

mation from individuals. The link between the right to freedom of expres-

sion and these provisions is also seen in the intention of the drafters to ad-

dress measures of coercion aimed at obtaining information, work or support 
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for an ideological or political idea. They also again reflect changes brought 

about in the situation of armed conflict that make individuals more vulnera-

ble to coercive acts in the violent environment. The provisions are limited in 

personal scope to POWs and protected persons under GCIV. There are also 

prohibitions against using coercion against public officials, judges and civil-

ian civil defence organisations in situations of occupation and persons en-

gaged in medical activities in IACs, including situations of occupation, and 

NIACs that restrict them from carrying out their role or profession. Individu-

als not covered by these provisions remain under the protection of IHRL in 

their right to freedom of expression. 

 

Under both GCIII and GCIV, the prohibition of coercion to obtain infor-

mation is broad and relates to any information. It would thus include infor-

mation on journalistic sources from war correspondents and others critical of 

the Occupying Power. POWs are, however, bound to provide minimum in-

formation to enable the Detaining Power to fulfil its protection obligations 

under GCIII, in contrast to the situation in GCIV. The prohibition of the use 

of coercion is also applicable to efforts to obtain this minimum information. 

Similarly, persons engaged in medical activities remain subject to national 

law requirements to provide information where it would not prove harmful 

to the patients or their families, including new legislation introduced during 

the armed conflict. The term ‘coercion’ under IHL is consistent with IHRL 

in describing acts or omissions aimed at compelling or depriving the volun-

tary will of the individual. A contextual understanding of the term is im-

portant to address the specific vulnerabilities of individuals. IHRL interpre-

tive guidance may aid in identifying indirect means of coercion and has 

noted the effect of accumulative measures, which are perhaps most relevant 

for coercion of civilians in occupied territory. Examples of this could include 

focused campaigns on social media. Measures that fall below this standard 

would not be prohibited by these provisions, however. This is an area again 

where there is a difference in regulations in NIACs, which include less ex-

plicit protections against coercion to obtain information from civilians, par-

ticularly in relation to coercive acts that do not amount to torture and inhu-

man treatment. 
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6 Expressions not protected during armed 

conflict 

 
 

‘Hatta sitting in prison’, illustration drawn by John Tenniel in Through the Looking-Glass and 

what Alice found there by Lewis Carroll, 1870, 96 

  



222 

Certain expressions are not protected by the right to freedom of expression 

under IHRL. Article 5 ICCPR and Article 17 ECHR recognise that activities 

or acts carried out in a way that aim to destroy the rights of others are not 

protected.1082 The ACHR does not contain a similar clause but does recognise 

the responsibilities of all in exercising their rights to their family, community 

and mankind under Article 32(1) and that the rights of each person are lim-

ited by the rights of others under Article 32(2). Principle 9(3) of the 2019 

Declaration on Freedom of Expression similarly recognises the protection of 

the rights of others as a legitimate ground to limit the exercise of freedom of 

expression. As such, actions involving expressive means or content includ-

ing hate speech and incitements to violence, discrimination and terrorism are 

not protected by the right to freedom of expression.1083 Such actions can in-

volve interference with the rights to privacy, physical integrity, life, and 

freedom of religion and belief and the prohibition of discrimination against 

others. Any measures taken to address such expression necessarily involve a 

limitation on the right to freedom of expression. 

 

IHL contains important complementary obligations in this regard, particu-

larly in the obligation to respect and protect protected persons and the prohi-

bition of threats aimed at spreading terror in the civilian population. In addi-

tion, certain protections under IHL provide further content limitations appli-

cable to the parties to the conflict and others in the exercise of their right to 

freedom of expression, namely the prohibition of threats or orders of no 

quarter and the prohibition of exposing persons protected under GCIII and 

GCIV to public curiosity. However, situations of armed conflict are inher-

ently violent, which raises the question of how IHRL protections against 

such content relate to the obligations under IHL that tolerate violent actions. 

The unique position of espionage as an act of sharing information also has a 

particular role both historically in armed conflicts and in the provisions of 

IHL. This Chapter will therefore explore the relationship between IHRL and 

IHL in regulating expressions not protected by the right to freedom of ex-

pression. 

 

 

 

 
1082 ICCPR, Article 5; ECHR, Article 17. 
1083 See, for example, ECtHR, E.S. v. Austria, Application no. 38450/12, Judgment, 25 Octo-

ber 2018, para. 43. 
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6.1 Hate speech and incitement to violence in armed 

conflict 

 

The term ‘hate speech’ is commonly used to describe incitement to discrimi-

nation based on advocacy of hatred towards national, racial, religious or 

other groups. The term ‘hate speech’ itself is not used in any of the universal 

or regional human rights treaties but has become shorthand to describe this 

form of expression that constitutes a violation of the rights of others, thereby 

invoking positive obligations of States to address it. Hate speech and incite-

ment to violence are inherently linked, as hate speech often leads to further 

incitement to violence or results in violent acts against targeted individuals 

or groups.1084 The link between hate speech and incitement to violence in its 

most extreme is noted in the Genocide Convention 1948, which requires 

States to introduce legislation making direct and public incitement to geno-

cide a criminal offence and to take measures to prevent such acts.1085 Other 

international crimes are also often accompanied or preceded by these forms 

of expression.1086 

 

These issues are keenly demonstrated in the UN FFM on Myanmar report. 

The report documents how events in Rakhine State and beyond created a 

conducive environment for anti-Muslim violence in 2012 and 2013 that con-

tinued throughout and beyond the period of the FFM’s review.1087 The FFM 

considered this environment to have contributed to subsequent waves of 

State-led violence in 2016 and 2017,1088 the latter of which reached the level 

of intensity and organisation to be classified as a NIAC.1089 This hate cam-

paign was orchestrated to influence public opinion through a complex group 

 
1084 UN Human Rights Council, ‘Report of the Special Rapporteur on contemporary forms of 

racism, racial discrimination, xenophobia and related intolerance, Githu Muigai’, UN Doc, 

A/HRC/14/43, 30 March 2010, para. 30. See further paras. 24-29 and 31-47. 
1085 Genocide Convention 1948, Article 3(c). See further ICTR, Prosecutor v. Nahimana et al. 

(The Media Case), Trial Chamber Judgment, 2003.  
1086 UN General Assembly, ‘Interim report of the Special Rapporteur on contemporary forms 

of racism, racial discrimination, xenophobia and related intolerance’, UN Doc A/65/295, 13 

August 2010, paras. 6 and 8 (‘UN Special Rapporteur on contemporary forms of racism, 2010 

Interim Report’). See also UN Committee on the Elimination of Racial Discrimination 

(‘CERD Committee’), ‘General Recommendation No. 35: Combating racist hate speech’, UN 

Doc. CERD/C/GC/35, 26 September 2013, (‘CERD Committee, General Recommendation 

No. 35, 2013’) para. 3 in which the Committee underlines ‘the role of racist hate speech in 

processes leading to mass violations of human rights and genocide, and in conflict situations’, 

and CERD Committee, ‘Declaration on the prevention of genocide’, UN Doc. CERD/C/66/1, 

17 October 2005. 
1087 See UN FFM on Myanmar, 2018 Report, paras. 624-748. See further paras. 105-623. 
1088 Ibid., para. 696. 
1089 Ibid., paras. 55-59. See also paras. 52-54. 
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of materials, such as documents, publications, statements, Facebook posts 

and audio-visual materials,1090 by key players, including national political 

parties and politicians and members of Government and military, among oth-

ers.1091 

 

Hate speech and incitement to violence have been used in armed conflict to 

undermine the protections under both IHRL and IHL. One of the most haunt-

ing examples is the use of hate speech, incitement to violence and discrimi-

nation against the Jewish community by the Nazi party during WWII. The 

prosecution of related crimes at Nuremberg contributed to the development 

of international legal regulation of such content.1092 In his Commentary to the 

ICCPR, Manfred Nowak notes that the aim of the drafters in including Arti-

cle 20 ICCPR was to ‘to prevent the public incitement of racial hatred and 

violence within a State or against other States and peoples’, as was seen dur-

ing WWII.1093 It is therefore a limitation on freedom of expression based on 

prohibiting violence in breach of an individual’s human rights further to 

other obligations under IHRL, such as the protection of life, security, equal-

ity and dignity.1094 Unfortunately, hate speech and incitement to violence are 

features of many conflicts today, facilitated by new forms of media and in-

formation sharing. The role of social media in inciting violence including vi-

olence reaching the level of armed conflict, has been noted in several con-

texts, such as in Myanmar and Ethiopia.1095 

 

 
1090 The report also details how prior to violent incidents, pamphlets were handed out to ethnic 

Rakhine households warning them of the oncoming violence, encouraging them to participate 

in planned attacks on Rohingya neighbourhoods and also including discriminatory messages 

towards the Rohingya. See, for example, UN FFM on Myanmar, 2018 Report, para. 729. See 

further Chapter 6.1.7. 
1091 Ibid., para. 696. See further paras. 697-698 and 700. See further paras. 701-716 and 1337. 
1092 See Gregory S. Gordon, ‘The Propaganda Prosecutions at Nuremberg: The Origin of 

Atrocity Speech Law and the Touchstone for Normative Evolution’, Loyola of Los Angeles 

International and Comparative Law Review, Volume 39, Number 1, Winter 2017, 209-245. 
1093 Nowak, CCPR Commentary, 2005, Article 20, 475; Michael G. Kearney, ‘Propaganda for 

War’, May 2009, in Rüdiger Wolfrum (ed.), Max Planck Encyclopaedia of Public Interna-

tional Law (online edition) (Oxford, Oxford University Press, 2015), para. 2 similarly notes in 

this regard the drafters aim in ICCPR, Article 20(1) was to protect individuals from being 

subjected to such propaganda, and not on the interests on the State in addressing threats to its 

own security. See also paras. 3-4.  
1094 HRC, General Comment No. 36, 2019, para. 70.  
1095 Eliza Mackintosh, ‘Facebook knew it was being used to incite violence in Ethiopia. It did 

little to stop the spread, documents show’, CNN, 25 October 2021, <https://edi-

tion.cnn.com/2021/10/25/business/ethiopia-violence-facebook-papers-cmd-intl/index.html>; 

UN FFM on Myanmar, 2018 Report, paras. 1342-1354. See also Silvia Venier, ‘The Role of 

Facebook in the Persecution of the Rohingya Minority in Myanmar: Issues of Accountability 

under International Law’, The Italian Yearbook of International Law Online, Volume 28, 

Number 1, 231-248. 
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The impact of hate speech and incitement to violence can be greater in con-

flict situations where violence within society has already reached a higher 

level than normal.1096 Depending on the precise content, the use of hate 

speech and incitement to violence in armed conflict can also engage obliga-

tions under IHL. 

6.1.1 How hate speech and incitement to violence can breach 

international humanitarian law 

 

The findings of the UN FFM on Myanmar demonstrate that hate speech can 

undermine and potentially breach the fundamental protections of distinction 

and protection of civilians under IHL where parties to the conflict engage in 

spreading it directly. The FFM report found that the use of hate speech was 

deeply integral to the military culture and operations conducted by the 

Tatmadaw. Military operations were often accompanied by deeply insulting 

slurs and outright threats linked to ethnicity and religion,1097 and dehumanis-

ing and discriminatory rhetoric was actively nurtured by the Tatmadaw 

within Myanmar society.1098 This rhetoric impacted the implementation and 

respect of obligations relating to the conduct of hostilities and targeting deci-

sions, particularly the principles of distinction1099 and proportionality,1100 and 

to protection, most notably the obligation to treat protected persons hu-

manely without adverse distinction.1101 The result was that policies explicitly 

or implicitly requiring the targeting of civilians became the norm in Myan-

mar.1102  

 

The FFM found that statements absolving Tatmadaw troops ‘in the face of 

widespread, brutal and unjustifiable attacks on civilians, signal to these per-

petrators that they are immune from sanctions…and set the scene for their 

 
1096 See further World Conference Against Racism, Racial Discrimination, Xenophobia and 

Related Intolerance, ‘Declaration and Programme of Action’ adopted in Durban, 2001, (‘Dur-

ban Declaration and Programme of Action 2001’); ECtHR, Sürek v. Turkey (No. 1), 1999, 

para. 62; UN Special Rapporteur on contemporary forms of racism, 2010 Interim Report, 

para. 6. 
1097 UN FFM on Myanmar, 2018 Report, para. 1376. 
1098 Ibid., para. 1377. The FFM documents that from approximately 2018 the Tatmadaw used 

loudspeakers to broadcast negative abusive message to the Rohingya, see para. 1203. 
1099 API, Articles 48 and 51; APII, Article 13(2); and Henckaerts and Doswald-Beck, Custom-

ary International Humanitarian Law, Volume I: Rules, 2005, Rule 1 (The Principle of Distinc-

tion between Civilians and Combatants). 
1100 API, Articles 51(5)(b) and 57(2)(a)(iii); Amended Protocol II to the Convention on Certain 

Conventional Weapons, Article 3(8)(c); and and Henckaerts and Doswald-Beck, Customary 

International Humanitarian Law, Volume I: Rules, 2005, Rule 14 (Proportionality in Attack). 
1101 See further Chapter 4.2. 
1102 UN FFM on Myanmar, 2018 Report, para. 1381. 
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repetition’.1103 This lack of impunity was considered almost an encourage-

ment to breach the applicable standards. The FFM noted that this denial to-

gether with other actions, including actively nurturing and perpetuating a cli-

mate of impunity that emboldened perpetrators, was itself a breach of 

IHRL.1104  

 

The use of such rhetoric creates a culture within the military where facts and 

events become distorted within a narrative and thus influence how the obli-

gations under IHL are implemented. The use of hate speech in this context 

affects the ability of the party to the conflict to assess the injury, death and 

damage to civilian persons and civilian objects, particularly where hate 

speech is used in such a way as to blur the distinction between civilians and 

members of the other party’s fighting force. In any situation, it undermines 

the protection afforded to the civilians affected and can thus skew the pro-

portionality assessment, as the injury, death and damage cannot be viewed in 

an objective light. This further impacts the post-hostilities assessment of 

whether these principles were properly implemented.  

 

The impact may go beyond the military and specific military operations to 

include the protection obligations owed by other actors and individuals. For 

example, as hate speech seeks to remove those it targets from the general 

protections afforded to humanity both in and outside conflict situations, it 

could affect the ability of the wounded or sick to seek healthcare or to be 

treated humanely whilst in medical facilities.  

 

IHRL has shown that hate speech comes in many forms, so the content and 

context in which it is expressed are key in understanding what obligations 

under IHL may be implicated. In addressing hate speech in armed conflict, 

the tools under IHRL work in tandem with the applicable IHL norms to ena-

ble States to act in response to such rhetoric whilst still respecting and pro-

tecting the rights of individuals within their jurisdiction. 

6.1.2 Obligations under international human rights law to 

address hate speech and incitement to violence 

 

The way that hate speech and incitement to violence are addressed in rela-

tion to freedom of expression varies considerably among the different trea-

ties. Article 20(2) ICCPR requires that any advocacy of national, racial or re-

 
1103 Ibid., para. 1383. 
1104 Ibid., para. 1620. 
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ligious hatred that constitutes incitement to discrimination, hostility or vio-

lence shall be prohibited by law.1105 This builds on the protection of the right 

and lawful limitations to freedom of expression found under Article 19 IC-

CPR. Such content was considered to be such a serious threat to the rights of 

others that a specific provision was included requiring States to introduce 

legislation prohibiting it.1106 The HRC has noted that this provision relates to 

advocacy that has aims ‘internal or external to the State concerned’.1107 The 

external dimension is interesting as a recognition of the interference with the 

human rights of individuals outside the territorial jurisdiction of the State 

and as such could be construed as an indirect extraterritorial obligation of 

States not to interfere with the rights of individuals in other State territories 

not to be subjected to such advocacy.1108 

 

States are only obliged to prohibit by law advocacy that constitutes incite-

ment to discrimination, hostility or violence under Article 20(2) ICCPR. Ex-

pressions falling below this standard of ‘incitement’ should not be prohibited 

under Article 20 ICCPR, but nevertheless expressions promoting discrimina-

tion or violence may be subject to other restrictions under Article 19(3) IC-

CPR. 

 

The list of discriminatory grounds in Article 20(2) ICCPR is shorter than 

those included in Articles 2 and 26 ICCPR. However, the HRC has inter-

preted that States should take action based on the prohibition of non-discrim-

ination for advocacy based on other discriminatory grounds.1109 This is sup-

ported by State practice, as the domestic legislation of many States includes 

 
1105 ICCPR, Article 20(a). 
1106 Joseph and Castan, ICCPR Commentary, 2013, 626. See further Nowak, CCPR Commen-

tary, 2005, 468-471. 
1107 HRC, ‘General Comment No. 11: Article 20 of the ICCPR, Prohibition of propaganda for 

war and inciting national, racial or religious hatred’, adopted at the nineteenth session on 29 

July 1983, para. 2 (‘HRC, General Comment No. 11, 1983’). 
1108 Note Milanovic, Extraterritorial application of human rights treaties law, principles and 

policy, 2011, 209-222 argues that the obligation to respect IHRL would apply without any ter-

ritorial limitation, as acts violating this obligation would necessarily involve the exercise of 

authority, power or control over the victim. See also Marko Milanovic, ‘European Court 

Finds Russia Assassinated Alexander Litvinenko’, EJIL: Talk!, 23 September 2021, 

<https://www.ejiltalk.org/european-court-finds-russia-assassinated-alexander-litvinenko/>. 

See further Chapter 2.6.3. 
1109 Joseph and Castan, ICCPR Commentary, 2013, 628. See further HRC, Faurisson v. 

France, 1996. This interpretation is also in line with other obligations under IHRL to take 

measures to address specific forms of discrimination and rights of vulnerable groups. See fur-

ther CEDAW, Article 5; CRC, Article 2(2) and 13; and CRPD, Articles 5-7. 
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prohibitions based on broader grounds of discrimination than those listed in 

Article 20(2) ICCPR.1110 

 

In General Comment No. 34, the HRC identified Article 20 ICCPR as lex 

specialis in relation to Article 19, in that the acts addressed in Article 20 re-

quire a specific response from the State to prohibit them by law, whereas Ar-

ticle 19(3) allows States to introduce other measures.1111 Both the legislation 

required under Article 20 and any measures introduced restricting the right 

to freedom of expression under Article 19(3) ICCPR must comply with the 

requirements set out in Article 19(3) to be lawful.1112 However, the relation-

ship between Articles 19 and 20 ICCPR is not straightforward.1113 Seventeen 

State parties have introduced reservations or made declarations to Article 

20.1114 It is also unclear from the HRC’s jurisprudence whether or not indi-

viduals can bring communications alleging violation of Article 20 ICCPR 

under Optional Protocol 1.1115 That said, the requirement for States to take 

action to prohibit incitement to discrimination and incitement to violence is 

clearly a positive obligation aimed at the protection of the rights of others, 

and States should take action to address this in their jurisdiction. 

 

Principle 23(1) of the 2019 Declaration of Principles on Freedom of Expres-

sion in Africa provides similarly to Article 20 ICCPR that States shall pro-

hibit any speech that advocates for national, racial or religious hatred, which 

constitutes incitement to discrimination, hostility or violence. Whilst this 

document draws on State practice and international jurisprudence and is 

 
1110 ARTICLE 19, ‘Towards an interpretation of article 20 of the ICCPR: Thresholds for the 

prohibition of incitement to hatred – A study prepared for the regional expert meeting on arti-

cle 20, organised by the OHCHR, Vienna, February 8-9 2010’, OHCHR, 2010, 3-4 (‘ARTI-

CLE 19, ‘Towards an interpretation of article 20 of the ICCPR’, 2010’). See also UN Special 

Rapporteur on freedom of expression, Report on online hate speech, 2019, para. 9. 
1111 HRC, General Comment No. 34, 2011, para. 51. 
1112 Ibid., paras. 50-52. 
1113 For example, in HRC, General Comment No. 11, 1983, para. 1, the HRC noted that States 

often fail to report on the measures introduced pursuant to this provision and many States 

have not taken sufficient action to implement the requirements. See further ARTICLE 19, 

‘Towards an interpretation of article 20 of the ICCPR’, 2010, 3; and Joseph and Castan, IC-

CPR Commentary, 2013, 627. 
1114 See further UN Treaty Collection, ‘4. International Covenant on Civil and Political 

Rights’, <https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=IV-

4&chapter=4&clang=_en>. 
1115 Joseph and Castan, ICCPR Commentary, 2013, 630. See, for example, HRC, JRT and WG 

Party v. Canada, Communication No. 104/1981, UN Doc CCPR/C/18/D/104/1981, 6 April 

1983, para. 8(b); HRC, Ross v. Canada, Communication No. 736/1997, UN Doc 

CCPR/C/70/D/736/1997, 18 October 2000, para. 11.5; HRC, Vassilari and ors v. Greece, 

Communication No. 1570/2007, UN Doc. CCPR/C/95/D/1570/2007, 19 March 2009; and 

HRC, Andersen v. Denmark, Communication No. 1868/09, UN Doc. 

CCPR/C/99/D/1868/2009, 14 September 2010. 
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thereby influential in the development and interpretation of these standards 

in the African regional system, it does not form part of the treaty text. 

 

Article 13(5) ACHR is the only regional instrument that includes a provision 

similar to Article 20 ICCPR, but there are nevertheless some important dif-

ferences between the ACHR and ICCPR.1116 Article 13(5) ACHR is slightly 

broader and prohibits any advocacy of national, racial, or religious hatred 

that constitutes incitement to lawless violence ‘or to any other similar action 

against any person or group of persons on any grounds including those of 

race, colour, religion, language, or national origin’.1117 Expressions falling 

below this threshold may be restricted based on Article 13(2).1118 

 

The case law of the ECtHR is less restrictive than that of the ACHR.1119 The 

ECtHR has generally found cases concerning hate speech and incitement to 

violence as inadmissible or not a violation of Article 10 ECHR, either as an 

abuse of rights under Article 17 ECHR1120 or as a restriction permitted under 

Article 10(2) ECHR. The ECtHR has recognised that tolerance and respect 

 
1116 See Michael G. Kearney, The Prohibition of Propaganda for War in International Law 

(Oxford, Oxford University Press, 2007), 173-179 for historical background (‘Kearney, The 

Prohibition of Propaganda for War in International Law, 2007’). 
1117 ACHR Article 13(5). See, for example, IACHR, Office of the Special Rapporteur for 

Freedom of Expression, ‘Hate Speech and Incitement to Violence against Lesbian, Gay, Bi-

sexual, Trans and Intersex Persons in the Americas’, Chapter IV of the 2015 Annual Report of 

the Office of the Special Rapporteur for Freedom of Expression, OEA/Ser.L/V/II, Doc 48/5, 

31 December 2015, 361-375 (‘IACHR, ‘Hate Speech and Incitement to Violence against Les-

bian, Gay, Bisexual, Trans and Intersex Persons in the Americas’, 2015’). 
1118 IACHR, ‘Hate Speech and Incitement to Violence against Lesbian, Gay, Bisexual, Trans 

and Intersex Persons in the Americas’, 2015, paras. 14 and 18. 
1119 IACHR, Office of the Special Rapporteur for Freedom of Expression, ‘Hate Speech and 

the American Convention on Human Rights’, Chapter VIII of the 2004 Annual Report of the 

Office of the Special Rapporteur for Freedom of Expression, OEA/Ser.L/V/II.122, Doc. 5 rev. 

1, 23 February 2005, para. 46 (‘IACHR, ‘Hate Speech and the American Convention on Hu-

man Rights’, 2005’). See further paras. 44 and 45. The OAS Special Rapporteur on freedom 

of expression has noted, however, that the ACHR may be more restrictive than the ECHR or 

ICCPR in the limitations permitted to freedom of expression. Notable in this is the provision 

that prior censorship has within the ACHR. See further Chapter 8. 
1120 See, for example, ECtHR, Seurot v. France, Application no. 57383/00, Decision on Ad-

missibility, 18 May 2004, 8. See further European Commission of Human Rights, Glim-

merveen and Hagenbeek v. the Netherlands, Application nos. 8348/78 and 8406/78, Decision 

on Admissibility, 11 October 1979; ECtHR, Refah Partisi (the Welfare Party) and Others v. 

Turkey, Application nos. 41340/38, 41342/98, 41343/98 and 41344/98, Grand Chamber Judg-

ment, 13 February 2003; ECtHR, Norwood v. UK, Application No. 23131/03, Decision on 

Admissibility, 16 November 2004; ECtHR, Le Pen v. France, Application no. 18788/09, De-

cision on admissibility, 20 April 2010; ECtHR, Delfi AS v. Estonia, 2015; ECtHR, M’Bala 

M’Bala v. France, Application no. 25239/13, Decision on Admissibility, 20 October 2015; 

ECtHR, Belkacem v. Belgium, Application no. 34367/14, Decision on Admissibility, 27 June 

2017; ECtHR, Atamanchuk v. Russia, Application no. 4493/11, Judgment, 11 February 2020. 
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for the equal dignity of all human beings are foundations of a democratic, 

pluralistic society alongside the ability to exercise the right to freedom of ex-

pression. As such, it may be considered necessary to sanction or prevent 

forms of expression that spread, incite, promote or justify hatred based on in-

tolerance, but any restrictions must be proportionate to the legitimate aim 

pursued.1121 The case law of the ECtHR has also declared inadmissible appli-

cations relating to content inspired by totalitarian doctrine or that express 

ideas threatening democratic order and are likely to be read to support the 

restoration of totalitarian regimes on the grounds that they are incompatible 

with the values of the ECHR.1122 It has also found that restrictions based on 

incitement to hatred based on grounds other than national, ethnic or racial 

hatred, such as sexual orientation, are lawful limitations on the exercise of 

freedom of expression.1123 

 

The above provisions need to be understood in light of the obligations set out 

in Article 4 CERD, which also include an obligation on State parties to intro-

duce a criminal offence of dissemination of ideas based on racial superiority 

or hatred, incitement to racial discrimination, as well as acts of violence or 

incitement to such acts against any race or group of persons of another col-

our or ethnic origin.1124 There is no derogation or limitation clause included 

in CERD, and the obligations continue to apply during armed conflict.1125 

State parties themselves must not engage in acts or practices of racial dis-

crimination against persons, groups or institutions and must ensure that all 

public authorities and public institutions, national and local, act in conform-

ity with this obligation.1126 Furthermore, State parties undertake not to spon-

sor, defend or support racial discrimination by any persons or organisa-

tions.1127 

 

 
1121 ECtHR, Erbakan v. Turkey, Application nos. 32153/03 and 32155/03, Judgment, 6 July 

2006, para. 56. 
1122 See, for example, European Commission of Human Rights, Communist Party and Others 

v. the Federal Republic of Germany, Application no. 250/57, Decision on Admissibility, 20 

July 1957; European Commission of Human Rights, B.H, M.W, H.P and G.K v. Austria, Ap-

plication no. 12774/87, Decision on Admissibility, 12 October 1989; European Commission 

of Human Rights, Nachtmann v. Austria, Application no. 36773/97, Decision on admissibil-

ity, 9 September 1998; ECtHR, Schimanek v. Austria, Application no. 32307/96, Decision on 

Admissibility, 1 February 2000; and ECtHR, Delfi AS v. Estonia, 2015, para. 136. 
1123 See, for example, ECtHR, Vejdeland and others v. Sweden, Application no. 1813/07, 

Judgment, 9 February 2012. 
1124 See further CERD, Article 4(b) and (c). See further CERD Committee, General Recom-

mendation No. 35, 2013, para. 1. Racial discrimination is defined in CERD, Article 1 as dis-

crimination on grounds of race, colour, descent, or national or ethnic origin. 
1125 See further Chapters 2.1 and 2.3. 
1126 CERD, Article 2(a). 
1127 Ibid., Article 2(b). 
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Article 4(a) CERD is both broader and narrower than Article 20(2) ICCPR. 

It is broader in that it includes the dissemination of ideas based on the groups 

set out more generally but narrower in that it only relates to racial discrimi-

nation and hatred.1128 That said, the Committee on the Elimination of Racial 

Discrimination (‘CERD Committee’) has noted that in its practice, it has 

considered speech directed to women and others in light of the principle of 

intersectionality.1129 This is somewhat similar to the practice of the HRC, 

which has considered under Article 19(3) ICCPR incitement to hatred, vio-

lence and discrimination of other groups not explicitly listed in Article 20 

ICCPR under restrictions to freedom of expression.  

 

In sum, States have a positive obligation to address incitement to violence, 

hostility and discrimination through legislative measures. This would include 

States who are party to the conflict and States not engaged in the conflict in-

troducing measures in their territories in which the hate speech and incite-

ment to violence have spread. Discrimination is broadly defined to reflect 

further requirements under IHRL. Such legislative measures need to comply 

with the grounds for limiting the right to freedom of expression, and as such, 

criminal offences should be reserved for the most serious examples, such as 

incitement to violence. Expressions that are not criminally punishable may 

justify civil or administrative sanctions, and other measures, such as public 

statements, policy and education, may be more proportionate responses to 

expressions that, although not legally punishable, still raise concerns in 

terms of tolerance, civility and respect for the rights of others.1130 These obli-

gations continue to apply during armed conflict, subject to derogation and 

limitations.1131 It is noteworthy, however, that the HRC stated in its General 

Comment No. 29 that no derogating measures can be involved as justifica-

tion for a State party to engage itself in conduct contrary to Article 20 IC-

CPR,1132 and no derogating measure can involve discrimination.1133 

 

Whilst there is undoubtedly a positive obligation on States to take action 

against hate speech inciting discrimination and violence, the UN Special 

 
1128 See further CERD Committee, ‘General Recommendation 15 on article 4 of the Conven-

tion’, adopted in the forty-second session, 1993, para. 3. 
1129 CERD Committee, General Recommendation No. 35, 2013, para. 6. 
1130 See further UN Human Rights Council, ‘Rabat Plan of Action on the prohibition of advo-

cacy of national, racial or religious hatred that constitutes incitement to discrimination, hostil-

ity or violence’, Appendix to the Report of the United Nations Commissioner for Human 

Rights on the expert workshops on the prohibition of incitement to national, racial or religious 

hatred, UN Doc. A/HRC/22/17/Add.4, 11 January 2013, para. 20 (‘Rabat Plan of Action 

2013’). 
1131 See further Chapters 2.8 and 2.9. 
1132 HRC, General Comment No. 29, 2001, para. 13(e). 
1133 ICCPR, Article 4(1); ACHR, Article 27(1); ECHR, Article 15(1). 
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Rapporteur on freedom of expression has cautioned that great care must be 

taken to achieve an appropriate balance between the right to freedom of ex-

pression and the prohibition of speech promoting discrimination and vio-

lence.1134 The CERD Committee has also noted with concern broad or vague 

restrictions on freedom of expression that have been used to the detriment of 

groups protected by the Convention, which can result in silencing of the free 

speech of victims.1135 Both the UN Special Rapporteur and CERD Commit-

tee have stressed that the exercise of the right to freedom of expression, par-

ticularly through the media, is a tool in combating hate speech and incite-

ment to violence. Freedom of expression contributes extensively to the fight 

against racism, discrimination, xenophobia and related intolerance through 

the free flow of information and ideas. As such, freedom of expression is it-

self one of the most powerful ways of combating prohibited forms of expres-

sion,1136 as well as empowering vulnerable groups and all others potentially 

subject to racist hate speech to overcome power imbalances that contribute 

to the use of hate speech. In addition, the exercise of the right promotes in-

tercultural understanding and tolerance, the deconstruction of stereotypes 

and the free exchange of ideas, alternative viewpoints and counterpoints, 

which States should adopt policies to promote.1137 

 

Hate speech and incitement to violence are distinct legal concepts, and States 

have obligations to address both. The analysis will now turn to the respective 

definitions. 

6.1.3 Identifying ‘hate speech’ 

 

The ECtHR has held that hatred does not necessarily entail a call for an act 

of violence or other criminal acts. Insulting, holding up to ridicule or slan-

dering specific groups of the population can be sufficient for the authorities 

 
1134 UN Commission on Human Rights, ‘Report of the Special Rapporteur on the promotion 

and protection of the right to freedom of opinion and expression, Mr. Abid Hussain, submitted 

in accordance with Commission resolution 2001/47’, UN Doc. E/CN.4/2002/75, 30 January 

2002, para. 66 (‘UN Special Rapporteur on freedom of expression, 2002 Report’). See further 

Durban Declaration and Programme of Action 2001 and CERD Committee, General Recom-

mendation No. 35, 2013, para. 27. See further UN Special Rapporteur on freedom of expres-

sion, Report on online hate speech, 2019, paras. 31-39. 
1135 CERD Committee, General Recommendation No. 35, 2013, para. 28. See further ECtHR, 

Jersild v. Denmark, Application No. 15890/89, Judgment, 22 August 1994, in which the EC-

tHR found that laws targeting hate speech had been applied too broadly to cover journalistic 

materials. See also ECtHR, Incal v. Turkey, 1998. 
1136 UN Special Rapporteur on freedom of expression, 2002 Report, para. 61. 
1137 CERD Committee, General Recommendation No. 35, 2013, para. 29. 
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to take measures to combat racist speech ‘in the face of freedom of expres-

sion exercised in an irresponsible manner’.1138 In the Inter-American context, 

the IACHR has similarly defined hate speech as ‘speech designed to intimi-

date, oppress or incite hatred or violence against a person or group based on 

their race, religion, nationality, gender, sexual orientation, disability or other 

group characteristic’.1139 It can include direct and explicit language, as well 

as indirect language designed to disguise its targets and objectives.1140 As 

highlighted by a UNESCO report on combating hate speech online, the con-

cept can extend to ‘expressions that foster a climate of prejudice and intoler-

ance on the assumption that this may fuel targeted discrimination, hostility 

and violent attacks’.1141 Terrorism and incitement to genocide have been 

noted as extreme manifestations of hatred.1142 In many of the cases where 

speech is held to have been lawfully restricted because it constitutes incite-

ment to hatred, discrimination or violence, reference is made to the ‘duties 

and responsibilities’ in the exercise of freedom of expression.1143 

 

The CERD Committee has offered guidance on contextual factors that 

should be taken into account in determining whether dissemination and in-

citement are punishable as criminal offences.1144 The content and form of the 

speech, including the style in which the speech is delivered, should be con-

sidered, along with the prevalent economic, social and political climate at the 

time and the position or status of the speaker in society and the audience to 

which the speech is directed. The Committee also reiterated the relevance of 

locality, including reach, in appraising the meaning and potential effect of 

racist hate speech. Reach includes the objectives of the speech; factors like 

the frequency and extent of the communication; the means, such as whether 

it was transmitted through the mainstream media or internet; and the nature 

of the audience.1145 These factors are mirrored in the UN Rabat Plan of Ac-

tion on the prohibition under Article 20(2) ICCPR, which identified a six-

part test to identify incitement to hatred encompassing context, speaker, in-

 
1138 ECtHR, Féret v. Belgium, Application no. 15615/07, 16 July 2009, para. 73 (‘ECtHR, 

Féret v. Belgium, 2009’). 
1139 IACHR, ‘Hate Speech and the American Convention on Human Rights’, 2005, para. 1. 
1140 CERD Committee, General Recommendation No. 35, 2013, paras. 6 and 7. 
1141 Iginio Galiardone, Danit Gal, Thiago Alves, Gabriela Martinez, Countering Online Hate 

Speech (Paris, UNESCO, 2015), 10 -11. 
1142 CERD Committee, General Recommendation No. 35, 2013, para. 6. See further Chapter 

6.2. 
1143 See, for example, ECtHR, Delfi AS v. Estonia, 2015, para. 115; ECtHR, Roj TV AS v. 

Denmark, Application no. 24683/14, Decision on Admissibility, 17 April 2018, para. 27 

(‘ECtHR, Roj TV AS v. Denmark, 2018’); ECtHR, Sürek v. Turkey (No. 1), 1999, para. 63. 
1144 CERD Committee, General Recommendation No. 35, 2013, para. 15. 
1145 Ibid. 
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tent, content and form, extent of the speech and likelihood, including immi-

nence. These factors are also closely reflected in Principle 23(2) of the 2019 

Declaration of Principles on Freedom of Expression in Africa.1146 

 

These criteria are further mirrored in the case law of the ECtHR in its assess-

ment of when a public statement about a social or ethnic group has harmed 

individual members. Like the CERD Committee, the form and context in 

which the statements were made, their reach, the position and status of their 

author, and the precise content of the negative statements regarding the 

group are taken into account. The ECtHR has placed particular emphasis on 

the degree to which the expression could convey a negative stereotype of the 

group as a whole and the specific content of that stereotype. The ECtHR has 

articulated in more detail characteristics of the group that are relevant, in-

cluding size, degree of homogeneity, any particular vulnerability or history 

of stigmatisation, its position vis-à-vis society as a whole, and the extent to 

which the statements could be considered to have affected a core aspect of 

the group’s identity and dignity.1147 

 

The context of armed conflict is an important factor in determining whether 

expression constitutes hate speech, given the propensity to violence in such 

situations and potential connections with underlying reasons for the outbreak 

of hostilities.1148 The side of the conflict that the speaker is speaking on be-

half of and the audience they are addressing are further important considera-

tions. The reach of the speech in conflict situations may also create jurisdic-

tional links with individuals in areas within a State’s control and authority 

but outside their territory. Likewise, the conflict situation may result in those 

responsible for the hate speech being located outside the territory of the tar-

get audience,1149 although this is not unique to conflict situations. 

 
1146 See also ibid., para. 12; Rabat Plan of Action 2013, para. 34; and IACHR, ‘Hate Speech 

and Incitement to Violence against Lesbian, Gay, Bisexual, Trans and Intersex Persons in the 

Americas’, 2015, para. 19. 
1147 ECtHR, Behar and Gutman v. Bulgaria, Application no. 29335/13, Judgment, 16 Febru-

ary 2021, para. 67 (‘ECtHR, Behar and Gutman v. Bulgaria, 2021’); ECtHR, Budinova and 

Chaprazov v. Bulgaria, Application no. 12567/13, Judgment, 16 February 2021, para. 63 

(‘ECtHR, Budinova and Chaprazov v. Bulgaria, 2021’). See further Margarita S. Ilieva, 

‘Behar and Budinova v. Bulgaria: The Rights of Others in Cases of Othering – Anti-victim 

bias in ECHR hate speech law?’, Strasbourg Observers, 15 April 2021, <https://strasbourgob-

servers.com/2021/04/15/behar-and-budinova-v-bulgaria-the-rights-of-others-in-cases-of-oth-

ering-anti-victim-bias-in-echr-hate-speech-law/>. 
1148 See, for example, ICTR, Prosecutor v. Nahimana et al. (The Media Case), Trial Chamber 

Judgment, 2003. 
1149 See, for example, U.S. Department of Justice, ‘Massachusetts Man Convicted of Support-

ing ISIS and Conspiring to Murder U.S. Citizens’, Press release, No. 17-1163, 18 October 

2017, <https://www.justice.gov/opa/pr/massachusetts-man-convicted-supporting-isis-and-

conspiring-murder-us-citizens>. 
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6.1.4 Definition of ‘incitement to violence’ 

 

The CERD Committee has noted that incitement ‘characteristically seeks to 

influence others in certain forms of conduct, including the commission of 

crime, through advocacy or threats’.1150 It may be express or implied and, as 

an inchoate crime, does not require that the incitement be acted upon.1151 The 

term ‘incitement’ implies a form of intention in the conduct.1152 Incitement to 

violence may be focused on one individual or a group.1153 As such, States 

may take measures to protect a community or group more broadly, or 

measures may relate specifically to individuals.1154 

 

The OAS Special Rapporteur on freedom of expression has similarly consid-

ered that purpose, context and causation are important factors in determining 

whether expression constitutes incitement to hatred and violence.1155 The UN 

Rabat Plan of Action also highlights context and causation in the definition 

of ‘incitement’. It refers to the non-binding Camden Principles as sources of 

inspiration for States for definitions of key terms included in Article 20(2) 

ICCPR,1156 according to which ‘incitement’ is considered to refer to ‘state-

ments about national, racial or religious groups which create an imminent 

risk of discrimination, hostility or violence against persons belonging to 

those groups’.1157 The importance of context in determining incitement to vi-

olence based on discrimination, hostility and hatred was noted in the case 

law of the International Criminal Tribunal for Rwanda (‘ICTR’) in relation 

to the genocide in Rwanda.1158 

 
1150 CERD Committee, General Recommendation No. 35, 2013, para. 16. 
1151 Ibid. 
1152 ARTICLE 19, ‘Towards an interpretation of article 20 of the ICCPR’, 2010, 10-12. 
1153 See, for example, ECtHR, Budinova and Chaprazov v. Bulgaria, 2021 and ECtHR, Behar 

and Gutman v. Bulgaria, 2021. 
1154 HRC, Ross v. Canada, 2000, para. 11.5. 
1155 UN General Assembly, ‘Report of the Special Rapporteur on the promotion and protec-

tion of the right to freedom of opinion and expression’, UN Doc. A/67/357, 7 September 

2012, para. 45. See further UN Special Rapporteur on freedom of expression, Report on 

online hate speech, 2019. 
1156 Rabat Plan of Action 2013, para. 21. See further ARTICLE 19, ‘Camden Principles on 

Freedom of Expression and Equality, London, April 2009, <https://www.arti-

cle19.org/data/files/pdfs/standards/the-camden-principles-on-freedom-of-expression-and-

equality.pdf> (‘ARTICLE 19, Camden Principles on Freedom of Expression and Equality, 

2009’). Also referenced in UN Special Rapporteur on freedom of expression, Report on 

online hate speech, 2019, para. 13. 
1157 ARTICLE 19, Camden Principles on Freedom of Expression and Equality, 2009, Princi-

ple 12.1.iii. 
1158 See ICTR, Prosecutor v. Simon Bikindi, Case No. ICTR-01-72-T, Trial Chamber III, 

Judgement, 2 December 2008, para. 423. See also ICTR, Nahimana et al. v. Prosecutor, Case 

No. ICTR-99-52-A, Appeals Chamber, Judgment, 28 November 2007, paras. 755–758 
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The context of the armed conflict and application of IHL are extremely im-

portant considerations in determining incitement to violence in armed con-

flict.1159 Armed conflicts are inherently violent contexts, and extremely vio-

lent acts that comply with IHL requirements can be lawful in this context. As 

noted above, incitement to violent action has a potentially greater impact. 

Where the incitement relates to violence against persons or objects protected 

under IHL, this is a further indicative factor that the violence anticipated was 

in breach of the victim’s rights. 

 

As noted above, incitement to terrorism and international crimes have been 

considered the most grievous forms of incitement to violence.1160 These in-

clude war crimes, crimes against humanity and genocide.1161 In addition, Ar-

ticle 20(1) ICCPR provides that propaganda for a specified type of violence 

shall be prohibited, namely ‘any propaganda for war’. Like Article 20(2) IC-

CPR, it establishes a positive obligation on States to implement legislation 

prohibiting the actions referred therein.1162 States themselves should also re-

frain from any such propaganda.1163  

 

It would seem that Article 20(1) ICCPR relates to situations that can lead to 

IACs or situations of occupation but not NIACs.1164 The type of violence ref-

erenced in this provision is propaganda ‘for war’.1165 The HRC considers that 

this extends to all forms of propaganda ‘threatening or resulting in an act of 

aggression or breach of the peace contrary to the Charter of the United Na-

tions’.1166 This conclusion is consistent with the UN General Assembly’s res-

olutions regarding when propaganda in breach of Article 20(1) ICCPR may 

constitute a threat to the peace, breach of the peace or act of aggression.1167 

The General Assembly defined ‘propaganda against peace’ as: 

 

 
(‘ICTR, Nahimana et al. (The Media Case) v. Prosecutor, Appeal Judgment, 2007’). See fur-

ther paras. 503-505, 776, 771. 
1159 HRC, General Comment No. 36, 2019, para. 67. See further Chapter 2.3. 
1160 CERD Committee, General Recommendation No. 35, 2013, para. 6. 
1161 UN Special Rapporteur on contemporary forms of racism, 2010 Interim Report, para. 8. 
1162 HRC, General Comment No. 11, 1983, para. 1. See further Chapter 10. 
1163 Ibid., para. 2. See further Kearney, Propaganda for War, 2007, 142-147. 
1164 Nowak, CCPR Commentary, 2005, Article 20, 473. See further HRC, General Comment 

No. 11, 1983, para. 2. See further Kearney, The Prohibition of Propaganda for War in Inter-

national Law, 2007, 147-151. 
1165 See further Clapham, War, 2021, 1-39, particularly 30-38. 
1166 See further Kearny, The Prohibition of Propaganda for War in International Law, 2007, 

133-189. 
1167 UN General Assembly, Resolution 110 (II), ‘Measures to be taken against propaganda 

and the inciters of a new war’, UN Doc. A/RES/2/110, 3 November 1947, (‘UN GA Res. 110 

(II), ‘Measures to be taken against propaganda and the inciters of a new war’, 1947’) para. 1. 
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(1) incitement to conflicts or acts of aggression; (2) measures tending 

to isolate the peoples from any contact with the outside world, by pre-

venting the press, radio and other media of communication from re-

porting international events, and thus hindering mutual comprehension 

and understanding between peoples; (3) measures tending to silence or 

distort the activities of the United Nations in favour of peace or to pre-

vent their peoples from knowing the views of other State Members.1168 

 

Advocacy and propaganda aimed at inciting a NIAC would, however, con-

stitute incitement to violence, and States would have a negative obligation 

not to carry out such actions and a positive obligation to implement 

measures restricting such content.1169 

 

As this thesis is mainly concerned with the interaction between IHL, or jus 

in bello, and IHRL in the exercise of freedom of expression in armed con-

flict, and not the legal regulation of the use of force between States in their 

international relations, or jus ad bellum, further analysis of this provision is 

not necessary. However, this provision continues to apply during armed con-

flict and is therefore noteworthy. As such, propaganda to extend armed con-

flict to other States, for example, would be prohibited by this provision. This 

would apply to any non-State actor within the jurisdiction of a State engaged 

in a NIAC by virtue of the prohibition in domestic law and obligation to re-

spect IHRL noted in Chapter 3.1.2. It would also apply to any State actor en-

gaged in the armed conflict, as well as private persons within the jurisdic-

tion. 

 

‘Incitement to violence’ can be distinguished from other forms of hate 

speech, namely incitement to discrimination, hostility and hatred. ‘Hatred’ 

and ‘hostility’ are defined as ‘intense and irrational emotions of opprobrium, 

enmity and detestation towards the target group’, and ‘advocacy’ is defined 

as ‘requiring an intention to promote hatred publicly towards the target 

group’.1170 These other forms of incitement do not necessarily entail the 

threat or use of force either by the individual or group expressing themselves 

or by others incited to carry out acts against the targeted individual or group. 

The Oxford English Dictionary also defines ‘advocacy’ more broadly as in-

volving the act of advocating for something.1171 

 
1168 UN General Assembly, Resolution 381 (V), ‘Condemnation of propaganda against 

peace’, UN Doc. A/RES/381, 17 November 1950, para. 2 (‘UN GA Res. 381 (V), ‘Condem-

nation of propaganda against peace’, 1950’). 
1169 See further Chapter 3.1.1. 
1170 ARTICLE 19, Camden Principles on Freedom of Expression and Equality, 2009, Princi-

ple 12.1.i. and 12.1.ii. 
1171 ‘Advocacy, n.’, OED Online (3rd ed., Oxford University Press, December 2011, modified 

version published online December 2021), <https://www.oed.com/view/Entry/3019>. 
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6.1.5 Incitement to violence that complies with international 

humanitarian law 

 

In the ECtHR’s jurisprudence, overt support for the use of violence by a 

non-State armed group is incitement to violence that falls within the State’s 

margin of appreciation to restrict.1172 In Sürek v. Turkey (No. 1) (1999), the 

Court found that content amounting to ‘glorification of violence’ in the con-

text of the serious security situation in south-eastern Turkey was lawfully re-

stricted and not a violation of the right to freedom of expression under the 

ECHR.1173 These findings suggest that even where violence may be lawful 

under IHL, States may take measures against individuals or groups that pro-

mote, encourage or glorify the use of violence by other parties to the con-

flict. This would include both States party to the conflict and those that were 

not party to the conflict. It would also permit measures to be taken against 

support for the use of violence by another State party to the conflict. 

 

In such cases, however, there is a fine balance to be determined with the 

public’s right to be informed on matters of public interest and the pursuit of 

journalistic activities. The ECtHR has recognised that interviews with or 

statements of non-State armed groups engaged in armed conflicts in the terri-

tory of the respondent State cannot in themselves justify an interference with 

the right to freedom of expression.1174 

 

Context here is extremely important, as not all statements expressing sympa-

thy with a particular side or cause will constitute incitement to violence or 

content that could be restricted based on other legitimate aims included in 

the ECHR.1175 In this, the ECtHR has stressed that: 

 

the ‘duties and responsibilities’ which accompany the exercise of the 

right to freedom of expression by media professionals assume special 

significance in situations of conflict and tension. Particular caution is 

called for when consideration is being given to the publication of 

views of representatives of organisations which resort to violence 

against the State lest the media become a vehicle for the dissemination 

of hate speech and the promotion of violence.1176 

 

 
1172 ECtHR, Özgür Gündem v. Turkey, 2000, paras. 61 and 65. 
1173 ECtHR, Sürek v. Turkey (No. 1), 1999, para. 63. See further paras. 64-65. 
1174 ECtHR, Özgür Gündem v. Turkey, 2000, para. 63. 
1175 See, for example, ECtHR Sürek v. Turkey (No. 4), Application no. 24762/94, Grand 

Chamber Judgment, 8 July 1999 (‘ECtHR Sürek v. Turkey (No. 4), 1999’). 
1176 Ibid., para. 60. 
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At the same time, where the views contained cannot be categorised as hate 

speech or promoting violence, States cannot restrict the right of the public to 

be informed by using excuses of territorial integrity or national security or 

the prevention of crime or disorder to introduce criminal legislation to pres-

sure the media.1177 

6.1.6 Complementary protections against hate speech and 

incitement to violence against protected persons under 

international humanitarian law 

 

IHL includes complementary protection against hate speech and incitement 

to violence against protected persons under the obligation to treat protected 

persons with respect. The scope of these provisions is very different from the 

obligations to address hate speech and incitement to violence under IHRL, as 

they are applicable to all parties to the conflict but only in relation to pro-

tected persons. 

 

As noted elsewhere in this thesis, IHL includes various categories of pro-

tected persons.1178 The obligations relating to these categories are not identi-

cal, and as set out in Chapter 3.2.4, the scope of each obligation depends on 

the category of protected persons and circumstances of the individual/s con-

cerned. However, all these obligations include the obligation to respect pro-

tected persons and the obligation to protect them.1179 The obligation to pro-

tect includes protection from acts of violence, including from third parties.1180 

 
1177 Ibid. 
1178 2017 Commentary to GCII, Common Article 1, para. 174 lists protected persons as: the 

wounded, sick and shipwrecked (GCI, Article 12(1) and GCII, Article 12(1)), medical units 

and establishments, medical and religious personnel, medical transports (GCI Articles 19(1), 

24, 25, 26 and 35(1); GCII, Articles 22(1), 24, 25, 27, 36, and 37(1); API, Articles 12 and 21-

31); the dead (GCI, Article 15(1); GCII, Article 18(1); API, Article 34); prisoners of war 

(GCIII, Articles 13 and 14); civilian wounded and sick, the infirm and expectant mothers 

(GCIV, Article 16); protected persons under GCIV (GCIV, Article 27(1)); and women 

(GCIII, Article 14; GCIV 27(2) and API, Article 76). There are also specific obligations relat-

ing to religious personnel (GCI, Article 24; GCII, Article 36 and API, Article 15), humanitar-

ian relief personnel (API, Article 71(2), children (API, Article 77), refugees (API, Article 73) 

and journalists (API, Article 79). In NIACs, civilians and persons hors de combat (Common 

Article 3; APII, Article 4(1)), the wounded, sick and shipwrecked (APII, Article 7), religious 

personnel (APII, Article 9), and medical personnel (Common Article 3; APII, Article 9) are 

protected by treaty law. See also APII, Article 5. Customary international law has also ex-

tended protection in NIACs to humanitarian relief personnel and journalists (see (Henckaerts 

and Doswald-Beck, Customary International Humanitarian Law, Volume I: Rules, 2005, 

Rules 31 and 34). 
1179 2017 Commentary to GCII, Common Article 1, para. 174. 
1180 See further Chapter 3.2.4. 
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Some provisions are more explicit in this. For example, under Article 17(1) 

API the civilian population must respect the wounded, sick and shipwrecked 

and abstain from offering them violence.1181 Civilian wounded and sick per-

sons, the infirm and expectant mothers must also be protected from any vio-

lence, harassment or other improper acts by the civilian population under Ar-

ticle 16 GCIV. The parties to the conflict are obliged to protect POWs 

against acts of violence or intimidation and against insults and public curios-

ity under Article 13(2) GCIII.1182 Protected persons under GCIV must also be 

protected against all acts of violence or threats thereof and against insults 

and public curiosity under Article 27(1) GCIV. This includes respect for 

their persons, their honour, their family rights, their religious convictions and 

practices, and their manners and customs. Respect for the honour of pro-

tected persons is described in the Commentary as ‘protection against slander, 

calumny, insults or any other action impugning his honour or affecting his 

reputation…’,1183 all of which could constitute hate speech under IHRL. Re-

spect for religious practices is clearly complementary to protection against 

hate speech based on religious hatred or discrimination. The Commentary 

notes ‘any act of violence or intimidation inspired not by military require-

ments or a legitimate desire for security, but by a systematic scorn for human 

values (insults, exposing people to public curiosity, etc.)’ as examples of 

conduct that would breach the requirement of humane treatment under Arti-

cle 27(1) GCIV.1184 

 

As expression designed to insult, intimidate, hold up to ridicule, slander or 

oppress specific groups, hate speech targeted at protected persons is there-

fore likely to involve a breach of the obligation to respect and treat such per-

sons humanely. Where parties to the conflict engage in hate speech or incite-

ment to violence against protected persons, this would constitute a direct 

breach of the obligations to respect and protect such persons. Failing to pro-

tect individuals from acts of violence incited by others or as a result of hate 

speech targeted against them would also be a failure to uphold these obliga-

tions. Furthermore, failing to take action to prevent such conduct would call 

into question the obligation to ensure respect enshrined in Common Article 1 

and customary international law. 

 

There is no similar protection under IHL for combatants of the opposing 

party not to be exposed to hate speech. However, the obligations under 

 
1181 See also GCI, Article 18(2). 
1182 See further Chapter 6.4. 
1183 Pictet Commentary to GCIV, 1958, Article 27, 202. 
1184 Ibid., Article 27, 204. 
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IHRL would continue to apply. As such, where jurisdiction over such per-

sons is established, the enemy State would be obliged not to engage in such 

conduct. The opposing State would also be obliged to take measures to ad-

dress such conduct under IHRL. 

 

A State party in a NIAC could not engage in hate speech against members of 

the non-State party to the conflict by virtue of its obligations under IHRL 

and would be obliged to address any hate speech propagated by the non-

State actors within its jurisdiction. Whilst the non-State armed group would 

not have protection obligations under IHRL, they would be bound to respect 

IHRL indirectly. The non-State armed group would be bound by the obliga-

tions to treat protected persons with respect and humanely, to protect them 

from hate speech, and to ensure respect for these obligations by those within 

its effective control. As such, where hate speech or incitement to violence 

calls into question protections under IHL, the non-State armed group would 

be obliged to take measures to address this. This could include, for example, 

denouncing the use of hate speech and/or incitement to violence and reaf-

firming its own commitment to IHL. The measures taken by the non-State 

armed group should not breach the rights of other individuals. The State 

party or State in which the NIAC is being waged remains responsible under 

IHRL and obliged to take measures to the extent possible within their capa-

bilities in relation to the territory under the control of any non-State armed 

group. 

6.1.7 Exceptions and limitations on encouraging or inciting 

violence in armed conflict under international humanitarian law 

 

Situations of armed conflict bring changes relating to when parties to the 

conflict can incite violence. State parties to armed conflict, for example, can 

encourage their own nationals to join the army, militia or other volunteer 

corps to fight in the armed conflict. This is also permitted outside of conflict 

situations and is an accepted exception to the prohibition of forced or com-

pulsory labour under IHRL together with other service exacted in cases of 

‘emergency or calamity threatening the life or well-being of the commu-

nity’.1185 However, IHL includes limitations on persons who can be encour-

aged to recruit or be conscripted in armed conflict. In both IACs and NIACs, 

the parties must refrain from recruiting children under the age of 15 years 

old into their armed forces.1186 In IACs, POWs under GCIII and protected 

 
1185 ICCPR, Article 8(3)(b). 
1186 API, Article 77(2); APII Article 4(3)(c) and Henckaerts and Doswald-Beck, Customary 

International Humanitarian Law, Volume I: Rules, 2005, Rule 136 (Recruitment of Child Sol-
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persons under GCIV cannot be compelled to fight for the hostile Party.1187 

Pressure or propaganda aimed at securing voluntary enlistment of protected 

persons under GCIV is explicitly prohibited under Article 51(1) GCIV. 

 

It is more controversial where a State party to an armed conflict encourages 

the nationals of other States to participate in the armed conflict on its behalf. 

Such behaviour has been seen following the escalation of hostilities between 

Ukraine and Russia in February 2022.1188 It is by no means accepted as law-

ful for State parties to armed conflict to encourage the citizens of other 

States to fight on their behalf, and State practice is generally against such ac-

tion. Some States have highlighted that it would be unlawful under their own 

domestic legal framework for their citizens to fight in an armed conflict in 

another country,1189 and such State practice would suggest it is not a recog-

nised exception to inciting violence. That said, there are noted examples of 

States actively not discouraging their citizens from engaging in such con-

duct.1190 This was also a significant issue in the armed conflicts in Iraq and 

Syria where a very large number of individuals travelled to these countries 

following calls by parties to those armed conflicts to fight on their behalf.1191 

 
diers). See also CRC, Article 38(2) and CRC Optional Protocol on the Involvement of Chil-

dren in Armed Conflict 2000, Articles 3 and 4. See further ICC, Prosecutor v. Thomas 

Lubanga Dyilo, Case No. ICC-01/04-01/06, Trial Chamber I, Judgment pursuant to Article 74 

of the Statute, ICC-01/04-01/06-284, 14 March 2012, paras. 784-785; and CERD Committee, 

‘List of themes in relation to the combined seventeenth to nineteenth periodic reports of Co-

lombia: Note by Country Rapporteur’, UN Doc. CERD/C/COL/Q/17-19, 8 October 2019, 

para. 18. 
1187 Hague Convention (IV) on War on Land and its Annexed Regulations 1907, Article 

23(2); GCIII, Article 130; GCIV, Articles 51(2) and 147. For further analysis of the law in re-

lation to non-State armed groups in NIACs see Diakonia Lebanon International Humanitarian 

Law Resource Desk, ‘Forcible Recruitment of Adults by Non-State Armed Groups in Non-

International Armed Conflict’, Diakonia Global International Humanitarian Law Center, May 

2019, <https://apidiakoniase.cdn.triggerfish.cloud/uploads/sites/2/2021/05/forcible-recruit-

ment-of-adults-syria.pdf>. 
1188 Bethan McKerna, ‘Ukraine appeals for foreign volunteers to join fight against Russia’, 

The Guardian, 27 February 2022, <https://www.theguardian.com/world/2022/feb/27/ukraine-

appeals-for-foreign-volunteers-to-join-fight-against-russia>. 
1189 See, for example, ‘Military chief says ‘unhelpful and unlawful’ for Britons to go fight in 

Ukraine’, ITV News, 6 March 2022, <https://www.itv.com/news/2022-03-06/military-chief-

says-unhelpful-and-unlawful-for-brits-to-go-fight-in-ukraine>. 
1190 James Snell, ‘Syrian Fighters May End Up on Both Sides of the Ukraine War’, Foreign 

Policy, 15 March 2022, <https://foreignpolicy.com/2022/03/15/syrian-fighters-ukraine-russia-

war/>. See also Tyler Dawson, ‘Some Canadians want to answer Ukraine’s call for foreign 

fighters’, The National Post, 28 February 2022, <https://nationalpost.com/news/some-canadi-

ans-want-to-answer-ukraines-call-for-foreign-fighters>. 
1191 See further Sandra Kraehenmann, ‘Academy Brief No. 7: Foreign Fighters under Interna-

tional Law’, Geneva Academy of International Humanitarian and Human Rights Law, Octo-
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However, for those countries issuing statements discouraging such activity 

and highlighting the potential consequences, this reaction can be seen as a 

measure addressing incitement to such violence. 

 

As noted above, it is certainly accepted that States can take measures limit-

ing expressions from non-State actors encouraging others to join their fight, 

including restrictions on freedom of expression. This issue was highlighted 

significantly in the measures taken against ISIS, including the UN Security 

Council encouraging Member States to address: 

 

distorted narratives, which are utilized to polarize communities, recruit 

supporters and foreign terrorist fighters, mobilize resources and garner 

support from sympathizers, in particular by exploiting information and 

communications technologies, including through the Internet and so-

cial media.1192 

 

It is also common practice for parties to armed conflicts to call on the oppos-

ing side’s fighting forces to use force against their leaders. For example, on 

25 February 2022, the Russian President urged the Ukrainian military to 

overthrow its leadership.1193 Importantly, this exception should be aimed at 

those directly participating or those entitled to participate in the hostilities.1194 

Such incitements would not be unlawful under IHL in itself, but any vio-

lence that is incited or encouraged must be conducted in accordance with 

IHL as part of the obligation to respect and ensure respect.1195 As such, it 

must not undermine or call into question protections under IHL. 

 

The situation in Myanmar demonstrates that hate speech can be used to con-

flate whole communities with the fighting forces of the opponent. Actively 

encouraging those engaged in the hostilities, as well as those who are not di-

rectly participating, to view other civilians as not protected and that violence 

 
ber 2014. See also Joshua E. Keating, ‘Is It Legal for Americans to Fight in Another Coun-

try’s Army?’ Foreign Policy, 2 September 2011, <https://foreignpolicy.com/2011/09/02/is-it-

legal-for-americans-to-fight-in-another-countrys-army/>. 
1192 UN Security Council Resolution 2396 (2017), UN Doc. S/RES/2396 (2017), 21 Decem-

ber 2017, preamble paras. 19 and 29 and paras. 33-35. See further UN Security Council Reso-

lution 2354 (2017), UN Doc. S/RES/2354 (2017), 24 May 2017 and UN Security Council, 

‘Comprehensive international framework to counter terrorist narratives’, Annex, UN Doc. 

S/2017/375, 28 April 2017. See also UN Security Council Resolution 2178 (2014), UN Doc. 

S/RES/2178 (2014), 24 September 2014 (‘UN Security Council Resolution 2178 (2014)’). 
1193 Douglas Busvine, ‘Putin calls on Ukraine military to overthrow government, agree peace 

deal’, Politico, 25 February 2022, <https://www.politico.eu/article/putin-calls-on-ukraine-mil-

itary-to-overthrow-government-agree-peace-deal/>. 
1194 API, Article 43. 
1195 See further Chapters 3.2.3 and 3.3.1. 
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should be used against them would at the very least fail to respect these prin-

ciples and constitute breaches of these requirements. As noted in the Myan-

mar example, where such hate speech is used prior to military operations, it 

can impact violence in the conduct of hostilities in direct breach of IHL in 

this regard. 

 

A more controversial issue is whether parties to the conflict can encourage 

civilians within their jurisdiction to use violence to directly participate in 

hostilities. An example of this includes the President of Ukraine calling on 

citizens to make Molotov cocktails to be used against Russian forces in Feb-

ruary 2022.1196 Such violence would ordinarily be unlawful for civilians un-

der domestic law.1197 As noted above, incitement to directly participate by the 

opposing side could be restricted under IHRL. 

 

Whilst civilians are not prohibited under IHL from directly participating in 

hostilities, the consequence is that those who do directly participate are no 

longer protected for the time they do participate.1198 As such, incitement to 

directly participate undermines the protections of the civilian persons it is 

addressed to, which the party to the conflict is under a positive obligation to 

uphold and ensure respect for.1199 A potential consequence of undermining 

this protection is that the enemy does not sufficiently uphold its obligation to 

distinguish between protected civilians and individuals directly participating 

in hostilities in practice, similar to the situation in Myanmar above. An ex-

treme example of this can also be seen in the practice of ISIS, whose propa-

ganda called on all ‘believers’ to kill ‘non-believers’, whether civilian or 

military.1200 ISIS also engaged in discriminatory speech and threats of vio-

lence against believers of other faiths, as well as other Muslim believers who 

 
1196 Ryan Saavedra, ‘Ukraine Instructs Citizens to Make Molotov Cocktails To ‘Burn and De-

stroy’ Invading Russian Military’, The Daily Wire, 25 February 2022, <https://www.dai-

lywire.com/news/ukraine-instructs-citizens-to-make-molotov-cocktails-to-burn-and-destroy-

invading-russian-military>. 
1197 See further API, Article 43(2). See also ICCPR, Article 6; ECHR, Article 2; ACHR, Arti-

cle 4; and ACHPR, Article 4. 
1198 See API, Article 51(3); and APII, Article 13(3). See further Henckaerts and Doswald-

Beck, Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 6 (Civilians’ 

Loss of Protection from Attack) and IACHR, La Tablada case, 1997, para. 810. See also Nils 

Melzer, ‘Interpretive Guidance on the Notion of Direct Participation in Hostilities under Inter-

national Humanitarian Law’, ICRC, Geneva, 2009, (‘ICRC, DPH Guidance, 2009’). 
1199 See, for example, Wolfgang Benedek, Veronika Bílková and Marco Sassòli, ‘Report on 

Violations of International Humanitarian and Human Rights Law, War Crimes and Crimes 

Against Humanity Committed in Ukraine since 24 February 2022’, OSCE Office for Demo-

cratic Institutions and Human Rights, ODIHR.GAL/26/22/Rev.1, 13 April 2022, 35. 
1200 Helen Davidson, ‘Isis instructs followers to kill Australians and other “disbelievers”’, The 

Guardian, 23 September 2014, <https://www.theguardian.com/world/2014/sep/23/islamic-

state-followers-urged-to-launch-attacks-against-australians>. 
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did not share their extremist views,1201 which clearly constituted hate speech 

and incitement to violence under IHRL, potentially even reaching the levels 

of threats and incitement to genocide. 

 

It is also extremely difficult to include in the communication encouragement 

to directly participate in accordance with the requirements of IHL. For ex-

ample, incitement would have to be tailored so as not to breach the prohibi-

tion of encouraging children under the age of fifteen to participate.1202 A his-

torical example of this can be seen from the UK in WWI, where the ‘white 

feather campaign’ aimed at shaming men into enlisting also resulted in those 

too young to enlist doing so for fear of public humiliation, often with fatal 

consequences.1203 In August 2021, the Ethiopian Prime Minister called on ‘all 

capable Ethiopians who are of age’ to join the armed forces.1204 Whilst this 

part of the statement clearly distinguishes age requirements, other parts of 

the statement raised concerns about undermining the protections of others 

not participating in the hostilities by identifying all persons of Tigrayan eth-

nicity with the non-State armed group Tigray People’s Liberation Front 

(‘TPLF’), leading to mass arrests and undermining the protection of humani-

tarian aid workers, resulting in difficulties for humanitarian actors to deliver 

aid to the conflict area.1205 As was demonstrated in the example in Chapter 

3.3.1 of Russian soldiers allegedly being poisoned by civilians in Ukraine, it 

 
1201 See, for example, ‘Islamic State's position on Christians’, BBC News, 27 February 2015, 

<https://www.bbc.com/news/world-middle-east-31648888>; Adam Withnall, ‘Isis releases 

first Hebrew video threatening to kill all Jews in Israel “for crimes against Palestinian peo-

ple”’, The Independent, 23 October 2015, <https://www.independent.co.uk/news/world/mid-

dle-east/isis-releases-first-hebrew-video-threatening-to-kill-all-jews-in-israel-for-crimes-

against-a6705996.html>; and Lizzie Dearden, ‘Baghdad bombing: Iraqis remind world that 

most of Isis’ victims are Muslims after more than 160 killed’, The Independent, 5 July 2016, 

<https://www.independent.co.uk/news/world/middle-east/baghdad-bombing-attack-isis-is-

lamic-state-iraq-ramadan-shia-most-victims-muslims-killed-a7120086.html>. 
1202 API, Article 77(2). 
1203 Jessica Brain, ‘The White Feather Movement’, Historic UK, 8 January 2022, 

<https://www.historic-uk.com/HistoryUK/HistoryofBritain/White-Feather-Movement/>. See 

also Peter J. Hart, ‘The White Feather Campaign: A Struggle with Masculinity During World 

War I’, Inquiries Journal, 2010, Volume 2, Number 2, <http://www.inquiriesjournal.com/arti-

cles/151/the-white-feather-campaign-a-struggle-with-masculinity-during-world-war-i>. 
1204 ‘Ethiopia Calls on All “Capable” Citizens to Join Military Effort in Northern Tigray’, 

Voice of America, 10 August 2021, <https://www.voanews.com/a/africa_ethiopia-calls-all-

capable-citizens-join-military-effort-northern-tigray/6209395.html>. 
1205 Cara Anna, ‘Ethiopia calls “all capable” citizens to fight in Tigray war’, Associated Press, 

10 August 2021, <https://apnews.com/article/africa-ethiopia-

bd70724f2d03bd57b4f0111efc111a11>; ‘Ethiopia: Mass arbitrary arrests target Tigrayans, 

says UN rights office’, UN News, 16 November 2021, 

<https://news.un.org/en/story/2021/11/1105892>. See also ‘Ethiopia: Humanitarian aid 

needed as situation deteriorates in Tigray’, UN News, 24 November 2021, 

<https://news.un.org/en/story/2021/11/1106522>. 



246 

is extremely difficult to achieve nuance in messaging encouraging the use of 

violence whilst also ensuring respect for IHL by the whole population.1206 

Maintaining a balance between inciting violence and inciting violations of 

IHL in this regard is very difficult. Interpretive guidance from IHRL further 

demonstrates that incitement to violence in crisis and conflict settings can es-

calate extremely quickly, leading to further violations of IHRL and IHL 

standards, as seen in the situation in Myanmar. As such, the parties poten-

tially breach their obligation to ensure respect for IHL through such incite-

ment.1207 The context and content of any such encouragement would there-

fore be crucial. 

 

In contrast, incitement and encouragement to resist in non-violent ways 

would not be unlawful under either IHRL or IHL.1208 An example of this that 

made international headlines following the invasion of Russian in Ukraine in 

February 2022 was a video of a Ukrainian woman offering a Russian soldier 

sunflower seeds to put in his pocket so that flowers would grow if he died on 

Ukrainian soil.1209 

 

Note there is a difference in in situations where the inhabitants of a non-oc-

cupied territory spontaneously take up arms to resist the invading forces on 

the approach of the enemy without having had time to form themselves into 

regular armed units. Provided they carry arms openly and respect the laws 

and customs of war, such individuals are entitled to POW status on cap-

ture.1210 Whilst it was historically common for States to call on the popula-

tion to rise up against the enemy in armed conflict, practice and the legal 

framework surrounding the concept of levée en masse have changed since 

the adoption of the Geneva Conventions of 1949.1211 It has been argued that 

 
1206 See further Chapter 3.3.1. 
1207 See further Jann Kleffner, ‘Ukraine’s Levée en Masse and the Obligation to Ensure Re-

spect for LOAC’, Articles on War, 14 April 2022, <https://lieber.westpoint.edu/ukraines-

levee-en-masse-obligation-ensure-respect-loac/> (‘Kleffner, ‘Ukraine’s Levée en Masse and 

the Obligation to Ensure Respect for LOAC’, 2022’). 
1208 An example of this can be seen in the Latvian State Defense Concept that details the obli-

gation of citizens to use non-violent civil resistance against occupation forces as part of its to-

tal defence strategy. See further Lukas Milevski, ‘Latvia’s New State Defense Concept’, For-

eign Policy Research Institute Baltic Bulletin, 25 June 2020, <https://www.fpri.org/arti-

cle/2020/06/latvias-new-state-defense-concept/>. 
1209 ‘Ukrainian woman offers seeds to Russian soldiers so ‘sunflowers grow when they die’ – 

video’, The Guardian, 25 February 2022, <https://www.theguard-

ian.com/world/video/2022/feb/25/ukrainian-woman-sunflower-seeds-russian-soldiers-video>. 
1210 GCI, Article 13(6); GCII, Article 13(6); GCIII, Article 4A(6). 
1211 For a review of history of the concept and modern practice, see further Emily Crawford, 

‘Levée En Masse – A Nineteenth Century Concept in a Twenty-First Century World’, Sydney 

Law School Legal Studies Research Paper No. 11/31, May 2011. 
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some individuals could be characterised as participating in levée en masse in 

Ukraine in response to the Russia invasion in February 2022.1212 

 

An important difference is that levée en masse is limited to the invasion 

phase of the armed conflict and that those involved would be entitled to 

POW status upon capture further to Article 46 API.1213 Although the invasion 

phase can be different for different parts of the territory and thus calling on 

people to rise up in arms may also therefore be timed differently, beyond this 

limited timeframe civilians incited to directly participate in the hostilities 

would not be entitled to POW status if captured. As such, whilst incitement 

to levée en masse might not be unlawful under IHL, like the concept itself, 

the timeframe in which it can take place is limited to the invasion phase.1214 

After this time, the inhabitants should be replaced by the regular armed 

forces of the State, formally integrate into them or form organised armed re-

sistance groups that meet the conditions of Article 4A(2) GCIII. In the short 

timeframe that levée en masse can take place, the same difficulties in ensur-

ing respect for IHL noted earlier in relation to inciting direct participation in 

hostilities would also apply.1215 

 

 
1212 See further David Wallace and Shane Reeves, ‘Levée en Masse in Ukraine: Applications, 

Implications, and Open Questions’, Articles of War, 11 March 2022, <https://lieber.west-

point.edu/levee-en-masse-ukraine-applications-implications-open-questions/>. See also Ro-

land Alcala and Steve Szymanski, ‘Legal Status of Ukraine’s Resistance Forces’, Articles of 

War, 28 February 2022, <https://lieber.westpoint.edu/legal-status-ukraines-resistance-

forces/>; Gary Corn, ‘The Fog of War, Civilian Resistance, and the Soft Underbelly of Un-

privileged Belligerency’, Articles of War, 10 March 2022, <https://lieber.westpoint.edu/fog-

of-war-civilian-resistance-unprivileged-belligerency/>; Petra Ditrichovà and Veronika 

Bìlkovà, ‘Status of Foreign Fighters in the Ukrainian Legion’, Articles of War, 15 March 

2022, <https://lieber.westpoint.edu/status-foreign-fighters-ukrainian-legion/>. 
1213 See further 2020 Commentary to GCIII, Article 4A(6), paras. 1064-1065. 
1214 Note 2020 Commentary to GCIII, Article 4A(6), para. 1066 indicates that the condition of 

spontaneity is still met in situations where individuals have been warned of the invasion or ad-

vance of the enemy in advance, but they must not have had time to organise themselves in 

conformity with the conditions of GCIII, Article 4A(2). This does not indicate that incitement 

would therefore render the condition of spontaneity impossible, but does gives weight to the 

point that the timeframe between levée en masse and organising into resistance movements, 

militia or other volunteer corps is short. 
1215 See further Kleffner, ‘Ukraine’s Levée en Masse and the Obligation to Ensure Respect for 

LOAC’, 2022. 
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6.2 The prohibition of measures of terrorism, or threats 

or acts of violence aimed at spreading terror among the 

civilian population 

 

IHL contains a further restriction on a particular form of violent content dur-

ing armed conflict: threats of terrorism and violence the primary purposes of 

which is to spread terror among the civilian population.1216 As such, it regu-

lates the way in which the parties to the conflict conduct their hostilities.1217 

This prohibition is complementary to the obligations under IHRL to address 

hate speech and incitement to violence, of which incitement to terrorism has 

been noted as one of the gravest forms.1218 

 

There is a long history connecting acts of terror and armed conflict. Like 

armed conflict, terrorism involves the use of violent measures to maintain or 

gain power or influence public opinion.1219 Acts of terror can precede armed 

conflict or trigger the outbreak of armed conflict,1220 and parties to conflicts 

have often utilised tactics and methods described as ‘terror’ or ‘terrorism’. 

The advent of the internet has transformed this connection between armed 

conflict and terror. As the internet has opened up new opportunities for the 

exercise of freedom of expression and other human rights, parties to armed 

conflicts and terrorist groups have also become adept at utilising the internet, 

social media and other new means of communication to spread information 

on their activities, engage in recruitment and spread terror.1221 This includes 

communication for the purposes of spreading incitement to hatred and vio-

lence amounting to terrorism under domestic criminal legislation.1222 The use 

 
1216 GCIV, Article 33; API, Article 51(2); and APII, Article 4(2)(d). 
1217 See further Ben Saul (ed.), Research Handbook on International Law and Terrorism (2nd 

ed., Cheltenham, UK and Northampton, Massachusetts, U.S., Edward Elgar Publishing, 

2020), 291-294 (‘Saul, Research Handbook on International Law and Terrorism, 2020’). 
1218 CERD Committee, General Recommendation No. 35, 2013, para. 6. 
1219 Andrea Bianchi and Yasmin Naqvi, ‘Terrorism’, in Andrew Clapham and Paola Gaeta 

(eds), The Oxford Handbook of International Law in Armed Conflict (Oxford, Oxford Univer-

sity Press, 2014), 574-604, 575 (‘Bianchi and Naqvi, ‘Terrorism’, 2014’). 
1220 For example, the attacks on the World Trade Center Twin Towers on 9 September 2001 

led to the intervention of the U.S. and other States in Afghanistan. See further UN Security 

Council Resolution 1378 (2001), UN Doc. S/RES/1378 (2001), 14 November 2001. 
1221 See UN Office for Drugs and Crime, ‘The use of the Internet for terrorist purposes’, Vi-

enna, 2012, 3-12, paras. 2-28. 
1222 See, for example, UN Security Council, ‘Tenth report of the Secretary-General on the 

threat posed by ISIL (Da’esh) to international peace and security and the range of United Na-

tions efforts in support of Member States in countering the threat’, UN Doc. S/2020/95, 4 

February 2020, paras. 27-29. See further Saul, Research Handbook on International Law and 

Terrorism, 2020, 401-410. 
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of this technology by non-State armed groups engaged in armed conflict cre-

ates a cross-over in application between IHL and IHRL in the regulation of 

threats and the spread of terror, as well as in relation to the interference with 

the right to freedom of expression. Such messaging has a much more direct 

and broad reach than previously, and thus the potential spread of information 

and size of the audience are much greater than before.1223 

 

Non-State parties to armed conflict engaged in these activities have been la-

belled terrorists under domestic law, and international sanctions and other 

measures have been imposed upon them for their activities during the armed 

conflicts they are engaged in.1224 State parties to such conflicts and other 

States not engaged in the conflicts have restricted the information and mate-

rials they share and taken criminal action against members of these groups 

where possible. Much of the content and materials legitimately fall under in-

citement to violence and hatred or could be restricted based on other 

grounds, such as the protection of the rights of others not to be subjected to 

such violent content that impacts the enjoyment of their human rights, like 

security of the person. 

6.2.1 Provisions under international humanitarian law 

 

Under Article 33 GCIV, all measures of intimidation or of terrorism are pro-

hibited. This provision appears in Part III Section I of the Convention, which 

outlines provisions common to the territories of the parties to the conflict 

and to occupied territories. It is thus applicable in all situations of IACs, in-

cluding occupation, and relates to all protected persons under the Conven-

tion, whether in the territory of a party to the conflict or in occupied terri-

tory. Supplementing this rule, Article 51(2) API provides that acts or threats 

of violence the primary purpose of which is to spread terror among the civil-

ian population are prohibited. This rule is repeated word for word in Article 

13(2) APII applicable in NIACs. The rule contained in these provisions has 

been identified as a rule of customary international law applicable in both 

IACs and NIACs.1225 Article 4(2)(d) APII also lists acts of terrorism among 

the prohibited acts against all persons who do not take a direct part or who 

have ceased to take part in hostilities. Article 4(2)(h) APII extends this to 

threats of acts of terrorism. 

 
1223 See, for example, UN Security Council Resolution 2178 (2014). 
1224 The labelling of non-State armed groups engaged in armed conflict as ‘terrorist’ is by no 

means new. See, for example, Yves Sandoz, ‘International Humanitarian Law in the Twenty-

First Century’, Yearbook of International Humanitarian Law, Volume 6, 2013, 3-40, 14. 
1225 See further Henckaerts and Doswald-Beck, Customary International Humanitarian Law, 

Volume I: Rules, 2005, Rule 2 (Violence Aimed at Spreading Terror among the Civilian Pop-

ulation). See also APII, Article 13(2). 
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6.2.2 The definition of terrorism under international 

humanitarian law 

 

There is little guidance in the Convention or Commentary as to the meaning 

of ‘terrorism’ under Article 33 GCIV. Understanding the term in the context 

of the whole provision, it would appear that ‘terrorism’ includes ‘measures’ 

of a collective rather than individual nature. Measures of terrorism prohib-

ited under Article 33 GCIV would therefore be aimed at protected persons as 

a whole or without distinguishing individuals in the measures taken, treating 

all individuals as the same by virtue of being protected.1226 

 

A broad interpretation of the term ‘measures’ could include threats and other 

non-physical conduct, physical acts, or the cumulative use of measures creat-

ing an environment of intimidation or terror. In contrast, Article 4(2)(h) APII 

explicitly includes the prohibition of threats of acts of terrorism. Incitement 

to terrorism could similarly be described as a ‘measure’ of terrorism prohib-

ited by Article 33 GCIV. ‘Measure’ in this context could be understood as a 

method or means of achieving something. As Article 4(2)(d) is based on Ar-

ticle 33 GCIV, it could be argued that this would also be applicable in NI-

ACs. Incitement to commit acts prohibited by IHL would also undermine the 

general obligation to respect and ensure respect.1227 Parties to the armed con-

flict would thus be prohibited from inciting acts of terrorism during armed 

conflict.  

 

‘Measures of terrorism’ under Article 33 GCIV and ‘threats or acts of terror-

ism’ under Article 4(2)(d) APII are arguably broader than threats or acts pri-

marily aimed at spreading terror among the civilian population under Article 

51(2) API and Article 13(2) APII.1228 Article 51(2) API is more specific in 

that it relates to acts or threats rather than the more general term ‘measures’. 

The Commentary gives the example of proclamations threatening the annihi-

lation of the civilian population as a prohibited threat.1229 In specifically list-

ing threats, it places an explicit restriction on the content of messages and in-

formation, both direct and indirect, that the parties to the conflict can use. 

Article 51(2) API also relates more specifically to ‘violence the primary pur-

pose of which is to spread terror among the civilian population’ than the 

more general term ‘terrorism’ included under Article 33 GCIV. The specific 

aim included in terrorism is thereby explicitly referenced. The Commentary 

to Article 4(2)(h) APII similarly indicates that ‘acts of terrorism’ is broader 

 
1226 Pictet Commentary to GCIV, 1958, Article 33, 225. 
1227 See further Chapters 3.2.2 and 3.2.3. 
1228 Bianchi and Naqvi, ‘Terrorism’, 2014, 595. 
1229 Sandoz et al., Commentary to the APs, 1987, Article 51 API, para. 1940. 
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than ‘acts or threats of violence aimed at terrorising the civilian population’ 

under Article 13(2) APII.1230 

 

The first paragraph of both Article 51 API and Article 13 APII includes the 

obligation to protect the civilian population and individuals against dangers 

arising from military operations. In both provisions, this is immediately pre-

ceded by the prohibition of making the civilian population the object of at-

tack, with acts or threats of terror being described as a ‘particularly reprehen-

sible’ type of attack in the Commentary to API.1231 The Commentary differ-

entiates between the acts prohibited by Article 51(2) API and the general sit-

uation of armed conflict, which almost always gives rise to some degree of 

terror among the civilian population, as well as others.1232  

 

The Commentary further notes that acts aimed at armed forces may reach a 

level of brutality intended to intimidate enemy soldiers and persuade them to 

surrender. These are not prohibited by Article 51(2) API.1233 However, at-

tacks or threats that do not offer substantial military advantage are.1234 This is 

also confirmed by the practice identified by the ICRC of violence prohibited 

by this rule. This includes offensive support or strike operations, indiscrimi-

nate and widespread shelling or indiscriminate firing on civilian targets, the 

regular bombardment of cities, protracted campaigns of shelling and sniping 

upon civilian areas, and unlawful firing on civilian gatherings. The ICRC 

notes in this regard that many of these acts are also prohibited by other spe-

cific provisions.1235 The Commentary to APII does note, however, that ‘acts 

or threats of violence’ is broader than attacks.1236 The identification of the 

ICRC of mass killing and assault, rape, abuse and torture of women and chil-

dren as prohibited by this norm are consistent with this understanding.1237 

 

It can be deduced from the above that threats or acts spreading terror among 

the civilian population during armed conflict relate more to the military op-

erations of the parties to the conflict than to the threats, acts or other 

measures of terrorism prohibited under Article 33 GCIV and Article 4(2)(d) 

 
1230 Ibid., Article 4 APII, para. 4538. 
1231 Ibid., Article 4 APII, para. 4785. 
1232 Ibid., Article 51 API, para. 1940. Such acts would also be subject to other rules of target-

ing, notably the principles of distinction, precaution and proportionality. 
1233 Ibid. Note such acts are subject to other restrictions included in IHL, such as the prohibi-

tion of means and methods that cause unnecessary suffering and superfluous injury, and pro-

hibition of grave breaches. 
1234 Ibid., Article 13 APII, paras. 4785-4786. See further API, Article 49. 
1235 See Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume 

I: Rules, 2005, Rule 2 (Violence Aimed at Spreading Terror among the Civilian Population). 
1236 Sandoz et al., Commentary to the APs, 1987, Article 13 APII, para. 4785. 
1237 See Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume 

I: Rules, 2005, Rule 2 (Violence Aimed at Spreading Terror among the Civilian Population). 
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and (h) APII. The level of control over the population protected in these pro-

visions is a noteworthy difference from the acts covered by Article 51(2) 

API and Article 13(2) APII. 

 

What constitutes an act of terror or terrorism during armed conflict is not 

necessarily the same as that in situations outside conflict. As has been noted 

in the case law of the ICTY and the Commentary to API, situations of armed 

conflict are terrifying, and this general terror is not the aim of the provisions 

of IHL.1238 The historical account of the development of the rules under IHL 

and practice identified by the ICRC indicate that the acts covered by these 

prohibitions are excessive use of military force and measures with the aim of 

spreading terror among protected persons. Threats thereof would also be pro-

hibited by the provisions.  

 

Threats or acts could be conducted by others expressing sympathy or alle-

giance with a party to the conflict but who in reality are in no way connected 

to the party to the conflict. Examples of this are terrorist attacks beyond the 

area in which ISIS was engaged in armed conflict by individuals pledging al-

legiance to the group but that were not conducted, coordinated or directed by 

the group.1239 To be covered by the prohibitions under IHL, there must be a 

sufficient nexus between the armed conflict and the measure, threat or act of 

terrorism.1240 ICL jurisprudence considering this nexus has adopted a contex-

tual approach analysing the actors involved, the goal in carrying out the act 

and how the act was carried out.1241 Whether a nexus to the conflict can be 

 
1238 Prosecutor v. Galić, Case No. IT-98-29-T, Trial Chamber I, Judgment and Opinion, 5 De-

cember 2003, paras. 133-137; Sandoz et al., Commentary to the APs, 1987, Article 51 API, 

para. 1940. 
1239 See, for example, Ralph Ellis, Ashley Fantz, Faith Karimi and Eliott C. McLaughlin, ‘Or-

lando shooting: 49 killed, shooter pledged ISIS allegiance’, CNN, 13 June 2016, <https://edi-

tion.cnn.com/2016/06/12/us/orlando-nightclub-shooting/index.html>. 
1240 See, for example, ICRC, 2015 Challenges Report, 16-20. See also Dustin A. Lewis, Naz 

K. Modirzadeh, and Gabriella Blum, ‘Medical Care in Armed Conflict: International Humani-

tarian Law and State Responses to Terrorism’, Harvard Law School Program on International 

Law and Armed Conflict, September 2015, 30-32; Duffy, ‘Trials and Tribulations: Co-Ap-

plicability of IHL and Human Rights in an Age of Adjudication’, 2020, 22-24 and Tilman Ro-

denhaüser, ‘The legal protection of persons living under the control of non-State armed 

groups’, International Review of the Red Cross, Issue 102, Number 915, 2020, 991-1020, 

1000-1007 (‘Rodenhaüser, ‘The legal protection of persons living under the control of non-

State armed groups’, 2020’). 
1241 ICTY, Prosecutor v. Kunarac et al., Case No. IT-96-23-A, 23/1-A, Appeals Chamber 

Judgment, 12 June 2002, paras. 58 and 59 (‘ICTY, Prosecutor v. Kunarac et al., Appeals 

Judgment, 2002’). The same criteria was used in ICTR, Rutaganda v. Prosecutor, Case No. 

ICTR-96-3-A, Appeals Chamber Judgment, 26 May 2003, para. 570 (‘ICTR, Rutaganda v. 

Prosecutor, Appeals Chamber Judgment, 2003’) and endorsed by the ICC in ICC, Katanga 

and Ngudjolo, PTC Decision on the confirmation of charges, 2008, paras. 380-382. See fur-

ther Chapter 9.4. 
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established significantly alters the legal framework applicable to members of 

armed forces or groups spreading threats of terror and individuals who may 

copy or express sympathy or similar for such acts. 

 

It can be concluded that terrorism differs under IHL compared with other in-

ternational legal frameworks applicable outside of these contexts, such as 

IHRL. There are therefore likely to be threats and acts that fall outside the 

definition of ‘terrorism’ or ‘spreading terror’ under IHL but are covered by 

other areas of international law, including IHRL. This is also clear given that 

the regulation and level of violence is different during armed conflict.1242 

This is important in understanding how the prohibitions under IHL relate to 

the right to freedom of expression and what measures might therefore be 

available under IHRL and IHL to address content breaching the IHL prohibi-

tions. 

6.2.3 Indirect threats of terror under international humanitarian 

law 

 

Much of the material uploaded by ISIS showcasing the group’s ideology 

could be considered as indirect threats of terror, such as videos depicting ex-

ecutions of civilians the group judged as having breached its rules and reli-

gious interpretations. The ultimate message of such content is that the same 

could happen to others in territory under the control of the group or who find 

themselves under the power of the group if they do not comply.  

 

Such threats would also be covered by the prohibitions of threatening and 

spreading terror among the civilian population under IHL. Conduct that cre-

ated an environment of extreme fear in the civilian population was refer-

enced in the prosecution of a common plan or conspiracy to wage an aggres-

sive war at the Nuremberg International Military Tribunal. The accumulation 

of acts and measures included in the judgment described as terror, as well as 

with the aim of eradicating civilian resistance1243 also supports the view that 

indirect threats and acts can be classified as ‘terrorism’ for the purposes of 

IHL. Nazi activities were described as ‘systematic terrorism’ notably in rela-

tion to the historical development of war crimes, although the discrete crime 

of terrorism was not prosecuted separately.1244 The Nazi dictatorship of Ger-

many and occupied Europe was described in various ways with reference to 

‘terror’, including as founded on a ‘reign of terror’ and ‘methods of terror’, 

 
1242 Saul, Research Handbook on International Law and Terrorism, 2020, 293-294. 
1243 Ibid., 275. 
1244 Ibid., 274-275. It should be noted that the measures and acts referenced as such took place 

both during and prior to the armed conflict. 
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among others.1245 Saul highlights that these references to ‘terror’ or ‘terror-

ism’ were descriptive rather than normative.1246 However, as descriptions of 

what constituted ‘terror’ or ‘terrorism’ during armed conflict, they offer 

some interpretive guidance, as it was these experiences that contributed to 

the formulation of the rules contained in GCIV, API and APII. 

 

The armed conflict in Myanmar provides an example of how direct and indi-

rect threats and acts can combine to create an environment of terror. This in-

cluded military operations referred to as ‘clearance operations’ by the Myan-

mar armed forces, which the FFM found targeted and terrorised the entire 

Rohingya population, resulting in over 725,000 Rohingya fleeing to Bangla-

desh by September 2018.1247 The FFM report found that the operations were 

designed to instil terror.1248 At the height of the operations, the Commander-

in-Chief stated ‘[t]he Bengali problem was a long-standing one which has 

become an unfinished job despite the efforts of the previous governments to 

solve it. The government in office is taking great care in solving the prob-

lem.’1249 This statement is an interesting example of how indirect threats and 

statements can be part of a wider set of measures aimed at instilling terror in 

the civilian population. In the months preceding these events, the State 

Counsellor’s Information Committee, State media, and other national media 

released materials on alleged terrorist activities, contributing to a sense of 

fear among non-Rohingya communities in Rakhine State, which the FFM 

found to be a likely factor in the breakdown in the relationship between the 

communities.1250 At the same time and directly preceding this, the Myanmar 

authorities engaged in a campaign of hate speech actively associating Roh-

ingya identity with terrorism.1251 This narrative associating the whole Roh-

ingya population as ‘terrorists’ and inherently violent was then reinforced 

following the ‘clearance operations’, in which no distinctions were made be-

tween the civilian population and members of the non-State armed groups 

engaged in armed conflict in the area.1252 

 

 

 
1245 Ibid., 275. 
1246 Ibid. 
1247 UN FFM on Myanmar, 2018 Report, para. 751. 
1248 Ibid., para. 752. See also para. 883. 
1249 Ibid., para. 753. 
1250 Ibid., para. 1135. See further paras. 1136-1137, 1145-1147, and 1158-1159. 
1251 Ibid., para. 1333. 
1252 Ibid., paras. 1334-1336. See also paras. 1186-1887. 
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6.2.4 Spreading terror through information and ideas in the 

opponent’s fighting forces 

 

Spreading terror among enemy combatants does not appear to be unlawful 

under IHL. This is quite a remarkable difference between IHRL and IHL. As 

noted in the Commentary, Article 51(2) API and Article 13(2) APII are not 

aimed at the use of brutal force to intimidate enemy combatants. One exam-

ple of this in practice is the message received directly by Ukrainian soldiers 

that ‘…they’ll find your bodies when the snow melts’.1253 These actions 

would still be subject to other rules of IHL, however, including the prohibi-

tion of unnecessary suffering and superfluous injury1254 and other rules rele-

vant to targeting.1255 The content of any messaging aimed towards the en-

emy’s combatants must also ensure respect for the prohibition of threats of 

no quarter under Article 40 API and not undermine or call into question the 

guarantees of protection under GCI, GCII and GCIII. 

 

Threats of acts aimed at spreading terror among enemy combatants that re-

sult in spreading terror amongst the civilian population would be prohibited. 

Such measures would seem to be captured by the broad wording of Article 

33 GCIV where applicable and could potentially constitute indirect threats of 

acts of terror under Article 4(2)(d) and (h) APII. As their primary purpose 

would be to intimidate or terrorise the enemy’s combatants, they would ap-

pear to fall outside the scope of Article 51(2) API and Article 13(2) APII. 

Saul highlights that the purposive element included in these provisions may 

make it difficult to distinguish conduct that is primarily aimed at spreading 

terror among the civilian population from other violent acts in the armed 

conflict not prohibited by these provisions.1256 In practice, however, acts that 

have been identified as spreading terror tend to breach other rules of IHL as 

well.  

 
1253 Raphael Satter and Dmytro Vlasov, ‘Ukraine soldiers bombarded by “pinpoint propa-

ganda” texts’, AP News, 12 May 2017, <https://apnews.com/article/technology-europe-

ukraine-only-on-ap-9a564a5f64e847d1a50938035ea64b8f> (‘Satter and Vlasov, ‘Ukraine sol-

diers bombarded by “pinpoint propaganda” texts’, AP News, 12 May 2017’). 
1254 API, Article 35(2). See further Geneva Academy of International Humanitarian Law and 

Human Rights, ‘Weapons Law Encyclopaedia: Glossary - Superfluous injury or unnecessary 

suffering’, updated as at November 2013, <http://www.weaponslaw.org/glossary/superfluous-

injury-or-unnecessary-suffering>. 
1255 See further Chapter 9.7. 
1256 Saul, Research Handbook on International Law and Terrorism, 2020, 279-280. 
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6.2.5 Addressing incitement to, threats of or spreading of terror 

among the civilian population in armed conflict 

 

A party to the conflict who is faced by an opponent introducing threats or 

measures of terrorism or inciting or threatening to carry out acts the primary 

aim of which is to spread terror among the civilian population would be per-

mitted to act within the realms of IHL in response, such as targeting.1257 Fur-

ther important considerations in this are the underlying ethos of IHL to pro-

tect the civilian population from the effects of hostilities and the obligation 

to ensure respect. Whether such measures would be effective in addressing 

the situation or even lawful under IHL would depend on a range of factors. 

For example, it may not be possible to shut down the means by which the 

party to the conflict is uploading content on the internet, as the infrastructure 

or other components involved may be located in a country not party to the 

conflict.1258 The potential widespread and significant impact on the civilian 

population, as well as on medical and humanitarian services, of blocking 

communication networks used by the threatening party would also be a sig-

nificant factor in the measures available to the responding party.1259 

 

IHRL also provides a legal basis for restricting content prohibited by IHL. 

There are a number of obligations that need to be balanced in this. States are 

obliged to restrict expressions spreading, inciting or threatening terrorism.1260 

This has been the basis for restricting large amounts of ISIS propaganda de-

picting conduct that amounts to international crimes, breaches of IHL and 

furthering discriminatory views promoted by the group. Other rights are also 

impacted by this, such as the rights to privacy and dignity of the victims de-

picted and their families of victims of ISIS’s actions depicted in these mate-

rials. Not all materials shared by the group, however, depicted violations of 

international standards conducted by the group. The banning of this material 

also needed to be balanced with the public interest in learning about the ac-

tivities of the group through the press. As such, media outlets were able to 

show edited parts of the materials to inform the public of the atrocities com-

mitted by the group. This is also an essential function by which the media 

and other individuals sharing information on the conduct of hostilities play 

in implementing the obligation to ensure respect for the rules of IHL by 

highlighting breaches of IHL and ICL.1261 This again underscores the im-

 
1257 See further Chapter 10.8. 
1258 See further Chapter 9.6.2. 
1259 See further Chapters 9.6.1, 9.7.3 and 9.7.4. 
1260 See further Chapter 6.1.  
1261 See further Chapter 3.2.3. 
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portance of ensuring an environment for free and independent media to re-

port on such matters, rather than this information only being shared by par-

ties to the conflict. 

 

Where such measures, threats and incitement are spread digitally, the re-

sponses of those within the area of conflict and the responses of other States 

will be governed by different legal frameworks. The responses from States 

not party to the conflict would be governed by IHRL. Coordinating efforts 

among States may therefore be warranted to achieve the best effect and up-

hold the multiple and overlapping international legal considerations at play. 

This can be seen in the response to ISIS’s propaganda machinery, where 

many of the efforts taken by law enforcement bodies have been in countries 

outside the area of the NIACs in which the group was engaged.1262 Whilst 

some of these measures were taken by countries that were also party to the 

conflict, they were not undertaken by the armed forces and appear to have 

been governed by domestic legislation permitting such restrictive measures 

on the exercise of freedom of expression under IHRL rather than IHL. 

 

Restrictions can be implemented against content originating from the parties 

to the conflict in breach of the IHL provisions and as required by IHRL, as 

well as that originating from or shared by other individuals and third par-

ties.1263 Restrictions under IHRL on the expression and sharing of ideas and 

information relating to terrorism have proved problematic, however. This is 

particularly so where legislation is introduced criminalising the praising of 

terrorism absent of incitement to violence.1264 The right to freedom of expres-

sion covers content that offends, shocks or disturbs the State or any sector of 

the population as well as that which is favourably received or regarded as in-

offensive or as a matter of indifference.1265 As noted already in this thesis, no 

 
1262 ‘Europol disrupts Islamic State propaganda machine’, BBC News, 25 November 2019, 

<https://www.bbc.com/news/world-middle-east-50545816>; Europol, ‘EU law enforcement 

and judicial authorities join forces to disrupt terrorist propaganda online’, Press Release, 25 

November 2019, <https://www.europol.europa.eu/newsroom/news/eu-law-enforcement-and-

judicial-authorities-join-forces-to-disrupt-terrorist-propaganda-online> (‘Europol, ‘EU law 

enforcement and judicial authorities join forces to disrupt terrorist propaganda online’, Press 

Release, 25 November 2019’). See also Jon Henley, ‘US-EU operation deals blow to Isis 

propaganda machine’, The Guardian, 27 April 2018, <https://www.theguard-

ian.com/world/2018/apr/27/isis-media-outlets-immobilised-us-eu-amaq> (‘Henley, ‘US-EU 

operation deals blow to Isis propaganda machine’, The Guardian, 27 April 2018’). 
1263 See, by way of example, BBC News, ‘London teen guilty of museum terror plot’, 4 June 

2018. 
1264 UN General Assembly, ‘Report of the Special Rapporteur on the promotion and protec-

tion of the right to freedom of opinion and expression’, UN Doc. A/71/373, 6 September 

2016, para. 1 (‘UN Special Rapporteur on freedom of expression, Report on contemporary 

challenges to freedom of expression, 2016’). 
1265 ECtHR, Handyside v. The United Kingdom, 1976, para. 49. 



258 

one may be penalised, stigmatised, harassed or intimidated for holding an 

opinion.1266 As such, individuals who sympathise with terrorist organisations 

or activities cannot be punished or otherwise acted against for holding that 

opinion or for perceived opinions. This relates only to the holding of an 

opinion, however. Opinions expressed are subject to the same limitations as 

other means of expression.1267 

 

As the UN Special Rapporteur on freedom of expression put it, ‘there is an 

all-too-common world view that imagines words as weapons’.1268 The UN 

Special Rapporteur has raised particular concerns about the criminalisation 

of the ‘glorification of terrorism’,1269 which is considered overly broad and 

enabling punishment of expression that should not be subject to restriction. 

The Special Rapporteurs of the UN, OSCE, OAS and AComHPR jointly 

criticised the broad use of concepts such as glorifying, justifying or encour-

aging terrorism in a declaration in 2015.1270 As restrictions on freedom of ex-

pression should be interpreted narrowly, these overly broad terms lack defi-

nition and capture expressions, information and ideas that should not be sub-

jected to restrictions, including neutral reporting of events by journalists.1271 

The use of these overly broad terms by States is not supported by interna-

tional legal regulation of terrorism. 

 

There is, however, support in international practice for the restriction of in-

citement to terrorism as incitement to violence.1272 Martin Scheinin is of the 

view that this relates to acts intended to incite the commission of a terrorist 

crime and ‘carrying the risk that such acts are subsequently committed’.1273 

Regional instruments relating to terrorism refer to incitement. This is most 

 
1266 HRC, General Comment No. 34, 2011, para. 10. 
1267 See further Chapter 4.1. 
1268 UN Special Rapporteur on freedom of expression, Report on contemporary challenges to 

freedom of expression, 2016, para. 3. 
1269 Ibid., para. 14, which includes examples of domestic legislation from UK, Kenya and 

Spain. In other contexts, non-governmental organisations are themselves labelled as ‘terror-

ist’. See, for example, Shawan Jabarin, ‘Israel’s besmirching of Palestine NGOs must be re-

versed’, EU Observer, 28 October 2021, <https://euobserver.com/opinion/153358>. See also 

ECtHR, Baldassi and Others v. France, Application no. 15271/16, Judgment, 11 June 2020. 
1270 OSCE, ‘Joint Declaration on Freedom of Expression and Responses to Conflict Situa-

tions’, 2015, para. 3(b). 
1271 See, for example, IACHR, ‘Gross Human Rights Violations in the Context of Social Pro-

tects in Nicaragua’, OEA/Ser.L/V/II, Doc. 86, 21 June 2018, paras. 196-219. 
1272 Martin Scheinin, ‘Limits to freedom of expression: lessons learned from counter-terror-

ism’, 2015, 440. 
1273 Ibid., 430, and 438-439; and UN Human Rights Council, ‘Report of the Special Rappor-

teur on the Promotion and Protection of Human Rights and Fundamental Freedoms while 

Countering Terrorism: Mission to Spain’, UN Doc. A/HRC/10/3/Add.2, 16 December 2008, 

para. 12. 
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notable in the Council of Europe and EU  frameworks.1274 Compared with 

other parts of the world, there appears to be a growing practice within the re-

gional European context to control online and other expressive techniques of 

terrorism. Whilst there is no provision relating to incitement to terrorism in 

the various conventions addressing terrorist acts adopted by the UN,1275 the 

Security Council has passed resolutions calling upon States to prohibit ‘by 

law incitement to commit terrorist act or acts’ thereof and has increasingly 

called on States to take actions to introduce counter-narratives to terror-

ism.1276 Reference has been made in these efforts to Article 19(3) ICCPR in 

determining the lawful limitations to freedom of expression.1277 In addition, 

further tools have been developed by other components of the UN system to 

address expression inciting or threatening terrorism.1278 Counter-narratives 

can be viewed as efforts by States to shape the opinion of the populace in the 

opposite direction of those of the terrorist group.1279 There is an obvious dan-

ger in the use of counter-narratives of unduly interfering with the right to 

freedom of opinion discussed above, as well as overly interfering with the 

information environment to prevent the sharing of alternative viewpoints and 

ideas.1280 

 

Expressions seen as favourable to terrorism would not be covered by this. 

There may, however, be other grounds for restricting such expressions, such 

as where they amount to hate speech and discrimination.1281 In the ECtHR 

judgments, particular attention has been paid to the terms used and the con-

text in which the publication take place in, such as whether violent actions 

were ongoing, to determine whether the text as a whole can be considered an 

incitement to violence amounting to terrorism.1282 This analysis of content 

 
1274 Martin Scheinin, ‘Limits to freedom of expression: lessons learned from counter-terror-

ism’, 2015, 430-431. 
1275 Ibid., 432. 
1276 UN Security Council Resolution 1624 (2005), UN Doc. S/RES/1624 (2005), 14 Septem-

ber 2005, para. 1(a) (‘UN Security Council Resolution 1624 (2005)’). See further UN Secu-

rity Council, ‘Global Survey of the Implementation by Member States of Security Council 

Resolution 1624 (2005)’, UN Doc. S/2012/16, 9 January 2012. 
1277 UN Security Council Resolution 1624 (2005), preamble para. 6 
1278 See, for example, UN Counter Terrorism Center, ‘Crisis Communication: Communication 

Toolkit’, UN Office of Counter-Terrorism, 2022; and UN Office on Drugs and Crimes, ‘From 

Victims of Terrorism to Messengers for Peace: A Strategic Approach’, Vienna, 2020.  
1279 See further Chapter 10.3. 
1280 See further Chapter 10.6. 
1281 See further Chapter 6.1. 
1282 See, for example, ECtHR, Gözel and Özer v. Turkey, Application nos 43453/04 and 

31098/05, Judgment, 6 July 2010, para. 52, referencing ECtHR, Özgür Gündem v. Turkey, 

2000, para. 63; ECtHR, Sürek v. Turkey (No. 4), 1999, paras. 12 and 58; and ECtHR, Sürek 

and Özdemir v. Turkey, 1999, para. 61. See also ECtHR, Belek and Özkurt v. Turkey, Applica-

tion no. 1544/07, Judgment, 16 July 2013, para. 32. See further ECtHR, Belek and Özkurt v. 

Turkey (No. 2), Application no. 28470/08, Judgment, 17 June 2014; ECtHR, Belek and Özkurt 
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and context is considered essential to ensure the objective of the media, legal 

professionals and other watchdogs in society to inform the public of alterna-

tive points of view relating to the situation of armed conflict. A number of 

judgments have been controversial in whether they sufficiently balanced the 

right to freedom of expression, such as Leroy v. France (2008) concerning 

the conviction of a cartoonist for depicting the attack on the World Trade 

Center Twin Towers on 11 September 20011283 and ZB v. France (2021) re-

lating to criminal punishment of an individual for wearing a t-shirt depicting 

a pun involving reference to the Twin Towers attack.1284 In this regard, the 

HRC noted in its General Comment on Article 19 ICCPR that offences such 

as ‘encouragement of terrorism’ and ‘extremist activity’ as well as offences 

of ‘praising’, ‘glorifying’, or ‘justifying’ terrorism should be clearly defined 

to ensure that they do not lead to unnecessary or disproportionate interfer-

ence with freedom of expression.1285 The HRC highlighted the important role 

of media in informing the public about acts of terrorism and the hindrance of 

this function by excessive restrictions on their activities.1286 

6.3 The prohibition of threats of no quarter 

 

There is one rule under IHL that is aimed at restricting the content of infor-

mation aimed specifically at combatants, fighting forces and armed forces 

personnel, namely the prohibition of threats of no quarter. Under Article 40 

API, it is prohibited to order that there will be no survivors, to threaten an 

adversary therewith or to conduct hostilities on this basis. This prohibition 

has been identified as a rule of customary international law applicable in 

 
v. Turkey (No. 3), Application no. 28516/08, Judgment, 17 June 2014; ECtHR. Belek and 

Özkurt v. Turkey (No. 4), Application no. 4323/09, Judgment, 17 June 2014; ECtHR, Belek 

and Özkurt v. Turkey (No. 5), Application no. 4327/09, Judgment, 17 June 2014; ECtHR, 

Belek and Özkurt v. Turkey (No. 6), Application no. 4375/09, Judgment, 17 June 2014; EC-

tHR, Belek and Özkurt v. Turkey (No. 7), Application no. 10752/09, Judgment, 17 June 2014. 
1283 ECtHR, Leroy v. France, Application no. 36109/03, Judgment, 2 October 2008. 
1284 ECtHR, ZB v. France, Application no. 46883/15, Judgment, 2 September 2021. See fur-

ther Ignatius Yordan Nugraha, ‘“It’s just a prank, bro!” ZB v. France and a dark humour that 

turned sour’, Strasbourg Observers, 21 October 2021, <https://strasbourgobserv-

ers.com/2021/10/12/its-just-a-prank-bro-zb-v-france-and-a-dark-humour-that-turned-sour/>. 
1285 HRC, General Comment No. 34, 2011, para. 46, referencing HRC, ‘Consideration of Re-

ports Submitted by State Parties under Article 40 of the Covenant: Concluding observations 

of the Human Rights Committee - United Kingdom of Great Britain and Northern Ireland’, 

UN Doc. CCPR/C/GBR/CO/6, 30 July 2008, and HRC, ‘Consideration of Reports Submitted 

by State Parties under Article 40 of the Covenant: Concluding observations of the Human 

Rights Committee - Russian Federation’, UN Doc. CCPR/CO/79/RUS, 1 December 2003. 
1286 Ibid. 
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both IACs and NIACs by the ICRC.1287 Declaring that no quarter will be 

given is a war crime under the ICC Statute 1998 in both IACs and NIACs.1288  

 

The communications between the parties and materials relating to the con-

duct of hostilities must respect this rule. This can be seen, for example, in the 

U.S. Laws of War Manual, which prohibits propaganda that would violate 

the laws of war and gives as an example propaganda that declares no quarter 

will be given.1289 The prohibition of threats of no quarter stands out, as many 

of the restrictions on content under IHL relate to protected persons.  

 

Whilst this is a long-standing rule of IHL,1290 recent conflicts have provided 

examples of propaganda threatening or declaring that no quarter will be 

given.1291 This again highlights how new technologies allow materials 

breaching norms to spread to a much wider audience than previously, 

thereby interfering with the rights of others than the specific audience the 

threat is aimed at. As outlined in the previous subchapters, the prohibition 

under IHL and the restrictions permitted under IHRL on the right to freedom 

of expression operate in a mutually reinforcing way to address breaches of 

the IHL norm. 

 

Article 4(1) APII provides that it is prohibited to order that there shall be no 

survivors. Threats are not explicitly included. Although the ICRC had origi-

nally proposed an article with wording exactly mirroring that in Article 40 

API, this was changed during the drafting process, and the decision to delete 

the reference to threats was decided by consensus in plenary.1292 Although 

the Commentary to Article 4(1) APII implies that threats would be covered, 

noting that the essential content of the rule remained the same even though 

the wording of the rule was made briefer,1293 it goes on to indicate that the 

rule offers protection ‘from the moment which combatants (sic)…are no 

 
1287 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 46 (Orders or Threats that No Quarter Will Be Given). 
1288 See ICC Statute 1998, Articles 8(2)(b)(xii) and 8(2)(e)(x). 
1289 U.S. Department of Defense, Law of War Manual, June 2015 (updated December 2016), 

Washington D.C. (‘U.S. Law of War Manual, upated December 2016’), 5.26.1.3, 332-333. 

See further Chapter 10. 
1290 See, for example, Lieber Code 1863, Article 60; 1874 Brussels Declaration, Article 13(d); 

Hague Convention (II) on the Laws and Customs of War on Land 1899, Article 23(d); Hague 

Convention (IV) on War on Land and its Annexed Regulations 1907, Article 23(d). See 

Sandoz et al., Commentary to the APs, 1987, Article 40 API, paras. 1589-1590 for older roots 

of the rule. 
1291 ISIS’ propaganda branch, for example, has been noted for the high specification produc-

tion of the materials it produced. Note that ISIS’ ideology, military strategy and tactics did not 

distinguish between civilians and fighters as required by IHL. See further Chapter 6.2. 
1292 See Sandoz et al., Commentary to the APs, 1987, Article 4 APII, para. 4518.  
1293 Ibid., Article 4 APII, para. 4525. 
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longer able to fight’.1294 The Commentary’s focus is largely on orders rather 

than threats. As such, the scope of Article 4(1) APII is slightly different from 

that of Article 40 API. The customary international rule identified by the 

ICRC is broader than the treaty text, as it covers both orders and threats. As 

such, threats of no quarter are also prohibited in NIACs but fall under the 

customary rules applicable.  

 

As with threats of terrorism discussed above, how the threat is communi-

cated could be direct or indirect. IHRL jurisprudence places emphasis on 

context in determining this, as well as the specific wording used in the mate-

rial.1295 The Commentary to Article 40 API similarly notes that there is a link 

with the use of weapons in modern warfare, highlighting in particular the 

threat of the use of nuclear weapons and other weapons of mass destruction. 

The implication is that indirect threats that means or methods of warfare 

would be used that would result in no survivors might also breach this.1296 

 

The protective focus of this rule is very clearly aimed at enemy combatants 

and armed forces personnel.1297 Historically, threats of no quarter were aimed 

specifically at enemy combatants to accelerate their surrender.1298 However, 

they may be delivered in such a way that the general civilian population is 

also exposed or made aware of the threats,1299 such as materials uploaded to 

various websites. Such actions may also breach the prohibition of measures 

of terrorism or threats or acts spreading terror among the civilian population 

prohibited under Articles 33 GCIV, 51(2) API and 4(2)(d) and (h) and 13(2) 

APII.1300 Threats to annihilate the civilian population were included as an ex-

ample of an indiscriminate attack in Article 51(2) API.1301  

 

As a threat of violence, materials or communications breaching this rule 

could thus be limited under IHRL. Such measures would need to comply 

with the IHRL requirements of being prescribed by law, introduced pursuant 

to a legitimate aim, necessary to address the threat, and proportionate in de-

sign and implementation. Here, the limitations under IHRL could be read to 

take into account the IHL rule prohibiting threats of no survivors as grounds 

for limitation to protect the rights of others and/or national security.1302 If the 

 
1294 Ibid., Article 4 APII, para. 4526. 
1295 See, for example, CERD Committee, General Recommendation No. 35, 2013, para. 15. 
1296 Sandoz et al., Commentary to the APs, 1987, Article 40 API, para. 1599. See also para. 

1598. 
1297 Ibid., Article 40 API, paras. 1591-1595. 
1298 Ibid., Article 40 API, para. 1594. 
1299 Ibid., Article 40 API, para. 1591. 
1300 See further Chapter 6.2. 
1301 Sandoz et al., Commentary to the APs, 1987, Article 51 API, para. 1940. 
1302 See further Chapter 2.8. 
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threat were indicated only through channels available to the military, this 

would result in a significantly different approach, as restrictions on the right 

to freedom of expression are likely to already be in place.1303 The specificity 

of the measures would therefore be essential. The obligation to ensure re-

spect for IHL by the general population may also warrant parties to the con-

flict affirming their commitment to the rule prohibiting no quarter and con-

ducting outreach or other efforts to promote the humanitarian values under-

lying this rule. 

 

Private individuals may also publish expressions through various media for-

mats, including the internet, calling for no quarter to be given. These forms 

of expression are not covered by the prohibitions under Article 40 API or 

Article 4(1) APII unless they are attributable to the party to the conflict.1304 

The prohibition is clearly directed towards the parties to the conflict in the 

conduct of hostilities. Where the act is not attributable to the party to the 

conflict, such forms of expression would constitute incitement to violence, 

and the State with jurisdiction over the individual would be under a positive 

obligation under IHRL to restrict this content.1305 One example of potential 

measures that are complementary to this would be ensuring dissemination of 

IHL among the civilian population.1306 

 

New forms of technology mean that content contrary to this rule can spread 

far beyond the conflict zone. States not involved in the conflict would also 

be able to take measures to restrict the spread of the content for the protec-

tion of the rights of others, as such spread would constitute incitement to vi-

olence. In addition, States outside the conflict have an obligation not to in-

cite, encourage or promote breaches to IHL and exert influence to the degree 

possible to stop violations of IHL.1307 Outside the context of the conflict, 

however, the assessment of proportionality under IHRL in determining what 

measures are appropriate would potentially be different from expressions 

within the conflict zone. As such, these measures may be much more limited 

than within the conflict zone. 

 

 
1303 See further Chapter 2.5.2. 
1304 See further Chapter 3.4.2. 
1305 See further Chapter 6.1. 
1306 GCI, Article 47; GCII, Article 48; GCIII, Article 127; GCIV, Article 144; Hague Conven-

tion for the Protection of Cultural Property 1954, Article 25; and APII, Article 19. See further 

Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 143, (Dissemination of International Humanitarian Law among the Civilian 

Population). 
1307 See further Chapters 3.2.2 and 3.2.3. 
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These same technologies can also be utilised to specifically restrict infor-

mation to the target audience. Examples of this were seen in the armed con-

flict in Ukraine, where Ukrainian soldiers received messages directly to mo-

bile phones and social media accounts. These messages included ‘Your bat-

talion commander has retreated. Take care of yourself’; ‘You will not regain 

Donbas back. Further bloodshed is pointless’; ‘Ukrainian soldier, it’s better 

to retreat alive than stay here and die’; and ‘Ukrainian soldiers, they’ll find 

your bodies when the snow melts’.1308 The content of the last message is the 

most problematic in relation to the prohibition of threats of no quarter, as 

taken in the context it could be perceived as an indirect threat. There is a fine 

line between spreading terror among the enemy’s combatants and the prohi-

bition of threats of no quarter.1309 

6.4 The protection of protected persons under GCIII 

and GCIV against insults and public curiosity 

 

Under Article 13(2) GCIII and Article 27(1) GCIV, POWs and protected 

persons under GCIV shall be protected against insults and public curiosity. 

There is a very clear relationship between the protections afforded under this 

rule and the right to privacy.1310 However, of interest for this thesis is the re-

lationship with the exercise of freedom of expression. 

 

Situations where compliance with this obligation has been called into ques-

tion have involved the release and publication in the media of images of 

POWs. This has been raised as a concern in the armed conflict in Ukraine, 

where both Ukraine and Russia have been criticised for releasing footage of 

 
1308 Treverton et al, ‘Addressing Hybrid Threats’, 2018, 28; Satter and Vlasov, ‘Ukraine sol-

diers bombarded by “pinpoint propaganda” texts’, AP News, 12 May 2017. 
1309 See further Chapter 6.2.4. 
1310 According to Sean Watts, ‘Who Is a Prisoner of War?’ in Andrew Clapham, Paola Gaeta, 

and Marco Sassòli (eds.), The 1949 Geneva Conventions: A Commentary (Oxford, Oxford 

University Press, 2015), 889-910 (‘Watts, ‘Who Is a Prisoner of War?’, 2015’), 984, this rule 

requires that no libel, slander or offence against the POWs is allowed and their privacy must 

be respected. These issues are beyond the scope of this research. See further Doswald-Beck, 

Human Rights in Times of Crisis and Conflict, 2011, 444-464; Robin Geiss and Henning Lah-

mann, ‘Protection of Data in Armed Conflict’, International Law Studies, Volume 97, 2021, 

556-572 (‘Geiss and Lahmann, ‘Protection of Data in Armed Conflict’, 2021’); and Asaf Lu-

bin, ‘The rights to privacy and data protection under international humanitarian law and hu-

man rights law’, in Robert Kolb, Gloria Gaggioli and Pavle Kilibarda, Research Handbook on 

Human Rights and Humanitarian Law: Further Reflections and Perspectives (Cheltenham 

UK, and Northampton, Massachusetts, U.S., Elgar Publishing, 2022), 462-491 (‘Lubin, ‘The 

rights to privacy and data protection under international humanitarian law and human rights 

law’, 2020’). 
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captured armed forces personnel.1311 In 2007, Iran was criticised for exposing 

captured British armed forces personnel to public curiosity after footage was 

released and published in the media.1312 Concerns were also raised regarding 

the release of images of Saddam Hussein after he was captured by American 

forces in 2003.1313 

 

In other contexts, the release of images of persons covered by the protection 

in these provisions has led to the revelation of international crimes and 

breaches of IHL that shocked the world and prompted international action in 

response. For example, the images of prison camps in Bosnia during the con-

flict in the Balkans were a catalyst for investigations into the war crimes 

 
1311 See HRMMU Update report, 28 March 2022, paras. 48 and 51. The practice of Ukraine of 

releasing video footage via the encrypted social media platform, Telegram, is particularly 

noteworthy in this. See Amnesty International, ‘Russia/Ukraine: Prisoners of war must be 

protected from public curiosity under Geneva Convention’, News, 7 March 2022, 

<https://www.amnesty.org/en/latest/news/2022/03/russia-ukraine-prisoners-of-war-must-be-

protected-from-public-curiosity-under-geneva-convention/>, and Isabelle Khurshudyan and 

Sammy Westfall, ‘Ukraine puts captured Russians on stage. It’s a powerful propaganda tool, 

but is it a violation of POW rights?’, Washington Post, 9 March 2022, <https://www.washing-

tonpost.com/world/2022/03/09/ukraine-russia-prisoners-pows/>. See also Carl Schreck, 

‘Video raises concerns over Ukraine's treatment of Russian prisoners’, The Guardian, 20 May 

2015, <https://www.theguardian.com/world/2015/may/20/ukraine-russia-pow-video-war-

crimes>. There are also examples of non-State actors releasing footage of captured Ukrainian 

and Russian armed forces personnel. See Alec Luhn, ‘Captured Ukrainian sailors broadcast 

giving ‘confessions’ on Russian television’, The Telegraph, 27 November 2018, 

<https://www.telegraph.co.uk/news/2018/11/27/captured-ukranian-sailors-broadcast-giving-

confessions-russian/>. 
1312 ‘Iran airs second sailor “apology”’, BBC News, 31 November 2007, 

<http://news.bbc.co.uk/2/hi/uk_news/6509813.stm>. 
1313 CBS News, ‘Mixed Response To Saddam Photos’, 21 May 2005, 

<https://www.cbsnews.com/news/mixed-response-to-saddam-photos/>; Watts, ‘Who Is a 

Prisoner of War?’, 2015, 984 ft. 24. For a review of historical examples see Gordon Risius 

and Michael Meyer, ‘The protection of prisoners of war against insults and public curiosity’, 

International Review of the Red Cross’, Volume 33, Issue 295, July-August 1993, 288-299 

(‘Risius and Meyer, ‘The protection of prisoners of war against insults and public curiosity’, 

1993’). 
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committed there1314 and subsequent prosecutions of individuals for commit-

ting these crimes.1315 This demonstrates how a balance is needed between en-

suring respect for the right to freedom of expression and the obligation to re-

spect and ensure respect for IHL in response to images depicting protected 

persons covered by the scope of these provisions. 

6.4.1 Prisoners of war 

 

Article 13(2) GCIII is primarily addressed to the Detaining Power, which 

should introduce measures to ensure the requirements contained in the provi-

sion are upheld. This includes ensuring that others, such as the guards and 

individuals working at the POW camp, journalists or any other individuals 

within their territory, do not violate the rule. The rule does not prevent the 

recording of personal information by the Detaining Power, such as images of 

POWs for official purposes. Indeed, in certain circumstances such recording 

is required to be able to uphold other obligations under GCIII, including reg-

istration or collection of proof of proper treatment.1316 The rule is concerned 

with the public release of information or otherwise direct exposure of the in-

dividual POW to public curiosity which can include via media channels. 

 

Some have argued that images that do not enable the identification of indi-

viduals would not be in violation of this rule.1317 This is consistent with the 

 
1314 Ed Vulliamy, ‘Shame of camp Omarska’, The Guardian, 7 August 1992, 

<https://www.theguardian.com/world/1992/aug/07/warcrimes.edvulliamy>. This report to-

gether with images released by an ITN film crew were the first eye witness accounts in inter-

national media. Ed Vulliamy has written numerous pieces since about returning to the camps 

and people who were detained. See Ed Vulliamy, ‘I stand by my story’, The Guardian, 2 Feb-

ruary 1997, <https://www.theguardian.com/itn/article/0,,191236,00.html>; Ed Vulliamy, ‘Re-

turn to Omarska’, The Guardian, 10 September 2004, <https://www.theguard-

ian.com/theguardian/2004/sep/10/guardianweekly.guardianweekly1?INTCMP=SRCH>; and 

Ed Vulliamy, ‘Bosnia's victims 20 years on: survivors of a nightmare with no reckoning’, The 

Guardian, 8 April 2012, <https://www.theguardian.com/world/2012/apr/08/bosnia-camps-ed-

vulliamy>. 
1315 See UN Security Council, ‘Final report of the United Nations Commission of Experts es-

tablished pursuant to Security Council Resolution 780 (1992)’, UN Doc. S/1994/674/Add.2 

(Vol. I), 31 May 1995, Annex V, The Prijedor Report, Part One: Summary and Conclusions; 

and ICTY, Prosecutor v. Kvočka et al., Case No. IT-98-30/1, Trial Chamber Judgment, 2 No-

vember 2001 and ICTY, Prosecutor v. Banović, Case No. IT-02-65/1, Trial Chamber III, Sen-

tencing Judgment, 28 October 2003. 
1316 Watts, ‘Who Is a Prisoner of War?’, 2015, 984. 
1317 See, for example, Knut Dörmann and Laurent Colassis, ‘International Humanitarian Law 

in the Iraq Conflict’, German Yearbook of International Law, Volume 47, 2004, 293–342, 

336 (‘Dörmann and Colassis, ‘International Humanitarian Law in the Iraq Conflict’, 2004’); 

Michael Meyer and Kevin Studds, ‘Upholding Human Dignity and the Geneva Conventions: 

The Role of the Media in Protecting Prisoners of War and Civilian Security Internees Against 
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ethos of the rule to protect the dignity of the individuals concerned and State 

practice.1318 However, in the digital age, even images that do not show a 

POW’s face can be correlated against significant banks of data. As such, in-

dividuals may be identified through other features, such as correlated troop 

positions and unit formations, military badges and marks and other publicly 

available information.1319 This makes it much more difficult to release im-

ages, recordings or other information of POWs without being able to identify 

the individuals concerned. Some have argued that the release of images iden-

tifying individuals could be permissible as proof of life.1320 However, GCIII 

provides mechanisms for parties to the conflict to share information on who 

has been captured as a POW, for this information to be shared with their 

families and for the ICRC and others to monitor the conditions of deten-

tion.1321 As such, the release of images or other footage of POWs cannot be 

justified for the purpose of proving the individuals are alive. 

 

The interest in protecting the privacy of the individual concerned is not the 

only aim protected by the rule. Read in the context of the other provisions of 

GCIII, it also aims to ensure that POWs are not used by the Detaining Power 

to further its military efforts. This goes to the heart of the protection afforded 

to POWs in GCIII and can be seen in the restrictions placed on authorised 

work, which should not have a military character, and the fact that the com-

pelling of POWs to serve in the forces of a hostile power is a grave breach of 

the Convention.1322 As noted by the International Military Tribunal at Nu-

remberg, ‘[w]ar captivity is neither revenge nor punishment, but solely pro-

tective custody, the only purpose of which is to prevent the prisoners of war 

 
Insults and Public Curiosity’, ICRC, 14 July 2006, 2, <https://www.icrc.org/en/doc/as-

sets/files/other/amic_kevin_studds_final.pdf> (‘Meyer and Studds, ‘The Role of the Media in 

Protecting Prisoners of War and Civilian Security Internees Against Public Curiosity’, 2006’). 
1318 See, for example, U.S. Court of Appeals for the Second Circuit, American Civil Liberties 

Union et al. v. Department of Defense, Docket No. 06-3140-cv, 22 September 2008, 50-51 

(‘U.S. Court of Appeals for the Second Circuit, American Civil Liberties Union et al. v. De-

partment of Defence, 2008’) and UK Ministry of Defence, Green Book, 2013, paras. 70-73. 
1319 By way of example, in a documentary Vice News used the methodology of a report pub-

lished by Atlantic Council using digital and physical evidence to identify one Russian soldier 

they alleged had been in Eastern Ukraine with the Russian Armed Forces. During the docu-

mentary, they visit the soldier’s home in Siberia. See Ostrovsky, ‘Selfie Soldiers: Russia 

Checks in to Ukraine’, Vice News, 16 June 2015. See further Maksymilian Czuperski, John 

Herbst, Eliot Higgins, Alina Polyakova, and Damon Wilson, ‘Hiding in Plain Sight’, Atlantic 

Council, 15 October 2015, <https://www.atlanticcouncil.org/publications/reports/hiding-in-

plain-sight-putin-s-war-in-ukraine-and-boris-nemtsov-s-putin-war>. 
1320 Yoram Dinstein, ‘Jus in Bello Issues Arising in the Hostilities in Iraq in 2003’, Interna-

tional Law Studies, Volume 80, 2006, 43-56, 51. 
1321 See further Chapter 7.2. 
1322 See, for example, GCIII, Articles 50, 52 and 130. See also GCIII, Article 33. See further 

GCIII, Article 23(1) which prohibits locating POWs in locations and areas used to render cer-

tain points or areas immune from military operations. See further Chapter 10.4. 
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from further participation in the war’.1323 As such, the use of images of 

POWs for propaganda, psychological or influence operations or other pur-

poses that contribute to the Detaining Power’s military efforts are prohibited 

under IHL.1324 Concerns have been raised in this regard in the use of footage 

of captured Russian personnel by Ukraine through the social media platform 

Telegram, leading a number of other social media platforms to change their 

content policies to prohibit the sharing of such images.1325  

 

The purpose of the person photographing, filming, recording, etc. the POW 

or releasing such footage is therefore important in determining whether this 

rule has been breached. This was highlighted by the U.S. Court of Appeals 

in a case concerning a freedom of information request for records, including 

photographs, depicting abusive treatment of detainees by U.S. soldiers in 

Iraq and Afghanistan.1326 In this case, the Court considered that the pictures 

displayed must not enable the identification of individual prisoners and their 

dissemination must not be aimed in itself at humiliating the internees or ex-

ploiting them for ideological purposes.1327 They must only be aimed at genu-

inely heightening public awareness of their treatment during internment.1328  

 

Other scholars have considered that the consequences for the prisoner and 

their family are important in determining whether there has been a breach of 

the rule and if the recording of the images was a routine or staged event.1329 

Such factors may also be relevant in determining the purpose of releasing the 

information, as well as the impact on the individual concerned. For example, 

implications can be drawn from whether a situation was staged for the pur-

pose of capturing the footage or images. 

 
1323 Nuremberg IMT Judgment, 1946, 452-453. 
1324 In The case of Kurt Maelzer, War Crimes Report 11 (1949) 5 before a U.S. Military Com-

mission in Florence, Italy, the commander of the German garrison in Rome in January 1944, 

had been ordered by the commander of the German forces in Italy, to parade several hundred 

British and American prisoners of war through the streets of the Italian capital, in order to 

boost Italian morale. As well as being subjected to assaults from onlookers, photographs of 

the parade were taken and published in the Italian press. 
1325 See Marko Milanovic, ‘Twitter as Enforcer of the Geneva Conventions’, EJIL: Talk!, 6 

April 2022, <https://www.ejiltalk.org/twitter-as-enforcer-of-the-geneva-conventions/> 

(‘Marko Milanovic, ‘Twitter as Enforcer of the Geneva Conventions’, 2022’). 
1326 U.S. Court of Appeals for the Second Circuit, American Civil Liberties Union v. Depart-

ment of Defence, 22 September 2008. 
1327 Ibid., 50-51 
1328 Ibid., 51. 
1329 Risius and Meyer, ‘The protection of prisoners of war against insults and public curios-

ity’, 1993, 292-293. Risius and Meyer note in examples where families of captured soldiers 

who appeared on television as POWs being arrested on suspicion that the soldiers had de-

serted their powers in order to surrender. 
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6.4.2 The retransmission of images 

 

As noted previously, States are required to ensure that all those within their 

jurisdiction, including the civilian population, act in accordance with IHL 

during peacetime as well as armed conflict.1330 Images can spread far beyond 

the conflict zone when they are shared by the media and other individuals 

and at rapid speed in the digital age. Sharing images of POWs in violation of 

Article 13 GCIII can thus engage the obligations of other States not party to 

the conflict where the images are transmitted in or from.1331 As noted above, 

this rule prompted social media platforms, such as Twitter, to restrict content 

on their platforms that call into question adherence with this rule.1332 

 

It should be stressed that the obligation to protect POWs from public curios-

ity is addressed first and foremost to the Detaining Power. As such, if the 

Detaining Power fulfils its obligation to ensure POWs are treated humanely 

in accordance with the obligations under GCIII, including not being subject 

to public curiosity through the taking and sharing of their images, further is-

sues should not often arise. The justification of the social media platform 

Twitter’s restriction of content portraying POWs so that the platform can 

‘not be used by state actors to infringe this law’ (emphasis added) and re-

quest for government or State affiliated media accounts to remove the im-

pugned content is demonstrative of this.1333 The Detaining Power is also pri-

marily responsible for ensuring others do not encroach on this rule. How-

ever, the sharing of images with the media and their transmission to territo-

ries that are not engaged in the armed conflict significantly impact how the 

legal question is addressed. 

 

As noted in Chapter 3.2.3, all State parties to the Geneva Conventions have 

an obligation under Common Article 1 not to assist, facilitate or encourage 

violations of IHL by parties to an armed conflict. In addition, Article 129 

GCIII requires all State parties to take measures necessary for the suppres-

sion of all acts contrary to the provisions of GCIII. A State in which the re-

transmission of images of POWs breaches the rule under Article 13(2) GCIII 

would thus have to take measures to uphold the obligations under IHL. IHL 

is not generally applicable in this territory, but the obligation to ensure re-

spect for IHL through restricting the circulation of images that violate Arti-

cle 13(2) GCIII is. A different balance is therefore required in considering 

this relationship between the obligation to ensure respect for IHL and the 

right to freedom of expression. 

 
1330 Common Article 1 to the GCs. 
1331 Dörmann and Colassis, ‘International Humanitarian Law in the Iraq Conflict’, 2004, 336. 
1332 See Marko Milanovic, ‘Twitter as Enforcer of the Geneva Conventions’, 2022. 
1333 Ibid. 



270 

 

Whilst images of POWs may have been released in the first instance with the 

intention to subject the protected persons to public curiosity, further report-

ing by individuals on the event may not in fact breach the rule under Article 

13(2) GCIII. This could include journalistic activities highlighting breaches 

of detention revealed by the images released, particularly where efforts are 

made to ensure the individuals involved cannot be identified.1334 In such 

cases, this would be a lawful exercise of the right to freedom of expression 

and a mechanism to highlight a breach of IHL. Measures taken to suppress 

this may therefore constitute unlawful interference with the right to freedom 

of expression. There is clearly an interest in highlighting when a party to an 

armed conflict that has violated Article 13(2) GCIII in publishing images of 

POWs is also protected by the obligation to respect and ensure respect.1335 

Human rights law also allows little scope for restrictions on debates on ques-

tions of public interest. The concurrently applicable obligation to ensure re-

spect for IHL would be a significant factor in determining the lawfulness of 

any such restrictions. 

 

One example of the use of the exercise of access to information outside the 

area of armed conflict to highlight breaches of IHL is the American Civil 

Liberties Union’s request and subsequent litigation for the release of images 

and documents relating to mistreatment of detainees by military personnel in 

Iraq and Afghanistan.1336 In the process of this litigation, the U.S. legislature 

passed the Protected National Security Documents Act 2009, which permit-

ted the U.S. government to withhold disclosure of any photograph ‘taken 

during the period beginning September 11, 2001, through January 22, 2009’, 

that ‘relates to the treatment of individuals engaged, captured, or detained af-

ter September 11, 2001, by the Armed Forces of the United States in opera-

tions outside of the United States’.1337 The legislation requires the Secretary 

of Defense to issue a certification ‘stating that disclosure of that record 

 
1334 Risius and Meyer, ‘The protection of prisoners of war against insults and public curios-

ity’, 1993, 294-295. 
1335 See further Chapter 3.2.3. 
1336 See Eliza Relman, ‘Pentagon Releases 198 Abuse Photos in Long-Running Lawsuit. 

What They Don’t Show Is a Bigger Story’, American Civil Liberties Union, 5 February 2016, 

<https://www.aclu.org/blog/national-security/torture/pentagon-releases-198-abuse-photos-

long-running-lawsuit-what-they> (‘Relman, ‘Pentagon Releases 198 Abuse Photos in Long-

Running Lawsuit’, American Civil Liberties Union, 2016’). During the litigation, images of 

mistreatment were leaked to media sources and published, but further information was re-

leased as a result of the freedom of information request. 
1337 U.S. Court of Appeals for the Second Circuit, American Civil Liberties Union et al. v. 

U.S. Department of Defense, Docket no. 17-779, August 22, 2018 (amending and restating the 

judgment from August 21, 2018), 5 (‘U.S. Court of Appeals for the Second Circuit, American 

Civil Liberties Union et al. v. U.S. Department of Defense, 2018’). See 2-5 for history of the 

litigation prior to the introduction of this legislation. 
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would endanger citizens of the United States, members of the United States 

Armed Forces, or employees of the United States Government deployed out-

side the United States’ to withhold a photograph from disclosure.1338 The cer-

tification expires after three years but may be renewed at any time and with-

out limitation on the number of renewals issued.1339 The Secretary of Defense 

must notify Congress of any certification or renewal.1340 The limitations on 

disclosure only relate to a specific period of time rather than generally to op-

erations of the U.S. military abroad and include a measure of oversight 

through reporting to Congress when the exceptional powers are used. That 

said, the timeframe it covers has been shown to relate to a period in which 

multiple violations of IHL and IHRL were committed by the personnel 

whose rights it seeks to ensure protection of in balancing the right of others 

to access information. 

 

The judgment focused on whether the Government provided logical and 

plausible reasons for its decision, which involved consideration of the review 

processes for determining whether the photographs should be released. Some 

of the justifications in this process for not releasing photographs are ques-

tionable, a point that the court did not engage in. For example, no balance 

was given to interests involved in the photographs revealing abuse and lead-

ing to a process of accountability versus the potential propaganda value they 

have for encouraging threats against U.S. military and government person-

nel. Indeed, the propaganda value of such photographs was not questioned 

by the court, particularly whether this fell within the narrow confines of dan-

ger to U.S. military and government personnel. If this had been more broadly 

considered, it might have led the court to conclude that the images did not 

fall within the scope of the limitations included in the legislation. Even more 

general reasons such as ‘threatening U.S. interests’ were also listed in the re-

view process but not analysed further in the judgment.1341  

 

The judgment makes clear that under U.S. domestic law, the Government 

must provide sufficient reasons for how it reached its decisions to justify 

withholding the information to enable individuals to challenge the decision 

and for the courts to be able to conduct a proper review of any challenged 

decision.1342 The details revealed in the litigation indicate that a more robust 

review of each individual photograph was eventually conducted, which re-

sulted in the release of 198 of the approximately 2000 photographs subject to 

 
1338 Protected National Security Documents Act 2009, Pub. L. 111-83, title V, Sec. 565, Oct. 

28, 2009, 123 Stat. 2184 (5 U.S.C. 552 note), section 565(c)(1)(A). 
1339 Ibid., section 565(d)(2)–(3). 
1340 Ibid., section 565(d)(4). 
1341 U.S. Court of Appeals for the Second Circuit, American Civil Liberties Union et al. v. 

U.S. Department of Defense, 2018, 24. 
1342 Ibid., 17-19. See also 21. 
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the request.1343 Both of these factors indicate compliance with IHRL require-

ments. However, the more robust review was only conducted after prompt-

ing by the litigation. No consideration was given in the judgment to the 

abuses of IHL and IHRL that had clearly been established by this time or the 

role of the American Civil Liberties Union as a ‘watchdog’. Reference to the 

applicable IHL obligations would have informed the balance of interests at 

play in the case, given that IHL enforcement relies so heavily on domestic 

courts and bodies. The result of these efforts and media exposure was the in-

troduction of measures to implement accountability for the actions and re-

form further to the obligation to ensure respect for IHL.1344 

 

In assessing whether the sharing of images by individuals is a valid exercise 

of freedom of expression or whether it should be restricted due to the appli-

cation of Article 13 GCIII, the approach used by human rights courts and 

monitoring bodies in cases involving the right to freedom of expression is in-

formative. For example, the ECtHR emphasises that the impugned interfer-

ence with the right needs to be considered in light of the case as a whole and 

is highly context specific.1345 It is the interplay between the various factors 

involved rather than any one of them taken in isolation that determines the 

outcome of the case.1346 Examples of factors considered relevant in the 

Court’s assessment include both the immediate context, such as the place 

and time of the expression, and the wider political or social background of 

the case. In this regard, situations of heightened tensions, such as armed con-

flict, may justify some form of interference.1347 Whether such images or other 

information fairly construed and seen in their immediate and wider context 

could be viewed as a direct or indirect call for violence or as a justification 

of violence, hatred or intolerance is also relevant.1348 Attention is also paid to 

 
1343 Ibid., 23-25. 
1344 Common Article 1 to the GCs. See further Chapters 3.2.2 and 3.2.3. 
1345 ECtHR, Mariya Alekhina and others v. Russia, 2018, para. 221; and ECtHR, Perinçek v. 

Switzerland, Application no. 27510/08, Grand Chamber Judgment, 12 October 2015, para. 

208 (‘ECtHR, Perinçek v. Switzerland, 2015’). 
1346 ECtHR, Mariya Alekhina and others v. Russia, 2018, para. 221 and ECtHR, Perinçek v. 

Switzerland, 2015, para. 208. 
1347 See ECtHR, Zana v. Turkey, Application no. 18954/91, Grand Chamber Judgment, 25 

November 1997, paras. 57-60 (‘ECtHR, Zana v. Turkey, 1997,’); ECtHR, Sürek v. Turkey 

(No. 1), 1999, paras. 52 and 62; and ECtHR, Sürek v. Turkey (No. 3), 1999, para. 40. 
1348 See, for example, ECtHR, Incal v. Turkey, Application no. 22678/93, Grand Chamber 

Judgment, 9 June 1998, para. 50 (‘ECtHR, Incal v. Turkey, 1998’); ECtHR, Sürek v. Turkey 

(No. 1), 1999, para. 62; ECtHR, Özgür Gündem v. Turkey, 2000, para. 64; ECtHR, Gündüz v. 

Turkey, Application no. 35071/97, Judgment, 4 December 2003, para. 51; ECtHR, Soulas and 

Others, Application no. 15948/03, Judgment, 10 July 2008, paras. 39-41 and 43; ECtHR, Bal-

sytė-Lideikienė v. Lithuania, Application no. 72596/01, Judgment, 4 November 2008, paras. 

79-80; ECtHR, Féret v. Belgium, 2009, paras. 69-73 and 78; ECtHR, Fáber v. Hungary, Ap-
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the manner in which forms of expression are made and their capacity—di-

rectly or indirectly—to lead to harmful consequences, including in relation 

to the rights of others.1349 This emphasises the context in which the images 

were first recorded and then released and would therefore allow for nuances 

in determining differences between the initial release of such images and 

later sharing by others. In the context of images of POWs, it might include, 

for example, who captured the original images or information in the first 

place. Such an approach would also ensure a balance of the POWs’ privacy 

rights against the wider public interest in learning about the conditions of 

treatment. The purpose of releasing the images (e.g. whether this served 

propaganda purposes if released by the Detaining Power) and if and how this 

purpose was conveyed in the further reporting of the situation would also be 

critical factors in determining whether any sharing was a lawful exercise of 

freedom of expression or whether a State lawfully restricted such sharing of 

the information. 

 

Any measure taken to suppress images of POWs in violation of Article 13 

GCIII would fall within the legitimate aim of protection of the rights of oth-

ers, as the rule is aimed at protecting the rights of POWs, and would be nec-

essary to ensure respect for IHL. In considering what measures to take to 

prevent the spread of images of POWs within their territory, States must en-

sure that the measures are necessary and proportionate to avoid breaching 

the right to freedom of expression. Such measures should not have further 

effects of suppressing other information relating to the conflict or specific in-

cident concerned that does not violate Article 13 GCIII or indeed news that a 

party to the conflict violated this requirement in the first place. The ECtHR 

has noted that imposing broad restrictions in individual cases would un-

doubtedly affect respect for the freedom of expression in general in the State 

concerned.1350 Whether the measures were introduced by the Detaining 

Power or another State not party to the conflict where images were retrans-

mitted might also have an impact on the possible measures available, as 

States engaged in armed conflict might introduce further limiting measures 

to the right to freedom of expression as a result of the conflict.1351 

 

 
plication no. 40721/08, Judgment, 24 July 2012, paras. 52 and 56-58; and ECtHR, Kasyma-

khunov and Saybatalov, Applications nos. 26261/05 and 26377/06, Judgment, 14 March 

2013, paras. 107-112. 
1349 ECtHR, Vona v. Hungary, Application no. 35943/10, Judgment, 9 July 2013, paras. 64-

69. 
1350 ECtHR, Feldek v. Slovakia, 2001, para. 83, and ECtHR, Sürek v. Turkey (No. 1), 1999, 

para. 61. 
1351 See further Chapter 2.8. 
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Similar considerations to the balancing of interests were raised in the ECtHR 

case Szurovecz v. Hungary (2019),1352 which involved a journalist being de-

nied access to an asylum seeker ‘reception centre’. The journalist wanted to 

visit the centre to interview and photograph asylum-seekers after concerns 

were raised about their treatment. His request was denied to protect the pri-

vacy rights of the individuals concerned, on the basis that the significant me-

dia interest in the centre at the time had the potential to further endanger the 

security of the individuals and their families, who had fled persecution. The 

ECtHR noted in the judgment that gathering information is an essential pre-

paratory step in journalism and that obstacles obstructing access to infor-

mation of public interest may discourage the media and others to play their 

vital role as public watchdogs and provide accurate and reliable infor-

mation.1353 In preventing the journalist from verifying information obtained 

from other sources and gathering information firsthand, the government in-

terfered with the right to freedom of expression.1354 The conditions under 

which the asylum-seekers were detained and whether the State was fulfilling 

its international obligations towards asylum-seekers were ‘undisputedly 

newsworthy and of great public significance’.1355 The ability to report from 

certain locations was said to be especially relevant where the authorities’ 

handling of vulnerable groups was at stake, given the importance of the 

watchdog function of the media and their presence for holding authorities to 

account for their conduct.1356 It was noted in the judgment that the journalist 

had explained he would only take photos of individuals who had given their 

prior consent and would also obtain written consent, if needed.1357 This is an 

interesting point in relation to POWs, as under Article 7 GCIII POWs may 

not renounce the ‘rights’ secured to them under the Convention. A POW giv-

ing consent to having their photograph taken or otherwise exposing condi-

tions of their mistreatment is not, however, renouncing a right but rather 

highlighting a violation of their rights. This therefore does not contradict Ar-

ticle 7 GCIII. By contrast, POWs agreeing to participate in propaganda ma-

terials made by the Detaining Power would be renouncing entitlement to hu-

mane treatment, and as such, would not be valid. 

 

Scholars have argued that the rule in Article 13(2) GCIII is vague and open 

to problems of interpretation.1358 As noted by Gordon Risius and Michael 

 
1352 ECtHR, Szurovecz v. Hungary, 2019. 
1353 Ibid., para. 52. 
1354 Ibid., paras. 54 and 56. 
1355 Ibid., para. 61. 
1356 Ibid. 
1357 Ibid., para. 69. See also paras. 68 and 70. 
1358 Risius and Meyer, ‘The protection of prisoners of war against insults and public curios-

ity’, 1993, 291-293. See further 294-295 on a draft resolution introduced by the British Red 

Cross Society at the 26th International Conference of the Red Cross and Red Crescent in 1991 
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Meyer in 1993, many images of POWs have attracted little protest, which 

they explain in part because the majority are not shocking or disturbing by 

today’s standards.1359 The evolutionary nature of humane treatment and 

standards of protection in the Geneva Convention is noted in the Commen-

taries and is reflected also in State practice.1360 Whilst in many regards the 

fast pace of news reporting, particularly in situations of armed conflict, 

means that there is great interest in receiving information on events as they 

unfold, the standards of treatment in respecting and protecting protected per-

sons are also higher. These are important contextual considerations in deter-

mining whether the pictures violate Article 13(2) GCIII. That said, where 

images do involve the identification of individuals and/or are released to fur-

ther the military efforts of the Detaining Power, it is likely to raise questions 

as to whether their release is in conformity with this provision. As noted 

above, however, whether the sharing of such images or other news reporting 

on their release was also in contravention with these provisions would be a 

separate determination involving a different balance of the right to freedom 

of expression. 

6.4.3 Protected persons under GCIV 

 

There is little practice relating to the corollary rule found in Article 27(1) 

GCIV. A significant difference in this provision is that it is not restricted to 

civilians whose liberty has been restricted either as civilian security internees 

or otherwise. It applies to all protected persons, and as it appears in Part III 

Section I, it applies in both occupied territories and in the territories of the 

parties to the conflict.1361 Its application is therefore broader than GCIII, as it 

is applicable to all such persons, whether or not their liberty has been re-

stricted. However, other than the personal scope of protection, the wording 

of this provision is identical to Article 13(2) GCIII. As such, whilst the ob-

servations above relating to Article 13(2) GCIII can be applied mutatis mu-

tandis, there are different considerations involved in determining whether 

the rule has been violated. 

 

 
proposed also raised due to such concerns. See further Meyer and Studds, ‘The Role of the 

Media in Protecting Prisoners of War and Civilian Security Internees Against Public Curios-

ity’, 2006. 
1359 Ibid., 291. 
1360 Henckaerts, ‘Bringing the Commentaries on the Geneva Conventions and their Additional 

Protocols into the twenty-first century’, 2012. 
1361 Iris van der Heijden, ‘Other Issues Relating to the Treatment of Civilians in Enemy 

Hands’ in Andrew Clapham, Paola Gaeta, and Marco Sassòli (eds.), The 1949 Geneva Con-

ventions: A Commentary (Oxford, Oxford University Press, 2015), 1241-1268, 1243. See fur-

ther GCIV, Article 4. 



276 

Many images of civilians in armed conflict appear in the press and in other 

sources of information and frequently include identifying features of the in-

dividuals. The vast majority of these images do not raise any protest from 

other States or bodies. A great deal aim to highlight the realities of living in 

situations of armed conflict and are, as such, simply an exercise of the right 

to freedom of expression in armed conflict. Similar considerations relating to 

ensuring the rights of the individual whose image is captured are balanced 

against the person exercising the right to freedom of expression is as neces-

sary as outside of conflict setting as in armed conflict settings.1362 As with 

POWs, where the images of civilians highlight situations of mistreatment or 

other breaches of IHL, they can play a valuable role in ensuring respect for 

IHL. The images of Nazi concentration camps played an important role in 

highlighting the abuses suffered during WWII, for example.1363 Years later, 

images of prison camps in the armed conflict in Bosnia did the same as 

noted above. 

 

Persons whose liberty has been restricted are more vulnerable to arbitrary ac-

tions by the parties to the conflict, which is one explanation for why there is 

more practice relating to the rule relating to POWs under GCIII. Images 

from armed conflicts that depict civilians in similar conditions, such as those 

from prison camps in Bosnia, are noteworthy in this. Considerations similar 

to those relating to POWs would therefore apply to civilian security intern-

ees and other civilians whose liberty is restricted for reasons relating to the 

armed conflict. Such individuals would be vulnerable to having their images 

released for exploitative purposes by the party to the armed conflict in whose 

power they find themselves. However, they are not the only civilians who 

would be vulnerable to such exploitation, which is why a contextual inter-

pretation is useful to determine whether the individuals captured in the im-

ages have been exposed to public curiosity. Examples of other civilians who 

may be vulnerable to such exploitation via the release of images include 

women accused of collaborating with enemy soldiers, as occurred during 

WWII.1364 In addition to the specific protection obligations owed to the indi-

vidual, specific vulnerabilities are important considerations in determining 

any breach of Article 27(3) GCIV. 

 
1362 See further Chapter 2.8 and Lubin, ‘The rights to privacy and data protection under inter-

national humanitarian law and human rights law’, 2020. 
1363 See, for example, U.S. Holocaust Memorial Museum, ‘“We will show you their own 

films”: Film at the Nuremberg Trial - Historical Film Footage’, Holocaust Encyclopaedia, 

<https://encyclopedia.ushmm.org/content/en/gallery/we-will-show-you-their-own-films-film-

at-the-nuremberg-trial-films> on the use of film footage of concentration camps presented as 

evidence in the Nuremberg Trial. 
1364 Anthony Beevor, ‘An ugly carnival’, The Guardian, 5 June 2009, <https://www.theguard-

ian.com/lifeandstyle/2009/jun/05/women-victims-d-day-landings-second-world-war>. 
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6.4.4 Is a similar prohibition applicable in non-international 

armed conflicts? 

 

There is no corollary rule in NIACs prohibiting protected persons from in-

sults and public curiosity generally, as in GCIV, or specifically for those 

whose liberty has been restricted for reasons of the armed conflict, as in 

GCIII. However, there are examples of the release of footage of detainees in 

NIACs that sparked concerns about their treatment, similar to that of 

POWs.1365 For example, following the outbreak of armed conflict in Ukraine 

in 2014, there were reports that journalists detained by non-State armed 

groups have been forced to provide false statements to Russian media or, in 

some cases, cooperate with Russian or pro-Russian media as a prerequisite 

for ending ill-treatment or release.1366 The issues raised in such statements to 

the media are very similar to those in IACs relating to footage of POWs. 

 

The release of images or other footage or recordings of persons in NIACs 

similar to those released of POWs in IACs could constitute a violation of the 

prohibition of outrages upon personal dignity.1367 As noted in Chapter 4, 

Common Article 3 and Article 4(1) APII provide that persons who do not 

take part in hostilities or who have ceased to take part in hostilities shall in 

all circumstances be treated humanely, without any adverse distinction, and 

lists prohibited acts against such persons. Article 4(1) APII specifies that this 

obligation applies whether or not their liberty has been restricted.1368 This list 

includes outrages upon personal dignity, particularly humiliating and degrad-

ing treatment.1369 The obligation to treat protected persons humanely and the 

prohibition of outrages upon personal dignity are also rules of customary in-

ternational law applicable in NIACs.1370 Committing outrages upon personal 

 
1365 See references in footnote 1307 above on images of prison camps in Bosnia. See also Carl 

Schreck, ‘Donetsk POW March: When Is A Parade A War Crime?’, Radio Free Europe/Ra-

dio Liberty, 25 August 2014, <https://www.rferl.org/a/ukraine-pow-march-war-

crime/26548667.html>; and Glenn Kates and Olena Removska, ‘Disturbing Videos Raise 

War-Crimes Concerns In Ukraine’, Radio Free Europe/Radio Liberty, 27 January 2015, 

<https://www.rferl.org/a/ukraine-prisoners-of-war-separatists-war-crimes-ques-

tions/26816285.html>. 
1366 HRMMU, 5th Report, 29 August 2014, paras. 56 and 57. 
1367 Sivakumaran, The Law of Non-International Armed Conflicts, 2012, 263. 
1368 Further obligations relating to persons whose liberty has been restricted are included in 

APII, Article 5. See also APII, Article 7. 
1369 Common Article 3(1)(c) to the GCs, and APII, Article 4(2)(e). See also API, Article 

75(2)(b) applicable in IACs. 
1370 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 87 (Humane Treatment) and Rule 90 (Torture and Cruel, Inhuman or De-

grading Treatment). 
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dignity in a NIAC is a war crime under Article 8(2)(c)(ii) of the Rome Stat-

ute. The spreading of images of dead bodies can also constitute a war crime 

where the requisite further elements of the crime are established.1371 

 

The International Institute of International Humanitarian Law identified the 

parading of captured personnel in a manner subjecting them to ridicule and 

insult as an example of outrages upon personal dignity in its manual on the 

law applicable in NIACs.1372 As has been highlighted in relation to the re-

lease of footage of POWs, key concerns are the privacy of the individuals 

concerned and the intention to humiliate or exploit those individuals.1373 Such 

factors directly relate to the requirements identified in the case law of the in-

ternational criminal courts that the act causes serious humiliation, degrada-

tion or other violations of such degree as to be generally recognised as an 

outrage upon personal dignity.1374 Whether such images or acts would reach 

the severity of outrages upon personal dignity to constitute a breach of IHL 

or a war crime would need to be assessed in the context and light of the spe-

cific circumstances of the case.1375 

 

It could be argued that persons whose liberty has been restricted for reasons 

related to the armed conflict should not be used by the detaining party to the 

 
1371 See, for example, Mark Boal, ‘The Kill Team: How U.S. Soldiers in Afghanistan Mur-

dered Innocent Civilians’, Rolling Stone, 28 March 2011, <https://www.rollingstone.com/pol-

itics/politics-news/the-kill-team-how-u-s-soldiers-in-afghanistan-murdered-innocent-civil-

ians-169793/> and the European Network of contact points in respect of persons responsible 

for genocide, crimes against humanity and war crimes and Eurojust, ‘Prosecuting war crimes 

of outrage upon personal dignity based on evidence from open sources – Legal framework 

and recent developments in the Member States of the European Union’, February 2018, 

<https://www.eurojust.europa.eu/sites/default/files/Partners/Genocide/2018-02_Prosecuting-

war-crimes-based-on-evidence-from-open-sources_EN.pdf>. 
1372 International Institute of Humanitarian Law, The Manual on the Law of Non-International 

Armed Conflict with Commentary (Sanremo, 2006), 16. 
1373 U.S. Court of Appeals for the Second Circuit, American Civil Liberties Union v. Depart-

ment of Defence, No. 06-3140-cv, 22 September 2008, 50-51. 
1374 See ICC, ‘Elements of Crime’, ICC-ASP/1/3(part II-B), RC/11 2010 (‘ICC Elements of 

Crime’), Article 8(2)(c)(ii); ICTY, Prosecutor v. Kunarac et al., Trial Judgment, 2001, para. 

514; and ICTY, Prosecutor v. Kunarac et al., Appeal Judgment, 2002, paras 161 and 163. See 

also ICTY, Prosecutor v. Aleksovski, Case No. IT-95-14/1-T, Trial Chamber Judgment, 25 

June 1999, paras. 56-57; and ICTR, Prosecutor v. Bagosora et al. (Military I), Case No. 

ICTR-98-41, Trial Chamber I, Judgment, 18 December 2008, para. 2250. See further ICC, 

Prosecutor v. Jean-Pierre Bemba Gombo, Case No. ICC-01/05-01/08, Pre-Trial Chamber II, 

Decision Pursuant to Article 61(7)(a) and (b) of the Rome Statute on the Charges of the Pros-

ecutor Against Jean-Pierre Bemba Gombo, ICC-01/05-01/08-424, 15 June 2009, para. 301-

313 and ICC, Prosecutor v. Dominic Ongwen, Case No. ICC-02/04-01/15, Pre-Trial Chamber 

II, Decision on confirmation of charges against Dominic Ongwen, ICC-02/04-01/15-422-red, 

23 March 2016. 
1375 See further Sivakumaran, The Law of Non-International Armed Conflicts, 2012, 264 and 

2017 Commentary to GCII, Common Article 3, paras. 685-695. 
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conflict to further the latter’s own military efforts. The Commentary to Arti-

cle 5 APII makes several references to considerations similar to those of 

GCIII that persons covered by Article 5(1) and (2) APII are no longer partic-

ipating in the hostilities and should therefore enjoy protection against the 

dangers resulting from the conflict.1376 As such, the use of images or other in-

formation of detained persons for propaganda purposes, particularly where 

this included the identification of the individuals, could constitute evidence 

of outrages upon the personal dignity of those individuals.1377 

 

Restrictions could be imposed by the State party to the conflict on the circu-

lation of images that breach these IHL norms under IHRL. Any restriction 

on such images would need to comply with IHRL and would most likely re-

late to the protection of the rights of others from violence and the privacy 

rights of the detained individuals and their families. Factors for determining 

what measures are necessary and proportionate, including the effects on the 

individual and their family, may be particularly pertinent in the context of a 

NIAC as to whether restrictions are necessary given that the detained indi-

viduals, their families and those most impacted on the restriction to freedom 

of expression could be citizens of the State imposing the measures. Another 

factor may be where such images include evidence of mistreatment, particu-

larly where the purpose of releasing them is for propaganda purposes to re-

duce the morale of the armed forces or civilian population. Again, a fine bal-

ance would be needed to ensure that reporting on the situation of the conflict 

and any potential violations of IHL is not restricted whilst protecting the 

rights of the individuals concerned. Exposure to such interference of the de-

tainee’s rights would in itself be a breach of the obligation to treat persons 

detained for reasons relating to the conflict humanely. As such, retransmis-

sion of the images could be a continued breach.  

 

There is clearly a difference between non-State parties to armed conflicts 

and State parties in obligations under IHRL relating to the retransmission of 

images taken by other individuals. States have considerably more tools to 

address breaches of IHL norms through the retransmission of images. Non-

State parties to armed conflicts are obliged to respect IHL and, as such, must 

take measures to ensure respect of others within their control and authority 

but should not interfere with the human rights of others in doing so.1378 As 

with the obligation relating to States, there is a balance between upholding 

the obligation to ensure respect for IHL and suppressing breaches. 

 
1376 See, for example, Sandoz et al., Commentary to the APs, 1987, Article 5 APII, paras. 

4565 and 4586. See also paras. 4573 and 4577. 
1377 See further Chapter 10.4. 
1378 See further Chapter 3.1.2. 
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6.5 Sharing information as an act of ‘espionage’ 

 

Espionage, as a means of gathering information about the enemy, has a very 

particular role both in practice and in law during armed conflict, with poten-

tially serious consequences for the fate of individuals engaged in such activi-

ties.1379 For example, under Article 66(2) GCIV, espionage is included in the 

list of serious crimes for which the Occupying Power could introduce new 

penal legislation and that could be subject to the death penalty. Individual 

protected persons detained under definite suspicion of being a spy shall be 

regarded as having forfeited rights of communication under GCIV.1380 Under 

Article 46 API, members of the armed forces who fall into the power of the 

adverse party while engaged in espionage do not have the right to POW sta-

tus and may be treated as a spy.1381 The crime of espionage is a limitation on 

the right to seek, receive and share information.1382 In light of these serious 

consequences, it is therefore necessary to understand what differentiates acts 

of ‘espionage’ from acts of sharing information in the exercise of freedom of 

expression. 

 

It is not, however, unlawful under IHL to obtain information about the en-

emy.1383 Article 24 of the 1907 Hague Regulations (IV) provides that the 

‘employment of measures necessary for obtaining information about the en-

emy’ and ruses of war are permissible. Indeed, IHL explicitly requires the 

parties to gather information relating to the conduct of hostilities. This can 

be seen in Article 57(2)(a)(i), which requires parties to the conflict to: 

 

do everything feasible to verify that the objectives to be attacked are 

neither civilians nor civilian objects and are not subject to special pro-

tection but are military objectives within the meaning of Article 52(2) 

API that are not prohibited from attack’.1384 

 

 
1379 See further Darcy, To Serve the Enemy, 2019. 
1380 GCIV Article 5(2). See further Chapters 2.10, 7.2 and 8. 
1381 API, Article 46(1). 
1382 See further Chapter 2.5.2. 
1383 Hague Convention (IV) on War on Land and its Annexed Regulations 1907, Article 24. 

See further Chapters 5.2 and 10.5.3. 
1384 See also API, Article 57(3) which requires parties to the conflict to select to attack the 

military objective which may be expected to cause the least danger to civilian lives and to ci-

vilian objects when a choice is possible between several military objectives for obtaining a 

similar military advantage. Such a choice necessitates having sufficient information on which 

to base this analysis. 
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These activities have many human rights implications, including the right to 

freedom of expression, as recognised in the jurisprudence of the ECtHR.1385 

 

What distinguishes ‘espionage’ from other means of gathering information 

about the enemy? A definition of espionage is included in Article 29(1) of 

the 1907 Hague Regulations (IV), according to which a person can only be 

considered a spy when, ‘acting clandestinely or on false pretences, he ob-

tains or endeavours to obtain information in the zone of operations of a bel-

ligerent, with the intention of communicating it to the hostile party’. The re-

quirement of clandestine or false pretences in carrying out the activity of in-

formation gathering is repeated in Article 46 API. Article 46(3) API pro-

vides that espionage constitutes gathering or attempting to gather 

‘information of military value within that territory’ done ‘through an act of 

false pretences or deliberately in a clandestine manner’. 

 

There is a further requirement in the sharing of information with the enemy 

that such sharing must be with the purpose of furthering the enemy’s mili-

tary efforts, consistent with the requirements identified by the ICRC in its 

guidance on direct participation.1386 The act of intentionally sharing infor-

mation with the enemy party to the conflict would otherwise be too broad, 

potentially even covering individuals providing information to journalists 

working for broadcasts or publications in or aimed at the population of the 

enemy party to the conflict or commenting or engaging in online discussions 

on matters relating to the armed conflict. This is also consistent with the 

findings of the ICTY Appeals Chamber in Prosecutor v. Strugar, which dis-

tinguished transmitting military information for the immediate use of a bel-

ligerent, and serving as intelligence agents, lookouts, or observers on behalf 

of the military forces as direct participation in hostilities from ‘gathering and 

transmitting military information’ as an indirect form of participation.1387  

 

Article 46 API covers only members of the armed forces engaged in acts of 

espionage. The Commentary to this provision distinguishes these individuals 

from civilians giving information to the ‘enemy of the occupying forces’, 

which would be covered by the security laws of the Occupying Power.1388  

 

The exercise of freedom of expression in occupied territories means that the 

Occupying Power could not prohibit all communications with the enemy 

 
1385 See ECtHR, Big Brother Watch and Others v. The United Kingdom, 2021. See also 

ECtHR, Centrum för rättvisa v. Sweden, 2021. 
1386 ICRC, DPH Guidance, 2009, 58-60. 
1387 ICTY, Prosecutor v. Strugar, Case No. IT-01-42-A, Appeals Chamber, Judgment, 17 July 

2008, paras. 177-178 (‘ICTY, Prosecutor v. Strugar, Appeals Judgment, 2008, 17 July 

2008,’).  
1388 Sandoz et al., Commentary to the APs, 1987, para. 1766. See also Chapter 5.3. 
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party through the passing of security laws, however. Indeed, IHL provisions 

require the Occupying Power to facilitate the exchange of certain infor-

mation, including family news and news regarding POWs.1389 Both IHL and 

IHRL would permit the limitation of accessing, receiving and sharing de-

fined information for the purpose of national security and public order, how-

ever. Such limitations could be provided through legislation introduced by 

the Occupying Power under Article 43 of the 1907 Hague Regulations (IV) 

and Article 64 GCIV. 

 

The acts envisaged under Article 29 of the 1907 Hague Regulations (IV) and 

Article 46 API appear to be in situ. Article 29 covers those who obtain or en-

deavour to obtain information ‘in the zone of a belligerent’, and under Arti-

cle 46(1) API, members of the armed forces who fall into the hands of the 

adverse party whilst engaged in espionage lose their right to POW status. Ar-

ticle 46(2) API also provides that those members of the armed forces acting 

on behalf of that Party and ‘in the territory of the adverse Party’ engaged in 

gathering information whilst in their uniform shall not be considered to be 

carrying out acts of espionage. Today, many of these acts take place in the 

cyber context and therefore do not involve the persons engaged being in the 

territory where information is gathered. However, what might be described 

as traditional acts of espionage do still occur. Although the methods of espi-

onage differ considerably from those envisaged in the drafting of the IHL in-

struments, these new methods would still be covered by the IHL provi-

sions.1390 As such, gathering information by hacking into military computer 

systems or networks or using false profiles on social media accounts to 

gather information from military personnel of the enemy forces with the in-

tention of sharing the information gathered with the opposing party to the 

conflict would count as acts of espionage under IHL. 

 

Journalists are particularly at risk of being accused of espionage as a way to 

silence their reporting. This vulnerability is exacerbated in situations of oc-

cupation, where they are subject to the control and authority of another State. 

Conversely, parties to the conflict have used the position of journalists to 

conceal clandestine activities such as espionage in the past.1391 This in turn 

undermines the protection of journalists under both IHL and IHRL during 

armed conflict, and could have potentially broader impacts on the wider pop-

ulation.1392 

 
1389 See further Chapter 7. 
1390 See further Schmitt, Tallinn Manual 2.0, 2017, 168-174. Open source data analysis is to-

day a common method of intelligence gathering. See also Schmitt, Tallinn Manual 2.0, 2017, 

323. See further Chapter 9.6. 
1391 See, for example, Briant, Propaganda and Counter-Terrorism, 2015, 42-45. 
1392 See further Chapter 5.1. 
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6.6 Conclusions 

 

This Chapter explored the relationship between IHRL and IHL in the regula-

tion of expressions not protected by the right to freedom of expression. The 

first point of note is the regulation of hate speech and incitement to violence 

in the very violent context that is an armed conflict. States have a positive 

obligation to address the use of hate speech, that is, expression that incites 

discrimination, and incitement to violence. The two are often linked, most 

notably in its most extreme form in the crime of public incitement to geno-

cide, and are often precursors to and features of armed conflict. In armed 

conflict, this often leads to further breaches of IHL, and as such, parties to 

the armed conflict must address such activities further to their obligation to 

ensure respect. Hate speech and incitement to violence can also undermine 

the protections of IHL, leading to breaches of this obligation and the princi-

ples of distinction and proportionality in targeting. Addressing such acts, 

however, involves a careful balance in ensuring that the right to freedom of 

expression is not disproportionally restricted. The observations of human 

rights monitoring bodies that freedom of expression is itself an effective tool 

against hate speech and incitement to violence are important in this. 

 

The context of armed conflict is an important factor in determining whether 

expressions constitute hate speech and incitement to violence, as is the actor 

(such as whether it was expressed by a person representing a party to the 

armed conflict) and audience addressed (such as whether it was targeted at 

the enemy or the enemy’s civilian population). Incitement to violence in-

volves the intention to influence others to engage in violent conduct.  

 

The difference in obligations between States and non-State actors under 

IHRL is important in this. States are under a positive obligation to address 

hate speech and incitement to violence, including through legislative 

measures. IHRL jurisprudence also indicates that States can restrict overt 

support for the use of violence by a non-State armed group and glorification 

of violence by the non-State armed group, even where it does not breach 

IHL. There is a fine balance here in relation to the societal dimension of the 

right to freedom of expression. Context, again, is critical in determining 

when statements expressing sympathy cross a line. 

 

The Chapter also assessed the complementary obligation under IHL to treat 

protected persons with respect that would include protection against hate 

speech and incitement to violence against them by third parties. Whilst com-

batants in IACs and fighting forces in NIACs are not protected by these pro-

visions, the positive obligations of the State under IHRL to protect all per-

sons continue to apply, and where a jurisdictional link can be established, the 
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enemy State party to the conflict is also be obliged not to engage in such 

conduct. 

 

The Chapter further explored differences in practice in situations in armed 

conflict relating to when parties to the conflict can incite violence. This in-

cluded the accepted practice of State parties to armed conflicts encouraging 

their own nationals to join the army to fight in the war. Practice is conflicting 

on whether a State can encourage the nationals of other States to participate 

in the armed conflict on its behalf. It is accepted that States can take 

measures limiting expressions by non-State actors encouraging others to join 

their fight, including restrictions on freedom of expression. It is also com-

mon practice for parties to armed conflicts to call on the opposing side’s 

fighting forces to use force against their leaders. Any violence that is incited 

or encouraged must be violence conducted in accordance with IHL as part of 

the obligation to respect and ensure respect for IHL. A more controversial is-

sue is whether parties to the conflict can encourage civilians within their ef-

fective control and authority to use violence to directly participate in the hos-

tilities. Such incitement calls into question the obligation to protect civilians 

and could contribute to the opposing side conflating groups and failing to 

distinguish protected persons sufficiently. Practice also highlights how it is 

difficult to incite a little bit of violence or violent conduct that would comply 

with all applicable requirements of IHL. As such, it is difficult to incite vio-

lence in a way that also upholds the obligations to respect and ensure respect 

for IHL. By contrast, incitement and encouragement to resist in non-violent 

ways would not be unlawful under either IHRL or IHL. 

 

IHL contains further complementary restrictions on the parties using threats 

or measures of terrorism against protected persons, as well as threats of ter-

rorism and violence the primary purpose of which is to spread terror among 

the civilian population in the conduct of hostilities. This is an important re-

striction in the digital era, where content can spread far beyond the conflict 

zone. Including ‘threats’ places an explicit restriction on the content of mes-

sages and information, both direct and indirect, that the parties to the conflict 

can use. This prohibition also covers indirect threats of terror. Incitement to 

terrorism could be included in the definition of ‘measures’ of terrorism. This 

prohibition relates to protected persons, and as such, acts aimed at intimidat-

ing the enemy forces and persuading them to surrender are not prohibited. 

There is a fine balance, however, between ensuring protections under IHL 

such as the protection of the wounded, sick, dead and POWs and compliance 

with other applicable norms of IHL, such as the prohibition of unnecessary 

suffering and the prohibition of threats of no quarter. Such activities must 

also not spread to the civilian population to be lawful. 
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Parties to the armed conflict would be able to take measures lawful within 

the realms of IHL, such as targeting, to address measures or threats of terror-

ism introduced by an opponent or incitements or threats to carry out acts the 

primary aim of which is to spread terror among the civilian population. State 

parties would also be able to address the situation through limitations to free-

dom of expression  in accordance with the requirements under this body of 

law. Where this spreads beyond the conflict zone, other States would also be 

obliged to address it under IHRL. This has proved problematic in practice, 

however, as often disproportionally restricting freedom of expression that 

does not constitute ‘incitement’. 

 

The Chapter also considered the prohibition of threats of no quarter, which 

places a specific prohibition on content aimed at combatants, fighting forces 

and armed forces personnel. This is in contrast to some of the exceptions to 

the prohibitions noted in relation to hate speech and incitement to violence 

and threats of terror. This again demonstrates a mutually reinforcing rela-

tionship between the norm under IHL and the right to freedom of expression 

under IHRL. Threats of no quarter may be direct or indirect. Where they 

spill over to the civilian population, they would also fall under the provisions 

prohibiting spreading terror in the civilian population or threats of terrorism. 

Private persons calling for no quarter to be given would not be covered by 

this prohibition, but such expressions would constitute incitement to vio-

lence, and States have an obligation not to incite, encourage or promote 

breaches of IHL under the obligations to respect and ensure respect. 

 

Articles 13(2) GCIII and 27(1) GCIV operate as a specific content restriction 

on the right to freedom of expression established under IHL relating to shar-

ing images of protected persons that subject them to insult or public curios-

ity. Similar to the prohibition of threats of no quarter, these IHL provisions 

provide the legal basis to introduce restrictive measures on the right to free-

dom of expression. The drafting history indicates that the purpose behind the 

protection aimed at in the provisions is also consistent with the legitimate 

aim of protecting the rights of others under IHRL. The external dimension of 

the obligation to ensure respect and the specific obligation under Article 129 

GCIII for all States to take measures to suppress acts contrary to GCIII also 

apply to States where images have spread but are not party to the conflict. 

The necessity and proportionality of such restrictions may differ outside the 

conflict area, however. The retransmission of images that were originally re-

leased in breach of the obligation under Articles 13(2) GCIII and 27(1) 

GCIV may not necessarily constitute a further breach of the IHL norm. The 

release of images of protected persons covered by these provisions has high-

lighted breaches of IHL, and in such cases a different balance in restricting 

the right would be required.  
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There are slightly different considerations in determining breaches under the 

different Conventions that need to be taken into consideration. For example, 

there may be specific groups within the POW or civilian population covered 

by Article 27(1) GCIV that are vulnerable to acts in breach of this rule, such 

as minorities or persons in detention. There are different considerations for 

the impact on POWs than for civilians, and relevant in this is the increasing 

difficulty of ensuring that POWs cannot be identified. The purpose of the 

protection is to ensure not only the privacy and dignity of the individuals 

concerned but also that the Detaining Power does not use protected persons 

in their military efforts, such as through propaganda activities. The purpose 

of capturing and sharing the image is therefore important in determining if 

there has been a breach of the rule. Whilst there is no corollary rule applica-

ble in NIACs, the release of images similar to those covered by these provi-

sions has raised concerns and could constitute a breach of the prohibition of 

outrages upon personal dignity. Determining this would take into considera-

tion the privacy of the victims and the intention to humiliate or exploit them, 

which could amount to a war crime. That said, non-State parties in NIACs 

do not have the same obligations under IHRL or capacity to address the re-

lease and retransmission of images taken by other individuals as State parties 

in IACs have. 

 

Finally, the limitations in IHL on sharing information as an act of espionage 

were considered. IHL includes particularly serious consequences for individ-

uals caught or suspected of espionage, including forfeiting rights of commu-

nication or loss of protection under the Geneva Conventions of 1949. The 

crime of espionage is a limitation on the right to seek, receive and share in-

formation. It can be deduced from Article 29(1) of the Hague Regulations of 

1907 and Article 46 API that what differentiates acts of ‘espionage’ from 

acts of sharing information in the exercise of freedom of expression is the re-

quirement of clandestine or false pretences in carrying out the activity of in-

formation gathering with the intention of sharing it with the opposing party 

to the conflict to further the enemy’s military efforts. The intention require-

ment is extremely important for distinguishing acts of espionage from other 

acts of information gathering and sharing in armed conflict. This relates both 

to acts of espionage carried out in the territory in which the armed conflict is 

being waged and acts of espionage conducted through cyber means. 

 

Article 46 API covers only members of the armed forces. The specific vul-

nerability of journalists to such accusations through the exercise of their 

right to freedom of expression was noted. Their right to freedom of expres-

sion ‘regardless of frontiers’, which continues and applies vis-à-vis the Oc-

cupying Power, also acts as a protection against such accusations. The use 

by parties to the armed conflict of the position of journalists to cover up acts 
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of espionage undermines the protection of journalists under both IHL and 

IHRL. 

 

In situations of occupation, the Occupying Power could introduce legislation 

restricting the seeking, receiving and sharing information of military im-

portance carried out with the purpose of sharing it with the enemy. The right 

to freedom of expression in such settings and further provisions under IHL 

obligating the Occupying Power to facilitate the exchange of information 

considered further in Chapter 7 mean a total ban on communications with 

the enemy would be unlawful, however. 

 

The relationship between IHL and IHRL in these areas is complex and not 

always easy to distinguish. A very delicate balance is frequently needed. The 

continued application of IHRL in many cases provides a means for State par-

ties to address violations of the IHL provisions considered here. The opera-

tion of IHL as a legal basis to restrict the right to freedom of expression in 

relation to the protections under GCIII and GCIV of protected persons 

against insults and public curiosity and the prohibition of threats of no quar-

ter serve protective functions addressing specific vulnerabilities brought 

about by the conflict, somewhat similar in this regard to the protections con-

sidered in Chapters 4 and 5. The exceptions noted in practice relating to in-

citing violence and terror in the enemy’s combatants and fighting forces, 

however, reflect the differences in the foundational bases and purposes of 

the two areas of law, which  are not easily reconcilable. The Chapter also 

noted that ensuring that these exceptions are contained and do not spread 

further is extremely difficult in the inherently violent context of armed con-

flict. 
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7 Access to information and armed conflict 

 
‘Fish-Footman and Frog-Footman holding an invitation’, illustration drawn by John Tenniel 

in Alice’s Adventures in Wonderland by Lewis Carroll, 1865, 77 
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Information underlines the basis of all decisions for implementing the obli-

gations under IHL and IHRL and thus can be a matter of life or death in 

armed conflict. The right to access information held by public authorities 

therefore takes on new meaning. The operation of the right can also change 

significantly in this context, such as where States lose control of their terri-

tory to another State party to the conflict in situations of occupation or to a 

non-State armed group in a NIAC. 

 

IHL includes a number of obligations to facilitate the exchange of infor-

mation and access to specific information in armed conflict. This largely re-

lates to information on persons in the hands of the adverse Party. This infor-

mation is of fundamental importance to the relatives of these individuals for 

understanding their fate. As has been highlighted by IHRL jurisprudence re-

lating to the right to life and enforced disappearances, the right to know the 

fate of individuals in the hands of the State is an individual right of their rel-

atives.1393 This also demonstrates the inter-connectivity between the realisa-

tion of human rights.1394 How do these obligations relate to the right to access 

information held by public authorities under IHRL, however? Is there a right 

to access the information required to be recorded under IHL, and if so, is this 

right established under IHRL or IHL, or both? 

 

IHL also includes a complementary obligation to provide information relat-

ing to the conduct of hostilities, namely the obligation to provide an effective 

warning to the civilian population in advance of attacks. As will be seen, this 

is a broad obligation that is open to interpretation in how its requirements 

can be fulfilled. However, the implementation of this obligation must not un-

dermine the protection under the provision against issuing fake warnings or 

similar deception, a further protection against abuse of information. 

 

This Chapter will analyse how the right to access information under IHRL 

operates in armed conflict and how these obligations relate to obligations un-

der IHL. The Chapter will first outline the obligation under IHRL to provide 

access to information and analyse how this applies in armed conflict settings. 

It will go on to consider the obligations under IHL to provide information re-

lating to protected individuals and discuss how this relates to the obligations 

under IHRL to enable access to information. In this it will be shown that 

there are a number of important additional protections under IHL relating to 

 
1393 See further Melanie Klinkner and Howard Davis, The Right to Truth in International 

Law: Victims' Rights in Human Rights and International Criminal Law (London, Routledge, 

2019). 
1394 Vienna Declaration and Programme of Action, para. 5. See also IACtHR, Case of 

Velásquez Rodríguez v. Honduras, 1988, para. 181, and IACtHR, Case of Anzualdo Castro v. 

Peru, Preliminary Objection, Merits, Reparations and costs, Judgment of September 22, 2009, 

Series C No. 202, para. 118. 
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access to information that complement the general obligation under IHRL. 

The Chapter will then consider the obligation to provide the civilian popula-

tion with an effective warning of attack. In emphasising the information di-

mensions of these obligations, the Chapter aims to demonstrate the transpar-

ency functions they fulfil, which are complementary to the societal dimen-

sion of the right to access, seek, receive and share information under IHRL. 

7.1 The right to access information under human rights 

law 

 

The right to request access to information held by the State forms a funda-

mental part of the right to seek and receive information.1395 This aspect of the 

right has only recently begun to be addressed in the jurisprudence of the re-

gional courts. It was only recognised by the IACtHR in 2006 and, more re-

strictively, by the ECtHR in 2016.1396 That said, international instruments re-

lating to the right to access publicly held information have been adopted 

since the 1970s.1397 Interestingly, only the right to receive information, not 

the right to seek information, is explicitly protected in Article 10(2) ECHR 

or Article 9(1) ACHPR, in contrast to Article 19(2) ICCPR and Article 13(1) 

ACHR. Both the individual and societal dimensions of the right to freedom 

of expression are clearly evident in the exercise of the right to request access 

to State-held information as an individual right that ensures transparency in 

relation to the activities of the State, in which the whole of society has an in-

terest.1398 

 

The right to request access to information is a right of everyone without a 

need to state the reason why access is sought. The right to access infor-

mation held by public bodies is not limited only to those within the State’s 

 
1395 Individuals may have recourse to access to information held by private entities where the 

information amounts to personal data or of a private nature through the operation of the right 

to data protection and privacy. Consideration of this is beyond the scope of this thesis. See 

further Lubin, ‘The rights to privacy and data protection under international humanitarian law 

and human rights law’, 2020, and Geiss and Lahmann, ‘Protection of Data in Armed Con-

flict’, 2021. 
1396 IACtHR, Claude-Reyes et al. v. Chile, 2006; ECtHR Magyar Helsinki Bizottsag v. Hun-

gary 2016. See also HRC, Gauthier v. Canada, 1999; HRC, Toktakunov v. Kyrgyzstan, 2011; 

and HRC, Rafael Rodríguez Castañeda v. Mexico, Communication No. 2202/2012, UN Doc. 

CCPR/C/108/D/2202/2012, 29 August 2013. See further UN General Assembly, ‘Report of 

the Special Rapporteur on the promotion and protection of the right to freedom of opinion and 

expression’, UN Doc. A/68/362, 4 September 2013. 
1397 See summary in ECtHR Magyar Helsinki Bizottsag v. Hungary, 2016, paras. 44-59. 
1398 See further IACtHR, Claude-Reyes et al. v. Chile, 2006, paras. 84-88. 
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territory or to its citizens.1399 Whilst the right to access information held by 

public bodies was described as a ‘citizen right’ in a Joint Declaration of the 

UN, OSCE and OAS and AComHPR Special Rapporteurs,1400 this appears to 

be a reference to the importance of the right in ensuring transparency in a de-

mocracy rather than a limitation on who can claim the right. 

 

The right is limited to information held by the State.1401 States are under a 

positive obligation to either provide the information requested or a justifica-

tion of why access to the requested information is limited in accordance with 

the provisions permitting restrictions on the right.1402 The information given 

to the person ought to allow the individual to circulate it within society in a 

way that allows persons to know it, obtain access to it, and evaluate it.1403 Re-

sponses to requests should be made in a timely manner.1404 Reasons would 

need to be provided for any refusal to provide access to information, and a 

mechanism for appealing such a decision as well as in cases of failure to re-

spond to requests needs to be in place.1405 

 

The principle of maximum disclosure subject to a limited system of excep-

tions should guide the actions of States in this regard.1406 However, it is rec-

ognised that ensuring access to information can be limited by States based 

on legitimate grounds listed in relevant treaties. This ensures a balance be-

 
1399 UN Commission on Human Rights, ‘Report of the Special Rapporteur, Ambeyi Ligabo on 

the right to freedom of opinion and expression’, UN Doc. E/CN.4/2005/64, 17 December 

2004, para. 41 (‘UN Special Rapporteur on freedom of expression, Report on implementing 

the right of access to information and protection and security of media professionals, 2004’). 
1400 OSCE, ‘Joint Declaration on International Mechanisms for Promoting Freedom of Ex-

pression’, adopted by the UN Special Rapporteur on Freedom of Opinion and Expression, the 

OSCE Representative on Freedom of the Media, and the OAS Special Rapporteur on Free-

dom of Expression on 6 December 2004, Principle 2. 
1401 Note, AComHPR, Declaration on Freedom of Expression 2019, Principle 26(1)(b) goes 

further in explicitly recognising access to information held by private bodies that are owned 

partially or totally or is controlled or financed directly or indirectly by public funds, or a body 

that carries out a statutory or public function or a statutory or public service. See further Prin-

ciple 26(2). 
1402 IACtHR, Claude-Reyes et al. v. Chile, 2006, para. 77. 
1403 IACtHR, Case of Gomes Lund et al. (‘Guerrilha do Araguaia’) v. Brazil, Preliminary Ob-

jections, Merits, Reparations, and Costs, Judgment of November 24, 2010, Series C No. 219, 

para. 197 (‘IACtHR, Gomes Lund et al. v. Brazil, 2010’). 
1404 UN Special Rapporteur on freedom of expression, Report on implementing the right of 

access to information and protection and security of media professionals, 2004, para. 42 
1405 HRC, General Comment No. 34, 2011, para. 19; UN Special Rapporteur on freedom of 

expression, Report on implementing the right of access to information and protection and se-

curity of media professionals, 2004, para. 43. 
1406 IACtHR, Claude-Reyes et al. v. Chile, 2006, para. 92. 
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tween the exercise of the right without unnecessarily or unreasonably ob-

structing the functioning of State organs,1407 which may be particularly un-

der-resourced or incapacitated during times of armed conflict. Restrictions 

on sharing information can be imposed where there is a legitimate reason to 

restrict the information to persons with a direct interest or personal involve-

ment.1408 

 

As noted in Chapter 2.8, any restrictions introduced must be based on one of 

the listed legitimate aims in the relevant treaty, based on law, necessary in a 

democratic society and proportionate to the aim pursued.1409 For limiting ac-

cess to publicly held information, the grounds of national security, ensuring 

public order and protecting the rights of others appear to be the most relevant 

in situations of armed conflict. The requirement that the restriction must be 

prescribed by law means that it should not be left open to the discretion of 

public bodies to deny requests in their own interests. Rather, the restriction 

must be pursuant to a general interest of society as set out in the treaties and 

respond to that purpose.1410 It must be necessary to introduce restrictions to 

satisfy the compelling public interest and the least restrictive means to 

achieve the objective sought. 

7.1.1 The right to access information concerning military 

operations 

 

The right to access information held by public bodies is applicable in armed 

conflict and includes information relating to the activities of the military.1411  

The IACtHR’s  judgment in Gomes Lund et al. v. Brazil (2010) is particu-

larly relevant in understanding the scope of the obligation to access infor-

mation concerning military operations.1412 The case concerned the arbitrary 

detention, torture and forced disappearance of 70 people, including ‘mem-

 
1407 See, for example, HRC, Gauthier v. Canada, 1999, para. 13.4. 
1408 IACtHR, Claude-Reyes et al. v. Chile, 2006, para. 77. 
1409 HRC, Gauthier v. Canada, 1999, para. 13.4. See also UN Special Rapporteur on freedom 

of expression, Report on implementing the right of access to information and protection and 

security of media professionals, 2004, para. 39. See Chapters 2.8 and 2.9.  
1410 IACtHR, Claude-Reyes et al. v. Chile, 2006, paras. 89-91. 
1411 IACtHR, Gomes Lund et al. v. Brazil, 2010. See also cases relating to deaths and disap-

pearance of family members by military during armed conflict and inadequacies of investiga-

tions, leading to families not knowing the fate of relatives. All these cases by default require 

access to information on military activities taking place in armed conflict. See, for example, 

ECtHR, Jaloud v. The Netherlands, 2014; ECtHR, Al-Skeini and Others v. the United King-

dom, 2011; ECtHR, Varnava and others v. Turkey, 2009; and ECtHR, Er and Others v. Tur-

key, Application no. 23016/04, Judgment, 31 July 2012. 
1412 See further IACtHR, Gomes Lund et al. v. Brazil, 2010, para. 192. 
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bers of the Communist Party of Brazil […] and peasants of the region’, re-

sulting from operations of the Brazilian army between 1972 and 1975 

against the Araguaia Guerrillas.1413 The families and civil society groups 

brought numerous actions to determine the fate of these persons to no 

avail.1414 The Inter-American Commission argued before the IACtHR that the 

legislative and administrative measures adopted by the State did not suffi-

ciently protect the right of the applicants to access the information and un-

duly restricted the right. In this, the applicants referred to the silence result-

ing from the State’s refusal to disclose documents or prove the destruction of 

documents.1415 

 

The Inter-American Court held that in cases of human rights violations, State 

authorities cannot resort to mechanisms such as official secrets, confidential-

ity of the information, or national security to refuse to supply information re-

quired by judicial or administrative authorities in charge of ongoing investi-

gations or pending procedures.1416 Furthermore, when investigating crimes, 

the decision to qualify the information as secretive, refuse to disclose it, or 

determine if the documentation even exists can never depend exclusively on 

the State body whose members have been accused of committing the wrong-

ful acts.1417 This is extremely important in considering information relevant 

for determining whether violations of IHL that amount to grave breaches 

have taken place. 

 

The IACtHR held that denial of the existence of documents must be pro-

vided in the reasons for denying access to the information and details 

demonstrating that the State has taken all measures under its power to prove 

that, in effect, the requested information does not exist.1418 Government au-

thorities must act in good faith and diligently in carrying out the necessary 

actions to ensure the effectiveness of the right to information, particularly 

where it deals with the right to the truth of what occurred in cases of gross 

violations of human rights such as forced disappearances and extrajudicial 

execution, as in the case at hand.  

 

 
1413 Ibid., para. 2. 
1414 Ibid., paras. 187-194. 
1415 Ibid., para. 185. 
1416 Ibid., para. 202. 
1417 Ibid., para. 202. 
1418 Ibid., para. 211. In the case at hand, the State had argued in judicial proceedings that the 

information no longer existed, but provided no further information on the procedures carried 

out to confirm the non-existent. The IACtHR held this allowed for discretional and arbitrary 

actions of the State to provide the information, thereby creating legal uncertainty regarding 

the exercise of the right. 
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These principles are essential in ensuring the continuing function of over-

sight, transparency and accountability through public watchdog functions in 

armed conflict to ensure that IHRL and IHL standards are respected. Alt-

hough the case focused solely on the right to access information under IHRL 

and did not involve consideration of dual obligations under IHL, this is not 

necessarily a fault in the judgment for the point of analysis here. Rather, it 

demonstrates the continued application of the right to access publicly held 

information under IHRL in armed conflict and its importance in ensuring 

that serious violations of IHL and IHRL do not go unaccounted for. 

 

The need to ensure that individuals have access to sufficient information to 

be able to establish claims for violations of their or their relatives’ human 

rights was also noted by the HRC in its General Comment No. 36 on the 

right to life. This states that: 

 

States parties should, in general, disclose the criteria for attacking with 

lethal force individuals or objects whose targeting is expected to result 

in deprivation of life, including the legal basis for specific attacks, the 

process of identification of military targets and combatants or persons 

taking a direct part in hostilities, the circumstances in which relevant 

means and methods of warfare have been used, and whether less harm-

ful alternatives were considered.1419  

 

Without such information, it can be extremely difficult, if not impossible, to 

determine whether the party to the conflict is implementing its obligations 

under IHL sufficiently, which in turn can result in violations of IHRL. This 

right therefore alleviates silence in the face of violations of international le-

gal obligations. 

  

There are legitimate reasons why parties to the conflict may need to keep in-

formation secret or confidential, however.1420 Information that would render 

military operations ineffective is one example and can therefore be limited. 

This was considered by the General Court of the European Union in relation 

to a request for information from the European Border and Coast Guard 

Agency, Frontex.1421 The case is interesting, as it concerns a request for ac-

cess to information in an ongoing military operation balanced against trans-

parency interests of public disclosure of information.  

 

 
1419 HRC, General Comment No. 36, 2019, para. 64. 
1420 See further Chapter 2.5.2. 
1421 EU General Court, Luisa Izuzquiza and Arne Semsrott v. European Border and Coast 

Guard Agency, Case T-31/18, First Chamber, Judgment of 27 November 2019, 

ECLI:EU:T:2019:815. 
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In the case, access to documents containing information on the name, type 

and flag of every vessel that Frontex had deployed between 1 June and 30 

August 2017 in the central Mediterranean under Joint Operation Triton was 

requested by civil society activists.1422 Frontex refused access to the infor-

mation requested. In the reasons given for the decision, it was stated that this 

refusal was based on protection ‘of the public interest in the field of public 

security’, as the information could be combined with open access infor-

mation to locate the current positions of the patrolling vessels, including by 

the criminal networks involved in migrant trafficking.1423 It was considered 

that these criminal networks could then change their modus operandi to 

avoid detection and enter the EU unlawfully.1424 

 

The applicants put in a further request for the information.1425 In this request, 

they argued that the same information in relation to another Operation had 

been proactively published, the information sought had previously been 

available, and that Frontex had proactively published through the social me-

dia platform Twitter part of the information requested.1426 This request was 

again rejected on the same grounds as the original decision.1427 The appli-

cants then sought relief before the General Court of the EU. 

 

The General Court held that exceptions to the general principle of the widest 

possible public access to documents must be interpreted and applied 

strictly.1428 The fact that a document concerns an interest protected by an ex-

ception is not itself sufficient to justify the application of the exception.1429 It 

was for the institution concerned to explain how disclosure of that document 

could specifically and actually undermine the interest protected by an excep-

tion set out in Article 4 of Regulation 1049/2001 upon which it relied on to 

refuse access to a document requested.1430 The Court noted, however, the ju-

risprudence of the CJEU that institutions must (emphasis added) refuse ac-

cess where an exception applied and disclosure undermined the interests pro-

tected in the exceptions.1431 Using language first developed by the ECtHR, 

the General Court held that the institution had wide discretion and a ‘margin 

 
1422 Ibid., paras. 1-10. Operation Triton was aimed at ‘improving border surveillance and con-

trol through joint patrols and using the assets provided by the Member States’ and expanded 

to cover cross-border crime detection, including people and drug smuggling, illegal fishing 

and maritime pollution, as well as search and rescue of persons in distress at sea. See para. 5. 
1423 Ibid., para. 11. 
1424 Ibid., para. 12. 
1425 Ibid., para. 35. 
1426 Ibid., para. 14. 
1427 Ibid., para. 17. 
1428 Ibid., para 61. 
1429 Ibid. 
1430 Ibid., para. 62. 
1431 Ibid., para. 64. 
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of appreciation’ in making this determination.1432 The review by the General 

Court was thus restricted to verifying whether the procedural rules to state 

reasons had been complied with, whether the facts had been accurately 

stated and whether there had been a manifest error of assessment of misuse 

of power.1433 

 

The General Court rejected the applicant’s position that Frontex was incor-

rect in asserting that the information would enable criminal networks to lo-

cate the position of vessels.1434 The Court held that such detection by traffick-

ers would constitute: 

 

a significant risk which comes within public security in a context in 

which those traffickers do not hesitate to attack vessels, sometimes us-

ing military weapons, or to undertake manoeuvres capable of endan-

gering crews and equipment.1435  

 

In this, the Court seemed more concerned with the protection of the rights of 

others. The fact that the operation was still ongoing at the time was a further 

factor in the Court’s judgment against the release of the information.1436 The 

information requested was much more detailed than the limited information 

Frontex had published on Twitter.1437 The decision by Frontex to include se-

lected information on Twitter as part of its obligation to communicate with 

the public under Regulation 2016/1624 could not be regarded as establishing 

a precedent that would require it to communicate information that it believed 

put public security at risk.1438 This is an interesting point demonstrating bal-

ance between two conflicting obligations, namely the obligation to proac-

tively provide information on activities whilst protecting the rights of others. 

 
1432 Ibid., paras. 64-65. Note that the margin of appreciation doctrine has been rejected by the 

HRC. See HRC, General Comment No. 34, 2011, para. 36. 
1433 Ibid., para. 65. 
1434 Ibid., paras. 66-75. 
1435 Ibid., para. 73. See also paras. 98-104. 
1436 Ibid., paras. 79-82. See also para. 87. 
1437 Ibid., para. 90. See further paras. 91-97. 
1438 Ibid., para. 93. Following this judgment Frontex applied for costs to be recovered from the 

applicants. This was viewed by the applicants as an effort to silence them and dissuade others 

from making similar requests. See Nikolaj Niehsen, ‘Frontex guilty of inflating legal fees 

against activists’, EU Observer, 19 April 2021, <https://euobserver.com/migration/151577>. 

The General Court ultimately ordered the applicants to pay for parts of the costs claimed by 

Frontex. See EU General Court, Izuzquiza and Semsrott v. Frontex, Case T-31/18 DEP, Order 

of the General Court (Fifth Chamber), 26 March 2021, ECLI:EU:T:2021:173. Frontex has 

since faced criticism for its insistence on securing costs as being intimidatory. See, for exam-

ple, Ludek Stavinoha, ‘Frontex: An EU agency gone rogue?’, EU Observer, 19 October 2021, 

<https://euobserver.com/opinion/153256>. A further case has also been filed challenging a re-

jection of access to information relating to Frontex’s collaboration with the Libyan coast 
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These events took place outside a situation of armed conflict, and therefore 

IHL did not apply.1439 That said, there are factors highlighted that would be 

of relevance in determining similar information requests in situations of 

armed conflict. Notably, there is a different balance in the public interest in 

disclosing information after an operation has come to an end and operational 

requirements of secrecy during an operation. This is relevant in determining 

the balance for ensuring respect for the obligations under IHL in Common 

Article 1.1440 There is also a different balance of interests in the Frontex case 

compared with the Gomes Lund et al. v. Brazil (2010) case in determining 

whether an individual’s rights have been violated and protecting the rights of 

individuals in releasing information. The cases suggest that the balance is 

heavily in favour of releasing information where it may reveal details of vio-

lations of individual rights and IHL standards, even when military operations 

are ongoing. Where this is not the case, the protection of the rights of others 

must be considered, especially where the disclosure of information could 

compromise the protection obligations under IHL. 

7.1.2 Non-international armed conflicts 

 

In NIACs, access to publicly held information is made extremely difficult by 

the situation of armed conflict. It is common that public officials flee the 

area and public services are disrupted.1441 States will also often justify further 

stringent actions on access to information during public emergencies, re-

stricting scrutiny of their actions based on the need for a swift response in 

the national interest.1442 

 
guard. See further Nikolaj Nielsen, ‘Transparency lawsuit filed against Frontex’, EU Ob-

server, 28 April 2022, <https://euobserver.com/migration/154814>. 
1439 The increase in human trafficking across the Mediterranean Sea has been driven in part by 

a number of ongoing armed conflicts. See further International Organization for Migration, 

‘Missing Migrants Project’ (Web Page), <http://missingmigrants.iom.int>. See also Itamar 

Mann, ‘The EU's dirty hands: Frontex involvement in ill-treatment of migrant detainees in 

Greece’, Human Rights Watch, 2011, <https://www.hrw.org/report/2011/09/21/eus-dirty-

hands/frontex-involvement-ill-treatment-migrant-detainees-greece>; and Report of the Coun-

cil of Europe Parliamentary Assembly, Committee on Migration, Refugees and Displaced 

Persons, ‘Frontex: Human Rights Responsibilities’, Doc. 13161, 8 April 2013. 
1440 See further Chapter 3.2.3. 
1441 See, for example, OSCE, Special Monitoring Mission to Ukraine, ‘Thematic Report: 

Findings on Formerly State-Financed Institutions in the Donetsk and Luhansk Regions’, 

SEC.FR/273/15, 30 March 2015. 
1442 This has been seen in restrictions to access to information introduced in the wake of the 

COVID-19 pandemic where restrictions have introduced to deny journalists and others access 

to meetings and information. The need to guarantee effective and prompt access to infor-

mation during the COVID-19 pandemic has been raised in multiple forums. See, for example, 
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Practice shows that it is extremely challenging in NIACs to ensure access to 

publicly held information in areas controlled by non-State armed groups. 

Non-State armed groups often go to great lengths to introduce measures frus-

trating or interfering with access to information. This can include establish-

ing their own systems in an effort to delegitimise central government struc-

tures.  

 

The difficulties presented by control by non-State armed groups are often 

compounded by State interests in delegitimising the acts of the group 

through, for example, not accepting documentation issued by the group as le-

gitimate. This interplay has significant repercussions for civilians living in 

these areas. For example, there have been significant challenges retaining 

and maintaining up-to-date government records, including identity cards, 

birth, death and marriage certificates and property records, in the armed con-

flict in Syria.1443 Without these documents, individuals are unable to access 

basic government services, including healthcare and humanitarian aid, and 

are at risk of arbitrary deprivation of rights.1444 Individuals in areas recap-

tured by the government forces, in displacement camps or otherwise only in 

possession of documentation produced by non-State entities are particularly 

vulnerable, as the State authorities do not recognise civil documentation is-

sued by armed groups.1445 This has had particularly striking impacts for 

women, who face difficulties registering deaths (thus impeding inheritance), 

custody rights and freedom of movement and registering children, as Syrian 

nationality is conferred to a child through the child’s father.1446 

 

 
UN OHCHR, ‘COVID-19: Governments must promote and protect access to and free flow of 

information during pandemic – International experts’, Press Release, 19 March 2020, 

<https://www.ohchr.org/en/press-releases/2020/03/covid-19-governments-must-promote-and-

protect-access-and-free-flow>; Council of Europe, ‘Respecting democracy, rule of law and 

human rights in the framework of the COVID-19 sanitary crisis – A toolkit for member 

states’, SG/Inf(2020)11, 7 April 2020, 6-7; International Conference of Information Commis-

sioners, ‘Access to Information in the context of the global pandemic’, Statement, 14 April 

2020. See further Ronan Ó Fathaigh and Dirk Voorhoof, ‘Refusal to give access to “confiden-

tial” information about politicians violated NGO’s Article 10 rights’, Strasbourg Observers, 

27 April 2020, <https://strasbourgobservers.com/2020/04/27/refusal-to-give-access-to-confi-

dential-information-about-politicians-violated-ngos-article-10-rights/>. 
1443 UN Syria Inquiry, 23rd Report, 11 March 2021, paras. 62-65. 
1444 See also UN Syria Inquiry, 22nd Report, 21 January 2021, para. 44 noting over 40 legisla-

tive reforms relating to housing, land and property passed since 2011 ‘indicating a systematic 

push to reorganise the management of property rights’ and identifying the lack of access to 

these rights as a key driver of the conflict. 
1445 Ibid., para. 63. 
1446 Ibid., paras. 64-65. See also para. 61. 



300 

Systematic and continued threats, harassment, arrests and attacks, including 

murder, of journalists, media workers and civil society actors also constitute 

an indirect means of violating the societal dimension of access to infor-

mation by preventing the sharing and imparting of information and ideas by 

these individuals.1447 The resulting silence from individuals unwilling to 

share any information for fear of reprisals makes verifying facts and docu-

menting abuses and violations extremely difficult.1448 

 

The societal dimension of denial of access to information was a feature of 

the conflicts in eastern Ukraine, where non-State actors introduced registra-

tion requirements for all media outlets, including online resources such as in-

dividual bloggers, as well as distributers of print media. Those not register-

ing are ‘banned’. Foreign journalists were also subject to limitations on ‘ac-

creditation’ in the areas under the control of armed groups.1449 The process 

for this involved close scrutiny of previous reporting and publications, indi-

cating an effort to control the flow of information.1450 Prohibitions of gather-

ing information in particular areas, notably in the proximity of military ob-

jects, were also included.1451  Journalists remaining in Luhansk by July 2014 

received instructions on how they should report the news from the area by 

the armed groups.1452 This included a weekly meeting with the editors of lo-

cal media on what to cover and how.1453 Words such as ‘separatists’ and ‘ter-

rorists’ were instructed not to be used.1454 If media outlets did not cover the 

activities of the armed groups positively, they were threatened with destruc-

tion of their equipment and endangerment of their employees.1455 Individuals 

in the areas controlled by these groups had significant difficulty accessing al-

ternative sources of information due to technical difficulties accessing the in-

ternet combined with controls on the media available in the area, including 

preventing broadcasting of Ukrainian channels.1456 Access to official docu-

mentation was also a difficulty in this conflict, as citizens needed to cross 

 
1447 Ibid., para. 32. See further ILAC, 2017 Syria Rule of Law Report, 148-153. 
1448 UN Syria Inquiry, 22nd Report, 21 January 2021, para. 32. 
1449 HRMMU, 12th Report, 3 June 2016, para. 58, and HRMMU, 13th Report, 3 March 2016, 

para. 144. 
1450 HRMMU, 5th Report, 29 August 2014, para. 58. HRMMU, 15th Report, 15 September 

2016, para. 117 noted that most foreign journalists except for Russian media professionals 

were denied accreditation by the armed groups. 
1451 HRMMU, 5th Report, 29 August 2014, para. 58. 
1452 HRMMU, 4th Report, 15 July 2014, para. 152. 
1453 Ibid. 
1454 Ibid. 
1455 Ibid. 
1456 Ibid. 
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from non-government-controlled areas to government controlled areas to ac-

cess official documentation, impacting particularly the rights of children 

born in these areas during the conflict.1457 

 

As noted in Chapter 3.1.2, at the time of writing, it cannot be said that non-

State armed groups have any obligation under IHRL to protect or facilitate 

access to information held by public bodies, but there may be situations 

where the non-State armed group exercises de facto governmental author-

ity.1458 The examples from Ukraine discussed above in this chapter may be 

one such case. Establishing that the territorial State either directly or indi-

rectly failed to use reasonable and available measures to address these viola-

tions and thus secure accountability for the violations, however, is likely to 

be extremely difficult. This has demonstrated in cases from other territories 

under control by non-State armed groups, such as the self-proclaimed ‘Mol-

dovan Republic of Transnistria’ area in Moldova.1459  

 

Non-State parties to armed conflicts would, however, be obliged to provide 

information demonstrating respect for obligations under IHL.1460 In many 

cases, this could include information on their own actions, as well as details 

of measures impacting the human rights of individuals within the areas they 

control. In addition, complementary obligations under IHL to respect and 

protect civilian and other protected objects should also ensure that access to 

certain public information is retained. Examples of this include access to 

public libraries and cultural bodies, court judgments, land registries, hospi-

tals and other medical services, educational facilities and a host of other ser-

vices often interfered with by non-State groups during armed conflict.1461 

 

 
1457 See, for example, OSCE Special Monitoring Mission to Ukraine, ‘Thematic Report: 

Checkpoints Along the Contact Line: Reasons Why Civilians Cross and the Challenges They 

Face - January 2018-October 2019’, 8 November 2019, 12-13. 
1458 See further Fortin, The Accountability of Armed Groups under Human Rights Law, 2017, 

240-284. Cf. D. Murray, Human Rights Obligations of Non-State Armed Groups, 2016. See 

also Rodenhäuser, Organizing Rebellion, 2018, 146-150 also argues that non-State armed 

groups may have positive obligations under IHRL in certain circumstances, which would in-

clude this right. 
1459 See, for example, ECtHR, Ilaşcu and Others v. Moldova and Russia, 2004 and ECtHR, 

Catan and Others v. the Republic of Moldova and Russia, 2012. See also ECtHR, Mozer v. 

the Republic of Moldova and Russia, Application no. 11138/10, Grand Chamber Judgment, 

23 February 2016. 
1460 See further Chapter 3.2.2. 
1461 See, for example, UN OHCHR, ‘Human Rights in the Administration of Justice in Con-

flict-Related Criminal Cases in Ukraine April 2014 – April 2020’, 1 August 2020, 124-129.  
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7.1.3 Situations of occupation 

 

Human rights obligations apply to the Occupying State as well as the territo-

rial State in situations of occupation.1462 As a State, the Occupying Power is 

obliged not only to respect but also to protect and fulfil access to publicly 

held information of those within the occupied territory. Most obviously this 

would relate to the function and activities of the occupying authorities and 

military. In this, the obligations to respect and ensure respect under Common 

Article 1 and customary international law are particularly relevant in com-

plementing the protection under IHRL to ensure that the Occupying Power 

proactively provides information relating to its activities. 

 

The requirement to maintain local courts and protections against interference 

with their functioning by the Occupying Power is a further asset in ensuring 

access to publicly held information during occupation.1463 This is important 

in relation to publicly held information recorded prior to the occupation, 

such as land registries and birth, marriage and death certificates. Efforts by 

the Occupying Power to frustrate or restrict access to public information rec-

orded prior to the occupation would constitute a violation of the obligation to 

respect the right to freedom of expression. The functioning of and access to 

the local courts may be hindered where only part of the country is occupied, 

however. 

 

Local courts do not, however, have jurisdiction over members of the Occu-

pying Power’s armed forces and administration or over other nationals of the 

Occupying Power who accompany their armed forces.1464 The Occupying 

Power establishes occupation courts that run in parallel to the local courts to 

deal with allegations of crimes committed by its personnel and those of its 

allies and offences against the security of the occupying army and admin-

istration.1465 Information on the functioning and judgments of the occupation 

courts, however, should be accessible to the public and would also serve as 

an important means of determining whether the Occupying Power is uphold-

ing its obligations under IHL in relation to the occupied territory. 

 

 
1462 See further Chapter 2.6.3. 
1463 See GCIV, Article 54. See further Arai-Takahashi, The Law of Occupation, 2009, 145-

146. See also Hague Convention (IV) on War on Land and its Annexed Regulations 1907, Ar-

ticle 23(h) which requires that the rights and legal action of the inhabitants in the occupied 

territory must be preserved. 
1464 Arai-Takahashi, The Law of Occupation, 2009, 146-147. 
1465 GCIV, Article 66. See further Arai-Takahashi, The Law of Occupation, 2009, 157-166. 

Arai-Takahashi, ‘Law-Making and the Judicial Guarantees in Occupied Territories’, 2015 

1432-1436; and Dinstein, The Law of Belligerent Occupation, 2019, 145-159. 
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Practice as to whether local courts could review the legality of legislation or 

acts of the occupied authorities or Occupying Power is divided,1466 but as 

Arai-Takahashi notes, IHRL may well have influenced practice in this area 

to strengthen the assertion that judicial bodies in occupied territory or those 

in non-occupied territory of the same country during and after the occupation 

should be allowed to scrutinise the legality of occupation measures, taking 

into account the requirements of Article 64 GCIV.1467 As highlighted in 

Gomes Lund et al. v. Brazil (2010), access to the relevant information is 

needed to enable any such scrutiny.1468 

 

Article 47 GCIV provides that protected persons who are in occupied terri-

tory shall not be deprived, in any case or in any manner whatsoever, of the 

benefits of GCIV by any change in the institutions or government of the said 

territory introduced as a result of the occupation, nor by any agreement con-

cluded between the authorities of the occupied territories and the Occupying 

Power, nor by any annexation by the latter of the whole or part of the occu-

pied territory.1469 As such, the obligations under IHL for Occupying Powers 

to provide information below are of particular relevance.1470 In addition, Oc-

cupying Powers should not use their position of power to use information to 

which they have access to undermine or violate other protections under IHL. 

Examples of such abuse of position have been seen in the situation of Cri-

mea, where administrative requirements have been introduced to restrict ac-

cess to information and diverse media, as well as a means to repress particu-

lar political, religious and minority groups.1471  

 

Occupation is a rather blunt tool in the face of democracy, and as mentioned 

elsewhere in this thesis, the interests of the inhabitants of the occupied terri-

tory are often at odds with those of the Occupying Power. Access to infor-

mation is one aspect under IHRL that can aid in addressing this imbalance. It 

 
1466 See Dinstein, The Law of Belligerent Occupation, 2019, 147-157. 
1467 See further Chapter 5.2. 
1468 IACtHR, Gomes Lund et al. v. Brazil, 2010, paras. 183-231. 
1469 See further Michael Bothe, ‘The Administration of Occupied Territory’ in Andrew Clap-

ham, Paola Gaeta, and Marco Sassòli (eds.), The 1949 Geneva Conventions: A Commentary 

(Oxford, Oxford University Press, 2015), 1455-1484, 1463-1466 (‘Bothe, ‘The Administra-

tion of Occupied Territory’, 2015’). 
1470 See Chapter 7.2. 
1471 See, for example, HRMMU, 2nd Report, 15 May 2014, para. 138; HRMMU, 3rd Report, 

15 June 2014, para. 305; HRMMU, 5th Report, 29 August 2014, paras. 160-163; HRMMU, 6th 

Report, 19 September 2014, para. 30; HRMMU 7th Report, 20 November 2014, para. 227; 

HRMMU, 15th Report, 15 September 2016, paras. 168-171; HRMMU, 9th Report, 15 Febru-

ary 2015, paras. 95-99; HRMMU, 13th Report, 3 March 2016, para. 192; HRMMU, 19th Re-

port, 12 September 2017, para. 140; HRMMU, 20th Report, 1 December 2017, para. 140; and 

HRMMU, 21st Report, 1 March 2018, para. 125. See further Chapters 4.2 and 5.1. 
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is essential to the functioning of good governance, as recognised in IHRL ju-

risprudence and argued by Michael Bothe as an applicable principle to the 

administration in occupied territories under IHL.1472 However, this is not 

commonly undertaken in practice, and as noted in the example of Crimea, 

Occupying Powers tend to restrict access to information both directly and in-

directly.1473 

 

One means of rectifying this power imbalance is through the exercise of the 

right to access information by the civilian population of the Occupying 

Power within the sovereign territory of the Occupying Power. The popula-

tion of the Occupying Power has an interest in information relating to activi-

ties in the occupied territories, particularly where this involves the death of 

family serving in the military. In such circumstances, individuals may take 

advantage of freedom of information legislation and other domestic frame-

works established for ensuring access to information relating to activities 

taking place in the occupied territory. One of the most famous examples of 

this was the revelations of torture, cruel, inhuman, and degrading treatment 

and punishment by U.S. military personnel in detention centres in occupied 

Iraq.1474 Such revelations are absolutely critical for ensuring respect for both 

IHRL and IHL in armed conflict and were made possible through the opera-

tion of the right to access publicly held information. This example also high-

lights an interesting feature of the operation of freedom of expression in 

armed conflict. The right to access the information was a right of the individ-

uals in the territory of the U.S. by virtue of their physically being in the terri-

tory of the U.S. It related to matters that happened to persons in Iraq, which 

was extraterritorially under the effective control of the U.S. and other States 

at that time by virtue of the occupation.1475 The information was publicly 

 
1472 Bothe, ‘The Administration of Occupied Territory’, 2015, 1460-1481. 
1473 See further example highlighted in B’Tselem, ‘Made in Israel: Exploiting Palestinian 

Land for Treatment of Israeli Waste’, Report, December 2017, 16, 

<https://www.btselem.org/sites/default/files/publications/201712_made_in_israel_eng.pdf> of 

Israel establishing waste treatment facilities in the West Bank. In this, B’Tselem highlight the 

difference in Israeli settlers being engaged and having influence in decision making processes. 

In contrast, Palestinian residents in the West Bank ‘live under military rule. They were never 

asked – to say nothing of having agreed – to take in hazardous waste. Prior informed consent 

is not even an option in their case. They have no influence over what types of plants operate 

in settlements’ industrial zones, or the legislation that determines what environmental rules 

apply there. They have no access to information about what goes on in these plants, whether 

any accidents have occurred, or what risks they pose to water sources, air quality and local 

residents’ health’. 
1474 Relman, ‘Pentagon Releases 198 Abuse Photos in Long-Running Lawsuit’, American 

Civil Liberties Union, 2016. 
1475 See Common Article 2 to the GCs. Note as highlighted in Chapter 2.6.3 that the U.S. con-

tents that HRL treaties do not apply extraterritorially, but that customary international human 

rights law does. 
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held by the U.S. government, and there was a public interest in revealing the 

information to the public in the U.S., as well as Iraq. The exercise of the 

right to access information in the U.S. enabled serious human rights viola-

tions of IHRL and IHL in Iraq to be addressed. This significantly aids the 

implementation of other obligations under IHL to investigate and prosecute 

persons alleged to have committed grave breaches of IHL.1476 

 

A further example can be seen in investigations made by journalists and civil 

society activists in the face of Russian denials of any involvement in the 

armed conflict in Ukraine in 2015. Individuals sought alternative means of 

information published by the State, amongst others, including budgetary in-

formation on military funerals held over the relevant time frame.1477 

 

Freedom of information legislation was also used by civil society activists 

and media outlets in the U.S. to ascertain information on military operations 

during the occupation of Iraq in 2003. Freedom of information requests were 

used to gain access to images of the practice of returning caskets containing 

the bodies of soldiers who died in service at midnight to avoid negative press 

coverage.1478 Media investigations also revealed the manipulation of media 

sources by U.S. military personnel.1479 Non-governmental organisations, 

journalists and civil society actors based in Israel have also used their posi-

tion within the territory of Israel to ascertain and pursue accountability for 

violations of IHRL and IHL in the Israeli courts for actions taken by the IDF 

in the Occupied Territories of Palestine.1480 

 

 
1476 See further GCI, Article 49; GCII, Article 50; GCIII, Article 129; GCIV, Article 146; API 

Article 85(1). See further Henckaerts and Doswald-Beck, Customary International Humani-

tarian Law, Volume I: Rules, 2005, Rule 157 (Jurisdiction over War Crimes) and Rule 158 

(Prosecution of War Crimes). 
1477 Helen Womack, ‘Propaganda war obscures Russian soldiers’ deaths’, In Focus, Index for 

Censorship, 58-59, <https://journals.sagepub.com/doi/pdf/10.1177/0306422014560963>; and 

Paul Roderick Gregory, ‘Russia May Have Inadvertently Posted Its Casualties In Ukraine: 

2,000 Deaths, 3,200 Disabled’, Forbes, 25 August 2015, <https://www.forbes.com/sites/paul-

roderickgregory/2015/08/25/kremlin-censors-rush-to-erase-inadvertent-release-of-russian-cas-

ualties-in-east-ukraine/>. 
1478 Mark Benjamin, ‘The invisible wounded’, Salon, 8 March 2005, <https://www.sa-

lon.com/2005/03/08/night_flights/>. 
1479 David Barstow, ‘Behind TV Analysts, Pentagon’s Hidden Hand’, The New York Times, 

20 April 2008, <https://www.nytimes.com/2008/04/20/washington/20gener-

als.html?ref=washington>; Thom Shanker, ‘No Breach Seen in Work in Iraq on Propaganda’, 

The New York Times, 22 March 2006, <https://www.nytimes.com/2006/03/22/politics/no-

breach-seen-in-work-in-iraq-on-propaganda.html>; and Jeff Gerth and Shane Scott, ‘U.S. Is 

Said to Pay to Plant Articles in Iraq Papers’, The New York Times, 1 December 2005, 

<https://www.nytimes.com/2005/12/01/politics/01propaganda.html>. 
1480 See, for example, B’TSelem – The Israeli Information Center for Human Rights in the 

Occupied Territories, <https://www.btselem.org/>. 
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7.2 Obligations under international humanitarian law to 

exchange information relating to protected persons 

 

Whilst the implementation of other obligations under IHL necessitates the 

exchange of information between the parties, the obligations to provide in-

formation relating to protected persons in the hands of the adverse Party to 

the conflict under IHL and the obligation to facilitate family news under Ar-

ticle 26 GCIV are particularly relevant for the research question. These IHL 

obligations concern information intended to be received by an individual or 

that individuals may seek access to. These IHL obligations will be consid-

ered in detail below, and it will be shown that they are complementary to the 

obligation to provide access to information under IHRL. As such, IHRL en-

forcement mechanisms may assist individuals looking to secure access to 

such information. 

 

There are many different provisions in the Geneva Conventions of 1949 re-

quiring parties to the conflict to facilitate various protection obligations 

through the exchange of information.1481 These provisions cover a broad 

range of areas and generally require the party to the conflict to implement 

measures to record or indicate certain information and in some circum-

stances notify the other parties to the conflict1482 and/or Protecting Powers.1483 

Some obligations require the party to the conflict to furnish individuals with 

the necessary identifying information to facilitate their protection, such as 

 
1481 See, for example, GCI, Articles 6, 10, 15, 23, 26, 27, 28, 31, 36, 37, 38, 39, 40, 41, 42, 43, 

47, 48, 53; GCII, Articles 6, 10, 18, 22, 24, 25, 31, 38, 39, 40, 41, 42, 43,44, 48, 49, 53; 

GCIII, Articles 10, 12, 17, 23, 28, 30, 33, 43, 60, 63, 65, 66, 67, 68, 69, 72, 73, 74, 75, 96, 

104, 105, 107, 109, 110, 111, 115, 118, 119, 121, 127, 128; GCIV, Articles 7, 11, 14, 15, 17, 

18, 20, 21, 22, 24, 24, 25, 26, 35, 36, 42, 43, 45, 49, 55, 59, 60, 71, 74, 75, 77, 83, 91, 102, 

104, 105, 106, 108, 109, 132, 133, 143, 144, 145, 149; API, 11, 12, 17, 18, 22, 23, 25, 26, 27, 

28, 29, 31, 33, 34, 43, 56, 59, 60, 62, 64, 66, 67, 74, 78, 79, 83, 84, 88, 89. 
1482 See, for example, API, Articles 25, 26, 26, 28, 29 and 31. See further GCIV, Article 15 

and API, Articles 59 and 60, relating to agreements between the parties formed to assist in im-

plementing protection obligations, which would necessarily entail an exchange of information 

between the opposing sides. 
1483 Note that the appointment of Protecting Powers system has not generally been utilised by 

States in armed conflict. The ICRC does, however, play an important role in this respect in 

ensuring the implementation of obligations under IHL, even where not formally appointed as 

substitute for Protecting Powers under: GCI, Article 10; GCII, Article 10; GCIII, Article 10; 

GCIV, Article 11; and API, Article 5. 
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the provision of identity cards or the use of the distinctive emblem or sym-

bols.1484 Enabling POWs and civilian security internees to write to their fam-

ily and the Central Tracing Agency of their capture is an example of this 

type of obligation.1485 

 

Parties to the conflict are obliged to record and transmit particular infor-

mation relating to the wounded, sick, shipwrecked or dead combatants of the 

opposing side;1486 POWs;1487 protected persons who have been kept in cus-

tody for more than two weeks, are subjected to assigned residence or are in-

terned in situations of occupation;1488 and children in the occupied territory 

whose identity is in doubt.1489 

 

Each convention sets out the particulars of information to be included.1490 

These lists are non-exhaustive, and not all the information may be immedi-

 
1484 See, for example, GCI, Article 40; GCII, Article 42; GCIII, Article 17; GCIV, Articles 20 

and 106; API, Articles 18, 23, 66, 67 and 79. 
1485 GCIII, Article 70 and GCIV, Article 106. A model of the capture and internment card are 

included as an Annex to GCIII and GCIV respectively. Under GCIII, Article 70 and GCIV, 

Article 106, detainees are able to provide information that they have been captured, their ad-

dress and their state of health. 
1486 GCI, Articles 16(3) and 17; and GCII, Articles 19(3) and 20. It is also worth noting that 

wounded and sick members of the armed forces falling under this provision will also be sim-

ultaneously covered by the provisions in GCIII, so reference is also required to the standards 

included in that Convention, 2016 Commentary to GCI, Article 16, paras. 1580-1584. 
1487 GCIII, Articles 120(2), and 122-124. See also GCIII, Article 94 Sandoz et al., Commen-

tary to the APs, 1987, Article 43 API, 516 notes that ‘it would be desirable for the various 

Parties to a conflict to inform each other completely regarding the composition of their re-

spective armed forces, even if this were only done through the communication of the laws and 

regulations which they have had to adopt to ensure compliance with the Protocol, as provided 

in Article 84 (Rules of application)’. This is presumably to enable the implementation of obli-

gations under IHL such as the principle of distinction and protection obligations relating to 

the wounded, sick, shipwrecked, captured dead and missing armed forces personnel. 
1488 GCIV, Articles 136-141. 
1489 Ibid., Article 50(4). 
1490 GCI, Articles 16 and GCII, Article 19 both require that ‘any particulars’ which may assist 

in identifying the protected persons covered by those Conventions. This should include, if 

possible: (a) designation of the Power on which he depends; (b) army, regimental, personal or 

serial number; (c) surname; (d) first name or names; (e) date of birth; (f) any other particulars 

shown on his identity card or disc; (g) date and place of capture or death; (h) particulars con-

cerning wounds or illness, or cause of death. In addition to this information. GCIII, Article 

122(4) also requires that the place of birth, first name of the father and maiden name of the 

mother, name and address of the person to be informed and the address to which correspond-

ence for the prisoner may be sent be recorded, where available. Similarly, GCIV, Article 

138(1) requires the surname, first names, place and date of birth, nationality, last residence 

and distinguishing characteristics, the first name of the father and the maiden name of the 

mother, the date, place and nature of the action taken with regard to the individual, the address 

at which correspondence may be sent to them and the name and address of the person to be 
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ately available to the party to the conflict in whose hands the protected per-

son has fallen.1491 There are slight differences in the requirements to reflect 

the particular circumstances of the protected persons covered by each Con-

vention. This is particularly apparent in the requirements for transmitting in-

formation on the death of a protected person held by the adverse party.1492 

Such differences relate to protections against abuse by the opposing party 

depending on the situation of the dead person. For example, further require-

ments for death certificates and medical examinations of bodies are included 

under GCIII in comparison with GCI and GCII. Where GCI and GCII are 

applicable, the dead person may never have been alive when in the power of 

the adverse party to the conflict, in contrast to POWs. The requirements un-

der GCIV go a step further in the details that must be recorded.1493 In addi-

tion, there are provisions relating to the recording and transmission of certi-

fied copies of wills under GCIII and GCIV.1494 This enables the protection of 

property rights and the right of family members to know the fate of relatives 

through the exchange of this information. 

 

Some of the details required to be recorded may not be known by the Detain-

ing Power and therefore not possible to transmit within the given 

timeframe.1495 However, the Commentary to GCIV notes that information re-

lating to changes in detention required to be transmitted under Article 122 

GCIII and Article 136 GCIV would always be known by the Detaining 

Power and that no excuse is available for failing to transmit it.1496 In this 

sense, this is a strict obligation on the parties to the conflict to transmit such 

information.  

 

As noted in Chapter 5.3, it may also be the case that a POW or civilian secu-

rity internee does not wish to provide the information, for example, for fear 

 
informed. Under GCIV, Article 138(2) information regarding the state of health of internees 

who are seriously ill or seriously wounded shall be supplied regularly and if possible every 

week. In addition, Parties must prepare and forward to each other certificates of death or duly 

authenticated lists of the dead under GCI, Article 16(4); GCII, Article 19(4); GCIII, Articles 

120(2) and 122(8). See also GCIV, Article 130(3). Graves must be marked so that they may 

always be found and recognised – GCI, Article 17(3); GCIII, Article 120(4); GCIV, Article 

130(1). See further API, Article 34. 
1491 See GCI, Article 16(1); GCII, Article 19(1); GCIII, Article 122(4). Cf. GCIV, Article 

138(1) which provides that the information in respect of each person shall include ‘at least’ 

the particulars listed in the provision. 
1492 See further GCI, Article 17; GCII, Article 20; GCIII, Article 120 and form of the death 

certificate included as an Annex to GCIII; and GCIV, Articles 129 and 130. 
1493 See GCIV, Article 129(2) and 129(3). 
1494 GCIII, Article 120(6); GCIV, Article 129(1). 
1495 For example, if an internee is so seriously wounded that they are unconscious and cannot 

provide details of their mother’s maiden name. 
1496 Pictet Commentary to GCIV, 1958, Article 136, 525-526. 
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of reprisals against themselves or their family members. In such cases, IHL 

imposes important protections, such as the prohibition of the use of coercion 

and torture, cruel, inhuman or degrading treatment or punishment, against in-

dividuals being subjected to abuse by the party to the armed conflict in its ef-

fort to gather information.1497 

7.2.1 The National Information Bureau 

 

The protected person’s information should be recorded ‘as soon as possi-

ble’1498 and transmitted to the National Information Bureau (‘NIB’),1499 a 

body that the parties to the conflict are obliged to establish upon the outbreak 

of hostilities and in all cases of occupation.1500 The NIB has a pivotal role in 

ensuring information flow between the parties to the hostilities and the out-

side world, as it is responsible for receiving and transmitting information re-

lating to the protected persons covered.1501 In this way, it serves a centralising 

function for information likely to be held by a variety of State agents and 

bodies.1502 

 

The treaties leave open to the party to the conflict how exactly this should be 

done and in what form.1503 The obligations to record and transmit information 

 
1497 See further GCI, Articles 12 and 13; GCII, Articles 12 and 13; GCIII, Articles 13, 14 and 

17; and GCIV, Articles 5, 27, 31 and 32. See also API, Article 75. See further Chapters 4.2 

and 5.3. 
1498 GCI, Article 16(1); and GCII, Article 19(1). 
1499 GCI, Article 16(3); GCII, Article 19(3); GCIII, Article 122(2); and GCIV, Article 138(2). 
1500 GCIV, Article 136. See also GCIII, Article 122 under which parties to the conflict must 

establish an official Information Bureau for prisoners of war within its power. 
1501 These obligations are generally only applicable to the State parties to the conflict. How-

ever, GCIII, Article 122(1) explicitly provides that neutral or non-belligerent Powers who 

may have received persons belonging to one of the categories referred to in GCIII, Article 4 

within their territory shall take the same action with respect to such persons. Further to GCI, 

Article 4 and GCII, Article 5, if a State not party to the conflict received or interned wounded 

and sick members of the armed forces of the parties to the conflict, that State would also be 

required to apply the provisions of GCI by analogy and thus required to record and transmit 

information accordingly. See 2016 Commentary to GCI, Article 16, para. 1544. 
1502 Pictet Commentary to GCIV, 1958, Article 136, 525; 2016 Commentary to GCI, Article 

16, para. 1586; 2017 Commentary to GCII, para. 1763; 2020 Commentary to GCIII, Article 

122, para. 4689. 
1503 See Pictet Commentary to GCIV, 1958, Article 136, 523; 2020 Commentary to GCIII, 

Article 122, paras. 4709-4717. 2020 Commentary to GCIII, Article 122, para. 4691 notes that 

in practice, States do not establish a ‘NIB’, but many have organs and processes that perform 

the functions set out in the treaties. Where they do so the technical details of the treaties con-

tinue to be relevant, but understood in light of this reality. See further para. 4704 on other 

State practice in this regard. 
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in the Geneva Conventions are addressed generally to the parties to the con-

flict rather than specifically to any military body, government department or 

other agency. The nature of these obligations means that there is likely to be 

a long chain of individuals and bodies engaged in recording and transmitting 

the required information, from those who have first contact with the pro-

tected person concerned to others far removed from the field tasked with 

maintaining central records and forwarding relevant information in accord-

ance with these obligations.1504 Indeed, this is acknowledged in part in Arti-

cle 122(5) GCIII and Article 136(3) GCIV, which establish as an obligation 

that ‘the various departments concerned’ are required to provide the NIB 

with information concerning all changes pertaining to transfers, releases, re-

patriations, escapes, admissions to hospital, births and deaths of protected 

persons and POWs.1505 Such a complex structure requires training and regu-

lation to ensure not only that the obligation is fulfilled but also that safe-

guards to protect against abuse are in place.1506 

 

Once the NIB has received the information, it is required to transmit it to the 

Power on which the people concerned depend or, in the case of civilians pro-

tected under GCIV, the Power in whose territory they reside.1507 Under Arti-

cle 137 GCIV, this is to be done ‘by the most rapid means’, either through 

Protecting Powers or the Central Agency provided in Article 140 GCIV. In 

today’s digital age, it can be anticipated that electronic means of communi-

cation would be the most rapid option,1508 but their functioning and security 

could be affected by the conduct of hostilities.1509 

 
1504 2016 Commentary to GCI, Article 16, para. 1543. The NIB also receives information 

from the Official Graves Registration Service (‘ORGS’). The parties to the conflict are re-

quired to organise the ORGS at the commencement of the hostilities to allow subsequent ex-

humations, to ensure the identification of bodies and the possible transportation to the home 

country. See GCI, Article 17(3) and (4); GCIII, Article 120(4) and (6). See further GCII, Arti-

cle 20(2) which provides that the provisions of GCI apply to dead persons landed, and API, 

Article 34(4) for requirements on any exhumation. GCIV does not require any ORGS to be 

established, but does set out requirements for the parties to the conflict to transfer information 

of a similar kind to the NIB that would be handled by the ORGS under GCI, GCII and GCIII. 

See further GCIV, Article 130(3). 
1505 GCIII, Article 122(5) and GCIV, Article 136(3). GCIII, Article 122(5) does not explicitly 

include that information on births should be included, but such information would be included 

in other categories of information listed, such as admissions to hospitals. 
1506 2016 Commentary to GCI, Article 16, para. 1543. See also 2020 Commentary to GCIII, 

Article 122, paras. 4718-4720 and 4738-474. 
1507 GCI, Article 16(4); GCII, Article 19(3); GCIII, Article 122(3); and GCIV, Article 137(1). 

See also Chapter 7.2.2. See further GCI, Article 17(4); GCIII, Article 120(6); GCIV, Article 

130(3) relating to information on the dead. 
1508 2020 Commentary to GCIII, Article 123, para. 4746. 
1509 See further Chapter 9.7.3. 
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7.2.2 The Central Tracing Agency 

 

A further body fundamental in ensuring the protection of persons under IHL 

through the exchange of information is the Central Tracing Agency, referred 

to as the Central Information Agency in GCIV. The Central Tracing Agency 

also carries out the functions specified to the Central Prisoners of War 

Agency under GCIII.1510 The Agency has a long history and today provides 

services worldwide through a variety of platforms and channels to best 

achieve its aim.1511 It is run by the ICRC and covers both victims of IACs, 

NIACs and even situations falling below the threshold of conflict. 

 

The focus of the Central Tracing Agency is slightly different from that of the 

NIB. The Central Tracing Agency has a more pivotal role in assisting indi-

viduals sending information or those seeking to find out the fate of others af-

fected by the armed conflict.1512 Here there is an interaction with the rights of 

individuals to access information held by the NIBs, which is critical to un-

derstand in analysing the right to freedom of expression in armed conflict. 

 

The aim of the Central Information Agency under GCIV is to collect all in-

formation set out in Article 136 GCIV.1513 The information to be gathered re-

lates to ‘protected persons, in particular for internees’.1514 In this way, the in-

formation to be gathered is expressly broader than the information gathered 

by the NIB under Article 136 GCIV.1515 This may be obtained through offi-

cial channels (e.g. directly shared with the NIB as anticipated by Article 137 

or otherwise by the parties to the conflict) or through private channels (e.g. 

 
1510 See GCIII, Article 123. 
1511 The work developed during the Franco-Prussian War of 1870. See further ICRC, ‘ICRC 

Central Tracing Agency: half a century of restoring family links’, Interview with the ICRC’s 

historian and its deputy director of operations, 7 April 2010, <https://www.icrc.org/en/doc/re-

sources/documents/interview/centra-tracing-agency-interview-070410.htm>. See also GCIII 

Commentary of 2020, Article 123, paras. 4809-4813 and 4817-4820. The Central Tracing 

Agency has specific tasks set out in the Geneva Conventions of 1949, but its work and func-

tions have developed to cover other tasks as well. See further ICRC, ‘The Central Tracing 

Agency: Reconnecting, reuniting, resolving - now and into the future’, Article, 14 March 

2022, <https://www.icrc.org/en/document/central-tracing-agency-reuniting-families-since-

1870>. 
1512 See, for example, 2020 Commentary to GCIII, Article 123, para. 4841. 
1513 GCIV, Article 140(2). See further GCIII, Article 123 and API, Article 33(3). 
1514 GCIV, Article 140(1). 
1515 Pictet Commentary to GCIV, 1958, Article 140, 544. The NIB also provides services to 

gather information on family members separated by the events of the war and facilitate family 

reunification. It also established a department to exchange information concerning civilians 

not protected by the Conventions at the time, including the stateless, refugees, deported per-

sons and those subject to persecution. Pictet Commentary to GCIV, 1958, Article 140, 545. 

See further GCIV, Article 26. See Chapter 7.3. 
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based on inquiries by family members).1516 The Central Tracing Agency is 

tasked with transmitting ‘as rapidly as possible’ the information to the coun-

tries of origin or residence of the persons concerned. Further provisions in 

GCIV set out information to be provided to the Central Information Agency 

by the parties to the conflict, namely Articles 24(2), 91(4), 106, 113, 129 and 

139. 

 

These requirements reflect those established under Article 123 GCIII relat-

ing to the Central Prisoner of War Information Agency (in practice, the same 

as the Central Tracing Agency) to collect all the information it may obtain 

relating to POWs to be transmitted to the country of origin of the POW or to 

the power on which they depend. Articles 30, 54, 68, 70, 74 and 77 detail 

specific information that must be transmitted to the Central Prisoners of War 

Information Agency. 

 

Article 140(2) GCIII provides an explicit exception to this requirement in 

situations where such transmission might be detrimental to the persons who 

the information concerns or their relatives.1517 No exception to the transmis-

sion of information is permitted under Article 123 GCIII.1518 The wording of 

Article 123 GCIII does indicate, however, that the Agency could take into 

account whether transmission would be detrimental to the POW or their fam-

ily members in deciding whether to forward it to either the country of origin 

of the POW or to the power on which they depend.1519 

 

Changes in technology have greatly facilitated the functioning of the Agency 

and the transmission of information to NIBs. Examples of means of trans-

mitting information have included post telegram, radio, electronic communi-

cation and hand delivery.1520 In practice today, the Agency and ICRC tend to 

use the local telecommunication infrastructure, including the internet and 

mobile communications, and satellite links to transmit information.1521 

 
1516 GCIV, Article 140(1). See also Pictet Commentary to GCIV, 1958, Article 140, 543. 
1517 Ibid., Article 140(2). 
1518 See further 2020 Commentary to GCIII, Article 123, paras. 4838-4839. 
1519 Ibid., paras. 4834-4835 and 4340-4841. 
1520 In practice, the Central Tracing Agency has carried out a number of other activities to en-

able the exchange of information relating to protected persons in armed conflict. The Com-

mentary provides examples from WWII where the Agency received and forwarded a large 

number of photographs of civilians, both interned and not interned, as well as of funerals and 

graves. These generated such wide interest that the Agency sought to increase the number of 

photographs. Pictet Commentary to GCIV, 1958, Article 140, 545. 
1521 2020 Commentary to GCIII, Article 123, para. 4856. The Commentary notes that the 

Agency ‘benefits from a longstanding practice and generally enjoys the free use, for official 

purposes and without any interference, of the means of communication it deems most appro-

priate for its work, including the right to install on its premises telecommunication equipment 

and to use mobile equipment within national territory. Furthermore, and in accordance with 
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Parties to the conflict are obliged to send all reasonable facilities for effect-

ing such transmissions. 1522 This means States, particularly parties to the con-

flict, should not hinder the work of the Agency, for example, through block-

ing access to the internet.1523 This is an important limitation on the extent to 

which parties to the conflict can block access to information and is an obli-

gation specific to IHL.  

 

The updated Commentary to GCIII also notes that transmission of infor-

mation may be suspended by the Agency where it is ‘repeatedly (mis)used 

for propaganda purposes’.1524 If the State party to which the information is 

transmitted uses it to harm the individual concerned or their families, trans-

mission could also be suspended.1525 Where information is used to undermine 

the protection of individuals, the ICRC would be able to suspend transmis-

sion to ensure respect for IHL. 

7.2.3 The transparency function of information exchange 

 

The purpose of recording and transmitting this information relating to pro-

tected persons is partially referenced in the provisions requiring these ac-

tions. Article 16 GCI and Article 19 GCII indicate that the purpose is to ena-

ble identification of the person, and Article 122(4) GCIII indicates that the 

exchange of this information is necessary to make it possible to quickly ad-

vise the next of kin. These two purposes are also set out in Article 138(1) 

GCIV and referenced in the updated Commentary to GCI.1526 Of significant 

 
Resolution 10 of the International Telecommunication Union, national authorities are urged to 

assign specific frequencies for the humanitarian tasks of the ICRC and its Agency’. 
1522 GCIV, Article 140(1) and (2). 
1523 See further Chapter 9. 
1524 2020 Commentary to GCIII, Article 123, para. 4841. See also Pictet Commentary to 

GCIV, 1958, Article 140, 547. 
1525 Ibid., Article 123, para. 4841. An interesting question is the relationship between propa-

ganda and the right to privacy, under which personal data should not be processed for other 

purposes than that which it was gathered. This is beyond the scope of the current thesis, how-

ever. See further Lubin, ‘The rights to privacy and data protection under international humani-

tarian law and human rights law’, 2020 and Geiss and Lahmann, ‘Protection of Data in Armed 

Conflict’, 2021. 
1526 2016 Commentary to GCI, Article 138, para. 1528. See also GCIV, Article 26 setting out 

the obligation to facilitate enquiries made by members of families dispersed owing to the war. 

This could include providing information directly held by a party to the conflict. The obliga-

tion is broader than just this, however, in ensuring there is a system in place to assist dispersed 

families to reconnect, potentially physically meeting where possible, and the right to privacy 

and family life would be of particular relevance. However, other information obligations un-

der IHRL could be of assistance in reviewing the system introduced by the party to the con-

flict in fulfilling this obligation. 
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importance in this is ensuring that the protected persons concerned do not go 

missing or are forcibly disappeared.1527 

 

The accumulation of all this information also ensures a measure of transpar-

ency in the operation of the State party to the conflict in relation to these cat-

egories of protected persons who are particularly vulnerable to abuse. The 

broader transparency functions of recording information are reflective of the 

societal dimension of freedom of expression. The exchange of information 

thereby facilitates ensuring respect for the obligations of IHL and enabling 

scrutiny of actions of the party to the conflict. It can therefore be seen as a 

complementary form of protection to the right to freedom of expression un-

der IHRL. 

 

The distinction between information recorded and transmitted with the aim 

of protecting vulnerable individuals and information aimed at ensuring trans-

parency in the operations of parties to the conflict is noted in Article 136 

GCIV and can be seen in other provisions in GCIV. For example, the Com-

mentary to Article 105 GCIV reveals that the requirement to provide infor-

mation on measures taken against civilian security internees was included 

based on experiences from the WWI, where complaints were received from 

both public and private individuals ‘insufficiently well informed of the 

measures taken to transmit mail to prisoners of war’.1528 This suggests the re-

quirement also fulfils in part this broader purpose of informing on measures 

taken by the State, as well as ensuring that individuals who have been de-

prived of their liberty are protected from abuse whilst in that vulnerable po-

sition.1529 

 

Other provisions within GCIV highlight the broader aims of providing infor-

mation to ensure transparency and enable individuals to challenge the ac-

tions of the State party to the conflict. For example, under Article 99(2)  

GCIV, the text of GCIV and any special agreements concluded under GCIV 

must be posted in places of internment in a language that the internees un-

derstand or must be in the possession of the Internee Committee.1530 Simi-

 
1527 Ibid., Article 16, para. 1528. It was also noted in the drafting history of GCIV, Article 138 

that the aim of collating and exchanging information was to ensure that persons do not disap-

pear, as was the experience in WWII. See Pictet Commentary to GCIV, 1958, Article 138, 

525-526. 
1528 Pictet Commentary to GCIV, 1958, Article 105, 445. See further 446. 
1529 Ibid., Article 138, 525 on the purpose of information transmitted to the NIB. See also 

GCIV, Article 131 (internees killed or injured in special circumstances) which is also indi-

cates the protection aim of this provision and is phrased very similar to obligations to investi-

gate any question of arbitrary deprivation of life under the right to life in IHRL. 
1530 See further GCIV, Article 102-104. 
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larly, Article 99(3) GCIV requires regulations, orders, notices and publica-

tions of every kind to be communicated to the internees and posted inside 

places of internment in a language that they understand. 

 

In addition, the structure established for transmitting the specific information 

to the Central Tracing Agency bolsters this transparency function. It enables 

dialogue between the ICRC and the parties to the conflict in fulfilling their 

obligations under IHL. This can also be seen in the requirement that the 

Agency be established by a neutral country, which ensures coordination and 

sharing information via a neutral agency relating to protected persons.1531 In 

this way, it provides both a facilitating function and something of an over-

sight function to work of the NIBs in the exchange of information. 

7.2.4 Is there a right of individuals to access information held 

by the National Information Bureau under international 

humanitarian law? 

 

Importantly for individuals trying to find information concerning the fate of 

their relatives, the NIB is required to reply to all enquiries received regarding 

protected persons.1532 The obligation to reply is not limited to certain types of 

enquiries, and there is no limitation in the provision on who may make an 

enquiry.1533 As such, family members, legal representatives of the protected 

persons or those carrying out a watchdog function on activities of the parties 

to the conflict would be able to make an enquiry. Additional obligations are 

included for the NIB to make enquiries necessary to obtain the information 

that is requested if this information is not in the NIB’s possession.1534 This 

establishes at the very least a right of reply if not a right to access the infor-

mation held by the NIB under IHL.1535 

 

No time limitation is established relating to such requests, and practice 

shows that the importance of this information can continue for many years 

 
1531 GCIII, Article 123; GCIV Article 140. 
1532 GCIV, Article 137. See further 2020 Commentary to GCIII, Article 123, para. 4845. 
1533 Marco Sassòli, ‘The National Information Bureau in Aid of the Victims of Armed Con-

flicts’, International Review of the Red Cross, Volume 27, Issue 256, February 1987, 6-24, 

13, notes that a proposal by the UK to specify who may make enquiries was rejected at the 

Diplomatic Conference of 1949. See also Pictet Commentary to GCIV, 1958, Article 137, 

531. 
1534 GCIII, Article 122(6). Whilst this is not explicitly listed in relation to protected persons 

under GCIV, Pictet Commentary to GCIV, 1958, Article 137, 531 notes that the NIB will 

nevertheless very often have to make enquiries or have enquiries be made where information 

is incomplete or insufficiently precise. 
1535 See further 2020 Commentary to GCIII, Article 122, paras. 4751-4755. 
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after the conflict has ended.1536 The purpose of establishing the NIB to facili-

tate information exchange and ensure protection and obligations requiring 

the rapid transfer of information relating to changes to measures taken im-

plies that access to this information should be provided when requested.  

 

This right is subject to the limitations set out in the Conventions. Article 137 

GCIV permits restrictions on access where the transmission of the infor-

mation might be detrimental to the person concerned or to their relatives. 

The limitation set out is complementary to restrictions on the right to access 

information under IHRL for the protection of the rights of others. However, 

even in such cases, Article 137 GCIV requires that the information be trans-

mitted to the Central Agency under Article 140. Whilst there is no compara-

ble limitation in Article 122 GCIII, the updated Commentary notes that 

POWs may request that the information not be transmitted where it may be 

used against them or their families.1537 

 

Unlike the right under IHRL, where a jurisdictional link needs to be estab-

lished between the State and individual concerned, this right under IHL takes 

as a given the extraterritorial nature of its operation. The families of pro-

tected persons, who are not in the jurisdiction of the adverse party, would be 

able to request information from the NIB of the adverse Party. In practice, 

requests for information are commonly made via the NIB of the Party in 

which the person requesting the information is physically present, the ICRC, 

the Central Tracing Agency or other humanitarian actors. However, the 

Commentary recognises that the intention in including the obligation to re-

spond to requests was to enable family members and others to request infor-

mation.1538 Such persons would therefore be able to make a request directly 

to the NIB of the adverse party. 

 

Obliging the parties to the conflict to provide this information creates a legal 

ground by which the opposing party to the conflict or family members could 

challenge the Detaining Power to give access to the information they hold. 

This is crucially important in the operation of legal rights under IHL for indi-

viduals. The information held by the NIB could be vital in securing other 

rights or claiming relief through national compensation schemes, such as 

survivors’ benefits.1539 The practical realities of armed conflict mean that do-

mestic procedures might not be available or family members may not want 

to utilise these out of fear for themselves or the protected person in deten-

tion. As such, the services of neutral intermediaries such as national Red 

 
1536 Ibid., Article 123, para. 4848. 
1537 Ibid., Article 122, para. 4737. 
1538 Ibid., Article 122, para. 4753. 
1539 Ibid., Article 123, para. 4846. See also para. 4848. 
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Cross Societies, the ICRC and the Central Tracing Agency under Article 123 

GCIII and Article 140 GCIV are significant in practice in realising access to 

information held by the Detaining Power. 

 

This obligation to provide access and reply to requests for information under 

the Geneva Conventions of 1949 would also enable individuals within the 

territory of the adverse party to secure information on the activities of the 

State relating to these obligations. Here, interpretive guidance from IHRL 

would be useful, as such persons would also have a right to request access to 

publicly held information in the territory that they are in. All the recorded in-

formation outlined above would be publicly held, as it is recorded and trans-

mitted via governmental agencies and departments and held by the NIB for 

the specific purposes set out in the treaties. It may therefore be possible for 

individuals to utilise domestic structures relating to freedom of information 

and judicial review of government decisions further to the right to an effec-

tive remedy under IHRL where access to information is denied.1540 

 

IHRL requirements and jurisprudence on access to publicly held information 

would also assist States in determining when information can and should be 

released further. For example, any limitations on this would have to be in 

line with the requirements under IHRL for restricting the right. The infor-

mation recorded would contain personal information, which might call into 

question the privacy or security of the person or others concerned if dis-

closed. It may also contain certain operational details that would be too sen-

sitive to release based on national security concerns. Certain limitations may 

therefore be justified so long as these were necessary and proportionate to 

the exercise of the right to access publicly held information. However, these 

concerns would likely not apply to a great deal of information, particularly 

aggregated information. 

 

The determination of whether to disclose information requested would also 

need to take into account the societal and individual dimensions of the right. 

The right to access publicly held information is a right of everyone and ena-

bles public scrutiny and accountability of government actions. Where infor-

mation requested is necessary for the realisation of other individual rights, 

particularly determining the fate and state of health of family members, ac-

cess to the necessary information is essential to realise those rights. As high-

lighted in Gomes Lund et al. v. Brazil (2010), there is an obvious cross-over 

between the two dimensions when it comes to the injury, death or disappear-

ances of individuals held in State custody, which would amount to serious 

violations of IHL and IHRL.  

 

 
1540 See further CPED, Article 24. 
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In practice, the Central Tracing Agency receives significantly more requests 

for information than the NIBs,1541 and responding to such requests is ac-

cepted today as a requirement within the Agency also. The updated Com-

mentary to GCIII argues that the Agency does not have an obligation to re-

spond to such requests.1542 Does the Agency have an obligation to reply, 

however? It is at least arguable that the Central Tracing Agency is obliged to 

respond to requests for information it holds. The ICRC, which runs the Cen-

tral Tracing Agency, is not a State and not a party to any of the human rights 

conventions. The updated Commentary to GCIII on the workings of the Cen-

tral Tracing Agency clearly indicates that human rights requirements have 

been taken into account in the operation of the Agency in the consistent and 

considered references to privacy and data protection requirements in the han-

dling of the information collected and transmitted.1543 This is consistent with 

the protection aim of the provisions relating to the role of the Central Trac-

ing Agency under the Geneva Conventions, which includes ensuring trans-

parency in the system of protection. 

7.2.5 Equivalent regulation applicable in non-international 

armed conflicts 

 

There are no provisions on information exchanges or agreements included 

within APII similar to the provisions applicable in IACs. Common Article 

3(3) does provide that the parties to the conflict should endeavour to bring 

into force all or part of the other provisions present in the Geneva Conven-

tions that are not formally applicable in NIACs by special agreements.1544 

This is expressed not just as an aim but as a pressing endeavour for the par-

ties to pursue.1545 However, the wording of the provision is clear that this 

does not require the parties to conclude such agreements.1546 

 

The practical realities of conflict mean that certain information must be ex-

changed between the parties to uphold protection obligations, such as the 

 
1541 Ibid., Article 123, para. 4846. 
1542 Ibid., Article 123, para. 4847. 
1543 Ibid., Article 123, paras. 4842-4844. See also para. 4837. 
1544 See further 2017 Commentary to GCII, Common Article 3, paras. 868-888. See also 

Hague Convention for the Protection of Cultural Property 1954, Article 19(2). 
1545 2017 Commentary to GCII, Common Article 3, para. 875. See further Mastorodimos, 

Armed Non-State Actors in International Humanitarian and Human Rights Law, 2016, 62-67. 
1546 Ibid., Common Article 3, para. 882: ‘…The purpose of the provision is to encourage Par-

ties to a non-international armed conflict to agree to a more comprehensive set of norms that 

protect those who are not or no longer taking part in hostilities, as well as to better implement 

existing obligations…’. 
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protection of medical and religious personnel and medical units and trans-

ports.1547 Article 5(2)(b) of APII provides that persons who have been de-

prived of their liberty for reasons related to the armed conflict are allowed to 

send and receive letters and cards, but this may be limited by the competent 

authority if deemed necessary. The Commentary notes that the general aim 

of Article 5(2) is to ensure that those measures for improving living condi-

tions in detention are respected within the limits of the means available, 

highlighting again the dual protection and transparency aims in exchanging 

information. The Commentary also acknowledges, however, that it may not 

always be possible to enable this because of a lack of material possibili-

ties.1548 This could include where postal services no longer function.1549 The 

Commentary provides that appeal to the Central Tracing Agency might be of 

use to ‘enable a number of practical difficulties to be resolved’.1550 

 

The ICRC has also identified some rules as customary international law ap-

plicable in NIACs requiring the recording and notification of personal details 

of persons deprived of their liberty.1551 This ensures transparency in relation 

to measures taken against this group of protected persons, especially if com-

bined with access of the ICRC to persons deprived of their liberty.1552 The 

aim of restoring contact between detained persons and their families through 

the ICRC as an intermediary is a function comparable to the information ex-

change between NIBs and the Central Information Agency anticipated under 

GCIII and GCIV, but there is no obligation to grant access to the ICRC. 

 

In addition, the ICRC has identified a number of further norms set out in the 

treaties applicable in IACs that require information exchange as having cus-

tomary application in NIACs. This includes norms requiring the parties to 

account for the missing and the dead.1553 These rules also relate to requests 

made by next of kin and the opposing party to the conflict for return of the 

remains of the deceased and their personal effects. This involves therefore a 

 
1547 See further APII, Articles 9, 10, and 11. See also APII, Articles 15 and 16 which would 

also likely involve information exchange between the parties. 
1548 Sandoz et al., Commentary to the APs, 1987, Article 5 APII, para. 4580. 
1549 Interestingly, the Commentary notes that appeal may therefore be made to the Central 

Tracing Agency provided for in the GCs. See further Chapter 7.1.2 and 7.2.2. 
1550 Sandoz et al., Commentary to the APs, 1987, Article 5 APII, para. 4585. 
1551 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 123 (Recording and Notification of Personal Details of Persons Deprived of 

Their Liberty). 
1552 Ibid., Rule 124 (ICRC Access to Persons Deprived of Their Liberty). See further Rule 126 

(Visits to Persons Deprived of Their Liberty). 
1553 Ibid., Rule 109 (Search for, Collection and Evacuation of the Wounded, Sick and Ship-

wrecked); Rule 112 (Search for and Collection of the Dead); Rule 116 (Accounting for the 

Dead); and Rule 117 (Accounting for the Missing). 
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limited right to request such information in NIACs under customary interna-

tional law.1554 

 

In practice, much of the information recording and exchanges that take place 

in IACs further to specific treaty provisions are likely to be replicated in NI-

ACs. This is particularly so where the ICRC and other humanitarian organi-

sations assist and use the same or similar systems and where State structures 

are involved, such as NIBs. This is referenced in the Commentary to APII of 

1987 relating to Article 5(2)(b), which notes that the use of the Central Trac-

ing Agency ‘has proved very useful in non-international armed conflicts’, in-

dicating that there is practice in this area.1555 However, the treaty obligations 

of the parties in this area do differ significantly in the regulation of IACs and 

NIACs. As such, there does not appear to be the same right to access infor-

mation on protected persons in the hands of the adverse party established in 

the treaties in NIACs akin to the rights and obligations established under 

IACs. In this regard, the work of the Central Tracing Agency is vital to de-

termining the fate of protected persons detained in NIACs. 

 

A difference in NIACs compared with IACs, however, is the territorial appli-

cation of IHRL. Under IHRL, the State is under obligations to provide infor-

mation to families concerning the fate of their next of kin and to carry out in-

vestigations into the deaths of persons killed in the armed conflict.1556 How-

ever, there is a significant imbalance between the obligations of the State and 

non-State actors in this regard. The State would thereby be under a positive 

obligation to facilitate the rights of those affected by the non-State party’s 

control of territory. The fact that IHL includes requirements to record and 

exchange information that could then be subject to a request for access under 

IHRL is therefore essential. 

7.3 The obligation to facilitate family news 

 

A further obligation requiring parties to armed conflicts to facilitate infor-

mation exchange can be found in Article 25 GCIV. This obligation covers 

elements similar to the obligation under IHRL to facilitate the right to seek 

and receive information under freedom of expression and thus warrants fur-

ther attention. However, it is more specific than the general IHRL right, as it 

 
1554 See ibid., Rule 114 (Return of Remains and Personal Effects of the Dead). 
1555 Sandoz et al., Commentary to the APs, 1987, Article 5 APII, para. 4585. 
1556 See, for example, ECtHR, ‘Guide on Article 2 of the European Convention on Human 

Rights: Right to Life’, Council of Europe, updated on 31 December 2021, 32-46. 
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relates to the exchange of family news via correspondence and is thereby 

complementary protection.  

 

Article 25 GCIV provides that all persons in the territory of a Party to the 

conflict or in a territory occupied by it shall be enabled to give news of a 

strictly personal nature to members of their families, wherever they may be, 

and to receive news from them. The obligation in Article 25 GCIV relates to 

the whole population in the territories of the parties to the conflict. As such, 

it covers both those in the territory of the State party to the conflict and those 

in territory they have effective control and authority over.1557 

 

This right was considered of such importance that the ICRC highlighted in 

the Diplomatic Conferences on the drafting of the Geneva Conventions that 

the right to receive and send news should be included in the list of funda-

mental rights, as it is a ‘vital humanitarian provision’.1558 The ICRC linked 

this right with the fact that those whose place of residence is known are less 

exposed to the risk of disappearance without a trace.1559 The exchange of 

news between persons is a fundamental aspect of daily life outside of con-

flict situations and a basic example of the exercise of freedom of expression 

through the exchange of information and ideas. This provision encapsulates 

the essential feature of IHL in ensuring the protection of those not taking 

part in the hostilities, as well as the continuation of an aspect of normality in 

life even during armed conflict. It is therefore of interest in determining the 

relationship between IHRL and IHL in the exercise of freedom of expression 

in armed conflict. As a positive obligation to facilitate under IHL, it is partic-

ularly interesting. 

 

Reference to IHRL standards and jurisprudence is useful in ensuring conti-

nuity between definitions across the different regimes. The obligations under 

IHL were written at a time when family life, personal life and the means of 

communication were very different from today. IHRL jurisprudence relating 

to these elements has since developed to take into account these changes, 

and thus reference to IHRL standards in the application of IHL would also 

enable a modern understanding of the relevant terms. 

 
1557 See Pictet Commentary to GCIV, 1958, Article 25, 191-192. 
1558 ICRC, ‘Remarks and Proposals submitted by the International Committee of the Red 

Cross, Document for consideration of Governments invited by the Swiss Federal Council to 

attend the Diplomatic Conference (April 21, 1949)’, Geneva, 1949, 66 and 67, 

<https://www.loc.gov/rr/frd/Military_Law/pdf/RC_Remarks-proposals.pdf>. 
1559 Ibid., 66. 
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7.3.1 Information covered in the obligation under Article 25 

GCIV 

 

This right relates only to family news. The Commentary of 1958 clarifies 

that this relates to all ‘particulars, news, questions, information, etc. concern-

ing the personal and family life of a person’.1560 It also clarifies that this right 

includes both the right to give and receive news. The updated Commentary 

to GCIII indicates that the term ‘family’ should be interpreted broadly to 

take into account POWs who do not have a ‘family’ in the traditional or for-

mal sense but have persons who are close to them.1561 This is consistent with 

IHRL, which has recognised that the concept of family differs both between 

and within State parties and therefore requires a contextual understanding.1562 

 

It would follow that a similar interpretive approach should be taken to under-

stand what is covered by the ‘personal…life of the person’. These elements 

clearly cover the same content included in both the individual dimension of 

freedom of opinion and expression and the protection of personal autonomy 

in the right to privacy under IHRL, that is, the sphere of a person’s life in 

which they can freely express their identity and the ability to share this with 

others.1563 Correspondence combines both the elements of privacy and ex-

pression, as it is a form of expressing and sharing information, ideas and 

opinions that is only intended to be received by the specific persons to whom 

the correspondence is addressed. 

 

 

 

 
1560 Pictet Commentary to GCIV, 1958, Article 25, 192. 
1561 2020 Commentary to GCIII, Article 70, para. 3137. See also paras. 4327-4374. 
1562 See, for example UN HRC, ‘General Comment No. 19: Protection of the family, the right 

to marriage and equality of the spouses (Art. 23)’, adopted at the thirty-ninth session on 27 

July 1990, (‘HRC, General Comment No. 19, 1990’) para. 2. See further Heike Spieker, 

‘Maintenance and Re-establishment of Family Links and Transmission of Information’ in An-

drew Clapham, Paola Gaeta, and Marco Sassòli (eds.), The 1949 Geneva Conventions: A 

Commentary (Oxford, Oxford University Press, 2015), 1089-1121, 1093-1096 (‘Spieker, 

‘Maintenance and Re-establishment of Family Links and Transmission of Information’, 

2015’). 
1563 See Joseph and Castan, ICCPR Commentary, 2013, 534; HRC, Coeriel and Aurik v. The 

Netherlands, Communication No. 453/91, UN Doc. CCPR/C/48/D/453/1991, 8 July 1983, 

para. 10.2. See also UN Human Rights Council, ‘Report of the Special Rapporteur on the 

right to privacy’, UN Doc. A/HRC/31/64, 24 November 2016, paras. 24-26. 
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7.3.2 Restrictions permitted to the information covered in 

Article 25 GCIV 

 

As the obligation is only to facilitate ‘family news’, it would be possible for 

parties to the conflict to introduce restrictions on other content included in 

the correspondence through censorship.1564 Any such restrictions would need 

to take into account the requirements under IHRL regarding freedom of ex-

pression, read together with the right to privacy, family and correspondence, 

to ensure that the rights are not extinguished and that the restrictions are law-

ful.1565  

 

In addition, Article 25(3) GCIV imposes minimum requirements on the prac-

tical aspects of how limitations can be implemented.1566 Article 25(3) pro-

vides that if the parties to the conflict deem it necessary to restrict family 

correspondence, restrictions shall be confined to the compulsory use of 

standard forms of 25 freely chosen words and limiting the despatch of these 

forms to one each month. The limitation of 25 words does not include the 

name or address of the recipient.1567 This obligation represents an absolute 

minimum on restrictions possible to the exchange of information during 

armed conflict. Any stricter restrictions on this exchange of forms via the 

post would therefore breach not only IHL, but the right to seek and receive 

information and the right to family and correspondence under IHRL.  

 

The obligation requires that correspondence shall be forwarded speedily and 

without undue delay, but recognises that there may be difficulties fulfilling 

this obligation due to the effects of the armed conflict.1568 The implication of 

this is that the parties to the conflict should not impose undue restrictions, 

such as overly restrictive limitations blocking access to correspondence com-

pletely.1569 This is also consistent with IHRL standards that have recognised 

that overly burdensome restrictions on correspondence is a breach of the 

right to correspondence.1570 

 
1564 See further Chapter 8. 
1565 See, for example, ECtHR, Big Brother Watch and Others v. The United Kingdom, 2021. 

See also Chapters 2.8 and 8. 
1566 Pictet Commentary to GCIV, 1958, Article 25, 194. 
1567 Ibid., Article 25, 194-195. 
1568 See further GCIV, Article 25(2). 
1569 Pictet Commentary to GCIV, 1958, 192. See further Chapter 9. 
1570 See, for example, HRC, Miguel Angel Estrella v. Uruguay, Communication No. 74/80, 

U.N. Doc. CCPR/C/OP/2 at 93 (1990), 29 March 1983. 
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7.3.3 Does the obligation to facilitate the exchange of family 

news include through digital means? 

 

The provision obliging State parties to the conflict to facilitate family news 

was obviously drafted in the pre-digital era and so focuses on postal commu-

nications rather than electronic communications.1571 A very strict interpreta-

tion of the precise wording of the provision would therefore restrict the 

scope of this obligation to only postal communications. It is worth bearing in 

mind that telegraph and telephone communication were possible at the time 

GCIV was drafted but were not included in the scope of Article 25 GCIV. 

Indeed, this Article can be contrasted with Article 71 GCIII relating to the 

rights of POWs to send and receive news. Under Article 71 GCIII, POWs 

who have been without news for a long period, who have been unable to 

send or receive news from their next of kin by the ordinary postal route, or 

who are at a great distance from their homes or in situations of urgency shall 

be permitted to send telegrams.1572 This suggests that it was no mistake that 

the scope of Article 25 GCIV was limited to postal services and not ex-

panded to faster means of communication. 

 

Such a restrictive approach to interpretation seems at odds with the general 

approach taken by States and the ICRC, however, as noted in Chapter 2.1, 

according to which the Geneva Conventions of 1949 are living instruments 

that need to be interpreted in light of the standards prevailing at the given 

time.1573 IHRL is similarly interpreted in light of prevailing standards and is 

applicable alongside this obligation, reinforcing a less restrictive approach to 

interpretation of the IHL provision. It could be argued that electronic forms 

of communications are today at least of equivalent importance and function 

as traditional postal services and thus should also be included in this obliga-

tion. 

 

Heike Spieker considers that the obligation under Article 25 applies to new 

means of communication, including telephones, mobile phones and internet 

and email communication services, where these services are available.1574 He 

argues that Article 25 GCIV does not impose obligation on the parties to 

provide such services where they were not available prior to the outbreak of 

hostilities. This is consistent with the note in the Commentary of 1958, 

which indicates that the obligation under Article 25 GCIV does not require 

the forwarding of family news by the (then) most rapid means of air 

 
1571 See Pictet Commentary to GCIV, 1958, Article 25, 191-192. 
1572 GCIII, Article 71. 
1573 See further Chapter 2.3. 
1574 Spieker, ‘Maintenance and Re-Establishment of Family Links and Transmission of Infor-

mation, 2015, 1101, para. 29. See also Schmitt, Tallinn Manual 2.0, 2017, 545. 
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transport but the Commentary states that it is hoped that belligerents will 

send family correspondence by air whenever possible, especially in light of 

the potential delays caused to land transport due to the impacts of the con-

flict.1575 The Tallinn Manual 2.0 also considers that electronic forms of com-

munication could be included in this provision, but the language used in the 

Manual also implies that this would be at the discretion of the State and sub-

ject to restrictions introduced by the State.1576 Any such restrictions would 

need to meet IHRL requirements for limiting the right to freedom of expres-

sion, however, to be lawful. 

 

The obligation to ensure functioning postal services under Article 25 GCIV 

takes on greater importance for the everyday lives of those inside and out-

side an area where access to electronic communication has been blocked or 

otherwise disrupted. If electronic communication were cut, functioning 

postal services would be fundamental in ensuring that the rights to freedom 

of expression and freedom of correspondence are not extinguished.1577 The 

intention of including this provision appears to have been to mitigate the 

practice of banning communications between enemy countries by including 

a minimum obligation relating to postal communications.1578 As such, facili-

tating the exchange of family news via postal communications can be seen 

as the minimum required to satisfy this obligation. 

 

The minimum standard of ensuring postal communications is an important 

benchmark in the protection of exchanging family news. However, whilst 

blocking or significantly restricting other means of exchanging information 

might not breach Article 25 GCIV, it may constitute an unlawful restriction 

on the right to seek and receive information under the right to freedom of ex-

pression, when read together with the right to privacy, family and corre-

spondence. The reality is that modern societies are increasingly reliant on 

electronic means of communication.1579 This includes a variety of platforms 

 
1575 Pictet Commentary to GCIV, 1958, Article 25, 193. 
1576 Schmitt, Tallinn Manual 2.0, 2017, 545. 
1577 Ibid. 
1578 Pictet Commentary to GCIV, 1958, 192. 
1579 One interesting example to note in this regard is the requirement in Denmark that all citi-

zens and others living in the country have a digital post-box to receive digital letters from 

State authorities. These can be accessed through two secure websites. This service does not 

totally replace paper-based letters and individuals can get exemptions from the requirement if 

they do not have access to a computer with sufficient internet connection, for example, Dan-

ish Agency for Digital Government, ‘Life in Denmark’, <https://lifeinden-

mark.borger.dk/apps-and-digital-services/Digital-Post>. This requirement only relates to cor-

respondence with State authorities and not private individuals. Whilst GCIV, Article 25 does 

not relate to this type of correspondence, it may be affected by information relating to family 

members held by the adverse Party. See further Chapter 7.2. 
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and means beyond email communication. Social media platforms have intro-

duced important ways of notifying friends and family in a quick and easy 

manner that individuals are safe in crisis situations.1580 This context in which 

individuals within a given society exchange information, including family 

news, is also relevant in implementing the obligation under Article 25 GCIV.  

7.3.4 Equivalent regulation application in non-international 

armed conflicts 

 

There is no corresponding treaty obligation in IHL applicable in NIACs to 

ensure that the civilian population is able to share and receive family 

news.1581 The ICRC identified in its study of customary IHL that the right to 

respect for family life, applicable in both IACs and NIACs, shows that this 

obligation requires, to the degree possible, contact between family members 

and the provision of information on the whereabouts of family members.1582 

 

The interpretation of contact between family members included by the ICRC 

to support this conclusion relates exclusively to persons detained by a party 

to the armed conflict in a NIAC. As such, this requirement is considerably 

more limited than the obligation under Article 25 GCIV, which covers fam-

ily news more broadly and imposes minimum requirements on facilitating 

the exchange of information. 

 

The right to seek and receive information relating to family members as part 

of the rights to privacy, family and correspondence and freedom of expres-

sion under IHRL is therefore the main source of protection for individuals to 

receive and send family news in NIACs. This would include the obligation 

of the State to facilitate the exchange of family news. As these are limited 

rights, the State could introduce measures to monitor and restrict this ex-

change pursuant to a legitimate purpose recognised within the treaties and 

where necessary and done in a proportionate manner.1583 The State would 

 
1580 See, for example, Matt Schiavenza, ‘Updating Facebook to Say “I'm Safe”’, The Atlantic, 

26 April 2015, <https://www.theatlantic.com/international/archive/2015/04/telling-the-world-

youre-safe-through-facebook/391484/> (‘Schiavenza, ‘Updating Facebook to Say “I'm Safe”’, 

The Atlantic, 26 April 2015,’). 
1581 There are rules specifically relating to the rights of detained persons, which are applicable 

in NIACs. See further Henckaerts and Doswald-Beck, Customary International Humanitarian 

Law, Volume I: Rules, 2005, Rules 125 (Correspondence of Persons Deprived of Their Lib-

erty) and 126 (Visits to Persons Deprived of Their Liberty). 
1582 Ibid., Rule 105 (Respect for Family Life). See further Chapter 7.2.5. 
1583 See further Chapters 2.8 and 2.9. 
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also be obliged to protect the exchange of information between individuals 

from undue interference by non-State parties to the conflict.1584 

 

In practice, the exchange of information between family members has been 

used by States to carry out violations of IHRL. In Syria, for example, the 

UN’s Independent International Commission of Inquiry documented that in-

dividuals who were known to be in contact with relatives or friends in areas 

under opposition control were arrested by the government and others, pre-

venting them from speaking to those in opposition-held areas.1585 The inter-

net shutdown in Kashmir between August 2019 and January 2020 also re-

sulted in difficulties for individuals in contacting family members.1586 De-

spite the applicable protections under IHRL, the situation of a NIAC makes 

individuals extremely vulnerable to abuse by both State and non-State actors. 

The impact of this means that information regarding abuses of both IHRL 

and IHL cannot be shared, creating a space for impunity. This again high-

lights how facilitating information exchange has a dual function in ensuring 

both protection under IHL and transparency in the conduct of the parties to 

the conflict. 

7.4 Warning in attack 

 

IHL contains a specific obligation to provide information relating to the con-

duct of hostilities in Article 57(2)(c) API and its customary equivalent appli-

cable in NIACs.1587 This obligation differs from the protection obligations 

considered above, as it relates to the conduct of hostilities, but is similar in 

that it is motivated by ensuring respect for protected persons. 

 
1584 See further Chapter 3.1.1. 
1585 UN Human Rights Council, ‘Report of the Independent International Commission of In-

quiry on the Syrian Arab Republic’, UN Doc. A/HRC/40/70, 31 January 2019, para. 74 (‘UN 

Syria Inquiry, 17th Report, 31 January 2019’). 
1586 Rebecca Ratcliffe and Azhar Farooq, ‘“Plz Papa contact me”: TV channel offers last line 

of contact to cut-off Kashmir’, The Guardian, 29 August 2019, <https://www.theguard-

ian.com/world/2019/aug/29/india-tv-channel-last-line-contact-kashmir> (‘Ratcliffe and 

Farooq, ‘“Plz Papa contact me”: TV channel offers last line of contact to cut-off Kashmir’, 

The Guardian, 29 August 2019’); Billy Perrigo, ‘India’s Supreme Court Orders a Review of 

Internet Shutdown in Kashmir. But For Now, It Continues’, Time, 10 January 2020, 

<https://time.com/5762751/internet-kashmir-supreme-court/>. See also Joanna Slater and 

Shams Irfan, ‘Internet service limps back to Kashmir after nearly six-month blackout’, Wash-

ington Post, 27 January 2020, <https://www.washingtonpost.com/world/asia_pacific/internet-

service-limps-back-to-kashmir-after-nearly-six-months-blackout/2020/01/27/298b34fe-40d2-

11ea-abff-5ab1ba98b405_story.html>. 
1587 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 20 (Advance Warning). 
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As part of the precautions parties to the armed conflict must implement in 

targeting military objectives, Article 57(2)(c) API provides that they shall 

give an effective warning of attacks that may affect the civilian population, 

unless the circumstances do not permit. This is a long-standing rule in 

IHL1588 that the ICRC has identified as a rule of customary international law 

applicable in both IACs and NIACs.1589 The obligation is interesting, as it re-

quires parties to the conflict to provide information sufficient for the warning 

to be effective in situations where IHRL would not necessarily apply and is 

thus a specific rule under IHL. In this way, it is not only an obligation to pro-

vide information in the first place but also establishes criteria for what is re-

quired to satisfy the obligation, i.e. that it must be ‘effective’.1590 

 

Traditional methods include dropping leaflets warning of the impeding at-

tack. Other methods include radio broadcasting and communication, loud-

speakers, telephone calls, email, diplomatic communications, or communica-

tion through local leaders or humanitarian organisations operating in the 

area.1591 As will be demonstrated below, this is a relatively broad obligation 

open to considerable interpretation of what level of information is actually 

required to be provided and when.1592 

 
1588 See also Hague Convention (II) on the Laws and Customs of War on Land 1899, Article 

26; Hague Convention (IV) on War on Land and its Annexed Regulations 1907, Article 26; 

Convention (IX) concerning Bombardment by Naval Forces in Time of War, The Hague, 18 

October 1907, Article 6. See further Lieber Code 1863, Article 16. 
1589 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 20 (Advance Warning). See also Jean-Françoise Quéguiner, ‘Precautions 

under the law governing the conduct of hostilities’, International Review of the Red Cross, 

Volume 88, Issue 864, 2006, 793-821, 806-807 (‘Quéguiner, ‘Precautions under the law gov-

erning the conduct of hostilities’, 2006’). See also Sivakumaran, The Law of Non-Interna-

tional Armed Conflicts, 2012, 354. 
1590 It is also worth bearing in mind that warnings are not the only precautions that parties the 

conflict must take. See further API, Articles 57(1), (2)(a)(i)-(iii), (2)(b), (3), (4), (5) and 58(a)-

(c). 
1591 See practice compiled by ICRC, for example, Iraq, Iran, Israel, Malaysia, Russia, and the 

U.S. in Jean-Marie Henckaerts and Louise Doswald-Beck (eds), Customary International Hu-

manitarian Law, Volume II: Practice - Part 1 (Cambridge, Cambridge University Press, 

2005) (‘Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume 

II: Practice, 2005’), Rule 20 (Advance Warning). See also Sandoz et al., Commentary to the 

APs, 1987, Article 57 API, paras. 2224-2225. See also William H. Boothby, The Law of Tar-

geting (Oxford, Oxford University Press, 2012), 128 (‘Boothby, The Law of Targeting, 

2012’). Specific details of the practice of Israel in ‘Operation Cast Lead’ between December 

2008 and January 2009 are included in UN Human Rights Council, ‘Report of the Fact-Find-

ing Mission on the Gaza Conflict’, UN Doc. A/HRC/12/48, 25 September 2009, paras. 499-

542 (‘The Goldston Report on the Gaza Conflict, 2009’). 
1592 Quéguiner, ‘Precautions under the law governing the conduct of hostilities’, 2006, 808. 
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7.4.1 When does the obligation arise? 

 

The obligation only arises where the civilian population may be affected by 

the planned attack, highlighting its humanitarian purpose in sparing pro-

tected persons from the conduct of hostilities.1593 The term ‘affect’ is not de-

fined but may be understood from the context of the provision when read to-

gether with Article 57(2)(a)(iii) to include incidental loss of civilian life, in-

jury to civilians, damage to civilian objects, or a combination thereof.1594 

 

The obligation is to provide effective advance warning of attacks. However, 

the rule contains an exception where circumstances do not permit, such as  

where the element of surprise is essential for the attack as a condition for its 

success or for the security of the attacking forces or friendly forces.1595 That 

said, the presumption established in the provision is that warning should be 

given and can be waived only in exceptional circumstances where the cir-

cumstances do not permit warning.1596 In addition, the attacking party must 

still take all other feasible precautionary measures available to them, even in 

circumstances where a warning is not issued.1597 

7.4.2 Meaning of ‘effective’ 

 

The obligation is not expressly addressed as requiring the parties to the con-

flict to provide the information directly to the citizens affected by the attack 

but generally specifies that the warning be ‘effective’.1598 The methods used 

and information provided will vary depending on the circumstances. 

 

The content of the warning will be a factor to consider in whether it is ‘effec-

tive’. The information provided in the warning must be clear enough for 

those within the area of attack to understand that an attack will take place.1599 

Information on evacuation routes and safe areas may be included.1600 

 

In addition to specific warnings on impending attacks, practice indicates that 

the warning can be of a more general nature, such as to avoid specific areas 

 
1593 Boothby, The Law of Targeting, 2012, 128. 
1594 Ibid. 
1595 Sandoz et al., Commentary to the APs, 1987, Article 57 API, para. 2223; Henckaerts and 

Doswald-Beck, Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 20 

(Advance Warning). 
1596 Quéguiner, ‘Precautions under the law governing the conduct of hostilities’, 2006, 807. 
1597 API, Article 57(1). 
1598 Cf. The Goldston Report on the Gaza Conflict, 2009, para. 530. 
1599 Boothby, The Law of Targeting, 2012, 127. 
1600 Sandoz et al., Commentary to the APs, 1987, Commentary, Article 57 API, para. 2222. 
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or industries that could be subject to attack or where hostilities are likely to 

be conducted.1601 Simply issuing a general warning that an area might be sub-

ject to attack would not necessarily satisfy the obligation relating to a specif-

ically planned attack. For example, where it is likely that a large number of 

civilians would be affected by the attack, a more specific warning would be 

warranted.1602 An example of this can be seen in the North Atlantic Treaty 

Organization (‘NATO’) bombing of the Radio Television of Serbia (‘RTS’) 

tower in 1999, where NATO argued that foreign journalists had been warned 

to stay away from the site.1603 This was not considered adequate.1604 Only 

warning certain parts of the civilian population raises questions as to whether 

this is ‘effective’, and differentiating the information provided to different 

parts of the population based on nationality could raise further legal compli-

cations as to adverse distinction in protection.1605 

 

Like the IHRL protection of freedom of expression, the IHL norm requiring 

effectiveness also relates to the means by which it delivered and the content. 

To be effective, the method used should be designed to reach those likely to 

be in or at risk from the planned attack.1606 In a report by the Commission of 

Inquiry on Lebanon established by the UN Human Rights Council, it was 

considered that military forces should take into account how they expect the 

civilian population to carry out the instruction ‘and not just drop paper mes-

sages from an aircraft’ when providing advance warning.1607 

 

The timing of the warning is a factor to consider in this.1608 This was also 

highlighted by the Commission of Inquiry on Lebanon in relation to the 

IDF’s practice of dropping leaflets or giving loudspeaker warnings only two 

hours before a threatened attack, leaving little opportunity to react in time.1609 

There is clearly a balance to be achieved here in ensuring the warning is 

given in sufficient time to be effective but not allowing too much time for 

 
1601 See practice of Iraq, Iran, Israel, Malaysia, Russia, and the U.S. in Henckaerts and Dos-

wald-Beck, Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 20 

(Advance Warning). See also Sandoz et al., Commentary to the APs, 1987, Article 57 API, 

para. 2225. 
1602 Quéguiner, ‘Precautions under the law governing the conduct of hostilities’, 2006, 808. 
1603 Ibid. 
1604 ICTY, ‘Final Report to the Prosecutor by the Committee Established to Review the 

NATO Bombing Campaign Against the Federal Republic of Yugoslavia’, 13 June 2000 

(‘ICTY, Final Report on NATO Bombing Campaign, 2000’), para. 77. 
1605 See further Chapter 4.2. 
1606 Boothby, The Law of Targeting, 2012, 127. 
1607 UN Human Rights Council, ‘Report of the Commission of Inquiry on Lebanon estab-

lished pursuant to Human Rights Council Resolution S-2/1’, UN Doc. A/HRC/3/2, 23 No-

vember 2006, para. 156 (‘Report of the Commission of Inquiry on Lebanon, 2006’). 
1608 The Goldston Report on the Gaza Conflict, 2009, para. 530. 
1609 Report of the Commission of Inquiry on Lebanon, 2006, para. 153. 
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the enemy party to react to reduce the direct and concrete advantage of the 

attacking party.1610 The timing of the warning may also be a factor to con-

sider in whether or not circumstances permit a warning to be given to the ci-

vilian population. 

 

For the warning to be effective, it may be sufficient to provide advance 

warning to the enemy party, to the civil defence force operating in the area, 

or to other relevant bodies in the area, who would then pass it on to the civil-

ian population.1611 Indeed, earlier treaty versions of the obligation only re-

quired that the attacking party warn ‘the authorities’.1612 

 

A controversial practice of the IDF has been the use of ‘roof-knock’ warn-

ings, in which small missiles are dropped on the rooftops of targets before 

dropping larger munitions a short while later.1613 This has been criticised as 

not fulfilling the requirements of an effective warning.1614 In the report of the 

UN’s Independent Commission of Inquiry into the 2014 Gaza conflict, the 

Commission considered this could not be considered an effective warning 

because of the resulting confusion this method caused to those in the build-

ing and the short time between the ‘roof-knock’ and the actual strike.1615 

Whilst similar tactics have been used in the past, such as the practice in 

WWII of pilots flying very low over targets before launching an attack to 

give civilians and those within the area time to take cover,1616 it demonstrates 

how the obligation has become more precise. Such practices could also have 

a further effect of increasing the danger that the civilian population is ex-

posed to or even spreading terror and confusion within the civilian popula-

tion, potentially raising further breaches of IHL.1617 

 

 
1610 Quéguiner, ‘Precautions under the law governing the conduct of hostilities’, 2006, 808. 
1611 See, for example, practice of Israel (2007) in giving warning to local leaders noted in 

Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 20 (Advance Warning). 
1612 See, for example, Hague Convention (II) on the Laws and Customs of War on Land 1899, 

Article 26 and Hague Convention (IV) on War on Land and its Annexed Regulations 1907, 

Article 26. 
1613 See IDF, Twitter, 17 May 2021, <https://twitter.com/IDF/status/1394081440615256071> 

and <https://twitter.com/IDF/status/1394081456524234753> detailing measures taken to 

‘minimize civilian harm’. 
1614 UN Human Rights Council, ‘Report of the independent commission of inquiry established 

pursuant to Human Rights Council resolution S-21/1’, UN Doc. A/HRC/29/52, 24 June 2015, 

paras. 42-43 (‘Report of the Commission of Inquiry on the 2014 Gaza Conflict, 2015’). See 

also The Goldston Report on the Gaza Conflict, 2009, paras. 506 and 532-535. 
1615 Report of the Commission of Inquiry on the 2014 Gaza Conflict, 2015, para. 43. 
1616 Sandoz et al., Commentary to the APs, 1987, Article 57 API, para. 2224. 
1617 The Goldston Report on the Gaza Conflict, 2009, paras. 533-535. 
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The Goldstone Report identified the criteria of the clarity of the message, the 

credibility of the threat and the possibility of those receiving the warning 

taking action to escape the threat as indicating effectiveness.1618 Effectiveness 

would be assisted if there was an objective basis to believe that the civilians 

being warned would be safer somewhere else.1619 Some scholars have criti-

cised the Goldstone Report for going too far in these criteria and argue that 

the IDF went beyond what the law would require.1620 However, the Gold-

stone Report took pains to analyse the effect of the warnings in the context, 

which included heavy aerial bombardment of cities during the first week of 

the conflict.1621 This contextual analysis highlights that the sheer volume of 

warnings given does not make them ‘effective’ and can, if anything, contrib-

ute to the civilian population choosing not to act on based on the warnings. 

The requirement of ‘effectiveness’ would seem to speak to quality rather 

than quantity.  

7.4.3 Are ‘fake’ warnings of attack permitted under 

international humanitarian law? 

 

The 1987 Commentary to API notes that ruses of war are not prohibited in 

this field.1622 However, the Commentary also notes it would be ‘unacceptable 

if [a ruse] were to deceive the population and nullify the proper function of 

warnings, which is to give civilians the chance to protect themselves’.1623  

 

It is difficult to envisage how a ruse of war conducted through a warning 

could be carried out without drawing into question the protection of the ci-

vilian population. Even if efforts are made only to mislead the enemy in giv-

ing a warning,1624 this is likely to provoke a reaction where the information is 

passed on to the civilian population so that they are able to protect them-

selves. If no attack then follows, this might reduce the trust the civilian popu-

lation has in the warnings provided.1625 Indeed, Dinstein considers that no 

 
1618 Ibid., para. 513. See further para. 530. 
1619 Ibid., para. 515. 
1620 David E. Graham, ‘The law of armed conflict in asymmetric urban armed conflict’, Inter-

national Law Studies, Volume 87, 2011, 301-313, 307-308. 
1621 The Goldston Report on the Gaza Conflict, 2009, paras. 515-516. 
1622 Sandoz et al., Commentary to the APs, 1987, Article 57 API, para. 2225; Dinstein, The 

Conduct of Hostilities under the Law of International Armed Conflict, 2016, 172. See further 

Chapter 10.5.3. 
1623 Sandoz et al., Commentary to the APs, 1987, Article 57 API, para. 2225. 
1624 API, Article 37(2). 
1625 Noted, for example, The Goldston Report on the Gaza Conflict, 2009, para. 530. 
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ruses of war are acceptable in this context, as warnings must not be mislead-

ing or deceptive.1626 The Goldstone Report goes a step further in requiring 

that: 

 

The determination of whether the circumstances permit a warning 

must be made in the context of a good-faith attempt to adhere to the 

underlying duty to minimize death and injury to civilians or damage to 

civilian objects.1627  

 

This would also suggest that issuing warnings of attacks that are not in fact 

planned to go ahead with the intention to clear the area of all civilians (and 

potentially troops) would undermine the protection under this provision by 

diminishing trust in the warnings issued and thus would not be carrying out 

the obligation in good faith. It can therefore be concluded that to be ‘effec-

tive’, the parties to the conflict must not use information about attacks to un-

dermine the protection under this provision, either through deception or 

overuse. 

 

There is also practice where civilians have been warned that if they remain 

in the area past a certain deadline, they will be considered legitimate tar-

gets.1628 Whilst such threats are not necessarily followed up on, the practice 

itself draws into question the protection of civilians under IHL. Such infor-

mation is at best misleading and at worst an announcement that the principle 

of distinction will not be upheld. Depending on the context, this could be 

considered a means of spreading terror in the civilian population.1629 As such, 

it cannot be considered a lawful effective advance warning under Article 

57(2)(c) API. 

 

 

 

 

 

 
1626 Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed Con-

flict (2nd ed., Cambridge, Cambridge University Press, 2014), 144. 
1627 The Goldston Report on the Gaza Conflict, 2009, para. 529. 
1628 See for example, Quéguiner, ‘Precautions under the law governing the conduct of hostili-

ties’, 2006, 809 on the practice of the IDF during the conflict in Lebanon and Henckaerts and 

Doswald-Beck, Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 20 

(Advance Warning) on the practice of Russia during the conflict in Chechnya. 
1629 See further Chapter 6.2. 
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7.5 Conclusions 

 

Access to information is of fundamental importance in armed conflict situa-

tions, and the right protected under IHRL is critical in enabling individuals 

affected by the hostilities to uphold their rights under both IHL and IHRL. 

Examples of this have been seen in cases relating to deaths in occupied terri-

tories in Crimea and Iraq, where the right to access information under IHRL 

has been used in locations far from the battlefield to address the silence re-

sulting from violations of IHL, ultimately strengthening compliance and en-

forcement of IHL. The importance of this protection is particularly notewor-

thy in situations of occupation, where civilians in the occupied territory are 

in a uniquely vulnerable position being subjected to the authority of another 

State, as well as in NIACs, where provisions relating to information ex-

change under IHL are less developed than those applicable in IACs. Im-

portantly, the law applicable in IACs does arguably contain an obligation to 

provide access to information held by NIBs. This is complemented by mech-

anisms under IHRL by which individuals could seek to enforce this right. 

 

A great deal of emphasis has been placed on the function of ensuring protec-

tion in the obligations under IHL to exchange and provide information. The 

importance of ensuring transparency also needs to be highlighted, as these 

provisions ensure that there is oversight in the implementation of IHL and 

prevent abuse of information by the parties to the conflict. This transparency 

function also reflects the societal dimensions of accessing and sharing infor-

mation protected under IHRL. It is thereby complementary in addressing the 

specific vulnerabilities brought about by armed conflicts. The Central Trac-

ing Agency has an important function in facilitating this and addressing dif-

ficulties in gaining access to information from State parties in armed con-

flicts. 

 

The above analysis also demonstrates that the misuse of information and ac-

cess to information through fake warnings or undue restrictions on sharing 

and receiving family news would be unlawful under IHL. As will be devel-

oped further in the next Chapters, the provisions analysed here provide a 

minimum requirement for ensuring the exchange of specific information and 

cannot be blocked without breaching IHL. This is important in ensuring that 

a basic element of the right to freedom of expression continues even in the 

extreme difficulties brought about by armed conflict. 
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Part 3 – Interferences with information in 

armed conflict – thematic examples 
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8 Prior restraint and censorship in armed 

conflict 

 
‘Queen of Hearts pointing at Alice’, illustration drawn by John Tenniel in Alice’s Adventures 

in Wonderland by Lewis Carroll, 1865, 117 
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Beyond the requirements to provide access to specific information under 

IHL outlined in Chapter 7, it is not uncommon for parties to armed conflict 

to actively block access to other information within the territory in which the 

conflict takes place. This includes blocking traditional media forms, such as 

television and radio broadcasts and newspaper circulation. More recently, 

there has been an increasing trend for parties to armed conflict to block ac-

cess to new media forms, such as social media platforms,1630 or broader 

blocking access to the internet.1631 IHRL jurisprudence has dealt extensively 

with such actions outside of conflict situations in determining the legal 

framework applicable to prior restraint or censorship. How this framework 

relates to practices of blocking information in armed conflict warrants fur-

ther investigation. 

 

Chapter 8 will first provide background on the practice of censorship in 

armed conflict. It will then outline the IHRL framework applicable to cen-

sorship and prior restraint. This is followed by an analysis of the provisions 

in IHL that address censorship and prior restraint specifically. Finally, the 

Chapter will provide conclusions on the legal framework applicable to cen-

sorship and prior restraint in armed conflict. 

8.1 The practice of censorship in armed conflict 

 

The practice of prior restraint and censorship during armed conflict has 

changed dramatically in the last century, especially with the expansion of 

technology.1632 Whilst prior restraint of a significant amount of materials was 

 
1630 See, for example, Alec Luhn, ‘Ukraine blocks popular social networks as part of sanctions 

on Russia’, The Guardian, 16 May 2017, <https://www.theguard-

ian.com/world/2017/may/16/ukraine-blocks-popular-russian-websites-kremlin-role-war> 

(‘Luhn, ‘Ukraine blocks popular social networks as part of sanctions on Russia’, The Guard-

ian, 16 May 2017’). See also ‘Twitter and Facebook restricted in Russia amid conflict with 

Ukraine’, NetBlocks, 26 February 2022, <https://netblocks.org/reports/twitter-and-facebook-

restricted-in-russia-amid-conflict-with-ukraine-JBZrogB6> (‘NetBlocks, ‘Twitter and Face-

book restricted in Russia amid conflict with Ukraine’, 26 February 2022’) and ‘Instagram re-

stricted in Russia as online space continues to shrink’, NetBlocks, 13 March 2022, 

<https://netblocks.org/reports/instagram-restricted-in-russia-as-online-space-continues-to-

shrink-JBQXvVAo>. 
1631 See, for example, Aggrey Mutambo, ‘Ethiopia shuts down telephone, internet services in 

Tigray’, The East African, 5 November 2020, <https://www.theeastafrican.co.ke/tea/rest-of-

africa/ethiopia-telephone-internet-services-tigray-2731442> (‘Mutambo, ‘Ethiopia shuts 

down telephone, internet services in Tigray’, The East African, 5 November 2020’). See fur-

ther Chapter 9. 
1632 See Joshua R. Keefe, ‘The American Military and the Press: From Vietnam to Iraq’, In-

quiries Journal, 2009, Volume 1, Number 10, http://www.inquiriesjournal.com/articles/10/the-
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a common practice during the two World Wars of the twentieth century, in-

cluding through establishing specialist agencies to carry out the work,1633 this 

became less common following these conflicts. This change coincided with 

the development of IHRL and reflected a shift in practice towards other indi-

rect forms of censorship and denial of information and access to information 

rather than a sudden opening up of armed forces to journalistic coverage of 

their activities.1634 This change in form also led to significant changes in the 

relationship between armed forces and journalists through, for example, the 

use of ‘embedded’ journalists in military units and greater efforts to release 

information directly. 

 

The practice of prior direct restraint is still common in armed conflict, partic-

ularly in relation to information that members of the armed forces may share. 

Although some of these actions may be lawful, many are highlighted as un-

lawful interferences with the right to freedom of expression. For example, in 

the beginning of the conflict in Ukraine, the HRMMU reported that the Gov-

ernment of Ukraine: 

 

had sought to regulate the media in order to censor and control the 

growing number of publications and radio and television outlets…pub-

lishing or broadcasting unverified information or one-sided, judgmen-

tal reports, especially Russian media broadcast or distributed in 

Ukraine.1635  

 

Measures included requests to limit access in Ukraine to specific internet re-

sources registered outside Ukraine and demands that television broadcasters 

stop broadcasting certain channels.1636 As the conflict progressed, the 

HRMMU noted a general tendency to restrict the flow of information by the 

government.1637 Positive examples of reinstating access to previously blocked 

sources of information were also documented, including measures by the 

Ukrainian State to restore transmission towers damaged in earlier hostilities 

to enable transmission of television and radio channels in territory controlled 

 
american-military-and-the-press-from-vietnam-to-iraq> (‘Keefe, ‘The American Military and 

the Press’, 2009’). See further PBS, ‘Censorship!’, Interview with Myron Fox, expert on 

United States military and civilian censorship in World War I and World War II, 2000, 

<http://www.pbs.org/wgbh/americanexperience/features/warletters-censorship/>. 
1633 See further George H. Roeder Jr., The Censored War: American Visual Experience Dur-

ing World War Two (New Haven, Yale University Press, 1993). 
1634 Keefe, ‘The American Military and the Press’, 2009. 
1635 HRMMU, 5th Report, 29 August 2014, para. 66. 
1636 Ibid., paras. 67 and 68. See also Luhn, ‘Ukraine blocks popular social networks as part of 

sanctions on Russia’, The Guardian, 16 May 2017. 
1637 HRMMU, 14th Report, 3 June 2016, para. 118. See further UN OHCHR, ‘Report on the 

human rights situation in Ukraine 1 August 2021 – 31 January 2022’, 28 March 2022, paras. 

76-78. 
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by the armed groups.1638 In the early stages of the occupation of Crimea, ana-

logue broadcasts of Ukrainian television channels were shut off in Crimea, 

and the vacated frequencies started broadcasting Russian TV channels.1639 

After three days, Russian troops blocked the broadcasting of Russian-lan-

guage Crimean programming, leaving Russian channels as the only Russia-

language options for residents in eastern Ukraine and Crimea.1640 

 

The armed groups in control of the areas of Luhansk and Donetsk also intro-

duced measures of direct and indirect censorship. As noted in Chapter 7.1.2, 

this included a broad range of measures, including introducing ‘accredita-

tion’ processes for journalists, bloggers and distributers of print media,1641 

blocking access to television, radio broadcasting and websites,1642 restrictions 

on the taking of photos, videos and audio recordings or on being present in a 

combat zone or the immediate proximity of military objects,1643 and weekly 

instructions to journalists on how they should report the news from the 

area.1644 The armed groups also threatened individuals and media outlets con-

sidered perceived as negative.1645 By early 2015, the HRMMU noted that 

residents in the territories controlled by armed groups often reported to the 

mission that available media outlets presented only biased information.1646 

 
1638 UN OHCHR, ‘Report on the human rights situation in Ukraine 16 August to 15 Novem-

ber 2016’, 8 December 2016, (‘HRMMU, 16th Report, 8 December 2016’), para. 94. 
1639 See further HRMMU, 5th Report, 29 August 2014, para. 161. See also UN OHCHR, ‘Re-

port on the human rights situation in Ukraine 15 April 2015’, 15 April 2015, para. 72 

(‘HRMMU, 1st Report, 14 April 2015’). 
1640 Treverton et al., ‘Addressing Hybrid Threats’, 2018, 18. Note such actions may not con-

stitute an ‘attack’ under IHL. See further Chapter 9.3. See also Chapters 9.7 and 10.8.1. 
1641 HRMMU, 4th Report, 15 July 2014, para. 152. 
1642 Ibid.; HRMMU, 10th Report, 1 June 2015, paras. 69 and 70; HRMMU, 12th Report, 3 June 

2016, para. 58; HRMMU, 13th Report, 3 March 2016, para. 144; and HRMMU, 15th Report, 

15 September 2016, para. 117. 
1643 HRMMU, 5th Report, 29 August 2014, para. 58. 
1644 HRMMU, 4th Report, 15 July 2014, para. 152. See further HRMMU, 10th Report, 1 June 

2015, para. 70.  
1645 Ibid. See for example, HRMMU, 2nd Report, 15 May 2014, para. 55; HRMMU, 3rd Re-

port, 15 June 2014, para. 122. See also HRMMU, 4th Report, 15 July 2014, para. 152; 

HRMMU, 5th Report, 29 August 2014, para. 58; HRMMU, 6th Report, 19 September 2014, 

para. 24; HRMMU 7th Report, 20 November 2014, paras. 57 and 58; HRMMU, 9th Report, 15 

February 2015, para. 58. See further HRMMU, 10th Report, 1 June 2015, paras. 66 and 70; 

UN OHCHR, ‘Report on the human rights situation in Ukraine 16 May 2015 to 15 August 

2015’, 15 August 2015, para. 69; HRMMU, 12th Report, 3 June 2016, para. 58 and 59; 

HRMMU, 13th Report, 3 March 2016, para. 144; HRMMU, 15th Report, 15 September 2016, 

para. 117; and UN OHCHR, ‘Report on the human rights situation in Ukraine 16 May to 15 

August 2018’, 1 September 2018 (‘HRMMU, 23rd Report, 1 September 2018’), para. 88. 
1646 HRMMU, 10th Report, 1 June 2015, para 70. 
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All of these measures combined, together with technical difficulties access-

ing the internet made it very difficult to obtain alternative sources of infor-

mation.1647 

 

Indirect forms of censorship are today very common during armed conflict. 

For example, broadly defined legislation introduced and implemented to si-

lence critics of government and military action prior to the outbreak of con-

flict is often used during conflict to control information flow and silence dis-

sident voices even further. This was a feature of the conflict in Myanmar.1648 

One example is the prosecution of two Reuters journalists who were ar-

rested, detained and later prosecuted on alleged violations of the Official Se-

crets Act, having published details of serious human rights violations com-

mitted by the Myanmar security forces.1649 The case created an international 

scandal and became symbolic of the oppressive measures introduced by the 

Myanmar State to suppress freedom of expression and information.  

 

The use of overly broad criminal legislation as a means of silencing freedom 

of expression was also raised as a particular concern in the occupation of 

Crimea.1650 Political opponents, journalists and civic activists were intimi-

dated for exercising their right to freedom of expression, often through the 

use of broad criminal legislation.1651 Those who expressed views challenging 

Crimea’s status as part of the Russian Federation or expressing attachment to 

Ukraine publicly or via social media networks were subject to particular 

pressure, intimidation and sanctions.1652 Restrictions were introduced against 

journalists identifying as pro-Ukrainian,1653 including bans for specified peri-

ods from ‘public activities’ such as journalism and ‘activities connected with 

 
1647 Ibid. 
1648 UN FFM on Myanmar, 2018 Report, paras. 1294-1295. 
1649 Ibid., para. 1296. 
1650 HRMMU, 3rd Report, 15 June 2014, para. 305. See also HRMMU, 14th Report, 3 June 

2016, para. 196 and HRMMU, 21st Report, 1 March 2018, para. 125. See also HRMMU 7th 

Report, 20 November 2014, paras. 221 and 222; and HRMMU, 15th Report, 15 September 

2016, paras. 168-171 for details of measures pursued against Crimean Tartars and other reli-

gious minorities. 
1651 HRMMU, 5th Report, 29 August 2014, paras. 160-163; HRMMU, 6th Report, 19 Septem-

ber 2014, para. 30; HRMMU 7th Report, 20 November 2014, para. 227; and HRMMU, 9th Re-

port, 15 February 2015, paras. 95-99 (which provides considerable detail of actions taken 

against civic activists). See also HRMMU, 13th Report, 3 March 2016, para. 192; HRMMU, 

19th Report, 12 September 2017, para. 140; and HRMMU, 20th Report, 1 December 2017, 

para. 140. 
1652 HRMMU, 12th Report, 3 June 2016, paras. 152-155. 
1653 HRMMU, 5th Report, 29 August 2014, paras. 161 and 162.  
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publications in telecommunications networks including internet’.1654 The im-

position of Russian Federation law in Crimea following the occupation, in 

breach of IHL,1655 meant that all media outlets in Crimea had to re-regis-

ter.1656 This, combined with technical difficulties for broadcasting following 

the occupation, resulted in the suspension of numerous Ukrainian radio sta-

tions in Crimea in April 2014. Specific restrictions were also introduced on 

television and radio broadcasting by the new authorities for the Crimean Tar-

tar people.1657 The culmination of these acts was described by the HRMMU 

as ‘new restrictions on free access to information’, leading to serious con-

cerns that people, particularly those in Crimea, would be exposed to a distor-

tion of the facts.1658 The Ukrainian government was also criticised for overly 

broad use of criminal legislation1659 and for intimidating individuals for exer-

cising their right to freedom of expression through restrictions on access to 

press events and prosecution.1660  

 

The use of threats, harassment, injury and killing, detention and prosecutions 

against media workers and those exercising their right to freedom of expres-

sion in armed conflict is often intended to create an environment of self-cen-

sorship.1661 This has been reported across the whole of the conflict in Ukraine 

 
1654 HRMMU, 20th Report, 1 December 2017, para. 140; HRMMU, 14th Report, 3 June 2016, 

para. 125; and HRMMU, 22nd Report, 1 June 2018, para. 94. 
1655 Hague Convention (IV) on War on Land and its Annexed Regulations 1907, Article 43; 

GCIV Article 64. 
1656 HRMMU, 2nd Report, 15 May 2014, para. 139. See also HRMMU, 3rd Report, 15 June 

2014, para. 305. These legislative changes not only affected the media, but also non-govern-

mental organisations, religious organisations and other individuals, further restricting the right 

to freedom of expression: HRMMU, 2nd Report, 15 May 2014, paras. 141 and 144; and 

HRMMU, 3rd Report, 15 June 2014, para. 188. Note that the imposition of Russian law in Cri-

mea is in breach of its obligations under GCIV, Article 64. 
1657 HRMMU, 2nd Report, 15 May 2014, 15 May 2014, para. 138. 
1658 HRMMU, 1st Report, 14 April 2015, para. 72. 
1659 For legislative amendments by Ukraine government, see for example, HRMMU, 5th Re-

port, 29 August 2014, para. 60; HRMMU, 13th Report, 3 March 2016, para. 142; HRMMU, 

20th Report, 1 December 2017, para. 101; and HRMMU, 21st Report, 1 March 2018, para. 88; 

and HRMMU, 29th Report, 1 March 2020, para. 97. 
1660 See for example, HRMMU, 10th Report, 1 June 2015, para. 71; HRMMU, 12th Report, 3 

June 2016, para. 61. Prosecutions specifically: HRMMU, 3rd Report, 15 June 2014, paras. 

119-121; HRMMU, 4th Report, 15 July 2014, para. 153; HRMMU, 5th Report, 29 August 

2014, paras. 61-65; HRMMU 7th Report, 20 November 2014, para. 59; HRMMU, 9th Report, 

15 February 2015, paras. 59-60; HRMMU, 10th Report, 1 June 2015, paras. 72 and 73; 

HRMMU, 14th Report, 3 June 2016, paras. 113-119; HRMMU, 16th Report, 8 December 

2016, para. 93; UN OHCHR, ‘Report on the human rights situation in Ukraine 16 November 

2016 to 15 February 2017’, 15 March 2017 (‘HRMMU, 17th Report, 15 March 2017’), paras. 

105-106; and HRMMU, 20th Report, 1 December 2017, paras. 102-104. 
1661 See further examples included in in the context of the armed conflict in Ukraine. See, for 

example, HRMMU 2nd Report, 15 May 2014, paras. 55 and 136; HRMMU, 3rd Report, 15 

June 2014, para. 122; HRMMU, 4th Report, 15 July 2014, para. 152; HRMMU, 5th Report, 29 
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by all parties to the conflict1662 but is particularly noteworthy in the areas 

controlled by armed groups in eastern Ukraine.1663 Other indirect means of 

censorship may result from situations of occupation, such as restrictions on 

access to resources needed to produce paper copies of publications that lead 

to prioritisation of pro-occupation publications over those perceived as 

against the occupation.1664 The NIAC in Colombia was marked by violence 

against journalists, human rights defenders and others exercising their right 

to freedom of expression, combined with impunity for such actions.1665 This 

included murders, kidnapping, intimidation and/or threats against social 

communicators and material destruction of communications media.1666 Bans 

on reporting in conflict zones and excessive restrictions on gaining permis-

sion to such areas are further measures adopted by parties to conflict to re-

strict access to information, often leading to self-censorship.1667 Interestingly, 

 
August 2014, paras. 56-58; HRMMU, 6th Report, 19 September 2014, para. 24; HRMMU 7th 

Report, 20 November 2014, paras. 57-59; HRMMU, 9th Report, 15 February 2015, para. 58; 

HRMMU, 10th Report, 1 June 2015, paras. 66 and 70; HRMMU, 11th Report, 15 August 

2015, para. 69; HRMMU, 12th Report, 3 June 2016, paras. 58-59; HRMMU, 23rd Report, 1 

September 2018, para. 88; UN OHCHR, ‘Report on the human rights situation in Ukraine 16 

August to 15 November 2019’, 1 December 2019 (‘HRMMU, 28th Report, 1 December 

2019’), paras. 74-77; HRMMU, 29th Report, 1 March 2020, para. 95; and HRMMU, 32nd Re-

port, 23 September 2021, para. 90. These measures tend to impact different on locals com-

pared with foreign journalists, and can also have differentiated impacts based on gender, sex-

ual orientation and other factors. Examples of this have been noted in the HRMMU. See also 

IACHR, ‘Women Journalists and Freedom of Expression’, 2018. 
1662 See, for example, HRMMU, 14th Report, 3 June 2016, para. 112 and HRMMU, 16th Re-

port, 8 December 2016, para. 93, UN OHCHR, ‘Report on the human rights situation in 

Ukraine 16 August to 15 November 2018’, 1 December 2018 (‘HRMMU, 24th Report, 1 De-

cember 2018’) para. 74 in relation to measures by the Ukrainian government. See also 

HRMMU, 17th Report, 15 March 2017, relating to acts of intimidation and attacks on media 

representatives and outlets on both sides of the contact line. 
1663 See, for example, HRMMU, 12th Report, 3 June 2016, para. 57; HRMMU, 16th Report, 8 

December 2016, para. 96, and HRMMU, 28th Report, 1 December 2019, paras. 74-77. 
1664 Dinstein, The Law of Belligerent Occupation, 2019, 286. 
1665 IACHR, Office of the Special Rapporteur for Freedom of Expression, ‘Impunity, Self-

Censorship and Armed Internal Conflict: An Analysis of the State of Freedom of Expression 

in Colombia’, OEA/Ser.L/V/II Doc. 51, 31 August 2005 (‘IACHR, ‘Impunity, Self-Censor-

ship and Armed Internal Conflict’, 2005’), paras. 56-102. Some of the acts described in this 

report are very close to prior censorship, such as members of the armed forces and groups 

pressuring and intimidating journalists to publish only favourable reports on the armed con-

flict, detailed in paras. 92-95, but the changes to reporting resulting from this were not di-

rectly implemented by the armed forces or groups themselves. 
1666 IACHR, ‘Impunity, Self-Censorship and Armed Internal Conflict’, 2005, paras. 60-62. 
1667 See, for example, Kamber and Arango, ‘4,000 U.S. Deaths, and a Handful of Images’, 

The New York Times, 26 June 2008 in relation to the armed conflict in Iraq from 2003; ‘Su-

dan’s silent conflict: State censorship in the war zones’ Nuba Reports, 3 May 2017, 

<https://nubareports.org/sudans-silent-conflicts-state-censorship-in-the-war-zones/>; and Hu-

man Rights Watch, ‘“It’s an Everyday Battle”: Censorship and Harassment of Journalists and 
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psychological studies have noted a tendency towards self-censorship in the 

context of armed conflict.1668 Such indirect means of censorship often in-

volve violations of IHL, including the obligation to respect and protect pro-

tected persons, and can amount to war crimes.1669 

 

Social media and other internet-based sources have further changed practice 

in this area and opened up new spaces in which individuals can express 

themselves and receive information during armed conflict. For example, in 

its twenty-sixth report on the human rights situation in Ukraine relating to 

the period 16 August to 15 November 2019, the HRMMU reported that in 

eastern territories under the control of armed groups, social media was the 

only platform available to residents to express their views on the situation in 

the territories.1670 These spaces do, however, have their own vulnerabilities, 

and there is evidence of States using broadly defined legislation to block and 

filter content in ways that could be deemed prior constraint or censorship.1671 

In the conflict in Ukraine, non-State armed groups in control of territory in 

Eastern Ukraine also blocked access to internet sources1672 and took measures 

to such an extent that online channels were not viewed as platforms where 

individuals could freely express their views.1673 

8.2 The regulation of prior restraint and censorship 

under international human rights law 

 

Blocking access to materials prior to their release and censoring materials af-

ter they have been shared are generally viewed as unlawful interferences 

with the right to freedom of expression under IHRL.1674 Such actions have 

broad repercussions and interfere with a long chain of individuals exercising 

 
Human Rights Defenders in Sudan’, 18 February 2009, <https://www.hrw.org/re-

port/2009/02/18/its-everyday-battle/censorship-and-harassment-journalists-and-human-

rights>. 
1668 Daniel Bar-Tal, Rafi Nets-Zehngut, Keren Sharvit (eds.), Self-Censorship in Contexts of 

Conflict: Theory and Research (Cham, Switzerland, Springer International Publishing AG, 

2017), 129. 
1669 See, for example, API, Article 75; APII, Article 4; and ICC Statute 1998, Articles 8(2)(a) 

and 8(2)(c). 
1670 HRMMU, 28th Report, 1 December 2019, para. 76. 
1671 See for example, Helmi Noman, Rob Faris, and John Kelly, ‘The Yemen War Online: 

Propagation of Censored Content on Twitter’, Berkman Klein Center Research Publication 

No. 2018-2, February 2018.  
1672 HRMMU, 17th Report, 15 March 2017, para. 104 the HRMMU reported that over 350 

websites were blocked and Ukrainian broadcasting generally continued to be blocked. 
1673 HRMMU, 14th Report, 3 June 2016, para. 126. 
1674 See, for example HRC, General Comment No. 34, 2011, paras. 13 and 20. 
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their rights. For example, prior restraint of an edition of a newspaper inter-

feres with the rights of individual journalists in the conduct of their profes-

sional activities and others involved in the publication process of news con-

tent, those involved in selling publications from large companies to smaller 

vendors, and individuals within society seeking access to journalistic 

work.1675 Indirect forms of censorship can result in individuals resorting to 

self-censorship, which significantly impacts the societal dimension of free-

dom of expression in terms of the public’s right to receive information and 

ideas, including freedom of the press. 

 

These actions interfere not only with the individual right to freedom of ex-

pression but also with the societal aspects of the right.1676 Barring access to 

information sources contravenes the State’s obligation not only to respect the 

right to freedom of expression but also to create a general enabling environ-

ment for seeking, receiving and imparting information and ideas as part of 

the obligation to facilitate the right, in addition to their obligation to respect 

the right of the individual/s subject to censorship measures.1677 Blocking ac-

cess to information sources significantly impacts diversity in the media land-

scape. A plurality of sources is essential for the functioning of freedom of 

expression. A wide range of sources ensures that information and ideas are 

subject to scrutiny and debate in society. As highlighted in the jurisprudence 

of IHRL bodies and State practice, ensuring a plurality of sources is in itself 

a means by which to counter negative aspects where individuals abuse their 

right to freedom of expression through the spread of lies, disinformation and 

propaganda.1678 

 

There are exceptions to the general rule that prior restraint and censorship 

constitute unlawful interferences with freedom of expression. There are dif-

ferences in the approaches taken between the Inter-American and Council of 

Europe systems. Article 13(2) AHCR provides that the exercise of freedom 

of expression ‘shall not be subject to prior censorship’. Under this provision, 

the right to freedom of expression can only be subject to subsequent imposi-

tion of liability through limitations. Article 13(4) provides an exception to 

the general prohibition on prior censorship that allows for public entertain-

 
1675 See, for example, Reporters Without Borders, ‘Newspapers that never arrive – obstructing 

print media distribution’, 20 September 2019, <https://rsf.org/sites/default/files/en_rap-

port_entrave_web_1.pdf> gives examples of measures taken in multiple countries to prevent 

the distribution of newspapers and content. 
1676 IACtHR, Case of Palamara Iribarne v. Chile, 2005, para. 68. 
1677 OSCE, ‘Joint Declaration on Media Independence and Diversity in the Digital Age’, 

2018, Principle 1a. 
1678 See, for example, OSCE, ‘Joint Declaration on “Fake News”, Disinformation and Propa-

ganda’, 2017, Principle 3a. 
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ment to be subject by law to prior censorship for the sole purpose of regulat-

ing access to them for the moral protection of childhood and adolescence. 

All other restrictions based on respect for the rights and reputations of others 

or the protection of national security, public order, or public health or morals 

can only impose liability for after the expression has been made or infor-

mation imparted. Preventive measures based on these grounds thereby con-

stitute an unlawful impairment of the right to freedom of expression in the 

Inter-American system, as confirmed by the Inter-American Court in The 

Last Temptation of Christ Case (2001).1679  

 

In contrast, the ECtHR has held that Article 10 ECHR does not prohibit prior 

restraint on publication per se.1680 This is based on the wording of the provi-

sion, which allows for the right to be subject to ‘conditions’ and ‘re-

strictions’ for ‘prevention of disorder or crime’ or ‘preventing the disclosure 

of information received in confidence’ (emphasis added).1681 However, the 

ECtHR has noted that the dangers inherent in prior restraint call for ‘the 

most careful scrutiny on the part of the Court’.1682 In Ürper and Others v. 

Turkey (2010), the Court held that this was especially so in relation to prior 

restraint of the press, as ‘news is a perishable commodity and to delay its 

publication, even for a short period, may well deprive it of all its value and 

interest’.1683 As the case concerned the freedom of the press, the Court held 

that the national authorities had only a limited margin of appreciation to de-

cide whether there was a pressing social need to take the measures in ques-

tion.1684 It may be deduced by analogy that in other areas identified as war-

ranting particular protection, such as political speech, the Court would apply 

an equally strict level of scrutiny.  

 

Ürper and Others v. Turkey (2010) involved the prior restraint of the future 

publication of entire newspapers whose content was unknown at the time of 

the national court’s decision to suspend publication and distribution rather 

than particular articles or news items and thus was distinguished from earlier 

cases.1685 The prior banning of entire publications, websites or similar where 

 
1679 IACtHR, Case of ‘The Last Temptation of Christ’ (Olmedo Bustos et al.) v. Chile, Merits, 

Reparations and Costs, Judgment of February 5, 2001, Series C No. 73, para. 70 (‘IACtHR, 

Case of ‘The Last Temptation of Christ’ v. Chile, 2001’). 
1680 ECtHR, The Sunday Times v. the United Kingdom (No. 1), 1979; ECtHR, Markt Intern 

Verlag GmbH and Klaus Beermann v. Germany, Application no. 10572/83, Judgment, 20 No-

vember 1989; and ECtHR, Observer and Guardian v. the United Kingdom, 1991. 
1681 ECtHR, Ahmet Yildirim v. Turkey, 2012, para. 47. 
1682 Ibid. 
1683 ECtHR, Ürper and Others v. Turkey, Application nos. 14526/07, 14747/07, 15022/07, 

15737/07, 36137/07, 47245/07, 50371/07, 50372/07 and 54637/07, Judgment, 20 October 

2009, para. 44 (‘ECtHR, Ürper and Others v. Turkey, 2009’). 
1684 ECtHR, Ürper and Others v. Turkey, 2009, para. 39. 
1685 Ibid., para. 42. 
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the content is unknown at the time of the decision to ban it therefore appears 

to be the outer-limits of the ECtHR’s interpretation and therefore questiona-

ble whether it would be permissible under the ECHR.1686 

 

There is great divergence amongst States about the precise content that war-

rants prior censorship. Whilst general areas, such as sexual abuse of chil-

dren1687 and incitement to violence,1688 may be agreed upon as warranting 

prior restraint and require States to take action to prevent their publication 

and distribution, definitions of what content falls within these broad catego-

ries vary considerably in many areas. Other content deemed harmful may 

also fall in the realm of permitting prior restraint, such as explicit or graphic, 

violent and/or sexual material. Here again, there is considerable division 

among States on what constitutes harmful and potentially criminal content 

versus that which is offensive, disturbing or shocking but not unlawful.1689 

The latter distinction is extremely important in the context of armed conflict, 

where certain views or information may be in stark contrast to the military 

interests of the parties to the conflict but are nonetheless a lawful exercise of 

the right to freedom of expression. 

 

These issues have become particularly complex in the digital realm, where it 

has been noted that the risk of harm content and communication pose on the 

exercise and enjoyment of other human rights is higher than that posed by 

traditional media.1690 There has been a push by States for companies to re-

move or disable content deemed harmful as quickly as possible, if not imme-

diately, through the use of filters and other automated tools.1691 This in turn 

has led to further human rights issues, including disproportionate harm to 

underrepresented communities or discrimination,1692 a lack of transparency 

 
1686 See further ECtHR, Saliyev v. Russia, Application no. 35016/03, Judgment, 21 October 

2010, paras. 69-70. 
1687 See Optional Protocol to the Convention on the Rights of the Child on the Sale of Chil-

dren, Child Prostitution and Child Pornography 2000, 2171 UNTS 227, Article 2(c). See also 

Council of Europe, Convention on Cybercrime 2001, ETS No. 185 and Council of Europe, 

Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse 2007, 

CETS No. 201. Efforts in this area are by no means universal and have been protracted. See, 

for example, UN Commission on Human Rights, ‘Rights of the Child: Report submitted by 

Mr. Juan Miguel Petit, Special Rapporteur on the sale of children, child prostitution and child 

pornography’, UN Doc. E/CN.4/2005/78, 23 December, 2004. 
1688 See Chapter 6.1. 
1689 Note in contrast here the particular approach to freedom of speech in the U.S. 
1690 ECtHR, Editorial Board of Pravoye Delo and Shtekel v. Ukraine, Application no. 

33014/05, Judgment, 05 May 2011, para. 63; ECtHR, Delfi AS v. Estonia, 2015, para. 110. 
1691 UN Special Rapporteur on freedom of expression, Report on online hate speech, 2019, 

para. 34. See further ECtHR, Delfi AS v. Estonia, 2015, 2015. 
1692 UN Special Rapporteur on freedom of expression, Report on contemporary challenges to 

freedom of expression, 2016, paras. 46-49. 
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and public oversight of the process of content removal, and indirect means of 

unlawfully limiting freedom of expression.1693 Clear definitions of what is 

unlawful content are therefore extremely important in this area1694 and are 

problematic in peacetime. Such issues are likely to grow in complexity dur-

ing situations of armed conflict. 

 

As noted in Chapter 6.1.6, measures taken by a non-State armed group to re-

strict or block access to information because it incites violence or constitutes 

hate speech would not necessarily constitute an unlawful interference with 

the right to freedom of expression. It would likely constitute an abuse of 

rights for individuals to claim an interference with their right in these cir-

cumstances. This is comparable in some regards with the measures taken by 

intermediaries such as internet service providers to block unlawful content. 

International experts on freedom of expression have emphasised the need to 

provide foreseeability of restrictive actions that could be taken with clear, 

accessible and understandable guidelines and policies.1695 

8.3 Prior restraint and censorship of correspondence 

under GCIII and GCIV 

 

The IHL provisions directly addressing censorship are limited but provide an 

important legal basis for the measures that are permissible under IHL in spe-

cific circumstances.1696 Article 76 GCIII and Article 112 GCIV permit the 

prior censorship of correspondence of POWs and civilian security intern-

ees.1697 These articles provide the legal basis for censoring such correspond-

ence and impose important practical restrictions on this process additional to 

the regulation under IHRL. 

 

 
1693 UN Special Rapporteur on freedom of expression, Report on online hate speech, 2019, pa-

ras. 29 and 34-35. 
1694 Ibid., 2019, para. 30. 
1695 OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Disinformation 

and Propaganda’, 2017, Principle 4(a)-(e). 
1696 See further Quintin, The Nature of International Humanitarian Law, 2020, 62-68. 
1697 See also GCIII, Article 35 which recognises that correspondence of religious personnel 

may be subject to censorship. The Commentary notes that this correspondence should have 

priority of censorship. See 2020 Commentary to GCIII, Article 35, para. 2407. See also 

GCIII, Articles 33(2)(b) and 81 and 2020 Commentary to GCIII, Article 33, paras. 2349-

2350, 2020 Commentary to GCIII, Aritlce 81, paras. 3542-3544 highlights that the Detaining 

Power may seek to ensure that the correspondence falls ‘within the representative’s duties and 

does not touch on unrelated matters… where the correspondence does concern such matters, 

censorship may not be used as a pretext to restrict the right of the representative to communi-

cate’. 
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The provisions under GCIII and GCIV are interesting, as they relate to a spe-

cific category of individuals rather than the whole territory under the control 

of the party to the conflict and thus are limited. This can be contrasted with 

Article 25 GCIV, which recognises the right of families to send and receive 

news of a strictly personal nature to members of their families. Article 25 

GCIV does not recognise any right of prior restraint of the parties to the con-

flict, although there is a limitation in the clause that the obligation only re-

lates to news of a strictly personal nature rather than matters of general or 

public interest. 

 

No guidance as to what type of content may or may not be censored under 

Article 76 GCIII or Article 112 GCIV is provided, leaving this to the discre-

tion of the Party. The Commentary to GCIII provides some examples of the 

reasons for carrying out censorship, including to ‘prevent sensitive infor-

mation that is harmful to the despatching State’s security being disclosed to 

the adverse Party or to the prisoner, to prevent the spread of false infor-

mation and to detect attempts to escape’.1698 The provisions also recognise 

that ‘political reasons’ may lead to parties to the conflict prohibiting corre-

spondence on a temporary basis.1699 The Commentary to GCIII notes that it is 

not possible to define ‘military or political reasons’ further, as this is a mat-

ter of internal security of the State. The Commentary does emphasise that 

such reasons are exceptional and that on no other restrictive measures may 

be imposed.1700 There is a tension here, however, with IHRL, which recog-

nises a more limited scope for restrictions on political discourse.1701 

 

The interpretive assistance of freedom of expression under IHRL may be of 

use in determining the limitations of these exceptions. For example, IHRL 

bodies have recognised that further limitations may be imposed on members 

of the armed forces compared with the general civilian population. In many 

areas, GCIII aims to ensure that the treatment and protection of POWs are 

akin to those of the Detaining Power’s own troops, and this jurisprudence is 

therefore useful in determining where acts of prior censorship under GCIII 

may constitute an unlawful interference with the right to freedom of expres-

sion of POWs or civilian security internees. Even in these extreme circum-

stances, POWs and civilian security internees have a right to freedom of ex-

pression, which the Detaining Power must ensure. This is partly recognised 

by the right to correspond under IHL. Any censorship should therefore not 

 
1698 2020 Commentary to GCIII, Article 76, para. 3342. 
1699 GCIII, Article 76(3); GCIV, Article 112(3). 
1700 Pictet Commentary to GCIII, 1960, Article 76, 377. 
1701 HRC, General Comment No. 34, 2011, paras. 13, 20, and 37-38; R. Murray, ACHPR 

Commentary, 2019, 278-279. See further Chapter 2.1. 
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go so far as to extinguish the right, and important practical limitations are 

imposed under IHL to ensure that this does not occur. 

8.3.1 Limitations on censorship of correspondence under GCIII 

and GCIV 

 

Article 71 GCIII and Article 107 GCIV provide that POWs and civilian se-

curity internees shall be allowed to send and receive letters and cards. Any 

limitations or restrictions can therefore not extinguish this right. Such corre-

spondence can be limited by the Detaining Power where ‘necessary‘ but not 

to less than two letters and four cards monthly. Limitations cannot be im-

posed on sending capture cards under Article 70 GCIII.1702 Correspondence 

cannot be delayed or retained for punishment or disciplinary reasons.1703 The 

Commentary highlights that limitations on correspondence during WWII 

largely related to practical issues when postal and censorship services were 

overwhelmed and that limitations eased as practical solutions were found to 

these difficulties.1704 This indicates that limitations on correspondence should 

not be introduced for reasons solely in the interest of the Detaining Power. 

This is also consistent with Article 76(2) GCIII and Article 112(2) GCIV, 

according to which delivery of individual or collective consignments must 

not be delayed under the pretext of difficulties of censorship.1705  

 

Both Article 71 GCIII and Article 107 GCIV provide that censoring of cor-

respondence shall be done ‘as quickly as possible’.1706 It is expressly noted in 

Article 76(1) GCIII that mail shall be censored only by the despatching State 

and the receiving State and once only by each other. No censoring should be 

carried out in countries of transit.1707 This is interesting in light of technologi-

cal developments. GCIV does not include this sentence in the provision, but 

the fact that the equivalent regulation relates both to correspondence ad-

dressed to and despatched to internees indicates that both the Detaining 

 
1702 GCIII, Article 71(1). Pictet Commentary to GCIII, 1960, Article 71, 346 makes clear that 

capture cards must not be considered as part of POWs ordinary correspondence. Note also 

that the correspondence of religious personnel on matters related to their duties, with religious 

authorities in the country of detention and with international religious organisations is not 

counted in this quota. See 2020 Commentary to GCIII, Article 71, para. 2407. 
1703 Ibid. See further 2020 Commentary to GCIII, Article 71, para. 3341; Pictet Commentary 

to GCIII, 1960, Article 71, 347; and GCIII, Article 89. 
1704 Pictet Commentary to GCIII, 1960, Article 71, 344. 
1705 GCIII, Article 76(2) and GCIV, Article 112(2). 
1706 GCIII, Article 76(1) and GCIV, Article 112(1).  
1707 Sharon Weill, ‘Relations with the Outside World’ in in Andrew Clapham, Paola Gaeta, 

and Marco Sassòli (eds.), The 1949 Geneva Conventions: A Commentary (Oxford, Oxford 

University Press, 2015), 1013-1024, 1023. See further GCIII, Article 71(3). 
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Power and the Power to which the internees owe allegiance may carry out 

censorship. The requirement not to extinguish the right to expression in the 

correspondence is particularly important given that it is anticipated that one 

piece of correspondence will go through two separate censorship processes. 

Any prohibition for military or political reasons on correspondence must be 

temporary and as brief as possible.1708 Both commentaries note that this is an 

extreme measure and should be ‘regarded more as the equivalent’ to general 

measures affecting the whole population because of the military opera-

tions.1709 Such general restrictive measures would be regulated by IHRL. 

8.3.2 Censorship of correspondence under GCIII and GCIV in 

the digital era 

 

The Commentary to these provisions indicates that these limitations were 

very much motivated by practical difficulties in facilitating the exchange of 

correspondence during armed conflict.1710 Secure and closed emailing or sim-

ilar services could overcome some of these practical difficulties.1711 This 

could also potentially reduce the difficulties of hiring enough persons who 

speak the language in which the correspondence is written, as software could 

be established to automate censorship work previously carried out by people 

and accomplish this work much more quickly than people could. 

 

Here, the work of IHRL in the use of algorithms and other features as a 

means to delete, block and otherwise censor information exchanged elec-

tronically would be of assistance in designing software for correspondence 

exchange for POWs and civilian security internees.1712 This experience has 

 
1708 GCIII, Article 76(3) and GCIV Article 112(3). 
1709 Pictet Commentary to GCIII, 1960, Article 76, 377, and Pictet Commentary to GCIV, 

1958, Article 112, 469. 
1710 See, for example, Pictet Commentary to GCIII, 1960, Article 71, 344 and 346. 
1711 Similar advances have been noted in practice in relation to accounting for POWs and 

sharing information with their family via social media platforms and dedicated websites. See 

further Chapter 7.2.3. The Commentary to GCIII provides that ‘it could be argued’ that reli-

gious personnel should have access to modern means of communication, such as telephone 

calls, video calls and emails. The language used clearly indicates that this is by no means obli-

gated, however. See 2020 Commentary to GCIII, Article 35, para. 2408. 
1712 See, for example, UN Human Rights Council, ‘Report of the Special Rapporteur on the 

promotion and protection of the right to freedom of opinion and expression’, UN Doc. 

A/73/348, 29 August 2018, (‘UN Special Rapporteur on freedom of expression, Report on Ar-

tificial Intelligence technologies and implications for the information environment, 2018’), 

focusing in particular on rights to freedom of opinion and expression, privacy and non-dis-

crimination, and UN Special Rapporteur on freedom of expression, Report on online hate 

speech, 2019, on company content moderation. 
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highlighted that in its current stage of development, the use of artificial intel-

ligence software to identify proscribed content on the basis of specific words 

and analysis can be overly restrictive, as not all subtleties in the use of lan-

guage can be understood, and impact certain communities more than others, 

leading to discrimination.1713 Conversely, the experience in Myanmar high-

lights how artificial intelligence systems are not always sufficient or capable 

of preventing the spread of hate speech.1714 Examples such as the use of these 

and other features in content censorship in China show how they can also 

lead to further human rights violations.1715 The use of such platforms may 

make individuals more vulnerable to violations of their human rights or IHL 

standards, such as through the use of natural language processing that re-

veals personal details that people may not detect or that the individual author 

intended to reveal.1716 Human agency is still an integral characteristic of any 

such electronic system,1717 and thus such systems could reduce but not com-

pletely overcome the difficulty of finding sufficient people who speak the 

language to assist in the work.  

 

There will also be different practical obstacles in implementing any such 

system. The use of electronic systems would obviously present security risks 

that need to be addressed, as well as vulnerabilities to disruption of the ser-

vice, including impacts from the hostilities. If such facilities were designed 

for the exchange of correspondence of POWs and civilian security internees, 

they would also be entitled to protection under IHL, and thus the computer 

code and other software facilities enabling their functioning would be pro-

tected.1718 No electronic system could fully replace the need to send physical 

packages and letters (or at least not in their current formulations), as POWs 

and civilian security internees are still entitled to receive individual and col-

lective consignments. As with physical correspondence, the assistance of the 

 
1713 UN Special Rapporteur on freedom of expression, Report on online hate speech, 2019, pa-

ras. 34-35 and 40. 
1714 UN FFM on Myanmar, 2018 Report, paras. 1349-1354. See further UN Special Rappor-

teur on freedom of expression, Report on Artificial Intelligence technologies and implications 

for the information environment, 2018, paras. 15 and 18. 
1715 See, for example, Harriet Moynihan and Champa Patel, ‘Restrictions on online freedom 

of expression in China: The domestic, regional and international implications of China’s poli-

cies and practices’, Research Paper, Chatham House, March 2021. 
1716 See further Stanley Greenstein, Our Humanity Exposed: Predictive Modelling in a Legal 

Context (Stockholm, Stockholm University, 2017), 114-116. See also 137-138. Such details 

may also contribute to revealing violations of IHL standards also. 
1717 UN Special Rapporteur on freedom of expression, Report on Artificial Intelligence tech-

nologies and implications for the information environment, 2018, para. 5. 
1718 See further Schmitt, Tallinn Manual 2.0, 2017, 520-523. 
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ICRC or other neutral body to facilitate correspondence exchange might be 

useful.1719 

8.3.3 Censoring correspondence in non-international armed 

conflicts 

 

There are no provisions corresponding to those found in GCIII and GCIV on 

censorship that are applicable in NIACs, but some similarities in the regula-

tions can be found. Under Article 5(2)(b), persons deprived of their liberty 

for reasons related to the conflict are allowed to send and receive letters and 

cards. It is explicitly recognised in the provision that the number may be lim-

ited by a competent authority if deemed necessary. Unlike GCIII and GCIV, 

no express limitation on the number is included, but those corresponding 

provisions could clearly be used as guidance.  

 

What constitutes ‘necessity’ to limit the sending and receiving of letters and 

cards should be understood in the context of the provision as a whole, which 

according to the Commentary aims at ensuring that measures for improving 

living conditions in detention are respected within the limits of the means 

available, whilst acknowledging that they cannot always be executed be-

cause of a lack of material possibilities.1720 This could include where postal 

services no longer function.1721 The necessity of limiting the sending and re-

ceiving of letters and cards seems therefore to relate more to material capa-

bilities than the content of the information exchanged. The Commentary 

does note, however, that censorship may be considered necessary1722 but does 

not provide further details of when and under what conditions censorship 

would be lawful. 

 

In contrast to GCIII and GCIV, the provision does not provide a legal basis 

on which to conduct censorship. The Commentary only notes that censorship 

requires resources,1723 implying that this may be beyond the material re-

sources of the party to the conflict. The Commentary does consider that limi-

tations to sending and receiving letters and cards may not be used as a disci-

plinary measure or means of exerting pressure.1724 Read in this context, this 

 
1719 Of importance here is taking into account the privacy and data protection risks for users, 

including next of kin who receive and send correspondence to detained persons under GCIII 

and GCIV. 
1720 Sandoz et al., Commentary to the APs, 1987, Article 5 APII, para. 4580. 
1721 Interestingly, the Commentary notes that appeal may therefore be made to the Central 

Tracing Agency provided for in the GCs. See further Chapters 7.1 and 7.2.4. 
1722 Sandoz et al., Commentary to the APs, 1987, Article 5 APII, para. 4585. 
1723 Ibid. 
1724 Ibid. 
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would appear to relate to pressure on the detained individual, but it could 

also include exerting pressure on family members or indirectly relate to the 

enemy party to the conflict through prior restraint on news from detained 

persons, similar to indirect means of censorship through threats and prosecu-

tions exercised by States outside of conflict settings. 

8.4 Further provisions applicable in situations of 

occupation 

 

There are a number of provisions specific to the law of occupation that war-

rant further attention in this area. First, Article 53 of the 1907 Hague Regula-

tions (IV)  permits the Occupying Power to seize the listed property of the 

State. The second paragraph of this provision permits the Occupying Power 

to seize moveable property belonging to private persons, including all ‘appli-

ances, whether on land, at sea or in the air, adapted for the transmission of 

news…’. This is a broad provision, and at first glance it appears that it could 

be used to impose restrictions on news being received by the civilian popula-

tion.1725 Read in the context of the whole provision, the seizure of such appli-

ances does appear to be limited, however, to where there is a military pur-

pose for their use.1726 This interpretation is consistent with the other items 

listed as subject to possession under the second paragraph, namely ‘depots of 

arms and, generally, all kinds of munitions of war’, and would be consistent 

with the wording of the first paragraph, which relates to ‘all moveable prop-

erty belonging to the State which may be used for military purposes’. What 

falls under the requirement of the purposes of military operations could be 

interpreted broadly, and it might be argued that it includes control of infor-

mation flow within the occupied area. However, this would be a perversion 

of the language used in the provision to list items, including finances, that 

are necessary to concretely and practically contribute to the military opera-

tion.1727 

 

Second, the legislative powers of the Occupying Power under Article 43 of 

the 1907 Hague Regulations (IV) and Articles 27 and 64 GCIV are im-

portant in this context. It could be anticipated that an Occupying Power may 

seek to introduce measures that involve prior censorship. Dinstein references 

a case considered by the Israeli Supreme Court involving the prohibition of 

distribution of a newspaper published outside the area by a group engaged in 

 
1725 See also Schmitt, Tallinn Manual 2.0, 2017, 551. 
1726 See further Arai-Takahashi, The Law of Occupation, 2009, 200-201. 
1727 Dinstein, The Law of Belligerent Occupation, 2019, 286. 
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acts of violence against the Occupying Power. The Court ruled that the mili-

tary government was allowed to prohibit such distribution.1728 Dinstein goes 

as far to say that: 

 

the Occupying Power is entitled to impose censorship on the media in 

an occupied territory...Indeed, all local newspapers, radio and televi-

sion broadcasts can be fully controlled – and even shut down or sus-

pended – by the military government.1729  

 

He does consider that censorship of local news is not the same as insulating 

an occupied territory from coverage of the world media and that attempts to 

deny access to the world media would be seen as a disproportionate infringe-

ment on freedom of the press.1730 It is not clear why there is a distinction be-

tween local and international news in this regard. Local news often serves as 

a faster and more detailed source than international news, which in many 

cases relies on local reporting in its own coverage.1731 Censoring local news 

would therefore impact international news. It seems unlikely that such broad 

control, particularly for a prolonged period of time, would be a necessary or 

proportionate means to address any threat to the security of the Occupying 

Power.  

 

Measures introduced based on Article 64 GCIV must not be used to oppress 

the civilian population and should be limited to what is necessary to address 

the threat to the security of the Occupying Power or obstacle to implement-

ing other provisions of GCIV.1732 This provision also needs to be read in con-

junction with the concurrently applicable IHRL requirements, which gener-

ally consider acts of prior censorship an unlawful interference with the right 

to freedom of expression. GCIV includes safeguards to ensure the legislative 

powers of the Occupying Power are not abused,1733 including obligations to 

provide information, such as the requirement to publish and bring to the 

knowledge of the inhabitants in their own language penal provisions enacted 

by the occupying power before they come into force.1734 The majority of 

 
1728 HCJ 619/78, Al Talia Weekly Magazine et al. v. Minister of Defence et al., 33(3) PD 505, 

510– 13, referenced in Dinstein, The Law of Belligerent Occupation, 2019, 286. 
1729 Dinstein, The Law of Belligerent Occupation, 2019, 286. 
1730 Ibid., 287. 
1731 Daniel Silverman, Karl Kaltenthaler, and Munqith Dagher, ‘Seeing is Disbelieving: The 

Depths and Limits of Factual Misinformation in War’, International Studies Quarterly, Vol-

ume 65, Issue 3, 2021, 798-810 (‘Silverman et al., ‘Seeing is Disbelieving: The Depths and 

Limits of Factual Misinformation in War’, 2021’), 800-801 note the importance of local me-

dia in providing information that individuals rely on in conflict zones as a counter to misinfor-

mation and disinformation spread by parties to the conflict. 
1732 Pictet Commentary to GCIV, 1958, Article 64, 337. 
1733 See GCIV, Articles 65-74. 
1734 Ibid., Article 65. 
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safeguards mirror requirements in IHRL relating to the right to fair trial, 

non-retrospective application of penal provisions and sentencing, and deten-

tion guarantees.1735  

 

The Tallinn Manual 2.0 identified a number of measures that could be intro-

duced under Article 27 and 64 GCIV that could be considered forms of prior 

restraint. This included shutting down communications systems used to 

transmit information about the Occupying Power to insurgent forces, prohib-

iting email references to military movements, posture, weapons, capabilities 

or activities, or placing restrictions on the use of the internet by individuals 

who pose a security threat.1736 These largely correspond to recognised limita-

tions on the right to freedom of expression under IHRL for reasons of na-

tional security or the protection of the rights of others.1737 

 

Measures that go too far in failing to achieve this balance can be seen in the 

context of the occupation of Crimea. Ukraine has lodged an inter-State appli-

cation against Russia for the arrest, prosecution and, in some cases, convic-

tion of individuals on charges of membership of organisations banned by 

Russian law, incitement to hatred or violence, war crimes, espionage and ter-

rorism, allegedly in breach of Article 10 ECHR, among other rights.1738 Rus-

sia has also been criticised in the Universal Periodic Review process for ap-

plying Russian law to the occupied territory and for using overly broad legis-

lation to suppress freedom of expression.1739 Russia has argued that the 

measures are necessary to combat incitement to violence and hatred and in 

light of the security situation. However, these arguments have been criticised 

 
1735 ICCPR, Article 15; ECHR, Article 7; ACHR, Article 9; ACHPR, Article 7(2). 
1736 Schmitt, Tallinn Manual 2.0, 2017, 548-549. 
1737 See further Chapter 2.8. 
1738 European Court of Human Rights, ‘New inter-State application brought by Ukraine 

against Russia’, Press Release, ECHR 277 (2018), 27 August 2018, <https://hu-

doc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-6172867-7998333&file-

name=New%20inter-state%20applica-

tion%20brought%20by%20Ukraine%20against%20Russia.pdf>. See also ECtHR, ‘New in-

ter-State application brought by Ukraine against Russia’, ECHR 069 (2021), 23 February 

2021, <https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-6946898-

9342602&filename=New%20inter-state%20applica-

tion%20brought%20by%20Ukraine%20against%20Russia.pdf>. Separately, a Ukrainian film 

director who was imprisoned by Russia has also filed an application with the ECtHR. See fur-

ther ECtHR, Sentsov v. Russia, Application no. 48881/14, Communicated case, 20 September 

2018. 
1739 UN Human Rights Council, Report of the Working Group on the universal periodic re-

view; Russian Federation, UN Doc. A/HRC/39/13, 12 June 2018, adopted in the decision of 

the Human Rights Council in UN Doc. A/HRC/DEC/39/114, 27 September 2018. 
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as introducing excessively restrictive measures and thus constituting unlaw-

ful interference with freedom of expression.1740 This implies that where such 

measures might be justified on the basis of Article 64 GCIV, they still need 

to ensure a balance with IHRL protections, including freedom of expression. 

8.5 Conclusions 

 

Based on the above, the main legal framework for regulating acts of prior 

censorship in armed conflict is IHRL. There are two explicit exceptions to 

this under the provisions of GCIII and GCIV that provide a legal basis for 

censoring correspondence of POWs and civilian security internees based on 

the security needs of the State parties to the conflict. No similar exceptions 

permitting censorship of the content of correspondence of detained persons 

are included in the law applicable in NIACs, although it is recognised that 

limitations on the number of letters and cards may be introduced by the par-

ties to the conflict if ‘necessary’. These provisions are overall limited in 

scope and do not provide a broader basis for other acts of prior restraint ap-

plicable throughout the territory of the party to the conflict. Such acts would 

continue to be regulated by IHRL. The legislative powers in situations of oc-

cupation are more exceptional in this and could be implemented to introduce 

new legislative measures permitting prior restraint and censorship to address 

the security situation in occupied territories. Any such measures need to also 

take into consideration the concurrent application of IHRL and be limited so 

as not to oppress the civilian population. 

 

The provisions permitting censorship of the correspondence of POWs and 

civilian security internees to some extent correlate with the position under 

IHRL. This recognises that the rights of members of the armed forces may 

be restricted further than members of the general population and that re-

strictions may be imposed on prisoners’ correspondence.1741 Given the vul-

nerable position of such individuals, the Geneva Conventions also ensure 

that they cannot be completely deprived of the right to correspond, in addi-

tion to imposing further limitations, thereby ensuring an extra layer of pro-

tection against arbitrary use of censorship.  

 

 
1740 Ibid. 
1741 See, for example, ECtHR, ‘Guide on the case-law of the European Convention on Human 

Rights: Prisoners’ rights’, Updated – 31 August 2021, paras. 94-102. See also GCIII, Article 

108(3). 
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As noted above, the context of armed conflict may necessitate the introduc-

tion of further content restrictions under IHRL applicable to the general pop-

ulation in the territories of the State parties to the conflict. This is noted in 

the Commentary to Article 112 GCIV, which suggests that prohibitions on 

correspondence should be regarded as ‘equivalent’ to any general restrictive 

measures applied to the civilian population. However, any such general 

measures would need to comply with IHRL requirements on limiting the 

right to freedom of expression lawfully. The specific regulation of prior re-

straint under the ACHR is noteworthy in this regard. The context of the 

armed conflict and the application of IHL would be important factors to con-

sider in determining any breach of the right to freedom of expression, to-

gether with any derogations  introduced in relation to the right. Given the 

relatively common practice of unlawful interference with freedom of expres-

sion through censorship during armed conflict, this is important in highlight-

ing the relationship between IHRL and IHL in the exercise of freedom of ex-

pression. 

 

Even in these extreme situations that may warrant further restrictions on the 

right to freedom of expression through prior restraint, extreme caution is still 

warranted. There are many examples in armed conflict (as in peacetime) of 

the use of censorship to cover up atrocities and other mass violations. Histor-

ical examples of this are too numerous to detail in full but include the cen-

soring of information relating to the Holodomor starvation of Ukraine, and 

the Holocaust.1742 Modern examples include but are not limited to the prose-

cution of journalists in Myanmar for reporting on atrocities of the military 

against the Rohingya and actions taken by parties to the armed conflict in 

Ukraine. This links therefore to the findings in Chapter 7 on the right to ac-

cess information in armed conflict and the protection of journalists discussed 

in Chapter 5.1 as mechanisms to ensure that the underlying principles at the 

core of IHL are maintained through the free flow of information. Exces-

sively broad measures will fall short of the international legal requirements. 

With that in mind, the analysis will now turn to the growing trend in armed 

conflict of widespread blocking of access to the internet.  

  

 
1742 See, for example, Roy Greenslade, ‘The brave journalist who told the truth about Stalin's 

famine’, The Guardian, 6 July 2012, <https://www.theguardian.com/me-

dia/greenslade/2012/jul/06/bbc4-ukraine>; and Michael Fleming, Auschwitz, the Allies and 

Censorship of the Holocaust (Cambridge, Cambridge University Press, 2014). 
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9 Blocking access to the internet in armed 

conflict 

 
 

‘Cards flying down upon Alice’, illustration drawn by John Tenniel in Alice’s Adventures in 

Wonderland by Lewis Carroll, 1865, 188 
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The internet has become one of the primary means by which the right to 

freedom of expression is exercised. It has been heralded as facilitating the 

right to freedom of expression to an unprecedented level, opening access to 

information and means of expression to millions of people.1743 It also facili-

tates the realisation of other human rights. The internet is essential to the 

functioning of modern society and for governments, militaries, and the peo-

ple they serve and is viewed by many States as critical infrastructure. Exam-

ples of this can be seen in crisis management systems that rely on the inter-

net and mobile technology to notify and communicate with citizens.1744 Inter-

net services facilitate real-time notifications of crisis events, with social me-

dia and other internet services now the ‘go-to’ option for friends and family 

near and far to find information on loved ones who may have been af-

fected.1745 

 

Blocking access to the internet was seen in the conflict in Syria, where there 

were reports that the group ISIS ordered internet providers to stop access to 

Wi-Fi in the city of Raqqa.1746 It has also been used in the armed conflict in 

Ethiopia, where internet access to Tigray was cut.1747 As noted above, all par-

ties to the armed conflicts in Ukraine have blocked access to websites during 

the hostilities. 

 

One of the first recorded examples of this type of action in armed conflict 

occurred in Georgia in 2008 during the hostilities among Russia, Georgia 

 
1743 According to the website Internet World Stats, during 2022 there were an estimated 5.47 

billion internet users in the world from a total population of approximately 7.93 billion. See 

<https://internetworldstats.com/stats.htm>. 
1744 Japan and Finland are examples of countries that have introduced such systems. For ex-

ample, as part of the system for public safety announcements the Finnish Emergency Re-

sponse Centre Agency sends out alerts on its app. See further the website for the Finnish 

Emergency Response Centre Agency, ‘112 Suomi-Application’, <https://112.fi/en/112-su-

omi-application> (‘Emergency Response Centre Agency - Finland, ‘112 Suomi-Application’). 

See also ‘J-Alert: disaster warning technology in Japan’, Centre for Public Impact, 30 March 

2016, <https://www.centreforpublicimpact.org/case-study/disaster-technology-japan/> (‘Cen-

tre for Public Impact, ‘J-Alert: disaster warning technology in Japan’, 30 March 2016’). Such 

systems are also open to abuse by other actors, however. See, for example, Christopher Funk 

and Stefan Ortloff, ‘The Japan crisis – an IT security timeline’, Secure List, 28 April 2011, 

<https://securelist.com/the-japan-crisis-an-it-security-timeline/35965/>. 
1745 See, for example, Google, ‘What is Google People Finder’, <https://sup-

port.google.com/personfinder/answer/1628135?hl=en> and Schiavenza, ‘Updating Facebook 

to Say “I'm Safe”’, The Atlantic, 26 April 2015. 
1746 Caroline Mortimer, ‘ISIS ‘bans private Wi-Fi access’ in Raqqa to monitor dissent’, The 

Independent, 21 July 2015, <https://www.independent.co.uk/news/world/middle-east/isis-

bans-private-wi-fi-access-in-raqqa-to-monitor-dissent-10403709.html> (‘Mortimer, ‘ISIS 

‘bans private Wi-Fi access’ in Raqqa to monitor dissent’, The Independent, 21 July 2015’). 
1747 Mutambo, ‘Ethiopia shuts down telephone, internet services in Tigray’, The East African, 

5 November 2020. 
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and separatist groups and the subsequent Russian occupation of part of Geor-

gian territory.1748 During the first days of the conflict, most Georgian govern-

ment and media sites were unavailable or defaced. These actions included 

blocking access to specific content, websites and internet traffic and to serv-

ers, including those based in third States not party to the conflict.1749 Some 

experts believed these actions reduced Georgia’s decision-making capability 

and means of communication with allies, with potential implications for the 

operational flexibility of Georgian forces.1750 Whilst the Russian government 

denied any involvement or responsibility, this is widely considered the first 

example of the use of cyber operations in conjunction with kinetic opera-

tions.1751 Ukraine, the U.S., the UK and the EU again blamed Russia for in-

ternet disruptions registered in Ukraine immediately prior to the invasion by 

the Russian armed forces military in February 2022, which also impacted 

wind turbines in Germany.1752 These actions reportedly disrupted Ukrainian 

 
1748 For background see Report of the Independent International Fact-Finding Mission on the 

Conflict in Georgia, Volume I, September 2009, 10-38; and Annyssa Bellal, ‘War Report: 

Armed Conflicts in 2018’, Geneva Academy, April 2019, 54-66. 
1749 Gregg Keizer, ‘Cyberattacks knock out Georgia’s Internet presence’, Cyberworld, 11 Au-

gust 2008, <https://www.computerworld.com/article/2532289/cyberattacks-knock-out-geor-

gia-s-internet-presence.html> (‘Keizer, ‘Cyberattacks knock out Georgia’s Internet presence’, 

Cyberworld, 11 August 2008’). According to reports, this affected users both inside and out-

side Georgian territory. 
1750 Report of the Independent International Fact-Finding Mission on the Conflict in Georgia, 

Volume II, September 2009, 217-219. Similar incidents also took place in October 2019 

where Georgian websites, servers and other operating systems used by government agencies 

(including websites for the courts, the president, private companies and NGOs) were dis-

rupted, included blocking and information replaced. See, for example, ‘Georgia hit by mas-

sive cyber-attack’, BBC News, 28 October 2019, <https://www.bbc.com/news/technology-

50207192>. Following an investigation, Georgia attributed the incident to the Russian mili-

tary intelligence service, and other States similarly condemned Russia for going against ‘re-

sponsible state behaviour in cyberspace’. See further Giorgi Nakashidze, ‘Cyberattack against 

Georgia and International Response: emerging normative paradigm of ‘responsible state be-

havior in cyberspace’?’, EJIL: Talk!, 28 February 2020, <https://www.ejiltalk.org/cyberat-

tack-against-georgia-and-international-response-emerging-normative-paradigm-of-responsi-

ble-state-behavior-in-cyberspace/> (‘Nakashidze, ‘Cyberattack against Georgia and Interna-

tional Response’, 2020’). 
1751 Harrison Dinniss, Cyber Warfare and the Laws of War, 2012, 127. 
1752 ‘Internet disruptions registered as Russia moves in on Ukraine’, NetBlocks, 24 February 

2022, <https://netblocks.org/reports/internet-disruptions-registered-as-russia-moves-in-on-

ukraine-W80p4k8K> (‘NetBlocks, ‘Internet disruptions registered as Russia moves in on 

Ukraine’, 24 February 2022’). See further Sean Lyngaas, Anastasia Graham-Yooll, Tim Lister 

and Matthew Chance, ‘Ukraine cyberattack is largest of its kind in country’s history, says of-

ficial’, CNN, 15 February 2022, <https://edition.cnn.com/2022/02/16/europe/ukraine-cyber-

attack-denial-service-intl/index.html> (‘Lyngaas et al., ‘Ukraine cyberattack is largest of its 

kind in country's history, says official’, CNN, 15 February 2022’); Rebecca Kern, Mark Scott 

and Clothilde Goujard, ‘Social media platforms on the defensive as Russian-based disinfor-

mation about Ukraine spreads’, Politico, 24 February 2022, <https://www.polit-

ico.com/news/2022/02/24/social-media-platforms-russia-ukraine-disinformation-00011559>; 
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command and control, considered the main target of the attack, immediately 

prior to the invasion but also had disruptive consequences for businesses and 

other civilian services. Consequently, the disruptions were criticised as indis-

criminate and ‘irresponsible’.1753 

 

One striking example of a State completely blocking access to the internet 

occurred in Kashmir. Following an operation in May 2019 conducted by the 

Indian military forces targeting the leader of a militant group in Kashmir, ac-

cess to the internet was prevented across Kashmir.1754 Access was later 

blocked for the entire region in early August 2019 by the Indian government, 

immediately prior to a decision to revoke Kashmir of its special status under 

the Indian Constitution.1755 In January 2019, the Supreme Court of India or-

 
Jason Abbruzzese, ‘Russian disinformation, propaganda ramp up as conflict in Ukraine 

grows’, NBC News, 24 February 2022, <https://www.nbcnews.com/tech/internet/russian-dis-

information-propaganda-ramp-conflict-ukraine-grows-rcna17521>; and Sean Lyngaas, ‘US 

and European allies blame Russia for cyberattack on satellite provider as Ukraine invasion be-

gan’, CNN, 10 May 2022, <https://edition.cnn.com/2022/05/10/politics/ukraine-russia-

cyberattack-satellite-blinken/> (‘Lyngaas, ‘US and European allies blame Russia for cyberat-

tack on satellite provider as Ukraine invasion began’, CNN, 10 May 2022’). 
1753 NetBlocks, ‘Internet disruptions registered as Russia moves in on Ukraine’, 24 February 

2022. See further U.S. Department of State, ‘Attribution of Russia’s Malicious Cyber Activity 

Against Ukraine’, Press Release, 10 May 2022, <https://www.state.gov/attribution-of-russias-

malicious-cyber-activity-against-ukraine/>, and Council of the EU, ‘Russian cyber operations 

against Ukraine: Declaration by the High Representative on behalf of the European Union’, 

Press Release, 10 May 2022, <https://www.consilium.europa.eu/en/press/press-re-

leases/2022/05/10/russian-cyber-operations-against-ukraine-declaration-by-the-high-repre-

sentative-on-behalf-of-the-european-union/>. 
1754 See Mayank Bhardwaj, ‘India isolates Kashmir by shutting down communications as big 

change announced’, Reuters, 5 August 2019, <https://www.reuters.com/article/us-india-kash-

mir-blackout-idUSKCN1UV1R7>. For background, see also UN OHCHR, ‘Report on the Sit-

uation of Human Rights in Kashmir: Developments in the Indian State of Jammu and Kash-

mir from June 2016 to April 2018, and General Human Rights Concerns in Azad Jammu and 

Kashmir and Gilgit-Baltistan’, 14 June 2018, paras. 107-118. 
1755 See Rebecca Ratcliffe, ‘Kashmir: India’s ‘draconian’ blackout sets worrying precedent, 

warns UN’, The Guardian, 8 August 2019, <https://www.theguard-

ian.com/world/2019/aug/08/kashmir-communications-blackout-is-draconian-says-un-envoy>. 

See also Zeba Siddiqui and Mayank Bhardwaj, ‘Kashmir communications blackout angers 

some in the Indian media’, Reuters, 8 August 2019, <https://www.reuters.com/article/us-in-

dia-kashmir-media-idUSKCN1UY1YH> and Niha Masih, ‘“I’m just helpless”: Concern 

about Kashmir mounts as communication blackout continues’, Washington Post, 6 August 

2019, <https://www.washingtonpost.com/gdpr-consent/?destination=%2fworld%2finternet-

mobile-blackout-shuts-down-communication-with-kash-

mir%2f2019%2f08%2f06%2f346d5150-b7c4-11e9-8e83-4e6687e99814_story.html%3f>. 

Similar measures were also introduced in September 2021 following the death of a separatist 

leader. See further ‘Internet disrupted in Kashmir following death of separatist leader’, Net-

Blocks, 2 September 2021, <https://netblocks.org/reports/internet-disrupted-in-kashmir-fol-

lowing-death-of-separatist-leader-rybRVny7>. 
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dered that the right to freedom of expression through the means of the inter-

net was constitutionally protected and that the shutdown orders must be re-

viewed and published.1756 

 

Techniques used to prevent access to the internet range in their impact from 

one country or area of a country to one internet service provider, one website 

or web platform, one individual’s access or one account on a web plat-

form.1757 The focus in the current discussion is the total blocking of access to 

all internet content either directly by or at the instruction of parties to the 

conflict.1758 Notably, total blocking has been used in several armed conflicts 

but is relatively rare outside of conflict settings.1759 The liabilities or legal 

rights of third-party intermediaries for executing such measures will not be 

considered.1760 

 
1756 India Supreme Court, Anuradha Bhasin v. Union of India and Others, and Ghulam Nabi 

Azad v. Union of India and Others, Writ Petition (Civil) Nos. 1031 OF 2019 and 1164 OF 

2019, Judgment, 10 January 2020 (‘India Supreme Court, Bhasin v. Union of India and Oth-

ers, 2020’) See Chapter 9.1. 
1757 Yama Akdeniz, ‘Media Freedom on the Internet: An OSCE Guidebook’, OSCE, 9 March 

2016, 14-15. Different methods for blocking discussed in UK High Court, Cartier Interna-

tional AG & Ors v. British Sky Broadcasting Ltd & Ors, [2014] EWHC 3354 (Ch) (17 Octo-

ber 2014) and outlined in Akdeniz, ‘Media Freedom on the Internet: An OSCE Guidebook’, 

51-53, with examples of State practice of blocking to illustrate. 
1758 Some of the issues relating to content blocking have already been considered in previous 

chapters. See, for example, Chapters 5.3 and 6. There are other areas that are not central to the 

research question that will not be analysed, such as copyright and child pornography, for ex-

ample. 
1759 See further UN Special Rapporteur on freedom of expression, Report on contemporary 

challenges to freedom of expression, 2016, para. 21, which includes the examples of Sudan, 

Eritrea, Cameroon, Libya, and Venezuela. See also UN Human Rights Council, ‘Report of the 

Special Rapporteur on the promotion and protection of the right to freedom of opinion and ex-

pression on his mission to Turkey’, UN Doc. A/HRC/35/22/Add.3, 7 June 2017, paras. 20-23, 

49-53 and 80. See also Felicia Anthoniom, ‘Internet Shutdowns, Fatal Clampdowns; a Con-

tinuing Threat to Freedom of Expression and Assembly Rights in Africa’, African Freedom of 

Expression Exchange, 23 January 2009, <http://www.africafex.org/digital-rights/internet-

shutdowns-fatal-clampdowns-a-continuing-threat-to-freedom-of-expression-and-assembly-

rights-in-africa>; and ‘AU Special Rapporteur on Freedom of Expression and Access to Infor-

mation in Africa Transmits Letter of Appeal to President of Chad on Social Media Blackout’, 

African Freedom of Expression Exchange, 29 March 2019, <https://www.africafex.org/ac-

cess-to-information/au-special-rapporteur-on-freedom-of-expression-and-access-to-infor-

mation-in-africa-transmits-letter-of-appeal-to-president-of-chad-on-social-media-blackout>. 

See also Shashank Bengali, ‘Back Story: An increasingly popular authoritarian tool: Shutting 

down the internet’, Los Angeles Times, 27 June 2019, <https://www.latimes.com/world/la-fg-

myanmar-internet-shutdown-20190627-story.html>. See further Chapter 6 on regulation of 

specific content. 
1760 See further Akdeniz, ‘Media Freedom on the Internet: An OSCE Guidebook’, 2016, 71-

100. The analysis below will also not consider issues relating to voluntary blocking mecha-

nisms and filters. See also IACHR, ‘Standards for a Free, Open, and Inclusive Internet’, 2017, 

paras. 102-120 and 126-142. 
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9.1 Is there a right to access the internet under human 

rights law? 

 

There is a growing recognition of the right to access the internet as part of 

the right to freedom of expression.1761 Under Article 19(2) ICCPR and 13(1) 

ACHR, the right to freedom of expression is guaranteed through any me-

dium of the individual’s choice and thus would clearly include internet-

based modes of expression.1762 This is confirmed in the jurisprudence of the 

respective monitoring bodies. For example, the IACHR has held that ‘the 

right to freedom of expression in the terms established by Article 13 ACHR 

equally protects both traditional media and the widespread expression via In-

ternet’.1763 

 

Whilst the ECHR is not phrased in the same way as the ICCPR and ACHR, 

the ECtHR has applied the right to freedom of expression contained in Arti-

cle 10 ECHR to a wide range of media,1764 including the internet.1765 The EC-

tHR has also held that Article 10 applies to the means of transmission or re-

ception, ‘since any restriction imposed on the means necessarily interferes 

with the right to receive and impart information’.1766 However, in the leading 

case on blocking access to the internet from 2012, the ECtHR could not con-

clude at the time that there was a right to access the internet under the 

ECHR, noting variations in the legal systems of the Council of Europe mem-

ber States.1767  

 

 
1761 Akdeniz, ‘Media Freedom on the Internet: An OSCE Guidebook’, 2016, 19-20. See fur-

ther ECtHR, Cengiz and others v. Turkey, Application nos. 48226/10 and 14027/11, Judg-

ment, 1 December 2015 (‘ECtHR, Cengiz and Others v. Turkey, 2015’). 
1762 ICCPR, Article 19(2), ACHR, Article 13(1). See also Arab Charter on Human Rights 

2004, Article 32 and ASEAN Declaration, Article 12. See further HRC, General Comment 

No. 34, 2011, para. 12. 
1763 IACtHR, Case of Herrera Ulloa v. Costa Rica, Preliminary Objections, Merits, Repara-

tions and Costs, Judgment of July 2, 2004, Series C No. 107, para. 97. 
1764 Schabas, ECHR Commentary, 2015, 455-456 lists, amongst others, cases concerning 

books, newspapers and similar publications, speeches, poems, flags, press conferences, artis-

tic forms of freedom of expression, submissions by lawyers in court, advertisements, mes-

sages sent by mobile phone, political and social forms of expression. 
1765 ECtHR, Delfi AS v. Estonia, 2015, para. 131. See also ECtHR, Ashby Donald and Others 

v. France, Application no. 36769/08, 10 January 2013, para. 34 (‘ECtHR, Ashby Donald and 

Others v. France, 2013’). 
1766 ECtHR, Autronic AG v. Switzerland, Application no. 12726/87, Judgment, 22 May 1990, 

paras. 47-48; ECtHR; Öztürk v. Turkey, Application no. 22479/93, Grand Chamber Judgment, 

28 September 1999, para. 49. 
1767 ECtHR, Ahmet Yildirim v. Turkey, 2012, para. 31. 
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Principle 37 of the 2019 Declaration on Freedom of Expression also does not 

set out access to the internet as a right in and of itself but recognises State 

obligations to facilitate the rights to freedom of expression and access to in-

formation online and the means necessary to exercise these rights.1768 In addi-

tion, it provides that States shall recognise that universal, equitable, afforda-

ble and meaningful access to the internet is necessary for the realisation of 

the rights to freedom of expression and access to information and the exer-

cise of other human rights.1769 The UN Human Rights Council has similarly 

considered that ‘the same rights that people have offline must also be pro-

tected online’.1770 

 

As such, it cannot be stated at present that there is a right to access the inter-

net. However, facilitating the right to freedom of expression through access 

to the internet, the use of the internet as a means of expression and the ex-

pressions made thereby are included under the right to freedom of expres-

sion. As such, the inability to access the internet due to blocking would con-

stitute an interference with the right to freedom of expression and raise ques-

tions of compliance with the obligations under this body of law.1771 

9.2 Blocking access to the internet under international 

human rights law 

 

Many cases concerning blocking access to the internet have focused on the 

regulation of specific content.1772 Where content is hosted or distributed from 

outside the jurisdiction of a State that has deemed it illegal, blocking access 

to internet content has been seen as a fast and easy solution to the problem of 

enforcement. This is especially so where the State is unable to ‘remove con-

tent’ directly or at the request of third-party intermediaries and/or reach the 

perpetrators for prosecution.1773 Blocking access to internet content in this 

way can, however, have unintended negative consequences for freedom of 

 
1768 AComHPR, Declaration on Freedom of Expression 2019, Principle 37(1). 
1769 Ibid, Principle 37(2). See further Principle 37(3)-(5). 
1770 UN Human Rights Council, Resolution 38/7, ‘The promotion, protection and enjoyment 

of human rights on the Internet’, UN Doc. A/HRC/RES/38/7, 17 July 2018, para. 1 (‘Human 

Rights Council, Resolution 38/7, 2018’). 
1771 Any interference would have to be attributable to a State to engage international responsi-

bility for the act. See further Chapter 3.4.1. 
1772 Akdeniz, ‘Media Freedom on the Internet: An OSCE Guidebook’, 2016, 13. 
1773 Ibid., 50. 
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expression, as it often involves blocking other non-harmful content and ser-

vices, with serious side effects on the free flow of information over the inter-

net.1774 

 

The leading case in this regard is the ECtHR judgment in Ahmet Yildirim v. 

Turkey (2012),1775 in which the applicant was unable to access his website 

due to the operation of a blocking order in relation to all Google Sites due to 

content deemed illegal of one website hosted by the service. The Court held 

that Google Sites constituted a means of exercising freedom of expression, 

as it was designed to facilitate the creation and sharing of websites within a 

group, and that the blocking measure constituted prior restraint.1776 The 

measure impacted the accessibility of the internet and, accordingly, engaged 

the responsibility of Turkey under Article 10 ECHR.1777 

 

The Court noted that the Turkish judicial proceedings should have consid-

ered, among other things, the fact that the measure substantially restricted 

the rights of internet users and had a ‘significant collateral effect’ by render-

ing large quantities of information inaccessible.1778 The Court determined 

that the interference resulting from the application of the domestic law in 

question did not satisfy the foreseeability requirement under the ECHR and 

did not afford the applicant the degree of protection to which he was entitled 

by the rule of law. In this regard, the Court also noted that the domestic pro-

vision in question was in direct conflict with the wording of Article 10(1) 

ECHR, which secures the right ‘regardless of frontiers’.1779 The measure in 

question could not be said to have been aimed solely at blocking access to 

the offending website, as it consisted of a wholesale blocking of all sites 

hosted by Google Sites.1780 The judicial review procedures were also insuffi-

cient, as the domestic law did not provide any safeguards to ensure that a 

blocking order for a specific site was not used as a means of blocking access 

in general.1781 The Court therefore held that there had been a violation of Ar-

ticle 10 of the Convention.1782 

 

Judge Pinto de Albuquerque entered a concurring opinion to the judgment in 

which he laid out 11 criteria that he considered the minimum requirements 

 
1774 Ibid., 15. 
1775 ECtHR, Ahmet Yildirim v. Turkey, 2012. 
1776 Ibid., paras. 49-52. 
1777 Ibid., para. 53. Note the difference between the ECHR and ACHR here that prior restraint 

under the ACHR is more strictly regulated than the ECHR. 
1778 Ibid., para. 66. 
1779 Ibid., para. 67. 
1780 Ibid., para. 68.  
1781 Ibid., para. 68. 
1782 Ibid., paras. 69-70. 
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for Convention-compatible legislation on internet blocking measures.1783 

Whilst this does not form part of the majority judgment, it is the most com-

prehensive analysis of the measures States must implement to ensure they 

uphold the right to freedom of expression in this area. Importantly for this 

thesis, the judge noted that ‘blocking access to the Internet, or parts of the 

Internet, for whole populations or segments of the public can never be justi-

fied, including in the interests of justice, public order or national security’.1784 

The majority in the case also noted that whilst the measure did not, strictly 

speaking, constitute a wholesale ban but rather a restriction on internet ac-

cess that also had the effect of blocking access to the applicant’s website, 

this did not diminish the significance of the interference, as the internet is 

one of the principal means by which individuals exercise the right to free-

dom of expression.1785 This indirectly highlights the extreme significance of 

measures that directly block access to the internet. 

 

In a number of cases, the ECtHR has limited the category of individuals who 

would be able to bring a claim within this regional system for total blocking 

of access to the internet. Those who upload content to various websites and 

platforms accessible via the internet and the website owners have been rec-

ognised as directly affected, fulfilling the requirements of ‘victim’ status to 

bring a claim.1786 Claims brought by those who are indirectly affected as end 

users of websites, however, have been held to be inadmissible where the 

blocked websites did not disseminate information of a particular interest to 

applicant or the blocking did not have the effect of depriving them of a sig-

nificant source of communication or taking part in a debate of general inter-

est.1787 However, the Court has upheld the victim status of users in cases in-

volving wholesale bans on internet services, such as in Cengiz and Others v. 

 
1783 Ibid., Concurring Opinion of Judge Pinto de Albuquerque, 22-31. Summary listed at 27-

28. 
1784 Ibid., Concurring Opinion of Judge Pinto de Albuquerque, 29, which references: HRC, 

General Comment No. 34, 2011, para. 43; OSCE, ‘Joint Declaration on Freedom of Expres-

sion and the Internet’, adopted by the UN Special Rapporteur on Freedom of Opinion and Ex-

pression, the OSCE Representative on Freedom of the Media, the OAS Special Rapporteur on 

Freedom of Expression and the AComHPR Special Rapporteur on Freedom of Expression 

and Access to Information on 1 June 2011 (‘OSCE, ‘Joint Declaration on Freedom of Expres-

sion and the Internet’, 2011’); and UN General Assembly, ‘Report of the Special Rapporteur 

on the promotion and protection of the right to freedom of opinion and expression’, UN Doc. 

A/66/290, 10 August 2011, paras. 37-44. 
1785 Ibid., para. 54. 
1786 See, for example, ECtHR, Delfi AS v. Estonia, 2015; ECtHR, Ahmet Yildirim v. Turkey, 

2012; and ECtHR, OOO Flavus and others v. Russia, Application nos. 12468/15, 23489/15 

and 19074/16, Judgement 23 June 2020. 
1787 ECtHR, Akdeniz v. Turkey, Application no. 20877/10, Decision on Admissibility, 11 

March 2014, paras. 26 and 27, referencing ECtHR, Ashby Donald and Others v. France, 

2013, para. 39. The inability to access other means of the same or similar information was 
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Turkey (2015).1788 This was distinguished from previous cases because the 

applicants had established their particular interest in using the services as ac-

tive users through accessing, uploading and sharing content not easily acces-

sible by other means, including political content, and the importance of the 

services as an information source and means of exercising freedom of ex-

pression.1789 

 

The standards developed in the Inter-American or African regional systems 

also indicate that totally blocking access to the internet would be considered 

an unlawful interference with the right to freedom of expression and access 

to information. Principle 38(1) of the 2019 Declaration on Freedom of Ex-

pression in Africa provides that:  

 

States shall not interfere with the right of individuals to seek, receive 

and impart information through any means of communication and digi-

tal technologies, through measures such as the removal, blocking or 

filtering of content, unless such interference is justifiable and compati-

ble with international human rights law and standards.1790  

 

Principle 38(2) goes on to provide that ‘States shall not engage in or condone 

any disruption of access to the internet and other digital technologies for seg-

ments of the public or an entire population’.1791 The implication of this is that 

total blocking of access to the internet would be viewed as unlawful by the 

African Commission. 

 

 
also a factor in the Court finding a breach of Article 10 in ECtHR, Khurshid Mustafa and Tar-

zibachi v. Sweden, Application no. 23883/06, 16 December 2008, paras. 44-45.  
1788 ECtHR, Cengiz and Others v. Turkey, 2015. 
1789 Ibid., paras. 49-54. Contrast this judgment with ECtHR, Wikimedia Foundation v. Turkey, 

Application no. 25479/19, Decision on Admissibility, 1 March 2022 in which the Court de-

clared inadmissible an application for a breach of the right to freedom of expression following 

a two-year, eight month and 24 day wait for decision by the domestic courts on whether 

blocking access to Wikipedia was lawful. The Turkish Constitutional Court had held that the 

blocking measures were unlawful and access was ultimately restored. The ECtHR considered 

the delay of the decision was long, but not manifestly excessive, para. 47. See also Yaman 

Akdeniz, ‘The Calm Before the Storm? The Inadmissibility Decision in Wikimedia Founda-

tion v. Turkey’, Strasbourg Observers, 18 April 2022, <https://strasbourgobserv-

ers.com/2022/04/18/the-calm-before-the-storm-the-inadmissibility-decision-in-wikimedia-

foundation-v-turkey/>. 
1790 AComHPR, Declaration on Freedom of Expression 2019, Principle 38(1). 
1791 Ibid., Principle 39(1): ‘States shall require… internet intermediaries shall not interfere 

with the free flow of information by blocking or giving preference to particular internet traf-

fic’. See also Principle 39(4) and (5) on requirements for States to lawful require internet in-

termediaries to remove online content. The requirements in these provisions largely corre-

spond with the findings in ECtHR, Ahmet Yildirim v. Turkey, 2012. 
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In a report on ‘Standards for a Free, Open and Inclusive Internet’, the 

IACHR noted that inability to access the internet increases vulnerability and 

exacerbates inequality, perpetuating exclusion.1792 It considered that internet 

access must be universally guaranteed by, amongst other requirements:  

 

protecting the quality and integrity of service at all times, establishing 

explicit prohibitions against arbitrary blocks (partial or total), and 

slow-downs, as it is a crucial means for the full exercise of the rights to 

freedom of expression and opinion, association and assembly, educa-

tion, health, and culture.1793  

 

The requirement of protections against arbitrary partial or total blocks mir-

rors the requirements highlighted by the ECtHR and in the 2019 Declaration 

on Freedom of Expression in Africa but does not seem to rule out that totally 

blocking access to the internet could be lawful.  

 

The focus of the IACHR’s report was on content blocking rather than block-

ing access to the internet generally.1794 In this, the IACHR referenced the 

views of the Inter-American Special Rapporteur on freedom of expression 

that in:  

 

exceptional cases of clearly illegal content or speech that is not cov-

ered by the right to freedom of expression (such as war propaganda 

and hate speech inciting violence, direct and public incitement to geno-

cide, and child pornography) the adoption of mandatory measures to 

block and filter specific content is admissible.1795  

 

The implication is again that broader blocking of access to legal internet 

content would be an unlawful restriction on freedom of expression. 

 

The HRC has also been critical of States that have blocked access to social 

media, blogs, news sites and other internet-based resources on national secu-

rity grounds.1796 The UN Special Rapporteur on freedom of expression has 

likewise expressed concerns about the proportionality of blocking measures 

even if premised on grounds of national security or public order, as they tend 

to block the communications of often millions of individuals. This draws 

 
1792 IACHR, ‘Standards for a Free, Open, and Inclusive Internet’, 2017, para. 33. 
1793 Ibid., para. 32. 
1794 See further ibid., paras. 91-92. 
1795 Ibid., para. 88. 
1796 See, for example, HRC, ‘Concluding observations on the second periodic report of Ka-

zakhstan’, UN Doc. CCPR/C/KAZ/CO/2, 9 August 2016, para. 49. 
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into question the proportionality of the measures and highlights how block-

ing access to the internet significantly interferes with many aspects of the 

right to freedom of expression, including the free flow of information.1797 Of 

particular note is the ‘Joint Declaration on Freedom of Expression and Re-

sponses to Conflict Situations’ issued in 2015 by the UN and regional ex-

perts on freedom of expression. Under Principle 4, administrative measures 

shutting down entire parts of communications systems is listed as an action 

that can never be justified under IHRL.1798 The concern about the legality of 

blocking access to websites or through internet shutdowns under IHRL has 

been restated in three other joint declarations.1799 

 

Domestic courts have also held that long-term and large-scale blocking of 

access to the internet is an unlawful restriction of freedom of expression, in-

cluding in crisis situations and during armed conflict. For example, the Su-

preme Court of India issued a judgment in Anuradha Bhasin v. Union Of In-

dia and Others (2020) relating to the internet shutdown in the State of 

Jammu and Kashmir, which the government justified in part due to the activ-

ities of terrorist groups in the region.1800 This case is a particularly interesting 

 
1797 UN Special Rapporteur on freedom of expression, Report on contemporary challenges to 

freedom of expression, 2016, para. 22. 
1798 OSCE, ‘Joint Declaration on Freedom of Expression and Responses to Conflict Situa-

tions’, 2015, Principle 4. 
1799 OSCE, ‘Joint Declaration on Freedom of Expression and Elections in the Digital Age’, 

adopted by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE 

Representative on Freedom of the Media, the OAS Special Rapporteur on Freedom of Expres-

sion and the AComHPR Special Rapporteur on Freedom of Expression and Access to Infor-

mation on 30 April 2020, Principle 1(3); OSCE, ‘Joint Declaration on Challenges to Freedom 

of Expression in the Next Decade’, adopted by the UN Special Rapporteur on Freedom of 

Opinion and Expression, the OSCE Representative on Freedom of the Media, the OAS Spe-

cial Rapporteur on Freedom of Expression and the AComHPR Special Rapporteur on Free-

dom of Expression and Access to Information in London, on 10 July 2019 in London, on 10 

July 2019, Principle 2(c); and OSCE, ‘Joint Declaration on Freedom of Expression and “Fake 

News”, Disinformation and Propaganda’, 2017, Principle 1(f). Concern about contemporary 

legal threats to freedom of expression including blocking of websites was included in pream-

ble para. 7 of the OSCE, ‘Joint Declaration on Media Independence and Diversity in the Digi-

tal Age’, 2018. Concerns relating to States imposing content restrictions were also included in 

OSCE, ‘Joint Declaration Freedom of Expression and countering violent extremism’, 2016, 

adopted by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE 

Representative on Freedom of the Media, the OAS Special Rapporteur on Freedom of Expres-

sion and the AComHPR Special Rapporteur on Freedom of Expression and Access to Infor-

mation in Helsinki, on 4 May 2016, Principle 2(e). 
1800 India Supreme Court, Bhasin v. Union of India and Others, 2020. The Supreme Court ob-

served at para. 37 that ‘confusion of characterising terrorism as a war stricto sensu or a nor-

mal law and order situation’ had ‘plagued the submission of the respondent Government’. On 

the expansion of the term ‘terrorism’ by Governments as a means to unlawfully restrict free-

dom of expression, see further Chapter 6.2. 
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example of State practice in a context of extreme violence and armed con-

flict. 

 

As it was not argued in the case, the Court did not comment on whether ac-

cess to the internet was a fundamental right in itself.1801 However, the Court 

did hold that freedom of expression through the medium of the internet was 

an integral part of the constitutionally protected right to freedom of expres-

sion and, as such, was constitutionally protected.1802 Therefore, any re-

striction must be in accordance with the limitations recognised in the right, 

notably that they be necessary and proportionate for the limited purposes.1803 

 

The Court set out a number of requirements relating to measures blocking 

access to the internet. The Court considered that whilst completely blocking 

access to the internet was not prohibited per se, the complete and broad sus-

pension of telecom services, including the internet, was a drastic measure 

that may be considered by the State only if necessary and unavoidable.1804 An 

indefinite order to suspend these services was ‘impermissible’.1805 Suspen-

sion should only be for a temporary duration,1806 and the government had to 

justify the imposition and explain why lesser alternatives would be inade-

quate.1807 The Court held it was also essential that the orders introducing the 

restrictions were made available to the public and court1808 and that the 

measures be tailored to the emergency at hand.1809 Freedom of expression 

could not be so restricted as to prohibit individuals from challenging the or-

ders or expressing grievances about them.1810 Procedural safeguards, includ-

ing judicial review of the orders, must also be available.1811 This reflects the 

procedural requirements highlighted by the ECtHR, particularly the tempo-

rary nature of any measures preventing access to the internet. 

 

To remedy the identified gaps in the legislative framework, the Court or-

dered that the competent authorities review all orders suspending internet 

services and revoke orders not in accordance with the law laid out in the 

 
1801 Ibid., para. 28. 
1802 Ibid., para. 27. 
1803 Ibid., para. 26. See further paras. 22-26 and 30-32. See also paras. 152(d) and (j). 
1804 Ibid., para. 99. 
1805 Ibid., para. 100. 
1806 Ibid., para. 152(c). 
1807 Ibid., para. 33. 
1808 Ibid., paras. 14-18. 
1809 Ibid., para. 96. 
1810 Ibid., paras. 140 and 152(k). 
1811 Ibid., paras. 97-98. See further para. 140 for a summary of the legal requirements. 
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judgment.1812 The Supreme Court directed the government to consider allow-

ing access to government websites, limited banking facilities, hospitals and 

other essential services in all circumstances, including in those regions 

where internet services were unlikely to be restored immediately. This list is 

interesting as a minimum indication of the services that the Supreme Court 

considered essential for the functioning of civilian life and livelihood in 

emergency situations, including armed conflict.1813 Without such access, the 

implication is that measures blocking access to the internet would be unlaw-

ful. The Supreme Court did not, however, consider the application of IHL to 

the situation under review. 

 

Based on the above, it can be concluded that totally blocking access to the 

internet is an extreme measure that likely constitutes an unlawful interfer-

ence with the right to freedom of expression. Partially blocking access to the 

internet may be lawful if the measures blocking access have a legal basis that 

defines the scope of the order, including for whom, for what and where ac-

cess may be blocked and the manner in which it could be achieved. Any 

measures blocking access to the internet must be limited in duration. The le-

gitimate grounds listed in the relevant treaty justifying the blocking order 

must be set out, and the reasons for the blocking order must be made known 

to permit individuals to challenge their validity with an identifiable author-

ity. The measures must meet the tests of necessity in going no further than is 

necessary to address the identified social need and must be proportionate in 

balancing this interest against the exercise of the right to freedom of expres-

sion. The availability of other sources would be a relevant factor in deter-

mining the legality of the measures, as would the scope of the restriction of 

the ability to engage in political debate and political expression. Finally, a 

judicial review and appeal process must be established for the measures 

blocking access to the internet to be lawful. 

 

Totally blocking access to the internet is unlikely to meet the requirements 

of proportionality and necessity under IHRL. Indefinite blocking orders 

would likewise be an unlawful interference with freedom of expression. This 

is consistent with the practices of States and human rights monitoring bodies 

condemning other States that have blocked access to the internet by the pop-

ulation within their territory.1814 Combining blocking measures with other 

 
1812 Ibid., paras. 152(f)-(h). 
1813 See further Chapter 9.7.1. 
1814 See, for example, Human Rights Council, Resolution 38/7, 2018, para. 13. See also UN 

OHCHR, ‘Sudan: UN experts denounce Internet shutdown, call for immediate restoration’, 

Press Release, 8 July 2019, <https://www.ohchr.org/en/NewsEvents/Pages/Dis-

playNews.aspx?NewsID=24803&LangID=E>; UN OHCHR, ‘Kazakhstan: UN experts con-

demn lethal force against protesters, misuse of term ‘terrorists’’, Press Release, 11 January 

2022, <https://www.ohchr.org/en/press-releases/2022/01/kazakhstan-un-experts-condemn-
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measures or acts that in effect extinguish the right to freedom of expression 

would likewise be unlawful. This would include, for example, limitations on 

journalists carrying out their professional activities, including through acts of 

intimidation or violence and restrictions on the circulation of printed materi-

als or radio or television broadcasting. 

9.3 The application of international humanitarian law to 

measures blocking access to the internet 

 

How do the requirements outlined above relate to the practice of parties to 

armed conflict blocking access to the internet during the conflict and the ap-

plication of IHL? As with IHRL, the internet and access to it are not explic-

itly addressed in IHL.1815 It is therefore pertinent to analyse whether IHL 

even applies to such actions and, if so, what the relevant rules are. 

 
lethal-force-against-protesters-misuse-term>; and AComHPR, ‘Resolution on the Right to 

Freedom of Information and Expression on the Internet in Africa’, ACHPR/Res. 362(LIX) 

2016, preamble para. 12 in which the African Commission expressed concerned at the 

‘emerging practice of State Parties of interrupting or limiting access to telecommunication 

services such as the Internet, social media and messaging services, increasingly during elec-

tions’. 
1815 The question of the applicability of international norms to the activities of States in cyber-

space was considered by the UN Group of Governmental Experts on Developments in the 

Field of Information and Telecommunications in the Context of International Security (‘UN 

GGE’), established by UN General Assembly, Resolution 68/243, ‘Developments in the field 

of information and telecommunications in the context of international security’, UN Doc. 

A/RES/68/243, 9 January 2014, para. 4. In its final report, UN General Assembly, ‘Report of 

the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyber-

space in the Context of International Security’, UN Doc. A/76/135, 14 July 2021, Norm 13(e), 

paras. 36-41, the UN GGE identified as a non-binding voluntary norm to guide State conduct 

in this area that ‘States, in ensuring the secure use of ICTs, should respect Human Rights 

Council resolutions 20/8 and 26/13 on the promotion, protection and enjoyment of human 

rights on the Internet, as well as General Assembly resolutions 68/167 and 69/166 on the right 

to privacy in the digital age, to guarantee full respect for human rights, including the right to 

freedom of expression’. In para. 69, the Group confirmed that international law is applicable 

and essential to maintaining peace and stability and for promoting an open, secure, stable, ac-

cessible and peaceful ICT environment. In relation to IHL specifically, the UN GGE only 

‘noted’ at para. 71(f) that IHL applies ‘only’ in situations of armed conflict and recalled ‘es-

tablished international legal principles including, where applicable, the principles of human-

ity, necessity, proportionality and distinction that were noted in the 2015 report’. This fol-

lowed controversy in 2017, when it was reported that the UN GGE had failed to adopt a third 

report due to apparent disagreements in whether IHL would apply in the context of ICT. As 

such, in the final report to the General Assembly, the UN GGE ‘recognised the need for fur-

ther study on how and when these principles apply to the use of icts by States and underscored 

that recalling these principles by no means legitimizes or encourages conflict’. See further 

Kevin von Heller, ‘In Defense of Pure Sovereignty in Cyberspace’, International Law Studies, 
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There is no explicit prohibition on blocking access to the internet in IHL. 

Where there is no prohibition under IHL, the parties to the conflict are in 

principle able to act within the framework established by IHL.1816 

 

The specific rules that could apply to measures blocking access to the inter-

net depend on a wide range of variables, including the actor undertaking the 

action, where it takes place, and why, how and whether it is done in connec-

tion with other measures and actions related to the armed conflict, to name a 

few. 

 

Blocking access to the internet by a party to the armed conflict could fall 

within the definitions of numerous terms under IHL. For example, it could 

be described as part of the ‘military operations’ of that party. The term ‘mili-

tary operations’ refers to all movements and acts related to hostilities that are 

undertaken by armed forces.1817 The HPCR Manual on International Law Ap-

plicable to Air and Missile Warfare likewise defines ‘military operations’ as 

‘(i) operations involving actual or potential use of force against an enemy; 

and (ii) operations in direct support of the aforementioned operations’.1818 

The HPCR Manual is not binding but reflects the views of the experts in-

volved in its drafting on the status of the law applicable to aerial warfare.1819 

 
Volume 97, 2021, 1432-1499. For background on the UN GGE 2017 report, see Permanent 

Mission of the Russian Federation to the United Nations, ‘Statement by the representative of 

the Russia Federation to the First Committee on “Other disarmament measures and interna-

tional security” cluster’, 23 October 2017, <http://russiaun.ru/en/news/1com_intsec2310>. 

See also Michael Schmitt and Liis Vihul, ‘International Cyber Law Politicized: The UN 

GGE’s failure to Advance Cyber Norms’, Just Security, 30 June 2017, <https://www.justsecu-

rity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/>. De-

velopments in this area are ongoing with the work of the Open-Ended Working Group estab-

lished by UN General Assembly, Resolution 75/240, ‘Developments in the field of infor-

mation and telecommunications in the context of international security’, 4 January 2021. See 

also UN Office for Disarmament Affairs, ‘Developments in the field of information and tele-

communications in the context of international security’, <https://www.un.org/disarma-

ment/ict-security/>. 
1816 Sandoz et al., Commentary to the APs, 1987, Article 35 API, para. 1389. See also Sigrid 

Redse Johansen, The Military Commander’s Necessity: The Law of Armed Conflict and It’s 

Limits (Cambridge, Cambridge University Press, 2019), 38-40. 
1817 Ibid., Article 48 API, para. 1875. See further ibid., Article 60 API, para. 2304 that defines 

the notion of ‘extending military operations’ as including ‘all movements and activities re-

lated to hostilities, carried out by the armed forces’. 
1818 Program on Humanitarian Policy and Conflict Research, Harvard University, HCPR Man-

ual on International Law Applicable to Air and Missile Warfare (Cambridge, Cambridge Uni-

versity Press, 2013), 9 (‘HCPR Manual, 2013’). 
1819 See, for example, Boothby, The Law of Targeting, 2012, 28; Jean-Christophe Martin, 

‘Theatre of Operations’ in Marc Weller (ed.), The Oxford Handbook of the Use of Force in 

International Law (Oxford, Oxford University Press, 2015), 752-772, 759-760. The Manual 
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Blocking access to the internet could also be described as ‘methods of war-

fare’ in some circumstances. The term ‘methods of warfare’ is generally 

used to denote the way in which weapons are used,1820 but is also used in a 

broader sense to refer to hostile actions more generally.1821 This is consistent 

with a contextual reading of the provisions within Section 1 of Part III API, 

which is entitled ‘Methods and Means of Warfare’. This section opens with 

Article 35 API, which provides that in any armed conflict, ‘the right of the 

Parties to the conflict to choose methods or means of warfare is not unlim-

ited’.1822 The provisions following this Article that limit the way in which 

parties conduct the hostilities include regulations that do not directly concern 

the way in which a weapon is used, such as the prohibition of perfidy, the 

prohibition on the use of recognised emblems, the prohibition of the denial 

of quarter, obligations to safeguard enemies hors de combat, and the treat-

ment of persons parachuting from an aircraft in distress.1823 In its customary 

study of IHL, the ICRC also included a number of rules that do not solely 

concern the use of weapons under the heading ‘specific methods of warfare’, 

such as starvation as a method of warfare and deception.1824 In addition, sex-

ual violence has been described as a ‘method of warfare’.1825 The HPCR 

Manual also defines ‘methods of warfare’ as ‘activities designed to ad-

versely affect the enemy’s military operations or military capacity’, includ-

ing the various categories of operations and the specific tactics used for at-

tack.1826 As such, a broader understanding of the term ‘means and methods’ 

of warfare is appropriate. 

 
was produced by a group of international legal experts convened with the aim to provide an 

update to date review and restatement of the law of air and missile warfare. 
1820 Geneva Academy of International Humanitarian Law and Human Rights, ‘Weapons Law 

Encyclopaedia: Glossary – Method of warfare’, updated as at November 2013, 

<http://www.weaponslaw.org/glossary/method-of-warfare>. See also Sandoz et al., Commen-

tary to the APs, 1987, Article 51 API, para. 1957. ‘Methods of warfare’ are often discussed 

together with ‘means of warfare’, which have been described as ‘all weapons, weapons plat-

forms and associated equipment used directly to deliver force during hostilities’. See William 

H. Boothby, ‘Methods and Means of Cyber Warfare’, International Law Studies, Volume 89, 

2013, 387-405, 387-388 (‘Boothby, ‘Methods and Means of Cyber Warfare’, 2013’). 
1821 See further HCPR Manual, 2013, xxiv, and 34-35. 
1822 See also Hague Convention (IV) on War on Land and its Annexed Regulations 1907, Ar-

ticle 22. 
1823 API, Articles 37-42. 
1824 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Part III Specific methods of warfare, Chapters 15-19; and Sandesh Sivakumaran, 

‘Making and Shaping the Law of Armed Conflict’, Current Legal Problems, Volume 71, No. 

1, 2018, 119-160, 142. 
1825 See further Gloria Gaggioli, ‘Sexual violence in armed conflicts: A violation of interna-

tional humanitarian law and human rights law’, International Review of the Red Cross, Vol-

ume 96, Issue 894, 2014, 503-538, 517-519. 
1826 HCPR Manual, 2013, xxiv, and 34-35. 
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It is becoming more accepted in academia and practice that cyber measures, 

either alone or in conjunction with other kinetic means, can constitute an ‘at-

tack’.1827 ‘Attacks’ are defined under Article 49(1) as acts of violence against 

the adversary, whether offence or defence. The Commentary notes that this 

term has a broader meaning than the dictionary definition, as it covers ‘com-

bat action’ that must be mounted against the adversary.1828 According to the 

Tallinn Manual 2.0, for a cyber operation to constitute an attack, it must con-

stitute an act of violence and be targeted against the adversary. To constitute 

an ‘act of violence’, it is not necessary for there to be a release of kinetic 

force.1829 The Tallinn Manual 2.0 considered that this term should be inter-

preted to focus on the violent results caused by the attack and not that the act 

itself should be violent.1830 A number of States have expressed support for 

this view.1831 As such, for the act to be violent, it should result in damage or 

destruction to an object or death or injury to persons.1832 If cyber mechanisms 

were deployed that resulted in physical damage or destruction to components 

preventing access to the internet, it could constitute an attack. As such, the 

rules of targeting would apply to the operation.1833 

 

 
1827 Harrison Dinniss, Cyber Warfare and the Laws of War, 2012, 119-123; Michael N. 

Schmitt, ‘Wired warfare 3.0: Protecting the civilian population during cyber operations’, In-

ternational Review of the Red Cross, 2019, Volume 101, Issue 910, 333-355, 334-335 

(‘Schmitt, ‘Wired warfare 3.0’, 2019’). 
1828 Sandoz et al., Commentary to the APs, 1987, Article 49 API, paras. 1879-1880 and 1890. 

Marco Roscini, Cyber Operations and the Use of Force in International Law (Oxford, Oxford 

University Press, 2014), 166 raises the point that API, Article 49(3) could be literally read as 

restricting its application only to the traditional military domains of land, air and sea, but con-

cludes that an interpretation taking into account evolutions in State practice would include any 

military domain that becomes available, at least where civilians or civilian property on land 

are affected. See also Schmitt, Tallinn Manual 2.0, 2017, 415. Whilst this conclusion seems 

fitting with the methods of interpretation used by States and other actors such as the ICRC, it 

may also be unnecessary to even raise such an issue. Cyber capabilities are now an intrinsic 

part most modern militaries, included in land, sea and air operations. To consider the cyber 

sphere as a separate ‘domain’ ignores the fact that cyber operations are carried out by person-

nel from within a branch of service listed in the provision. This may change over in the future, 

but as it stands cyber operations are carried out by military personnel trained and based within 

the traditional military domains, governed and organised within the general operational and 

strategic military system. In this way, they would also arguably be explicitly covered by API, 

Article 49. 
1829 Schmitt, Tallinn Manual 2.0, 2017, 415; HCPR Manual, 2013, 31. 
1830 Schmitt, Tallinn Manual 2.0, 2017, 415. 
1831 For example, Denmark, Israel and Peru. See the NATO Cooperative Cyber Defence Cen-

tre of Excellence Cyber Law Toolkit, ‘Attack (international humanitarian law)’, 

<https://cyberlaw.ccdcoe.org/wiki/Attack_(international_humanitarian_law)>. 
1832 Schmitt, Tallinn Manual 2.0, 2017, 415. See further HCPR Manual, 2013, 31. 
1833 See further Boothby, The Law of Targeting, 2012. 
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Blocking access to the internet can be done through means that impair the 

functioning of components but do not cause physical damage. States are di-

vided on whether or not such actions would qualify as attacks.1834 Such oper-

ations could constitute ‘attacks’ where they result in death or injury to per-

sons. Examples could include where people die as a result of not being able 

to receive emergency or essential healthcare. A causal link would need to be 

established between the death or injury and the cyber operation blocking ac-

cess to the internet.1835 These would likely be secondary or tertiary effects of 

the lack of functionality and might therefore be difficult to establish. Marco 

Roscini, for example, notes that the distributed denial of service attacks on 

Georgia in 2009 caused only limited primary and tertiary effects.1836 

 

It is arguable that the damage caused need not be permanent. As noted in Ar-

ticle 52(2) API, the definition of military objectives includes the total or par-

tial destruction, capture or neutralisation of objects whose nature, location, 

use or purpose make an effective contribution to military action and, in the 

circumstances ruling at the time, offer a definite military advantage. The ma-

jority of experts drafting the Tallinn Manual 2.0 took the view that tempo-

rary interference with functionality would constitute ‘damage’ where resto-

ration required replacing physical components.1837 Some went further in the 

discussion to consider that the need to reinstall operating systems or particu-

lar data to restore functionality would also constitute ‘damage’.1838 This inter-

pretation is in line with the meaning of the terms ‘partial’ and ‘neutralisa-

tion’ in Article 52(2) API. As such, it seems safe to conclude that where a 

cyber operation results in a loss of functionality, this would amount to dam-

age sufficient for the definition of ‘attack’ under IHL.1839 

 
1834 See, for example, positions of Bolivia, Ecuador, France, Germany, Guatemala, Japan, 

New Zealand noted in the NATO Cooperative Cyber Defence Centre of Excellence Cyber 

Law Toolkit, ‘Attack (international humanitarian law)’, <https://cyberlaw.ccdcoe.org/wiki/At-

tack_(international_humanitarian_law)>. It is of note that more States support the view that 

such actions could constitute attacks. 
1835 Schmitt, Tallinn Manual 2.0, 2017, 416.  
1836 Roscini, Cyber Operations and the Use of Force in International Law, 2014, 169. 
1837 Schmitt, Tallinn Manual 2.0, 2017, 417. Prosecutors in Germany attempted to bring a 

case against hackers involved in the ransomware attack that affected a hospital resulting in a 

person in need of emergency care being diverted to another hospital and dying as a result of 

the disruption. However, they were unable to established legal causation between the accused 

and the resulting death. See further William Ralston, ‘The untold story of a cyberattack, a 

hospital and a dying woman’, Wired, 11 November 2020, <https://www.wired.co.uk/arti-

cle/ransomware-hospital-death-germany> (‘Ralston, ‘The untold story of a cyberattack, a hos-

pital and a dying woman’, Wired, 11 November 2020’). 
1838 Schmitt, Tallinn Manual 2.0, 2017, 417-418. See further the NATO Cooperative Cyber 

Defence Centre of Excellence Cyber Law Toolkit, ‘Attack (international humanitarian law)’, 

<https://cyberlaw.ccdcoe.org/wiki/Attack_(international_humanitarian_law)>. 
1839 Schmitt, ‘Wired warfare 3.0’, 2019, 338. See also ICRC, 2015 Challenges Report, 42 and 

ICRC, 2019 Challenges Report, 21. 
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During the discussions of the Tallinn Manual 2.0, the question arose whether 

a cyber operation that does not cause physical damage but results in large-

scale adverse consequences, such as disrupting all email communications 

throughout the country, would constitute an attack. The majority were of the 

view that it would not.1840 Similarly, the ICRC has observed that jamming ra-

dio communications or television broadcasts has not traditionally been con-

sidered an ‘attack’ for the purposes of IHL.1841 

 

However, if it is correct that the interpretation of ‘attack’ should focus on the 

consequences or effects of the act, according to interpretive guidance from 

the jurisprudence of IHRL on the disproportionate effects of large-scale 

blocking of access for the whole or part of the population, it is arguable that 

such actions could potentially constitute attacks. This is particularly true 

where the action taken was combined or followed up with further kinetic at-

tacks, considered further in section 9.7 below.1842 It would, however, be im-

perative to demonstrate that harm or damage did in fact occur.1843 This might 

be difficult to do. In the example noted above from Georgia in 2009, there is 

no evidence that such harm resulted from the blocking action in that in-

stance. 

 

Whether measures totally blocking access to the internet constituted an at-

tack, a method of warfare or more broadly a part of military operations 

would depend on the facts. In addition to the specific rules that would then 

apply to such actions, other rules of protection would be relevant in as-

sessing the legality of the measures under IHL.1844 This view was also 

adopted by the majority of experts in the Tallinn Manual 2.0.1845  

 

It is not only the functionality of accessing the internet that is in question but 

also the information available via this medium. The impact of blocking ac-

cess to the internet for a whole area would insufficiently differentiate be-

tween different types of content. As Heather Harrison-Dinniss observes, cer-

tain content would be covered by specific protections under IHL.1846 In addi-

tion to the general protection of civilian objects, access to medical records 

 
1840 Schmitt, Tallinn Manual 2.0, 2017,418. 
1841 ICRC, 2015 Challenges Report, 41-42. 
1842 See also Roscini, Cyber Operations and the Use of Force in International Law, 2014, 

188. 
1843 Schmitt, ‘Wired warfare 3.0’, 2019, 339. 
1844 See further Chapters 9.6.1 and 9.6.2. See also 9.7.2 and 9.7.3.  
1845 Schmitt, Tallinn Manual 2.0, 2017, 417-418. 
1846 Heather Harrison Dinniss, ‘The Nature of Objects: Targeting Networks and the Challenge 

of Defining Cyber Military Objectives’, Israel Law Review, Volume 48, Number 1, 2015, 39-

45, 41 (‘Harrison Dinniss, ‘The Nature of Objects’, 2015’). 
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and cultural property is particularly relevant here. These protections would 

apply even if the means used to block access to the internet of an area did 

not constitute an attack, as they are applicable to all parties to the conflict 

and the protection extends to the whole population of all parties.1847 This is 

similar to the concerns raised by human rights monitoring bodies and courts 

regarding the need to differentiate between lawful and unlawful content in 

any blocking measures introduced so that only unlawful content is blocked. 

9.4 Nexus to the armed conflict 

 

Not all conduct that takes place in armed conflict relates to the armed con-

flict. As such, for acts blocking access to the internet to be covered by IHL, 

there would also need to be a sufficient nexus to the armed conflict.1848 This 

requirement has been subject to a great deal of scholarship in relation to 

whether acts of terrorism are covered by IHL.1849 Activities not covered by 

IHL continue to be regulated by other applicable norms of international and 

domestic law. In addition, even though IHL does not apply, it does not fol-

low that IHL authorises such acts.1850 For example, IHL does not explicitly 

address the provision of financial resources to terrorist groups or ‘glorifying’ 

terrorist groups or acts of terrorism, but this does not mean that IHL author-

ises these acts. Applying the same reasoning by analogy, there are likely to 

be acts blocking access to the internet that would not be considered as hav-

ing a sufficient link with the armed conflict, and as such, there is nothing in 

IHL that authorises the act of blocking. This would be important in deter-

mining an individual’s claim that there had been a breach of their right to 

freedom of expression because access to the internet was blocked during an 

armed conflict. The context of the armed conflict in general would also be 

relevant. 

 

 
1847 See further Hague Convention for the Protection of Cultural Property 1954, Article 4; 

API, Article 52(2); and Henckaerts and Doswald-Beck, Customary International Humanitar-

ian Law, Volume I: Rules, 2005, Rules 7, (The Principle of Distinction between Civilian Ob-

jects and Military Objectives), 9 (Definition of Civilian Objects) and 40 (Respect for Cultural 

Property). See also Rule 26 (Medical Activities). 
1848 Duffy, ‘Trials and Tribulations: Co-Applicability of IHL and Human Rights in an Age of 

Adjudication’, 2020, 22-24. See also Rodenhäuser, ‘The legal protection of persons living un-

der the control of non-State armed groups’, 2020, 1001. See further 1002-1004. 
1849 See further Chapter 6.2. 
1850 See also ICC, Katanga and Ngudjolo, PTC Decision on the confirmation of charges, 

2008, para. 383. 
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Further guidance on determining whether an act blocking access to the inter-

net has a sufficient nexus to the armed conflict can be found in the jurispru-

dence of the international criminal tribunals and ICC. Whilst the requirement 

of nexus with the armed conflict is different in considering individual crimi-

nal responsibility as opposed to the application of IHL, the position under 

ICL does assist in interpreting the requirements under IHL, as the behaviour 

must first be contrary to IHL to incur individual criminal responsibility un-

der ICL.1851 

 

The ICTY Appeals judgment in Prosecutor v. Kunarac spelled out the re-

quirement of ‘nexus’ most clearly. The Appeals Chamber held that:  

 

the existence of an armed conflict must, at a minimum, have played a 

substantial part in the perpetrator’s ability to commit it, his decision to 

commit it, the manner in which it was committed or the purpose for 

which it was committed. Hence, if it can be established… that the per-

petrator acted in furtherance of or under the guise of the armed con-

flict, it would be sufficient to conclude that his acts were closely re-

lated to the armed conflict.1852  

 

The Appeals Chamber went on to list a number of factors that could be con-

sidered in determining whether the act in question was sufficiently related to 

the armed conflict.1853 This included whether the perpetrator was a combat-

ant, whether the act may be said to serve the ultimate goal of a military cam-

paign and whether the act was committed as part of or in the context of the 

perpetrator’s official duties.1854 These factors could also be indicative in de-

termining whether an act had a sufficient link to the armed conflict to be 

covered by IHL.1855  

 

Whether access to the internet was blocked by a party to the armed conflict 

and for what purpose or whether it was a private actor acting on their own 

initiative would be factors in determining whether there was a sufficient 

nexus with the armed conflict. Examples of this could include ‘hacktivist’ 

 
1851 Marco Sassòli and Lindsey Cameron, ‘The Protection of Civilian Objects: Current State 

of the Law and Issues de Lege Ferenda’, in Natalino Ronzitti and Gabriella Venturini (eds), 

The Law of Air Warfare: Contemporary Issues (Utrecht, Eleven International Publishing, 

2006), 64. 
1852 ICTY, Prosecutor v. Kunarac et al., Appeals Judgment, 2002, para. 58. See also ICTR, 

Rutaganda v. Prosecutor, Appeals Chamber Judgment, 2003, para. 570; and ICC, Katanga 

and Ngudjolo, PTC Decision on the confirmation of charges, 2008, paras. 380-382. 
1853 Ibid., para. 59. 
1854 Ibid., para. 59. 
1855 Rodenhäuser, ‘The legal protection of persons living under the control of non-State armed 

groups’, 2020, 1004-1007. 
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groups that block access to the internet in an area or for the whole population 

of a State in support of the enemy State during an armed conflict.1856 A fur-

ther important factor would be the extent, duration and impact of the block-

ing, particularly in situations where access to the internet was blocked only 

or mainly for the civilian population. Where the impact is mainly or wholly 

in relation to military objectives, this would indicate that the act of blocking 

access to the internet was sufficiently connected to the armed conflict to be 

covered by IHL. Situations that were not covered by IHL due to an insuffi-

cient nexus to the conflict would then be covered by IHRL. Further ques-

tions relating to which State/s exercise jurisdiction and which State/s the acts 

concerned are attributable to, thus engaging international responsibility, 

would then need to be determined.1857 

9.5 Factors that impact the legal obligations applicable 

in blocking access to the internet during armed conflict 

 

Based on the above, multiple scenarios can be anticipated where IHL would 

apply to totally blocking access to the internet, so long as there is a sufficient 

nexus to the conflict. In addition to determining whether the measures block-

ing access to the internet constitute an attack, a method of warfare or part of 

military operations, further facts need to be taken into consideration in deter-

mining the applicable legal framework. Whether the acts were by the attack-

ing party or the defending party and whether the acts take place in an IAC, 

NIAC or occupation further change the IHL norms that apply. 

 

The measures used to prevent access to the internet, be they cyber activities 

or kinetic operations that affect the infrastructure supporting access to the in-

ternet, also involve different legal considerations. In addition, where access 

to the internet is not in itself the object of or part of conducting an attack but 

only a potential consequence, a proportionality assessment of the conduct of 

the attacks under IHL would also need to be considered. In summary, a wide 

range of factors impact the legal framework applicable to the conduct. 

 

Furthermore, Article 1(2) API provides: 

 

 
1856 See further Heather Harrison Dinniss, ‘Participants in Conflict: Cyber warriors, patriotic 

hackers and the laws of war’, in Dan Saxon (ed.), International Humanitarian Law and the 

Changing Technology of War (Leiden, Boston, Martinus Nijhoff Publishers, 2013), 251-278. 
1857 See further See Chapter 3.4.1. 
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in cases not covered by this Protocol or by other international agree-

ments, civilians and combatants remain under the protection and au-

thority of the principles of international law derived from established 

custom, from the principles of humanity and from the dictates of pub-

lic conscience.1858  

 

As such, reference to other applicable rules of international law is also re-

quired to determine the legality of the action.1859 Of particular importance in 

this is the right to freedom of expression under IHRL. 

 

The following sections will analyse obligations under IHL applicable in situ-

ations where access to the internet is blocked by the party in control of the 

territory affected by a party attacking the area affected. After discussing the 

relevant rules under IHL, each section will consider how these relate to the 

concurrently applicable obligations in IHRL. 

9.6 The application of international humanitarian law to 

defensive measures blocking access to the internet by 

the party in control of the territory affected 

 

Access to the internet is blocked in armed conflicts not only as a result of at-

tacks by the enemy party but also through measures introduced by the party 

in control of the territory as a defensive measure. For example, ISIS is re-

ported to have ordered its members to stop using internet-based communica-

tion applications on smartphones, as they suspected the applications were be-

ing used to gather information for targeting by the US-led coalition fighting 

against them.1860 In certain circumstances, IHL could apply to such measures. 

 

The purpose of introducing such measures would be relevant in determining 

the nexus to the conflict. For example, the broad definition of ‘methods of 

warfare’ as ‘other acts that negatively affect the military capabilities of the 

adversary’ includes ‘the collection of tactical intelligence’.1861 This broader 

definition is appropriate in this context because the intention of the party 

 
1858 API, Article 1(2). See also Hague Convention (IV) on War on Land and its Annexed Reg-

ulations 1907, preamble para. 8. 
1859 Sandoz et al., Commentary to the APs, 1987, Article 1 API, paras. 55-56. 
1860 Ali Abdelaty, ‘Islamic State tells supporters to quit messaging apps for fear of U.S. 

bombs’, Reuters, 1 December 2016, <https://www.reuters.com/article/us-mideast-crisis-islam-

icstate-idUSKCN0YC0OG>. 
1861 Roscini, Cyber Operations and the Use of Force in International Law, 2014, 165-166. 
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blocking access to the internet is to target the opponent rather than the civil-

ian population. Defensive measures are also subject to the relevant require-

ments of IHL.1862 The Tallinn Manual 2.0 gives examples of measures intro-

duced pursuant to Article 27 and 64 GCIV in situations of occupation to shut 

down communications systems used to transmit information about the Occu-

pying Power to insurgent forces, which could include blocking access to the 

internet.1863 

 

Implementing measures to limit the capability of the opponent to gather in-

telligence is not directly prohibited under IHL. Such measures would there-

fore not be unlawful per se under IHL, so long as they complied with other 

IHL requirements. Protection obligations under IHL would be the most rele-

vant, as measures limiting intelligence gathering would not form part of an 

attack and, as such, not concern provisions relating to this.1864 

 

As such practices are generally secret in nature and the importance of the in-

ternet as an information source varies both within society and between 

States, the exact value of access to the internet for intelligence gathering pur-

poses and the advantage gained against the opponent in blocking access are 

difficult to assess.1865 IHRL jurisprudence has, however, given clearer esti-

mates of the impact of broad measures blocking access to the internet for the 

civilian population and is therefore useful guidance in determining the legal-

ity of such measures. 

 

IHL is less likely to apply to measures blocking access to the internet as a 

means of controlling the flow of information in and out of the area under the 

control of a party to the conflict. Examples include ISIS blocking access to 

the internet for the whole population of Raqqa, which it controlled at that 

time,1866 and Russia blocking and limiting access to various websites within 

Russian territory following the large-scale invasion of Ukraine in February 

 
1862 Common Article 1 to the GCs, which applies ‘in all circumstances’. 
1863 Schmitt, Tallinn Manual 2.0, 2017, 548–549. 
1864 See Chapter 9.6.2. 
1865 It was noted by experts at a meeting convened by the ICRC that it is generally easier to-

day to conduct espionage through cyber means than through traditional means such as spies. 

See Laurent Gisel and Lukasz Olejnik (eds.), ‘The potential human cost of cyber operations: 

Report of the ICRC Expert Meeting 14-16 November 2018’, ICRC, Geneva, May 2019, 15 

(‘Gisel and Olejnik, ‘The potential human cost of cyber operations’, 2018’). Even so, this is 

clearly not the only source of intelligence used by militaries, and parties to armed conflicts 

have been gathering intelligence long before the internet came about, practices which con-

tinue today. 
1866 ‘ISIL bans private internet access in Syria's Raqqa’, Al Jazeera, 20 July 2015, 

<https://www.aljazeera.com/news/2015/07/isil-bans-private-internet-access-syria-raqqa-

150720094428577.html>. 
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2022.1867 Such measures would not be aimed at undermining the military ca-

pacity of the opposing side. There is a very important difference here in that 

the intention of controlling the information is broadly defined to encompass 

control of all information that those within the area are able to seek, receive 

and share. Whilst there may be secondary effects on the opposing side, such 

as their ability to gather intelligence, it goes much further than this. Control 

over the free flow of information goes directly against the purpose of the 

right to freedom of expression under IHRL, which includes ensuring access 

to a plurality of information, ideas and opinions. Examples of this include re-

strictions introduced to the free flow of information in Russia since February 

2022 in relation to the ongoing armed conflict with Ukraine.1868 The impact 

of such measures will more likely be on the civilian population than on the 

opponent.1869 Reference to IHRL requirements should therefore be made in 

determining the legality of the measures. 

 

As has also been demonstrated by the armed conflict between Ukraine and 

Russia, less restrictive but still extensive measures restricting access to cer-

tain information sources can be introduced to prevent the spread of propa-

ganda, misinformation and disinformation. This can be seen in the blocking 

of specific broadcasting and online publications.1870 However, even though 

these measures are less restrictive than totally blocking access to the internet, 

they still have a significant impact, including stigmatising other media pro-

fessionals and undermining critical journalism, which contribute to self-cen-

sorship.1871 This impact is similar to that considered by the ECtHR in Cengiz 

and Others v. Turkey (2015) in relation to the wholesale blocking of access 

to YouTube.1872 

 

Having established that reference to IHL could be necessary to determine the 

legality of measures blocking access to the internet by a State in areas under 

 
1867 See HRMMU Update report, 28 March 2022, para. 58. 
1868 NetBlocks, ‘Twitter and Facebook restricted in Russia amid conflict with Ukraine’, 26 

February 2022; Adam Satariano and Valerie Hopkins, ‘Russia, Blocked From the Global In-

ternet, Plunges Into Digital Isolation’, The New York Times, 7 March 2022, <https://www.ny-

times.com/2022/03/07/technology/russia-ukraine-internet-isolation.html>. 
1869 See API, Article 51(2) and Henckaerts and Doswald-Beck, Customary International Hu-

manitarian Law, Volume I: Rules, 2005, Rule 1 (The Principle of Distinction between Civil-

ians and Combatants). 
1870 See, for example, UN OHCHR, ‘Civic space and fundamental freedoms in Ukraine 1 No-

vember 2019-31 October 2021’, 8 December 2021, para. 16 (‘HRMMU Report, ‘Civic space 

and fundamental freedoms in Ukraine’, 8 December 2021’). 
1871 In HRMMU Report, ‘Civic space and fundamental freedoms in Ukraine’, 8 December 

2021, para. 16, the OHCHR also questioned the necessity and proportionality of these 

measures, which were introduced by a body which is arguably not independent with no rea-

soning accompanying the decision. See further Chapter 8. 
1872 ECtHR, Cengiz and Others v. Turkey, 2015, paras. 49-54. 
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its control, it is necessary to determine what rules apply. In addition to the 

rules considered in Part 2, the following section will outline further consider-

ations that need to be taken into account in determining the legality of such 

measures. 

9.6.1 The obligation to take precautions against the effects of 

attacks 

 

Under Article 58(c) API, parties to the conflict must introduce other neces-

sary measures to protect the civilian population from the dangers resulting 

from military operations.1873 This is a rule reflective of customary interna-

tional law applicable in both IACs and NIACs.1874 It is a broad obligation and 

an obligation of means rather than result.  

 

Precautions further to Article 58(c) API could include ensuring civilians 

have the necessary information to assist them in avoiding the dangers result-

ing from military operations. The internet is an important source of infor-

mation, and access to it can therefore facilitate the spread of information on 

precautions introduced, such as the provision of shelters, humanitarian aid or 

evacuation corridors, or on the conduct of hostilities to assist civilians in 

their decision-making. The ICRC’s study of State practice related to the im-

plementation of this obligation included several examples of providing civil-

ians with appropriate information and effective advance warning of bom-

bardments and defence measures that may affect civilian persons.1875 The 

most effective method of providing information to the civilian population 

will vary depending on the context, but given the importance of the internet 

as a source of information outside conflict today, its continuing importance 

during conflict can be assumed. This is particularly so in States that have es-

tablished digitally based emergency response warning systems, such as Ja-

pan and Finland.1876 

 

 
1873 See further Sandoz et al., Commentary to the APs, 1987, Article 58 API, paras. 2239-

2240. 
1874 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 22 (Principle of Precautions against the Effects of Attacks). See further 

APII, Article 13. 
1875 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume II: 

Practice, 2005, Rule 22 (Principle of Precautions against the Effects of Attacks), includes ex-

amples of the State practice of Croatia, Italy, Kenya, Madagascar, Nigeria, Sweden, Kuwait, 

Iraq, and Iran. 
1876 See further Emergency Response Centre Agency - Finland, ‘112 Suomi-Application’ and 

Centre for Public Impact, ‘J-Alert: disaster warning technology in Japan’, 30 March 2016. 
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The obligation of the attacking party to take precautions to avoid and mini-

mise incidental loss of civilian life, injury to civilians and damage to civilian 

objects is to take ‘all feasible measures’.1877 This is dependent on the circum-

stances at hand. As such, widespread blocking of access to the internet may 

in fact decrease the ability of the attacking party to take into account relevant 

information in their planning, thereby increasing the risk of death, injury and 

damage to civilian and civilian objects. 

9.6.2 Protection obligations 

 

Blocking access to the internet could have widespread and significant im-

pacts on the functioning of other key elements of society that rely on the in-

ternet to function, including hospitals, medical units and equipment, civil de-

fence services, humanitarian services and the distribution of relief goods. 

Such disruption to services caused by blocking access to the internet could 

further call into question whether the party to the armed conflict is upholding 

its obligations to protect objects provided for under IHL.1878 Being unable to 

deliver healthcare or other essential services not only directly impacts the 

protected object and the negative obligation to respect healthcare but could 

also result in reverberating effects on the larger civilian population, leading 

to death or injury to persons or further damage to objects.1879 Many of these 

systems run on internal networks and/or have back-up systems in place to 

ensure functionality should the primary network fail. However, this would 

need to be assessed on a case-by-case basis. 

 

The example from Kashmir highlights the knock-on effects of blocking ac-

cess to the internet on traders and businesses that are unable to operate or 

provide essential goods, including medicines.1880 These effects were com-

pounded by the lack of information on when or if the measures might be 

 
1877 API, Article 57(a)(ii). 
1878 See Chapter 3.2.4. 
1879 In Gisel and Olejnik, ‘The potential human cost of cyber operations’, 2018, 19, it was 

noted that there is a growing trend of attacks targeting hospitals directly, although these were 

more opportunistic and did not appear to be targeted at interfering with the delivery of health 

care. 
1880 Vindu Goel, Karan Deep Singh and Sameer Yasir, ‘India Shut Down Kashmir’s Internet 

Access. Now, “We Cannot Do Anything.”’, The New York Times, 14 August 2019, 

<https://www.nytimes.com/2019/08/14/technology/india-kashmir-internet.html>. The issue of 

access to the Internet being blocked in Jammu and Kashmir was raised in the dialogue with 

the India government and the UN Committee on the Rights of Persons with Disabilities on 3 

September 2019 in the context of ensuring unfettered access to medical care and the availabil-

ity of medication for persons with disabilities. See UN OHCHR, ‘Committee on Persons with 

Disabilities reviews India’s initial report, asks about violence against persons with disabilities 

in institutions’, Press Release, 4 September 2019, 



387 

lifted due to the inability to access sources of media and information. These 

are exactly the concerns raised by the ECtHR in its analysis in Ahmet Yild-

irim v. Turkey (2012) and in the IACHR’s report on ‘Standards of Free, 

Open and Inclusive Internet’ on broad measures blocking access to internet 

content.1881 

 

Measures that impact the provision of healthcare raise issues regarding the 

positive obligations under IHL to protect the wounded, sick and shipwrecked 

and to provide medical care and attention to those protected persons to the 

fullest extent practicable and with the least possible delay.1882 This is an obli-

gation on all parties to the conflict and applies to protected persons in the 

power of an enemy party as well as to the parties’ own wounded, sick and 

shipwrecked.1883 

 

Access to the internet may also facilitate the implementation of other obliga-

tions under IHL. Examples of this would include provisions relating to ac-

cess to information and the exchange of family news considered in Chapter 

7. This was noted in the situation in Kashmir highlighted above, where indi-

viduals both within and outside the area faced extreme difficulties in receiv-

ing and sharing family news.1884 This potentially calls into question adher-

ence to the obligation under Article 25 GCIV.1885 As noted in Chapter 7, this 

would relate to where such services were available. 

9.6.3 The obligation to respect and ensure respect 

 

If a party to the conflict introduced measures blocking access to the internet 

with the aim of controlling information on the conduct of hostilities, this 

would bring into question compliance with the obligation to ensure respect 

for IHL under Common Article 1 and customary international law.1886 As 

noted in Chapter 3.2.3, the commitment to ‘ensure respect’ is an obligation 

 
<https://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=24944&Lan-

gID=E>. 
1881 ECtHR, Ahmet Yildirim v. Turkey, 2012, para. 54; IACHR, ‘Standards for a Free, Open, 

and Inclusive Internet’, 2017, para. 88. Note that the Indian government did not claim to be 

limiting communication and information flow via the internet to prevent access to illegal con-

tent. 
1882 API, Article 10. 
1883 Sandoz et al., Commentary to the APs, 1987, Article 10 API, para. 445. 
1884 Ratcliffe and Farooq, ‘“Plz Papa contact me”: TV channel offers last line of contact to 

cut-off Kashmir’, The Guardian, 29 August 2019. 
1885 See further Chapter 7.3. 
1886 Common Article 1 to the GCs. See further Henckaerts and Doswald-Beck, Customary In-

ternational Humanitarian Law, Volume I: Rules, 2005, Rule 139 (Respect for International 

Humanitarian Law). 
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to put in place measures to prevent violations from happening in the first 

place and to provide accountability for any violations that do take place.1887 

In this way, it includes an obligation of due diligence.1888 It is not enough for 

a State to affirm that they respect the law; this must also be evidenced in 

practice. The exercise of the right to freedom of expression is fundamental in 

holding governments and, in the context of armed conflict, parties to the 

conflict accountable for their actions. The internet has become one of the 

most important means of facilitating this. Blocking access to the internet sig-

nificantly restricts individuals from reporting on the conduct of hostilities 

and whether that conduct is in accordance with IHL. Blocking access to the 

internet in an area or for the whole population of a State therefore brings into 

question whether the parties to the conflict are respecting their obligation to 

respect and ensure respect for IHL. 

 

This obligation is addressed to all States, and all States thereby have an in-

terest in ensuring respect for IHL.1889 If States and monitoring bodies are un-

able to observe whether the requirements of IHL are being upheld in an area 

due to restrictions imposed on the flow of information by blocking access to 

the internet, this could constitute a breach of the obligation to ensure respect 

for IHL. This was implied by the UN Special Rapporteur on the situation of 

human rights in Myanmar following the shutdown of mobile data networks 

in nine townships in Myanmar in accordance with the Myanmar govern-

ment’s order to all mobile network providers to temporarily stop mobile in-

ternet services in June 2019. The Special Rapporteur highlighted that both 

parties to the conflict ‘must ensure civilians and civilian objects are pro-

tected at all times and uphold’ IHL in calling for restrictions on media and 

humanitarian organisations to be lifted.1890 Although this action again took 

place in a NIAC, the observations are relevant for the corresponding obliga-

tions in IACs. 

 

 

 

 
1887 2017 Commentary to GCII, Common Article 1, para. 143. See also paras. 167 and 187. 

See further Sandoz et al., Commentary to the APs, 1987, Article 1(1) API, para. 41. 
1888 Ibid., Common Article 1, para. 187. 
1889 See further API, Article 89. 
1890 UN OHCHR, ‘Myanmar: UN expert ‘fears for civilians’ after Internet shutdown’, Press 

Release, 25 June 2019, <https://www.ohchr.org/en/NewsEvents/Pages/Dis-

playNews.aspx?NewsID=24733&LangID=E>. 
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9.6.4 Relation to the concurrently applicable right to freedom 

of expression 

 

Measures totally blocking access to the internet would constitute an interfer-

ence with the right to freedom of expression under IHRL for those individu-

als within the territory affected.1891 Where they were introduced by the sover-

eign State, as took place in the armed conflicts in Myanmar and Ethiopia,1892 

IHRL would apply in full subject to limitations or derogations. IHRL obliga-

tions would also apply to extraterritorial action where such measures were 

introduced by an Occupying Power in occupied territory.1893 

 

Non-State armed groups have introduced similar measures in areas under 

their control during NIACs.1894 Measures by non-State parties to block access 

to the internet would constitute an interference with the right to freedom of 

expression of those affected, engaging positive obligations of the territorial 

State or the State in control of the area to take measures to restore access and 

prevent further interferences. As noted in Chapter 3.4.1, there are currently 

no regional or international mechanisms for holding non-State armed groups 

responsible for their actions.1895 

 

If individuals beyond the conflict zone are also unable to access the internet 

broadly or specific content, as happened in  in 2008,1896 this may give rise to 

 
1891 See Chapters 9.1 and 9.2. 
1892 See, for example, Human Rights Watch, ‘Myanmar: End World’s Longest Internet Shut-

down’, Press release, 19 June 2020, <https://www.hrw.org/news/2020/06/19/myanmar-end-

worlds-longest-internet-shutdown>; Thu Thu Aung and Sam Aung Moon ‘Myanmar reim-

poses internet shutdown in conflict-torn Rakhine, Chin states: telco operator’, Reuters, 5 Feb-

ruary 2020, <https://www.reuters.com/article/us-myanmar-rakhine-idUSKBN1ZZ0LC>; Mu-

tambo, ‘Ethiopia shuts down telephone, internet services in Tigray’, The East African, 5 No-

vember 2020. See also ‘Internet disrupted in Ethiopia as conflict breaks out in Tigray region’, 

NetBlocks, 4 November 2020, <https://netblocks.org/reports/internet-disrupted-in-ethiopia-as-

conflict-breaks-out-in-tigray-region-eBOQYV8Z> (‘NetBlocks, ‘Internet disrupted in Ethio-

pia as conflict breaks out in Tigray region’, 4 November 2020’) and Reuters, ‘Social media 

restrictions lifted in Ethiopia, NetBlocks says’, 17 May 2021, <https://www.reu-

ters.com/world/africa/social-media-restricted-ethiopia-netblocks-says-2021-05-17/>. 
1893 In the context of Crimea, Russia has engaged in content blocking, rather than total block-

ing of access. Nevertheless, this has resulted in more restricted access and impacted signifi-

cantly on the freed flow of information. See, for example, HRMMU, 5th Report, 29 August 

2014, para. 161 and other forms of censorship noted in Chapter 8. 
1894 See, for example, Mortimer, ‘ISIS ‘bans private Wi-Fi access’ in Raqqa to monitor dis-

sent’, The Independent, 21 July 2015. 
1895 See further Chapter 3.1.2. 
1896 Keizer, ‘Cyberattacks knock out Georgia’s Internet presence’, Cyberworld, 11 August 

2008. 
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positive obligations of the territorial States in which they are situated to re-

store access. It also potentially establishes a jurisdictional link between the 

State party to the armed conflict that blocked access to the internet and those 

individuals outside its territory, if it can be established that the interference 

with the individual’s right was a direct and foreseeable result of the extrater-

ritorial exercise of that State’s power.1897 Cases where human rights bodies 

have held large-scale blocking of access to content as an indirect conse-

quence of tailored measures to block specific content to be an unlawful inter-

ference with freedom of expression are relevant in this, if a jurisdictional 

link can be established.1898 

 

As noted above, totally blocking access to the internet has not been ruled out 

as being unlawful in all circumstances. The extraordinary circumstances of 

the armed conflict and concurrent obligations under IHL would be important 

context to consider in determining this. The measures would need to fit the 

requirements on limiting or derogating from the right to freedom of expres-

sion set out in Chapters 2.8 and 2.9. The proportionality of such measures 

may be difficult to achieve on a large scale where vast quantities of infor-

mation are made unavailable. This is not impossible, however. 

 

Blocking access for a very limited duration may be justified where less re-

strictive means would not be sufficient to address the pressing social need 

pursued. An example of this was seen in Estonia in 2007, when parts of its 

network had to be temporarily closed off to outside users to prevent further 

distributed denial of service disruptions.1899 However, the potentially broad 

consequences of interruption of internet access would need to be taken into 

consideration and planned for before implementing even a very limited 

short-term measure. 

 

IHRL jurisprudence has highlighted the long-term negative impacts of 

blocking access to the internet on the civilian population.1900 To be compati-

ble with protection obligations under both IHL and IHRL, measures to en-

sure a minimum level of functionality and thereby access to the internet 

would therefore be warranted. At the very least, sufficient measures to en-

sure that systems and digital property are properly backed up to prevent loss 

of system function or information would be required prior to the introduction 

of any broad measures blocking access to the internet.1901 That said, practice 

 
1897 See further Chapter 2.6.3. 
1898 See ECtHR, Ahmet Yildirim v. Turkey, 2012. 
1899 Valentinas Mite, ‘Estonia: Attacks Seen As First Case Of “Cyberwar”’, Radio Free Eu-

rope/Radio Liberty, 30 March 2007, <https://www.rferl.org/a/1076805.html>. 
1900 See further Chapter 9.2. 
1901 Harrison Dinniss, Cyber Warfare and the Laws of War, 2012, 219. 
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on content blocking and the findings of human rights bodies to date have 

highlighted that it is extremely difficult to account for all effects of blocking 

access to the internet. It is therefore unlikely that protection can be guaran-

teed in such circumstances. 

 

A clear example of a less restrictive measure than totally blocking access to 

the internet for the whole population in an area is the introduction of 

measures that only apply to and/or affect military personnel. In a situation 

where the enemy party uses information and data gleaned from military per-

sonnel’s use of internet-based communication apps or mobile technology for 

targeting, more extreme restrictions might be justified based on national se-

curity or potentially the protection of the rights of others, namely the right to 

life of civilians and other military personnel.1902 As noted in Chapter 2.5.2, 

additional limitations may be introduced on the right to freedom of expres-

sion of military personnel different from the civilian population.1903 Even in 

such circumstances, total bans on access to the internet are rare. There are 

several examples in practice of States providing guidance to armed forces 

personnel and families on the use of social media, including the need to en-

sure protection for all those involved in the communication and not disclose 

secret or confidential information.1904 Outright bans on the use of social me-

dia appear to be rare or extremely limited, for example, only during combat 

missions or other activities deemed secret.1905 

 

An example of this is the U.S. Navy’s requirement that users of government-

issued mobile devices remove an application for the social media platform 

TikTok or be banned from the Navy Marine Corps Intranet.1906 The justifica-

tion for the ban on the use of the application on such devices was national 

security concerns. The U.S. Army also instructed army cadets not to use the 

 
1902 See also Peter Howe, The Impact of Human Rights on Armed Forces (Cambridge, Cam-

bridge University Press, 2006), 56-57. See also OSCE, ‘Civil and Political Rights of Armed 

Forces Personnel’, 2014, para. 16. 
1903 See Chapter 2.5.2. 
1904 See, for example, U.S. Army Office of the Chief of Public Affairs, ‘U.S Army Social Me-

dia Handbook’, Washington D.C., April 2016 and British Army, ‘Families Deployment Sup-

port Guide: Regular & Reserve Army’, 3rd ed., C 64526, October 2017, 19-20. 
1905 The OSCE cites the example of the Danish Armed Forces in this that following armed 

services personnel inappropriately commenting on Facebook, the Danish Armed Forces called 

on its troops to use common sense when posting on social networking sites when they de-

ployed on international missions to Lebanon and Afghanistan, but did not ban the use of Face-

book or other social networking sites. See OSCE, ‘Civil and Political Rights of Armed Forces 

Personnel’, 2014, para. 16. 
1906 M. B. Pell and Echo Wang, ‘U.S. Navy bans TikTok from government-issued mobile de-

vices’, Reuters, 21 December 2019, <https://www.reuters.com/article/us-usa-tiktok-navy-

idUSKBN1YO2HU>. 
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social media platform’s application on government-issued devices.1907 This 

restriction on the use of the application does not prohibit access to the web-

site run by the social media platform. It also does not prohibit the use of the 

application on personal devices and is thus limited, although still a larger in-

terference than issuing guidance. 

9.7 International humanitarian law requirements 

applicable in attacks that block access to the internet 

 

The legal framework applicable to measures blocking access to the internet 

as part of an attack is very different from that considered above. As noted at 

the beginning of this Chapter, access to the internet has been blocked in 

armed conflicts as part of kinetic attacks. In November 2020, the Ethiopian 

government blocked access to the internet in the Tigray region immediately 

prior to launching military operations against non-State armed groups.1908 

These actions fit the broader definition of ‘methods of warfare’ in which 

cyber capabilities are used to assist or facilitate the delivery of force during 

hostilities.1909 

9.7.1 The military objective under attack 

 

The first consideration is what the object of the attack is. An attack that aims 

to block access to the internet broadly throughout the territory of the enemy 

would not likely be specific enough to meet the definition of a military ob-

jective under IHL. Article 52(2) API provides that: 

 

in so far as objects are concerned, military objectives are limited to 

those objects which by their nature, location, purpose or use make an 

 
1907 Ryan Grenoble, ‘U.S. Army Bans Soldiers From Using TikTok’, HuffPost, 30 December 

2019, <https://www.huffpost.com/entry/us-army-bans-tiktok-security-

threat_n_5e0a6ec5c5b6b5a713b2c401>. 
1908 NetBlocks, ‘Internet disrupted in Ethiopia as conflict breaks out in Tigray region’, 4 No-

vember 2020 and Mutambo, ‘Ethiopia shuts down telephone, internet services in Tigray’, The 

East African, 5 November 2020. 
1909 Report of the Independent International Fact-Finding Mission on the Conflict in Georgia, 

September 2009, Volume II, 217–219. See also Boothby, ‘Methods and Means of Cyber War-

fare’, 2013, 387-388. 
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effective contribution to military action and whose total or partial de-

struction, capture or neutralisation, in the circumstances ruling at the 

time, offers a definite military advantage.1910  

 

This definition has been recognised as customary international law applica-

ble in both IACs and NIACs.1911 Broad measures blocking access to the inter-

net in the territory of the enemy would fail to uphold this requirement of 

only directing attacks against military objectives.1912 Similarly, an anticipated 

general advantage of disabling the functionality of some or all of the mili-

tary’s capabilities enabled through access to the internet is not specific 

enough to fit the definition of a military objective. Notional targets like this 

or civilian morale, for example, cannot be targeted. Such notional targets can 

only be achieved or affected by attacking tangible things, such as the infra-

structure supporting access to the internet, to block access.1913 As will be dis-

cussed below, the impact of such measures on the civilian population would 

be so significant that it would likely be excessive in relation to the military 

advantage gained and therefore disproportionate.1914 

 

In keeping with the principle of distinction, many military systems operate 

using closed systems and networks not generally accessible to the public. 

However, even these closed systems rely on general infrastructure and soft-

ware features that are used by both military and civilians to function.1915 It 

can therefore be extremely difficult to distinguish between military and civil-

ian use.1916 Certain components could therefore be described as ‘dual-use’ 

objects.  

 

The physical elements that enable the functioning of the internet, whether 

transmission towers, cables and other physical infrastructure, or hardware 

 
1910 API Article 52(2); Henckaerts and Doswald-Beck, Customary International Humanitar-

ian Law, Volume I: Rules, 2005, Rule 8 (Definition of Military Objectives). See also Rule 7 

(The Principle of Distinction between Civilian Objects and Military Objectives). 
1911 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 8 (Definition of Military Objectives). 
1912 API, Articles 48 and 52(2); APII, Article 13(1); Henckaerts and Doswald-Beck, Custom-

ary International Humanitarian Law, Volume I: Rules, 2005, Rule 7 (The Principle of Dis-

tinction between Civilian Objects and Military Objectives).  
1913 Marco Sassòli, ‘Military objectives’, September 2015, in Rüdiger Wolfrum (ed.), Max 

Planck Encyclopaedia of Public International Law (online edition) (Oxford, Oxford Univer-

sity Press, 2015), para. 9 (‘Sassòli, ‘Military objectives’, 2015’). 
1914 API, Article 51(5)(b) and 57(2)(a)(iii). See also Henckaerts and Doswald-Beck, Custom-

ary International Humanitarian Law, Volume I: Rules, 2005, Rule 14 (Proportionality in At-

tack). 
1915 Schmitt, Tallinn Manual 2.0, 2017, 445-447. 
1916 Harrison Dinniss, ‘The Nature of Objects’, 2015, 40. 
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components all fall squarely within the definition of ‘objects’ that could po-

tentially be targeted under IHL.1917 It has long been established that commu-

nication centres and their supporting infrastructure qualify as military objec-

tives.1918 

 

The internet can also be blocked through cyber operations affecting the soft-

ware components. Deploying cyber methods to prevent access to the internet 

by destroying or disabling software components, including code, blocking 

signals or otherwise preventing transmission of data essential to enable the 

functioning of the internet draws into question whether they fit the definition 

of ‘object’. 

 

There has been considerable debate within the context of cyber operations as 

to whether data constitute an ‘object’.1919 According to the Commentary, the 

word ‘object’ means something that is visible and tangible.1920 Outside the 

context of armed conflict, data have been considered ‘tangible’ by domestic 

courts in legal disputes, including cases establishing criminal liability for 

erasing data from computer systems.1921 Whilst these legal disputes involve 

considerations other than those present in attack during armed conflict, it is 

somewhat at odds with consistency in the principle of legal certainty that 

something considered tangible in peacetime is no longer considered tangible 

in armed conflict. It would also be consistent with the approach to treaty in-

terpretation set out in Article 31 VCLT that the ordinary meaning of the term 

 
1917 Schmitt, Tallinn Manual 2.0, 2017, 126. 
1918 Sandoz et al., Commentary to the APs, 1987, Article 52 API, para. 2020. See also ft. nt. 3 

See further Roscini, Cyber Operations and the Use of Force in International Law, 2014, 188-

191. 
1919 For a summary of the debate see further Schmitt, ‘Wired warfare 3.0’, 2019, 340-343. The 

ICRC position is that it is difficult to reconcile the view that deleting or tampering with essen-

tial civilian data would not be prohibited by IHL in today’s ever more data-reliant world with 

the object and purpose of this body of law. See further ICRC, 2019 Challenges Report, 21. 

See also Harrison Dinniss, ‘The Nature of Objects’, 2015; and Schmitt, Tallinn Manual 2.0, 

2017, 127.  
1920 Sandoz et al., Commentary to the APs, 1987, Article 52 API, paras. 2007-2008. 
1921 UK Court of Appeal (Criminal Division), Cox v. Riley (1986) 83 Cr App R 54; R v. 

Whitely, (1991) 93 Cr App R 25. A distinction was made in R v. Whitely (1991) that the dam-

age itself need not be tangible, but rather that tangible property be damaged. This interpreta-

tion is different from the traditional approach to interpretation of ‘objectives’ under IHL. See 

further Andrew Murray, Information Technology Law: Law and Society (Oxford, Oxford Uni-

versity Press, 2010), 340-341. The U.S. Federal Intelligence and Surveillance Court has juris-

diction to hear applications for, and issue orders authorizing four traditional FISA activities: 

electronic surveillance, physical searches, pen/trap surveillance, and compelled production of 

tangible things under the Foreign Intelligence Surveillance Act of 1978 (92 Stat. 1783). The 

latter includes business records and information contained on servers. See further Electronic 

Privacy Information Center, ‘Foreign Intelligence Surveillance Court (FISC)’, 

<https://epic.org/foreign-intelligence-surveillance-court-fisc/>. 
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‘object’ could thus include data, code or other virtual components, as the 

term has evolved in its modern use.1922 Preventing the use of military hard-

ware by blocking access to the internet could constitute ‘total or partial neu-

tralisation’, depending on the means utilised. Cyber measures aimed at data 

that result in totally blocking of access to the internet for both civilians and 

military personnel, however, would not sufficiently distinguish between mil-

itary objectives and civilian objects. 

9.7.2 Indiscriminate attacks 

 

How the enemy’s access to the internet is blocked is relevant in determining 

whether targeting rules under IHL apply. If kinetic means are used, the same 

rules relating to planning attacks on a legitimate military objective, such as 

aerial bombardment of a military base, would apply, albeit taking into con-

sideration the specific circumstances of conducting the attack.1923 As noted 

above, the use of cyber means will only constitute an ‘attack’ where it results 

in physical damage to objects or injury or death to persons. 

 

Compared with similar actions, such as signal jamming, which can be used 

to target specific frequencies used by the military,1924 there is a potential is-

sue in totally blocking access to the internet in an area as part of a kinetic at-

tack. In the example from Georgia in 2008, both those within the area of 

hostilities and those far beyond the conflict zone were affected by the block-

ing of access to Georgian websites, including servers in a third country not 

party to the conflict.1925 The example from Ukraine in February 2022 simi-

larly had broader effects beyond the territories of the countries party to the 

 
1922 Harrison Dinniss, ‘The Nature of Objects’, 2015, 44. 
1923 See further Boothby, The Law of Targeting, 2012. See also Harrison Dinniss, Cyber War-

fare and the Laws of War, 2012, 179-219; Schmitt, ‘Wired warfare 3.0’, 2019, 337-338. 
1924 See, for example, Thomas Withington, ‘Jam and Scoot’, Armada International, 4 Decem-

ber 2019, <https://www.armadainternational.com/2019/12/jam-and-scoot/>. Such actions can 

have significant impacts on civilians in the area, however, such as jamming GPS signals. See 

Gerard O’Dwyer, ‘Norway accuses Russia of jamming its military systems’, Defense News, 8 

March 2019, <https://www.defensenews.com/global/europe/2019/03/08/norway-alleges-sig-

nals-jamming-of-its-military-systems-by-russia/>. This also significantly impacts the ability 

of other bodies to monitor events taking place in armed conflict. In the context of the armed 

conflict in Ukraine, signal jamming has prevented the OSCE monitoring mission using un-

manned aerial vehicles, in apparent breach of the obligation to respect and ensure respect IHL 

of the parties. See Mark Pomerleau, ‘Threat from Russian UAV jamming real, officials say’, 

C4ISRNET, 20 December 2019, <https://www.c4isrnet.com/unmanned/uas/2016/12/20/threat-

from-russian-uav-jamming-real-officials-say/>. 
1925 Keizer, ‘Cyberattacks knock out Georgia’s Internet presence’, Cyberworld, 11 August 

2008. 
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conflict.1926 Such broad impacts on access to the internet run the risk of 

breaching the rule prohibiting the use of means and methods of warfare that 

are indiscriminate by nature.1927 

 

The means and methods employed to conduct the attack must be directed at 

a specific military objective in order for the attack to be lawfully con-

ducted.1928 If this cannot take place, the attack will be indiscriminate and thus 

unlawful. If the cyber support of the kinetic attack prevented access to the 

internet by only military computers or systems, this would not constitute an 

indiscriminate attack, as it would be targeted at a specific military objective. 

One example of such an operation might be the alleged Israeli military oper-

ation to shut down the Syrian air defence system in 2007. This was thought 

to have taken place in conjunction with air strikes carried out to destroy what 

Israel suspected to be the construction site of a nuclear reactor, although the 

use of cyber components in the attack has not been confirmed.1929 The means 

and methods to block access to the internet in the other examples noted 

above, however, have had such effects to suggest they could not be directed 

at a specific military objective.  

9.7.3 Proportionality 

 

It is critical not only that cyber mechanisms only engage the intended target 

but also that the ensuing damaging effects are reasonably limited to that in-

tended target.1930 Under Article 57(2)(a)(iii) API, those planning an attack 

must refrain from deciding to launch any attack that may be expected to 

cause incidental loss of civilian life, injury to civilians, damage to civilian 

objects, or a combination thereof that would be excessive in relation to the 

concrete and direct military advantage anticipated. The party planning the at-

tack is required to take all feasible precautions in the choice of means and 

 
1926 See, for example, NetBlocks, ‘Internet disruptions registered as Russia moves in on 

Ukraine’, 24 February 2022 and Lyngaas et al., ‘Ukraine cyberattack is largest of its kind in 

country's history, says official’, CNN, 15 February 2022. 
1927 API, Art. 51(4); Henckaerts and Doswald-Beck, Customary International Humanitarian 

Law, Volume I: Rules, 2005, Rules 11 (Indiscriminate Attacks) and 12 (Definition of Indis-

criminate Attacks). 
1928 Ibid. 
1929 Gisel and Olejnik, ‘The potential human cost of cyber operations’, 2018, 70 notes that 

open sources suggest that the IDF used cyber-electromagnetic capabilities in conducting the 

attack. See also Sharon Weinberg, ‘How Israel Spoofed Syria's Air Defense System’, Wired, 

4 October 2007, <https://www.wired.com/2007/10/how-israel-spoo/>; and Lewis Page, ‘Is-

raeli skyhack switched off Syrian radars countrywide’, The Register, 22 November 2007, 

<https://www.theregister.co.uk/2007/11/22/israel_air_raid_syria_hack_network_vuln_intru-

sion/>. 
1930 Boothby, ‘Methods and Means of Cyber Warfare’, 2013, 393. 
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methods of attack with a view to avoiding and in any event minimising inci-

dental loss of civilian life, injury to civilians and damage to civilian objects 

under Article 57(2)(a)(ii) API. Article 57(2)(b) API requires that attacks 

must be cancelled or suspended if it becomes apparent that the loss of life, 

injury, or damage to civilian objects or combination thereof would be exces-

sive in relation to the concrete and direct military advantage anticipated. Ar-

ticle 51(5)(b) API provides that such attacks would be indiscriminate in na-

ture and therefore prohibited.1931 

 

The immediate impact of blocking access to the internet by the civilian pop-

ulation through cyber mechanisms is unlikely to be death, injury or even 

damage to civilian persons or objects. However, given how interconnected 

the world is today, secondary effects resulting in loss of life, injury, or dam-

age to objects could be anticipated.1932 In addition, damage to civilian objects 

is widely understood to include loss of functionality of a civilian object.1933 If 

cyber mechanisms used in support of a kinetic attack are implemented in a 

way to damage other civilian computer systems or websites, such mecha-

nisms would be considered indiscriminate in nature.1934 

 

As William H. Boothby highlights, both computer linkages and customer de-

pendencies are exploited when cyber tools are deployed to target a military 

objective.1935 As such, it is necessary to take into account the full range of 

impacts in assessing the legality of the cyber measures, not just the direct 

impact on the hardware, system or component targeted.1936 This includes sec-

ondary effects on the service the target object provides or further tertiary im-

pacts on the civilian population through interruption, disruption, damage or 

 
1931 See further API, Art. 51(4); Henckaerts and Doswald-Beck, Customary International Hu-

manitarian Law, Volume I: Rules, 2005, Rules 11 (Indiscriminate Attacks) and 12 (Definition 

of Indiscriminate Attacks). 
1932 Isabel Robinson and Ellen Nohle, ‘Proportionality and precautions in attack: The rever-

berating effects of using explosive weapons in populated areas’, International Review of the 

Red Cross, Volume 98, Issue 901, 2016, 107–145, (‘Robinson and Nohle, ‘Proportionality 

and precautions in attack’, 2016’) 125-128 highlight examples of State practice and commen-

tary which they argue support the position that long-term as well as short-term impacts of at-

tacks are relevant for the proportionality assessment. See further Ralston, ‘The untold story of 

a cyberattack, a hospital and a dying woman’, Wired, 11 November 2020, for details of a case 

brought by German prosecutors relating to the death of a person following a ransomware at-

tack on a hospital. Although the prosecution was not ultimately successful, it highlights how 

such secondary damage to life could occur following cyber activity that impact on the func-

tioning of essential services.  
1933 Robinson and Nohle, ‘Proportionality and precautions in attack’, 2016, 129, referencing 

Laurent Gisel, ‘Can the Incidental Killing of Military Doctors Never Be Excessive?’, Interna-

tional Review of the Red Cross, Volume 95, Issue 889, 2013, 215-230, 220–230. 
1934 Boothby, ‘Methods and Means of Cyber Warfare’, 2013, 393. 
1935 Ibid., 390. 
1936 Ibid. 
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other consequences of the service to users or customers of the computer/sys-

tem.1937 This is particularly important when considering impacts on health 

and medical services, sanitation, water supplies and similar services. Such 

effects would need to be taken into consideration in the proportionality as-

sessment under IHL prior to the attack. As IHRL jurisprudence has high-

lighted, it is extremely difficult to plan for all impacts of blocking access to 

the internet in a given area.1938 

 

One of the most infamous incidents demonstrating these secondary effects 

outside of an armed conflict setting was the ‘WannaCry’ ransomware in 

2017. This malicious programme exploited older versions of Windows oper-

ating systems to prevent access to the computer system or data. Those re-

sponsible for the programme then attempted to extort money from the com-

puter owners in return for restoring access. This attack affected hospitals in 

more than 150 countries, rendering many systems unusable and impacting 

the delivery of healthcare.1939 

 

Analogy might be made in the proportionality assessment under IHL to po-

tential disruptions of other essential services, such as cutting access to elec-

tricity. There are numerous examples of secondary impacts of such measures 

resulting in civilian death or injury or damage to civilian objects. For exam-

ple, attacks on Iraq’s electrical power system in 1991 are estimated to have 

resulted in around 70,000 civilian deaths.1940 These cuts to power signifi-

cantly impacted the provision of health services by reducing capacity and 

impacting the storage of medicines and sanitation.1941 In the armed conflict in 

Syria, certain parts of Syria, secondary impacts on sanitation and drinking 

water contributed to the spread of diseases such as hepatitis, dysentery and 

typhoid in some areas of the country.1942 This highlights the importance of 

 
1937 Ibid. 
1938 See, for example, ECtHR, Ahmet Yildirim v. Turkey, 2012. 
1939 Gisel and Olejnik, ‘The potential human cost of cyber operations’, 2018, 18. See also Sy-

mantec Security Response Team, ‘What you need to know about the WannaCry Ransom-

ware’, Symantec Blog, 23 October 2017, <https://www.symantec.com/blogs/threat-intelli-

gence/wannacry-ransomware-attack>; William Smart, ‘Lessons learned review of the 

WannaCry Ransomware Cyber Attack’, UK Department of Health & Social Care, London, 1 

February 2018. 
1940 Robinson and Nohle, ‘Proportionality and precautions in attack’, 2016, 123. 
1941 Ibid. 
1942 Ibid. In debates relating to the protection of civilians in armed conflict and the protection 

of critical infrastructure, agricultural assets, drinking water installations and supplies, irriga-

tion works, wastewater management and sanitary systems, energy systems, and medical facili-

ties have been identified as examples of critical infrastructure. See further Security Council 

Report ‘What’s In Blue: ‘Protection of Civilians: High-level Open VTC Debate on Protection 

of Critical Infrastructure’, 26 April 2021, <https://www.securitycouncilre-
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considering long-term impacts in the proportionality assessment under IHL. 

A pertinent example is the hacking of the Ukrainian power grid through mal-

ware in December 2015, which resulted in over 200,000 people losing power 

in the midst of winter for up to six hours.1943 

 

Blocking access to the internet is unlikely to have the same immediate ef-

fects as blocking access to drinkable water and functioning sanitation sys-

tems. Nevertheless, these things cannot be thought of in isolation. The sys-

tems that deliver essential means of survival are now themselves becoming 

increasingly interconnected, with ever-greater dependence on access to the 

internet to function.1944 Impacting one might have further foreseeable ‘dom-

ino’ effects ultimately resulting in injury or death to a much larger number of 

persons than those in the immediate impact zone.1945 The value placed on the 

concrete and direct military advantage anticipated and the expected civilian 

harm are therefore essential considerations in deciding which objects to at-

tack.1946 The unanticipated potential long-term impact of blocking access to 

the internet suggests that, like impacts to essential services such as electricity 

and water, access to the internet should be given high civilian value. How-

ever, concerns have been raised that the longer-term and incidental effects of 

 
port.org/whatsinblue/2021/04/protection-of-civilians-high-level-open-vtc-debate-on-protec-

tion-of-critical-infrastructure.php>. As highlighted by Jan Metzger, ‘The concept of critical 

infrastructure protection’, in Alyson J. K. Bailes and Isabel Frommelt (eds.), Business and Se-

curity: Public–Private Sector Relationships in a New Security Environment (Oxford, Oxford 

University Press, 2004), 197-209, 200, critical information infrastructure protection is part of 

critical infrastructure protection and the two cannot be isolated from each other. See further 

UN Security Council Resolution 2573 (2021), UN Doc. S/RES/2753 (2021), 27 April 2021, 

preamble paras. 6 and 11, and paras. 6 and 9. 
1943 U.S. Cybersecurity and Infrastructure Security Agency, ‘Cyber-Attack Against Ukrainian 

Critical Infrastructure’, ICS Alert (IR-ALERT-H-16-056-01), 25 February 2016, <https://us-

cert.cisa.gov/ics/alerts/IR-ALERT-H-16-056-01>; and Alex Hern, ‘Ukrainian blackout caused 

by hackers that attacked media company, researchers say’, The Guardian, 6 January 2016, 

<https://www.theguardian.com/technology/2016/jan/07/ukrainian-blackout-hackers-attacked-

media-company>. The incident resulted in the destruction of files stored on servers and work-

stations. See Chapter 9.7.1. 
1944 Sergio Caltagirone, ‘Industrial cyber attacks: a humanitarian crisis in the making’, ICRC 

Humanitarian Law and Policy Blog, 3 December 2019, <https://blogs.icrc.org/law-and-pol-

icy/2019/12/03/industrial-cyber-attacks-crisis/>; Gisel and Olejnik, ‘The potential human cost 

of cyber operations’, 2018, 18. 
1945 Robinson and Nohle, ‘Proportionality and precautions in attack’, 2016, 131. A further 

analogy that is useful in this regard is environmental damage resulting from attacks, the im-

pacts of which can also be difficult to anticipate. See further ICRC, ‘Guidelines on the Protec-

tion of the Natural Environment in Armed Conflict: Rules and Recommendations Relating to 

the Environmental under International Humanitarian Law in Armed Conflict’, Geneva, 2020. 
1946 Ibid; and ICRC, 2019 Challenges Report, 37. 
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attacks are not always sufficiently considered in military planning pro-

cesses.1947 

 

Further contextual elements would also be important in determining the po-

tential impact on the civilian population and objects in the area. For exam-

ple, one such consideration is how the civilian population accesses infor-

mation, especially where one or multiple other sources of information have 

already been limited or cut off as a consequence of the conduct of hostilities 

or other measures restricting access to information have been introduced.1948 

This would be extremely relevant in considering further protection obliga-

tions under IHL, such as the obligation to facilitate family news under Arti-

cle 25 GCIV, which applies to the whole populations of countries in con-

flict.1949 

9.7.4 Impact on protected objects, and obligations to respect 

and ensure respect  

 

The points highlighted in Chapters 9.6.2 and 9.6.3 above apply equally to the 

attacking party, as they do to the defending party. As such, measures totally 

blocking access to the internet in an area could call into question compliance 

with the obligations to respect and ensure respect for IHL and the obligations 

to respect and protect protected persons and objects. 

9.7.5 Relation to the right to freedom of expression 

 

IHRL obligations could arise for the attacking State party in an IAC, for ex-

ample, if the blocking measures combined with the kinetic attack resulted in 

the attacking party gaining control of territory, giving rise to a situation of 

occupation. In such circumstances, an obligation to facilitate access would 

arise. In this manner, an initial act that might be in compliance with IHL 

could in a relatively short period of time become a violation of an individ-

ual’s rights under IHRL if the knock-on effects of the attack carry on for a 

prolonged period of time. The positive obligations to ensure protection under 

IHL would be relevant, as it may be difficult to fulfil these obligations with-

 
1947 Robinson and Nohle, ‘Proportionality and precautions in attack’, 2016, 123 note that 

NATO forces used carbon graphite filaments designed to temporarily disrupt power in Opera-

tion Allied Force in Kosovo, so as to minimise long-term incidental harm to civilians, for ex-

ample. 
1948 Ibid., 124-127. 
1949 See further GCIV, Article 13. 
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out access to the internet in the area. The situation in Crimea provides nu-

merous examples, however, of enabling access to information in such a way 

to restrict the free flow of information and unlawfully interfere with the right 

to freedom of expression.1950 

 

It is likely to be difficult to establish a jurisdictional link between an attack-

ing party blocking access to the internet in an area as part of a kinetic attack 

and the individuals affected by these measures.1951 Where such measures are 

used in combination with kinetic measures, attributing blocking measures to 

a State actor and ascribing responsibility for these acts may be easier than in 

other circumstances where attribution for acts in the cyber context has been 

extremely difficult. However, the example from Georgia in 2008 highlights 

that this is not a given. Russia has consistently denied any involvement or re-

sponsibility.1952 There may also be difficulties ascribing responsibility where 

the acts are carried out by non-State actors based on the instruction, direc-

tion, control or influence of the State actor, as seen in the context of the 

armed conflict in Ukraine.1953 If it could be established that the measures of 

blocking access to the internet were unlawful under IHL, this would also 

likely constitute an unlawful interference with the right to freedom of ex-

pression under IHRL, given that such broad measures are generally consid-

ered disproportionate under IHRL. 

 

It may be the case that the territorial State blocks access to the internet as 

part of a kinetic attack aimed at retaking control of occupied territory. In 

such circumstances, IHRL would apply in full, subject to limitations and der-

ogations. Again, the context of the armed conflict and compliance with IHL 

would be relevant factors in determining whether such actions constitute an 

unlawful interference with the right to freedom of expression. 

 

Where a non-State armed group blocks access to the internet as part of a ki-

netic attack that results in securing control of an area in a NIAC, it does not 

have the same obligations under IHRL as States. However, facilitation of 

IHL obligations may be relevant in restoring access to the internet in the 

area. The positive obligations of the territorial State to take measures to en-

sure respect for IHRL are also applicable here. 

 

 
1950 See, for example, HRMMU, 2nd Report, 15 May 2014, paras. 138-139; HRMMU, 3rd Re-

port, 15 June 2014, para. 305; HRMMU, 5th Report, 29 August 2014, para. 161; HRMMU 7th 

Report, 20 November 2014, paras. 221 and 222. See further Chapter 8.1. 
1951 See further Chapter 2.6.3. 
1952 See further Nakashidze, ‘Cyberattack against Georgia and International Response’, 2020. 
1953 See ILC, Draft Articles on Responsibility of States for Internationally Wrongful Acts, 

2001, Article 8. See further Chapter 3.4.1. 
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The territorial State subject to an attack that involved blocking access to the 

internet for the population would have a positive obligation to restore access 

and ensure access under IHRL.1954 The extent to which this can be achieved 

will depend on the level of control and resources available to the attacked 

State. This will change if the attack is successful in allowing the enemy State 

to gain control of the area. However, in the Council of Europe context, the 

ECtHR has held that even where a State loses effective control of their terri-

tory, the territorial State is still obliged to take diplomatic, economic, judicial 

or other measures that are both in its power to take and in accordance with 

international law to ensure respect for IHRL in the affected territory.1955 This 

would mean that the attacked State would have to take whatever measures 

reasonably available to it to facilitate access to the internet. This could in-

clude expanding the broadcast capacity of existing transmission towers and 

rebuilding destroyed or damaged ones. Examples of this have been noted in 

the Ukraine conflict as a means to ensure access to information where televi-

sion broadcasting has been blocked by non-State parties to the conflict, for 

example.1956  

9.8 Conclusions 

 

IHRL jurisprudence is more developed in this area and clearly considers that 

blocking any access to the internet is an extreme measure. Emphasis is 

placed on the technical capabilities in place to block access to specific con-

tent or other components. This indicates that it would be difficult for totally 

blocking access to the internet to meet the requirements of necessity and pro-

portionality under IHRL. However, IHRL jurisprudence has not definitively 

ruled that totally blocking access to the internet in an area is always an un-

lawful interference with the right to freedom of expression. The extreme cir-

cumstances of armed conflict may warrant such extreme measures, for ex-

ample, for very limited periods relating to a specific security need, such as 

responding to ongoing cyber attacks, so long as the other requirements under 

IHRL are fulfilled. 

 

 
1954 Demonstrated, for example, in the conflict of Ukraine where the Ukrainian government 

has restored transmission towers damaged by hostilities, noted in HRMMU, 17th Report, 15 

March 2017, para. 94. See further Chapter 3.1.1. 
1955 See, for example, ECtHR, Catan and Others v. the Republic of Moldova and Russia, 

2012, ECtHR, Mozer v. the Republic of Moldova and Russia, 2016; and ECtHR, Chiragov 

and others v. Armenia, 2015; ECtHR, Sargsyan v. Azerbaijan, 2015. 
1956 HRMMU, 16th Report, 8 December 2016, para. 110. 
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Where IHL applies to such measures, it will also be essential to ensure com-

pliance with these obligations. The analysis above demonstrates that the im-

pact of blocking access to the internet by a party to an armed conflict in the 

territory under its control is likely to call into question adherence to a num-

ber of obligations under IHL. Noteworthy in this are the protection obliga-

tions under IHL, including implementing the obligation to take precautions 

in the event of attacks, and the obligation to respect and ensure respect. This 

mirrors similar concerns raised by human rights monitoring courts and bod-

ies on the disproportionate effects of broad measures blocking access to the 

internet. Both bodies of law point to the need for more specific measures to 

comply with their respective requirements. 

 

The obligations under IHRL and under IHL are both very different when 

considering the legal framework applicable to blocking access to the internet 

as part of an attack. Such broad measures raise a number of concerns, nota-

bly in upholding the principles of distinction and proportionality in attack 

and the specificity of the methods used, which cannot be indiscriminate. 

Similar concerns about secondary impacts are included in this, such as the 

impact on the implementation of protection obligations and the obligation to 

respect and ensure respect. The principle of proportionality in attack is criti-

cal, however, in this assessment.  

 

Critical in the assessment of both offensive and defensive positions is the 

weight given to the impact on the civilian population. In attacks, this re-

quires the attacking party to determine the proportionality of the measures 

under IHL. As defensive measures, this relates to IHRL determinations of 

proportionality. Whilst very different standards, the extreme impact on the 

civilian population highlighted in the IHRL jurisprudence could be of assis-

tance in analysing the proportionality of such measures in relation to IHL 

proportionality. 

 

This is a complex area with many variables that are impossible to account 

for in full here. However, from the analysis above, it can be deduced that it 

is difficult for measures introduced by parties to the armed conflict that to-

tally block access to the internet to meet the requirements under IHRL and 

IHL. 

 

It must also be borne in mind that access to the internet may be disrupted 

through the conduct of hostilities, such as where access to electricity is cut 

off. In such circumstances, the positive obligations to respect and ensure pro-

tection for protected objects and persons and the positive obligations under 

IHRL to protect and facilitate the right to freedom of expression mean that 

States should take measures to restore access to the internet in the areas sub-

ject to their jurisdiction. 
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10 Manipulating opinions, information and 

ideas – the use of propaganda in armed 

conflict 

 

‘Card-gardeners painting roses’, image from John Tenniel’s illustrations of Alice’s Adventures 

in Wonderland by Lewis Carroll, 1865, 113 

 

 

 



406 

An investigation into freedom of expression in armed conflict would not be 

complete without an exploration of the phenomenon of propaganda. Indeed, 

all the obligations outlined above are relevant for activities that can be de-

scribed as propaganda. It is therefore suitable to include a discussion of this 

topic as a final Chapter of Part 3. In addition, there are a number of further 

observations that have yet to be explored. 

 

Throughout history, parties to armed conflict have spread, manipulated and 

suppressed information with the intention of influencing the ideas, opinions 

and behaviour of others relating to the conflict.1957 These activities have been 

described as a means of warfare in some instances1958 and as a method of 

warfare in others.1959 Whether either or both are correct is a point of de-

bate,1960 but State practice clearly indicates that such activities are not unlaw-

ful per se in armed conflict.1961 However, the dangers of these activities in 

armed conflict were appreciated by the drafters of both the ICCPR and the 

Geneva Conventions of 1949, as demonstrated by the inclusion of provisions 

prohibiting specific propaganda. The inclusion of Article 20 ICCPR was 

seen as a means to prevent future atrocities like those committed in WWII, 

which were enabled and furthered by the propaganda machinery in place.1962 

The Commentary to Article 51 GCIV (the only provision within the Geneva 

Conventions of 1949 to explicitly refer to propaganda) similarly notes that 

reference was included to ‘remembering the painful impression left by cer-

tain propaganda during the…two world wars’.1963  

 

 
1957 See further Haroro J. Ingram, ‘A Brief History of Propaganda During Conflict: Lessons 

from Counter-Terrorism Strategic Communications’, Research Paper, International Centre for 

Counter-Terrorism, June 2016, 6-33. 
1958 See, for example, NATO, ‘Allied Joint Doctrine for Information Operations’, AJP-3-10, 

November 2009, para. 0103 (‘NATO, ‘Allied Joint Doctrine for Information Operations’, 

2009’). 
1959 See, for example, Norwegian Armed Forces, Manual i Krigens Folkerett (Oslo, 

Norwegian Armed Forces), 2013, 181-182. 
1960 See further Chapter 10.8. 
1961 This can be seen, for example, in the provisions of the 1923 Hague Rules on Air Warfare, 

which were drafted by a Commission of Jurists but never had any legally binding force. Arti-

cle 21 provides that the use of aircraft for the purpose of disseminating propaganda shall not 

be treated as an illegitimate means of warfare, and members of crews of such aircraft must not 

be deprived of their rights as POWs on the charge that they have committed such an act. See 

further Heinz Marcus Hanke, ‘The 1923 Hague Rules of Air Warfare: A Contribution to the 

Development of International Law Protecting Civilians from Air Attack’, International Re-

view of the Red Cross (1961-1997), Volume 33, Issue 292, February 1993, 12-44. 
1962 ‘Propaganda’ is also referenced in CERD, Article 4, according to which ‘State Parties 

condemn propaganda and all organizations which are based on ideas or theories of superiority 

of one race or group of persons of one colour or ethnic origin, or which attempt to justify or 

promote racial hatred and discrimination in any form’. See further Chapter 6.1. 
1963 Pictet Commentary to GCIV, 1958, Article 51, 293. 
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This Chapter analyses how propaganda activities are regulated by IHL and 

IHRL in armed conflict in further detail. This Chapter will first set out a de-

scription of ‘propaganda activities’. It will then analyse how these activities 

relate to the right to freedom of expression, how they are regulated under 

IHL, and how they might be addressed under both bodies of law. This builds 

on the analysis in Chapters 4-8, which also provide important restrictions on 

these activities. 

10.1 What is ‘propaganda’? 

 

A precise definition of the term ‘propaganda’ has long been the subject of 

debate and scholarly interest.1964 For the purposes of this thesis, the phrase 

‘propaganda activities’ is used to broadly describe the sharing of infor-

mation, ideas and opinions by parties to conflict with the intent to influence 

the opinions and behaviour of individuals.1965 The activities of greatest inter-

est for this part of the thesis are those conducted by parties to armed conflict 

that impact the ability of individuals to exercise their right to freely formu-

late opinions, express themselves, and share, seek and receive information. 

Given the breadth of potential activities covered in this, it is clear that IHL 

will apply to some but not all of the activities undertaken. 

 

Within military operations, a wide range of terms have been used to describe 

activities aimed at influencing the opinions, behaviour and will of individu-

als.1966 These terms include propaganda, psychological warfare or operations, 

 
1964 See further Briant, Propaganda and Counter-Terrorism, 2015, 15. See also Jonathan Au-

erbach and Russ Castronovo, ‘Introduction: Thirteen Propositions About Propaganda’, in Jon-

athan Auerbach and Russ Castronovo (eds.), The Oxford Handbook on Propaganda Studies 

(Oxford, Oxford University Press 2013), 1-16, 1-3. 
1965 Other acts intended to shape the information environment so as to exert such influence, 

for example, through censorship or blocking are considered in Chapters 8 and 9. It is 

acknowledged that propaganda activities can engage other human rights, such as physical 

harm intended to pressure a journalist to write what the party to the conflict wants them to or 

stop their professional activities. Analysis of these others rights is beyond the scope of the 

thesis. See further Pontus Winther, International Humanitarian Law and Influence Opera-

tions: The Protection of Civilians from Unlawful Communication Influence Activities during 

Armed Conflict, (Uppsala, Uppsala University, 2019) (‘Winther, International Humanitarian 

Law and Influence Operations, 2019’). 
1966 See, for example, NATO, ‘Allied Joint Doctrine for Information Operations’, 2009, para. 

0108; NATO, ‘Allied Joint Doctrine for Psychological Operations’, AJP-3.10.1(B), Septem-

ber 2014, para. 0104 (‘NATO ‘Allied Joint Doctrine for Psychological Operations’, 2014’). 

Evidence about which activities do in fact achieve this aim is conflicting at best. See further 

Sean Aday, ‘Virtual violence: understanding the potential power of ISIS’ violent videos to 

buttress strategic narratives and persuade foreign recruits’ in Corneliu Bjola and James 

Pamment (eds.), Countering Online Propaganda and Extremism: The Dark Side of Digital 
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information warfare or operations, influence operations, military information 

support operations, perception management, strategic communications, pub-

lic diplomacy, public affairs, civil affairs and civil-military affairs, to name a 

few.1967 Different terminologies have been used both within and outside mili-

tary circles to describe a broad range of activities conducted by a plethora of 

different actors.1968 There is a clear interaction with the right to freedom of 

expression in the aim to influence opinions and behaviour. 

 

Historical examples show how practice adapts to the changing technological 

and media landscape to reach audiences. For example, the establishment of 

new shortwave radio broadcasts that could cross borders transformed radio 

into an important instrument of foreign propaganda that played a major role 

in the Spanish Civil War.1969 The innovations of the digital age have been 

equally transformative in opening up possibilities for both State armed 

forces and non-State parties to conflict to utilise cheap, easily accessible and 

significant means of spreading information and ideas about their ideologies 

and activities and countering their opponents’ propaganda.1970 This changes 

the information environment, again engaging the right to freedom of expres-

sion. The impact of technology in significantly increasing the volume and 

flow of information has also resulted in an increased ability to manipulate 

and influence people. In such an overwhelming environment for seeking in-

formation and ideas, many seek information that reinforces their biases ra-

ther than challenging their preconceived perceptions.1971 

 

The scope of activities in peacetime intended to influence the opinions and 

behaviour of individuals is significant to say the least.1972 Techniques to filter 

 
Diplomacy (London, Routledge, 2019), 140-155 (‘Aday, ‘Virtual violence’, 2019,’). See also 

Erin Baggott Carter and Brett L. Carter, ‘Propaganda and Protest in Autocracies’, Journal of 

Conflict Resolution, 2021, Volume 65, No. 5, 919-949. 
1967 See further Briant, Propaganda and Counter-Terrorism, 2015, 54-64 for a general de-

scription and evolution of these different processes. See further NATO, ‘Public Affairs’, ACO 

Directive 95-1, 2008, paras. 1-2; NATO, ‘Strategic Communications’, ACO Directive (AD) 

95-2’, 2012, paras. 1-2; and Corneliu Bjola and James Pamment (eds.), Countering Online 

Propaganda and Extremism: The Dark Side of Digital Diplomacy (London, Routledge, 2019). 
1968 See, for example, NATO ‘Allied Joint Doctrine for Psychological Operations’, 2014, pa-

ras. 0106-0107, 0122, 0124-0135. 
1969 See, for example, Ribeiro, ‘The role of transborder broadcasts during the Spanish Civil 

War’, 2014. 
1970 Patrikarakos, War in 140 Characters, 2017, 45-90; Ewen MacAskill, ‘British army cre-

ates team of Facebook warriors’, The Guardian, 31 January 2015, <http://www.theguard-

ian.com/uk-news/2015/jan/31/british-army-facebook-warriors-77th-brigade>. See further 

NATO ‘Allied Joint Doctrine for Psychological Operations’, 2014, para. 0123. 
1971 Eitan Diamond, ‘Killing on camera: visual evidence, denial and accountability in armed 

conflict’, London Review of International Law, Volume 6, Issue 3, 2018, 361-390, 363. 
1972 See further UN Human Rights Council, ‘Disinformation and freedom of opinion and ex-

pression: Report of the Special Rapporteur on the promotion and protection of the right to 
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certain information in front of audience and other information away, such as 

algorithms and bots, have been directly linked to effects on democratic pro-

cesses and violent unrest within society.1973 Both targeted and untargeted 

messaging can significantly impact the physical and mental health of indi-

viduals.1974 Within the context of armed conflict, the use of such techniques 

has even greater consequences, potentially to the significant detriment of the 

long-term prospects of peace. 

 

An extreme example of these activities in armed conflict is the operations of 

ISIS engaged in armed conflicts in Iraq and Syria.1975 Of particular note has 

been the high-quality production of materials by the group, including videos 

and magazines, as well as the extensive use of both public and private social 

media networks to spread information and ideas. The considerable output of 

the group has also been noteworthy, ranging from individual members com-

municating one-on-one with individuals in other countries to large produc-

tions from its own media production unit aimed at both internal and external 

audiences, such as the glossy online magazine ‘Dabiq’.1976 These activities 

are combined with other means and methods, such as intimidation, harass-

ment, detention and other forms of physical abuse, including murder, to pun-

ish those who speak out against the group’s positions or conduct.1977 Much of 

the content produced details and depicts breaches of IHL and other interna-

tional crimes and has been used as evidence in domestic criminal trials in 

various jurisdictions.1978 

 
freedom of opinion and expression, Irene Khan’, UN Doc. A/HRC/47/25, 13 April 2021, pa-

ras. 22-29 (‘UN Special Rapporteur on freedom of expression, Report on disinformation and 

freedom of opinion and expression, 2021’). 
1973 See, for example, ibid., para. 24. See also Berta García-Orosa, ‘Disinformation, social 

media, bots, and astroturfing: the fourth wave of digital democracy’, Profesional de la Infor-

mación, 2021, Volume 30, Issue 6, 1-9. 
1974 Ibid., para. 22. 
1975 See Travis G. Coan, Katharine A. Boyd, and Stephane J. Baele, ISIS Propaganda: A Full-

Spectrum Extremist Message (Oxford, Oxford University Press, 2019). See also Patrikarakos, 

War in 140 Characters, 2017, 203-254 and Aday, ‘Virtual violence’, 2019, 140-155. 
1976 See, for example, ‘Islamic State seeks to justify enslaving Yazidi women and girls in 

Iraq’, Reuters, 13 October 2014, <https://www.reuters.com/article/us-mideast-crisis-iraq-

yazidis-idUSKCN0I21H620141013> and Allen McDuffee, ‘ISIS Is Now Bragging About En-

slaving Women and Children’, The Atlantic, 13 October 2014, <https://www.theatlan-

tic.com/international/archive/2014/10/isis-confirms-and-justifies-enslaving-yazidis-in-new-

magazine-article/381394/>. See further Charlie Winter and Craig Whiteside, ‘IS’s Strategic 

Communication Tactic’, in Paul Baines, Nicholas O’Shaughnessy, and Nancy Snow, The 

SAGE Handbook of Propaganda (London, SAGE Publications Ltd, 2020), 566-574. 
1977 See, for example, UN Syria Inquiry, 10th Report, 31 August 2015, paras. 153 and 158-

159. 
1978 See, for example, Charlie Savage and Katie Benner, ‘Member of ISIS ‘Beatles’ Cell Plans 

to Plead Guilty in Abuse of Hostages’, The New York Times, 31 August 2021, 

<https://www.nytimes.com/2021/09/01/us/politics/isis-beatles-alexanda-kotey.html>. See also 
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The impact of the group’s messaging has spread beyond the conflict zone 

and contributed to the rise of terrorist acts in other countries, such as the at-

tacks on journalists at the magazine Charlie Hebdo and shoppers at a Jewish 

store in Paris and the attacks at a free speech debate and synagogue in Co-

penhagen in 2015.1979 These actions by other individuals either loosely or not 

connected with the group outside the geographical scope of the armed con-

flict do not have the sufficient nexus to the conflict to fall under IHL regula-

tion.1980 The legal framework applicable to addressing propaganda content is 

therefore different from that applicable to parties to armed conflict. 

 

Both Article 20 ICCPR and Article 51 GCIV include prohibitions on the use 

of specific content in propaganda. Under Article 20 ICCPR, ‘propaganda for 

war’ must be prohibited by law, and Article 51 GCIV prohibits ‘propaganda 

which aims at security voluntary enlistment’ of protected persons under 

GCIV in the armed or auxiliary forces of the Occupying Power. Neither pro-

vision includes a definition of the term ‘propaganda’. This raises the ques-

tion of whether ‘propaganda’ means the same thing under these provisions 

and legal frameworks.  

 

In Nowak’s Commentary to Article 20 ICCPR, he notes that the term ‘propa-

ganda’ is not uniform in either public international law or national legal sys-

tems.1981 Nowak considers that it can be understood to mean ‘intentional, 

well-aimed influencing of individuals by employing various channels of 

communication to disseminate, above all, incorrect or exaggerated allega-

tions of fact’.1982 The phrasing ‘above all’ indicates that not all propaganda 

 
‘James Foley: Islamic State militants ‘behead reporter’’, BBC News, 20 August 2014; Lewis, 

Ackerman and Cobain, ‘Steven Sotloff: Isis video claims to show beheading of US journalist’, 

The Guardian, 3 September 2014. See also Jon Henley, ‘Victims of Isis: non-western journal-

ists who don’t make the headlines’, The Guardian, 19 October 2014, <https://www.theguard-

ian.com/world/shortcuts/2014/oct/19/victims-of-isis-non-western-journalists-dont-make-head-

lines>. 
1979 See, for example, ‘Charlie Hebdo attack: Chief editor Charb, cartoonists Cabu, Wolinski, 

Tignous killed’, Reuters, 7 January 2015, <http://rt.com/news/220571-charb-cabu-wolinski-

tignous/>; and ‘Copenhagen police say dead shootings suspect was “Charlie Hebdo-in-

spired”’, Reuters, 15 February 2015, <http://rt.com/news/232531-police-kill-suspect-copenha-

gen/>. See also Angelique Chrisafis and Samuel Gibbs, ‘French media groups to hold emer-

gency meeting after Isis cyber-attack’, The Guardian, 9 April 2015, <http://www.theguard-

ian.com/world/2015/apr/09/french-tv-network-tv5monde-hijacked-by-pro-isis-hackers>. See 

also Eva Corlett and Tess McClure, ‘New Zealand shooting: man shot dead by police after 

‘terrorist attack’ in Auckland that injured six’, The Guardian, 3 September 2021, 

<https://www.theguardian.com/world/2021/sep/03/man-shot-dead-in-new-zealand-after-injur-

ing-people-in-supermarket-police-say>. 
1980 See Chapter 9.4. 
1981 Nowak, CCPR Commentary, 2005, Article 20, 472. 
1982 Ibid. 
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content may be untruthful. What is decisive in this context is the aim of cre-

ating or reinforcing the willingness to conduct a war of aggression.1983 

Nowak goes on to consider that negative or simplistic value judgments 

whose intensity is comparable to that of provocation, instigation or incite-

ment would also be included.1984 

 

Definitions of propaganda are included in the 1958 and 2020 Commentaries 

to GCIII. The 1958 Commentary defines propaganda as ‘the dissemination 

of certain opinions with the object of persuading the listener to support 

them’. The updated Commentary from 2020 notes that the term propaganda 

‘generally involves the dissemination of information by State organs or indi-

viduals with the aim of influencing or manipulating people or public opinion 

in a certain predefined way’.1985 The 2020 Commentary focuses on efforts to 

influence the political opinions of POWs, whereas the 1958 Commentary 

notes that propaganda may be aimed at a variety of objectives, including reli-

gious, social, economic, cultural and political.1986 Both link the vulnerable 

position of POWs as detainees and the potential for abuse by the Detaining 

Power in this regard.1987 The Commentaries also make a link with Article 38 

GCIII, under which the Detaining Power must encourage the practice of in-

tellectual, education and recreational pursuits and that such encouragement 

must respect the individual preferences of the POWs concerned.1988 The 2020 

Commentary notes that pressure through systems of granting privileges to 

‘volunteers’ to undertake such activities would be prohibited under IHL and 

would also breach the prohibition of adverse distinction.1989 The system of 

privileges is directly comparable with the facts of Kang v. Republic of Korea 

(2003), which constituted a breach of freedom of expression.1990 No defini-

tion of propaganda is included in the Commentary to Article 51 GCIV, but it 

is noted that it is difficult to distinguish between propaganda and ‘a more or 

 
1983 Ibid., 473. See further Frances Yaping Wang, ‘Barking Without Biting: Understanding 

Chinese Media Campaigns During Foreign Policy Disputes’, Security Studies, Volume 30, 

Issue 4, 2021, 517-549 (‘Wang, ‘Barking Without Biting: Understanding Chinese Media 

Campaigns During Foreign Policy Disputes’ 2021’) for an interesting analysis of how propa-

ganda has also been used to pacify domestic audiences to accept more moderate foreign pol-

icy positions. 
1984 See Chapters 3.3 and 10.5. 
1985 2020 Commentary to GCIII, Article 14, para. 1668. 
1986 Pictet Commentary to GCIII, 1960, Article 14, 144; 2020 Commentary to GCIII, Article 

14, paras. 1669-1670. 
1987 Pictet Commentary to GCIII, 1960, Article 14, 145; 2020 Commentary to GCIII, Article 

14, paras. 1670-1672. 
1988 Pictet Commentary to GCIII, 1960, Article 14, 145; 2020 Commentary to GCIII, Article 

14, para. 1670. 
1989 See further Chapter 4.2. 
1990 HRC, Kang v. Republic of Korea, 2003. 
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less disguised form of constraint’.1991 The use of the words ‘pressure’ and 

‘compel’ in the same provision also gives some indication that propaganda is 

a form of forceful influence on an individual’s will. Again, the similarities to 

the pressure exerted on prisoners in Kang v. Republic of Korea (2003) indi-

cate that this relates to the same conduct. The Commentaries to the ICCPR 

and GCIII both therefore include the dissemination of information, ideas or 

opinions aimed at influencing an individual’s opinions and behaviour within 

the scope of propaganda. 

 

Nowak considers that propaganda under Article 20 ICCPR covers only in-

tentional actions and that it is sufficient for the intention to be merely to cre-

ate or reinforce a willingness to go to war, even if there is no objective, con-

crete threat of war.1992 This would also appear to be a feature of propaganda 

under Article 51 GCIV, which prohibits the use of pressure or propaganda 

by the Occupying Power with the aim or intention of influencing the inhabit-

ants of the occupied territory to enlist in its armed or auxiliary forces. The 

prohibitions on propaganda under IHL and IHRL would both therefore seem 

to cover intentional activities of influencing opinions and behaviour. How-

ever, the prohibitions do not have to cover only intentional acts. Public inter-

national law is generally less concerned with the intentions of States and 

more concerned with establishing objective standards relating to State 

acts.1993 This is also consistent with the general position under IHRL and 

IHL.1994 As such, focusing instead on the objective standard of the impact of 

the activity may be more appropriate than considering the subjective stand-

ard of intention.  

 

In relation to IHRL, Nowak highlights that propaganda is not limited in its 

means and would thus cover all means of exercising freedom of expression. 

He does seem to indicate that mediums capable of reaching a large circle of 

persons, such as the press, radio, television, film, internet, and assemblies, 

are more likely to fall within the definition.1995 There is nothing in the text of 

the provision limiting propaganda to media that reaches larger audiences, 

however, and as the jurisprudence on incitement to violence and discrimina-

tion highlights, messages aimed at specific individuals, smaller groups and 

larger groups would be covered by the prohibition if they did indeed incite 

 
1991 Pictet Commentary to GCIV, 1958, Article 51, 293. 
1992 Nowak, CCPR Commentary, 2005, Article 20, 473. 
1993 See, for example, ILC, Draft Articles on Responsibility of States for Internationally 

Wrongful Acts, 2001, Commentary to Article 2, 34-36. See further 10.5.3. 
1994 API, Article 91; Henckaerts and Doswald-Beck, Customary International Humanitarian 

Law, Volume I: Rules, 2005; Rule 149 (Responsibility for violations of International Humani-

tarian Law); and Mastorodimos, Armed Non-State Actors in International Humanitarian and 

Human Rights Law, 2016, 112-208. See also Chapters 3.1.1 and 3.4.1. 
1995 Nowak, CCPR Commentary, 2005, Article 20, 472. 
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war, discrimination, hostility or violence. This can be seen in the dissemina-

tion of materials in closed groups or direct communications on social me-

dia.1996 Similarly, there is nothing indicated in Article 51 GCIV that would 

limit the means by which the propaganda was delivered either, as it is appli-

cable to propaganda generally rather than any specific form. As such, it 

could cover actions aimed at only individuals or a very small audience as 

well as those reaching a very large audience. 

10.2 The legal framework applicable to propaganda 

activities in armed conflict 

 

One important early observation is that nothing under either IHRL or IHL 

prohibits States and/or parties to conflict from engaging in propaganda activ-

ities in general during either armed conflict or peacetime, and this is com-

mon practice.1997 What obligations apply vary, however, particularly during 

armed conflict with the application of IHL. State practice indicates that prop-

aganda activities must respect and ensure respect for the rules of IHL.1998 

This is included in military manuals and guidance.1999 As such, any propa-

ganda that undermines or violates the obligations under IHL is prohibited.2000 

This was also considered in the 1958 Commentary to Article 14 GCIII, 

which concluded that POWs must not be subjected to any propaganda con-

trary to the spirit of the Convention but that propaganda that would reaffirm 

the rights of the individual in accordance with the Geneva Conventions is 

permissible.2001 The use of propaganda in armed conflict that did not respect 

or breached the rules of IHL has also been prosecuted as international 

crimes.2002 

 

 
1996 See, for example, ‘India “WhatsApp child abduction rumours”: Five more lynched’, BBC 

News, 2 July 2018, <https://www.bbc.com/news/world-asia-india-44678674>. 
1997 See, for example, Wang, ‘Barking Without Biting: Understanding Chinese Media Cam-

paigns During Foreign Policy Disputes’, 2021. See also ‘Czech Republic claims propaganda 

war by Russia and sets up counter-effort’, The Guardian, 21 October 2016, 

<https://www.theguardian.com/world/2016/oct/21/czech-republic-claims-propaganda-war-by-

russia-and-sets-up-counter-effort?CMP=share_btn_link>; and European Parliament, ‘Resolu-

tion of 23 November 2016 on EU strategic communication to counteract anti-EU propaganda 

by third parties’, 2016/2030(INI), P8_TA(2016)0441. 
1998 See further Winther, International Humanitarian Law and Influence Operations, 2019. 
1999 See, for example, NATO, ‘Allied Joint Doctrine for Information Operations’, 2009, para. 

0105, and U.S. Law of War Manual, updated December 2016, 5.26.1.3, 332-333. 
2000 See further Chapters 3.2.2 and 3.2.3. 
2001 Pictet Commentary to GCIII, 1960, Article 14, 145. 
2002 See, for example, Nuremberg IMT Judgment, 1946, 525-527; and ICTR, Prosecutor v. 

Nahimana (The Media Case), Trial Chamber Judgment, 2003. 



414 

There are a wide range of relevant factors to take into account in determining 

what legal obligations apply in relation to propaganda activities, including 

the classification of the conflict, which actor is involved in the creation and 

spread of the propaganda, where the information is spread and whom the tar-

get audience is, in addition to regulation of the content of propaganda mate-

rials. States engaging in propaganda activities aimed towards the civilian 

population in their own territory remain bound by IHRL restrictions on such 

activities. In addition, the State would be bound to ensure these activities did 

not violate the norms of IHL, and where there was a sufficient nexus be-

tween these activities and the armed conflict, they would also be subject to 

regulation of IHL. Whilst the application of IHRL could be subject to limita-

tions and derogations, this would need to be in accordance with the require-

ments established under this body of law.2003 These restrictions are extremely 

important in light of State practice indicating that many States engage in 

propaganda campaigns with the intent of addressing domestic audiences, 

particularly in NIACs.2004 

 

IHL and IHRL would similarly apply extraterritorially to propaganda activi-

ties conducted by a State party in territory subject to its jurisdiction during 

armed conflict, such as in situations of occupation. There are specific rules 

applicable under IHL relating to propaganda in situations of occupation.2005 

As such, claims that propaganda activities breached an individual’s human 

rights, including the right to freedom of expression, could be pursued against 

the Occupying Power. Whilst Article 64 GCIV may provide a legal basis for 

the Occupying Power to introduce measures that permit broader propaganda 

activities within the occupied territory, these would still need to comply with 

the obligations under IHL and IHRL.  

 

As non-State parties would only be bound by the obligation to respect IHRL, 

propaganda activities would need to respect the rights of others, such as by 

not involving hate speech and incitement to violence. However, non-State 

armed groups would not be bound like States to implement structural protec-

tions against undue influence through propaganda activities established un-

der the obligations to protect and facilitate the right to freedom of expression 

under IHRL.2006 As such, individuals in areas under the control and authority 

of non-State armed groups are arguably more vulnerable to undue influence. 

Non-State armed groups would, however, be bound by IHL, according to 

 
2003 See further Chapters 2.8 and 2.9. 
2004 See further Wang, ‘Barking Without Biting: Understanding Chinese Media Campaigns 

During Foreign Policy Disputes’, 2021, 517-521. 
2005 See further Chapters 5.2, 5.3, 6.2, 6.4, 8.3, 8.4 and 10.3. 
2006 See further Chapter 3.1.2. 
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which propaganda activities must also respect IHL, which adds some further 

protection. 

 

IHRL jurisprudence and State practice indicate that IHRL would generally 

be unlikely to apply to propaganda activities directed towards the enemy’s 

civilian population where the opposing State does not exercise effective con-

trol over that territory.2007 The content of the propaganda would need to en-

sure compliance with IHRL and IHL, however; as such, the State would not 

be able to engage in hate speech, incitement to violence, or incitement to 

breach IHL, for example.2008 Propaganda activities aimed towards the en-

emy’s population may engage IHRL obligations extraterritorially where it 

can be established that the individual’s right to freedom of expression was 

interfered with by the non-territorial State through the exercise of State 

power so as to amount to effective control or authority over the exercise of 

the right.2009 As has been noted in this thesis, this jurisdictional link may be 

difficult to establish in relation to freedom of expression and the types of ac-

tions anticipated in this section but not necessarily impossible.2010 Here, the 

content of the propaganda activities may have a more significant role in es-

tablishing this jurisdictional link. For example, it may be easier to establish a 

jurisdictional link where there is incitement to international crimes and other 

violence that actually results in violence being used against an individual, as 

opposed to propaganda that encourages individuals to have or show sympa-

thy more generally with the enemy’s perspective.2011 

 

Where the use of propaganda by a party to the conflict effectively eradicates 

the diversity and plurality of expressions, opinions and ideas in a territory, 

this may give rise to claims of unlawful interference of the right to freedom 

of expression extraterritorially under IHRL. Such concerns have been raised 

in relation to alleged Russian propaganda activities in the occupation of Cri-

mea. For example, in the early stages of the occupation, an information cam-

paign was conducted targeting the Russian public and the Crimean popula-

tion with the aim of discrediting the new Ukrainian government, spreading 

stories of the dangers faced by ethnic Russians in Ukraine and manipulating 

 
2007 Briant, Propaganda and Counter-Terrorism, 2015, 44 notes the difference in UK opera-

tions that MI6 sees their activities in terms of political warfare, distinct from U.S. CIA-opera-

tions which makes a very clear difference between internal and external activities. At 38, Bri-

ant notes that there is a distinction made between domestic and foreign audiences in these op-

erations and a more restrictive attitude towards domestic audiences, and at 38-39 provides de-

tails on operators in Northern Ireland attempting to deny that Psychological Operations took 

place domestically.  
2008 See, for example, CERD, Article 2. See further Chapter 6.1. See also Chapter 10.4. 
2009 See further Chapter 2.6.3. 
2010 See Chapter 2.6.3. 
2011 See further Chapter 6.1. 
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opinions on whether Crimea should become part of Russia.2012 In addition, 

Ukrainian television broadcasts were blocked in the area in early March 

2014, leaving only Russian-language options available for residents in east-

ern Ukraine and Crimea.2013 At the same time, increased use of and exposure 

to propaganda on the television of the Russian Federation were noted, with 

the effect of fuelling the conflict.2014  

 

Propaganda activities aimed solely at the enemy’s fighting forces during 

armed conflict are different again. These activities would fit within a broad 

understanding of ‘methods of warfare’ as activities designed to adversely af-

fect the enemy’s military operations or military capacity.2015 Such campaigns 

would be subject to the restrictions on content under IHL.2016 Examples of 

these types of activities were noted in relation to Russia’s occupation of Cri-

mea in 2014, in which messages were sent to Ukrainian troops and offices 

aimed at prompting defections.2017 This was combined with other measures 

making communications by Ukrainian forces within Crimea difficult, which 

at first sight appear to be lawful under IHL because they were aimed at mili-

tary objectives and upholding targeting restrictions.2018 These actions were 

denied or unacknowledged by the Russian government.2019 In relation to the 

situation in eastern Ukraine, there are reports that Ukrainian soldiers re-

ceived messages on social media such as ‘Your battalion commander has re-

treated. Take care of yourself’ and ‘Ukrainian soldier, it’s better to retreat 

alive than stay here and die’.2020 Subsequently, there were reports of a num-

ber of defections from the Ukrainian Armed Forces, as well as reports of sol-

diers refusing to fire on fellow Ukrainians.2021 

 

This practice is very common during armed conflict and could be viewed as 

part of the legal distinction between the protected civilian population and 

 
2012 Treverton et al., ‘Addressing Hybrid Threats’, 2018, 18. See also HRMMU, 1st Report, 14 

April 2015, para. 72. 
2013 Ibid., 18. 
2014 See, for example, HRMMU, 6th Report, 19 September 2014, para. 24. See further 

Treverton et al., ‘Addressing Hybrid Threats’, 2018, 18; and HRMMU, 6th Report, 19 Sep-

tember 2014, para. 6. 
2015 HCPR Manual, 2013, Section A, Rule 1(v), xxiv. See further 34-35. 
2016 See further Chapters 3.2.3, 4.2, 6.1.7, 6.3 and 6.4. 
2017 Treverton et al., ‘Addressing Hybrid Threats’, 2018, 17. 
2018 Examples included cutting landline communication, jamming signals and cutting off elec-

tricity to some bases. See Treverton et al., ‘Addressing Hybrid Threats’, 2018, 17. 
2019 Treverton et al., ‘Addressing Hybrid Threats’, 2018, 19. 
2020 Ibid., 28-29. See also 6.3. 
2021 Ibid., 23. 
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those directly participating in the hostilities.2022 That said, limitations remain. 

There are specific rules of IHL that are likely to impact propaganda activities 

aimed at the enemy’s fighting forces, such as the prohibition of threats of no 

quarter; the prohibition of unnecessary suffering and superfluous injury; the 

obligation to respect IHL, which restricts threats that other protection obliga-

tions under IHL will not be respected; and prohibitions on threats to commit 

international crimes against the enemy forces.2023 

 

Whether IHRL obligations also apply to propaganda activities aimed at the 

enemy’s military personnel would depend on a number of factors, including 

how, by whom and where the propaganda message is delivered and where 

the individuals themselves are located. Measuring such activities is ex-

tremely difficult, but it can be imagined that low-scale, less intrusive efforts 

and more indirect means would not engage the same exercise of State power 

as direct, large-scale and extensive means. As such, propaganda activities 

aimed at enemy military personnel in the jurisdiction of the enemy are less 

likely to be governed by IHRL. That said, activities that are designed and 

carried out so as to interfere with the opinions of individuals may well en-

gage IHRL obligations depending on content and context. As Emma Louise 

Briant has noted, the effectiveness of propaganda is easier to measure when 

it is aimed at a few identifiable decision-makers rather than the general pub-

lic.2024 

 

Notwithstanding that the message may be aimed at a specific group or audi-

ence, the means or medium used may inevitably lead to the message reach-

ing others. For example, following the invasion of Russian forces in Ukraine 

in February 2022, it was widely reported in traditional media channels that 

both the Ukrainian and Russian Presidents had called on the opposing forces 

to surrender.2025 As Briant highlights, the separation of audiences has become 

less distinct, particularly in the digital era.2026 The immediacy of communica-

tions and the globalised media environment mean that a full monopoly over 

audiences is difficult. As such, audiences cannot be treated as distinct and 

 
2022 API, Articles 48, 51(2) and 52(2); API, Article 13(2); and Henckaerts and Doswald-Beck, 

Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 1 (The Principle of 

Distinction between Civilians and Combatants). 
2023 See also Chapters 3.2, 3.3, 4.2, 6.1.6, 6.3 and 6.4. 
2024 Briant, Propaganda and Counter-Terrorism, 2015, 47. 
2025 ‘Ukraine war: Zelenskiy urges Russian troops to surrender’, BBC News, 15 March 2022, 

<https://www.bbc.com/news/world-europe-60748234>; Samuel Osborne, ‘Ukraine invasion: 

Putin urges Ukrainian military to overthrow country's leaders’, Sky News, 25 February 2022, 

<https://news.sky.com/story/ukraine-invasion-putin-urges-ukraine-military-to-overthrow-

countrys-leaders-12551317>. 
2026 Briant, Propaganda and Counter-Terrorism, 2015, 36-38. 
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targeted with different messages accordingly.2027 Consequently, separating 

the legal restrictions based on target audiences can in certain circumstances 

be artificial. This is why a contextual analysis is critical. Spreading propa-

ganda through a variety of platforms or indirectly to instil greater confusion 

may be precisely the aim. Briant highlights State practice in the U.S. that 

considers these ‘spill-over’ effects, which takes into account the different le-

gal framework applicable to the potential ‘spill-over’ audience as informing 

whether to carry out the proposed action in armed conflict.2028 These effects 

are framed in terms of necessity and proportionality standards, implying an 

IHRL framework.2029 

10.3 Positive obligations to disseminate information 

during armed conflict 

 

Providing information may be part of a State’s positive obligations to facili-

tate specific human rights. These activities continue during armed conflict 

but may not necessarily be linked with the armed conflict, even when con-

ducted in the territory where the armed conflict is ongoing. Examples in-

clude the public health campaigns conducted by the governments of coun-

tries engaged in armed conflict during the COVID-19 pandemic, including 

by Iraq,2030 Nigeria2031 and Afghanistan.2032 States must achieve a balance in 

undertaking such activities, however, to ensure they do not encroach on the 

exercise of other human rights, including freedom of expression, as will be 

discussed below. 

 

 
2027 Ibid., 50. 
2028 Ibid., 46-47. 
2029 Ibid., 49-50. The U.S. context is somewhat specific in that U.S. intentionally targeting 

propaganda to American audience is specifically prohibited, however. See further ibid., 45-

50. 
2030 See, for example, ‘In Iraq, no resting place for coronavirus dead’, France24, 30 March, 

2020, <https://www.france24.com/en/20200330-in-iraq-no-resting-place-for-coronavirus-

dead>. 
2031 See, for example, Stephanie Busari and Bukola Adebayo, ‘Here are the African countries 

with confirmed coronavirus cases’, CNN, <https://edition.cnn.com/2020/03/09/africa/nigeria-

coronavirus-cases-intl/index.html>. 
2032 Agnieszka Pikulicka-Wilczewska, ‘‘We’re not ready’: coronavirus looms over the fragile 

Afghan health system’, The Guardian, 30 March 202, <https://www.theguardian.com/global-

development/2020/mar/30/were-not-ready-coronavirus-looms-over-the-fragile-afghan-health-

system>. See further Rodenhäuser, ‘The legal protection of persons living under the control of 

non-State armed groups’, 2020, on measures introduced by non-State armed groups in relation 

to the COVID-19 pandemic and the applicable legal framework. 
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Like IHRL, IHL includes positive obligations on States to disseminate infor-

mation to facilitate the obligation to respect and ensure respect under Com-

mon Article 2.2033 Under Article 83 API, the High Contracting Parties under-

take to disseminate the Geneva Conventions of 1949 and Additional Proto-

cols of 1977 as widely as possible in their respective countries during times 

of peace. This includes ‘in particular’ the study of the conventions in their 

programmes of military instruction and ‘to encourage the study thereof by 

the civilian population, so that those instruments may become known to the 

armed forces and to the civilian population’.2034 The content of such dissemi-

nation efforts would clearly need to ensure respect for the rules of IHL, as 

the dissemination of information that was in breach or otherwise a false rep-

resentation of the legal standards would not fulfil this obligation. 

 

Propaganda activities may also be one way in which a party to an armed 

conflict partly fulfils its protection obligations under IHL. For example, in 

relation to the spread of infectious diseases in situations of occupation, the 

Commentary to Article 56 GCIV, which obliges the Occupying Power to en-

sure and maintain the healthcare system in the occupied territory, lists ‘edu-

cation of the public’ as a measure that should be taken in fulfilling this 

duty.2035 This again could be described as a propaganda activity.2036 The 1958 

Commentary to Article 14 GCIII on respect for the person of POWs also 

considered that propaganda activities reaffirming or promoting the rights of 

individuals under the Convention would be permissible2037 but are not an ob-

ligation. This reasoning could also be applied to the promotion of adherence 

to IHL and the spreading of information about the protections under IHL by 

non-State armed groups in NIACs further to the obligation to ensure respect 

for IHL. Much would depend in this regard on how the propaganda activities 

 
2033 Note, this is different from the more specific obligations considered in Chapter 7.1. See 

also Chapters 3.2.2 and 3.2.3. 
2034 API, Article 83. 
2035 See further Marco Longobardo, ‘The Duties of Occupying Powers in Relation to the Fight 

against Covid-19’, 8 April 2020, EJIL: Talk!, <https://www.ejiltalk.org/the-duties-of-occupy-

ing-powers-in-relation-to-the-fight-against-covid-19/>. Longobardo notes that this is comple-

mentary to the measures listed in Committee on Economic, Social and Cultural Rights, ‘Gen-

eral Comment No. 14: The Right to the Highest Attainable Standard of Health (Art. 12)’ 

adopted at the 22nd Session on 11 August 2000, para. 16, which lists the establishment of pre-

vention and education programmes for behaviour-related health concerns as examples of 

measures aiming at the prevention, treatment and control of epidemic diseases, required by 

ICESR, Article 12(c). 
2036 The link between propaganda and education has been explored in detail elsewhere, but is 

beyond the scope of this thesis. See further Craig Kridel, ‘Instruction, Indoctrination, Imposi-

tion: Conceptions of Propaganda in the Field of Education’ in Jonathan Auerbach and Russ 

Castronovo (eds.), The Oxford Handbook of Propaganda Studies (Oxford, Oxford University 

Press, 2013), 163-177. 
2037 Pictet Commentary to GCIII, 1960, Article 14, 145. 
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were undertaken. Posting messages via the group’s account on a social me-

dia platform might not raise any or very few issues in relation to either IHL 

or IHRL, for example. Forcing civilians to engage in activities or gatherings 

or using violence, intimidation or harassment, however, would breach the 

minimum guarantees of humane treatment under IHL applicable in both 

IACs and NIACs.2038 

 

Narrower definitions of propaganda may not include these activities in their 

scope and instead focus on information, ideas or opinions that aim at spread-

ing incorrect or untruthful information or purposefully misleading others. 

However, propaganda can include elements of truthful information or factu-

ally correct information, even in situations where the aim is to mislead the 

intended audience.2039 

10.4 International humanitarian law norms prohibiting 

specific propaganda content 

 

Propaganda activities must not breach the norms of IHL, neither in their con-

tent nor the means in which they are undertaken. The most extensive re-

strictions on propaganda activities under IHL are on the content of propa-

ganda. This applies both in IACs and NIACs. The norms already considered 

in Chapter 4-8 are relevant in this. Other rules will depend on the content 

and means of delivery. Obvious examples that might be engaged are the var-

ious protection obligations to persons and objects. 

 

Only one provision in GCIV addresses propaganda content directly. Article 

51 GCIV provides that no pressure or propaganda that aims at securing vol-

untary enlistment is permitted. This prohibition must be read within the con-

text of the whole provision, the first sentence of which provides an absolute 

prohibition on the Occupying Power compelling protected persons to serve 

in its armed or auxiliary forces. According to the Commentary, the object is 

to protect the inhabitants of the occupied territory ‘from actions offensive to 

their patriotic feelings or from attempts to undermine their allegiance to their 

own country’.2040 Phrased differently, the aim is to protect the views and 

opinions of these individuals, and thus the prohibition can be described as a 

 
2038 See further Rodenhäuser, ‘The legal protection of persons living under the control of non-

State armed groups’, 2020. 
2039 See further Chapters 3.3.2 and 10.5. 
2040 Pictet Commentary to GCIV, 1958, Article 51, 293. The Commentary also notes that the 

provision is also applicable to enemy aliens who are in the territory of a Party to the conflict 

when hostilities break out. 
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complementary protection to the right to freedom of expression under 

IHL.2041 

 

Breaches of Article 51 GCIV have been raised by the HRMMU in relation to 

the Russian occupation of Crimea. According to HRMMU’s reports, the 

Russian Federation has conducted regular enlistment campaigns in Cri-

mea.2042 Examples include newspaper and other media advertisements, set-

ting up information stands on public holidays where individuals can sign up, 

and offering military service as an option in local employment centres.2043 

Russia has also breached Article 64 GCIV in this by applying its domestic 

legislation to the area, according to which military service is compulsory and 

draft evasion is punishable by up to two years of imprisonment.2044 

 

Propaganda was discussed extensively in the drafting of GCIII, as noted in 

the Commentary of 1958 on Article 14 relating to respect for the person of 

POWs.2045 The 1958 Commentary specifically highlights the dangers of inter-

fering with the freedom of opinion in this regard.2046 No reference to propa-

ganda or respect for the opinion of POWs was included in the final text of 

Article 14, however, beyond indirectly requiring respect for the ‘persons and 

honour’ of POWs, of which freedom of opinion is an integral element.2047 

POWs are also explicitly protected from adverse distinction based on their 

political opinions under Article 16 GCIII, which adds a further limitation on 

propaganda activities to which POWs could be subjected.2048 

 

Both GCIII and GCIV include compelling protected persons to serve in the 

forces of a hostile Power as a grave breach.2049 Article 8(2)(a)(v) of the ICC 

 
2041 See further 2020 Commentary to GCIII, Article 14, para. 1668. 
2042 UN OHCHR, ‘Report on the situation of human rights in the temporarily occupied Auton-

omous Republic of Crimea and the city of Sevastopol, Ukraine, 13 September 2017 to 30 June 

2018’, 1 September 2018, paras. 73-75 (‘HRMMU, Report on Crimea and Sevastopol, 1 Sep-

tember 2018’); HRMMU, 29th Report, 1 March 2020, paras. 113-115. 
2043 See, for example, Victoria Veselova, ‘Служба или преступление? Как остановить 

российский призыв в Крыму’, 1 August 2017, <https://ru.krymr.com/a/28651997.html>. 

See further links in Human Rights Watch, ‘Crimea: Conscription Violates International Law, 

Russia Flouting Human Rights Obligations Five Years into Occupation’, 1 November 2019, 

<https://www.hrw.org/news/2019/11/01/crimea-conscription-violates-international-law>. 
2044 HRMMU, Report on Crimea and Sevastopol, 1 September 2018, paras. 73-75. 
2045 Pictet Commentary to GCIII, 1960, Article 14, 144-145. 
2046 Ibid., 144. 
2047 Ibid. 
2048 See further Chapter 4.2. 
2049 GCIII, Article 130; and GCIV, Article 147.  
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Statute 1998 lists the war crime of compelling a POW or other protected per-

sons to serve in the forces of a hostile Power.2050 The Commentary to the 

Rome Statute also indicates that the use of propaganda aimed at securing the 

enlistment of protected persons or POWs in the armed forces of the hostile 

Power would be covered by Article 8(2)(a)(v) but must reach a severity 

threshold to constitute a crime.2051 Any propaganda aimed at POWs to serve 

in the forces of the hostile Power would certainly be evidence of at least an 

attempt to commit the grave breach included under Article 130 GCIII.2052 

10.5 Misinformation in armed conflict 

 

Propaganda has been associated with the spreading of false, misleading or 

untruthful information and ideas. The spread and impact of misinformation 

in armed conflict have gained significant attention in recent years. Although, 

as noted above, this is not necessarily a new feature of armed conflict, tech-

nological advances have significantly increased the speed and breadth with 

which misinformation can be spread, thus increasingly its impact far beyond 

the armed conflict. However, the legal framework applicable to misinfor-

mation in armed conflict is slightly different from that outside conflict situa-

tions and therefore merits further attention. As will be demonstrated below, 

the legal framework changes significantly depending on which actor is en-

gaged in spreading misinformation and for what purpose. 

10.5.1 Misinformation spread by individuals 

 

The spread of false information by individuals is not itself a prohibited activ-

ity under human rights law. As stated by the ECtHR in Handyside v. UK 

(1979):  

 

Subject to paragraph 2 of Article 10 (art 10-2), [freedom of expression] 

is applicable not only to ‘information’ or ‘ideas’ that are favourably re-

ceived or regarded as inoffensive or as a matter of indifference, but 

also those that offend, shock or disturb the State or any sector of the 

 
2050 ICC Elements of Crime for Article 8(2)(a)(v) replaces the term ‘to compel’ found in the 

Geneva Conventions with the term ‘to coerce’. See further Chapter 5.3.2. 
2051 Knut Dörmann, ‘Article 8 para. 2: Meaning of war crimes’, in Otto Triffterer and Kai 

Ambos (eds.), The Rome Statute of the International Criminal Court: A Commentary (3rd ed., 

München, C.H. Beck, 2016), 344, para. 134. See further 342-344, paras. 127-135. 
2052 Pictet Commentary to GCIII, 1960, Article 14, 145. 
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population. Such are the demands of that pluralism, tolerance and 

broadmindedness without which there is no ‘democratic society’.2053  

 

Subsequent cases have highlighted that the spreading of information in situa-

tions where it is strongly suspected that the information might not be truthful 

is still covered by the right.2054 The IACtHR has similarly held that Article 13 

ACHR protects not only inoffensive or innocuous expressions but also those 

that offend, shock or disturb the State or any other sector of the population, 

in the understanding that such expressions are necessary in a democratic, 

open, plural, and tolerant society.2055 The right also covers erroneous, mis-

taken, and false speech, without prejudice to the subsequent liability that 

may arise as a result.2056 The HRC also noted in its General Comment No. 34 

that the ICCPR does not permit general prohibitions of expressions of erro-

neous opinions or incorrect interpretations of past events.2057 

 

In Salov v. Ukraine (2005), which concerned the dissemination of untrue 

statements of fact relating to the death of a presidential candidate during a 

presidential campaign, the ECtHR held that there is no obligation under Arti-

cle 10 ECHR to prohibit discussion or dissemination of information received 

even if it is strongly suspected that this information is not truthful.2058 To do 

so would have the effect of depriving individuals of the right to express their 

views and opinions about statements in the mass media and thus be an unrea-

sonable restriction on the right to freedom of expression.2059 As the ECtHR 

has highlighted, the dominant position of the government makes it necessary 

for it to display restraint in resorting to criminal proceedings, particularly 

where other means are available to address the situation.2060 

 
2053 ECtHR, Handyside v. The United Kingdom, 1976, para. 49. 
2054 See, for example, ECtHR, Salov v. Ukraine, Application no. 65518/01, Judgment, 6 Sep-

tember 2005, para. 113 (‘ECtHR, Salov v. Ukraine, 2005,’). 
2055 IACHR, ‘Standards for a Free, Open, and Inclusive Internet’, 2017, para. 72, referencing: 

IACtHR, Case of Herrera Ulloa, v. Costa Rica, 2004, para. 113; IACtHR, Case of ‘The Last 

Temptation of Christ’ v. Chile, 2001, para. 69; IACtHR, Case of Rios et al. v. Venezuela, Pre-

liminary Objections, Merits, Reparations and Costs, Judgment of January 28, 2009, Series C 

No. 194, para.105; and IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 116. 
2056 IACHR, ‘Standards for a Free, Open, and Inclusive Internet’, 2017, para. 72. See also 

IACHR, Office of the Special Rapporteur for Freedom of Expression, ‘Inter-American Legal 

Framework of the Right to Freedom of Expression’, Chapter III of the IACHR Annual Report 

2008, OEA/Ser.L/V/II.134, Doc. 5 rev. 1, 25 February 2009, para. 228. 
2057 HRC, General Comment No. 34, 2011, para. 49. See also CERD Committee, General 

Recommendation No. 35, 2013, para. 14. 
2058 ECtHR, Salov v. Ukraine, 2005, para. 113. 
2059 Ibid. Note, however, the operation of ‘duties and responsibilities’ in the exercise of free-

dom of expression to verify factual statements that, for example, defame others. This is partic-

ularly important in the context of the press. See further ECtHR, Albrecht Kieser and Peter 

Tralau Kleinert v. Germany, 2014, paras. 30-34. See also Chapters 2.7 and 3.3.3. 
2060 ECtHR, Sürek v. Turkey (No. 3), 1999, para. 37. 



424 

10.5.2 Misinformation spread by States 

 

Developments post-World War II have placed particular emphasis on the 

need for openness, trust and transparency in good governance, both between 

States and in the exercise of State authority by States in relation to the popu-

lations under their jurisdiction and control.2061 The development of IHRL has 

been one contributing factor, and the right to seek and impart information 

under freedom of expression is particularly important in this.2062 

 

The IACtHR has held that in exercising their duty to make statements in the 

public interest,2063 state authorities should reasonably verify the truthfulness 

of the facts supporting their statements.2064 In this, state authorities are sub-

ject to a higher standard than private persons:  

 

given the high level of credibility the authorities enjoy, the broad scope 

and possible effects their sayings may produce on certain sectors of the 

society and with a view to keeping citizens from receiving a distorted 

version of the fact.2065  

 

Special care should be taken in ensuring that their statements do not amount 

to a form of interference or pressure impairing the rights of those who intend 

to contribute to public debate in situations of great social conflict, disorderly 

conduct or social and political bias.2066 State parties in IACs would thereby 

be restricted under IHRL from spreading misinformation within their own 

jurisdiction and within jurisdictions under their control, such as in situations 

of occupation. The applicability of the obligation to respect and ensure re-

spect for IHL is also significant in this, as false information relating to the 

conduct of hostilities or implementation of IHL would also be a breach of 

this obligation.2067 

 
2061 See, for example, European Union, Treaty of Lisbon Amending the Treaty on European 

Union and the Treaty Establishing the European Community, 2007/C 306/01, 13 December 

2007, Article 10(3) highlighting decisions of the Union will be taken openly, and Article 

11(2) and (3) highlighting transparency. See also Luke Justin Heemsbergen and Simon Lind-

gren, ‘The power of precision air strikes and social media feeds in the 2012 Israel–Hamas 

conflict: “targeting transparency”’, Australian Journal of International Affairs, Volume 68, 

Number 5, 2014, 569-591. 
2062 See Chapter 7.2. 
2063 See further Chapter 3.2.3. 
2064 IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 151. See further OSCE, ‘Joint 

Declaration on Freedom of Expression and “Fake News”, Disinformation and Propaganda’, 

2017, Principle 2(c) and 2(d). 
2065 Ibid. 
2066 Ibid. 
2067 See further Chapter 3.3. 



425 

10.5.3 Misinformation as a ruse of war 

 

One of the most significant differences between the regulation of freedom of 

expression under IHRL and the application of IHL relates to the use of mis-

information. IHL permits parties to the conflict to spread misinformation as 

a ruse of war, subject to certain restrictions and limitations defined under 

that body of law. During peacetime, however, the making, sponsoring, en-

couragement or further dissemination of misinformation by States would 

breach the right to freedom of expression of individuals.2068 Here, we see a 

clear exercise of lex specialis in situations of armed conflict where IHL per-

mits measures not otherwise permitted under IHRL. 

 

Under IHL, parties are permitted to use misinformation in the conduct of 

hostilities through ruses of war aimed at the opposing party.2069 This is a 

 
2068 OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Disinformation 

and Propaganda’, 2017, Principle 2(c). 
2069 API, Art. 37(2). There are some interesting differences in how the rule is formulated un-

der API compared with earlier treaty provisions. For example, Hague Convention (II) on the 

Laws and Customs of War on Land 1899, Article 24 and Hague Convention (IV) on War on 

Land and its Annexed Regulations 1907, Article 24 of the provide that ruses of war and such 

methods are ‘permissible’. API, Article 37(2) provides that ruses of war are ‘not prohibited’. 

According to the Official Records of the Diplomatic Conference on the Reaffirmation and De-

velopment of International Humanitarian Law Applicable in Armed Conflicts, Geneva (1974-

1977), Vol. III, ‘Prohibition of perfidy adopted by Committee III at the third session and by 

the Conference at the thirty-ninth plenary meeting’, 25 May 1977, 162-165, Belgium put for-

ward a proposal that the provision should be drafted as: ‘Ruses of war…are lawful’. Canada, 

Ireland and the UK suggested alternative wording: ‘Ruses of war are not considered to be per-

fidy’. Later in the deliberations, the delegate for Republic of Vietnam explained that its pro-

posal not to describe ruses of war as ‘lawful’ was in order to prevent that term from serving as 

a cover for certain acts, the perfidious nature of which might be questioned. See Vol. XIV, 

‘Summary record of the twenty-seventh meeting held on Monday, 3 May 1975’, 255. Vol. 

XV, ‘Report of articles adopted by the Committee’, 380-382 indicates that the final text 

adopted by Committee III adopted by consensus at its forty-seventh meeting on 31 May 1976 

included the phrase: ‘Ruses of war are not prohibited’. This text was the finally agreed word-

ing for the provision in Article 37(2) of the Final Act. Throughout the proceedings, Australia 

and Uruguay argued that the paragraph on ruses of war should be deleted, as it was already 

covered in Article 24 of the Hague Convention (IV) on War on Land and its Annexed Regula-

tions 1907, and constituted a different subject matter than perfidy, as ruses were lawful (Vol. 

XIV, 256 and 260). Although the texts under API, Article 37(2) and Hague Convention (IV) 

on War on Land and its Annexed Regulations 1907, Article 24 are different, this does not 

bring into question whether ruses of war are permitted. This is firmly established in customary 

international law. See further Sandoz et al., Commentary to the APs, 1987, Article 37 API, pa-

ras. 1513-1514. 
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long-standing rule that dates to early treaty formulations of IHL.2070 Such tac-

tics and stratagems are a well-established element of the conduct of hostili-

ties.2071 Ruses of war are defined under Article 37(2) API as: 

 

acts which are intended to mislead an adversary or to induce him to act 

recklessly but which infringe no rule of international law applicable in 

armed conflict and which are not perfidious because they do not invite 

the confidence of an adversary with respect to protection under that 

law.2072  

 

There is no corresponding provision in APII applicable to NIACs,2073 but the 

ICRC has identified this as a customary rule of international law applicable 

in IACs and NIACs.2074 The findings below can therefore be applied mutatis 

mutandis. 

 

The Commentary to Article 37(2) API refers to ruses of war as synonymous 

with the use of deception.2075 There is no exhaustive list of ruses of war, and 

methods have evolved over time with changes in the way hostilities are con-

ducted and technology.2076 A number of examples of ruses are explicitly 

 
2070 For example, Lieber Code 1863, Article 15 states: ‘Military necessity…allows…of such 

deception as does not involve the breaking of good faith either positively pledged, regarding 

agreements entered into during war, or supposed by the modern law of war to exist’. Article 

14 of the 1874 Brussels Declaration provides: ‘Ruses of war and the employment of methods 

necessary for obtaining information about the enemy and the country…are considered permis-

sible’. 
2071 See for example Carl von Clausewitz (Michael Eliot Howard and Peter Paret, eds.), On 

War (Princeton, Princeton University Press, 2008), Book Three, 198-203. See also Sandoz et 

al., Commentary to the APs, 1987, Article 37 API para. 1512 ft. nt. 47: ‘It has been said that, 

even in highly technical armies, operations of deception such as the deflection by electronic 

means of jet bombers to targets in their own countries are far from unimportant’. 
2072 API, Article 37(2). 
2073 The ICRC did submit a draft Article 21(2) to the CDDH, which provided that ‘[r]uses of 

war, that is to say, those acts which, without inviting the confidence of the adversary, are in-

tended to mislead him or to induce him to act recklessly, such as camouflage, traps, mock op-

erations and disinformation, are not perfidious acts’. However, this was not adopted in the fi-

nal text of the treaty. See Henckaerts and Doswald-Beck, Customary International Humani-

tarian Law, Volume I: Rules, 2005, Rule 57 (Ruses of War). 
2074 Ibid. 
2075 Sandoz et al., Commentary to the APs, 1987, Article 37 API, para. 1512. 
2076 Ibid., Article 37 API, paras. 1520-1522. See also William Fenrick, ‘Specific methods of 

warfare’, in Elizabeth Wilhmshurst and Susan Breau (eds.), Perspectives on the ICRC Study 

on Customary International Humanitarian Law (Cambridge, Cambridge University Press, 

2007), 238-257, 249-250. 



427 

listed in the provision, namely the use of camouflage, decoys, mock opera-

tions and—importantly for this research—misinformation.2077 A large num-

ber of examples are included in the military manuals of States.2078 Most of 

these examples are designed specifically in relation to the enemy, most often 

physically feigning military operations in some form or other.2079  

 

Miscommunication on positioning, size of forces, false movements, opera-

tions or similar or the use of enemy communication techniques is aimed di-

rectly at enemy combatants and others engaged in the conduct of hostilities. 

Such activities involve specific practices of military operations, and as such, 

the civilian population is unlikely to directly receive the information. This is 

a reflection of the requirement that ruses of war must be aimed at the adver-

sary and adhere to the principle of distinction, according to which the parties 

to the conflict must at all times distinguish between civilians and combat-

ants.2080 As a result, militaries generally aim to keep their operative methods 

separate from the civilian population. This also ensures that sensitive infor-

mation on the conduct of the party to the conflict is not easily obtained by 

the opposing side.2081 For the most part, these types of ruses of war do not in-

terfere with the exercise of freedom of expression by individuals within the 

civilian population and, as such, would also not be unlawful under IHRL. 

 

A number of techniques identified as lawful ruses of war in some military 

manuals, however, warrant further attention from a freedom of expression 

perspective. For example, the transmission of misleading messages by radio 

or press or via the internet by the party to the conflict to spread misinfor-

mation may also involve the use of civilian infrastructure and will likely also 

 
2077 Ibid., Article 37 API, para. 1520 makes clear that these are only examples and are by no 

means a comprehensive list. 
2078 Examples given include: camouflage; mock or simulated operations; fake positions; de-

coys or feints; surprises; ambushes; diversionary tactics; feigning attacks, retreats or flights; 

simulating quiet or inactivity; creating an impression of a stronger force than actually exists; 

deceptive lighting; construction of works, bridges, etc., with no foreseen use; movement of 

landmarks; constructing dummy mines or other armament; false information, including false 

intelligence information; false signals; making use of the enemy’s code, enemy’s signals, 

watchwords, wireless code signs, tuning calls and words of command; transmitting false mes-

sages; sending bogus dispatches and newspapers with a view to their being intercepted by the 

enemy; and electronic techniques. See Henckaerts and Doswald-Beck, Customary Interna-

tional Humanitarian Law, Volume II: Practice, 2005, Chapter 18 (Deception). See also 

Sandoz et al., Commentary to the APs, 1987, Article 37 API, paras. 1516 and 1521. 
2079 Some military manuals indicate that this is the legal basis of psychological operations. See 

further Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume 

II: Practice, 2005, Chapter 18 (Deception), which includes the examples of Australia, Côte 

d’Ivoire, Nigeria, and South Africa. 
2080 Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 1 (The Principle of Distinction between Civilians and Combatants). 
2081 See further Chapter 2.5.2. 
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reach civilian audiences.2082 Knowingly permitting the enemy to intercept 

‘news items which actually bear no relation to reality’2083 will also impact the 

civilian population of the enemy and potentially the population under the ju-

risdiction of the party spreading the misinformation.2084 News items are pub-

licly available documents (albeit possibly for a fee) and not operational doc-

uments. Their intended audience is the public, whether a smaller portion of 

the public for specialist publications, wider circulation to the general public, 

or something in between. Today, the use of social media and other internet 

platforms in addition to hard copy editions has significantly increased the 

potential audience for misinformation spread through news items. 

 

Identifying examples in practice can be difficult, as States and parties to the 

conflict do not generally reveal their tactics. One example of a ruse of war 

using the media to spread misinformation was seen in the outbreak of hostili-

ties between the IDF and Hamas. On 13 May 2021, the IDF posted a state-

ment on the social media platform Twitter that ‘IDF air and ground troops 

are currently attacking in the Gaza Strip’. Members of the press sent ques-

tions for clarification, and the IDF later issued a further statement that 

ground troops were not inside the Gaza Strip but were carrying out strikes in 

the Gaza Strip.2085 After the event, there were accusations that the IDF had 

provided the information in the first post and later press coverage as part of a 

ruse so that Hamas fighters would accumulate in defensive positions that 

were subsequently targeted.2086 This example is particularly interesting as a 

direct use of social media by a party to a conflict that bypassed traditional 

media sources to spread information but reached a considerably wider audi-

ence extremely quickly, to potentially maximum effect. The breadth with 

which the information was shared and the clear impact on the civilian infor-

mation space were evident in the quick response from members of the press 

seeking clarification on the statement. 

 
2082 Sandoz et al., Commentary to the APs, 1987, Article 37 API, para. 1520. 
2083 Ibid. 
2084 The impact could potentially spread to States not party to the armed conflict. See further 

Chapter 2.6.3. 
2085 Judah Ari Gross, ‘Army clarifies: Currently no IDF ground troops inside the Gaza Strip’, 

The Times of Israel, 13 May 2021, <https://www.timesofisrael.com/liveblog_entry/army-clar-

ifies-currently-no-idf-ground-troops-inside-the-gaza-strip/>; Oliver Holmes and Harriet Sher-

wood, ‘Israeli air and ground forces hit targets in Gaza Strip as death toll climbs’, The Guard-

ian, 14 May 2021, <https://www.theguardian.com/world/2021/may/14/israel-ground-troops-

attack-gaza-strip-conflict>. 
2086 Josef Federman, ‘Israeli military accused of using media to trick Hamas’, AP News, 15 

May 2021, <https://apnews.com/article/hamas-middle-east-israel-media-

4d942411c64c8ae1e919ae93401f8919>. 
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10.5.3.1 Restrictions on misinformation as a ruse under international 

humanitarian law 

The wording of Article 37(2) API indicates that acts amounting to a ruse 

must be aimed at the adversary. This is consistent with the general principle 

that the only legitimate object that States should endeavour to accomplish 

during war is to weaken the military forces of the enemy.2087 Spreading mis-

information aimed at encouraging the civilian population to respond or act in 

a particular way would not constitute a ruse of war. The key difference with 

ruses of war is that ruses of war aim to mislead or confuse the enemy, i.e. are 

part of the conduct of hostilities. This is confirmed by practice, as the vast 

majority of lawful ruses of war included in military manuals relate to mili-

tary operations and procedures. 

 

There is nothing in IHL that prohibits a party to the conflict from spreading 

misinformation among the enemy’s civilian population with the intention 

that the adversary would then act upon such information recklessly.2088 That 

said, serious consideration would need to be given to whether there was a 

better way that would not undermine the protection of the civilian population 

from the dangers arising from military operations under Article 51(1) API. 

The ruse would still need to comply with other IHL obligations as well. Mis-

information that spreads terror throughout the civilian population, for exam-

ple, would be prohibited.2089 

 

The spread of misinformation among the enemy’s civilian population with 

no intention to mislead or confuse the adversary to act recklessly within the 

conduct of hostilities would not constitute a ruse of war. This is confirmed 

by a footnote in the Commentary to Article 37, which gives the example of 

announcing information about POWs in such a way that it is actually a ‘pre-

text for the use of a psychological weapon’ to invite the enemy population to 

listen in as not being lawful.2090 If a jurisdictional link could be established, 

 
2087 St Petersburg Declaration 1868, preamble para. 2. 
2088 Eian Katz, ‘Liar’s war: Protecting civilians from disinformation during armed conflict’, 

International Review of the Red Cross, Volume 102, Issue 914, August 2020, 659–682, 667 

(‘Katz, ‘Liar’s war: Protecting civilians from disinformation during armed conflict’, 2020’). 
2089 API, Art. 51(2); APII Art. 13(2); Henckaerts and Doswald-Beck, Customary International 

Humanitarian Law, Volume I: Rules, 2005, Rule 2 (Violence Aimed at Spreading Terror 

Among the Civilian Population). 
2090 Sandoz et al., Commentary to the APs, 1987, Article 37 API, para. 1521 ft. nt. 55. A pos-

sible example of this in recent practice is the sharing of videos of Russian POWs through the 

social media platform Telegram channels by the Ukrainian armed forces that includes inter-

views and statements by the POWs relating to their involvement in the armed conflict. 

Ukraine has argued in other contexts that information is shared to enable family members 

know the fate of their relatives, which it says is not being shared by Russia. See, for example, 

Pjotr Sauer, ‘“I had no idea he was there”: families’ shock at video of captured Russian sol-
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this could potentially constitute an unlawful interference with the right to 

freedom of expression of the individuals affected. It is also unlikely that the 

spread of misinformation by a State party to a conflict within its own civilian 

population would be covered by Article 37(2) API or the corresponding rule 

under customary international law.  

 

It could be imagined that there are situations in occupation where the Occu-

pying Power spreads misinformation in the civilian population in the occu-

pied territory to mislead or induce the territorial State party to the conflict to 

act recklessly. The Occupying Power would need to take into account the 

concurrently applicable right to freedom of expression, however. 

 

To be lawful, ruses of war must not infringe any rule of IHL2091 and should 

not undermine the general obligation of respecting and ensuring respect for 

IHL.2092 This is particularly relevant for protection obligations.2093 The im-

portance of the idea that ruses of war must not constitute perfidy is high-

lighted specifically in Article 37(2) API. Perfidy involves acts inviting the 

confidence of an adversary to believe that he is entitled to or obliged to ac-

cord, protection under the rules of international law applicable in armed con-

flict with the intent to betray that confidence and is prohibited.2094 It would be 

unlawful to conduct a ruse of war implying that POWs would not be treated 

in accordance with the requirements of GCIII or that the party would not 

comply with the prohibition on ordering or conducting hostilities on the ba-

sis that no quarter will be given.2095 Misinformation that a party to an armed 

conflict is preparing to use a prohibited weapon that causes unnecessary suf-

fering or superfluous injury or would use another weapon in such a way to 

 
diers’, The Guardian, 27 February 2022, <https://www.theguard-

ian.com/world/2022/feb/27/ukrainian-officials-upload-videos-of-captured-russian-soldiers-on-

telegram>; and Human Rights Watch, ‘Ukraine: Respect the Rights of Prisoners of War - 

Published Footage of Captured Soldiers Violates Geneva Conventions’, Press Release, 16 

March 2022, <https://www.hrw.org/news/2022/03/16/ukraine-respect-rights-prisoners-war>. 
2091 Ibid., Article 37 API, para. 1515. 
2092 Common Article 1 to the GCs; API, Article 1(1); Henckaerts and Doswald-Beck, Custom-

ary International Humanitarian Law, Volume I: Rules, 2005, Rule 139 (Respect for Interna-

tional Humanitarian Law). See also Rules 6, 10, 25-45, 139, 144. See further Chapter 3.2.2 

See also Katz, ‘Liar’s war: Protecting civilians from disinformation during armed conflict’, 

2020, 670-671 and 675-680. 
2093 Sandoz et al., Commentary to the APs, 1987, Article 37 API, para. 1525. 
2094 API, Article 37(1). See further Lieber Code 1863, Article 101; 1874 Brussels Declaration, 

Article 13(b); Hague Convention (IV) on War on Land and its Annexed Regulations 1907, 

Article 23(b); ICC Statute 1998, Article 8(2)(b)(xi); and Henckaerts and Doswald-Beck, Cus-

tomary International Humanitarian Law, Volume I: Rules, 2005, Rule 65 (Perfidy). 
2095 See Chapter 6.3. 
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breach the prohibition of such treatment would also be unlawful.2096 Ruses 

must also not involve the use of a particular object or symbol in a way that is 

contrary to IHL, even if such a use does not invite the confidence of the ad-

versary with regard to the protection provided for by the law of armed con-

flict. This may apply, for example, in the wrongful use of emblems of an ad-

verse party to the conflict during an attack under Article 39(2) API.2097 

 

A ruse can never legitimise an act that is unlawful and should never veil a vi-

olation.2098 In addition, ruses of war must comply with any agreements made 

between the parties, such as temporary ceasefires. As such, it would be un-

lawful for a party to the conflict to feign collection of the dead, sick and 

wounded under a temporary ceasefire to take up position to attack. To do so 

would undermine the customary international principle of good faith be-

tween the parties.2099 In short, content implying anything other than compli-

ance would not be lawful under IHL. 

10.5.3.2 Restrictions on misinformation as a ruse under international 

human rights law 

Whilst IHL does not prohibit the spread of misinformation within the en-

emy’s civilian population to lead the enemy to act recklessly, such actions 

may raise the extraterritorial application of IHRL and could thus constitute 

an unlawful interference with the right to freedom of expression. Frequent 

use of such methods would also likely breach the right to freedom of expres-

sion, particularly relating to the rights of journalists and media workers by 

undermining their role as public watchdogs. Media reports on activities that 

could be identified as ruses through misinformation highlight how these ac-

tivities can change the information sphere and potentially engage individu-

als’ rights to freedom of expression. Notable in this is the societal dimension 

of the right in the public’s right to be informed, as well as the potential for 

undermining trust in the media and information sources through interference 

with the independence of the media in reporting on activities. Fostering such 

mistrust through other means, including harassment, intimidation and failure 

 
2096 See further Henckaerts and Doswald-Beck, Customary International Humanitarian Law, 

Volume I: Rules, 2005, Rule 70-86. See also Chapter 6.2. 
2097 Sandoz et al., Commentary to the APs, 1987, Article 37 API, para. 1515. Note there are 

important differences here in naval operations compared with land and air operations. It is 

permissible for a party to the conflict to fly false colours and disguise the outward appearance 

of warships and auxiliary vessels to appear as a neutral nationality or other than a warship. 

However, it is unlawful to launch an attack whilst flying a false flag, and at all times from ac-

tively simulating the status of a protected object at sea. See further Louise Doswald-Beck 

(ed.), San Remo Manual on International Law Applicable to Armed Conflicts at Sea (Cam-

bridge, Cambridge University Press, 1995), Rule 110, 28-29. 
2098 Sandoz et al., Commentary to the APs, 1987, Article 37 API, para. 1515. 
2099 See further Chapter 3.3. 
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to protect journalists and other media workers, has been found to be a breach 

of the right to freedom of expression.2100 As misinformation operations relat-

ing to the HIV/AIDS pandemic have shown, such mistrust can lead to long-

term and significant repercussions, including loss of life. Mistrust in the in-

formation relating to the activities of the parties to the conflict ultimately 

lends itself to diminished trust in the parties to the conflict themselves. This 

speaks to a broader obligation at stake, namely the obligation to respect IHL. 

 

There is clearly a tension between the IHL rule here and IHRL. Whilst the 

IDF example noted above indicates that parties to armed conflicts still en-

gage in miscommunication ruses that are spread through civilian means, the 

responses calling into question the legality of such actions suggest that the 

scope of rule under IHL is becoming more restrictive. There appears to be 

significantly less scope for manoeuvring here, particularly as technological 

advances make limiting the spread of such information and determining the 

potential repercussions of such actions more difficult. These changes could 

be put down to the interpretive influence of the concurrently applicable right 

to freedom of expression under IHRL. 

10.5.4 Misinformation distinguished from disinformation 

 

A distinction is not always made between misinformation and disinfor-

mation, and the terms can be used interchangeably to describe the same ac-

tivity. However, the two are distinguishable both in their aims and legal reg-

ulation. There is a specific norm under IHL on the use of misinformation as 

a ruse of war as false or misleading information or information aimed at the 

adversary and intended to induce the adversary to act recklessly.2101 Disinfor-

mation, on the other hand, has been described as ‘statements known to be or 

that should reasonably be known to be false’2102 or accurate information 

framed and/or presented in a way to make the recipients likely to draw false 

or inaccurate conclusions.2103 As such, disinformation is also misleading but 

 
2100 See, for example, IACtHR, Case of Perozo et al. v. Venezuela, 2009, and ECtHR, Özgür 

Gündem v. Turkey, 2000. 
2101 See further UN Special Rapporteur on freedom of expression, Report on disinformation 

and freedom of opinion and expression, 2021, paras. 9-15 on the various definitions of ‘disin-

formation’ adopted and the Special Rapporteur’s definition used in their report. The Special 

Rapporteur notes a distinction made in some academic work with misinformation is that mis-

information does not require intent in spreading false information. This definition does not 

take account of the term used under API, Article 37(2) relating to ruses of war. 
2102 OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Disinformation 

and Propaganda’, 2017, Principle 1(c). 
2103 Nicholas O’Shaughnessy, ‘From Disinformation to Fake News: Forwards into the Past’, 

in Paul Baines, Nicholas O’Shaughnessy, and Nancy Snow, The SAGE Handbook of Propa-

ganda, (London, SAGE Publications Ltd, 2020), 55-68, 55-64. See further Björnsterjn Baade, 
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does not have to be aimed at the adversary. By contrast, the deception cre-

ated in misinformation as a ruse of war has the aim of inducing the adversary 

to act recklessly. As such, it is more limited and more focused. By compari-

son, the potential impact of disinformation is much more significant.  

 

One example of the use of disinformation is the international responses to re-

ports of the use of chemical weapons in eastern Ghouta in April 2018. On 8 

April 2018, reports spread in traditional and social media that chemical 

weapons had been used the prior evening in the town of Douma, approxi-

mately ten kilometres from Damascus. Video footage and images of infants, 

children and adults being treated in hospital from the effects and lifeless 

bodies were circulated, together with pictures of canisters apparently carry-

ing the chemical agents. Reports quickly followed that the attack had been 

carried out by the Syrian government. Whilst many States responded with 

outrage that such an attack had taken place, others called into question 

whether the attack had taken place at all.2104 In an emergency Security Coun-

cil meeting convened the next day, the Council was sharply divided in a 

heated debate where eight members condemned the attacks, whereas Russia 

and Syria brought into question the authenticity of the reports.2105 Kazakhstan 

also called for verification of the reports without outright condemning the at-

tacks.2106 In this and the meetings that followed, a total of four draft resolu-

tions were tabled, but the Security Council failed to agree on any text in re-

sponse to the reports.2107 The Russian government even accused British intel-

ligence services of staging the attack as a prelude to launching missiles 

 
‘Fake News and International Law’, European Journal of International Law, Volume 29, No. 

4, 2019, 1357-1376, 1359. 
2104 ‘Syria conflict: Russia says no evidence of Douma chemical attack’, BBC News, 9 April 

2018, <http://www.bbc.com/news/world-middle-east-43697670>. 
2105 See UN Security Council Media Coverage, ‘In Emergency Meeting, Security Council 

Speakers Voice Grave Concern over Alleged Chemical Weapons Use in Syria, as Versions of 

Recent Attacks Sharply Differ’, Meeting Coverage, SC/13284, 8225th Meeting (PM), 9 April 

2018, <https://www.un.org/press/en/2018/sc13284.doc.htm> (‘UN Security Council Meeting 

Coverage, SC/13284, 9 April 2018’). See also ‘Syria ‘chemical attack’: Russia and US in 

fierce row at UN’, BBC News, 9 April 2018, <http://www.bbc.com/news/world-middle-east-

43706579>. 
2106 See UN Security Council Meeting Coverage, SC/13284, 9 April 2018. 
2107 UN Security Council Media Coverage, ‘Following Three Draft Texts on Chemical Weap-

ons Attack in Syria, Security Council Fails to Agree upon Independent Investigative Mecha-

nism’, SC/13288, 8228 th Meeting (PM), 10 April 2018, 

<https://www.un.org/press/en/2018/sc13288.doc.htm>. A summary of the different meetings 

and positions can be found in Security Council Report, ‘What’s In Blue: Syria - A Council 

Divided’, 17 April 2018, <http://www.whatsinblue.org/2018/04/syria-a-council-divided.php>. 
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against Syria.2108 On 13 April 2018, the U.S., the UK and France launched 

missile strikes on Syrian territory in response to the reports.2109  

 

In this one example, we see a number of disinformation tactics in use. Accu-

sations that British intelligence staged the attacks reversed the truth and de-

flected responsibility by directing indignation towards those who were not 

responsible. This was combined with a barrage of invective and accusations 

of ‘a Russophobic campaign’ to distract from the issues at hand. Hidden 

amongst all this was a grain of truth in historical references to British justifi-

cations for the invasion of Iraq in 2003, which were based on intelligence of 

weapons of mass destruction that was later proven to be false.2110 In the 

meantime, although journalists were able to gain access to the reported site 

of the attack, access by representatives from the Organisation for the Preven-

tion of Chemical Weapons was delayed, and there were reports of intimida-

tion of medical practitioners demanding their silence about what hap-

pened.2111 The result was confusion, coercion, and inaction in some areas and 

 
2108 Kim Sengupta, ‘Russia accuses Britain of staging suspected Syria chemical weapons at-

tack’, The Independent, 13 April 2018, <https://www.independent.co.uk/news/russia-syria-

chemical-weapons-attack-douma-white-helmets-sergei-lavrov-a8303826.html>. 
2109 Helene Cooper, Thomas Gibbons-Neff and Ben Hubbard, ‘U.S., Britain and France Strike 

Syria Over Suspected Chemical Weapons Attack’, The New York Times, 13 April 2018, 

<https://www.nytimes.com/2018/04/13/world/middleeast/trump-strikes-syria-attack.html>. 

Following this incident, reports and opinions appeared in the media calling into question that 

the Organisation for the Prevention of Chemical Weapons (‘OPCW’) suppressed or failed to 

include or ignored concerns by staff that conclusions in report on Douma 2018 were mislead-

ing. See, for example, Robert Fisk, ‘The Syrian conflict is awash with propaganda – chemical 

warfare bodies should not be caught up in it’, The Independent, 1 January 2020, 

<https://www.independent.co.uk/voices/syria-war-chemical-weapons-watchdog-opcw-assad-

damascus-russia-a9262336.html>. Subsequently, Russia called an aria formula meeting in the 

Security Council relating to the accusations. This was the first time Russia had called such a 

meeting since 1998 and provided minimum details of panellists involved, but did ensure 

widespread of the information from the meeting in permitting all with NGO observer status to 

participate and live streaming of the meeting. See Security Council Report, ‘What’s In Blue: 

Arria-formula Meeting on Syria Chemical Weapons’, 20 January 2020, 

<https://www.whatsinblue.org/2020/01/arria-formula-meeting-on-syria-chemical-weap-

ons.php>. This appeared to be part of a campaign to discredit the OPCW and any of its future 

findings. A further independent inquiry into the allegations conducted by the OPCW ulti-

mately concluded that the allegations made by the two former employees hailed as whistle-

blowers were unfounded, as the individuals had little direct access to evidence and inflated 

their roles. See Patrick Wintour and Bethan McKernan, ‘Inquiry strikes blow to Russian deni-

als of Syria chemical attack’, The Guardian, 7 February 2020, <https://www.theguard-

ian.com/world/2020/feb/07/inquiry-strikes-blow-to-russian-denials-of-syria-chemical-attack>. 
2110 See further UK Government, ‘The Report of the Iraq Inquiry: Executive Summary’, HC 

264, 6 July 2016, 40-51, 69-77, 115-118 and 130-132. 
2111 Martin Chulov and Kareem Shaheen, ‘Syrian medics ‘subjected to extreme intimidation’ 

after Douma attack’, The Guardian, 17 April 2018, <https://www.theguard-



435 

escalation in others, raising doubts about the whole system of international 

law and relations.2112 

 

The exact same methods were used by Russia in response to allegations by 

Ukraine of war crimes in Bucha, including the killing of civilians, following 

the release of shocking images in the press of bodies lying strewn across 

streets. Russia called for an emergency UN Security Council meeting, refer-

ring to ‘heinous provocation from Ukrainian radicals’ and ‘a forgery aimed 

at denigrating the Russian army’.2113 These methods have played a significant 

role since the beginning of the armed conflict in Ukraine in 2014 but have 

been particularly noted since the invasion and escalation of hostilities in Feb-

ruary 2022. Further examples include the Russian government’s allegations 

of genocide in eastern Ukraine as a justification for its actions,2114 claims by 

the Russian government of ‘denazification’ of the Ukrainian political leader-

ship and military, and the treatment of members of the Ukrainian armed 

forces captured following the siege at the Azovstal iron works in Mariupol, 

to name a few.2115 The extent of these activities has led to the drastic measure 

of the EU banning the broadcasting of a number of Russian media platforms 

 
ian.com/world/2018/apr/17/syria-crisis-medics-intimidated-over-douma-gas-attack>. An in-

teresting element in this is the impact of disinformation on different audiences. Silverman, 

Kaltenthaler and Dagher that people are more likely not to believe disinformation in armed 

conflict the closer to the events they are. See further Silverman et al., ‘Seeing is Disbelieving: 

The Depths and Limits of Factual Misinformation in War’, 2021. 
2112 This is by no means the only example in this conflict where accusations of disinformation 

have been levied during this conflict. Another prominent example has been the Syrian govern-

ment and Russian allegation that the Syrian civil defence unit known as the White Helmets 

are supporting what they label terrorist groups and spreading disinformation, denying the hu-

manitarian nature of their work. See further The Syria Campaign, ‘Killing the Truth: How 

Russia is Fuelling a Disinformation Campaign to Cover Up War Crimes in Syria’, 

<http://thesyriacampaign.org/wp-content/uploads/2017/12/KillingtheTruth.pdf>. 
2113 ‘Russia seeks Monday UN Security Council meet on Bucha, Ukraine’, Voice of America, 

4 April 2022, <https://www.voanews.com/a/russia-seeks-monday-un-security-council-meet-

on-bucha-ukraine-/6513990.html>; Guy Faulconbridge, ‘Kremlin says Bucha is ‘monstrous 

forgery’ aimed at smearing Russia’, Reuters, 5 April 2022, <https://www.reu-

ters.com/world/europe/putin-ally-says-bucha-killings-are-fake-propaganda-2022-04-05/>. See 

also UN News, ‘Ukraine’s President calls on Security Council to act for peace, or ‘dissolve’ 

itself’, 5 April 2022, <https://news.un.org/en/story/2022/04/1115632>. 
2114 See further ICJ, Allegations of Genocide under the Convention on the Prevention and 

Punishment of the Crime of Genocide (Ukraine v. Russian Federation), Order of 16 March 

2022, paras. 37-43. 
2115 Numerous media and NGOs have dedicated resources to tracking the use of disinfor-

mation in the conflict. See, for example, News Guard, ‘Russia-Ukraine Disinformation Track-

ing Center’, <https://www.newsguardtech.com/special-reports/russian-disinformation-track-

ing-center/>; Benjamin Strick, ‘Eyes on Russia: Documenting conflict and disinformation in 

the Kremlin's war on Ukraine’, 15 May 2022, <https://www.info-res.org/post/eyes-on-russia-

documenting-conflict-and-disinformation-in-the-kremlin-s-war-on-ukraine>; and Bellingcat, 

‘Ukraine’, <https://www.bellingcat.com/tag/ukraine/>. 



436 

that have spread disinformation relating to the armed conflict between 

Ukraine and Russia.2116 

 

Whereas misinformation as a ruse of war in armed conflict is not unlawful 

under IHL within the defined legal parameters, the use of disinformation has 

different legal implications. States are obliged under IHRL not to provide 

false information.2117 Disinformation techniques draw into question the obli-

gation to respect IHL, potentially undermining the protections under this 

body of law or creating confusion around events to make it impossible to 

verify whether the relevant IHL standards were adhered to.2118 These tech-

niques can also compound other violations of IHL and IHRL.2119 This em-

phasises the importance of IHRL protections in peacetime. Weaknesses in 

the protection of IHRL can be exploited and exacerbated during situations of 

armed conflict. 

10.6 When is propaganda an unlawful interference 

with the right to freedom of expression? 

 

Individuals take in a vast array of information from which they form their 

opinions in their daily activities. Delineating what is therefore permitted and 

lawful is certainly not easy when the aim is to manipulate individuals.2120 It is 

 
2116 Foo Yun Chee, ‘EU bans RT, Sputnik over Ukraine disinformation’, Reuters, 2 March 

2022, <https://www.reuters.com/world/europe/eu-bans-rt-sputnik-banned-over-ukraine-disin-

formation-2022-03-02/> (‘Chee, ‘EU bans RT, Sputnik over Ukraine disinformation’, Reu-

ters, 2 March 2022’); ‘EU officials defend move to ban RT and Sputnik amid censorship 

claims’, Euronews, 8 March 2022, <https://www.euronews.com/my-europe/2022/03/08/eu-

officials-defend-move-to-ban-rt-and-sputnik-amid-censorship-claims> (‘Euronews, ‘EU offi-

cials defend move to ban RT and Sputnik amid censorship claims’, 8 March 2022’). See also 

Toby Sterling, ‘Dutch journalists, rights group file lawsuit challenging EU ban on RT, Sput-

nik’, Reuters, 25 May 2022, <https://www.reuters.com/business/media-telecom/dutch-jour-

nalists-rights-group-file-lawsuit-challenging-eu-ban-rt-sputnik-2022-05-25/> (‘Sterling, 

‘Dutch journalists, rights group file lawsuit challenging EU ban on RT, Sputnik’, Reuters, 25 

May 2022’). See further EU General Court, RT France v. Council, Judgment of 27 July 2022, 

ECLI:EU:T:2022:483 (‘EU General Court, RT France v. Council, 2022’). 
2117 See IACtHR, Case of Perozo et al. v. Venezuela, 2009, para. 151; and ECtHR, Bladet 

Tromsø and Stensaas v. Norway, 1999, para. 6; UN FFM on Myanmar, 2018 Report, paras. 

1339-1341; and OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Dis-

information and Propaganda’, 2017, Principle 2(c); and Chapter 3.3.2. 
2118 See further Chapter 3.2.3. 
2119 UN FFM on Myanmar, 2018 Report, para. 1339. 
2120 See UN Special Rapporteur on freedom of expression, Report on disinformation and free-

dom of opinion and expression, 2021, para. 66. 
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also not easy to identify where individuals have been influenced by such ac-

tivities, whether lawful or unlawful. Briant, for example, notes that it is ex-

tremely difficult to determine what impact propaganda campaigns have in 

shaping battlefield outcomes or changing the behaviour of the targeted in-

theatre audience.2121 That said, modern militaries include structures aimed at 

assessing such activities. For example, psychological operations aim to as-

sess changes in behaviour in order to determine their effectiveness.2122 The 

use of measures to induce behavioural change has also been recognised in 

human rights jurisprudence as interfering with the right to freedom of opin-

ion.2123 

 

Propaganda activities conducted to remove the ‘freedom’ to form and hold 

an opinion would violate IHRL.2124 Nowak gives the examples of influencing 

the conscious or subconscious mind with psychoactive drugs or other means 

of manipulation, ‘brainwashing’ and indoctrination as means and methods of 

influencing opinions that are prohibited as unlawful interference.2125 Such 

methods of influencing may be conducted through a variety of means, in-

cluding through digital formats. For example, the UN Special Rapporteur on 

freedom of expression has noted that the digital equivalents of such tech-

niques include content curation through platform recommendations or mi-

crotargeting.2126 

 

Interference with the right to freedom of opinion may be inferred from the 

scale of an operation if it is conducted to such an extent that there is no 

scope for individuals to seek alternative information on which to base their 

opinions. Whether the propaganda activity results in a monopoly of ideas 

and expression will depend on the context. IHRL provides important protec-

tions against abuse of State power in this regard and against undue interfer-

ence from third parties.2127 Under the obligation to protect and facilitate the 

 
2121 Briant, Propaganda and Counter-Terrorism, 2015, 47. 
2122 See, for example, U.S. Army, ‘Psychological Operations’, Field Manual No. 3-05.30, 

MCRP 3-40.6, Washington D.C, 15 April 2005, 1-1 – 1-5 (‘U.S. Army, ‘Psychological Oper-

ations’, Field Manual, 2005’). 
2123 HRC, Kang v. Republic of Korea, 2003, para. 2.5. 
2124 See also UN Special Rapporteur on freedom of expression, Report on disinformation and 

freedom of opinion and expression, 2021, paras. 33-36. 
2125 Nowak, CCPR Commentary, 2005, Article 19(1), 442.  
2126 UN Special Rapporteur on freedom of expression, Report on disinformation and freedom 

of opinion and expression, 2021, para. 36. 
2127 UN Special Rapporteur on freedom of expression, 1995 Report, para. 26. See further 

Nowak, CCPR Commentary, 2005, Article 19(1), 441. 
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right to freedom of expression, States are required to promote a free, inde-

pendent and diverse media environment.2128 As part of this, States must also 

ensure they do not monopolise the media (including commercial) environ-

ment.2129 This also includes measures to promote media diversity and digital 

literacy.2130 As such, propaganda activities involving establishing newspa-

pers, radio stations and other media, as was done by State parties to the con-

flicts in Iraq and Afghanistan,2131 should be viewed with caution. 

 

Not all influences on the forming and holding of opinions by States or third 

parties are unlawful under IHRL. As noted in Chapter 10.4, States contribute 

to the information environment not only through the operation of the right to 

freedom of information but also through the operation of other positive obli-

gations relating to other human rights.2132 However, the protections under 

IHRL relating to the right to freedom of expression require a balance in the 

implementation of these different obligations. Key in this is ensuring the in-

dividual’s knowledge or awareness, voluntary engagement and choice.2133 

Restrictions on activities such as advertising to children, gambling, pornog-

raphy or advertising products claiming to have a medical or other health ben-

efit without evidence thereof are all areas where this balance can be seen in 

State practice.2134 New difficulties have arisen in achieving a balance be-

tween ensuring individuals are protected from harmful practices by those 

outside the State’s borders whilst ensuring a diverse information environ-

ment with the increased ability of companies to use data to tailor their adver-

tising and products and the expansion of online and digital services.2135 

 

 
2128 See, for example, HRC, General Comment No. 34, 2011, paras. 13-16; OSCE, ‘Joint Dec-

laration on Freedom of Expression and “Fake News”, Disinformation and Propaganda’, 2017, 

Principle 3(a). See further Chapter 3.1.1. 
2129 See, for example, IACHR, Office of the Special Rapporteur for Freedom of Expression, 

‘The Inter-American Framework regarding the Right to Freedom of Expression’, 

OEA/Ser.L/V/II, CIDH/RELE/INF. 2/09, Chapter III of the Report of the Office of the Spe-

cial Rapporteur for Freedom of Expression in the 2009 Annual Report of the IACHR, 30 De-

cember 2009, paras. 224-238; and AComHPR, Declaration on Freedom of Expression 2019, 

Principle 11 and 37(3)-(5). 
2130 OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Disinformation 

and Propaganda’, 2017, Principle 3(d) and (e). 
2131 Briant, Propaganda and Counter-Terrorism, 2015, 45. 
2132 See Chapter 10.4. See also Chapters 3.3 and 3.4.3. 
2133 UN Special Rapporteur on freedom of expression, Report on disinformation and freedom 

of opinion and expression, 2021, paras. 66 and 80. 
2134 See, for example, Akdeniz, ‘Media Freedom on the Internet: An OSCE Guidebook’, 

2016, 28-49. 
2135 See, for example, UN Special Rapporteur on freedom of expression, Report on disinfor-

mation and freedom of opinion and expression, 2021, para. 66. 
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Propaganda activities that disrupt and obscure the information environment 

resulting in a heavy bias towards one perspective over all others also inter-

fere with the individual’s right to freedom of information and ideas.2136 Such 

activities can further impact the individual’s ability to share information and 

ideas counter to those promoted through propaganda activities. Ensuring a 

diverse information environment enables individuals access to a plurality of 

views and information on which to base their opinions and engage in ex-

pressing those opinions where they choose and is thus an important means of 

preventing the abuse of influence over others.2137 Undermining this diverse 

environment through propaganda activities can impact trust in media outlets, 

which is fundamental to the role of the media as a public watchdog and also 

as a means to ensure independence in their operations. It can also signifi-

cantly undermine the safety of individuals associated with the media.2138 

 

The spread of false or misleading information can interfere with both the in-

dividual and societal dimensions of the right to receive and impart infor-

mation.2139 Misinformation may contribute to harming individual reputations 

and privacy, as well as inciting violence, discrimination or hatred against 

specific groups in society.2140 It can also have severe and detrimental impacts 

on the exercise of other human rights. This has been noted recently in rela-

tion to the COVID-19 pandemic,2141 but there are multiple historical exam-

ples of the spread of misinformation during pandemics that have resulted in 

human rights breaches. The spread of misinformation related to the outbreak 

of HIV/AIDS had significant impacts on discrimination towards homosexual 

men and black people; healthcare responses to the pandemic, including dis-

trust in medicine and medical authorities; and, ultimately, the lives of indi-

viduals.2142  

 
2136 Ibid., paras. 4, 5 and 30. See also OSCE, ‘Joint Declaration on Freedom of Expression 

and “Fake News”, Disinformation and Propaganda’, 2017, preamble paras. 2 and 6. 
2137 UN Special Rapporteur on freedom of expression, 1995 Report, para. 36. 
2138 UN Special Rapporteur on freedom of expression, Report on disinformation and freedom 

of opinion and expression, 2021, para. 23. 
2139 OSCE, ‘Joint Declaration on Freedom of Expression and “Fake News”, Disinformation 

and Propaganda’, 2017, preamble para. 4. 
2140 Ibid., preamble para. 5. 
2141 See further Marko Milanovic and Michael N. Schmitt, ‘Cyber attacks and cyber (mis)in-

formation operations during a pandemic’, Journal of National Security Law and Policy, Vol-

ume 11, Number 1, 2020, 247-284. 
2142 See, for example, Thomas Boghardt, ‘Operation INFEKTION: Soviet Bloc Intelligence 

and Its AIDS Disinformation Campaign’, Studies in Intelligence, Volume 53, No. 4, Decem-

ber 2009, 1-24; Mark Kramer and Douglas Savage, ‘Lessons From Operation “Denver”, the 

KGB’s Massive AIDS Disinformation Campaign’, The MIT Press Reader, 26 May 2020, 

<https://thereader.mitpress.mit.edu/operation-denver-kgb-aids-disinformation-campaign/>; 

and Douglas Selvage, ‘Operation “Denver”: The East German Ministry of State Security and 
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10.7 Measures available to address propaganda 

activities under international human rights law 

 

In addition to the specific obligation not to unduly influence the right to free-

dom of opinion of individuals noted in Chapter 4, States have a negative ob-

ligation under IHRL to respect the rights of individuals in their propaganda 

activities and a positive obligation to limit propaganda that does not respect 

the rights of others. States may also impose limitations on propaganda by the 

other parties to the armed conflict that undermines national security, or pub-

lic safety or order where it is necessary and proportionate to do so.2143 States 

also have obligations to not engage in and to prevent and address propa-

ganda inciting discrimination, hostility and incitement to violence, as well as 

propaganda for war.2144 

 

IHRL goes further than IHL in setting out structural protections against 

propaganda through the obligation to facilitate the exercise of the right to 

freedom of expression. Examples of this include the requirements that States 

ensure diversity and plurality in the media environment, provide accurate in-

formation on their activities and adequately respond to individual requests 

for information.2145 Combined with restrictions on interference with the inde-

pendence and operations of the media and restrictions on prior restraint or 

censorship under IHRL, these requirements provide a further layer of protec-

tion, particularly in relation to State action. In this way, IHRL includes 

stronger protections against the abuse of power by the State in such activi-

ties, as well as protections from others engaging in propaganda activities.  

 

States could take restrictive measures against individuals who further spread 

propaganda created by or in support of the opponent, however.2146 What 

measures will be necessary and proportionate will depend on the content and 

context of the propaganda, including whether the events in question take 

 
the KGB's AIDS Disinformation Campaign, 1985–1986 (Part 1)’, Journal of Cold War Stud-

ies, Volume 21, No. 4, 2019, 71-123. Allegations that misinformation spread by States has 

also led to increased deaths in those States engaged in such activities have been made in rela-

tion to the COVID-19 pandemic. See further UN Human Rights Council, ‘Report of the Spe-

cial Rapporteur on the promotion and protection of the right to freedom of opinion and ex-

pression: Disease pandemics and the freedom of opinion and expression’, UN Doc. 

A/HRC/44/49, 23 April 2020, para. 45. 
2143 See further Chapter 2.8 
2144 See further Chapter 6.1. 
2145 See, for example, HRC, General Comment No. 34, 2011, para. 14; and OSCE, ‘Joint Dec-

laration on Freedom of Expression and “Fake News”, Disinformation and Propaganda’, 2017, 

Principle 3(a)-(f). See further Chapter 3.1.1. 
2146 ECtHR, Sürek v. Turkey (No. 3), 1999, para. 37, referencing ECtHR, Incal v. Turkey, 

1998, para. 54. 
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place inside or outside the conflict area. These distinguishing aspects are 

critical, as they involve different obligations. For example, as already noted, 

States are obliged to take measures, including criminal prosecution, against 

propaganda amounting to international crimes, such as public incitement to 

genocide or persecution as a crime against humanity.2147 In other examples of 

expressions of sympathy for the opposing side’s position, the State may in-

deed be obligated to facilitate this opinion together with other opinions on 

matters of public interest. The fact that the content was originally produced 

by a party to an armed conflict bound by the application of IHL in its activi-

ties and any evidence of failing to respect the applicable rules of IHL in the 

content could be useful interpretive guidance in determining the lawfulness 

of measures limiting freedom of expression outside the conflict zone. IHRL 

jurisprudence has also highlighted that imposing liability for acts of expres-

sion should be addressed with caution. This is particularly true where indi-

viduals redistribute or promote, through intermediaries, content that they 

have not authored or modified.2148 

 

State practices have shown that, rather than suppressing information, further 

efforts to facilitate freedom of expression in sharing other information are 

best suited to address the spread of propaganda. This is highlighted in the 

main techniques identified by the UN General Assembly for countering 

propaganda for war, namely the free flow of information and ideas amongst 

peoples as a means of fostering peace.2149 Measures to counter such actions 

include Governments of Member States promoting ‘by all means of publicity 

and propaganda available to them’ friendly relations among nations and en-

couraging the dissemination of all information designed to give expression 

to the ‘undoubted’ desire of all peoples for peace.2150 The free exchange of 

information and ideas is identified as one of the foundations of good-neigh-

bourly relations between peoples.2151 All nations are therefore called upon to 

remove barriers that deny people the free exchange of information and ideas 

essential to international understanding and peace.2152 This highlights not 

only how freedom of expression is harmed but also the solution. 

 
2147 See further Chapter 3.2.2. 
2148 OSCE, ‘Joint Declaration on “Fake News”, Disinformation and Propaganda’, 2017, Prin-

ciple 1(e). 
2149 UN GA Res. 381 (V), ‘Condemnation of propaganda against peace’, 1950, para. 1. See 

also UN General Assembly, Resolution 819 (IX), ‘Strengthening of peace through the re-

moval of barriers to free exchange of information and ideas’, UN Doc. A/RES/819(IX), 11 

December 1954, preamble para. 2 (‘UN GA Res. 819 (IX), ‘Strengthening of peace through 

the removal of barriers to free exchange of information and ideas’, 1954’). 
2150 UN GA Res. 110 (II), ‘Measures to be taken against propaganda and the inciters of a new 

war’, 1947 para. 2. 
2151 UN GA Res. 381 (V), ‘Condemnation of propaganda against peace’, 1950, para. 1. 
2152 UN GA Res. 819 (IX), ‘Strengthening of peace through the removal of barriers to free ex-

change of information and ideas’, 1954, preamble para. 2. 
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Addressing disinformation and misinformation is extremely difficult, and re-

stricting the exercise of freedom of expression can hamper such efforts or 

even aggravate the situation in some instances.2153 Recent measures intro-

duced by States to address the spread of disinformation and what has been 

described as ‘fake news’ have been shown to have disproportionate impacts 

on the right to freedom of expression.2154 More stringent restrictive measures 

would likely only be justified where the lies, denials or false or misleading 

information amounted to incitement to violence, encouragement of further 

violations of IHL or other information and ideas prohibited under IHL or 

IHRL. This has been argued in the justification of the extreme measure taken 

by the EU of banning the broadcasting of certain Russian media platforms 

within the EU.2155 

 

Another example of this can be seen in the ECtHR case Roj TV AS v. Den-

mark (2018), in which a Danish company and television channel claimed a 

breach of its right to freedom of expression following a conviction in the 

Danish domestic courts that it had promoted the terror operation of the PKK 

through television programmes broadcast between 2006 and 2010. The com-

pany was sentenced to a fine and deprived of its licence to broadcast.2156 The 

Court took into account the nature of the impugned programmes, which in-

cluded incitement to violence, as well as: 

 

one-sided coverage with repetitive incitement to participate in fights 

and actions, incitement to join the organisation/the guerrilla, and the 

portrayal of deceased guerrilla members as heroes, amounted to propa-

ganda for the PKK, a terrorist organisation, and that it could not be 

considered only a declaration of sympathy.2157  

 

The Court also attached significant weight to the domestic court’s finding 

that the PKK had financed the applicant company in the years 2006 to 

 
2153 UN Special Rapporteur on freedom of expression, Report on disinformation and freedom 

of opinion and expression, 2021, paras. 23 and 52-55.  
2154 See further UN Special Rapporteur on freedom of expression, Report on disinformation 

and freedom of opinion and expression, 2021, paras. 52-55. See also Sterling, ‘Dutch journal-

ists, rights group file lawsuit challenging EU ban on RT, Sputnik’, Reuters, 25 May 2022 and 

‘Joint Declaration on Freedom of Expression and “Fake News”, Disinformation and Propa-

ganda’, 2017, Principle 2(a)-(d). See also UN Special Rapporteur on freedom of expression, 

Report on online content regulation, 2018, paras. 13 and 31 and HRC, Paraga v. Croatia, 

Communication No. 727/1996, U.N. Doc. CCPR/C/63/D/727/1996, 24 July 1998. 
2155 Chee, ‘EU bans RT, Sputnik over Ukraine disinformation’, Reuters, 2 March 2022; Eu-

ronews, ‘EU officials defend move to ban RT and Sputnik amid censorship claims’, 8 March 

2022. See further EU General Court, RT France v. Council, 2022. 
2156 ECtHR, Roj TV AS v. Denmark, 2018. 
2157 Ibid., para. 46. 
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2011.2158 This case demonstrates that the legal framework differs depending 

on where the propaganda is being spread from and by whom and highlights 

the extraterritorial effect of these activities, thus showing that the operation 

of IHRL also offers essential protections to those outside conflict areas. 

 

The fact that the views were disseminated to a wide audience through televi-

sion broadcasting and that they related directly to the ‘prevention of terror-

ism and terrorist-related expressions advocating the use of violence’, which 

the Court noted was a paramount issue in modern European society, meant 

that the applicant company could not claim protection under Article 10 

ECHR, as its activities amounted to an abuse of rights under Article 17 

ECHR.2159 The Court also noted in its decision that the restrictions imposed 

based on expression in support of the PKK had previously been found to be 

a violation of Article 10,2160 indicating that it was not the support for the 

group but the incitement to violence that meant the impugned programmes 

were outside the protection of Article 10. A more recent example of this is 

the coordinated police action against persons and activities spreading ISIS 

propaganda, conducted outside the conflict zone together with States that 

were not party to the armed conflict.2161 

 

The ECtHR has considered the issue of individuals spreading propaganda re-

lating to parties to armed conflict in cases concerning the armed conflict in 

south-eastern Turkey with the PKK during the 1990s. For example, in the se-

ries of five cases of Sürek v. Turkey relating to actions taken against the ma-

jor shareholder of a company that owned a weekly newspaper and one case 

involving the editor-in-chief of the newspaper, three judgments determined 

there had been violations of the applicant’s right to freedom of expression 

under Article 10 ECHR. These cases related to the publication of readers’ 

letters, interviews with PKK commanders, news reports and commentary 

that the Turkish State considered to be terrorist propaganda. In these cases, 

the ECtHR noted that the context of the sensitivity of the security situation in 

south-eastern Turkey and the need for the authorities to be able to take 

 
2158 Ibid. 
2159 Ibid., para. 47. 
2160 Ibid., para. 42, the Court highlighted its judgment in ECtHR, Zana v. Turkey, 1997, paras. 

52-62, in which it found no breach of Article 10 for imposing a penalty on the applicant for 

having expressed his support for the ‘PKK national liberation movement’, while going on to 

say that he was not ‘in favour of massacres’ and that ‘Anyone can make mistakes, and the 

PKK kill women and children by mistake’. See also, ECtHR, Sürek v. Turkey (No. 1), 1999, 

paras. 58-65. 
2161 Europol, ‘EU law enforcement and judicial authorities join forces to disrupt terrorist prop-

aganda online’, Press Release, 25 November 2019. See also Henley, ‘US-EU operation deals 

blow to Isis propaganda machine’, The Guardian, 27 April 2018. 
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measures against individuals fuelling additional violence were part of the le-

gitimate aims of protecting national security and territorial integrity and pre-

venting disorder and crime.2162 The fact that the separatist movement took re-

course to methods relying on violence rather than their capabilities to spread 

their message made this particularly so.2163 In other words, the fact that a 

State or non-State party to an armed conflict was able to spread information 

on its activities was not the determining factor in whether the action pursued 

a legitimate aim; instead, the content of the information and whether it fur-

ther incited violence were considered. The fact that a media outlet or individ-

ual is generally perceived as supporting the opposing party to the conflict is 

therefore not enough in and of itself to introduce restrictive measures.2164 

Where expressions incite violence, however, it is open to the State to intro-

duce more restrictive measures.2165 

10.8 Targeting propaganda persons and infrastructure 

under international humanitarian law 

 

In situations of armed conflict, the parties may be able to take further 

measures that would be regulated under IHL to address propaganda activi-

ties. Most notable in this is the targeting of persons or infrastructure involved 

in the production and dissemination of propaganda. Whether propaganda in-

frastructure or personnel are targetable is contentious in both academia and 

State practice. Propaganda targets have traditionally been viewed as not fall-

ing within the definition of a military objective, defined under Article 52(2) 

API.2166 As noted earlier in this section, propaganda is not generally inher-

ently military and is conducted by States and non-State actors during times 

of peace and armed conflict. Targets must be assessed on a case-by-case ba-

sis, and there may be circumstances when propaganda infrastructure and per-

sonnel could fall within this definition. Such examples remain controversial, 

however. These issues will be analysed in the following section. 

 

 
2162 ECtHR, Sürek v. Turkey (No. 3), 1999, para. 31. 
2163 Ibid. 
2164 Ibid., para. 40. 
2165 Ibid., para. 37. 
2166 See API, Article 52(2) and Henckaerts and Doswald-Beck, Customary International Hu-

manitarian Law, Volume I: Rules, 2005, Rule 8 (Definition of Military Objectives). See fur-

ther discussion of this definition in Chapters 9.7.1 and 9.7.2. 
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10.8.1 Propaganda infrastructure 

 

Objects that by their nature make an effective contribution to military action 

include communication centres used by the military. This could include 

some objects that are involved in the production of propaganda.2167 This 

would include military buildings or other structure from which military func-

tions are conducted and coordinated. Civilian infrastructure used by a party 

to the armed conflict in the production of propaganda, such newspaper of-

fices or printers or radio broadcasting could only be attacked if it can be es-

tablished that the use by the military makes an effective contribution to the 

military action and offers the attacking party a definite military advantage in 

the circumstances.2168 The effective contribution of propaganda to the mili-

tary action is notoriously difficult to determine or define.2169 This also im-

pacts the determination of the ‘definite’ military advantage to be gained. The 

type and scale of the audience targeted can make determining effectiveness 

even more difficult. For example, establishing any impact of propaganda 

aimed towards the civilian population can be more difficult than that target-

ing a smaller group.2170 This was noted in relation to ISIS’s propaganda. Sean 

Aday analysed the content of ISIS execution videos and concluded that they 

were most likely to have an impact on individuals who were already inclined 

towards ISIS’s ideologies and violent and extremist messages.2171 The criteria 

under IHRL for determining what constitutes incitement to discrimination, 

hate, hostility and violence are useful in understanding this effect. The 

spread, context and content of the messaging are important factors in deter-

mining the potential impact, for example.  

 

The advantage anticipated must not be potential or only indeterminate.2172 

The requirement for a ‘direct’ advantage is also included in Article 

57(2)(a)(iii) and (b) API, the Commentary of which provides that the expres-

sion was intended to show a relatively immediate rather than long-term ad-

vantage.2173 The military doctrine surrounding propaganda activities notes 

that their function is not direct but indirect in that they seek to affect the be-

haviour or information available to the adversary or other targeted audi-

ence.2174 This was also noted in the ICRC’s 2019 Challenges Report related 

 
2167 Sandoz et al., Commentary to the APs, 1987, Article 52 API, para. 2020. 
2168 API, Article 52(2). 
2169 Briant, Propaganda and Counter-Terrorism, 2015, 47. 
2170 Ibid. 
2171 Aday, ‘Virtual violence’, 2019, 140-155. 
2172 Sandoz et al., Commentary to the APs, 1987, Article 52 API, para. 2024. 
2173 Ibid., Article 57 API, para. 2209. 
2174 See, for example NATO, ‘Allied Joint Doctrine for Information Operations’, 2009, 0107-

0108 and U.S. Army, ‘Psychological Operations’, Field Manual, 2005, 1-1. 
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to the protection of education in armed conflict, which noted if ‘the content 

of education provided at a school is of an ideology that increases the level of 

community support for one party to the conflict, this does not make a direct 

effective contribution to military action’ and, as such, must not be at-

tacked.2175 This is even so if the ideological education ‘strengthens political 

commitment, or encourages recruitment or support for the war effort of an 

enemy party to the conflict’.2176 These activities may be combined with direct 

functions to achieve a desired result but do not necessarily involve direct 

consequences in the short term by themselves. Propaganda dissemination 

and other media activities, for example, have been described as ‘war-sustain-

ing’ and therefore not sufficiently direct to satisfy the criteria under Article 

52(2) API.2177 There has been considerable debate about whether ‘war-sus-

taining’ activities that indirectly but effectively support and sustain the en-

emy’s war-fighting capability qualify as military targets. This interpretation 

is supported most notably by the U.S., but the majority of States and aca-

demics consider that targets that contribute to the ability of a party to armed 

conflict to continue to fight but that do not provide a direct contribution to 

the military efforts are not military objectives.2178 In addition, in situations of 

doubt, civilian status must be presumed.2179 

 

In the drafting of Article 52 API, the ICRC, together with the help of mili-

tary experts, drew up a list of potential military objectives.2180 Many remain 

uncontroversial, but the list is interesting in considering potential propa-

ganda targets. In relation to infrastructure, it includes installations of broad-

casting and television stations and telephone and telegraph exchanges ‘of 

fundamental military importance’.2181 This clearly indicates that these objects 

are not by their nature of military importance and that only the excepted few 

that are of fundamental military importance might fall within the definition 

 
2175 ICRC 2019 Challenges Report, 45. 
2176 Ibid. 
2177 ICRC, DPH Guidance, 2009, 51. 
2178 See Michael N. Schmitt, ‘Deconstructing Direct Participation in Hostilities: The Constitu-

tive Elements’, New York University Journal of International Law and Politics, Volume 42, 

Number 3, Spring 2010, 697-739, (‘Schmitt, ‘Deconstructing Direct Participation in Hostili-

ties’, 2010’), 717-718; Roscini, Cyber Operations and the Use of Force in International Law, 

2014, 191. See also Boothby, The Law of Targeting, 2012, 106-107; Sassòli, ‘Military objec-

tives’, 2015, para. 30; Sivakumaran, The Law of Non-International Armed Conflicts, 2012, 

106-107; and Kenneth Watkin, ‘Sustaining the War Effort: Targeting Islamic State Oil Facili-

ties’, Just Security, 3 October 2014, <https://www.justsecurity.org/15890/sustaining-war-ef-

fort-targeting-islamic-state-oil-facilities/>. 
2179 Sandoz et al., Commentary to the APs, 1987, Article 52 API, para. 2022. See also API, 

Article 50(1). 
2180 Ibid., Article 52 API, ft. nt 208. 
2181 Ibid., Article 52 API, ft. nt 208, point I.7. 
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of military objectives. The standard of ‘fundamental’ indicates that the rela-

tive weight of importance given to these objects is also a higher standard 

than simply that they are significant in their contribution to the military ef-

fort. The use of similar phrasing to describe industries of fundamental im-

portance ‘for the conduct of the war’ is clarified in further points included in 

the list, which give some indication of the type of use anticipated. For exam-

ple, industries for the manufacture of armaments and industries for the man-

ufacture of supplies and material of a military character are listed, among 

others.2182 All of the different types of industries listed contribute materially 

to the conduct of military operations and are either aimed at military use, 

military consumption or are ‘essentially military in nature’. Similar to the 

military’s use of internet infrastructure, the installations described in the list 

as potentially falling within the definition of military objectives might be 

used by the military for command and control purposes, as well as other pur-

poses, such as the broadcasting of propaganda. Where the infrastructure is 

used as part of the communications network by which the military conducts 

hostilities, it would clearly be making an effective contribution to the enemy 

in being able to wage the armed conflict. Interrupting or destroying such tar-

gets would likely give an advantage to the party targeting them by prevent-

ing the opponent from carrying out hostilities. As noted above, however, the 

effective contribution of broadcasting propaganda on its own is questionable 

and, at best, difficult to measure.2183 

 

It has been argued that the inclusion of broadcasting stations and main lines 

of communication as an example of ‘important’ military objectives in Article 

8(1)(a) of the 1954 Hague Convention on Cultural Property would indicate 

that broadcasting stations are military objectives.2184 This Article provides 

that shelters for movable cultural property and other centres containing mon-

uments and other immovable cultural property of very great importance may 

be subject to special protection provided they are situated at an adequate dis-

tance from any large industrial centre or from any important military objec-

tive. Whilst this provision was drafted prior to API, its application today 

would also have to take into account the application of Article 52(2) API, ac-

cording to which each military objective must be assessed on a case-by-case 

basis. This approach is consistent with the wording of Article 8(5) of the 

1954 Convention, which provides that centres and shelters covered by Arti-

cle 8 may still be subject to special protection if the High Contracting Party 

undertakes to make no use of the objective in the event of armed conflict. As 

 
2182 Ibid., Article 52 API, ft.nt 208, point I.8(a)-(e). 
2183 See further Roscini, Cyber Operations and the Use of Force in International Law, 2014, 

189-190. 
2184 See further Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law 

in War, (3rd ed., Cambridge, Cambridge University Press, 2021), 523. 
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such, they cannot be described as being by definition an ‘important’ military 

objective. 

 

The objects under consideration are often civilian in nature and important in 

the exercise of the right to seek and receive information under the right to 

freedom of expression. Where the broadcasting infrastructure is only used 

intermittently or as a smaller part of a wider command and control structure, 

the potentially larger impact on the exercise of freedom of expression could 

suggest that any attack against it would be disproportionate or even that the 

object does not fall within the definition of a military objective, as it does not 

provide an effective contribution to the military efforts and/or there is not a 

sufficiently direct military advantage to be gained.2185 Likewise, where the 

broadcasting infrastructure constitutes an integral and essential part of the 

functions of the enemy and its ability to conduct hostilities, this would sug-

gest that it would fall within the definition of a military objective. The poten-

tial loss of life or injury to civilians and damage to civilian objects would 

still need to be considered before any attack could be lawful. 

 

One of the most infamous examples of targeting propaganda infrastructure is 

the NATO bombing of the RTS headquarters in Belgrade on 23 April 

1999.2186 NATO justified this attack based on the dual military and civilian 

use of the communications systems, which were used as part of the com-

mand and control system of the military.2187 Controversially, the attack was 

the justification based on the propaganda purpose for which the broadcasting 

system was employed.2188 In reviewing whether the attack was lawful or 

should be prosecuted by the ICTY, it was noted that if the attack was carried 

out because the station was part of the propaganda machinery, the legal basis 

was more debateable.2189 It was questionable whether justifying the attack on 

the civilian facility on these grounds alone would have met the requirement 

for ‘effective contribution to military action’ and ‘definite military ad-

vantage’ in identifying legitimate military objectives. It is noteworthy that 

both parts of the test for identifying the military objective, i.e. the effective 

contribution to the enemy’s side and the definitive military advantage to be 

gained by the attacking side, were brought into question.2190 The Report notes 

that while stopping propaganda may have an impact on the morale of the 

armed forces and demoralise and undermine political support from the civil-

 
2185 API, Article 57(2)(b). See further Chapter 9.7.3. 
2186 ICTY, Final Report on NATO Bombing Campaign, 2000, paras. 71-85. 
2187 Ibid., paras. 72 and 73. 
2188 Ibid., para. 74. 
2189 Ibid., para. 76. 
2190 Ibid., referencing Sandoz et al., Commentary to the APs, 1987, para. 2209. 
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ian population, neither of these purposes were considered to offer a suffi-

cient military advantage.2191 This was even in circumstances where NATO 

believed that the Yugoslav government had put all private television and ra-

dio stations in Serbia under military control.2192 The ICTY Report distin-

guished the content of the alleged propaganda from cases before the ICTR 

that involved incitement to violence, war crimes and genocide.2193 Propa-

ganda that is supportive of one party to the conflict is insufficient in itself to 

justify its destruction, however.2194 The implication of this conclusion is that 

propaganda activities in an armed conflict that incite international crimes, 

thus furthering and perpetuating violations of IHL and ICL, might be suffi-

cient to meet the criteria of a military objective. The advantage gained in at-

tacking military objectives connected with such propaganda could poten-

tially be upholding the international obligations to prevent international 

crimes2195 and to ensure respect for IHL.2196 This again is interesting in high-

lighting the importance of the content of the propaganda activities in deter-

mining whether the infrastructure facilitating its dissemination can be tar-

geted. However, it is an extreme measure that is very much open to abuse 

and should therefore be viewed with caution. 

 

The conclusion of the ICTY, which relied on NATO’s justification that the 

attack on the RTS building was part of an integrated attack to disable the 

Serbian military command and control system and that propaganda purposes 

were incidental to this, was subsequently questioned.2197 The ICTY Report it-

self indicates some scepticism of this in noting that NATO recognised that 

broadcasting by the RTS building would only be interrupted for a brief pe-

riod and that there were other means to access the content of broadcasting 

even during this interruption.2198 The incidental propaganda purposes also 

give some indication that propaganda can be integrated into the conduct of 

 
2191 Ibid. 
2192 Ibid. 
2193 Ibid. 
2194 Ibid. The ICTY Report relies on the Nuremberg IMT Judgment, 1946, 525-527, that the 

defendant Hans Fritzsche’s propaganda activities were aimed at building support for the Nazi 

government and the German war effort, rather than incitement to atrocities. 
2195 GCI, Article 49; GCII, Article 50; GCIII, Article 129; GCIV, Article 146; API, Article 

87; and Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume 

I: Rules, 2005, Rule 158 (Prosecution of War Crimes). See also Genocide Convention 1948, 

Article 1. 
2196 See further Chapter 3.2.3. 
2197 Other controversial aspects with this review was the high civilian casualties. See further 

para. 77. See also Amnesty International, ‘Federal Republic of Yugoslavia (FRY) /NATO: 

“Collateral damage” or unlawful killings? Violations of the Laws of War by NATO during 

Operation Allied Force’, EUR 70/018/2000, 5 June 2000. 
2198 ICTY, Final Report on NATO Bombing Campaign, 2000, para. 78. 
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hostilities and could thus be targeted.2199 The report indicates, however, that 

if this ever were to be the case, then the content of the propaganda would 

need to be more than simply support and morale building and must offer a 

more concrete advantage, such as preventing the dissemination of incitement 

to violence or international crimes. 

 

A more recent example is provided by the conflict against ISIS in Iraq in 

2016, where the Iraqi Armed Forces bombed a radio station that was con-

trolled by ISIS and broadcasting propaganda material from Mosul.2200 The 

main justification for the attack was that the radio station was used as a re-

cruitment tool for the group. ISIS indicated that they had control over the 

content of the broadcasts, and there is some suggestion that the director of 

the radio station and potentially other civilians involved were forced to en-

gage in these activities. 

 

The impact of the propaganda materials on increasing recruitment is cer-

tainly questionable and difficult to measure. It is noteworthy that the audi-

ence of the intended propaganda appears to have largely been the population 

within Mosul, which ISIS controlled at the time. Thus, the propaganda 

would have had limited impact beyond this area, and this population was al-

ready subject to other forceful measures of recruitment and support for the 

group, making any effect of the propaganda difficult to measure. Some con-

tent was broadcast in other languages and appeared to be aimed at foreign 

fighters already within the group.2201 The effective contribution of the radio 

station was therefore very questionable. 

 

Whilst cutting off the source of recruitment for the group would have offered 

a military advantage to the Iraqi forces if ISIS was unable to continue sus-

tained fighting due to depletion of its forces, this is a rather long-term effect 

and thus does not appear to meet the criterion of a direct military advantage 

to be gained.2202 The fact that the radio station broadcast messages in support 

of the group is insufficient in itself to justify the attack, possibly unless this 

 
2199 Ibid. 
2200 ‘“ISIS” Al-Bayan Radio Station in Mosul is Bombed Into Silence by Iraqi Jets’, NBC 

News, 3 October 2016, <https://www.nbcnews.com/storyline/isis-terror/isis-al-bayan-radio-

station-mosul-bombed-silence-iraqi-jets-n658521> (‘NBC News, ‘“ISIS” Al-Bayan Radio 

Station in Mosul is Bombed Into Silence by Iraqi Jets’, 3 October 2016’). 
2201 Leo Hornak, ‘Thanks for listening to ISIS radio in English’, The World, 22 April 2015, 

<https://theworld.org/stories/2015-04-22/thanks-listening-isis-radio-english>. 
2202 See, in contrast Till Patrik Holterhus, ‘Targeting the Islamic State’s Religious Personnel 

Under International Humanitarian Law’, in Terry Gill, Tim McCormack, Robin Geiß, Heike 

Krieger, and Christophe Paulussen (eds), Yearbook of International Humanitarian Law 2017: 

Volume 20 (The Hague, T.M.C. Asser Press, 2019) (‘Holterhus, ‘Targeting the Islamic State’s 

Religious Personnel Under International Humanitarian Law’, 2019’), 199-228. 
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content amounted to incitement to violence, breaches of IHL or international 

crimes.2203 Within Mosul, alternative radio stations sprang up to broadcast 

perspectives and positions other than those of ISIS.2204 This also brings into 

question any military advantage that could be gained in targeting the broad-

casting station in the first place. 

 

There was some suggestion that the radio broadcasts were used to incite vio-

lence and possibly to spread terror, as noted in reports relating to the at-

tack.2205 If this were established, the opposing party would be obligated to ad-

dress such actions,2206 which could potentially include targeting among other 

measures if the legal requirements could be met. However, the use of the 

broadcasts for recruitment was the main reason given in statements on why 

the station was attacked. As such, it is questionable whether this constituted 

a military objective. 

10.8.2 Members of the parties to the armed conflict engaged in 

propaganda activities 

 

There is a critical difference in the targeting of propaganda personnel be-

tween IACs and NIACs. In IACs, combatants have the right to directly par-

ticipate in hostilities and can be targeted, subject to the other rules of IHL.2207 

Medical and religious personnel are explicitly excluded from the definition 

of combatants and are in fact protected under other provisions of IHL.2208 

Military personnel who have surrendered or are hors de combat by reason of 

 
2203 Further legal questions would need to be answered before the legality of any such attack 

could be conducted, however. See, for example, API, Articles 35 and 57. 
2204 William Booth and Aaso Ameen Shwan, ‘Talk radio station broadcasts emotional voices 

of Iraqis trapped by ISIS in Mosul’, Washington Post, 17 November 2016, 

<https://www.washingtonpost.com/world/middle_east/a-talk-radio-station-broadcasts-emo-

tional-calls-from-iraqis-trapped-in-mosul/2016/11/17/c772c492-a522-11e6-ba46-

53db57f0e351_story.html>. 
2205 NBC News, ‘“ISIS” Al-Bayan Radio Station in Mosul is Bombed Into Silence by Iraqi 

Jets’, 3 October 2016. 
2206 See further Chapters 6.1 and 6.2. 
2207 API, Article 43(2). 
2208 GCI, Articles 24-26; GCII, Article 36; GCIV, Article 20; API, Article 15(1); and APII, 

Article 9(1). See further Common Article 3 to the GCs, and Henckaerts and Doswald-Beck, 

Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 25 (Medical Per-

sonnel) and Rule 27 (Religious Personnel). See also API, Article 67. 
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sickness, injury or being shipwrecked or POWs are also protected.2209 Other 

military personnel in IACs can be targeted.2210 

 

Military personnel of regularly constituted armed forces of the State in-

volved in psychological, information or other operations that might be de-

scribed as propaganda activities could generally be subject to targeting. This 

follows from the fact that they are part of the regular armed forces of a party 

to the conflict under a command responsible to that party for the conduct of 

its subordinates in accordance with Article 43(1) API.2211 Their membership 

in the armed forces will be governed by domestic law, and in their role, they 

engage in the conduct of hostilities through the planning of operations and 

military actions as described in military doctrine related to these func-

tions.2212 Such personnel would also likely work from military bases together 

with others directly engaged in the hostilities, are required to distinguish 

themselves in accordance with IHL,2213 and could where required be engaged 

in active hostilities. What is critical to differentiate in this is that targeting of 

such individuals is based on their role as members of the armed forces, 

which is inherently military and thereby effectively contributing to the abil-

ity of the State to conduct hostilities. It is not due to their specific function as 

producing propaganda or conduct.2214 Any targeting would be subject to fur-

ther rules of IHL and would need to take into account exceptions to this rule, 

such as situations of wounds, sickness, injury or surrender.2215 

 

Whether members of non-State armed groups who engage in propaganda ac-

tivities are targetable requires a slightly different analysis.2216 In 2009, the 

ICRC published interpretive guidance on the notion of direct participation in 

 
2209 GCI, Articles 12 and 13; GCII, Articles 12, 13; GCIII, Articles 4, 13 and 14; and API, Ar-

ticles 10, 11 and 41. 
2210 See further Emily Crawford, Identifying the Enemy: Civilian Participation in Armed Con-

flict (Oxford, Oxford University Press, 2015) (‘Crawford, Identifying the Enemy, 2015’), 17-

21. 
2211 See also 2017 Commentary to GCII, Common Article 3, para. 554. See further ICRC, 

DPH Guidance, 2009, 25 and 30-31. 
2212 See, for example, NATO ‘Allied Joint Doctrine for Psychological Operations’, 2014, 

para. 0115 (input to joint targeting), 0204 (planning). 
2213 GCIII, Article 4A(1) and (2); and API, Articles 43(1) and 44(3). See further Henckaerts 

and Doswald-Beck, Customary International Humanitarian Law, Volume I: Rules, 2005, Rule 

4 (Definition of Armed Forces) and Rule 3 (Definition of Combatants). 
2214 ICRC, DPH Guidance, 2009, 25. 
2215 GCI, Articles 12 and 13; GCII, Articles 12, 13; GCIII, Articles 4, 13 and 14; and API, Ar-

ticles 10, 11 and 41 
2216 See further Sivakumaran, The Law of Non-International Armed Conflicts, 2012, 359-362 

for discussion on the status of members of armed groups. 
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hostilities that has proved controversial in both academic and military cir-

cles.2217 According to the ICRC guidance, an organised armed group in NI-

ACs refers exclusively to the armed or military wing of the group, as in the 

functional sense of armed forces.2218 It does not relate to supportive segments 

of the civilian population, such as humanitarian or political wings.2219 Mem-

bership in the functional military in this sense relates to the ‘continuous 

function assumed by an individual…that corresponds to that collectively ex-

ercised by the group as a whole, namely the conduct of hostilities on behalf 

of a non-State party to the conflict’.2220 Examples given in the interpretive 

guidance include the preparation, execution or command of acts of opera-

tions amounting to direct participation in hostilities.2221 Propagandists are ex-

plicitly included in the list of civilian support functions that do not constitute 

direct participation in hostilities unless their additional activities constitute 

direct participation.2222 As such, where members of the armed group carry 

out functions that are akin to members of State armed forces working on in-

formation, psychological or other aspects of operations in a comparable fash-

ion (i.e. where this forms part of the planning and execution of operations), 

such individuals could be described as having a continuous combat function. 

Such individuals would be integral in the fighting function of the group, with 

the potential to carry out other functions that would firmly be described as 

direct participation in hostilities, in contrast to civilian support functions. 

The updated Commentary to Common Article 3 similarly takes a limited 

perspective of non-combatant functions within State armed forces as tradi-

tionally consisting of medical and religious personnel,2223 further indicating 

that military personnel engaged in the production of propaganda could be 

subject to targeting.2224 

 

In the conflicts against ISIS, numerous individuals involved in the produc-

tion of propaganda were killed. In August 2016, the U.S.-led coalition 

 
2217 See Schmitt, ‘Deconstructing Direct Participation in Hostilities’, 2010. See further Nils 

Melzer, ‘Keeping the Balance between Military Necessity and Humanity: A Response to Four 

Critiques of the ICRC’s Interpretive Guidance on the Notion of Direct Participation in Hostili-

ties’, New York University Journal of International Law and Politics, Volume 42, No. 3, 

Spring 2010, 831-916 (‘Melzer, ‘A Response to Four Critiques of the ICRC’s Interpretive 

Guidance on the Notion of Direct Participation in Hostilities’, 2010’). For a detail analysis of 

this guidance, the history of the concept and international and domestic court judgmenet relat-

ing to it see Crawford, Identifying the Enemy, 2015, 48-92. 
2218 ICRC, DPH Guidance, 2009, 32. 
2219 Ibid. See further 33. 
2220 Ibid., 33. 
2221 Ibid., 34. See further 35. 
2222 Ibid. 
2223 See also Henckaerts and Doswald-Beck, Customary International Humanitarian Law, 

Volume I: Rules, 2005, Rule 3 (Definition of Combatants). 
2224 2017 Commentary to 2017, Common Article 3, para. 555. 
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fighting against ISIS in Iraq killed ISIS’s spokesperson, whom the coalition 

claimed was involved in the ‘plotting and inspiring external terror attacks’ 

and described as the group’s ‘chief propagandist’.2225 In September 2016, the 

group’s ‘minister of information’, a senior leader responsible for overseeing 

the production of propaganda materials, was killed.2226 Both were described 

as members of ISIS’s Senior Shura Council, and the production of propa-

ganda materials was referenced in the justifications for both attacks. How-

ever, the press release from September 2016 further added that ‘[t]he re-

moval of ISIL’s senior leaders degrades its ability to retain territory, and its 

ability to plan, finance, and direct attacks inside and outside of the re-

gion’.2227 The implication in this statement is that these individuals were in-

volved in the planning and directing of attacks as members of the senior 

leadership. It is noteworthy that it is not sufficient to justify the killing of in-

dividuals based solely on their role in the production of propaganda.2228 

10.8.3 Could engaging in propaganda activities constitute direct 

participation in hostilities? 

 

Individuals who do not fulfil a continuous combat function may produce 

propaganda for or on behalf of the parties to the armed conflict. Whether 

such individuals could be classified as directly participating requires further 

analysis. This analysis is relevant in determining whether civilian assistance 

in propaganda activities in IACs and NIACs could be considered direct par-

 
2225 See U.S. Department of Defense, ‘Statement from Pentagon Press Secretary Peter Cook 

on Strike Against ISIL Senior Leader’, 12 September 2016, <https://www.defense.gov/News-

room/Releases/Release/Article/941733/statement-from-pentagon-press-secretary-peter-cook-

on-strike-against-isil-senio/> (‘U.S. Department of Defense, ‘Statement on Strike Against 

ISIL Senior Leader’, 12 September 2016’). 
2226 See U.S. Department of Defense, ‘Statement from Pentagon Press Secretary Peter Cook 

on Airstrike Against ISIL Senior Leader’, 16 September 2016, <https://www.de-

fense.gov/Newsroom/Releases/Release/Article/946983/statement-from-pentagon-press-secre-

tary-peter-cook-on-airstrike-against-isil-se/source/GovDelivery/#.V9xG3AXU5i0.twitter>. 
2227 U.S. Department of Defense, ‘Statement on Strike Against ISIL Senior Leader’, 12 Sep-

tember 2016 also implied that the individual was targeted for their responsibility in ‘military 

planning’. 
2228 See further Holterhus, ‘Targeting the Islamic State’s Religious Personnel Under Interna-

tional Humanitarian Law’, 2019 argues that ISIS chaplains who are formally integrated into 

the organised armed group who also perform functions of religious propaganda and recruiting 

could be targeted based on direct participation in hostilities. 
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ticipation in hostilities and thus result in those individuals losing their pro-

tection under IHL.2229 The concept is by no means settled or easily applied in 

practical settings and is still subject to development.2230  

 

The ICRC guidance noted above is not law, and although it is still controver-

sial how the criteria identified should be applied, the criteria themselves are 

generally accepted.2231 The criteria identified by the ICRC for determining 

acts that constitute direct participation are as follows: 

 

1. The act must be likely to adversely affect the military operations or 

military capacity of a party to an armed conflict or, alternatively, to 

inflict death, injury, or destruction on persons or objects protected 

against direct attack (threshold of harm); 

 
2229 See further Common Article 3(1) to the GCs; API, Article 51(3); and APII, Articles 4(1) 

and 13(3). Note that whilst the different treaty provisions here sometimes refer to ‘active’ ra-

ther than ‘direct’ participation in hostilities, the 2017 Commentary to GCII, Common Article 

3, para. 547 states that has been ‘widely accepted’ that these terms refer to the same concept. 

Henckaerts and Doswald-Beck, Customary International Humanitarian Law, Volume I: 

Rules, 2005, Rule 6 (Civilians’ Loss of Protection from Attack) refers to ‘direct’ participation 

in hostilities. 
2230 See, for example, debate in Kenneth Watkin, ‘Opportunity Lost: Organized Armed 

Groups and the ICRC Direct Participation in Hostilities Interpretive Guidance’, New York 

University Journal of International Law and Politics, Volume 42, No. 3, Spring 2010, 641-

695; Schmitt, ‘Deconstructing Direct Participation in Hostilities’, 2010; William H. Boothby, 

‘And for Such Time As: the Time Dimension to Direct Participation in Hostilities’, New York 

University Journal of International Law and Politics, 741-768; W. Hays Parks, ‘Part IX of the 

ICRC Direct Participation in Hostilities: No Mandate, No Expertise, and Legally Incorrect’, 

New York University Journal of International Law and Politics, Volume 42, No. 3, Spring 

2010, 769-830; and Melzer, ‘A Response to Four Critiques of the ICRC’s Interpretive Guid-

ance on the Notion of Direct Participation in Hostilities’, 2010. See also Crawford, Identifying 

the Enemy, 2015), 120-125 on controversies in practice in implementing targeting policies for 

direct participation in hostilities. 
2231 See summary in David Wallace, Shane Reeves and Trent Powell, ‘Direct Participation in 

Hostilities in the Age of Cyber: Exploring the Fault Lines’, Havard National Security Journal, 

Volume 12, Issue 1, 2021,164-197 (‘Wallace, Reeve and Powell, ‘Direct Participation in 

Hostilities in the Age of Cyber’, 2021’), 183-185. See also UK Ministry of Defence, The Joint 

Service Manual of the Law of Armed Conflict, Joint Service Publication 383, 2004, 54, para. 

5.3.3. See further U.S. Law of War Manual, updated December 2016, 218, 5.8.3 which 

includes a similar analysis of direct participation in hostilities, but considers that not all 

constitutive elements needs to be present to determine direct participation; Cynthia Marshall, 

‘Civilians with Skin in the Game: The Law of War Manual’s Rejection of the ICRC Guidance 

on Direct Participation in Hostilities’, Military Law Review, Volume 225, Issue 2, 2017, 259-

288; and Alessandro Silvestri, ‘Direct Participation in Hostilities: Between a Rock and a Hard 

Place’, Perth International Law Journal, Volume 4, 2019, 13-20. Crawford, Identifying the 

Enemy, 2015), 90, however, notes ‘the manifold ways in which persons may directly and indi-

rectly participate in hostilities, and given the degree of subjective intent that would need to be 

inferred in a number of these situations, it seems unlikely that a definitive outline of DPH 

could ever be achieved’. 
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2. There must be a direct causal link between the act and the harm 

likely to result either from the act or from a coordinated military op-

eration of which that act constitutes an integral part (direct causa-

tion); and 

3. The act must be specifically designed to directly cause the threshold 

of harm in support of a party to the conflict and to the detriment of 

another (belligerent nexus).2232 

These criteria will be considered in turn in relation to propaganda functions.  

10.8.3.1 Threshold of harm 

The harm anticipated in the first criterion relates to harm of a specifically 

military nature or inflicting death, injury, or destruction on persons or ob-

jects protected against direct attack. This is the least controversial of the 

three criteria identified in the ICRC’s guidance.2233 Acts included in the 

ICRC guidance as having a specific military nature include: 

 

beyond the killing and wounding of military personnel and the causa-

tion of physical or functional damage to military objects, the military 

operations or military capacity of a party to the conflict…adversely af-

fected by sabotage and other armed or unarmed activities restricting or 

disturbing deployments, logistics and communications…capturing or 

otherwise establishing or exercising control over military personnel, 

objects and territory to the detriment of the adversary…denying the ad-

versary the military use of certain objects, equipment and territory… 

electronic interference with military computer networks could also suf-

fice, whether through computer network attacks (CNA) or computer 

network exploitation (CNE)… as well as wiretapping the adversary’s 

high command or transmitting tactical targeting information for an at-

tack.2234 

 

The actual or potential adverse impact of propaganda on military operations 

or military capacity is difficult to measure. That said, the content of the par-

ticular messaging could play a role in determining this. For example, where 

propaganda is aimed towards the enemy’s personnel with the aim of increas-

ing defections or for them to turn against their commanders with violence, it 

could be described as having a specific military nature. Misinformation as 

 
2232 ICRC, DPH Guidance, 2009, 46. 
2233 Kai Ambos, Treatise on International Criminal Law - Volume II: The Crimes and Sen-

tencing (Oxford, Oxford University, 2014), 156-157. See also ICTY, Prosecutor v. Strugar, 

Appeals Judgment, 2008, paras. 172-177. 
2234 ICRC, DPH Guidance, 2009, 48. See also Chapter 9. 
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ruses of war would clearly fall into this category also.2235 Such examples are 

likely to be limited and difficult to establish, however. 

10.8.3.2 Direct causation 

The causal link between the act anticipated and the harm to the adversary 

must be direct.2236 The interpretation of this element remains controversial.2237 

The guidance notes that this would be fulfilled where the act constitutes an 

integral part of a concrete and coordinated tactical operation that directly 

causes harm.2238 Where military harm is caused, the fact that there is no re-

sulting death, injury or damage does not change the nature of the act as con-

stituting part of the hostilities.2239 

 

The direct causation of propaganda activities can be extremely difficult to 

measure on its own. Propaganda activities may be conducted in combination 

with other functions as part of a coordinated attack, for example, by spread-

ing misinformation to enemy fighters as a ruse of war followed by kinetic 

engagement.2240 In such circumstances, direct causation would possibly be 

easier to quantify but would still need to be established to lose the protection 

against attack.  

 

One example of this is the practice attributed to non-State armed groups in 

the conflict in eastern Ukraine of sending messages to the families of sol-

diers stating ‘your son is killed in action’. The messages often prompted 

families to call or text their soldiers. These efforts were followed by artillery 

strikes directed at locations in the area of active hostilities where concen-

trated mobile telephone activity was detected.2241 The use of this type of mes-

sage potentially exposes the civilian family member to trauma amounting to 

 
2235 See further Chapter 10.5.3. 
2236 The rigid application of this criterion is one of the more controversial aspects of the 

ICRC’s guidance, but has been relied on in later doctrinal publications. See, for example, 

Schmitt, Tallinn Manual 2.0, 2017, 429-430. See also ICTY, Prosecutor v. Strugar, Appeals 

Judgment, 2008, para. 178 emphasising requirement that acts are ‘intended to cause actual 

harm’. 
2237 See further Wallace, Reeve and Powell, ‘Direct Participation in Hostilities in the Age of 

Cyber’, 2021, 193-194. See also Francis Grimal and Michael J. Pollard, ‘“Embodied AI” and 

the Direct Participation in Hostilities: A Legal Analysis’, Georgetown Journal of International 

Law, Volume 51, No. 3, 2020, 513-564, 531-533. 
2238 ICRC, DPH Guidance, 2009, 55. 
2239 Ibid., 49. 
2240 This could also include where measures blocking information, such as via the internet, ra-

dio or television are used prior to other kinetic measures. See further Chapter 9.7. 
2241 Daniel Brown, ‘Russian-backed separatists are using terrifying text messages to shock ad-

versaries — and it's changing the face of warfare’, Business Insider, 14 August 2018, 

<https://www.businessinsider.com/russians-use-creepy-text-messages-scare-ukrainians-

changing-warfare-2018-8?r=US&IR=T>. 
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cruel or inhuman treatment and is therefore not necessarily lawful2242 but il-

lustrates how particular information activities can be coordinated with ki-

netic measures.2243 

 

Cases before international criminal tribunals have established the causal link 

between propaganda and harm. One of the most infamous examples of these 

cases was the use of radio and other means of expression to spread propa-

ganda as part of the genocide in Rwanda.2244 In the Media Case, the effect of 

the messaging by the accused through radio and newspaper publications was 

described as ‘a deadly impact’; ‘the killing of Tutsi civilians can be said to 

have resulted, at least in part, from the message of ethnic targeting for death’ 

that was ‘clearly and effectively disseminated’.2245 Direct causation was es-

tablished between the words and deeds of the accused newspaper editor and 

radio executive and ‘the deaths of thousands of innocent people’.2246 Empha-

sis was placed on the context and cultural understandings of the broadcasts 

and publications.2247 

 

Direct causation in this context is said to mean that the harm in question 

should be brought about in one causal step.2248 The ICRC therefore classifies 

political propaganda and ‘media activities supporting the general war effort’ 

as war-sustaining activities that do not have a sufficient direct casual effect 

to constitute the conduct of hostilities.2249 Building or maintaining the capac-

ity of a party to the conflict to harm its adversary is therefore also ex-

cluded.2250 This would cover a great deal of propaganda activities, particu-

larly those conducted by the parties to the conflict aimed towards internal or 

domestic audiences, such as efforts to promote the achievements of the party 

 
2242 See further Winther, International Humanitarian Law and Influence Operations, 2019, 

270-295. 
2243 See further Chapter 9.7. 
2244 ICTR, Prosecutor v. Nahimana et al. (The Media Case), Trial Chamber Judgment, 2003, 

and ICTR, Nahimana et al. (The Media Case) v. Prosecutor, Appeal Judgment, 2007. See fur-

ther Susan Benesch, ‘The ghost of causation in international speech crime cases’ in Predrag 

Dojcinovic (ed.), Propaganda, War Crimes Trials and International Law: From Speakers’ 

Corner to War Crimes (London, Routledge, 2012), 314-329. See also Mohamed Elewa Badar, 

‘The Road to Genocide: The Propaganda Machine of the Self-declared Islamic State (is)’, In-

ternational Criminal Law Review, Volume 16, No. 3, 2016, 361-411. 
2245 ICTR, Prosecutor v. Nahimana et al. (The Media Case), Trial Chamber Judgment, 2003, 

para. 953. See further Gordon, Atrocity Speech Law, 2017, 55-56. 
2246 Ibid., paras. 1099, 1101. 
2247 See, for example, ibid., paras. 152-153, 172, 183-184, 211, 217, 225, 299-300, 345, 362, 

372, 406-407, 416, 424, 469-470, 481, 484. 
2248 ICRC, DPH Guidance, 2009, 53. 
2249 Ibid. 
2250 Ibid. 
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to the conflict within the population under its control and contribute to popu-

lar support of the war effort. Such activities would not fit the direct causation 

criteria and thus would be excluded from the definition of direct participa-

tion and the conduct of hostilities.2251 This is particularly significant in con-

sidering attacks against television, radio and internet broadcasting.2252 

 

An example of this can also be seen in the ICC’s jurisprudence. In Prosecu-

tor v. Callixte Mbarushimana, the Prosecution sought to bring charges 

against Mr Mbarushimana for having contributed to the war crimes and 

crimes against humanity conducted by the Democratic Forces for the Libera-

tion of Rwanda (‘FDLR’) in the Democratic Republic of Congo (‘DRC’).2253 

It was the Prosecution’s case that the suspect issued several press releases on 

behalf of the organisation in the aftermath of operations that systematically 

denied any responsibility of the group and, in some instances, blamed other 

armed parties to the conflict, despite having full knowledge of the attacks 

perpetrated by the FDLR against the civilian population.2254 The Majority of 

Pre-Trial Chamber I did not confirm the charges, as the alleged contributions 

suggested that there was no link between Mr Mbarushimana’s conduct and 

the alleged crimes of the FDLR and, as such, that he had not contributed to 

the commission of the crimes.2255 

 

The Court considered that there were substantial grounds to believe that 

throughout 2009 and at all times relevant to the charges, the suspect acted as 

the FDLR’s Executive Secretary and in this capacity issued press releases on 

 
2251 See also Katz, ‘Liar’s war: Protecting civilians from disinformation during armed con-

flict’, 2020, 667-668. 
2252 See Chapter 10.8.1. 
2253 ICC, Prosecutor v. Callixte Mbarushimana, Case No. ICC-01/04-01/10, Pre-Trial Cham-

ber I, Decision on the confirmation of charges, ICC-01/04-01/10-465-Red, 16 December 2011 

(‘ICC, Prosecutor v. Callixte Mbarushimana, Decision on the confirmation of charges, 

2011’), paras. 1-5, 6-8. See further paras. 104-107. 
2254 Ibid., para. 8. Charges were brought against the suspect under ICC Statute 1998, Article 

25(3)(d), which requires that the person intentionally contributes to the commission or at-

tempted commission of a crime by a group of persons acting with a common purpose either 

with the aim of furthering the criminal activity or criminal purpose of the group, or with the 

knowledge of the intention of the group to commit the crime. This mode of responsibility is a 

copy of the International Convention for the Suppression of Terrorist Bombings 1997, 2149 

UNTS 256, Article 2(4)(c) and has been described as objectively the lowest threshold of the 

different modes of responsibility included in ICC Statute 1998, Article 25. See further in Kai 

Ambos, ‘Article 25: Individual criminal responsibility’, in Otto Triffterer and Kai Ambos 

(eds.), The Rome Statute of the International Criminal Court: A Commentary (3rd ed., Mün-

chen, C.H. Beck, 2016), 979-1029, 1010-1015. At ICC, Prosecutor v. Callixte Mba-

rushimana, Decision on the confirmation of charges, 2011, para. 283, the Court describes 

ICC, Article 25(3)(d) as ‘residual’ in nature. 
2255 Ibid., para. 292. See further paras. 293-339. 
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behalf of the group and spoke to journalists on the position of the group re-

lating to the situation in the DRC.2256 In the decision, the Majority noted that 

there was no suggestion that the suspect was bestowed with any power to ex-

ercise authority over FDLR commanders and soldiers on the ground. He was 

based in Paris, and the nature of his tasks, which were limited to issues con-

cerning the external relationship of the FDLR with the media and wider 

world, ‘made it apparent that there was no link between him and FDLR sol-

diers and troops’.2257 There was insufficient evidence to suggest that the sus-

pect contributed to any plan of attacking civilians by agreeing to conduct an 

international media campaign in support of it.2258 This evidence included 

documents referring to a media campaign to permanently ‘demonise’ the en-

emy that also included details of a diplomatic strategy of insisting on a 

peaceful solution.2259 This suggests that there could be situations where me-

dia campaigns or other propaganda activities could be included as substan-

tially contributing to the conduct of hostilities, such as where they incite, en-

courage or excuse violations of IHL and international crimes during armed 

conflict or where they are conducted as a coordinated effort with other mili-

tary activities against the adversary.2260  

 

The Prosecution alleged that the suspect contributed to the commission of 

crimes by the FDLR by encouraging the troops on the ground through his 

press releases and speeches.2261 The evidence submitted was found not to 

support these allegations.2262 A significant factor in this finding was that the 

press releases were intended for the international community and did not 

have an impact on the troops on the ground, who were not encouraged to lis-

ten to the radio or read the press releases.2263 This supports the points high-

lighted above that not only the content but also the intended audience are 

 
2256 Ibid., paras. 295-296. 
2257 Ibid., para. 297. See further para. 298. 
2258 Ibid., para. 299. 
2259 Ibid., paras. 301-302. See also paras. 304, 307 and 309-310. 
2260 Whilst the Pre-Trial Chamber’s Decision on the Confirmation of Charges was not over-

turned on appeal, the Appeals Chamber did note irregularities with the Decision Granting 

Leave to Appeal in which some of the suspect’s contributions were described as being found 

to be ‘insignificant’, but not specifying which contributions this related to. The doubts and 

discrepancies highlighted in this are indications of the difficulties in determining the effective 

contribution of propaganda activities in armed conflict. See Prosecutor v. Callixte Mba-

rushimana, Case No. ICC-01/04-01/10 OA 4, Appeals Chamber, Judgment on the appeal of 

the Prosecutor against the decision of Pre-Trial Chamber I of 16 December 2011 entitled ‘De-

cision on the confirmation of charges’, ICC-01/04-01/10-514, 30 May 2012, paras. 51-69. 
2261 ICC, Prosecutor v. Callixte Mbarushimana, Decision on the confirmation of charges, 

2011, para. 321. See further Chapter 3.3.1. 
2262 Ibid., paras. 322-328 and 339. 
2263 Ibid., paras. 322-328. 
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factors to consider in determining the effective contribution or threshold of 

harm. 

 

Judge Sanji Mmasenono Monageng issued a dissenting opinion to the Ma-

jority’s findings. Judge Monageng highlighted that whilst he did not disagree 

with the legal findings of the Majority, he differed in his conclusions on the 

evidence and considered that the media campaign had been part of the com-

mon plan by the group to conduct crimes against humanity.2264 Judge Mon-

ageng’s dissent includes an interesting analysis of the judgment in the case 

of Hans Fritzsche by the International Military Tribunal for the Trial of Ger-

man Major War Criminals.2265 Fritzsche held a senior position at the Nazi 

Ministry of Propaganda and was accused of supporting, encouraging and in-

citing others to commit international crimes. Judge Monageng highlighted 

that there had been insufficient evidence that Fritzsche had control of the 

content of his statements or knew what he was saying was false, unlike the 

case at hand.2266 Judge Monageng also considered that the evidence submit-

ted against Mr Mbarushimana indicated the presence of a de facto functional 

and operating reporting mechanism between FLDR members in the field and 

the suspect in Europe and some evidence of a de jure reporting structure.2267  

 

A significant difference in these cases where charges or prosecutions have 

been brought against individuals for their involvement in propaganda activi-

ties is that the focus is on individual criminal responsibility. Whilst this nec-

essarily involved analysing the impact of the propaganda activities on the 

conduct of hostilities to determine which, if any, international crimes they 

may have contributed to or incited, this is rarely the factor that resulted in the 

finding of guilt or otherwise in the cases. Nonetheless, the jurisprudence is 

useful in demonstrating the use of such activities in armed conflict by the 

parties as both a means of denying allegations of breaches of IHL and ICL 

and influencing the views of others.2268 In doing so, it offers a more nuanced 

consideration of when propaganda activities might reach a sufficient level to 

be considered as directly participating in hostilities. 

10.8.3.3 Belligerent nexus 

The final criterion of belligerent nexus is also important from a freedom of 

expression perspective. Acts qualifying as direct participation must also be 

 
2264 Ibid., Dissenting opinion of Judge Sanji Mmasenono Monageng, para. 76. 
2265 Nuremberg IMT Judgment, 1946, 525-527. 
2266 ICC, Prosecutor v. Callixte Mbarushimana, Decision on the confirmation of charges, 

2011, Dissenting opinion of Judge Sanji Mmasenono Monageng, para. 110. The Judge also 

highlighted controversies surrounding the judgment of Fritzsche in this. 
2267 Ibid., Dissenting opinion of Judge Sanji Mmasenono Monageng, para. 124. 
2268 See further Katz, ‘Liar’s war: Protecting civilians from disinformation during armed con-

flict’, 2020, 671-674. 
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done in support of a party to the conflict and to the detriment of the other. 

This is also one of the less controversial aspects of the ICRC’s guidance on 

direct participation.2269 

 

The belligerent nexus relates to the objective purpose of the act expressed 

through the design of the act, not the subjective intent of the individual.2270 

As such, those forcibly recruited to the armed group lose their protection if 

they carry out acts that meet the threshold of harm and direct causation re-

quirement on behalf of the group, even if they do not do so according to their 

own decision to join the group and engage in such conduct.2271 This is an im-

portant feature distinguishing members of the armed group involved in the 

planning and coordinating of propaganda activities with the conduct of hos-

tilities on behalf of the group from private individuals who either voluntarily 

or involuntarily share information and ideas or express themselves in support 

of the group on a general level. The key element is that the support should be 

designed to directly cause the required threshold of harm to the other 

party.2272 

 

There are many examples of the exercise of freedom of expression that could 

be described as being in support of a party to the conflict that fit within the 

broad description of propaganda activities. This could include promoting the 

party’s ideology either through sharing information pertaining to this ideol-

ogy or expressing opinions of agreement with this ideology, sharing infor-

mation related to recent engagements between the parties in which the non-

State group was victorious, sharing information on alleged breaches of IHL 

and IHRL standards by the enemy or even sharing general criticism of the 

enemy. Clearly not all will meet the first two criteria of the threshold of 

harm or direct causation necessary to constitute direct participation in hostil-

ities. Nor are many likely to cause detriment to the other side.2273 

 

Indirect censorship of journalists resulting in content sympathetic towards a 

party to the conflict and against the enemy would similarly not constitute di-

rect participation. Such acts would be too remote in the harm to the adver-

sary and unlikely to meet the requirement of direct causation in the first 

place. Where journalists or other individuals personally sympathise with the 

group’s positions and actions and voluntarily share information with the gen-

 
2269 See, for example, Schmitt, Tallinn Manual 2.0, 2017, 429-430. See also ICTY, Prosecu-

tor v. Strugar, Appeals Judgment, 2008, para. 178. 
2270 ICRC, DPH Guidance, 2009, 59. 
2271 Ibid., 60. 
2272 Ibid., 64. 
2273 Sivakumaran, The Law of Non-International Armed Conflicts, 2012, 364-365. 
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eral public and views in support of the group under no direction or instruc-

tion of the group, such actions would also fail to qualify as direct participa-

tion in hostilities due to an insufficient belligerent connection. Indeed, such 

actions are simply examples of the exercise of freedom of expression in 

armed conflict. 

 

In the consideration of what qualifies as direct participation in hostilities, the 

Israeli Supreme Court sitting as the High Court of Justice came to the same 

conclusion that a person who distributes propaganda supporting ‘unlawful 

combatants’ is not directly participating in hostilities.2274 In Prosecutor v. 

Strugar, the ICTY Appeals Chamber similarly gave expressing sympathy for 

the cause of one of the parties as an example of indirect participation that 

would not cause the individual to lose their protection against attack.2275 In 

this case, the Appeals Chamber considered that direct participation in hostili-

ties amounted to ‘acts of war which by their nature or purpose are intended 

to cause actual harm to the personnel or equipment of the enemy’s armed 

forces’.2276 The examples listed by the Appeals Chamber include acts of shar-

ing information, such as transmitting military information for the immediate 

use of a belligerent, and serving as intelligence agents, lookouts, or observ-

ers on behalf of the military forces.2277  

 

The role of ‘troll factories’ in the earlier part of the armed conflict in 

Ukraine is a useful example. These organisations were generally established 

as private companies engaged in the production of propaganda to spread dis-

information, misinformation, and other propaganda in support of both sides 

of the conflict within the area of conflict, Ukraine and Russia generally, and 

beyond. This was done primarily through social media networks, internet 

websites and other forms of traditional media and broadcasting. A large 

number operated from Russian territory. There are reports that a number of 

these were funded and/or controlled by the Russian State. The use of disin-

formation and propaganda was important in maintaining control of the terri-

tory and impacted the reputation of Ukraine among the local population and 

beyond, in addition to creating confusion about the situation. The individuals 

working for these ‘factories’ could not be considered to be directly partici-

pating in the hostilities, notwithstanding the links highlighted between these 

activities and the parties to the conflict and resulting confusion. The harm to 

the opponent was not of the type anticipated in the ICRC’s interpretive guid-

 
2274 Israel Supreme Court, Public Committee Against Torture v. The Government of Israel, 

2005, para. 35. 
2275 ICTY, Prosecutor v. Strugar, Appeals Judgment, 2008, para. 177. 
2276 Ibid., para. 178. 
2277 Ibid., para. 177. See further Chapter 6.5. 



464 

ance on direct participation in hostilities, which is largely focused on physi-

cal capabilities to engage in hostilities or violence rather than informational 

or reputational harm.2278 It would also be difficult to establish a direct causal 

link between any harm caused to the Ukrainian military and the disinfor-

mation spread by these organisations, although there may be cases where it 

can be established that they were conducted as part of a coordinated larger 

operation. Furthermore, whilst most propaganda activities might be de-

scribed as being in support of the party to the conflict, only a very few would 

be designed to harm the adversary, and as noted, the type of harm anticipated 

would be too remote to be considered part of the conduct of hostilities. 

 

As a result, other measures under IHRL to restrict the content and spread of 

this information and the activities of the individuals involved would be more 

legally sound than dynamic targeting under IHL. This is particularly the case 

where the information amounts to incitement to discrimination, hate, hostil-

ity or violence and for which criminal proceedings could be a necessary and 

proportionate response. The ICRC Interpretive Guidance notes that even 

where incitement leads to widespread violence by civilians against other ci-

vilians, it must be designed to support a party to the armed conflict in its mil-

itary confrontation with another.2279 This is most likely to occur where intra-

civilian violence is motivated by the same political disputes or ethnic hatred 

underlying the armed conflict and where it causes harm ‘of a specifically 

military nature’.2280 

10.9 Conclusions 

 

This Chapter has highlighted the complexities of the legal framework appli-

cable to propaganda activities during armed conflict. This is by no means an 

easy exercise in the first place, and as recent practice demonstrates, it is ex-

tremely challenging to address the impacts resulting from these activities. 

Whilst propaganda activities are not unlawful per se under either IHRL or 

IHL, both bodies of law regulate these activities in armed conflict situations. 

This can include requiring States and parties to the conflict to provide and 

disseminate information. There are also specific restrictions under both bod-

ies of law, notably in Articles 20 ICCPR and Article 51 GCIV. Neither Arti-

 
2278 This interpretation of harm is further supported later in the interpretive guidance in exam-

ples given of violent harm that does not have a sufficient belligerent nexus. See ICRC, DPH 

Guidance, 2009, 60. 
2279 Ibid., 63. 
2280 Ibid. 
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cle 20 ICCPR nor Article 51 GCIV defines propaganda, but it can be ascer-

tained from IHRL jurisprudence and the Commentary to GCIV that both re-

late to the dissemination of information, ideas or opinions aimed at influenc-

ing individuals’ opinions and behaviour. Article 51 GCIV can be viewed as 

complementary protection to the right to freedom of expression, as it aims to 

protect the opinions of protected persons in occupied areas by prohibiting 

propaganda aimed at securing voluntary enlistment. Any propaganda that vi-

olates or undermines the requirements of IHL would further be prohibited 

under the obligations to respect and ensure respect for IHL. The obligations 

that apply to these activities vary considerably depending on a wide range of 

factors, including the classification of the conflict, the actor undertaking the 

activities, the intended targeted audience, where the activity takes place, 

where it impacts, how it is undertaken, and — importantly — the content. 

 

Differences depending on location were also highlighted in this. The legal 

norm that takes priority depends on where the activity is aimed. This can be 

seen in the contrast between the propaganda activities of a State aimed at ci-

vilians in its own territory and those aimed solely at the enemy’s fighting 

forces during armed conflict. For the former, IHRL is significant in deter-

mining the legality of such activities and weighs heavily against States un-

duly using their influence on individuals within their jurisdiction. For the lat-

ter, IHL is most relevant in determining legality, but such activities may also 

engage the application of IHRL. Most notable in this is the norm under IHL 

that permits misinformation as a ruse of war. This is an exceptional legal ba-

sis for parties to the armed conflict to engage in this activity. States are oth-

erwise obliged under IHRL to verify the truthfulness of their statements and 

not present distorted versions of facts or pressure or interfere with the rights 

of others engaging in public debate. In contrast, the spread of false infor-

mation by individuals could still be covered by the right to freedom of ex-

pression. This is an important distinction between the norms under IHL and 

IHRL. The norms can potentially be reconciled, however, in recognising that 

IHL provides a legal basis for the spread of misinformation as a ruse of war 

that might arguably pursue the legitimate aim of national security. However, 

the actions must be carried out while taking into account the concurrently 

applicable right to freedom of expression under IHRL. This reasoning is 

similar to that adopted by the ECtHR in Hassan v. UK (2014) in reconciling 

norms on detention under GCIII and GCIV and Article 5 ECHR.2281 

 

The influence of IHRL on the implementation of the IHL norm can be seen 

in examples of ruses spread through the mainstream media being criticised. 

The spread of misinformation through the media that fails to meet the re-

quirements of a ruse would therefore constitute an unlawful interference 

 
2281 ECtHR, Hassan v. the United Kingdom, 2014, paras. 99-107. 
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with the right to freedom of expression. This is especially so where the pop-

ulation under the control of the party spreading the ruse is affected. The dis-

tinction between misinformation and disinformation is important in this re-

gard. Disinformation involves the spreading of information so as to mislead 

or confuse the facts and calls into question the obligations to respect and en-

sure respect for IHL. These techniques have also been shown to compound 

other violations of IHL and IHRL. 

 

Propaganda activities can interfere with the right to freedom of expression in 

a number of ways by removing the ‘freedom’ to form and hold an opinion or 

will of an individual and interfering with the societal dimension of the right 

by disrupting and obscuring the information environment. The impacts of 

these activities can have serious consequences not only on the exercise of 

freedom of expression but also on the exercise of other human rights. The 

obligations to protect and facilitate under IHRL are important protections 

against such harmful activities but are not always easy to balance, as seen by 

the difficulties in protecting individuals from harmful practices whilst ensur-

ing plurality in accessing information through digital means. 

 

States could therefore introduce limitations and derogations to address harm-

ful propaganda activities. Reference to the concurrently applicable IHL 

would be relevant in determining the necessity and proportionality of any 

such measures both in and outside the conflict zone, as well as whether the 

context was originally produced by a party to the armed conflict and whether 

there is evidence of violations of IHL. On the whole, however, State practice 

highlights that further efforts to facilitate freedom of expression in sharing 

other information are better suited to addressing the spread of propaganda 

than efforts to suppress information. More restrictive methods have proved 

counter-effective and may even aggravate the situation. IHRL jurisprudence 

has also highlighted that imposing liability on individuals for sharing content 

should be addressed with caution. As such, propaganda spread by the oppos-

ing party can be restricted, but it is the content of the information that is de-

terminative in whether it should be limited, not the fact that the opposing 

side is able to spread their information. The fact that individuals or media 

outlets express support or are generally perceived as supporting the other 

side is not enough in and of itself to restrict the right to freedom of expres-

sion. 

 

In situations of armed conflict, there may also be further measures that 

would be lawful as a means of addressing propaganda activities. The most 

drastic in this regard is targeting propaganda infrastructure and personnel. 

This Chapter showed that whilst generally not considered targets, there can 

be instances where propaganda personnel and infrastructure can be lawfully 
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targeted under IHL. The analysis highlights, however, that examples of this 

are very likely to be rare and controversial in any event. 

 

Determining the ‘effective contribution’ of propaganda infrastructure re-

mains difficult at best, and the ‘definite military advantage’ to be gained in 

targeting propaganda infrastructure is generally not direct enough to meet 

the definition of a military objective, even in circumstances where the mili-

tary controls all broadcasting. Practice does suggest that propaganda that in-

cites international crimes might meet the criteria of a military objective. 

IHRL interpretive guidance relating to freedom of expression can be useful 

in assessing the fundamental importance of the potential target when it 

comes to propaganda broadcasting or coordination, taking into account the 

importance of information and the ability to communicate in times of crisis. 

 

There is a critical difference in the targeting of propaganda personnel be-

tween IACs and NIACs. In IACs, combatants have the right to directly par-

ticipate in hostilities and can be targeted, subject to the other rules of IHL. 

Military personnel of regularly constituted armed forces of the State in-

volved in psychological, information or other operations that might be de-

scribed as propaganda activities could generally be subject to targeting. This 

is based on the effective contribution they make as military personnel rather 

than on their function relating to propaganda, however. Members of non-

State armed groups in a similar continuous combat function could also be 

targeted, but again this is not due to their propaganda role. This is consistent 

with recent practice, which has stressed the operative function of planning 

and directing attacks on propaganda personnel who have been targeted. 

 

The analysis also demonstrated that whilst some propaganda could be de-

scribed as resulting in harm of a specific military nature, such as that encour-

aging defections within the enemy’s forces or misinformation as a ruse of 

war, most will not. In any event, harm is difficult to establish. Informational 

or reputational harm is insufficient to meet this criterion. A direct causal link 

between the harm and propaganda is also likely to be difficult to establish on 

its own, unless combined with other actions, such as a ruse of war prior to an 

attack. ICL cases have demonstrated that this is possible, however. Propa-

ganda supporting the general war effort or building or maintaining capacity 

would therefore be excluded. The final criterion of belligerent nexus to sup-

port a party to the conflict in its military confrontation with another may also 

be difficult to establish. The ICRC Interpretive Guidance highlights that this 

is the case even in cases of incitement leading to widespread violence by ci-

vilians against other civilians. 

 

Whilst not unlawful in itself, the dangers arising from propaganda activities 

were appreciated by both the drafters of the Geneva Conventions of 1949 
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and the ICCPR, as demonstrated in the inclusion of Article 51 GCIV and Ar-

ticle 20 ICCPR. Changes in technology and the media landscape have 

changed the volume, speed and impact of these activities significantly in re-

cent conflicts. The long-term impacts of these changes on the right to free-

dom of expression have yet to be realised, and it is unclear what new dangers 

we now face. As things currently stand, it seems a balance has yet to be 

found between upholding freedom of expression and addressing these activi-

ties. 
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11 Final conclusions 

 

 

 

 

 

‘Mouse telling its tale to Alice and the creatures’, illustration drawn by John Tenniel in Al-

ice’s Adventures in Wonderland by Lewis Carroll, 1865, 29 
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It is in the nature of both armed conflict and interferences with the right to 

freedom of expression that things are hidden, silenced or manipulated. Like 

the journey through the looking glass, everything is the same but different. 

IHRL jurisprudence demonstrates that discerning what is real or not real and 

disentangling truth, myth and reality have never been easy and are made all 

the more difficult in the fog of war. A deeper normative review of the obli-

gations under these bodies of law reveals a dynamic relationship that has not 

been extensively explored previously but is becoming more apparent and im-

portant in our digitalised world. The key change is the breadth and spread 

enabled by technological advances, not necessarily the activity concerned. 

Understanding the relationship between the two bodies of law with regard to 

freedom of expression is therefore vital to ensure that standards are not 

eroded. 

 

As a legal right, freedom of expression is defined under IHRL, and it is with 

reference to this body of law that the definitions and scope of the right are 

first made. IHL contains further obligations aimed at protecting the interests 

of individuals with respect to freedom of expression. Recourse can therefore 

be made to IHRL standards in interpreting these requirements under IHL. In 

such circumstances, IHRL may offer individuals an opportunity to secure 

their rights under IHL through IHRL enforcement mechanisms where these 

rights are complementary to the protection of freedom of expression under 

IHRL. 

 

Simultaneously, the interpretation of this right can inform the implementa-

tion of other IHL obligations where this impacts the exercise of freedom of 

expression, such as in the censorship of communications under GCIII and 

GCIV and the spread of misinformation as a ruse of war. The situation of 

armed conflict further changes the context in which the right to freedom of 

expression may be exercised. Depending on the nature of the interference 

with the right and particular facts, it may be necessary to refer to IHL to un-

derstand how the right operates in the context of armed conflict, such as in 

considering the sharing of images of POWs or protected persons under 

GCIV. This also highlights that identifying a norm as lex specialis is more 

often the first rather than the final step in interpreting the concurrently appli-

cable norms. The norms need to be applied in their context, taking into ac-

count the application of the general norm also. 

 

This cross-referencing between the two bodies of law is necessary to uphold 

the rights contained therein and to implement the corresponding obligations 

coherently. This is particularly so where increased capabilities to exercise 

freedom of expression enabled by new technologies are perceived as a threat 

or used as a tool within the conduct of hostilities. In doing so, opportunities 

and solutions are revealed to address these issues. That said, unless the 
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proper balance is achieved between these overlapping norms, the protections 

afforded under both bodies of law risk being undermined. When the corner-

stone of the foundation of a building cracks, the whole house risks tumbling 

down if left unaddressed. 

 

The complementary protections under IHL address the specific vulnerabili-

ties presented by situations of armed conflict to exercise of the right. These 

provisions import lessons from history that those who speak out against 

atrocities and violence are often silenced and that the dominance of one nar-

rative and interest can lead to further violations of international legal stand-

ards. This also demonstrates how protection is layered and included in both 

bodies of law and not only IHRL. The sum of this ensures that the right to 

freedom of expression in both its individual and societal dimensions should 

not be completely stifled by parties to the armed conflict. The recognition 

that freedom of expression is a right ‘regardless of frontiers’ is also unique in 

this. As with everything in IHL, a balance between military necessity and the 

safeguarding of humanity is evident. The protections under IHL relating to 

freedom of expression are limited and at times open to abuse. This is particu-

larly noted in the spread of misinformation as a ruse of war and disinfor-

mation by the parties to the conflict, as well as in the practice of totally 

blocking access to the internet noted in several recent armed conflicts. The 

determination of where the balance between military interest and humanity 

lies is informed by developments in IHRL and forms a part of those develop-

ments itself. 

 

The operation of limitations is an important tool not only in addressing many 

of the interferences with the right to freedom of expression by the opposing 

party in armed conflict but also as a means of reconciling otherwise appar-

ently conflicting norms. The obvious example is the protection of POWs and 

protected persons under GCIV from insults and public curiosity as a legal 

ground to limit the right to freedom of expression by individuals in the inter-

est of protecting the rights of others. When this will be necessary and what 

will be proportionate, however, will vary, particularly depending on whether 

the right to freedom of expression is being exercised within or outside the 

conflict zone and what the purpose of sharing the information is. Censorship 

under GCIII and GCIV is a further example of where IHL permits an inter-

ference by the State parties to the conflict that would otherwise generally be 

unlawful under IHRL in the interests of national security. Not all practices fit 

so easily in this analysis, however, such as the incitement of the enemy’s 

combatants to use violence against their superior offices, but these practices 

can be reconciled if IHL is taken as a legal basis permitting such actions re-

quired in the interests of national security of the party conducting the incite-

ment. It was also highlighted that it can be extremely difficult to communi-
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cate the nuances required by IHL in how violence should be used where par-

ties to the armed conflict encourage or incite civilians to directly participate, 

very often resulting in those incited to directly participate violating IHL. 

This may be an example of where the development of humanitarian stand-

ards generally together with IHRL jurisprudence relating to hate speech and 

incitement to violence is influencing the implementation of the norms under 

IHL. 

 

The research also highlighted the inequality between the obligations of 

States and non-State parties to armed conflicts in NIACs under IHRL. This 

inequality is not conceptually incorrect from a human rights perspective. An 

important aim of IHRL is to regulate the use of State power to prevent the 

abuse of individuals within its jurisdiction. Other developments in IHRL re-

lating to the obligations of businesses, another type of non-State actor that 

has been shown to be able to exercise extreme power over the rights of indi-

viduals, also maintain the primary responsibility of States for the implemen-

tation and realisation of human rights. In addition, IHRL does not define the 

State but rather relates to the exercise of State power and the relation of State 

entities to the individuals in the State’s jurisdiction. As such, there have been 

circumstances where non-State armed groups have been recognised as exer-

cising de facto governmental authority. The inequality is therefore perhaps 

better presented as inequality between individuals who are able to secure a 

remedy for violations of their rights in State-controlled territory and those 

whose rights were violated in territory outside the State’s control. This ine-

quality is keenly felt in armed conflict situations, as it compounds the long-

term problem of securing accountability for violations of IHL. Both issues 

point to the same root course, however, which is to secure accountability for 

violations of the international legal standards applicable to non-State armed 

groups in NIACs no matter which body of law is taken as the starting point. 

 

There are further areas that could be developed or clarified to strengthen the 

protection of freedom of expression across all conflicts. The spread of disin-

formation and totally blocking access to the internet in areas are enduring 

problems both in and outside armed conflicts. Further clarity in the position 

of States in relation to these activities would be welcome. A greater refer-

ence to the exercise of freedom of expression may also inform discussions 

on cyber operations more generally. Reminders and reinforcement of the rea-

sons for the protection of journalists in armed conflict considered necessary 

in the drafting of the API, clearer protection of journalists in NIACs and 

greater clarity on the protection of journalistic sources and equipment may 

also renew confidence in protecting this vital function. The protection under 

Article 70 GCIV was also noted as addressing a specific vulnerability 

brought about by armed conflict but is limited only to situations of occupa-

tion. Individuals in NIACs face similar vulnerabilities but have even less 
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protection based on their opinions or expressions in situations where non-

State armed groups exercise control and authority over them. In any event, 

extending the protection under Article 70 GCIV to cover the acts done or 

opinions expressed during the occupation as a specific protection under IHL 

may also address the problem of Occupying Powers abusing the other pow-

ers open to them against individuals for things said prior to the occupation. It 

is acknowledged, however, that the development of treaty standards in this 

area is most likely to occur through subsequent State practice further to Arti-

cle 31(3)(b) VCLT and customary international law. 

 

This thesis topic was inspired in part by events in Ukraine in 2014. The 

events in that context unfolded alongside armed conflicts involving ISIS in 

Iraq and Syria and the conflict in Myanmar. The many examples discussed 

in this thesis are unfortunately not uncommon in previous conflicts, but as 

noted above, the changes in technology and the way different societies ac-

cess information and express themselves on matters of public interest are 

new. The invasion of Ukraine by Russian armed forces in February 2022 and 

the events that have followed have highlighted that we are still trying to 

work out all the implications of these changes. 

 

Many of these examples also demonstrate how interferences with the right to 

freedom of expression are a precursor to the violent events that followed. In 

many ways, this should not be surprising; it is well documented in human 

rights jurisprudence that interferences with freedom of expression often hap-

pen before and in conjunction with violations of other rights immediately 

prior to very violent events. However, it marks an important point in analys-

ing the relationship between IHRL and IHL in the protection of freedom of 

expression. As in situations outside armed conflict, freedom of expression 

acts as a touchstone during armed conflict. Measuring interferences with the 

right could potentially assist in analysing where violent events are likely to 

occur. Interferences with freedom of expression may serve as a warning that 

there are likely to be violations of other obligations under IHL and IHRL. 

Where there is silence between the spaces, violations of international legal 

standards will occur. The exercise of freedom of expression in armed con-

flict ensures that things that happen in the dark cannot be hidden there and 

that voices that have been previously silenced are heard. In this way, it plays 

a unique role in facilitating implementation of the obligations to respect and 

ensure respect for IHL.
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Summary in Swedish (Sammanfattning på 

svenska) 

Denna studie undersöker förhållandet mellan mänskliga rättigheter och inter-

nationell humanitär rätt vad gäller rätten till yttrandefrihet under väpnad 

konflikt. Yttrandefriheten utgör en hörnsten i demokratin och kan ses som ett 

lackmustest för respekten för mänskliga rättigheter. Internet och digitali-

seringen har underlättat för människor att utöva sin yttrandefrihet och har 

helt förändrat hur samhällen söker, konsumerar och delar information. Dessa 

förändringar har en påtaglig inverkan på situationer i väpnad konflikt då be-

hovet av tillgång till korrekt information är än högre än i fred. Parter till väp-

nade konflikter är väl medvetna om värdet av information. Det är tydligt uti-

från de många försöken att kontrollera inte bara informationsflödet utan 

också själva rätten att yttra sig i områden de kontrollerar. Samma tekniska 

framsteg som har förenklat yttrandefrihet och spridande av information har 

också skapat nya möjligheter att manipulera och sprida felaktig eller missvi-

sande information och propaganda. Detta utnyttjas både av parterna till kon-

flikter och av andra aktörer. 

 

De problem som uppstår när parterna till en konflikt agerar på detta sätt kan 

bara hanteras med god kunskap om det juridiska ramverket. Trots att det 

skett mycket forskning kring förhållandet mellan mänskliga rättigheter och 

humanitär rätt i väpnad konflikt har just regelverket kring yttrandefrihet för-

blivit relativt outforskat. En närmare titt på normerna kring yttrandefrihet av-

slöjar ett dynamiskt förhållande mellan de två rättsområdena. 

 

Forskningen i denna avhandling visar att skyddet för och förverkligandet av 

yttrandefriheten är centralt för att uppfylla skyldigheten att respektera den 

humanitära rätten. Vidare föreskriver den humanitära rätten ett komplette-

rande skydd utöver det som föreskrivs av mänskliga rättigheter, vilket är av-

sett att hantera vissa specifika utsatta aspekter av yttrandefrihet i samband 

med väpnad konflikt. Humanitär rätt bär på viktiga lärdomar från historien 

om att de som berättar om övergrepp och våld ofta tystas, och om hur det 

kan leda till fler och värre övergrepp av internationella normer om ett enda 

perspektiv tillåts dominera och debatten tystas. Det är därför möjligt att ut-

nyttja etablerade standarder inom mänskliga rättigheter när dessa normer 

inom den humanitära rätten ska tolkas. På så vis kan mänskliga rättigheter ge 
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individer en möjlighet att utnyttja övervakningsmekanismerna inom mänsk-

liga rättigheter för att säkerställa rättigheter som förvisso härrör ur den hu-

manitära rätten, men som utgör komplement till skyddet för yttrandefrihet 

enligt de internationella konventionerna om mänskliga rättigheter. 

 

Samtidigt kan tillämpningen och tolkningen av rätten till yttrandefrihet bidra 

till uppfyllandet av andra normer inom den humanitära rätten som påverkar 

utövandet av rätten till yttrandefrihet. Ett sådant exempel är försök att han-

tera spridande av missvisande eller felaktig information som en krigslist, el-

ler när parter till en konflikt blockerar tillgången till internet eller andra käl-

lor till information. När det råder en väpnad konflikt innebär detta att kon-

texten i vilken yttrandefriheten kan utövas förändras. När en inskränkning av 

yttrandefriheten ska analyseras är det därför ofta nödvändigt att hänvisa till 

humanitära rätten för att förstå vilken verkan rättigheten har i förhållande till 

en viss inskränkning eller i en viss situation. 

 

Detta korsvisa sätt att läsa de två rättsområdena är nödvändigt för att upprätt-

hålla de rättigheter som de innehåller och för att genomföra motsvarande 

skyldigheter på ett enhetligt sätt. På så vis är det också möjligt att hantera 

problem som annars skulle uppstå om relevanta normer inom endera rätts-

området förbises. Om inte rätt balans mellan dessa överlappande normer vid-

makthålls finns en risk att de värden de skyddar blir underminerade. Yttran-

defrihet är en del av demokratins grundvalar: utan kunskap om det juridiska 

ramverk som skyddar dess utövande i väpnad konflikt är risken stor att den 

rämnar. 
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Freedom of expression is a touchstone of other human rights and a
cornerstone of democracy. Digital technology, social media and the
internet have enormously facilitated the exercise of this right and
completely changed how societies seek, receive and share information.
These changes have significant impacts in situations of armed conflict,
where the stakes of ensuring access to accurate information are raised
even further.
   
   However, despite significant research on the relationship between the
application of international human rights law and international
humanitarian law during armed conflict, little has been written on the
topic of freedom of expression. This thesis aims to break this silence by
investigating how the two bodies of law relate to one another with
regards to the right to freedom of expression in armed conflict.


