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private sector in cybersecurity governance. The implications of these findings are discussed in relation to the increasing
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exploration of international cybersecurity along more than just traditional ‘hard’ security lines.
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Swedish Summary

Storskaliga cyberincidenter har varit framtradande i sakerhetiserande talakter under
det senaste decenniet. Denna avhandling visar hur konceptualiseringar av cybersaker-
het formar governance kring cybersikerhetsomradet i nationella och internationella
kontexter. Den utforskar hur teoretiska perspektiv fran litteraturerna kring sakerheti-
sering, riskifiering, kris och socio-tekniska system kan anvandas for att oka forstael-
sen for fenomenet storskaliga cyberincidenter och hur dessa tolkas av centrala aktérer.
Avhandlingen inkluderar fyra artiklar vilka involverar fallstudier och baseras pa dju-
pintervjuer, textanalys och diskursanalys. Resultaten visar en stadig utveckling mot
en alltmer hotbaserad sakerhetslogik i bade nationella och internationella cyberpolicy-
kontexter. Fallstudierna belyser ocksa svarigheten i att kontrollera malware-spridning
samt ovantade foljdeffekter fran riktade cyberattacker, storskaliga cyberincidenters
gransdverskridande karaktérsdrag och den centrala roll civila aktérer och den privata
sektorn har i cybersakerhets-governance. Implikationer av dessa resultat diskuteras i
relation till den pdgdende sékerhetiseringen och militariseringen av cyberspace. Over-
gripande bidrar avhandlingen till forstaelsen kring hur cybersakerhet konstrueras som
ett sdkerhetsproblem i teori och praktik, och tillampar analytiska approacher som bi-
drar till utforskandet av internationell cybersékerhet bortom traditionella sékerhets-
perspektiv.
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1. Introduction and research questions

In 2023, it has been 27 years since John Perry Barlow’s famous “A Declara-
tion of the Independence of Cyberspace” reflected the utopian, anarchic vi-
sion of the internet shared by many of its founders and pioneers (Barlow
1996). Although this view still echoes in some internet governance structures
and communities, modern cyberspace is vastly different from what it once
was. In 30 years, the internet has grown from a small, experimental research
project to become an indispensable and fundamental underpinning of socie-
ties globally and a pillar of the global economy. This development has been
accompanied by increasing state control and governance ambitions (Ellis &
Mohan 2019). Over time, cyberspace has become subject to international
competition and contestation, power projection, cooperation and conflict
(Jarmon & Yannakogeorgos 2018, Van Puyvelde & Brantly 2019).

In parallel with this evolution, recent decades have seen the establishment
of cybersecurity as a sub-field of international security studies. Structured by
a predominance of strategic studies and traditional security perspectives, the
field has developed a rich literature largely focused on threat-based ap-
proaches (i.e. military security, antagonists, intent of threat actors and the ma-
terial dispositions of threats) and on transferring classical security concepts
such as war, power, escalation, coercion and deterrence to cyberspace (see,
for example, Arquilla & Ronfeldt 1993, Halpin et al. 2006, Libicki 2009, Nye
2010, Kello 2013 and Kello 2017).

More recently, a non-traditionalist and constructivist strand of international
cybersecurity studies has emerged, within which this thesis is positioned. A
central contribution of this literature has been to demonstrate how cyber is
increasingly being constructed and treated as a “hard” security issue through
processes of securitization and militarization, which has meant shifting cyber-
security from a regular political issue to a matter of national security. In this
way, exceptional measures outside of “normal” politics are legitimized, and
the issue is moved closer to the realms of military and intelligence agencies
(Hansen & Nissenbaum 2009, Dunn Cavelty 2012, Christou 2019, Claessen
2020, Dunn Cavelty & Wenger 2020, Dwyer et al 2022).

Indeed, the past decade has seen cybersecurity become a national security
priority for most modern states. The North Atlantic Treaty Organization



(NATO) has identified cyberspace as the fifth domain of warfare, alongside
sea, air, land and space. More than 40 states have now publicly established a
cyber command (Smeets 2022:1) and democratic states show an increased
willingness to launch offensive capabilities in cyberspace — human, technical
and virtual tools to destroy, disrupt and/or exploit the computer networks of
an adversary (Burton & Christou 2021:1727).

From the perspective of non-traditionalist security scholars,! the narrow-
ness of the classical security agenda in international cybersecurity research is
considered analytically, politically and normatively problematic. However,
while the non-traditionalist literature has been successful at identifying secu-
ritization processes, it has thus far not been as successful at broadening the
cybersecurity research agenda beyond the threat-based focus of traditionalist
approaches. As a result, the field of international cybersecurity studies has
continued to focus on threats rather than risks, antagonists rather than soci-
otechnical system-based problems in cyberspace, and cyberwar(fare) rather
than cyber crises (Burton & Lain 2020). Through this emphasis, it has itself
been part of the securitization of cyberspace (Burton & Christou 2021).

This thesis addresses this problem by offering perspectives that support the
widening and deepening of our understanding of international cybersecurity
beyond threat-based approaches. This is achieved through a dual but intercon-
nected focus. One aspect is focused on exploring how varying non-threat
based theoretical lenses drawn from the risk, crisis and socio-technical sys-
tems literatures can improve our understanding of the phenomenon of large-
scale cyber incidents?: events which have been used extensively to legitimize
cyber securitization (Dunn Cavelty & Wenger 2020). The other explores how
actors in national and international forums understand and conceptualize
cyber as a public security problem and how these ideational approaches shape
cybersecurity governance.

More specifically, the two central research questions of this thesis are:
o How can large-scale cyber incidents be understood beyond threat-
based perspectives?
e How does the conceptualization of cyber as a public security prob-
lem shape how it is governed?

! The term ”Non-traditionalist” here refers to security scholars and literature on the construc-
tivist — critical security studies spectrum.

2 The term “Large scale cyber incidents” is defined in this thesis as cyber(attack) induced dis-
ruptions of key societal functions or critical infrastructure operations, which are considered
serious, or “high-profile”, enough to generate broad responses beyond limited technical incident
management. The definition is inclusive in terms of attack type and threat actor.
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This research endeavour has importance and relevance for several reasons.
One is that the international cybersecurity landscape is now in a process of
fast change, on which we still have little empirical knowledge. While cyber-
space is technically made up of code and hardware, it is also essentially so-
cially constructed. This means that its ideational properties are constantly be-
ing negotiated and redefined, with consequences for its governance both na-
tionally and internationally. In recent decades, cyberspace has been subject to
intense international framing competition, as different actors compete to shape
its conceptualization and governance (Radu et al. 2014, Deibert 2016). While
this development has attracted an increased amount of attention from security
scholars, we still know relatively little about how shifting definitions, under-
standings, ideas and framings of cyber as a security problem in public policy
informs and connects with central cybersecurity governance developments,
and what challenges arise as a result. This thesis provides theoretical and em-
pirical findings to give us a better idea of how ideational aspects connects to
governance in the cybersecurity issue area, supporting our ability to make
sense of current and future developments in the cybersecurity approaches of
states and international organizations.

Second, while large-scale cyber incidents (defined as cyber induced disrup-
tions of key societal functions or critical infrastructure) are phenomena sur-
rounded by fear and hype (Valeriano & Maness 2015, Lawson 2013), empiri-
cal studies of such events have been relatively scarce, especially in the field
of security studies. Moreover, when these events are discussed in the litera-
ture, they are often approached from strategic-military perspectives, for ex-
ample, as the potential consequence of “cyber war”. This is puzzling, given
that cyberwar (which is not the same as the use of digital means or the internet
in war) is rare (Valeriano & Maness 2015), while large-scale cyber incidents
have become relatively common in the past decade. We still have little empir-
ical knowledge of the dynamics of large-scale cyber incidents from non-an-
tagonist focused perspectives, or how they are perceived, managed and re-
sponded to in national and international settings. There have also been few
attempts to theorize such events. This thesis contributes to both research ven-
tures. Both are important not only for the empirical understanding required to
make sense of these events and their consequences in the international cyber-
security landscape, but also to examine the empirical basis for some of the
assumptions made regarding large-scale incidents upon which the cyber sector
has been securitized (Burton & Lain 2020).

A central argument of this thesis is that the threat-based perspectives that
currently structure and dominate both academic cybersecurity studies and
public policy involve security imaginaries — or “collectively held meaning
structures that enable the interpretation of social reality in specific realms”



(Gjesvik & Szulecki 2022:2) — that lead to assumptions concerning the inter-
national cybersecurity landscape and large-scale cyber incidents — assump-
tions that need to be deconstructed and empirically investigated.

This kappa/cloak-chapter provides an overall framing of the thesis project,
through discussions on theory, methods, results and findings. This introduc-
tory section pinpoints the gaps in the research and the aims of the thesis. Sec-
tion 2 outlines the content and contributions of the individual articles. Section
3 takes a closer look at the state of the art when it comes to international cy-
bersecurity studies and where the project fits into current central debates. Sec-
tion 4 discusses the theoretical approach of the thesis as a whole and the the-
oretical frameworks used in the individual articles. Section 5 details the meth-
odology and materials used in the project, and is followed by a discussion on
ethics and reflexivity in section 6. Section 7 expands on the main findings and
results of the thesis. Finally, section 8 offers some concluding remarks and
identifies future avenues of research.

The four contributing articles included in the thesis are as follows:

. Backman, S. (2022). Risk- vs. threat-based cybersecurity: the
case of the EU. European Security. 32:1, 85-10.
https://doi.org/10.1080/09662839.2022.2069464

I Backman, S., Rhinard, M. (2018). The European Union’s capac-
ities for managing crises. Journal of Contingencies and Crisis
Management. 26: 261-271. https://doi.org/10.1111/1468-
5973.12190

1. Backman, S. (2020). Conceptualizing cyber crises. Journal of
Contingencies and Crisis Management. 29: 429— 438.
https://doi.org/10.1111/1468-5973.12347

V. Backman, S. (2023). Normal cyber accidents. Under review with
Journal of Cyber Policy.



2. Research articles and individual
contributions

Article I, Risk- vs. Threat-based Cybersecurity: The case of the EU
Cybersecurity is a concept that is currently being defined, shaped and rede-
fined as a public policy problem in various contexts and arenas, with implica-
tions for its governance. Despite an increasing scholarly interest in studying
the European Union (EU) as a cybersecurity actor, relatively few studies have
so far focused on exploring this ongoing process in the context of the EU.
Furthermore, while previous research has indicated that ambitious EU cyber-
security initiatives have been accompanied by governance challenges and
member state contestation, the specifics of this contestation have so far been
underexplored. By distinguishing between risk and threat-based logics in the
development of the EU cybersecurity discourse over time, this study high-
lights a shift towards an increasingly threat-based security logic (securitiza-
tion) in the EU cybersecurity approach over time. Based on in-depth inter-
views and analyses of key negotiation documents, the study identifies specific
areas of member state contestation accompanying this shift. Contestation was
particularly pronounced in areas such as information sharing obligations and
increased supranational involvement in key cyber crisis management tasks.
The article concludes with a discussion of the findings in relation to the de-
velopment of the EU as a security actor in the wider international cybersecu-
rity landscape.

Article 11, The European Union’s capacities for managing crises

Article 2 reveals patterns of institutionalization of crisis management/civil
contingencies capacities across different parts of the EU political system. The
article maps the institutionalization of cyber crisis management capacities at
the EU-level in parallel with other transboundary sectors and finds similar
patterns across the sectors. These include increasing entrepreneurship and
consolidation of new EU-level crisis management initiatives over time, espe-
cially for detecting incidents and analysing/sharing information in relation to
transboundary crises. The article highlights the connection between cyberse-
curity and civil contingencies governance at the EU level between 2010-2017.



Article 111, Conceptualizing cyber crises

Avrticle 3 investigates how large-scale cyber incidents are interpreted and gov-
erned in national administration settings. Through the comparative analysis of
two cases of large-scale cyber incidents, in Estonia in 2007 and the United
Kingdom in 2017, the study investigates whether the time gap and the differ-
ence in cyberattack type between the cases (untargeted ransomware vs. tar-
geted distributed denial-of-service, DDoS) correlate with variations in gov-
ernance and response features in the national settings of the cases. The analy-
sis identifies some variation between the cases in terms of incident features
but finds that both cases were responded to as transboundary incidents with
technical aspects. This was also reflected in the actors and frameworks central
to the response efforts (civilian technical incident response teams/Computer
Emergency Response Teams (CERTS) and generic crisis management struc-
tures).

Article IV, Normal cyber accidents

Narratives warning of a scenario in which cyber operations/directed cyberat-
tacks induce deliberate catastrophic disruptions of critical infrastructure have
figured prominently in public discourses on cybersecurity for the past 20
years. The empirical reality, however, shows that several of the most serious
large-scale cyber incidents affecting critical infrastructure to date have been
the result of collateral damage rather than directed cyberattacks. This article
suggests that this tendency is associated with the existence of normal accident
(NA) dynamics (a combination of interactive complexity and tight coupling)
found in the multiple layers of socio-technical systems that underpin critical
infrastructure operations. Since the existence of NA dynamics in a system
makes it exceedingly difficult to analyse the potential net-effects of disrupting
certain components in that system, the article argues that the ability to contain
the effects of an offensive cyber operation targeting a NA system should be
questioned. This has implications in the context of the “offensive cyber” turn
among demaocratic states.



3. State of the art: international
cybersecurity studies

In the past decade, cybersecurity research in security studies and international
relations has grown in parallel with the increasing importance of the internet
globally, resulting in an emerging field of international cybersecurity studies.
While the contours of this field can be distinguished, it is notoriously frag-
mented (Green 2015) and policy-oriented (Dunn Cavelty 2015, Stevens 2018),
which is reflected in the abundant number of contributions in cyber-/technol-
ogy-specific journals compared to the few theoretically rigorous contributions
focused on cybersecurity in high-ranking security studies or IR journals thus
far. The complex and interdisciplinary nature of cyberspace, as a multi-layered
physical, logical and technical infrastructure that is also to a large degree so-
cially constructed, has contributed to the conceptual diffusion and confusion
among practitioners and scholars alike (Shires 2019, Green 2015). Conse-
guently, members of different communities often talk across each other with
limited mutual understanding (Van Puyvelde & Brantly 2019). Despite this
disparity, a few central questions can be said to have structured the field and
the debates therein. Two of the most influential are: What is the source of
(in)security in cyber space?; and How, if at all, can the traditional concepts
and theories of security studies be translated or transferred to describe what is
happening in cyberspace?

From a theoretical perspective, traditionalist security scholars have focused
on how classical security concepts such as coercion, deterrence (see, for ex-
ample Libicki 2009) and power (see, for example, Nye 2010) apply to cyber-
space. The threat-form that has triggered the biggest body of literature within
the traditionalist camp is cyberwar and cyberwarfare, a subject that, since the
publication of “Cyberwar is Coming!” (Arquilla & Ronfeldt 1993), has been
the theme of a great number of academic and non-academic publications. In
fact, cyberwar, information warfare (IW) and netwar are terms that have been
widely used by military observers since the 1990s (Halpin et al. 2006). With
the advent of the explicit use of offensive cyber capabilities (OCC) and oper-
ations (OCOs) by democratic states, authors from traditionalist security per-
spectives have increasingly focused on how offensive cyber can be used, un-
der what conditions and to what ends (Halpin et al. 2006, Lin 2010, Smeets &



Lin 2018). Authors from traditionalist security perspectives commonly agree
that OCC and OCOs can be useful for states, but disagree on how and under
what conditions. It is often stressed that the development of OCC and the abil-
ity to conduct OCOs are necessary for deterrence and posture purposes in the
face of the growing cyberthreats from states such as China, Russia, Iran and
North Korea, which are continually developing and launching offensive
cyberoperations to achieve various strategic and operational objectives. When
it comes to conducting OCOs, some argue that it does not raise any moral
concerns due to the precision of these operations (Jenkins 2016), while others
recognize that collateral damage and a mismatch between intent and the actual
damage caused by cyberattacks has been a common pattern of offensive cyber
operations historically (Smeets & Lin 2018:104-105).

Traditionalist understandings of security in the international cyber land-
scape have been increasingly contested and contrasted in the past decade. Key
ideas of the traditionalist perspective, such as the translatability of the classical
deterrence concept to cyberspace and the “offence as defence” approach have
been extensively criticized as ill-suited to contemporary cybersecurity chal-
lenges and leading to a more militarized cyberspace (Burton & Lain
2020:450), and the concept of cyberwar has been criticized as vague and over-
expanded to the point of being analytically useless (Moore 2022).

A major point of dispute within international cybersecurity studies has con-
cerned the prospects of cyberwar having catastrophic consequences. Scholars
from the constructivist and critical strands of international cybersecurity stud-
ies have highlighted how narratives of an impending catastrophic event do not
reflect the empirical reality of cyber conflict thus far, which instead tends to
fall under the umbrella of intelligence activities or limited, minor operations
more akin to sabotage than bombing (Burton & Christou 2021:1732).

Recognizing the importance of language, including metaphor, analogy and
narrative, in how problems are framed and responded to, constructivist and
critical cybersecurity scholars have been specifically interested in studying the
public narratives and discourses around cybersecurity. Among the key find-
ings of this research endeavour is the tendency to use military terms and bat-
tlefield analogies to describe events in cyberspace. The term “cyberattack™ has
been used to describe anything from online protests to criminal fraud, and the
spreading of rumours to sabotage (Singer & Friedman 2013:68). At the same
time, the term has regularly been connected in leader speech acts to hypothet-
ical catastrophic scenarios of cyberwar, including analogies such as “Cyber
9/11” or “Cyber Pearl Harbor”.

This combination of using military labels for just about anything that hap-
pens in cyberspace and rhetoric that invokes images of impending “cyber
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doom” (as a result of cyberwarfare) has been a persistent element of cyberse-
curity discourse, especially in the United States (Lawson 2019). The label
“cyberwar” has been placed on events which, if they happened in the physical
space, would not be labelled as such; for instance, the Sony hack in 2014
(Moore 2022). From the perspective of the Copenhagen school of securitiza-
tion, these are examples of “speech acts”, or narratives aimed at constructing
cyberattacks as an existential threat to the referent object (the state/its citi-
zens), which aims to legitimize extraordinary measures and means to manage
them beyond “normal politics” and normal public insight. From this view-
point, “cyber doom” narratives are strategic narratives, or rhetorical devices
used to package and frame a security issue for strategic benefit.

The securitization of cyberspace and its consequences have perhaps been
the most prominent subject of study in the constructivist strand of cybersecu-
rity studies. Since Hansen & Nissenbaum’s influential article “Digital Disas-
ter, Cyber Security and the Copenhagen School” (2009), a relatively large
number of studies and dissertations on cybersecurity have used frameworks
derived from securitization theory (Buzan, Wever, and De Wilde 1998) to
establish how different actors in cyberspace have tried to move cybersecurity
from a regular political issue to a matter of national security.

Hansen & Nissenbaum outline three forms of securitization connected to
the cyber issue area. The first, hypersecuritization, refers to the tendency for
speech acts concerning cyber to invoke images of future catastrophic events
in the absence of any incident of that magnitude, reflecting a reliance on the
future to legitimize current exceptional measures (Hansen & Nissenbaum
2009:1164). The second, everyday security practices, highlights the way in
which securitizing actors refer to the security or safety of the individual citizen
to achieve acceptance for current exceptional measures (for instance, the indi-
vidual’s reliance on the functionalities of critical infrastructures). The third,
technification, refers to the privileged position of technical experts and the
reliance on expert discourse in cybersecurity. While assuming a politically and
normatively neutral “technical” agenda, technical experts can act as securitiz-
ing actors in various ways that serve the interests of security communities
while distinguishing themselves from the ‘‘politicking’” of politicians and
non-technical experts (Hansen & Nissenbaum 2009:1167).

Beyond focusing on how cyberspace is securitized, scholars have also fo-
cused on the practical implications of this securitization, such as the increased
prominence of military and intelligence agency-led national cybersecurity
centres, overclassification of threats in cyberspace (Burton & Lain 2020), and
the involvement of military and intelligence agencies in cybersecurity even
when police-, justice- or crime-based approaches might be more suitable
(Dunn Cavelty 2015:92). Authors have also highlighted the fact that multiple
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communities profit from the securitization of cyberspace, not least the private
cybersecurity sector, the military/industrial complex and even the academic
community (Singer & Freidman 2014, Burton & Christou 2021:1731).

These debates on the securitization of cyberspace have generated an in-
creasing, although still rather nascent, interest in cyber de-securitization.
While commonly acknowledged to be a normatively desired outcome among
students of cyber securitization, the nature and process of cyber de-securitiza-
tion are far less explored in comparison with securitization — echoing the ten-
dency of securitization research more broadly. Waever largely sees de-secu-
ritization as a counter process to securitization. Since securitization is about
exceptional politics, de-securitization is about returning an issue to the realm
of normal/unexceptional politics (Waever 1993). However, different views
exist within the scholarly community on what constitutes de-securitization and
how it can be achieved. While some argue that it is possible to actively de-
securitize through speech acts, or that the process can at least be initiated
through speech (Muori 2010), others argue that de-securitization mainly hap-
pens through a “fading away” of the particular issue in the securitization rep-
ertoire (lack of speech) (Behnke 2006). To the extent that this thesis refers to
de-securitization, it aligns with Lene Hansen’s definition as “the shifting of
issues out of emergency mode and into the normal bargaining processes of the
public sphere”, which includes a move from the securitized to the politicized.
This means that the issue is still dealt with by the state and public governance,
unlike non-politicized which means that the issue is taken out of public policy
altogether (Hansen 2012:531).

Securitization perspectives have often been criticized for their tendency to
consider security strictly within state and national security narratives. Applied
to cybersecurity, this criticism is particularly relevant given the prevalence
and importance of non-state actors — not least the private sector — in both in-
ternet and cybersecurity governance at all levels (Liebetrau 2019: 30). This
thesis focuses primarily on states, which is indeed a limiting factor, but it does
not see them as unitary actors. It assumes that different actors within the state
can contribute to the securitization or de-securitization of cyberspace to vary-
ing degrees. For instance, this thesis presumes that an intelligence agency ap-
proach to national cybersecurity would be securitizing by default (institution-
alized); while a civil contingency approach to national cybersecurity focused
on societal resilience to cyberattacks (and other causes of digitally induced
disruptions) is not necessarily de-securitizing, nor is it necessarily securitizing
the issue. A civil contingency approach might also contribute to a de-securit-
izing approach in the sense of supporting a move towards a condition in which
the issue of national cybersecurity is not dominantly associated with excep-
tionality, antagonist-centrism, and secrecy, but rather predominantly a regular
governance issue subject to “normal” public insight.

10



Despite increasing contestation, traditionalist and threat-based understand-
ings of the international cybersecurity landscape still holds a predominant po-
sition in international cybersecurity studies and informs cybersecurity policy
at both national and international levels (Burton & Christou 2021, Burton &
Lain 2020). Through the study of the construction of cyber as a public security
problem and the phenomena of large-scale cyber incidents through varying
non-threat based theoretical perspectives, this thesis aims to contribute to the
expansion of perspectives on international cybersecurity beyond traditional
“hard” security lines, and to empirically examine some of the assumptions
upon which cyber has been securitized. While the thesis does not include a
detailed agenda for cyber de-securitization, it aligns with the scholarly ambi-
tion to avoid a further reproduction of securitizing notions, assumptions and
focus areas while studying international and national cybersecurity.
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4. Theoretical considerations and
frameworks

This thesis positions itself in the field of International Relations and, more
specifically, its sub-field of Security Studies. It rests broadly within the con-
structivist research orientation of security studies and pursues four individual
research studies which, taken together, broaden and deepen our understanding
of international cybersecurity beyond threat-based approaches. The aim of this
section is not to outline an overarching theoretical framework for the thesis as
awhole. Rather, it sets out to provide clarity on the perspectives and analytical
assumptions that underpin the theoretical frameworks and literatures used in
the individual articles, and what they contribute in relation to the overarching
aim of the thesis.

Section 4.1 expands on the overall theoretical orientation of the thesis, its

constructivist understanding of security and how this is reflected in the thesis.
It also discusses the theoretical journey of the thesis project and the decision
to pursue an “interdisciplinary approach” in the sense of deploying a variety
of theoretical frameworks and literatures to achieve the overall aim. Section
4.2 reflects on some relevant literatures that have been considered while writ-
ing the thesis, but not explicitly used in the individual articles.
Sections 4.3, 4.4 and 4.5 focus on the theoretical frameworks and literatures
deployed in the individual articles: securitization and risk(ification), crisis
management and sociotechnical perspectives/normal accident theory. Beyond
introducing these perspectives and providing an overview of how key con-
cepts were interpreted and implemented in the individual studies, these sec-
tions also reflect on the rationale behind their deployment and the key contri-
butions.

4.1 Theoretical orientation and considerations

While this thesis is interdisciplinary in the sense of deploying different theo-
retical frameworks in its respective individual studies, the thesis overall takes
a constructivist approach to the study of security. This means, among other
things, that it seeks to depart from traditional understandings of security re-
flected in objectivist and neo-realist approaches to the study of cyber. While
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acknowledging the role of states in the international security environment, the
constructivist approach of this thesis emphasizes that states are not unitary or
fixed entities — and that the meaning and understanding of cybersecurity is
constantly being intersubjectively shaped, defined and redefined by groups in
both national and international forums. This is reflected in the thesis’ interest
in intersubjective understandings and conceptualizations, and temporal
change. In positioning itself within the constructivist tradition of International
Relations, this thesis adopts an understanding of national and international se-
curity that does not disregard the role of power, interests and competition, for
instance, but highlights their constructed and social character (Adler 2012).

Due to their different theoretical approaches and associated literatures, the
studies included in this thesis are situated in different parts of the constructiv-
ist and interpretivist spectrum. For instance, securitization-theory (article 1) is
more closely related to the scholarly traditions of critical security studies, in
contrast to the normal accidents theory applied in article 4, which is rooted in
socio-technical theoretical perspectives. However, the constructivist under-
standing of security is a common theme in all four articles, each of which in
its various ways sheds light on how cybersecurity and large-scale cyber inci-
dents are interpreted and conceptualized by key actors.

The decision to deploy theoretical frameworks and insights from different
strands of literature calls for a discussion on the theoretical journey of this
thesis, which is reflected in the development of the individual articles. Ini-
tially, it was the observation that the phenomenon of large-scale cyber inci-
dents affecting critical infrastructure was surprisingly unexplored in the grow-
ing literature on international cybersecurity that gave rise to my own scholarly
curiosity. This was not only in the sense that there were few in-depth academic
(peer reviewed) case studies exploring these events from an empirical point of
view, and from a non-threat-based perspective in the sense of focusing on ef-
fects, consequences and responses rather than threats, threat-perceptions and
attack-dynamics, but also that these events were under-theorized. The litera-
ture on international cybersecurity often dealt with these phenomena in terms
of ideas, either (as in the strategic studies literature) as the potential source of
future “cyber doom” connected to cyberwarfare, or (as reflected in the critical
leaning debates) investigating the construction and consequences of these
ideas produced by practitioners and academia.

There is thus a lacunae in the literature regarding the response to and gov-
ernance of actual cases of large-scale cyber incidents. Recognizing that the
connection between civil contingencies/crisis management and large-scale
cyber incident governance and response had scarcely been investigated in the
literature on international cybersecurity, this became central to the first two
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articles in the thesis. The value of further exploring non-threat based ap-
proaches, cybersecurity governance and large-scale cyber incidents as a way
to investigate the empirical basis for key assumptions regarding cybersecurity
governance and large-scale cyber incidents (in terms, for example, of sources
of danger and central actors) became increasingly evident as | delved deeper
into the empirics; and as the scholarly debate regarding the securitization and
militarization of cyberspace developed in subsequent years. Thus, one of the
articles that followed focused on adding a perspective of risk(ification) to the
securitization of cyber at the EU level, acknowledging the existence of parallel
cybersecurity logics, one of which is not threat-based. The final article builds
on the empirical observations made in article 3 and applies a socio-technical
perspective to explore the tendency for collateral damage in cyberattacks af-
fecting critical infrastructure, placing it in the context of the militarization of
cyberspace.

The overarching motivation for this pluralism in theoretical approaches —
that incorporates both crisis and risk as well as socio-technical systems per-
spectives — has been to provide a variety of perspectives that, each in different
ways, supports the widening and deepening of our understanding of interna-
tional cybersecurity beyond the threat-based focus that often underpins clas-
sical security studies approaches. This aligns with the growing scholarly in-
terest in exploring cybersecurity’s many conceptual and empirical manifesta-
tions beyond the “theoretical sterility” and “hectic empiricism” which has so
far characterized the field of international cybersecurity (Stevens 2018). As
Van Puvelde & Brantly (2019) highlight, an interdisciplinary approach might
also be especially appropriate when studying international cybersecurity,
which is a particularly multi-layered and complex issue area. However, it is
worth emphasizing that as a result, the papers in this thesis, although intercon-
nected in different ways, pose their own research questions in relation to cer-
tain and to some extent different angles of the same empirical context. Thus,
the articles may, at an individual level, relate more to one of the two main
research questions of the thesis.

4.2 Theoretical context and related literatures

This section briefly reflects on the literatures that were considered in the pro-
cess of writing the thesis, and which in various ways are related to the ap-
proaches adopted in the thesis, but have not been explicitly used in the articles.
This includes the international cybersecurity and internet governance litera-
tures, as well as the security governance literature more broadly — especially
the component focused on ideational aspects.
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A central assumption of this thesis is that there is a connection between
understandings and conceptualizations of cyber as a public security problem
and its governance, and that a lack of insight into this dynamic leaves us with
an incomplete understanding of cybersecurity governance outcomes. This as-
sumption has a close affiliation with insights from the ideational component
of the governance literature, which argues that policy dynamics surrounding
an issue (including subsequent contestation and cooperation) will be substan-
tially influenced by the understandings, representations and framings of that
issue (Daviter 2011, Rochefort & Cobb 1994, Campbell 2002). Students of
policy framing are generally concerned with the ways framing influences how
issues are processed by the political system, and how framing (and framing
contests) are related to policy positions and decisions. Rein & Schon (1996)
argue that frames can be seen from four compatible perspectives: as a scaf-
folding (an inner structure), as a boundary that sets off phenomena from their
contexts, as a cognitive/appreciative schema of interpretation or as a generic
diagnostic/prescriptive story (Rein & Schén 1996:88). This thesis primarily
relates to the concept of frames as cognitive/appreciative schema of interpre-
tation, or as generic diagnostic/prescriptive stories. Although the field has tra-
ditionally studied framing from the notion that definitions are important in the
initial phase of policy processes or cycles, an increasing number of contribu-
tions depart from this view by arguing that definitions — or framings — are
entangled in action itself (de Vreese 2012). This thesis subscribes to both ap-
proaches in its respective articles. However, the overarching starting point of
the articles is one that subscribes to the idea that how we conceive and frame
policy questions shapes how they are acted on (e.g. Hall 1993).

My interest in international cybersecurity governance naturally led me
down the path of the wider internet governance literature as well as the more
specific cybersecurity governance literature. There are considerable overlaps
between the two. Contributions within the internet governance literature have
tended to focus on the changed conditions for governance created by cyber-
space, and the characteristics of current governance structures (Mueller 2010,
Brown & Marsden 2013, Scholte 2017) and cyber norms (lasiello 2016), as
well as contributions focused on the nascent international cyber regime com-
plex (Raymond 2016, Pawlak 2019). Arguing that internet governance tends
to be characterized by “..trans-scalarity, trans-sectorality, diffusion, fluidity,
overlapping mandates, ambiguous hierarchies and a post-sovereign absence
of a single and consistent supreme authority” (Scholte 2017:182), scholars
within this literature commonly highlight that the internet puts pressure on the
traditional governance structures of the nation state in several distinct ways
(Mueller 2010:4).
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While contributions within the cybersecurity governance literature have
been diverse, ranging from studies on network governance as applied to cy-
bersecurity (Dunn-Cavelty & Suter 2009), to the influence of cyber-incidents
on governance outcomes (Shires 2019) and the impact of context on cyberse-
curity governance challenges (Ellis & Mohan 2019), similar themes to the in-
ternet governance literature reoccur in this literature. In particular, the litera-
tures both tend to focus on the ways in which the particular characteristics of
cyberspace affect security governance and cooperation between key actors.
These include but are not limited to the tendency for cyberspace to be simul-
taneously transboundary and geographically bound, and to transcend other im-
portant dichotomies for governance such as private/public, civil/military and
operational/strategic. Similar scholarly interest has been extended to studying
the emerging cybersecurity governance practices of the European Union, re-
sulting in studies that, for instance, shed light on the creation of public—private
transnational governance in the European internet economy (Christou &
Simpson 2006:57), the characteristics of the EU as a cybersecurity actor (Car-
rapico & Barrinha 2017, Christou 2016, Sliwinski 2014) and the EU’s role in
shaping the global cyber regime complex (Christou & Simpson 2006, Pawlak
2019). Despite an emerging focus within this literature on studying the con-
nection between problem perception/framing and governance of cybersecu-
rity, notably Christou (2016) and Carrapico & Ferrand (2020), this has re-
mained relatively uncharted territory, especially when it comes to crisis gov-
ernance (Boeke 2017).

Moving on from a discussion of the governance literatures and insights that
have been consulted in the process of designing this thesis, the following sec-
tions expand on the specific literatures and theoretical frameworks used in the
individual articles. While these theoretical approaches are distinct from one
another, they fit into a broader theoretical universe which shares certain com-
mon traits. They all subscribe to an understanding of security as something
intersubjectively socially constructed, and they are all interested in how these
processes relates to and affects governance. This is perhaps clearest in the se-
curitization and riskification literatures. But it can also be identified broadly
in the crisis management literature, as well as in the socio-technical literature’s
focus on the interaction between human cognition and complex technology,
and the organizational settings that are put in place as a result.

4.3 Securitization and riskification: article 1

Like the framing literature discussed above, the securitization and riskification
literatures are interested in the way an issue is presented or given saliency, and
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the policy consequences of this process. Some scholars argue that securitiza-
tion should be viewed as a work of framing in the sense of “...an intersubjec-
tive practice of meaning making that triggers a particular security-oriented
mindset and shapes the perception of both the nature of the problem and ac-
tions undertaken to deal with it” (Stepka 2022).

With their roots in speech act theory, both securitization and riskification
theory have a discursive conception of security, meaning that the definition of
security is dependent on its successful construction in discourse. Securitiza-
tion as described by Buzan et al. (1998) is at its core a more extreme form of
politicization. When an issue is securitized, it is presented as an existential
threat to a referent object, which justifies actions outside of the ordinary or of
normal political procedures (Buzan et al. 1998: 24). From this perspective, the
general concept of security is drawn from its constitution within national se-
curity discourse, emphasizing the confronting — and construction — of threats
and enemies, which grants the ability to adopt emergency measures and ex-
ceptional politics (Buzan & Hansen 2009: 213-214).

While the securitization perspective has been widely popular and influen-
tial within security studies, the Copenhagen School has also been criticized,
particularly by approaches that advocate a more radical expansion of the con-
cept of security. Another category of criticism has highlighted its lack of re-
finement in regard to different logics of security (Judge and Maltby 2017:
182), including the lack of acknowledgement of risks in relation to threats in
the securitization process (Aradau et al. 2008:149).

Rather than arguing for a more deliberate and refined inclusion and
acknowledgement of risk in securitization theory (see for example Trombetta
2008), | agree with Olaf Corry (2012) that risk politics (riskification) should
be analysed and understood as separate from threat politics (securitization).
This approach implies that risk politics involves its own dangers and ad-
vantages: “Though at times interwoven, making an issue a question of risk is
not the same as securitization nor even necessarily a precursor to it” (Corry
2012: 236). From this perspective, riskification can be seen as a social process
with similarities to the securitization process, but concerned with risks in both
the discursive phase (speech acts) and the non-discursive phase (policy imple-
mentation and collective approval of proposed measures). A key difference
here is that risk-security is essentially focused on the conditions of possibility
for harm, as opposed to direct causes of harm (threat-security) (Corry 2012:
238). While the notion of riskification has also been criticized, prominently
on the basis that it, like securitization, is fixated on discourse (Petersen 2012:
710), its added value arguably lies in making possible the identification of a
different mentality of governing, in a process that without this perspective
could be (mistakenly) labelled securitization. Thus, it maintains the integrity
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of the concept of securitization while allowing for a more refined understand-
ing of the politics surrounding danger. Despite an increasing interest in look-
ing at cybersecurity from risk perspectives, the relationship between threat-
and risk-based security logics has so far been largely unexplored in the issue
area of international cybersecurity. This is surprising given that international
cybersecurity is an especially multi-layered and complex policy field with a
tendency to transcend traditional dichotomies of governance. Article 1 helps
to bridge this gap by investigating how the relative prevalence of risk- vs
threat-based security logics in EU cybersecurity policy has changed over time
and how this connects to governance outcomes.

4.4 Crisis management governance: articles 2 and 3

In the wake of the turn towards broadening and deepening the field of inter-
national security (Buzan & Hansen 2009:187), students of international secu-
rity and governance paid increasing attention to non-threat-based security per-
spectives such as “all hazards”, crisis and disaster management (Bossong &
Hegemann 2015, Boin et al. 2017). The trend within security studies to pay
increasing attention to perspectives of crisis and disaster coincided with em-
pirical developments, in which international crises gained more political at-
tention following high-profile events, not least in recent times, as we have
experienced major crises such as Covid-19, climate change induced wildfires,
and food and fuel-shortages as a result of Russia’s war on Ukraine. In this
context, the European Union (EU) has built up frameworks and mechanisms
for responding to crises, disasters and structural risks that cross both geograph-
ical and functional boundaries.

Providing support for member states in terms of civilian crisis management
has proved one of the most successful ways in which the EU can act in the
realm of security. Referencing the need to confront transboundary challenges
and threats through a comprehensive approach that bridges silos, the EU has
continuously moved to collapse the traditional divide between internal and
external security governance (Shepherd 2021, Bossong & Rhinard 2021). Tra-
ditionally, internal security challenges were seen as primarily concerning
criminal activity within a state, and managed mainly through civilian law en-
forcement, while external security was seen concerning challenges and threats
from outside the state’s borders and managed by deterrence and defence,
and/or repelled by military force (Shepherd 2021: 2). Bossong and Hegemann
suggest that the emerging practices, policies and processes of civilian crisis
and disaster management can be conceptualized within the security literature
as “civil security governance”, a concept which “...may help to capture the
emerging protection-oriented policy space, which extends beyond the EU’s
CFSP and Area of Freedom, Security and Justice (AFSJ) and is not adequately
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covered by more traditional terms like internal security” (Bossong & Hege-
man 2015:3).

This thesis subscribes to the importance of incorporating crisis and all-haz-
ards management perspectives, which allow for non-antagonist threats and
risks to be studied, into the notion of international security. Articles 2 and 3
adopt analytical frameworks drawn from the literature on transboundary crises
within the wider crisis management and contingencies literature, and position
these in the context of cyber crisis governance in national administration set-
tings and the EU. What characterizes a crisis in a traditional sense is an event
that threatens core values or life-sustaining systems, which requires an urgent
response under conditions of deep uncertainty (Boin & Rhinard 2008; Rosen-
thal et al. 2001). What sets the transboundary crisis apart from a “traditional”
crisis is, simply put, its tendency not to be limited by geographical, political,
sectoral, economic, social or legal boundaries (Boin et al. 2014, Boin 2019,
Jordana & Trivifio-Salazar 2020). More specifically, a transboundary crisis
can be defined as a crisis that transcends political boundaries, such as geo-
graphical borders, jurisdictions or levels of governance, functional bounda-
ries, such as sectoral, policy and industry domains, and temporal boundaries
of definitions (Ansell et al. 2010, Rose & Kustra 2013).

4.5 Sociotechnical perspectives and normal accidents
theory: article 4

The sociotechnical systems/safety literature can be considered one of the cor-
nerstones of the crisis management literature, although it has often been siloed
from debates in security studies, including on cybersecurity. In article 4, | at-
tempt to understand the proliferating tendencies of large-scale cyber incidents
connected to critical infrastructure as observed in the empirics of earlier arti-
cles by applying a socio-technical perspective to developing dangers and cas-
cading accidents. To do this, I built and expanded on the idea of normal acci-
dents coined by Charles Perrow in 1984.

The normal accidents concept stems from a simple idea: that the combina-
tion of a complex interactive system and tight coupling between system com-
ponents will inevitably lead to “accidents” in high-risk socio-technical sys-
tems, such as catastrophic failures causing disruption to operations. This con-
dition exists because of several development steps.

The first is linked to technological progress. Modern technological inven-
tion, innovation and expansion is constantly multiplying and expanding high-
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risk technologies, such as industrial control systems (ICS) for critical infra-
structure operations, nuclear technologies and space technology/satellites.
These technologies are high-risk because we rely on their operation for our
safety or daily lives, and their failure would have extensive disruptive effects
or even threaten lives.

The second is linked to our need to control these rapidly developing tech-
nologies. To make them manageable, we create complex systems or inject
them into complex systems. These systems could be technical or systems in
an organizational sense (organizations of organizations). We build complexity
into the systems by creating interactive-ness between the components of the
system or between systems. The components could be made up, for example,
of code, parts, procedures or operators.

The third is linked to tight coupling. When two or more failures of compo-
nents happen in an interactive way, the result can be both unexpected and un-
predictable — even for the designers of the system (Perrow 1999:4). This in-
teractive complexity would not be as dangerous were it not for an additional
system characteristic: tight coupling. Perrow defines tight coupling as a con-
dition in which “..processes happen very fast and can’t be turned off, the failed
parts cannot be isolated from other parts, or there is no other way to keep the
production going safely” (Perrow 1999:4). The result is that there is “no slack”
in the system. Recovery becomes difficult and the initial disturbance can pro-
liferate quickly and irreversibly. As the permutation and combination of inter-
acting components increases, an error in any of those components, or combi-
nation of components, could have a catastrophic net effect on the functioning
of the overall system — if adequate separation and segregation are not in place.
According to Perrow, neither technological fixes nor better organization will
entirely do away this dynamic, since this will only tend to increase the inter-
active complexity of the system. The only viable option to reduce the effects
of the NA dynamic is to minimize tight coupling, for instance, by increasing
redundancy and decreasing centralization.

Although increasingly popular among scholars, the seemingly determinis-
tic argument of NA was challenged, among others, by a group of Berkeley
researchers who coined the term “High Reliability Organizations” to describe
organizations that, despite possessing systems that have both interactive com-
plexity and tight coupling, still manage to keep catastrophic accidents to al-
most zero. The critics of NA also argued that Perrow was too focused on tech-
nology, downplaying or underestimating the role of the human, organizational
and sociocultural factors involved in technological disasters (Le Coze
2021:4). Arguably, these perspectives are not mutually exclusive, and more
recent academic contributions on both HRO and NA in particular commonly
acknowledge their compatibility when applying a sociotechnical systems per-
spective to HROs (Rijpma 1997 Brown 2018, Le Coze 2015). Thus, more

20



modern understandings and applications of NA incorporate to a greater degree
an acknowledgement of the role of organizational and system design in com-
pensating for human fallibility and technological failures.

Even though the idea of normal accidents was primarily developed in a
time before the internet, I suggest that a slightly modified version of Perrow’s
NA approach can be applied to explore and explain cyber-induced failures in
the large-scale socio-technical systems underlying the operation of critical in-
frastructure today. The main modification consists of a broader scope of the
NA dynamic, and a greater focus on the macro-layer. Whereas Perrow origi-
nally referred to NA dynamics in relatively small and closed systems, such as
the management of a nuclear facility or an aircraft, this thesis (in article 4)
applies the NA perspective to regional and global dynamics such as interna-
tional supply chains. One of the major takeaways is that this approach, in con-
trast to most of the contributions within international cybersecurity studies,
theorizes large-scale cyber incidents from the perspective of the unintended-
ness and unexpected-ness that stem from socio-technical system characteris-
tics. In other words, it focuses on the systems attacked, and steers away from
antagonist-centrism.
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5. Methods and materials

This section outlines the methodological considerations and the methods used
in the articles for the thesis. The purpose of the section is not to set out a com-
mon research design for the whole project, since each paper contains its own
research design. This section instead outlines discussions on the overall meth-
odological choices, with regard to ontology, reflexivity (reflections on my role
as a researcher within the project), materials and case selection, as well as
various ethical considerations.

5.1 Methodological approach

The previous section notes the social scientific orientation of this thesis as
constructivist in nature. This section elaborates briefly on what this means for
the thesis in terms of its central assumptions and approaches to scientific in-

quiry.

Constructivism is a broad strand of ontological thinking that is influenced
by philosophy, social theory and sociology, by for example the works of We-
ber and Durkheim. Various currents of thought have developed under its um-
brella, but common to all constructivist thinking is the proposition that people
are social beings, and that social relations make us — but we also make social
relations. In other words, structure affects agents and the other way around,
simultaneously (Onuf 2013:7). Constructivists generally hold the view that
international reality is constructed by building blocks that are ideational and
material, and that ideational factors have both normative and instrumental di-
mensions (Ruggie 1998: 879). Furthermore, constructivists agree that social
beings lend significance to the world through ideas and agreement that some-
thing exists, which includes a belief in the existence of (potentially) multiple,
intersubjectively, constructed “truths” about social, political, cultural and
other human events (Schwartz-Shea & Janow 2011). Based on the assumption
that we are constantly remaking our world, constructivists often focus on un-
derstanding change (Mdiller 2013:622). While constructivism is not a method,
it provides a set of assumptions that guides analytical focus and key method-
ological choices.
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While there are some core features of constructivist research that reflect its
view of scientific inquiry, it is worth noting that constructivism comprises a
spectrum that ranges from positivist and rationalist-leaning approaches to in-
terpretivist and radical reflectionist, critical-leaning approaches. This thesis
contains articles that vary in terms of their position on this spectrum, but over-
all subscribe to a mainstream interpretivist constructivist approach in terms of
ontology and epistemology. From this perspective, social reality is best ac-
cessed through qualitative methods focused on social constructions such as
shared meanings, language and practice (Bevir & Rhodes 2015). This ap-
proach has guided the overall methodological choices of this thesis, including
the decision to conduct qualitative, small N and primarily interview-based
case studies with an emphasis on exploring and understanding rather than as-
piring to provide causal explanations. While the thesis largely focuses on con-
structions and understandings of (cyber)security and large-scale cyber inci-
dents involving key actors, it also assumes that this understanding cannot be
divorced from context in terms of constructed structural conditions and con-
siderations.

5.2 Case selection

A case study can be broadly defined as an attempt to understand and interpret
a spatially and temporally bounded set of events, or as an intensive empirical
inquiry investigating a specific phenomenon within its context (McNabb
2010:237). While the rationale behind case selection for the individual articles
in this thesis ultimately depended on their specific respective aims and objec-
tives, the cases were broadly selected on the basis of their “class of event”
(Yin 2003, George & Bennett 2005) or, in other words, what they are “an
instance of” (Levy 2008:2). The cases were furthermore selected based on
their significance as instances of the respective class of event (McNabb
2010:281).

Two main classes of event, albeit in various ways interconnected and over-
lapping, guided the case selection for the articles: instances of international
cybersecurity conceptualization and governance (articles 1 and 2), and in-
stances of large-scale cyber incidents affecting critical infrastructure opera-
tions (articles 3 and 4). For the first two articles, focused on international cy-
bersecurity conceptualization and governance, the EU was chosen as the ob-
ject of study. The motivations for this choice were that the EU has had a rela-
tively long history of engaging with the issue area of international
cybersecurity — and the prospect of large-scale cyber incidents — and that there
is data available to illustrate the development of the EU when it comes to con-
ceptualization of cyber and governance trends over time, including contesta-
tions between member states and the EU as a supranational entity. For articles
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3and 4, the cases were selected on the basis that they fit the definition of large-
scale cyber incidents as understood in this thesis (cyber induced disruptions
affecting critical infrastructure operations) and because they were considered
serious, or “high-profile”, enough to generate broad responses beyond limited
technical incident management.

Qualitative studies with a small number of cases have several key strengths,
but they are also prone to some limitations and risks, from which this thesis is
not exempt. For instance, single or small-N case studies are more prone to the
risk of selection bias than large-N case studies, something which is managed
through conscious case selection and the selection of cases on the characteris-
tics of the independent rather than the dependent variable (Atkinson &
Delamont 2010, Halperin & Heath 2020:243). Moreover, while single and
small-N case studies tend to have high internal validity due to the richness of
the data and analysis focused on a single case or a few cases, the low number
of cases can also affect the extent to which generalizability across the wider
class of events can be claimed.

5.3 Data collection, materials and data analysis

Throughout its individual articles, this thesis has mainly employed three qual-
itative research methods: interviewing, textual analysis and (to a smaller ex-
tent) discourse analysis.

While the most important data source for this thesis was the interviews, a
combination of data collection methods was important to provide the neces-
sary depth and range of data to respond to the aim of the thesis. The primary
and secondary documents were also essential to complement and validate the
interview data in each of the studies. The primary documents (strategy docu-
ments, legal documents, official reports, decision-documents and position
documents) were accessed through open source/official websites. The second-
ary sources mainly consisted of different kinds of reports and reviews from
media and companies, such as reports on the timeline of events or conse-
guences of a large-scale cyber incident.

5.3.1 Interviewing and fieldwork

The fieldwork undertaken for this thesis occurred before the Covid-19 pan-
demic of 2021-2022 and included travel to Estonia, the United Kingdom and
Japan to conduct interviews with key senior practitioners in national cyberse-
curity organizations. During and after Covid-19, interviews were primarily
performed online via Zoom. These interviews were with practitioners from
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the US, the UK, Sweden, Romania and Switzerland, as well as EU practition-
ers from the European Agency for Information Security (ENISA), and the Eu-
ropean Cybercrime Centre (EC3). Of the 37 interviews conducted throughout
the period of the thesis, 28 were in-depth interviews of between 30- and 90-
minutes duration.

In addition to the formal interviews, the fieldwork included informal dis-
cussions with practitioners both within and without the set of official inter-
viewees for this thesis. These were also an important source of information
and insight concerning the overall events and surrounding factors. Interview-
ees were mainly selected due to their insight on or involvement in the cases in
the respective articles. The goal of the interviewee selection strategy was to
include both internal and external perspectives on each case, in terms of both
involvement in the case of the study and geographic position. Most of the in-
terviewees are affiliated with public organizations (such as CERTSs or na-
tional/international cybersecurity agencies) while a minority are affiliated
with private cybersecurity companies.

Interviews were conducted in a semi-structured manner, maintaining a set
of overarching questions and themes to guide the interview while at the same
time allowing the interview to be flexible, resemble a conversation and allow-
ing the interviewees to focus and expand on themes essential to them. The
interview data analysis strategy entailed three main steps: data reduction, cod-
ing and analysis (Halperin & Heath 2020, Curini & Franzese 2020). The first
step entailed a process of transcribing the interview recordings into written
form. The second step involved organizing the interview data according to the
theory-informed themes, categories and motifs of the respective articles. The
final step entailed analysis, drawing conclusions on the basis of the organized
interview data and cross-checking the emerging findings.

5.3.2 Textual analysis and discourse analysis

Apart from interviewing, the qualitative analysis of the texts, primarily in the
form of central documents and reports, was the most important source of data
for the thesis. Most of the articles contain a combination of textual analysis
and interviewing. This form of triangulation can be especially valuable when
it comes to validating and substantiating findings from qualitative document
analyses (Wesley 2014:146). Qualitative document analysis requires immer-
sion in and familiarity with the texts in focus and in-depth accounts of find-
ings. The text analysis strategy entailed several stages of study of the key doc-
uments, where the first was broader and holistic and the subsequent stage in-
volved broad categorization or classification of data. The final stage involved
in-depth analysis and potential revision of the categorization.
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One article in this thesis (article 1) utilized discourse analysis, which is an
interpretive form of analysis that explores the way in which speech and dis-
courses give meaning and legitimacy to actors, institutions and practices.
From this perspective, textual analysis can detect and lay out discourse, but
this must also be understood in relation to its contexts. Discourse analysis has
a close association with (qualitative) content analysis, which involves the sys-
tematic analysis of textual information (Halperin & Heath 2020). In article 1,
a minor content analysis was carried out using the qualitative content analysis
software tool NVIVO. This process entailed developing a coding table and
injecting key documents into the software tool before analysing the documents
for the relative frequency of select coded words while controlling for versions
of the words that could affect the results (Weber 1990).
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6. Ethical issues

Ethical concerns are part of the everyday practice of doing research. In the
course of conducting the studies included in this thesis, several ethical impli-
cations had to be addressed. Guillemin & Gillam (2004) suggest that there are
at least two major dimensions of ethics in qualitative research: (a) procedural
ethics, involving formal procedures and applications for conducting research
involving humans; and (b) “ethics in practice” (Guillemin & Gillam
2004:263). This section discusses both dimensions in relation to my research
and fieldwork.

6.1 Procedural ethics

Procedural ethics relate to the more technical considerations of a study, such
as informed consent and data protection (Kapiszewski et al 2015:226). In line
with standard ethical guidelines, | informed all the interviewees about the
study’s aims, the questionnaire, their role in the study, why they had been
asked to participate, plans for subsequent publication and data protection. This
information was also sent to the interviewees in writing in the standard form
provided by Stockholm University for participants in research projects. All
the interviewees were asked for full consent and permission to record the in-
terview. Due to the often-sensitive nature of the interviewees’ identities, all
have been anonymized. After conducting the interviews, the interviewees
were informed that they could have a copy of the recorded interview if they
wished, and that they would have an opportunity to read their quotes before
publication.

6.2 Ethics is practise

Ethics in practice relates to the relationship between the researcher and the
people interviewed, including pre-established norms and ideas that might af-
fect the study outcome. Although a contested concept, the people | inter-
viewed for this thesis can generally be described as “elites” in the sense that
they have close proximity to power (senior positions within their organiza-
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tions) and/or a particular expertise on the subject of interest. Most of my in-
terviewees hold positions in high-level public institutional structures for man-
aging cybersecurity, such as EU agencies, National Cybersecurity Centres or
national CERTSs. Rice (2010) identifies that interviewing elites presents re-
searchers with a number of practical challenges associated with the question
of power. One main challenge is gaining access to interviewees in the first
place. This was indeed perhaps the most difficult stage of the interviewing
process for this thesis. Interview opportunities were given almost exclusively
as a result of my personal connections in the cybersecurity field. | had to be
careful not to bring my involvement in the field as a consultant into the inter-
view situation, in terms of both interaction and the interview questions. How-
ever, my practical experience in the field has also given me a solid basis of
understanding, which was naturally helpful when conducting the interviews.
Another issue that | had to consider was the potentially influential factor of
the organizational affiliations of the interviewees (Rice 2010:74). | ap-
proached the risk that this aspect might skew the results by trying to find sev-
eral interviewees from different organizations and countries, to gain external
perspectives on the phenomenon/case of interest.

6.3 Reflexivity

Reflexivity concerns reflections on my own roles as a researcher in and ob-
server of the field, and the limitations these impose. One such reflection in-
cluded the notion of the west/euro-centrism of my studies and perspectives,
something still exceedingly common even in critical-leaning perspectives on
international cybersecurity (Dwyer 2022). Another concerned my position as
a scholar working in the field of international cybersecurity. As Coles-Kemp
(2022) argues, cybersecurity scholars must acknowledge and be aware of how
we are served by the hype around cybersecurity and the power that comes with
working within a hyped field, including socio-economic resources and influ-
ence. Indeed, as highlighted by Burton & Christou (2021), cybersecurity
scholars are among those who have benefited from the securitization of cyber-
space. Moreover, the particular power that cybersecurity as an academic pur-
suit typically accrues comes from its links with industry and government and
its usefulness to those entities (Coles-Kemp 2022).

As cybersecurity scholars, it is important that we confront our own roles in
this power dynamic. For myself, this has been especially important consider-
ing that my career originated in the cybersecurity industrial complex as a con-
sultant primarily involved in government civil cybersecurity projects. Such
reflections have included notions on my privilege given my background in a
field which is, in practice, closely connected to intelligence-agency culture
and secrecy. Without my social and professional networks, which stem from
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my involvement in the field as a practitioner, | would probably have had dif-
ficulty getting access to the interviewees who were the most important source
of data for this thesis. | have had access to national cybersecurity conferences
and other spaces that provide limited access to those from outside this com-
munity. My aim throughout the process of writing the thesis has been to
acknowledge the ways in which my background in the field might have influ-
enced my views on the objects and subjects of study, and to strive for trans-
parency, awareness and critical reflection in relation to my background as well
as my current position as a researcher.
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7. Main findings and contributions

This section will expand and reflect on the main findings and contributions of
the thesis.

In general, the findings reveal a disparity between the catastrophic scenarios
depicted in speech acts used to secure cyberspace and the current empirical
reality of cyber incidents affecting critical infrastructure. We have not yet wit-
nessed a "Cyber 9/11" or a significant disaster caused by cyberwarfare. This
suggests that the securitization of cyberspace continues to rely heavily on the
fear of potential future events to legitimize current securitization and associ-
ated exceptional measures.

For article 1, | developed an analytical framework based on the work of
Corry (2012) on threat- vs risk-based security logics, adapted to cybersecurity
(see table 7.1). While not mutually exclusive, the separation of security logics
allows us to differentiate processes of securitization from processes of riskifi-
cation. Article 1 showed that, since 2013, the EU has evolved its cybersecurity
approach primarily from a risk-based conceptualization to an increasingly
threat-based approach - more focused on antagonist threats and the need to
defend against, or deter, “threat actors” in cyberspace. The data indicates a
similar shift at the EU member state level.

Table 7.1. Analytical framework, risk- vs threat-based cybersecurity, article 1

Analytical categories of | Threat-based cybersecu- | Risk-based cybersecurity
cybersecurity discourse | rity logic logic
in public policy
Problem emphasis e Focused on identifia- | « Focused on long
ble and acute cyber term or future risks
threats and impacts to socie-
e Focused on agency, ties stemming from
capability and intent cyberspace
of antagonists
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Focused on the need
to defend against or
deter external
“threatening others”
in cyberspace

Not focused on spe-
cific “threatening ac-
tors” or antagonists
in cyberspace
Focused on digital
dependency and sys-
tem vulnerabilities

Related response/

policy prescriptions

Active response to
defend against or de-
ter acute cyber
threats stemming
from antagonists
Management of
cyber threats leaning
towards exceptional

Long-term societal
engineering to reduce
system vulnerabili-
ties

Management and
governance of causes
of harm in cyber-
space without going

politics or militariza- into the realm of
tion emergency, or excep-
tionality

A more threat-based cybersecurity logic in EU-policy contexts entails in-
creased ambitions for pan-European cybersecurity cooperation to “defend and
deter” against cyber threat actors and a more pronounced role for the EU in
cybersecurity and large-scale cyber incident management. Nevertheless, a
more threat-based cybersecurity logic at the member state level (securitiza-
tion) is accompanied by an increase in the influence of traditional security
actors and a greater sense of secrecy in operational cybersecurity matters. A
parallel transition to a more threat-based approach to cybersecurity at both the
supranational and state levels may not necessarily improve international cy-
bersecurity cooperation. Rather, as indicated by the data, this development is
not only associated with increased supranational cybersecurity ambitions, but
also resistance from member states when it comes to mandatory pan-European
information sharing, and even, to some extent, to voluntary information shar-
ing initiatives.

The focus of Articles 2, 3, and 4 was on large-scale cyber incidents affect-
ing critical infrastructure and the governance structures established to manage
them in national and international contexts. The studies found that, in practice,
these incidents are typically governed and responded to as multi-layered trans-
boundary incidents, rather than security events in a traditional or military
sense - even when there is the suspected involvement of a state-sponsored ac-
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tor. Large-scale cyber incident response tends to feature actors such as Com-
puter Emergency Response Teams (CERTS), organizations from the affected
critical infrastructure sector, digital service providers and private cybersecu-
rity firms/contractors, as well as generic (primarily national, but sometimes
also international) crisis management structures and actors. While traditional
security actors such as military or intelligence agencies can play a role, such
as providing threat intelligence and/or supporting attribution efforts, this role
tends to be supportive, rather than a leading one. Generic transboundary crisis
management capacities, such as monitoring, sectoral situation awareness, ca-
pacity to quickly deploy expert teams (cyber incident response), clear bureau-
cratic coordination procedures, pre-established public/private relationships
and platforms, formal scaling procedures for generic national crisis manage-
ment efforts and public communication/meaning making, were regularly em-
phasized in the data as key capabilities.

The argument for the need to securitize in response to the prospect of large-
scale cyber incidents disrupting critical infrastructure is thus essentially con-
nected to assumptions about the effectiveness of intelligence and military ac-
tors at monitoring for and preventing these events — primarily through threat
intelligence and/or deterrence (for instance, preventing threat actors from
launching attacks against critical infrastructure due to fear of retaliation). The
ability to transfer the deterrence concept neatly to cyberspace is contested in
the literature, as discussed in earlier sections. Even if we consider that deter-
rence may be effective at preventing intentional disruptions of critical infra-
structure by threat actors, it may not be as effective at preventing unintentional
disruption due to collateral damage from directed attacks, or proliferating mal-
ware. Moreover, this approach comes with a flipside, since the increased in-
fluence of intelligence practices that comes with securitization and militariza-
tion of an issue, will tend to decrease the prospects for enhanced trust and
information sharing between key stakeholders, including between private and
public sector actors.

Several of the most serious large-scale cyber incidents affecting critical in-
frastructure to date have been the result of collateral damage/unintended con-
sequences, and/or broadly proliferating malware, rather than directed offen-
sive cyber operations. In article 4, | built on sociotechnical systems theory to
develop an analytical framework (see table 7.2) for understanding how initial
disturbances in system components of critical infrastructure may cascade in
unexpected ways, and with unexpected consequences. | argue that the exist-
ence of Normal Accidents dynamics (the combination of interactive complex-
ity and tight coupling), in multiple layers of critical infrastructure operations,
makes it exceedingly difficult to foresee, or estimate, how disruptions or al-
terations of individual components in a system, or several systems, might in-
teract and cause incidents.
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Table 7.2 Analytical framework for NA-dynamics in critical infrastructure op-
erations, article 4

active components
in the organization

e Lack of distinction
between critical and
non-critical system

Layers of Examples of normal accident | Interactive Tight coupling
critical infra- | dynamics in systems of criti- | complexity
structure op- | cal infrastructure operations
erations
Macro e Supply chaininter- | Complex Dependency on
dependencies global ecol- delivery of sup-
ogy of supply | plies/services to
chain actors keep system
(including running/inability
vendors) and | to operate with-
inter-organi- | out supply/ser-
zational de- vice delivery
pendencies
Organization e  Centralization of Integration Lack of organi-
services in combi- between or- zational
nation with interde- | ganizational slack/structural
pendencies of inter- | components flexibility, or re-

and functions

Lack of com-
prehensive
understanding
of the system

dundancy

e Legacy hardware
e |egacy systems

components (subsystems
and their in-
terfaces)
Technology e Legacy code Layered leg- | Dependence on

acy code and
combinations
of old and
new hardware

legacy code lay-
ers, and legacy
hardware, to
keep systems
operational
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The proliferating tendencies of malware in combination with NA-dynamics
in critical infrastructure systems have implications for at least two threat-based
assumptions regarding the international cybersecurity landscape. The first
concerns the idea of the centrality of actor intent. The findings of this thesis
suggest that the proliferation pathways, seriousness of impact, and political
interpretation of malware deployment, tend to be both more volatile, and un-
predictable, than is sometimes suggested. Thus, the intent of threat actors may
not have a clear link to the proliferation, impact, and political consequences
of cyberattacks or cyber operations.

The second concerns the “offensive turn” in the cyber policies of demo-
cratic states, or the increasingly legitimized idea of the use of offensive cyber
tools and operations as a way to assert power, deter foes and project strategic
influence in cyberspace. These practices assume the ability to correctly assess
the impact and consequences of the use of offensive tools and methods. Ac-
cording to NA-theory, it may be almost impossible to consistently do this
when a system with NA-characteristics is affected, because of the possible
ways in which failures in individual components of that system could interact
and cause unexpected consequences. Moreover, the difficulty of assessing
how an offensive action will be interpreted by the opponent will add to the
challenge of analyzing outcomes. The same offensive action may be inter-
preted differently by different states, due to varying conceptual and legal in-
terpretations of cyberattacks, and different thresholds for counterattacks. NA-
dynamics may also be “hidden” in systems, meaning that systems with these
characteristics could be targeted, or affected by mistake. If offensive cyber
operations become a more common feature of the international cyber land-
scape, we are, therefore, likely to see an increase in collateral damage inci-
dents/unintended consequences from cyberattacks, worldwide.

The empirical reality of cyber incidents affecting critical infrastructure so
far suggests that the likelihood of catastrophic critical infrastructure disrup-
tions due to cyberwarfare has probably been exaggerated. What is likely to
have been understated, in academia and in practice, is the danger posed by a
more militarized and securitized cyberspace globally. Increasing use of offen-
sive tools and methods in cyberspace by both democratic and non-democratic
states is likely to contribute to malware proliferation, increased stockpiling of
vulnerabilities by states, and more instances of unintended effects and collat-
eral damage from offensive cyber operations. In combination with a further
destabilized international cybersecurity landscape involving increased fear
and suspicion between states in cyberspace, and weak international cyberse-
curity norms, this will result in a more dangerous, and less secure, future cy-
berspace, in which the risk of escalatory scenarios increases.
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8. Concluding remarks and further research

In the context of a swiftly changing international cybersecurity landscape, this
thesis has sought to provide theoretical and empirical findings to give us a
better idea of how conceptualizations of cybersecurity as a public security
problem shape how it is governed, and to achieve an improved understanding
of the phenomenon of large-scale cyber incidents. Through the application of
various non-threat based theoretical lenses, it has addressed and questioned
some of the assumptions that result from a predominantly threat-based cyber-
security focus in public policy and academia. Moreover, the thesis has em-
ployed analytical approaches which facilitate the exploration of international
cybersecurity along more than just traditional ‘hard’ security lines.

The next decade will be critical for the future of cyberspace. There are still
several possible trajectories of development in terms of international cooper-
ation on cybersecurity and governance of the dangers that stem from cyber-
space. The idea that suspicion, secrecy, and conflict might constitute the foun-
dation for future cyber interactions at the inter-state level is troubling. None-
theless, this future becomes increasingly plausible as the continuation of se-
curitization and militarization of cyberspace globally leads to path-
dependencies that will further structure, and consolidate, triggered security
dilemmas and cyber arms races. Attempts to de-securitize cyberspace and fo-
cus the conditions for cyber peace, rather than cyber conflict (Burton & Chris-
tou 2021), will be key to preventing this outcome.

However, the potential pathways of cyber de-securitization are still exten-
sively underexplored in the literature. This will continue to be an important
aim of future research within international cybersecurity studies, along with
attempts to employ theoretical perspectives beyond narrow traditional security
approaches. Another potential subject for further exploration is the connection
between institutional arrangements, (cyber)security understandings (meaning-
making), and governance outcomes. While many of the most powerful states
in the cyber realm have organized their national cybersecurity agencies under
the umbrella of intelligence/defense agencies, some have located their Na-
tional Cybersecurity Centres, or equivalent, within other institutional arrange-
ments. These variations provide opportunities for comparative case studies.
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Finally, the continued focus on identifying and investigating central repre-
sentations (and the imaginaries they draw on) of dangers in the international
cyber landscape (not least large-scale cyber incidents) will continue to be an
important task for students of international cybersecurity. This will not only
further the academic debates surrounding the securitization of cyberspace, but
also have practical implications, by shedding light on the implicit assumptions
that underpin key decisions, and cyber policy choices, in both national and
international contexts.
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