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Abstract

An organization's ability to succeed depends on the Confidentiality, Integrity, and Availability of its
information. This implies that the organization's information and assets must be secured and protected.
However, the regular occurrence of threats, risks, and intrusions could serve as a barrier to the security
of this information. This has made the management of Information security a necessity. Organizations
are then trying to be more agile by looking for ways to identify and embrace opportunities swiftly and
confront these risks more quickly. Very little research has examined the relationships between
Organizational Agility and Information Security. Hence, this study aims to investigate the management
of Information Security in organizations while maintaining agility and highlighting the challenges
encountered, and also addresses the research question: How do organizations manage information
security while maintaining organizational agility?

The research strategy used is the Case Study, and the data collection methods used are semi-structured
interviews and documents. The interview was conducted in a financial institution in Nigeria with seven
security specialists, and documents were obtained from the company's website to help gain insights into
the services and products offered. Thematic analysis was the data analysis method chosen. The findings
revealed eighteen measures in which Information Security can be managed while maintaining
Organizational Agility. Part of the identified measures are similar to those identified in previous research,
while new measures are also discovered. Furthermore, these identified measures will be useful for other
organizations, particularly financial institutions, to emulate in managing their Information Security and
being agile while at it.

Keywords: Organizations, Information Security, Organizational Agility, Information Security
Management.



Synopsis

Background

Information technology systems are used to communicate and process information for organizational
and operational procedures; hence, this data must be protected. Information security consists of three
components: Confidentiality, Integrity, and Availability. With the dependence of organizations on
Information security, breaches are also on the increase, which could negatively affect how those
organizations operate. Information Security Management is therefore necessary. Organizational agility
refers to a company's capacity to react quickly and modify its operations in response to changing
conditions. Despite organizational agility's impact on information security, businesses are continually
worried about maintaining it in the face of changing dangers and breaches.

Problem

Organizations still face some challenges managing their information security while maintaining agility.
Information security management and organizational agility have each been studied separately in
previous studies. Few in-depth analyses of their relationship have been conducted. Hence, the reason is
to better understand how businesses handle information security while maintaining agility.

Research Question

The aim of this study is to investigate the management of Information Security in organizations while
maintaining organizational agility. The study's research question, which tries to address the already
described research problem, is: How do organizations manage information security while maintaining
organizational agility?

Method

The research strategy selected for this study is the Case Study. This took place in one of the financial
organizations in Nigeria. Semi-structured interviews and Documents obtained from the company's
website are the data collection methods. Non-probability sampling and purposive sampling methods
were used in selecting the participants. The chosen analysis technique was the Thematic Analysis.

Result

The Thematic Analysis of the collected data revealed eighteen measures in which Information Security
can be managed in the organization together with agility. The eighteen sub-themes were further
categorized into eight themes. Sixteen out of the eighteen measures have been discussed in previous
research. The newly identified measures are Strong Legal Documents and Virtual Phone Networks —
VPN, and they are categorized under this theme of Third-party authentication.

Discussion

The objective of this study is to show how businesses manage information security while retaining
agility. Some of the measures found are comparable to those found in earlier studies. There were newly
discovered measures. Since the case study was only undertaken in one organization, these measures may
not necessarily be applicable to all organizations. Due to the parallels in their modes of operation with
the business utilized as the case study, the newly identified measures could also be helpful to other



organizations, primarily financial institutions. The participants were chosen based on their level of
cybersecurity competence, and participation was optional.
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1 Introduction

This chapter presents an introduction to the background of the study, the aim, the research problem, the
research question, and the outline of the thesis.

1.1 Background

Information and communication technology (ICT) has an enormous impact on businesses today, which
is indisputable. Moreover, most operational processes rely on ICT systems to send, process, and retain
information, contributing to their importance. Hence, protecting the information these ICT systems
process, store, and convey is essential.

Information security (Information Security) refers to the requirements to protect information, data, or
assets considered valuable to the organization (Zaini et al., 2020). ISO/IEC 27000 (2014) standard
further explained that to ensure ongoing business success and continuity and to reduce the effects of
Information Security incidents, Information Security entails the application and administration of
appropriate security measures that consider a wide variety of risks. Information Security has three
components: confidentiality, integrity, and availability and according to Ma et al. (2008), even the most
prominent business entity's survival may be in jeopardy if one or more of these goals were lost.
Therefore, irrespective of the context in which a business operates, Information Security is vital to the
success of an organization. Furthermore, this might be the foundation for creating business agility (Zaini
et al., 2020). However, with the reliance of organizations on Information Security, breaches could be
inevitable with significant consequences on the organization, which include financial loss and the
integrity of the information and information system being compromised, amongst many others. This
results in the need for Information Security Management (ISM).

ISM describes all the steps a company takes to address information availability, confidentiality, and
integrity risks systematically. According to ISO/IEC 27000 (2014), an organization must effectively
define, establish, maintain, and improve information security in order to protect its information assets,
fulfill its goals, and preserve and improve its reputation and legal compliance. It is essential in all
information service departments as a manner of operating, not only at the leadership/managerial level
(Gunsberg et al., 2018). In order to be responsive, flexible, and have competitive advantages, an agile
organization is expected to have efficient information access that can be used across divisions (Zaini et
al., 2020).

Organizational agility (OA) is the capacity of a firm to adjust itself to unanticipated changes in the
business environment by challenging the company to act swiftly in combining its technology, personnel,
and management with communication infrastructure to adapt to such changes in quick and creative ways
(Zaini & Masrek, 2013). Organizational Agility enables businesses to see opportunities rapidly, seize
them, and deal with risks faster than their competitors. It is predicted that an ISM system, a system with
centralized control that ensures access to accurate and timely information, will help boost organizational
agility (Dehaghi, 2016). Also, with an effective ISM, Organizational Agility might be improved by
ensuring that organizations are robust to internal and external threats (Zaini et al., 2020). Information
transfer is frequent in agile businesses, necessitating serious security measures (Ebrahimian, 2012).
Hence, it is necessary to get a deeper understanding of both entities — ISM and Organizational Agility
separately, as well as understand the relationship between the two, which will help acquire more
knowledge on how an organization can further boost its performance in terms of agility and security
management.



Despite the advantages of using IT systems to increase Organizational Agility, organizations continue to
be concerned about the risks connected with Information Security and the challenges faced while trying
to control them using ISM such as limitation in finances, not having executive management support, and
a shortage of qualified resources. Hence, it is crucial to understand how organizations use ISM to control
risks while maintaining organizational agility highlighting the challenges encountered in the process.

1.2 Research Problem

Technology is now being used more frequently than ever to boost business performance which is
demonstrated by the significant investment in advancing technology to replace legacy applications and
boost agility. Information assets are subject to significant risks connected to information and cyber
security. Because of this, an organization's ability to adapt is significantly impacted by the security of its
information systems and other assets. Despite its importance, IT applications for agility may also have
drawbacks (Zaini et al., 2020). Being able to effectively implement Information Security policies is one
of the main challenges organizations face.

Several studies pointed out that it is no longer just a technological challenge to manage Information
Security (von Solms and von Solms, 2004; Chang and Ho, 2006); it has to do with governance issues,
and managerial considerations are crucial for organizational ISM. In addition, several issues with
Information Security that firms throughout the world face, as highlighted by (Singh et al., 2013), are:
support from top management; user awareness (training and education); vulnerability and risk
management; issues with policies; internal threats; access control and identity management;
organizational culture. Technology-driven security solutions can no longer address Information Security
concerns due to today's increased global connectivity and quickly developing information technologies
(Hall et al., 2011). To meet the difficulties and seize the opportunities created by the advancements in
information technology, Caralli (2004) advised that instead of focusing on a technology-based
information security strategy, firms should adopt an organizational-based strategy that considers a core
set of organizational competencies.

However, little research has been conducted to establish the correlation between ISM and Organizational
Agility and their impact on each other. According to Dehaghi (2016), only a few studies have been done
on the relationship between information security management systems and Organizational Agility, but
many more have been done on each factor separately. The two variables are connected. Also, Zaini et al.
(2020) pointed out that a literature review revealed little research that concentrates on the connection
between ISM and Organizational Agility. Although the development of agility as a dynamic capacity for
gaining competitive advantage is frequently explored in literature, no theory currently incorporates
information security strategy as a predictor for agility (Zaini et al., 2018). The correlations between
Information Security and Organizational Agility were the subject of very few studies.

Dehaghi (2016) examined how information security management systems (ISMS) affect Organizational
Agility in competition. It was envisioned by Luse et al. (2013) the role that information systems might
play as crucial technological assets for achieving agility. Also, in research carried out by Li et al. (2006),
it was pointed out that timely information sharing increases Organizational Agility by enhancing the
reliability and efficiency of the production chain.

As aresult, this study aims to investigate the management of Information Security in organizations while
retaining organizational agility and highlighting the challenges encountered.



1.3 Research Question

The study's research question, which tries to address the previously described research problem, is:

How do organizations manage information security while maintaining organizational agility?

1.4 Thesis Outline

This research study consists of six chapters. The first chapter gives a broad introduction to the study,
including the research problem, research question, and the aim of the study. The second chapter gives
an overview of the extensive research done by previous researchers on the research topic, including [ISM
practices, Organizational Agility, and the relationship between ISM and Organizational Agility. The third
chapter speaks on the choice of the research method, gives an overview of the different types of research
strategies, data collection methods, data analysis methods, and eventually focuses on the methodologies
that best suit the study as well as the research ethics. The fourth chapter, based on the data generated
from the previous chapter, presents a discussion on the results obtained. Chapter five will discuss what
the study entails, and Chapter six presents the conclusion, limitation and future research, originality, and
significance as well as research quality.



2 Extended Background

This chapter gives an extended background of the research topic. It gives a detailed explanation of what
an Information Security is, ISM practices, Organizational Agility and its types, the relationship between
ISM and Organizational Agility, and the challenges related to ISM while maintaining Organizational
Agility, all based on previous research.

2.1 Information Security and Information Security
Management

Running a firm without its information systems functioning correctly and securely is frequently
impossible or almost impossible (Ma et al., 2008). The practice of Information Security involves
safeguarding data against unauthorized access and preventing unauthorized data access, use,
modification, and destruction (Chopra & Chaudhary, 2020). Information Security is achieved typically
by putting in place an appropriate set of controls that must be designed, implemented, monitored,
reviewed, and updated, as needed, to ensure that the organization's specific security and business
objectives are satisfied. Various frameworks, rules, and standards are presented by academics, and
professional associations to secure enterprises' information assets. One of the most well-known
initiatives on information security among them is the international standard ISO 17799 which has since
been replaced by ISO 27002. This standard offers a reliable definition of Information Security and the
steps that must be applied to attain it in a modern company (Ma & Pearson, 2005).

The effects of security breaches can be quite severe, given society's growing reliance on information
technology (IT). In addition to financial losses, information system breaches can harm businesses
through interruption of internal operations and communications, loss of prospective sales, loss of
competitive advantage, and detrimental effects on a company's standing, goodwill, and trust. This has
led to the need for ISM (Ma et al., 2008). ISM is the collection of procedures used to set up resources in
a way that satisfies an organization's Information Security requirements. It is a component of the overall
organization management system, which serves as the cornerstone for managing security risks
(Kljucnikov et al., 2019). Implementation of policies and guidelines for Information Security will allow
organizations to stop threats, offering a solid level of defense for organizations. Such practice is also
known as ISM (Zaini & Masrek, 2013). The three fundamental components of ISM are information
availability, confidentiality, and integrity.

According to Ma and Pearson (2005), Information Security experts claim that ISO 17799 (now ISO
27002) is a suitable model for tackling ISM challenges and offers best practices on ISM. The standard
includes 36 security practices across ten security dimensions (Appendix I). It serves as the foundation
for self-evaluation, reviewing business partners' information security procedures, and conducting an
unbiased assessment of ISM within the company. The standard identifies eleven organizational ISM
domains, including asset management; compliance; communications and operations management;
information system acquisition; access control; information security incident management;
development, and maintenance; physical and environmental security; human resources security; and
organizational information security. The overall goal of ISM is to increase the effectiveness and
confidence of information services within or between organizations and their external business partners
(Chang and Ho, 2006).

2.2 Information Security Management Practices

As was already established, Information Security primarily attempts to maintain information
confidentiality, availability, and integrity. The transport, processing, and storage of information must be
safeguarded holistically at all times for Information Security procedures to be effective. Given the
variety of Information Security, managing Information Security can be a difficult task. However, by
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utilizing widely accessible best practices and standards, Information Security and its administration may
be made far less scary (De Lange et al., 2016). The ISO/IEC 27001:2013 standard for ISM practices
outlines the standards for establishing, implementing, running, monitoring, reviewing, maintaining, and
upgrading an Information Security Management System (ISMS) that is documented.

There are fourteen (14) aspects of ISM practices listed by Zaini and Masrek (2013) and are based on
security control procedures divided into three categories: organizational security, technical security, and
physical and environmental security. There are also nine variables identified by Singh and Gupta (2013)
that affect how ISM is implemented in small and medium-sized businesses, including security policy,
asset classification and control, organizational security, personnel security, communications and
operations management, physical security and environmental security, access control, business
continuity management, and system development and maintenance.

ISM is likely one of the best predictors of Organizational Agility abilities. It strives to increase the
effectiveness of business organizations' internal and external information services and IT infrastructure
(Zaini & Masrek, 2013).

2.3 Organizational Agility

Gunsberg et al. (2018) defined agility as an organization's capacity to perceive or influence
environmental change and act effectively in response to that change. Agility is a successful strategy or
plan of action in a competitive market where client demand fluctuates quickly (Sindhwani et al., 2019).
Businesses with excellent agility capabilities, according to (Walter, 2021), produce revenues 37% faster
and make profits that are 30% higher than those of non-agile businesses. Achieving agility requires
knowledge management and information exchange both inside the organization and with outside parties.
An agile business adjusts its processes, routines, and resource configurations using knowledge of its
internal and external environments. Although agility cannot be attained quickly, it should be included in
the organization's long-term strategy (Ashrafi et al., 2006).

Organizational Agility enhances the swiftness and adaptability of significant business decisions,
procedures, and issues (Heckler & Powell, 2016). Also, it has been shown that Organizational Agility
can boost resilience, which is defined as an organization's capacity to recover from crises brought on by
any internal, external, or environmental changes (Mrugalska & Ahmed, 2021). Managers across all
sectors concur that Organizational Agility is a crucial success factor that defines a company's ability to
compete in the uncertain business environment of today (Walter, 2021).

Organizational Agility is assessed based on a company's operational, partnering, and customer agility
capabilities (Zaini & Masrek, 2013; Sambamurthy et al., 2003). An organization's customer agility is
strengthened when its operational agility is vital because it can react more swiftly to client requests and
shifting market conditions. Similar to how an organization with high operational agility can benefit from
its partners' skills to increase its partnership agility, operational agility also benefits from having strong
customer agility.

2.3.1 Operational Agility

An operationally agile company can rapidly and accurately spot excellent business prospects, eventually
resulting in higher revenues and profitability (Zaini & Masrek, 2013). From previous research, an
organization's capacity to handle information effectively and efficiently is crucial in establishing
operational agility, particularly when recognizing and adapting to market changes (Huang et al., 2012).
Another study discovered that using the knowledge gained from internal data and information analysis
could assist firms in adjusting to and enhancing internal operations and processes (Ashrafi et al., 2006).



2.3.2 Partnering Agility

Partnering agility is the capacity of a business to work rapidly and productively with outside partners,
such as vendors, distributors, and other stakeholders. It entails forging trusting connections, creating
open lines of communication, and cooperating to accomplish shared objectives. It is also the capacity to
coordinate partners, improve assets, and make use of expertise with partners (Ridwandono & Subriadi,
2019). To investigate the potential for innovation and competitive action, businesses might use partner
agility to create a network of strategic, extended, or virtual partnerships (Sambamurthy et al., 2003).

2.3.3 Customer Agility

Sambamurthy et al. (2003) described customer agility as a company's capacity to use customer feedback
to gather market knowledge and spot chances for competitive action. According to Ridwandono and
Subriadi (2019), customer responsiveness is having the capacity to recognize user demands and satisfy
them with goods or services. The idea of customer agility has also been linked to an organization's
capacity for gathering and acting on customer-related market intelligence. If the organization does not
act swiftly to satisfy the needs and expectations of its customers, the customers will turn to the goods
and services provided by their rivals (Zaini & Masrek, 2013).

2.4 Relationship between Information Security
Management and Organizational Agility

Agile organizations communicate information often, necessitating substantial safeguards for sensitive
data (Dehaghi, 2016), so a cornerstone for agile organizations is Information Security. ISM is anticipated
to support agility primarily by guaranteeing that all IT risks connected to organizations' information
assets may be minimized and managed successfully. From previous studies, effective Information
Security strategy implementation enhances organizational performance. Information systems security
offers the foundation for detecting and acting upon opportunities with customers, partners, and suppliers,
as well as internal processes to improve Organizational Agility, which improves overall organizational
performance. ISMS, which provides centralized control and ensures access to accurate and timely
information, is anticipated to boost Organizational Agility. ISM standards can significantly increase
Organizational Agility by assuring data and information integrity, availability, and confidentiality for
business purposes (Zaini et al., 2020).

2.5 Challenges related to Information Security
Management

According to Hall et al. (2011), the unavailability of a proactive Information Security plan to make
information visible, accessible, assured, and adequately safeguarded can cause disruptions in operations
and pose significant dangers to the organization's performance and competitiveness of customers.
Additionally, despite technological advancements that offer tools to defend information assets, more
than technology is needed due to an increase in Information Security risks and vulnerabilities. From
previous studies, it was realized that the management of Information Security is not only seen as a
technological challenge but as much as a governance issue (von Solms & von Solms, 2004; Chang and
Ho, 2006; Werlinger et al., 2008; Caralli, 2004). This emphasizes that business processes and
organizational issues must be considered in addition to technical controls if the management of
Information Security is to be successfully ensured (Choobineh et al., 2007).

Knapp etal. (2006), based on a survey carried out to identify and order the essential Information Security
concerns for organizations, highlighted several issues with Information Security that firms worldwide
face. This includes support from top management, policy-related problems, user awareness (training and
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education), access control and identity management, etc. According to them, regardless of an
organization's size, industry, or location, the top concerns are often the same, with a few notable
exceptions.

2.5.1 User awareness (training and education)

The human element is the most vital component of any security defense system, and employees must be
adequately trained to identify and address issues (Purser, 2004). The understanding of Information
Security and training directly impacts user compliance behavior. Lack of training leads to policy
violations and the incidence of behavior that puts the organization at risk. End users' ignorance results
in non-compliance, whereby they need to be made aware of the significance of Information Security and
the associated organizational needs. A difference will be made if an organization has a thorough and
effective Information Security culture and the users implement it (Alotaibi et al., 2016). Knapp et al.
(2006) mentioned that a public awareness campaign promoting computer security should be launched
with low-cost or financially supported training programs.

2.5.2 Top Management

Knapp et al. (2006) stated security is frequently only given lip service by management; it is not seen as
a crucial aspect of corporate operations but rather as a cost and a burden. According to Ashenden (2008),
a well-known communication gap exists between senior managers or board members and Information
Security managers in an organization. Senior decision-makers have historically been challenging
Information Security managers to persuade them of the necessity of Information Security since there is
still a notion that Information Security is a technical subject and is best delegated and controlled by
technical employees. Knapp etal. (2006) further advised that every firm and organization needs to create
a top IT/Information Security post reporting directly to the CEO and establish clear legislative
obligations holding upper management responsible for funding and supporting security.

2.5.3 Policy Development

The company's policy establishes broad guidelines and guarantees a unified approach to resolving typical
problems. According to Choobineh et al. (2007), the "vehicle" for controlling the identified risks to the
organization is Information Security and assurance policies. Even the best policies, practices, and
procedures will only be effective if they are implemented. Many organizations need to update their
policies to reflect technology's fast and continuously evolving nature. Organizations must regularly
examine and update their policies to ensure that they still satisfy their needs and that any adjustments
are communicated to all employees (Alotaibi et al., 2016).

2.5.4 Audit

Organizational ISM is thought to have Information Security Audit as a crucial component. An
organization should therefore conduct internal and external Information Security Audits to ensure that
its security policies, rules, and processes are followed (Singh and Gupta, 2013). Through the request of
a third party's opinion, audits offer the chance to evaluate how well things function in actual practice.
This helps prevent bias on a personal level (Purser, 2004). Irregular internal and external audit exercises
on the policies and processes of Information Security in organizations could be seen as a challenge.

2.6 Summary

This chapter has highlighted the most frequent challenges associated with ISM. These factors include
users' awareness, top management involvement, policy development, and audit. It also explained
Organizational Agility as an organization's ability to recognize or impact environmental change and
successfully respond to such change. This can be evaluated based on a company's operational,
partnering, and customer agility skills. Overall, achieving organizational agility calls for a
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comprehensive strategy that considers every facet of the business and interpersonal interactions inside
the organization.



3 Research Methodology

This chapter presents the choice of research methods including the research strategy, the data collection
method, data sampling, data analysis methods as well as the research ethics.

3.1 Choice of Research Method

3.1.1 Research Strategy

According to Johannesson and Perjons (2014), a researcher must decide which research strategy to use
among the many options available, which are survey, case study, experiments, phenomenology,
ethnography, grounded theory, action research, and mixed methods, with their decision based on the
objectives and specifics of the study they are doing. However, it is crucial that the technique chosen can
be justified in terms of being feasible, ethical, and suitable for the right kinds of data to address the
research topic, regardless of the option taken (Denscombe, 2010). Case study offers a detailed, in-depth
account and insight into one specific occurrence of the studied topic (Johannesson & Perjons,2014). This
allows for a thorough investigation and a deeper understanding of the topic. One major drawback of the
case study approach is that it is most susceptible to criticism regarding the validity of the generalizations
drawn from its findings (Denscombe, 2010). Not much generalization can be made can as it restricts
how widely the findings can be applied.

Some alternative research strategies to a case study are surveys, phenomenology, and ethnography.
Surveys are best used when a researcher looks for factual data on a specific group of people, such as
their actions, thoughts, or personalities (Denscombe, 2010). According to Johannesson and Perjons
(2014), one of the advantages of surveys is that they are most effective for gathering information on
specific, well-defined topics. However, they are less effective for conducting in-depth research on
complicated phenomena, making them less suitable for this research study. As explained by Latham
(2016), phenomenology is centered on the participants' interpretations and feelings on their personal
experiences. The participant's perspective is the primary consideration. It is interested in how individuals
interpret and feel about certain concrete events. One of the downsides to phenomenology, as stated by
Johannesson and Perjons (2014), is that it has been said that phenomenology lacks scientific rigor and
is overly descriptive rather than analytical and explanatory, which is an essential requirement for this
study.

Considering the different research strategies described the case study strategy due to its in-depth and
deeper understanding of the topic best suits this research study and is more appropriate to address the
research problem. Based on research carried out by Singh and Gupta (2019) on “Information Security
Management Practices: Case Studies from India”, a case study research approach was used. Likewise,
in a study “IT-enabled operational agility: An interdependencies perspective” conducted by Tan et al.
(2017), it was stated that the use of the case technique is appropriate since we are looking for
comprehensive responses to a series of exploratory and investigative "how" inquiries.

3.1.2 Data Collection Method

Denscombe (2010) mentioned that social researchers can use four main methods to collect data:
questionnaires, interviews, documents, and observation. On the contrary, Johannesson and Perjons
(2014) listed five of the most popular methods used in the collection of data as questionnaires,
interviews, observation studies, focus groups, and document studies. For this research study, the primary
data collection method that was used is the interview. Also, for the purpose of data triangulation,
documents which is found on the website of the company was an alternative method in addition to the
interview. This is in accordance with what was stated by O'Hair and Kreps (1990) that triangulation in
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research is the practice of combining a few distinct methodologies, measurement techniques, and data
analysis procedures to confirm and boost trust in the findings of individual studies.

An interview is a conversation between a researcher and a respondent during which the researcher sets
the agenda by questioning the respondent. The choice of the interview as the data collection method is
that interviews are frequently used to elicit responses from respondents about their feelings, attitudes,
opinions, and experiences (Johannesson & Perjons, 2014). This is the main essence of this study, to
gather opinions from the respondents based on their experiences. The decision to go for a semistructured
interview is that it gives room for the researcher to prepare questions before the interview but not limited
to those questions. A little deviation is allowed. This made the semi-structured interview most suitable
for this study as the questions were open-ended, allowing interviewees to bear their minds without
restrictions to specific questions.

In addition to interviews, documents are another source of data. There are several types of documents,
one of which is organizational records. They consist of meeting minutes, yearly reports, personnel files,
sales data, and company notes. Comparatively to using interviews, using documents as a data source
allows for the collection of a large amount of data more quickly and affordably. Documents have the
drawback that it might be challenging to determine whether they are trustworthy (Johannesson &
Perjons, 2014).

The Questionnaire is an alternate approach to gathering data for this study, and it is more effective when
standardized data from identical questions is required. One of the drawbacks of questionnaires is the
typical way questions are asked. The same set of questions is asked of all interviewees (Denscombe,
2014). This explains the rationale behind selecting a semi-structured interview as the data collection
method, which permits freedom in how the questions are posed and answered.

3.1.3 Sampling Strategy

Samples could be representative or exploratory. Denscombe (2010) argues that the selection of samples
can be made in two ways. Researchers can employ either non-probability or probability sampling to
select their sample from the research population. While probability sampling is effective in large-scale
studies using quantitative data, non-probability sampling is influential in small-scale studies using
qualitative data. When researchers find it challenging or unpleasant to choose their sample based solely
on chance, they adopt non-probability approaches to sampling, which do not work on the premise of a
random selection of the sample. On the other hand, in order to generate an exploratory sample, purposive
sampling is a helpful strategy that aids in identifying a small group of people who can supply very
relevant information to the researcher (Johannesson & Perjons, 2014).

For this study, which is small-scale research, an exploratory sample was used, while non-probability
sampling using qualitative data and purposive sampling methods was used to select the participants.
These was based solely on the experience and expertise of the participants. Since the research is on the
management of Information Security in organizations, the research population is information security
experts in an organization. However, it was not feasible for the researcher to reach out to all security
specialists. Sampling was done such that few security experts were selected from a particular
organization to participate that will help provide relevant information for the study as not all employees
of the organization are security experts. Regarding the selection of appropriate sample size, Marshall
(2013) mentioned that the classification of case studies is one of the most challenging aspects of
qualitative research. Yin (2009) also “recommends at least six sources of evidence for a single case
study” (p.13). Having the right sample size and the quality of data received from the participants will
help achieve data saturation. The concept of data saturation according to Francis et al. (2010) is crucial
because it considers whether a theory-based interview study is likely to have obtained a sufficient sample
for content validity.
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An alternative approach to getting sample methods is the representative sample using quantitative data.
According to Denscombe (2014), the aim of getting a representative sample is when the numbers
involved tend to be relatively large. In addition, an alternative approach to selecting samples is
probability sampling which is used for large-scale surveys for a representative sample, whereas this
research study is small-scale. Therefore, probability sampling is not the best fit for this study because
choosing samples is only reliant on chance, which researchers find problematic, hence the reason for
choosing non-probability sampling.

3.1.4 Data Analysis Method

According to Braun and Clarke (2006), the thematic analysis should be considered a core method for
qualitative analysis because qualitative methodologies are immensely diverse, intricate, and nuanced.
Thematic analysis is a versatile and practical research approach that may produce a complicated, rich,
and detailed description of data. It is a method for identifying, analyzing, and enumerating patterns in
data.

Due to the data collection method that was used for this study which is semi-structured interviews, the
outlines provided by Braun and Clarke (2006) will serve as a guide wherein the data will be analyzed in
six stages. These are:

Phase 1. Familiarizing with the data: It is essential that one becomes fully acquainted with the depth and
breadth of the information by immersing oneself in it. This can be achieved by transcribing the data that
will be obtained from the interview into a written format.

Phase 2. Generating Initial Codes: This phase begins after the data has been reviewed by the researcher
and has come up with a preliminary list of ideas on what is in the data and what makes it interesting.
The creation of preliminary codes from the data follows in this phase.

Phase 3. Searching for themes entails grouping the various codes into potential themes and assembling
all the pertinent coded data extracts within the discovered themes.

Phase 4. Reviewing themes: After a list of potential themes has been created, it involves refining those
themes.

Phase 5. Defining and naming themes: This is the phase where the themes that will be provided for
analysis will be specified and improved upon, after which the data within them will be analyzed. Phase
6. Producing the report: This phase begins when one has a set of fully developed themes and involves
writing the report's final analysis and conclusion.

Asides from the thematic analysis, there are different approaches to analyzing qualitative data.
According to Denscombe (2010), for content analysis, concentrating on specific instances of words
taken from the text poses no issue, also, there is a heavy emphasis on measurement, and it is noteworthy
because even though it is combined with qualitative data, it still yields quantitative measurements.
Thematic analysis was chosen for this study as it is the widely used method of analysis for qualitative
research by researchers.

3.2 Application of Method

3.2.1 Application of the Case Study

The case study was carried out in one of the financial institutions in Nigeria. The company has requested
to remain anonymous, and their wish was respected. For the sake of this study, the company will be
called Company “XYZ”. In line with the information gotten from the organization’s website, Company
“XYZ” is one of the top commercial banks in Nigeria with a solid track record in trade financing, risk
management, and compliance. To remain relevant in the industry while maintaining its record, Company
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“XYZ” places much value on the security of its assets and information systems and compliance with
industry-wide rules and regulations. The company has existed for more than 20 years with several
branches, and the extension of its operations to subsidiaries all across the globe. Customers can place
their money in the care of this institution based on the level of trust built over the years. These would
not have been achievable without an effective ISM. Hence, the reason for reaching out to one of the
security specialists in the organization was to discuss how the company has been able to maintain its
integrity, security-wise, over the years and how it has been able to manage ISM to control risks while
maintaining organizational agility.

3.2.2 Data Collection Method

A semi-structured interview was the data collection method used for this study. Using the purposive
sampling technique, based on the existing relationship between the researcher and the organization and
the top-notch services received over the years, the researcher believed the selection of participants from
this organization would most likely yield the most valuable data. This spurred the researcher to email
the company's Head of the Threat Intelligence and Incident Response team, explaining the nature of the
study. He was pleased to grant the researcher's request. He willingly suggested and helped motivate other
security experts in his group. Before the interview sessions, the participants were briefed on the aim and
nature of the study, after which they chose convenient dates to conduct the sessions. The researcher also
developed interview questions (as shown in Appendix B) related to the research topic, which served as
a guide during the interviews. However, the questions were open-ended as the participants were allowed
to bare their minds without being restricted to the set questions, bearing in mind that the overall aim of
the interview sessions was to answer the study's research question. This was achieved via Zoom calls,
where the sessions were recorded and transcribed afterward. Based on the alternative data collection
method, which is documents, the researcher also carried out an analysis of the company's documents as
uploaded on their website in other to have a better understanding of how the organization operates, the
vision, mission, core values, products offered, and many others.

Initially, five interviews were conducted where adequate diverse views were gathered. Afterward, two
more interviews were conducted to investigate if any new themes would emerge outside of those already
gotten from the initial five interviews. However, no new themes were generated for the last two
interviews indicating the point of data saturation, which made a total of seven participants. The
researcher believed seven participants were sufficient to gather enough data to comprehend the
phenomenon being examined adequately. Data triangulation was achieved based on the knowledge
gained from the interview sessions coupled with the information obtained from the company's document
as uploaded on their website.

Table 1 presents the positions of the selected participants.

Participant Role of the Participant Years worked | Date of Duration (in
in the Interview minutes)
Organization
1 Team Lead: Security Policy, 5 18-03-2023 36
Governance, and Compliance
2 Head: Threat Intelligence and 7 21-03-2023 50
Incident Response
3 Analyst: Threat Intelligence 2 22-03-2023 36
and Incident Response
4 Unit Head: Security 3 25-03-2023 52
Technology and Engineering
5 Analyst: Threat Intelligence 3 28-03-2023 39
and Incident Response
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6 Analyst: Threat Intelligence 2 30-03-2023 54
and Incident Response

7 Analyst: Vulnerability 5 01-04-2023 43
assessment and Penetration
testing
Table 1 Participants Information
3.2.3 Data Analysis Method

The data analysis method was according to the six steps of the Thematic analysis which are: familiarizing
with the data, generating initial codes, searching for themes, reviewing themes, defining and naming
themes and producing the report. After the interviews were conducted through recorded audio zoom
sessions, the recordings were later transcribed with the help of a transcribe app and manually in situations
where clarity was needed by repeatedly listening to the recordings to ensure adequate information was
obtained. This is in accordance with what was said by Braun and Clarke (2006) that if your data has
already been or will be transcribed for you, it is essential that you spend additional time familiarizing
yourself with the details and verifying the accuracy of the transcripts against the original audio
recordings. The data obtained from the transcription were analyzed using inductive reasoning which
includes finding codes and patterns in the data, then making judgments based on those patterns. Also,
the documents were read and interpreted to identify themes and patterns. These codes are then
categorized into themes and sub-themes.

Table 2 as shown below presents an example of how the initial codes, theme and sub-themes were
generated using an inductive reasoning.

Snippets from Interviews Codes Sub-Themes Themes

”...When we need to carry out | Routine training, | Effective Management support
training for all staff, once it's | Communication, | Communication,

coming from the top, we | Support Management

understand that management is Involvement

aware of this, and then they
take it more seriously [...]
especially when you want to
carry out awareness and
training, you just must make
sure the executive management
is aware of their stake. And
once you do that, you have
their full support...”
Participant 1

Table 2: Thematic Analysis Illustration

3.3 Research Ethics

According to Denscombe (2010), social researchers are required to approach their work with ethics. This
assumption is morally justified by the idea that the public needs to be shielded from academics who
could be tempted to employ any means necessary to increase knowledge regarding a particular topic.
Furthermore, Denscombe (2010) stated the four principles of research ethics (a) protect participants'
interests, (b) guarantee that participation is voluntary and founded on informed consent, (c) prevent
deceit and uphold scientific integrity, (d) complies with local and international regulations.

Thus, for this study, all the principles will be satisfied. In lieu of this, the participants' interests and
anonymity will be safeguarded by guaranteeing the confidentiality of the provided information. Also, as
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shown in the consent form (Appendix A), where it is clearly stated that participation is voluntary, the
participants will be briefed about the nature of the study and their consent will be secured prior to
conducting the interviews. Thirdly, an overview of the research's objectives will be presented to the
participants to avoid deception or making false statements. Lastly, to comply with laws and regulations,
the data collected would be protected and kept confidential which will help fulfill and adhere to the
legislation governing copyright and intellectual property issues.
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4 Results

This chapter introduces the results of the data analyzed with a breakdown of the themes and sub-themes
as identified.

This study has been able to point out measures in which organizations manage Information Security
while maintaining agility with Company “XYZ” as the case study. With the data that was collected from
the organization, the thematic analysis done revealed eighteen measures which are the sub-themes, and
these were further categorized into eight themes.

The figure below presents the themes and sub-themes as identified. The themes are colored in green
while the sub-themes are colored in yellow.
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Figure 1 Thematic Analysis with themes and sub-themes
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4.1 Management Support

The result of these findings indicates that management support is one of the essential components of
effective information security management and organizational agility. The analysis also revealed that
effective communication and adequate budget play essential roles in maintaining acceptable information
security practices at the case company.

4.1.1 Effective Communication

Effective communication is the exchange of knowledge, information, opinions, and data to ensure that
messages are received and comprehended with purpose and clarity. Some of the participants spoke on
the impact effective communication with the top management has had on the successful management of
the organization’s Information Security. One of the participants mentioned that due to the IT savviness
of the executive management, communication is smooth, the security managers do not have to spend so
much time explaining their requests before it is understood and accepted. Another participant explained
that due to the level of support received from the management in recent times, it has made
communicating with them a lot easier.

Another participant also mentioned the importance of having effective communication with the
management which helps the team a lot in delivering well on their job functions. For example, due to
the relationship that the Information Security group has built with the management over the years that
makes communicating with them much easier, the team has been able to get management involved when
some information or training relating to information security need to be passed across to the staff. This
leads to receiving fast response from the staff members.

4.1.2 Adequate Budget

This has to do with having sufficient finance earmarked to support Information Security activities. Few
of the participants stated that due to the recent happenings in the cyber security space, the executive
management has made it a priority to invest in security solutions as well as the people to better manage
its Information Security and Organizational Agility. One of the participants also commended the
management on its recent involvement and buy-in when it comes to security solutions and resources.

One of the participants however suggested that the management can still do better when it comes to
budgeting for security solutions. She added that top management need to go beyond seeing Information
Security as mere cost center and not only looking at its cost implication while at times give priority to
the security of the bank by providing more financial resources.

4.2 Policies

Another measure as revealed by the analysis is Information Security policies which provide a precise
and consistent framework for protecting priceless information assets and guaranteeing adherence to
relevant laws and regulations. Having the policies working as expected will go a long way in successfully
managing Information Security in an organization.

4.2.1 Working Policies

An organization's policies must be properly executed and enforced to be said to have working policies.
All the participants agreed that the organization has sufficient and working policies in place which makes
the management of Information Security a lot easier. They further spoke on the effectiveness and the
frequency of review of the policies which helps the organization to drive compliance. They stated that

many of the policies are at least reviewed annually or on a need basis when it is necessary.
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The need for adherence to these policies as highlighted by one of the participants is to get certified and
avoid the consequences of non-adherence, follow through with the frameworks and guidelines already
set and avoid being sanctioned.

However, some of the participants pointed out the areas in which the organization could do better
pertaining to policies. One of them revealed that more work is needed in getting staff and vendors to
adhere to some of the policies in the organization. Another area of improvement, as highlighted by
another participant, is regarding accountability from all the business units. She explained that each unit
should be able to embrace the policies that concern them and have them well documented.

4.3 Training and Awareness

Training and Awareness refer to the process of informing stakeholders, including employees, on the
information security policies, processes, and best practices used by the firm. As revealed from the
analysis done, creating scheduled and specialized training and awareness programs, and conducting
assessments after the training has been done are the three sub-themes.

4.3.1 Scheduled Training and Awareness Programs

These are structured training programs such as online courses, training in the classrooms, etc. All the
participants spoke on the level of training and awareness organized by the company, the schedules in
which these are carried out, and the impact/benefits achieved just to ensure the Information Security of
the organization is well managed. According to one of the participants, it was explained that there are
schedules in place for training and awareness, such as creating fliers and banners and sending them to
all staff to keep them informed. Another participant corroborated by saying that this training mostly
happens on a quarterly basis just to ensure that staff members do not forget what is expected of them
when it comes to security matters. He also added that awareness is carried out on a frequent basis.

We have a schedule, [..] we create like fliers, a banner on basic training, clear screen
and send it out to all staff. We also have proper training sessions that could be on
virtual channels. Other times, we also engage in physical training, where we get
facilitators to talk on a specific security topic. We also sometimes enroll Users on the
security training platform, where they undergo self-paced training with an assessment at
the end. So, we devise several ways of training (Participant 1)

4.3.2 Assessment of Training Done

This speaks on how the organization conducts assessments/tests for the employees after each training to
test their level of understanding and a certification of completion is presented to successful staff. One of
the participants explained that the organization does not only stop at training its staff, but it also takes a
further step to test their knowledge of what they are being trained on to be sure the staff have been
adequately trained to prevent having weak links that could expose the organization to threats.

4.3.3 Specialized Training and Awareness

Asides from the general training and awareness conducted for all staff of the organization, it is equally
important to have training and awareness targeted to specific departments or job roles. Two of the
participants spoke on the need for role-based training, giving the appropriate training to the right
audience.
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In addition, the participants gave good remarks on the benefits of the regular training and awareness
conducted as seen on the part of the staff. Another participant also mentioned the positive impact of this
training and awareness, as seen in the response of the staff to suspicious and phishing emails.

4.4 Audit

As indicated from the results of this study, an audit is a significant component of organizational ISM.
The processes, systems, and controls of a company are objectively evaluated via audits, which can help
to identify problem areas and reduce risks. The analysis further revealed that Internal and External Audits
play crucial roles in managing Information Security and Organizational Agility.

4.4.1 Internal Audit

Internal audit's primary goal as explained by the participants, is to give management and other
stakeholders of the organization independent, unbiased assurance that the company operates in
compliance with internal policies, laws, and regulations and that its assets are protected from fraud. They
further explained that in certain instances, the internal audit needs to be carried out before engaging in
the external one. It was added that engaging in the internal one helps to prepare the organization ahead
of the external one for validation.

The participant also mentioned the areas that needed improvement when it comes to carrying out internal
audits in the company. She explained that much effort is not put into internal audit as opposed to the
external one and feels if the internal audit is taken more seriously, it will be of much benefit to the
organization.

4.4.2 External Audit

The participants admitted that it is not sufficient to only conduct internal audits. It is still necessary to
complete the external audit by giving room to an external party to evaluate the organization’s security
policies and processes. It was revealed by one of the participants that engaging in external audits coupled
with the internal one gives the company some level of confidence and assurance. Another participant
mentioned that an added criterion to the external audit is the certification that is awarded to the company
when all the criteria is met such as PCI DSS and ISO standards.

4.5 Physical and Environmental Security

Physical and environmental security is yet another measure indicated in the findings of this study. It
helps the organization reduce the dangers of physical and environmental risks to their vital assets and
operations.

4.5.1 Physical Security

According to the participants, physical security in an organization has to do with the protection of its
physical assets, most importantly its data center. The data center of an organization must be guarded
heavily because an intrusion into this space can lead to a compromise in the security of its data and
valuable information. Some of the participants mentioned the measures in place to ensure physical
security is maintained in the organization. This includes the presence of security men in strategic
locations, CCTVs, biometrics, registers, etc.
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4.5.2 Environmental Security

On the other hand, environmental security as explained by one of the participants refers to the measures
taken to protect a building or infrastructure such as the data center against dangers that could interfere
with its normal operation. This is equally as important as the physical security of the data center. He
explained that the organization has the HVAC - Heating, Ventilation, and Air Conditioning system in
place to prevent fire, overheating, etc. of the organization’s assets.

4.6 Third Party Authentication

Another equally important measure that aids the successful management of Information Security as
identified from the findings of the study is third party authentication. The analysis revealed two
subthemes, Strong Legal Documents and Virtual Phone Network -VPN.

4.6.1 Strong Legal Documents

Integration with third parties has become a common practice recently, and the participants admitted that
measures such as written agreements stating the roles and responsibilities between both parties are put
in place by the organization to ensure valid authentication before a successful connection can be granted
to these external parties in other to prevent the undue exposure of the bank to external forces. One of the
participants also explained the need for the organization to integrate with these external vendors, which
are mainly for revenue generation.

4.6.2 Virtual Phone Network - VPN

The VPN is another measure put in place for third-party authentication, as revealed by the participants.
A few of the participants further explained how the VPN works by creating a secure connection between
the VPN server and the user's device, thereby causing the traffic that passes through the tunnel to be
encrypted, protecting it from third-party eavesdropping, interception, and tampering.

What we have in existence is the VPN — Virtual Private Network. It creates a secured
tunnel they are to communicate with the bank and reach our resources without attackers
or people eavesdropping into their communication with the bank, so the VPN takes care
of that (Participant 6)

4.7 Technical Controls

Technical Control is another identified measure from the findings of this study. It uses certain security
technologies and mechanisms to enforce security policies, processes, and standards making the
management of Information Security and Organizational Agility a lot easier. Some of the aspects further
revealed from the analysis are Firewall and Anti-virus.

4.7.1 Firewall

Based on the conversations with the participants, a firewall helps to monitor and manage incoming and
outgoing network traffic to guard against unauthorized access, denial-of-service attacks, and other
network-based security risks.

4.7.2 Antivirus

This is another control mentioned by the participants that helps to protect the organizations assets against
breaches and intrusion. The participants confirmed the efficacy of the anti-virus systems in place in the
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organization. Another participant also added that the anti-virus systems in place within the organization
are strong enough to detect and catch any bug in the system.

4.8 Innovation

One of the key drivers of Organizational Agility, as identified from the findings of this study, is
Innovation. It helps organizations remain ahead of the curve and quickly adjust to changing
circumstances in a corporate environment that is undergoing rapid change. Due to further analysis, two
aspects, Constant Research, and Investment in Security Solutions, were revealed that help the
organization to be innovative and agile while at it.

4.8.2 Constant Research

This speaks to how the organization keeps looking for new ways to meet customers’ needs, identify
opportunities in the market space to stay ahead of its competition. One of the participants revealed that
the organization keeps making use of different tools to carry out research and how they can be a step
ahead of hackers and attackers.

[...] From time to time we are constantly doing our research. I mean using open-source tools
and some proprietary tools to get a lot of intel on threats and attackers on their techniques
and all of that (Participant 3)

4.8.3 Investment in Security Solutions

For an organization to be agile and continuously protect its Information Security, it must be willing to
invest in security solutions and its people to help them come up with better and innovative ways of
protecting its asset. This could be in the form of management earmarking adequate budget for training,
seminars and awareness for its research and development security team or foreseeing into the future and
acquiring necessary solutions that will help protect the organization’s asset and information from being
compromised. According to one of the participants, it was revealed that management is always willing
to carry out assessment of security solutions proposed with the decision to invest based on the outcome
of the assessment. Another participant added that the organization has a huge budget for training its
employees and creating awareness since humans can be one of the weakest links through which an
organization can be invaded by attackers.

4.9  Flexibility

Another important characteristic of an agile organization, as revealed in the findings of this study, is
Flexibility which refers to the capacity to adjust to evolving situations or events. Two basic aspects
discovered from the analysis are Adaptability to Change and Proactiveness.

4.9.1 Adaptability to Change

Because of the vulnerability of the data and information that is being processed and transmitted by the
case study organization being a financial institution, one of the participants explained why it is important
for the organization being agile to move as things change. She further stated that the attackers are looking
for new ways to strike at the bank, and so the organization must be willing to always adapt to these
changes and come up with new ways to protect the organization. It was also revealed by another
participant that with the evolvement of FinTech companies, the organization has been able to change
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from its traditional method of action to accommodate and communicate easily with the FinTech
companies.

4.9.2 Proactiveness

Being proactive is having the capacity to foresee and prepare for potential future occurrences, issues, or
opportunities. One of the participants spoke on how the organization has been proactive when it comes
to satisfying its customers and offering new solutions.

[...] For instance, in my country, like some weeks back we had this cash crunch and
customers needed to go fully digital. One thing the organization put in place is
proactiveness. The organization has been looking for payment methods that will serve the
customers better, such that the organization is integrated into the customers’ everyday
lives by being able to make payments seamlessly. When there was that cash crunch, all
we needed to do was to probably include the features that were already being worked on
to make the organization s mobile applications more accessible and faster (Participant 5)

However, some of the participants also suggested the measures the organization can take to be more
agile which includes having fewer rigid structures, embrace diversity, and automation of processes as
much as possible.
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5 Discussion

This chapter presents the discussion of the study comparing how company “XYZ” has been able to
manage ISM while maintaining agility with those identified from previous research.

As revealed by the participants, the organization has so far achieved success in managing its Information
Security, not as a stand-alone entity but with the inclusion of agility. It was also explained that the
management has come to understand that for the organization to stay ahead of its competitors regarding
the security of its information and asset and not give room for attackers to invade, it must be flexible.
As technology is evolving and attackers are also looking for new ways to strike, the organization must
be proactive enough to develop new security solutions that will better help protect its information and
be willing to adapt to change. The participants spoke about how the organization is always quick to
accept and adapt to changes which has helped it to remain relevant and competitive. This is because the
attackers develop new attack methods and techniques so quickly to attack the organization's assets and
data, which has spurred the organization to quickly change from its current countermeasure strategies
and develop new ones to act against these attacks.

It was further explained that in other to adapt to market changes; the organization can handle information
effectively and efficiently, thereby establishing operational agility. Also, regarding partnering agility, in
a bid to better manage its Information Security, the organization has recently improved its capacity to
work rapidly and productively with outside partners, such as vendors and Fintech companies. Lastly, it
was mentioned that in other for the organization to suit customers' needs and regularly protect their
information, it takes their feedback more seriously and continuously looks for new ways to satisfy them
better thereby achieving customer agility.

5.1 Management Support

The flexibility and level of support received from the executive management of an organization make it
a lot easier to successfully manage Information Security. As suggested by Ashenden (2008), it was stated
that one of the ways to address the challenges associated with the management of Information Security
is through effective communication with senior managers and end-users. Many of the participants
revealed that efficient communication with the management of the organization has had a good impact
on the management of its Information Security. Communicating with them or needing their permission
and buy-in is not much of a tedious task based on their flexibility and intentional support of the group
in anything relating to information security.

Furthermore, from previous research, Knapp et al. (2006) advised that every organization must set up a
senior IT position reporting directly to the CEO and implement laws that clearly hold higher
management accountable for funding and supporting security. This is in line with what was explained
by some of the participants that the management has been more supportive when it comes to being
proactive to invest in security solutions due to the recent happenings in cyber security space and is more
willing to allocate resources to help protect the asset, data, and information of the organization.

One major challenge which needed to be improved on, as mentioned by one of the participants, is how

management sometimes sees Information Security as a cost or a burden rather than seeing the value

being added. This is in line with what was said by Knapp et al. (2006) that management views security
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as a cost and a burden rather than as a necessary component of organizational operations. However,
some of the participants also suggested the measures the organization can take to be more agile, which
include having fewer rigid structures, embracing diversity, and automation of processes as much as
possible.

5.2 Policies

In addition to having appropriate and effective policies in place, it is crucial for an organization to make
sure that the policies are regularly evaluated when due or on a need basis by willing to adjust to changes
when new policies are made. It is equally essential that the policies are adhered to, to avoid being
exposed to threats and sanctions. According to De Lange et al. (2016), policies strive to regulate
information security, and they function similarly to organizational laws. One of the participants
highlighted the necessity of adhering to these policies to be certified and prevent the negative effects of
non-adherence. All the participants attested that the policies in the organization are regularly reviewed
for effectiveness. According to previous research by Alotaibi et al. (2016), organizations must frequently
review and revise their policies to make sure they continue to meet their needs and that any changes are
communicated to all employees.

However, some areas where the organization could do better when it comes to policies, as mentioned by
some of the participants, are management enforcing staff to adhere to these policies, and each business
unit being held accountable to policies relating to their units.

5.3 Training and Awareness

It was stated by Purser (2004), from previous research that any security defense system's most crucial
aspect is its human component, so staff members need to receive proper training to recognize and address
problems. The participants spoke on how the organization through the Information Security team
proactively organize scheduled training and awareness programs to train and constantly create awareness
to remind the employees of the dos and don’ts of Information Security and to keep them regularly
updated. Some also revealed that there are usually assessments conducted based on the training and
awareness done to test the understanding of the employees and get to know the areas that still need to
be emphasized. In addition, two other participants mentioned that asides the generalized training, there
are also role-based training that employees engage in with focus on the areas that speak to their job
functions.

Furthermore, all the participants spoke on the positive impact the training and awareness have had on
the employees of the organization. It was stated that there have been lesser clicks on phishing emails
which would have exposed the bank to threats, and less frequent sanctions since there are now fewer
offenders. This is in line with what was explained in a previous study by Alotaibi et al. (2016) that if an
organization has a thorough and successful Information Security culture and the users adopt it, a
difference will be created.

5.4 Audit

Audits, according to Singh and Gupta (2013), are important instruments for evaluating an organization's
implementation of information security and its adherence to regulatory standards. The audit is basically
broken into Internal and External, as stated by the participants, which are in line with what was also
stated by Singh and Gupta (2013) from previous research that a company should carry out both internal
and external Information Security audits to make sure that its security guidelines, procedures, and
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policies are followed which is a crucial component for organizational ISM. Internal audit, as revealed
by some of the participants, is when the organization is agile and proactive enough to prepare and carry
out some checks in relation to its stance and adherence to policies and guidelines prior to when an
external audit takes place. Furthermore, the participants mentioned that external audit is mostly carried
out by independent third parties to evaluate and validate the organization's security policies and
processes and to see if the organization complies with industry and global standards, thereby getting
certified.

However, some of the participants suggested that much importance should be given to Internal audits as
is given to External which will be beneficial to the organization.

5.5 Physical and Environmental Security

It was explained by Ma et al. (2008) from a previous study that physical and environmental security
helps to guard against unwanted access, harm, and interference with corporate facilities and data. The
participants applauded the level of security assigned to the organization's data center. They mentioned
that the organization is agile in this regard, regularly willing to adapt to new ways that will help better
secure the data center ranging from the presence of security men to CCTVs, biometrics, presence of
registers for signing in and out, amongst many others. All these have helped the organization to heavily
protect its physical assets against attackers. This is supported by Zaini et al. (2020) from previous
research where it was mentioned that by safeguarding an organization's physical environment, you could
make sure that sensitive and important data, as well as information processing facilities, are safe from
external threats and intrusions.

In addition, Environmental Security, as explained by one of the participants, refers to the environmental
regulations in place, such as the HVAC - Heating, Ventilation, and Air Conditioning system that helps
to protect the organization's critical infrastructure, such as the data center, against threats that could
interfere with its regular operation. According to Zaini et al. (2020), as stated in previous literature,
security precautions are essential for preventing espionage, theft, and damage from accidents, fires, and
natural disasters, as well as protecting computers, related equipment, and their contents.

5.6 Third Party Authentication

This is a type of system access control with new measures on how the organization manages its
Information Security. Some of the participants spoke on the importance of partnering agility which is
the organization integrating with third parties. This is another source of revenue generation necessitating
the need to have written agreements in the form of legal documents to draw out the roles and
responsibilities of both parties and the consequences of not sticking to the agreement. The participants
further revealed how the organization has been able to use Virtual Phone Network — VPN successfully
to achieve third-party connectivity using secured tunnels to prevent attackers from eavesdropping on the
communication between both parties.

5.7 Technical Controls

Technical controls, according to Zaini et al. (2020), typically consist of products and procedures (such
as firewalls, antivirus software, intrusion detection, network controls, backup capabilities, and
encryption techniques) and are primarily focused on safeguarding an organization's IT assets and the
data that is transmitted over and stored in those assets. Some of the participants highlighted that Firewall
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is one of the safeguards the organization has put in place to guarantee that only legitimate connections
that are authorized are permitted to enter and exit the organization's network. Other participants stated
that Antivirus software is usually installed on all endpoints, such as servers and user workstations, and
the organization is quick enough to purchase the updated version to protect against breaches and
intrusion into the organization. This is backed up by Ma et al. (2008), that all systems should be secured
with antivirus or firewall software.

25



6 Conclusion

This chapter presents the study’s conclusion, limitations and future research, the originality and
significance of the study as well as its research quality.

Information Security is very crucial in organizations as it seeks to safeguard the availability,
confidentiality, and integrity of their information. Therefore, it is necessary to manage the organization's
Information Security and be agile while at it as new trends of threats and attacks are being discovered.
Therefore, the aim of this research is to investigate the management of Information Security in
organizations while maintaining organizational agility and highlight the challenges encountered; the
research question to be answered is "How do organizations manage information security while
maintaining organizational agility?".

The study’s findings can help firms improve their information security measures by pointing them
toward appropriate practices and solutions. Thus, personal and financial information, as well as other
sensitive data about individuals are further protected. Also, by learning how to strike a balance between
information security and organizational agility, businesses should put preventative measures in place to
reduce cyber dangers. This can involve building incident response plans, regularly conducting risk
assessments, and adopting strong security policies. This will help increase both personal and corporate
safety and protection in the society with fewer cyber threats. Likewise, businesses may build solid
relationships of trust with their clients, partners, and stakeholders by managing information security
while preserving organizational agility.

By addressing ethical consequences, the study can highlight the significance of corporate transparency,
which includes transparent privacy rules, data breach notifications, and effective dialogue with
stakeholders about security procedures. The study can also encourage the responsible use of data by
ensuring that businesses only gather and utilize data legitimately and in a way that upholds individual
liberties and cultural norms.

Overall, the study on managing information security while maintaining organizational agility contributes
to a safer and more resilient society where people can engage with digital systems with confidence,
having the assurance that their data and information is secure.

6.1 Limitations and Future Research

Having carried out this research with only seven participants from one financial institution is on its own
a limitation. As the research title is on managing Information Security in organizations, the opinion, and
expressions of the participants from one organization in Nigeria do not automatically apply to other
organizations. The measures Company ”XYZ” applies to manage its Information Security might not
apply to other industries and there could be other measures in which other organizations manage theirs
not mentioned.

Another limitation was the unstable internet connection with some little glitches since the interviews
were conducted online and not face-to-face due to the distance barrier. This made the transcription a bit
incoherent in some cases resulting in the researcher having to spend more time doing manual
transcription.

As aresult of the limitations mentioned above, the researcher suggests that in the case of future research,
more time should be allotted to the research study to allow for a comprehensive study to be carried out
across different industries in other to gather diverse opinions and compare results. Also, in the absence
of time constraints, the interviews can be conducted face-to-face so the researchers can meet with the
participants and be able to study their behaviors and attitudes while conducting the interviews.
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6.2 Originality and Significance

6.2.1 Implication for Theory and Practice

For the theoretical aspect, the measures as identified in Company “XYZ” has some similarities with
those already mentioned in previous studies. This shows that the ways in which Information Security is
managed across various organizations bear some correlations. However, with the newly identified
measures, this could serve as a contribution and addition for other companies to use to better manage
their Information Security. On the practical aspect, from the findings, some of the measures of managing
Information Security categorized under this theme, third-party authentication, could be seen as
challenging. This is because with the evolvement of FinTech, organizations must keep making
connections to these FinTech companies to make revenue and stay relevant and by so doing increase
their exposure level because of eavesdropping from attackers and the like. Hackers and attackers keep
looking for new ways to attack, so these organizations also need to be agile and proactively search for
safer ways to safeguard their assets and information, so they are not outsmarted. Moreover, these
findings can also help organizations improve their connectivity to external parties and have various
safeguards in place to protect their assets.

6.3 Ethical and societal consequences

The conduct of this investigation considered moral ethical and societal implications. According to the
study's findings, there might be some positive ethical considerations such as prioritizing the protection
of individuals’ privacy rights. The organizations can develop privacy safeguards that ensure that personal
information is handled with the utmost care, thereby lowering the danger of misuse or unauthorized
access, such as secure data transmission and storage, data collecting based on individual consent, and
well-secured data collection. Additionally, organizations can be urged to be open and honest about how
they handle customer information and data, ensuring that they do not stray from the stated purpose for
which it is being collected.

Regarding the societal consequences, information security as well is its management is key in
organizations. Hence, this study will further help the management and security experts in the
organization on how they can better manage information security and being agile while at it.
Furthermore, it can also be of much benefit to other organizations most especially financial institutions
due to their similar characteristics such as regulatory frameworks, organizational structures, market
conditions to effectively secure their information. Overall, this study makes society safer and more
robust so that people may interact with digital systems with confidence knowing that their data and
information is safe and secure.

6.4 Research Quality

To assess the reliability of qualitative research, the criteria frequently utilized, according to Stenfors et
al. (2020), are credibility, transferability, confirmability, and dependability.

Credibility: This requires that the methods used be well justified and explained. To maintain credibility
in this study, the researcher opted for semi-structured interviews as the data collection method alongside
getting information from documents on the company's website which allowed for fewer in-depth
interviews that offered deep information in comparison with the information gathered from the website.
This made the study's findings believable and reputable and in accordance with data triangulation.

Transferability: This refers to how results may be applied to a different setting or group beyond the
particular study sample. "Settings" is used here to describe the specific social, physical, or organizational
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context (environment) that the findings may be implemented in. To ensure transferability is achieved,
the case study is focused on a financial institution in Nigeria, and to some extent, the study’s findings
may be applied to other financial institutions in the same setting that share similar characteristics such
as regulatory frameworks, organizational structures, market conditions, etc since their mode of
operations is somewhat similar.

Confirmability: To maintain confirmability, the researcher kept an open mind coupled with the fact that
semi—structured interview was the primary data collection method which gave room for the participants
to express their opinions without the researcher forcing them or being rigid. The evidence derived from
the interviews was also in synchronization with the conclusions made at the end of the study.

Dependability: Based on the credibility and reputation that was built, the study could be repeated under
comparable circumstances to a large extent. The research has been clearly written out. Also, the
interview questions were provided with motivations for the purpose of clarity. This makes it easy and
comprehensible enough for other researchers to make use of.
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Appendix A - Consent Form

Participant Consent Form

Title: Managing Information Security while maintaining Organizational Agility Case

Study: A Financial Institution in Nigeria.

Researcher: Temitayo Eniola Adetona

Email: temithayur@gmail.com

Program/University: Department of Computer and Systems Sciences / Stockholm University
Masters in strategic information systems management

I hereby ask for your voluntarily taking part in my master's thesis research project. This study
aims to have a deeper understanding of “How organizations manage information security while
maintaining organizational agility and to investigate how organizations develop and implement
information security measures that can withstand internal and external threats while retaining
organizational agility and highlighting the challenges encountered in the process”.

For participation:

e [ willingly consent to take part in this study, and I may decide to withdraw at any time without
penalty;

e ['ve been given explanations about the study's aim and goal;

e | consent to take part in this study and I am aware that it must be submitted as a requirement
for the Master’s program to the university;

e [ understand that every document will be kept private and, in the researcher's safe custody; e
I am aware that any information gathered will only be used for this purpose or other
authorized research purposes by Stockholm University;

o | also understand I will not directly gain anything from taking part in this research;

e [ may be contacted further by the researcher if additional information is required;

e [ consent to the researcher recording my interview;

Please feel free to contact the researcher if you have any questions.

I acknowledge that I have read the following information, and I consent to take part in the study.
Participant’s Name:

Date:
Signature:
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Appendix B - Interview Questions

Interview Questions

Motivation

Introduction of Participants

Would you kindly introduce yourself?

How many years have you been with this
organization?

Can you give a brief description of what your
organization does?

What does your job entail?
Do you hold any security certifications? Please

specify.

To get to know the participants, what their
jobs entail, and what the organization does

Information Security Management (ISM)

What does ISM mean to you?

Does your organization have a specific security
steering group in charge of ISM?

Is there Segregation of duties within your
Information Security group?

Do you think it's challenging to manage
information security at your company? If yes,
why?

Could you please identify the essential
Information Security concerns within your
organization?

To have an overview of what ISM means to
the participants, understand how
Information Security is being managed in
the organization and the challenges
encountered in doing that.

Organizational Agility

What do you understand by organizational
agility, and why do you believe it is crucial in
the current corporate environment?

What measures would you suggest taking to
make your organization more agile? How might
this be accomplished?

How does your organization maintain its agility
while managing risk and uncertainty?

How, in your opinion, does your company
handle information security while preserving
organizational agility? Any challenges?

To have an overview of what Organizational
Agility means to the participants with
respect to the organization, and how it is
being maintained in the face of risk and
uncertainty
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ISM best practices

What would you say are the ISM best practices based
on your experience?

To have an understanding of the ISM best
practices used in the organization

Information security requirements

What, in your opinion, is the impact of
information security in organizations?

Are there safeguards in place to guard against
intrusion and viruses and to maintain the
security and integrity of important software and
data?

What are the consequences of an Information
Security breach in your organization based on
your experience?

How soon do you react to Information Security

attacks in your organization when there is a
breach?

To understand the requirements of
Information Security, the consequences of

breaches, and how attacks are being reacted
to and handled

Top management support

In terms of Information Security activities,
would you say that senior management always
supports your group? What do you think about
the support offered? How would you rate it? On
a scale of 1 to 10.

When it comes to Information Security
activities, do you easily have access to essential
resources from the management?

To determine the role of senior management
in relation to Information Security as well
as the level of participation/support received
from them, and mention areas they could
improve on

Information security policy

Are there Information Security policies in place
at your organization?

How frequently do you believe these regulations
are being examined for accuracy and efficacy?

Are there sufficient policies and processes in
place to operationally uphold the organization's
information security standards? If not, what
steps are being taken to change that?

Do you think the company's information
security policies and standards are working? If
not, what steps can be taken to guarantee its
efficacy?

To have an overview of the Information
Security policies in place, to know the level
of its efficacy, and the impact it has had on
the organization

Information security training and awareness
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Does your organization provide staff with

Information Security training? If so, how

frequently do this training take place?

Do you think the training was beneficial or not?
Tell me more about that, please.

To have an understanding of how training
and awareness is conducted for the
employees, the benefits, the impact it has
had, and the challenges encountered

* Is there a committee in charge of training or
there is no structure in place?

* Does the business have sanctions in place for
staff who violate the information security
policy?

* Does the organization have an Information
Security awareness program in place? If so,
what does it entail?

Information security audit

* Which kind of Information Security audit does the

organization conduct? Are they internal,
external, or both? What exactly are these
auditing procedures, please?

To determine the type of audit carried out in
the organization, the challenges
experienced, and the auditing procedures in
place

Physical and environmental security

*  What physical and environmental security
regulations are in place to protect crucial IT
facilities?

* Are there any safeguards in place to stop the
moving of IT equipment without permission?

To understand how physical and
environmental security is being handled and
how it has been helpful in securing the
assets of the organization.
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Appendix C — Reflection Document
1

How does your study correspond to the goals of the thesis course? Why? Focus on the goals that were
achieved especially well and those that were not well achieved.

The goal of this study is to identify how organizations manage information security while maintaining
agility. Organizations keep looking for measures to remain agile and better protect the security of their
information. As a result, these measures have been identified which is in line with the goals of the thesis.
These measures will help organizations to better achieve their purpose of securing information.

However, getting the participants to agree to a convenient time for the interviews was a bit challenging.

How did the planning of your study work? What could you have done better?

Because the thesis was done by only me, this made it a bit easier for me to plan myself based on my
schedule which involved staying up late till midnights. It took a while getting used to but eventually, it
became less stressful. I had a bit of delay in getting the participants based on their busy schedules. Also,
transcribing was a bit stressful and took a lot of time. I would have preferred to subscribe to a paid
version of the transcribe app as there are lesser incoherent words when transcribing.

How does the thesis work relate to your education? Which courses and areas have been most relevant
for your thesis work?

I study Strategic Information Systems Management and my thesis is on managing information security.
I believe that they are closely related because they both have to do with management of Information.
Prior to the start of my program, my writing skills was not top notch but with the help of this course -
Scientific Communication and Research Methodology (FMVEK), I had more confidence in myself, the
course really prepared me. Also, Information Security in Organizations (SECORG) prepared me for the
thesis because I gained more knowledge about information security from the course.

How valuable is the thesis for your future work and/or studies?
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Having had 7 years of work experience in the IT sector, writing this thesis brought back good memories.
I could easily relate with all that was written because | have had first-hand experience on the job. In my
future work, I will try to put in practice some of the things that I have learned from the study.

How satisfied are you with your thesis work and its results? Why?

I am very much satisfied with the whole thesis work. I can now confidently write a thesis report. I also
appreciate the quick responses provided by my supervisor which helped in concluding my work on time.
My result makes me value my colleagues back when I was in the banking industry seeing that a lot is
actually involved in ensuring that the information and assets of the organization are well secured.

38



	Abstract
	Synopsis
	Acknowledgment
	Table of Contents
	1  Introduction                                                                                           1
	2  Extended Background                                                                            4
	3  Research Methodology                                                                          9
	4  Result                                                                                                    15
	5  Discussion                                                                                             22
	6  Conclusion                                                                                            26

	List of Tables
	List of Abbreviations
	1  Introduction
	1.1  Background
	1.2  Research Problem
	1.3  Research Question
	1.4  Thesis Outline

	2  Extended Background
	2.1 Information Security and Information Security Management
	2.2  Information Security Management Practices
	2.3  Organizational Agility
	2.3.1  Operational Agility
	2.3.2  Partnering Agility
	2.3.3  Customer Agility

	2.4  Relationship between Information Security Management and Organizational Agility
	2.5  Challenges related to Information Security Management
	2.5.1  User awareness (training and education)
	2.5.2  Top Management
	2.5.3  Policy Development
	2.5.4  Audit

	2.6  Summary

	3  Research Methodology
	3.1  Choice of Research Method
	3.1.1  Research Strategy
	3.1.2  Data Collection Method
	3.1.3  Sampling Strategy
	3.1.4  Data Analysis Method

	3.2  Application of Method
	3.2.1  Application of the Case Study
	3.2.2  Data Collection Method
	3.2.3  Data Analysis Method

	3.3  Research Ethics

	4  Results
	4.1  Management Support
	4.1.1  Effective Communication
	4.1.2  Adequate Budget

	4.2  Policies
	4.2.1  Working Policies

	4.3  Training and Awareness
	4.3.1  Scheduled Training and Awareness Programs
	4.3.2  Assessment of Training Done
	4.3.3  Specialized Training and Awareness

	4.4  Audit
	4.4.1  Internal Audit
	4.4.2  External Audit

	4.5  Physical and Environmental Security
	4.5.1  Physical Security
	4.5.2  Environmental Security

	4.6  Third Party Authentication
	4.6.1  Strong Legal Documents
	4.6.2  Virtual Phone Network – VPN

	4.7  Technical Controls
	4.7.1  Firewall
	4.7.2  Antivirus

	4.8  Innovation
	4.8.2  Constant Research
	4.8.3  Investment in Security Solutions

	4.9  Flexibility
	4.9.1  Adaptability to Change
	4.9.2  Proactiveness


	5  Discussion
	5.1  Management Support
	5.2  Policies
	5.3  Training and Awareness
	5.4  Audit
	5.5  Physical and Environmental Security
	5.6  Third Party Authentication
	5.7  Technical Controls

	6  Conclusion
	6.1  Limitations and Future Research
	6.2  Originality and Significance
	6.2.1  Implication for Theory and Practice

	6.3  Ethical and societal consequences
	6.4   Research Quality

	References
	Appendix A – Consent Form
	Appendix B – Interview Questions
	Appendix C – Reflection Document 1

