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Abstract
The consequences of Information and Communication Technology (ICT) revolution on
society are almost impossible to enumerate. New types of ICT products, services and
capabilities are finding their way into our offices, schools and homes - almost on daily basis;
impacting the way we work, learn and live. Following this revolution, governments around
the world have recognised that the transformation from traditional government to electronic
government is one of the most important public policy issues to embrace. Likewise,
organisations and businesses around the world are transforming from traditional organisations
and businesses to their electronic equivalent.
However, to be a part in this revolution, it is important for the concerned governments and
organisations to have an ability to differentiate between implementing a new IT/ICT system
and a transformation to e-government, e-organisation, and e-business. E-government is not
simply about implementing new ICT systems, but it is about changing business models and
processes to do things differently and better. ICT offers the solutions, but e-government, eorganisation, and e-business are about changing the way they operate to achieve their mission
objectives. Implicitly there are a number of key issues to be considered in this transformation.
One such key issue is security, since many of the technical and social security control
mechanisms that are in place today are rendered ineffective by the ICT revolution. As such,
we can no longer rely entirely on our traditional security controls—e.g. physical access
controls, security guards and locks—to ensure the security of an organisation’s assets,
processes and communications. The multiplicity of new technical possibilities gives rise not
only to new products, services and more efficient and effective ways of doing things, but also
to the possibility of misuse of the technology. Consequently, new social and technical security
controls are imperative in this revolution. However, research findings show that, in many
cases, security issues come as an-after-thought in the ongoing transformations to ICT-enabled
organisational or governmental contexts.
In this thesis, the challenges of the process of computerisation and other changes due to ICT
are investigated from a security point of view. An explorative study of both theoretical and
practical aspects of addressing ICT security in organisations was performed. The findings
from some organisations studied show that, organisations—as social-technical systems—are
facing a myriad of problems in their effort to adequately and effectively implementing a
sound ICT security program. As a result, the organisations, individuals, or nations as a
whole; may fail in meeting the challenges of exploiting the benefits of ICT; due, in part, to
their failure to manage the risks which ICT presents—not being ‘e-ready’ in ICT security
matters.
In view of the above, the following are the end products of the research: a Model of Security
Knowledge, and a Social-Technical ICT Security Readiness Checklist. These end products
draw from the available ICT-security knowledge-body and a practical experience from an
empirical study conducted in Tanzania. We believe the model and checklist would serve as a
starting point in assisting organisations having a similar security situation as those studied, to
meet the security challenges of exploiting the benefits of ICT. By providing means for
evaluation, formation and implementation of ICT security controls—both social and technical
ones—the checklist can be helpful in managing the risks that ICT presents.
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1 BACKGROUND AND INTRODUCTION
1.1 ICT and Society in a Perspective
Over the years, the usage of, and dependence on information and communication
technologies (ICT) for performing economic, information and knowledge
dissemination, administration, and other development and day to day activities has
been observed to constantly increase and mature in the developed countries in line
with the relevant technological advancements in ICT. For instance, the overall
integration of ICT in the economy and society for most of the developed countries,
has taken place gradually and sometimes in well-defined phases. For example, most
of the European Union member states have passed through the period of roll out and
installation of ICT-infrastructures and applications; and are now moving towards the
phase of deployment [Brinkhorst, 2004].
Along with the relatively well-defined phases involved in the process as explained
above, is the approach taken; which, over time has evolved to take new directions.
For example, they have moved away from a technology-push approach and are now
emphasizing on the modest ways of reaping the benefits of ICT. An instance of this is
the motivation behind the provision of better and cheaper connectivity to all—the
broadband access. In the long run, these connections can be used to reach some
identified developmental goals; such as, transforming the processes of production and
distribution of goods and services by embedding ICT in an effective way; and making
a successful transition to a network economy and a knowledge-based society. In
simple terms, we refer to the end result of these (foregoing) changes as ICT
revolution. In recent years, this ICT revolution has also been observed taking similar
trends and pace in a number of developing countries. Consequently, by the time of
this writing, the number of countries in the developing world, which make use and
depend on ICT in fulfilling some of their missions, has grown considerably [ITU,
2005]—many of the developing countries have joined, and are still continuing to take
part in, - the ICT revolution.
However, to be a part in this revolution, it is important for the concerned
governments, organisations, and businesses in the developing world to have an ability
to differentiate between implementing a new IT/ICT system and a transformation to egovernment, e-organisation, or e-business. E-enabled government, organisation, or
business is not simply about implementing new ICT systems, but it is about changing
governmental, organisational, or business models and processes to do things
differently and better. This may touch upon issues such as the infrastructure, the
culture, the education system, the legal system and such other relevant issues. Hence,
ICT would offer the solutions, but e-government, e-organisation, and e-business are
about changing the way they operate to achieve their mission objectives. It appears
that sometimes, organisations may undertake implementation of a new IT/ICT system
to mean a transformation to ICT-enabled organisational context. This may occur
1

when the decisions to acquire and use ICT systems in various sectors—e.g. in social,
economical, developmental and governance endeavours—are made solely based on
the influence of the potential positive possibilities that ICT presents. Thus, such
implementations would, if at all address issues and factors that would lead to the
possibility of tapping the benefits of ICT while forgetting those that would lead to
negative effects. Consequently, this can imply that ICT is retrofitted into an existing
social-technical system before necessary transformation is made for it to
accommodate the changes and thus the key issues to be considered in this
transformation end up being partly addressed. An inference for the foregoing claims
can be made by reflecting on some of the available literature on ‘ICT and developing
countries’ as key terms. In that, most of them address issues that may help the
developing countries to tap the benefits of ICT; for example: [Morales-Gomez and
Melesse, 1998]; and [Talero and Gaudette 1995]. Some of the benefits (possibilities)
are attributed to increased efficiency and flexibility of production, marketing,
financial, administrative, and governance activities; as well as helping in poverty
alleviation—as discussed in [Kenney, 1995; Moyo, 1996].
While the claims in the above literatures are considered true, practical experience in
some developing countries show a mixed reality in terms of possibilities and
problems. For example, Wanyembi, in [Wanyembi, 2003] notes, and tried to provide
an answer to, - the problem associated with the management of ICT—arising from the
rapid introduction and use of the new technology. Similar problem is noted in
[Massingue, 2003]. It appears that, the pace at which this new technology is
introduced poses much of the problems—especially management problems of both
the benefits and risks presented by the ICT introduction. This could, possibly, be due
to the fact that an ICT-enabled context is radically different compared to one which is
not. As changes from a non-ICT-enabled context to enabled one can take place so
abruptly, there is a necessity for a given context to be ready in terms of infrastructure
and structural elements to accommodate the anticipated changes.

1.2 Effects of varying Contexts in the ongoing ICT Revolution
As discussed in the previous section, the ‘possibilities’ claims are considered true,
however, achieving them may turn out to be a difficult task. This is partly due to the
fact that such claims are sometimes driven by success-stories of similar ICT use that
had happened in the developed countries contexts; and partly due to unfavourable
conditions pertinent to the environments in most developing countries. In this regard,
not only are the contexts (developed–developing) different, but also the approaches
and phases involved in the transformation process of ICT integration may turn out to
be radically different.
Given the above, integration of ICT—for example, computer based and the Internet—
into social and economical spheres in the developed countries has taken place (or at
least was necessary to happen) gradually due to the fact that there were already a well
2

developed infrastructure; like the good-old-telephone networks, cable TV and other
similar networks. As the information and communication technology evolves,
following the ever-continuing scientific breakthroughs in this area, there are
technological issues of backward-compatibility for which a provision has to be made
in the newer ICTs in order for them to take advantage of the mentioned existing
infrastructures in the developed countries. Hence it happens that newer ICT systems
build on, and make use of, the existing systems and infrastructures. Thus the
integration and development tend to be gradual in nature.
On the contrary, in many of developing countries the technical infrastructure is not
that well developed when compared to those found in their developed counterpart.
This technological gap, as far as ICT is concerned, may provide interesting
possibilities for an ICT-infrastructure-deprived country; in that, there are possibilities
to start with the state-of-the-art technologies right-away if other conditions and
factors allow. With this gap, the mentioned gradual development and integration of
ICT could be bypassed. It is not strange to start from nothing at all and move to
something contemporary in the technology spheres, and in a much shorter time. For
example, the story of African telecommunications is a case in point. According to
[Gray, 2005] the number of mobile subscribers passed the number of fixed lines in
Africa in 2001 despite the existence of the latter for over 30 years. The total number
of mobile subscribers at the end of 2004 stood at 76 million. The mobile penetration
of 9.1 per 100 inhabitants was nearly three times the fixed rate (Fig. 1-1, left). The
mobile telephone happens to be a viable alternative for enhancing access to
telecommunications in a region where fixed lines remain very limited due, in part, to
inadequate infrastructure. Likewise, the Africa’s mobile market has also been the
fastest growing of any region over the last five years (Fig. 1-1, right).

Fig. 1-1: Mobile and fixed telephone subscribers per 100 inhabitants in Africa, 19952004 (left) and annual average percentage growth in mobile network subscribers,
1999-2004, world regions (right) [Gray 2005, ITU]
While an ICT-infrastructure-deprived country can enjoy a limited advantage such as
that of mobile telephone penetration captured in the foregoing example, there are
3

other critical problems associated with the nature of such environments. These
problems may be caused by a number of factors. The factors could be environmental,
economical, political, institutional, social, technical, or cultural and their effects on
the general implementation and usage of the introduced ICTs. In the next section, a
typical problem area addressed in this thesis is introduced.

1.3 An Overview of the Problem area addressed in the Thesis
Following from the discussion covered in the two sections above, it is implied that
ICT diffusion effects can be positive or negative with regard to the intended use.
Here, by ICT we are mainly referring to computer-based information systems and
communication technologies (see section 1.4 for a working definition). The effects of
interest in this study are those which can result in negative impacts (problems) upon a
particular implementation and use of ICT in a specific environment. The subjects to
these effects are organizations as entities at one level and a nation as a whole at
another. It worth noting that through ICT a geographical region (as the one that is
focused in this thesis) can be transformed into a global space; which then becomes
insensitive to some of the effects of geographical barriers. Thus, it is very important
and desirable to be sure that all the key success factors pertinent to this ICT diffusion
are adequately observed and addressed. Still, of more importance, are the factors
which are likely to cause undesirable results during the ICT integration and/or
operation with/in existing social systems; these need to be identified, analyzed and
adequately controlled where possible. To be able to identify, analyze, and control the
undesirable effects, one has to firstly have some means of viewing a comprehensive
picture of the involved parties in this context. It is only then that, it will be possible to
address the issues of interest.
Boman [Boman, et al. 1997], depicts a computer-based information system as a
conceptual model, forming a part of a larger enterprise system. In this conceptual
model, an enterprise system is shown as a complex combination of enterprise
objectives, strategic plans, business language and concepts, business processes, work
practices, people and actors, and external relations and constraints. In relation to the
problem at hand in this thesis, we conceptualize two distinct systems to deal with;
which, we may call a ‘traditional organization system’, i.e. one without computerbased information system—shown in fig. 1-2; and the other with computer-based
information system—shown in fig.1-3. The problems envisioned then, are those
encountered during and after the integration of the two organisational systems (fig. 12 and 1-3), taking into consideration the empirical realities of the context where this
integration takes place. As a reminder, we are dealing with a representative case of a
developing country context; different contexts have different problems. Here,
problems can be described as discrepancies between the state of affairs as it is and the
state as it ought to be. The goal is to identify the causes of the observed discrepancies,
if any, and have in place, or suggesting, methods and means for their control.
However, the attempt to remove the causes may pose another problem of which the
4

original problem is a symptom. This makes the level of problem formulation an
important step in the process. Thus, the higher the level of a problem’s formulation,
the broader and more general it becomes and the more difficult it gets to do something
about it. Skyttner [Skyttner, 1996], asserts that the level at which a problem is settled
depends upon the problem-solver and cannot be determined on logical grounds. He
further stressed that one should not try to cure symptoms but rather try to settle the
problem at as high a level as possible.

Fig. 1-2: A Traditional Organization System

Fig. 1-3: An Organization System with Computer-based Information System [Adopted
from Boman et al., 1997]
Given the above background, the problems we intend to address here are those which
have impacts on the security or insecurity of the ICT systems in relation to the ICT
revolution discussed in section 1.1and 1.2, and following the current proliferation of
5

ICT in a typical developing country environment involving organisations and
individuals. Following the ongoing ICT proliferation, the organization system as
presented in fig.1-2, will now assume a different outlook as shown in fig. 1-3. Here,
the manual information handling procedures are replaced with equivalent-computerbased systems.
However, it is during this replacement process that some critical problems are realized
or overlooked. Among these is the security of the resulting computer-based system
(shown in fig. 1-3), since many of the technical and social control mechanisms that
might be in place in the traditional system (shown in fig. 1-2) are rendered ineffective
by the introduction of computers or ICT. As such, we can no longer rely entirely on
our traditional security controls, e.g. physical access controls, security guards and
locks to ensure the security of organisation’s assets, processes and communications.
The fact that, the multiplicity of new technical possibilities gives rise not only to new
products, services and more efficient and effective ways of doing things, but also to
the possibility of misuse of the technology—need to be observed. Consequently, new
social and technical security controls are imperative in this revolution. However,
research findings show that, in many cases, security issues come as an after-thought in
the ongoing transformations to ICT-enabled organisational contexts.
Practical experiences and several research findings have shown that security has been
an aspect that most of time lags behind in the overall process of adoption as
conceptualized, for example findings reported by Tarimo [2003]. It worth noting that
the two organizations represented in fig. 1-2 and 1-3 are radically different in many
aspects as far as information handling and control is concerned. For example:
•

There is an increase in speed with which information can be communicated—
communications that rely on traditional non-ICT methods may take days,
weeks, and even several months; e.g. communication through the traditional
snail-mail (postal services)—but with ICT it occurs almost instantly.

•

There is an increase in quantity of information that can be collected, stored,
manipulated, and transmitted. With the advent of high capacity storage
devices, data storage systems can now hold incredibly large amount of data
characters, which of course represent information. This data, regardless of its
shear quantity, is instantly accessible through a computer.

•

Information can be more widely distributed and thus becomes more accessible.

•

ICT systems provide instant access to information and to the relevant
technology to analyze and use it. For instance, data mining technology makes
it possible for an organisation or an individual to use the available information
to account for past actions and to predict future events.
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•

ICT makes it possible for information to exist in multiple forms and on
multiple media—e.g. the traditional form, where information is available in
physical media, for instance paper, provides limited flexibility options in
handling of the contained information. Whereas with ICT, information can be
virtual in many forms—as digital bits and bytes—these can easily be changed
to appear on a physical media, e.g. when printed on a piece of paper. Now
consider a traditional organisation, with only a traditional facsimile device at
its disposal, and it wants to distribute, say, a thousand pages of printed matter
to its twenty branches which are distributed over geographically different
locations within a country. Facsimile, would be effective and efficient in
distributing a few pages of printed matter to a few locations, but for such a
number of pages and locations, it would be ineffective in that it would take a
longer time to complete the work and use more resources. Incidentally, if the
information was in digital form and the organisation had an information
system in place, the said distribution could have been performed once and
completed with a single click on a relevant application interface.

Inevitably, the above changes, which we may call improvements in the quantitative
and qualitative aspects of information handling, will profoundly affect individuals and
organizations that communicate and use information in many different ways. These
effects may touch upon issues such as:
•

knowledge of the users whether within an organisation or as individuals, in
that they will be required to be knowledgeable of the nature of the systems in
use and the processes involved— however, acquiring of the knowledge will
not occur overnight;

•

organisational structural changes—in that the technology may introduce new
patterns and thus, new requirements for carrying out work processes within an
organisation—e.g. decision making may be affected by new information
technology by interfering with existing communication patterns and
relationships.

1.4 Problem Formulation
Putting the problem area outlined above in a perspective, we view an organization as
a social setting with unique cultures, structures, methods and machines. These
together can be viewed as forming a system—social-technical system. Kowalski,
[Kowalski 1994], developed a model of technology and social change. The model was
termed a social-technical system and has two basic subsystems. The social subsystem;
has culture and structures as components, and the technical subsystem, which has
methods and machines as components. These components are in constant continuous
interaction with each other to maintain the system in equilibrium. Thus, changes in
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any component or subsystem will tend to affect interchanges in all other interacting
components so as to place the system in a new state of equilibrium/disequilibrium.
Given the problem at hand, this model is adopted here and used as a framework for
viewing and analyzing effects of ICT upon organisations when viewed as socialtechnical systems following the mentioned ICT diffusion. It is anticipated that ICT
diffusion will have effects upon each of the components of the social-technical system
as shown in fig. 1-4. The figure shows the schematic representation of the framework
on which the study is based. Arrows in the figure show interchanges between and
within the system and system components.

Fig. 1-4: A Social- Technical System before and after ICT introduction [adopted from
Kowalski 1994]
From the General Systems’ Theory (GST) point of view, fig. 1-4 shows a social
technical system whereby ICT is being introduced in the technical sub-system
(Machines and Methods). Following this change, transformations need to take place
in order for the system to accommodate the changes due to the newly introduced ICT
and once again maintain itself in equilibrium. In support of the forgoing claim the
following GST principles are relevant as discussed in [Skyttner, 1996]:
1. Steady state principle—for a system to be in a state of equilibrium, all
subsystems must be in equilibrium;
2. Self-organising system principle—complex systems organise themselves and
their characteristic structural and behavioural patterns mainly as a result of
interaction between the subsystems;
3. Basin of stability principle—complex systems have basins of stability
separated by thresholds of instability. A system dwelling on a ridge will
suddenly return to the state in a basin;
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4. Viability principle—viability is a function of the proper balance between
autonomy of subsystems and their integration within the whole system, or of
the balance between stability and adaptation;
5. First cybernetic control principle—successful implicit control must be a
continuous and automatic comparison of behavioural characteristics against a
standard. It must be followed by continuous and automatic feedback of
corrective action;
6. Third cybernetic control principle—in implicit control, variables are
brought back into control in the act of, and by the act of, going out of control;
and
7. The feedback principle—the result of behaviour is always scanned and its
success or failure modifies future behaviour.
Thus, the transformations in fig. 1-4 are represented by the inevitable interchanges
that must take place within and between the system components for it to maintain
homeostasis and/or other effects as captured by the seven principles from GST out
lined above. For instance, principle no.4 can be used to analyse and ensure that proper
balance between autonomy of the ‘computer based information system’ module
(presented in fig. 1-3 above) and its integration within the whole system (the
organisation system), or of the balance between its stability and adaptation are met
and maintained. This study focuses on these transformations from a systems’ security
point of view. An attempt is made to study, analyze and establish the systems’
security readiness requirements taking into consideration the pertinent social-technical
states and the effects ICT will have upon them.
Two levels of systems are considered in the study namely an organization level as
represented in fig. 1-3 and a national level of social-technical system. Both levels can
be represented and analyzed by using the social-technical concept (see fig.1-4). The
components within the two subsystems; that is, culture and structures under the social
subsystem, and methods and machines under the technical subsystem can take on
different values and meaning depending on the level at which the analysis is
performed, i.e. the size of the social-technical system in focus. For example, when we
are examining an organization, the structures can be abstract—such as the authority
system; or concrete—such as communication systems. On the other hand, the mass
communication systems would be considered a machine component if we are
examining or comparing two countries [Kowalski 1994].
Additionally, the culture-structure and methods-machines as social-technical entities
are there to facilitate a goal achievement—information and communication needs.
The goal(s) may vary; say between different organisations as represented in fig. 1-3 or
between one nation and another. Regardless of the varying nature of information and
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communication needs, still a common requirement is to be able to secure the
information and the processing systems as needed. As well as being able to maintain
and control the inevitable changes in the culture and structures in the social system.
This requirement, in totality, is normally called systems security. Hence it is
desirable, following the current ICT proliferation, for an organization or a nation to be
able to check its systems security readiness. We, henceforth, refer to systems security
readiness as social-technical ICT security readiness, since the changes we are trying
to analyze and control are those brought by aspects of ICT diffusion upon socialtechnical systems at different levels. (More of the social-technical framework in terms
of how it was used in the thesis can be found in Chapter 2 and Chapter 4)
Definition: Information and communications technologies (ICTs) is a term which is
currently used to denote a wide range of services, applications, and technologies,
using various types of equipment and software, often running over telecom networks.
ICTs include well-known telecom services such as telephone, mobile telephone and
fax. Telecom services used together with computer hardware and software form the
basis for a range of other services, including email, the transfer of files from one
computer to another, and, in particular, the Internet; which potentially allows all
computers to be connected, thereby giving access to sources of knowledge and
information stored on computers worldwide.
However, a working definition assumed in this thesis is the one whereby ICTs are
categorized based on how long they have been in common use [Greenberg 2005, p
16]. According to Greenberg there are three categories, these are:
•

New ICTs: these include computers, satellites, wireless one-on-one
communications (including cellular phones), the Internet, e-mail and
multimedia. The concepts behind these technologies are not particularly new,
but the common and inexpensive use of them is what makes them new. Most
of these, and virtually all new versions of them, are based on digital
communications.

•

Old ICTs: includes radio, television, land-line telephones and telegraph.
While these have been in reasonably common use throughout much of the
world for many decades; the situation is different for some of the developing
countries. For example, for Tanzania mainland, television broadcast stations
dates back only to 1994; when the first station was inaugurated. Traditionally,
these technologies have used analog transmission techniques, although they
too are migrating to the now less expensive digital format.

•

Really Old ICTs: these include newspapers, books and libraries. They have
been in common use for several hundred years. Greenberg asserts that the
labels New, Old and Really Old are ones that generally apply to the developed
world. In many parts of the developing world, and particularly in areas where
literacy rates are low, some of these may appear effectively new.
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In this thesis, the term ICT diffusion (henceforth simply referred to as ICT or changes
due to ICT) will mostly encompass the above notion of New ICTs and partly (where
relevant) that of Old ICTs. These are regarded as working definitions as they involve
time factors which are important in analyzing changes.
Thus, Systems security readiness in this context is defined as the ability of an
organization or a nation to adjust to external and internal forces that require changes
to its culture, structures, methods and machines as a result of the introduction of ICT.
In view of the above, an attempt is made here to highlight factors that would help to
bring about stability in a social-technical system in a developing country environment
(Tanzania) as ICT is haphazardly becoming pervasive in some sectors of the society
or the social system; in particular, its introduction in the technical subsystem, as
shown and discussed above.
The social-technical system would provide the framework for the issues in focus, that
is, social and technical aspects of ICT security and the dynamics within and between
the issues. The Security By Consensus model (SBC) [Kowalski 1994, p19] with its
layered structure of various social and technical security control layers is used for the
analysis of the actual issues within the social-technical system. To achieve the needed
stability in the social-technical system, various ICT security controls are possible. The
knowledge and experience from the developed world regarding ICT security would
form part of the input when deemed relevant and applicable. The knowledge could be
acceptable standards, code of practices—(for example, ISO 17799), best practices,
and other such items as they relate to ICT security.
Consequently, the problem of analyzing and deriving systems security (socialtechnical) requirements for a particular ICT system implementation in a given
environment is nontrivial. This calls for systemic and systematic approaches to the
development of systems security requirements, which can be used during design,
implementation, and operational use of ICT systems in organisations. The systemic
aspects are dealt with using principles and concepts from the General Systems Theory
[Checkland, 1988; von Bertalanffy 1956, 1968]; whilst the systematic aspects are
dealt with using an engineering approach of lifecycle analysis. Thus, as an output, a
social-technical ICT security readiness checklist was developed as an attempt to
address the security problems identified in the studied environment and others. We
believe the checklist would serve as a starting point in assisting organisations having a
similar security situation as those studied, to meet the security challenges of
exploiting the benefits of ICT. By providing means for evaluation, formation and
implementation of ICT security controls—both social and technical ones—the
checklist can be helpful in managing the risks that ICT presents.
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1.5 Research Problem, Questions, Premise and Objectives
Following the research problem area defined in the preceding sections, the following
are the condensed statements of the research problem, research questions, premise
and objectives.
Research Problem: The emerging insecurity in ICT-enabled context.
General Research Question: The general research question of this thesis is based on
a premise that the social-technical system which has been defined and explained in
section 1.4, is currently inadequate in ICT security controls; and thus we wish to
explore how ICT security can be achieved given the states of local conditions (context
realities); and consequently, what are the requirements for ICT security readiness in
the said environment/context. The premise is based on the indications regarding the
studied context made by Tarimo [2003], Bakari and others [2005] and Tarimo and
others [2005]. This general research question is, upon execution, further divided into
three detailed questions as follows:Specific Research questions:
1. To what extent are ICT security issues examined and addressed in the current
implementations of ICTs in the named environment (organisations and
nation)? Æ Assessment and depiction of current ICT security scenario.
2. What are the relationships and effects of the introduced ICTs upon the
pertinent “social-technical system” with regard to security? ÆEffects or
qualification of the observed current ICT security scenario.
3. How can ICT security issues be approached and addressed during designing,
development, implementation, and operational phases of the ICTs in the
environment? ÆDefine new desired ICT security scenario and plan for the
system transformation to the desired ICT security scenario.
These three questions were studied in this endeavour to answer the main research
question. In this research we explored country specific factors that influence or effect
ICT security from a social-technical context. Figure 1-5 shows the steps in the
enquiry process.
Research Objectives: Since contexts play a critical role in addressing security in
ICT, the purpose of this research is to analyse the current state of the context with
respect to ICT security issues, characterise the observed situation and plan for future
desired state. In addressing the future desired state, a social-technical ICT security
readiness checklist has been developed. We believe that the overall research findings
would help to shed some lights on where and how to start, as well as what is involved
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in implementing and managing ICT security in the said environment and similar
others.

Fig. 1-5: Steps in the Process of Enquiry
The research begins by: recognizing a set of key ICT security issues regarded as
necessary for an adequate security posture. This was drawn from the body of
knowledge covering ICT security. Then, the research question no. 1 above was
tackled—the extent to which the set of the identified ICT security issues have been
addressed and implemented in the environment (social-technical system) was
examined; highlighting the characteristics of the current ICT security implementations
(see Chapter 4). Based on this examination, the resulting characteristics acted as ICT
security symptoms that suggested some further actions and/or study.
Since security in ICT is widely considered to be a weak link phenomenon, meaning
that perpetrators need only to find the weakest point to be able to attack an
organization’s information systems, the knowledge about, or the ability to
characterize the notion of, the strengths and weaknesses of the current implementation
is of utmost importance here. This information is provided as an output in answering
research question no. 1.
Second, the research question no. 2 was addressed by reflecting on the findings from
the previous research question; and analyzing the effects and relationships of the
introduced ICTs upon the social-technical system under study with respect to ICT
security. In an attempt to highlight the type of security threats, breaches, and risks that
are imminent, existing or have already taken place in the environment; we collected,
and used, empirical data pertaining to the environment in the analysis and discussion
(Chapter 4; subsections 4.5.5.5 and Chapter 5; sections 5.7. and 5.8).
Third, based on the above findings, an action intervention plan was put forth. In an
attempt to address the fundamental ICT security discrepancies observed in the current
ICTs implementations; an environmental adaptive social-technical ICT security
readiness checklist for addressing ICT security during designing, development,
implementation/deployment, and operational phases of the ICTs in the environment
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was developed and recommended. This checklist, in effect, would address the
research question no. 3. It involves a synthesis of the knowledge and experience
obtained in the course of pursuing this research as well as the knowledge and
experience obtained from other similar researches.

1.6 The Research Scope and Focus
Thus far, having defined the research problem, it is necessary to clarify the research
scope and focus in order to place the problem in a clear manageable context. Figure
1-6 depicts the scope and focus of the study.
In general terms, country-specific factors that influence successful implementation
and use of ICT as shown in fig. 1-6, are many; these have been briefly mentioned
earlier in this chapter. However here we intend to draw a line to show what is
included in this research and why it is included as well as what is not; in order to make
the problem manageable for studying. This decision is mainly based on the
prioritization of important factors. Among these, security is, as already discussed, one
of them as is further confirmed in the next paragraph below.

Fig. 1-6: Scope and Focus of the Research.
Based on experience from more advanced uses of ICT obtained from the literature
and experiences of ICT use from the developed countries, addressing ICT security
issues is a must if at all ICT is to deliver its many varied potentials to a society. We
rely on ICT technology (software and hardware), which, in many cases, has been
found to hide critical flaws and bugs. These hidden flaws and bugs can either be
exploited by perpetrators or cause unexpected system crashes. Given the above, the
importance of information security considerations has increased as a result of the
expanded use of networks (the Internet) by business organizations, various
institutions, and individuals on the one hand and by criminals and abusers on the other
hand. ICT risks (though from different perspectives) are addressed by numerous
authors [Bishop et al. 1997, Cullinane 1999, Dean et al. 1996, Klander 1997, Palmer
et al. 2000, and Straub and Welke, 1998]. These authors attempt to show the
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importance of ICT security by focusing on the vulnerabilities, threats, and risks
associated with information systems. Also, from the earlier study—the first stage of
this research—it was observed that at least a section of the Tanzanian environment
(the organisation studied) was not performing well in ICT security.
The findings above; from the literature and experience from the developed world
suggests that ICT security is a critical issue. On the other hand, the observed ICT
security situation in parts of the environment studied, [Bakari et al, 2005; Tarimo,
2003] (and as is shown in Chapters 4 and 5), calls for an immediate remedy action.
We wish to emphasise here that, quoting these references does not signify any sort of
comprehensiveness, but rather, it avails a supporting sample which is credible enough.
Thus it is implied that ICT security issues hold a higher priority in ICT
implementations. This observation makes the criteria for choosing ICT security
factors our research focus. This should not, however, imply that the other factors not
included in this study are less important but rather that they are all related and need to
be taken together. But due to manageability issues they cannot be taken together in
this study. Instead different studies should be performed for other relevant factors for
consideration in achieving effective ICT usage in the environment under study.
The other studies could be those to deal with the general ICT infrastructure, standards
and technical specifications, policy developments and monitoring, the education
system, the legal system, regulation needs, and others as relevant. Meanwhile, here
we are studying factors for consideration in order to achieve the security of the
introduced ICTs.

1.7 An overview of ICT Security Issue Addressed in the Thesis
As it is now widely known, security of information systems has both technical and
non-technical components. Different approaches have been developed and are
employed which address one or more aspects of the technical or non technical
components; for example, [COBIT, 2005; ITIL 2005, and ISO 17799, 2002]. As
implied by the title of this thesis, a social-technical framework for analysis was
chosen (as explained in section 1.4, also as will further be explained in the
methodology section of Chapter 2). In this regard, the framework helps us to
accommodate both components in the analysis.
Based on the social-technical framework; the study can be decomposed into two
major categories of components. These are the Investigative and Analytical
components on the one hand, and the Methodical and Solution components on the
other. These two categories are described next.
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1.7.1 Investigative and Analytical Components
We have seen in section 1.4 that the introduction of ICT in the technical sub system
(fig.1-4), would not only affect the methods and the machines in that subsystem but
also the culture and structures in the corresponding social subsystem. This
interdependence is true at the levels of an organization, national or international.
Thus, the need for a thorough investigation and analysis of relationships and effects of
a new piece of machinery, a procedure, a mechanism, and any other potential change,
upon an apparent stable social-technical system is paramount. The focus here is on
ICT. As mention earlier, ICT diffusion has both, possibilities and problems depending
on the nature of the environment into which it is implemented. On the one hand, ICT
will place some demands on the environment into which it is to be implemented if one
is to tap its benefits.
On the other hand, due to the inherent complexities in the technology itself (ICT),
there are demands it places on its users as well. Failure to meet these demands may
lead to unsuccessful ICT implementation or may result in undesired effects as
discussed in Chapter 5. In Chapter 4 the studied environment is investigated to
establish whether it meets these demands by first, establishing the current status of
ICT implementation and use with respect to aspects of security. This was done
through a number of methods (as covered in Chapter 2). Secondly, given the observed
state of ICT implementation and use, a further investigation and analysis was
conducted by capturing and analyzing some observable adverse effects attributable to
the insecurity aspects of the introduced ICT. These two endeavours form the
investigative and analytical components of the thesis. The relevant chapters are:
Chapter 3, 4 and 5

1.7.2 Methodical and Solution Components
The development of secure sustainable ICT systems is a complex endeavour most of
the time. A solution developed to cater for today’s ICT security threats would not
necessarily be applicable for tomorrow’s threats; because the threats landscape in ICT
keep changing all the time, inline with the changes happening due to advancements in
the technology itself. This observation underlines the importance of developing not
only security solutions, but also methods, structures and processes that may assist in
sustaining the security solutions so developed as well as placing the system in
equilibrium. These solutions and methods need to be capable of evolving to adapt to
the changing ICT security threats landscape.
The methodical and solution component was carried out in two stages. The first stage
involved an intrusion detection system (IDS) solution for its end users—presented as
output for licentiate thesis. The solution involved analysis and development of a
Framework for Implementation and Use of IDS [Tarimo, 2003; Tarimo, 2006a] which
was an output of the first stage of this research. The IDS implementation framework
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is meant to assist organisations (as social-technical systems), to achieve intrusion
detection capability (a security mechanism) on the technical subsystem and at the
same time maintain the overall social-technical system in equilibrium by involving
the relevant issues from the social subsystem. Carrying this further, in the second
stage of the research (this thesis), the scope of the problem area addressed in the first
stage has been widened to include not only a single security mechanism, (IDS), but
also all other possible mechanisms as per the mentioned SBC model (section 1.4, p
11). The level of the problem also has been widened to include organizations at one
level and a nation at the other.
The outputs from the methodical and solution components as explained here being:
the proposed Generic Framework for Implementation and Use of IDS; and an
Adaptive Social-Technical ICT Security Readiness Checklist. These outputs are
presented in Appendix C, and Chapter 6 respectively. Regarding the Adaptive SocialTechnical ICT Security Readiness Checklist, the adaptability feature of the checklist is
achieved from the structure that underlies the composition of its components; in that it
provides room to accommodate new security controls and issues as they arise rather
than having a static list of ICT security checklist issues or a static framework for their
representation.

1.8 Research Circles
As note above, it worth mentioning that this research bears two stages which are
related in a way as will be shown in the description that follows.
The starting point of the research, which resulted in the output of first stage, was an
interest of this author in the technical side of computer and network security. This
interest followed from an introductory course in computer and network security. For
the author, being an engineer with a mostly technical background, this was almost a
natural selection. However, after the introduction, a period for growing and maturing
followed. This period consisted of courses, literature reviews, discussions with peers
and experts in this specific area of study, as well as attending relevant international
conferences. In pursuing these activities over time, the author earned a theoretical
knowledge-base in ICT security. Also, it became apparent that, there are still a vast
number of unsolved theoretical as well as practical problems with regard to ICT
security in general.
As this author finally came to be involved in implementation and deployment of an
intrusion detection system (IDS)—a security technical artefact—into a university
network (UDSM–IDS Project) [Tarimo, 2003], he managed to get personal
experiences on practical matters in relation to implementation of ICT security
controls. It became apparent in the end that implementing IDS is one issue which
might seem simple enough. Yet managing the IDS once implemented in an
environment is still another issue with interesting challenges. This is particularly
17

critical if the environment into which this implementation takes place is not ready for
such a tool. This was the kind of situation that the author experienced in the course of
carrying out the project along with other members of the project team. This
experience helped to shape the research work at that stage such that based on the
difficulties encountered in the process, an appropriate research approach was defined.
This entailed applying methods that would help in studying the problems generically.
The problems were addressed from the IDS end-users perspective and the final output
of this first part of the research was—as already partly discussed in section 1.7— ‘A
generic Framework for Implementation and Use of the IDS products’ [Tarimo, 2003].
The output can be viewed as a framework of understanding that captures the
deployment requirements of IDS, thus by having it the end-users would be aided in
IDS implementations and management.
Reflecting on the output of the first part of the research [Tarimo, 2003], taking into
consideration the organization studied and its aspiration for ICT security, it became
apparent that even if it were possible to successfully deploy an IDS into its network1,
still the organization would not have been reasonably secure against the various
possible security threats to its information systems. This follows from the fact that an
IDS is just a small part of the total security system, which we may call information
security infrastructure or information security architecture as discussed by [Eloff and
Eloff, 2005]. It is a technical product which serves an aspect of detection capability
for intrusions and other penetration threats; but for an environment to be reasonably
secure it needs in addition to detection capability, deterrence, prevention,
containment, and recovery capabilities all implemented in layers [Schneier, 2000;
Kowalski 1994]. Incidentally, it is argued that security is not a product but a process
[Schneier, 2000]. Alternatively, information security can also be best viewed in
hierarchies as shown in fig.1-7.
Relating the organization studied in the first stage of this research to the information
security hierarchies of fig. 1-7, it became evident that it was lacking in several of the
layers. Basically, the deployed IDS was supposed to address issues in layers 4 and 5
of fig. 1-7. Since the rest of the layers were almost nonexistent, the whole approach
turned out to be ad hoc at best and there was no obvious ways to sustain the expended
effort or measure the outputs. Apparently the environment was not ready for having
an IDS running! It worthy noting that, although it (IDS) is a technical product its use
in an organization network involves considerable amount of social issues as was later
revealed in the developed framework for IDS implementation.

1

The IDS project was unsuccessful in the end.
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Fig. 1-7: Information Security Hierarchy [Source: Gartner group research, 2003]
These reflections of the output of the first part of the research created an opportunity
to refocus the problem at hand and rethink an approach the next stage of the research
would entail. Specifically it involved taking into consideration the realities of the
studied environment (context) that we could infer from the findings with regard to
ICT security in general and other related issues. Some of these environmental realities
are addressed in subsequent chapters of this thesis, however, lets suffice it to say that
the notion we came to realize at the end of the study was that an IDS, being a
technical security control has both technical aspects as well as social aspects when it
comes to its implementation in an environment needed further pursuance. It is a view
through this ‘social-technical’ lens upon a ‘total security system’ that the second part
of the research (this thesis) addresses here. The following section briefly defines the
total security system or information security infrastructure.

1.9 Information Security Infrastructure
Selecting and deploying security product like the IDS as described in Tarimo
[Tarimo, 2003] requires an organization to have in place a well-defined security
infrastructure [Bishop, 2003; Eloff, 2005]. Security infrastructure is the compliment
of measures, ranging from policy, governance, procedures, and practices, to
technologies and products that represent an organization’s security initiative. The
goals of security counter-measures are to prevent problems, to detect problems, to
delay damage and to mitigate the effects of errors and attacks. The IDS as described
in Tarimo, is a necessary part of the security infrastructure but by itself does not
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represent a complete security infrastructure. Having a complete security infrastructure
in place would make it possible for an organization to determine the following with
respect to its efforts in the implementation of ICT security controls and technology:
•
•
•

Whether the implemented controls address the risks and vulnerabilities
identified
Whether support infrastructures for implementation of various controls has
been defined, or do exist; e.g. the ones required for IDS implementation
Whether the organization has achieved its security goals

Security infrastructure should also set benchmarks (standards) since defining a unit of
measurement is the most significant factor in assessing the effectiveness of any
technology, product, or process. As it was later found in the study that the
environment was missing in most of the key components of an information security
infrastructure, then it was important to review the situation and redirect the course of
the research to study the observed shortfalls, not only with respect to IDS or to the
lone studied organisation, but to the overall ICT security posture of the environment.

1.10 Assumptions made and Delimitations
1.10.1 Assumptions
1) We can arbitrarily assume that the technology (ICT), regardless of its complexities,
is approximately the same universally but the contexts (environments) of its
application are relatively (actually are radically) different. Here, by environment we
refer to that within a nation’s social-technical system. Thus, environmental
assumptions based on the realities found in the developed world made during the
designing stage of different ICT technical systems and artefacts—e.g. personal
computer hardware, and operating system software—may not hold true when these
artefacts are later shipped to be used in the developing countries environments or
other environments with dissimilar characteristics to the original environment for
which the systems were designed.
As an example of the above discussion, the predominant trend in software
engineering assumes it is possible to develop software that works but which contains
some bugs that can later be fixed by applying patches - a case in point here. These
patches are normally obtained from the Internet. The patch files can get really big
some times and given the bandwidth problem facing many of the lesser developed
countries, this notion of ‘make it work now and fix problems later’ would not work so
well. Here the intrinsic assumption on the technology artefact is that Internet
connection and enough bandwidth are widespreadly available—which may not be the
case everywhere on the globe.
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As a result, from security point of view, it would make no difference whether a fix for
a particular flaw, in a particular software is available in time or not since the
bandwidth acts as a bottle-neck. Thus, chances of success, in case the corresponding
attacks would be perpetrated, would remain high whether the attacks take place at
zero day or a long enough time after the flaw and the fix were made public. Thus we
treat technology as a constant entity but need to take into consideration issues like the
‘intrinsic technology assumptions’ just mentioned, while the environment is regarded
as variable.
2) Rather than developing yet another framework, we assumed that, there already
exist some applicable solutions and methods to address the research problems
describe in this thesis. ICT security problems tend to be the same both in the
developed and the developing worlds; however, the contexts of application appear to
be different. Consequently, we made use of available frameworks, methods, and
approaches, which we have found to be appropriate and useful in this study. This
explains why some methods such as SBC model and social-technical framework
mentioned earlier, have been selected for use in this study. Figure 1-8, adopted from
Checkland, shows an overview of the study setup.

Fig. 1-8: The Study Setup Overview [adopted from Checkland, 1990]
We started with a specific environment—that of Tanzania. Then, in this environment
we looked at a particular real-world situation of concern—for this matter ICT security
(due to reasons and observations outlined in sections 1.7, 1.8 and 1.9). Thereafter
relevant models for analyzing, designing and applying ICT security were researched.
From these, applicable models for addressing the observed real-world situation were
selected/developed/adopted as necessary. Then, selected, adopted, or developed
models were used to analyze and inform the actions needed to improve the observed
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situation—secure the environment against ICT related risks. Hence, use was made of
the available ICT security knowledge body in developing a new knowledge.

1.10.2 Delimitations
While the assumptions above were intended to help us in studying and solving our
research problem, they, in effect, implicitly delimit findings to be obtained from the
research. On the other hand, the research questions we set forth (see section 1.5 of this
chapter), the organisations and nation chosen for providing data for the problem
(Chapter 4), and the defined scope and focus (section 1.6) are all set to provide
explicitly boundaries of the research problem described in section 1.3 and 1.4. The
objectives here, being to make the research problem realistic and manageable.
However our decision to address ICT security issues does not preclude the importance
and criticality of other relevant issues for consideration in ICT use or the general
social and community needs such as water, shelter, education, transportation, and so
forth, which also may be in inadequate supply if we take into consideration the
Tanzanian population at large.
As to the question ‘why security’ and ‘how’ did it come to be the issue of interest in
this study and not others; the answer was briefly provided in section 1.8, and is further
reinforced in the next section.

1.11 Motivations
Now that more and more organisations, in the studied environment as well as
worldwide, are becoming increasingly dependent on ICT to perform their core
businesses [Bakari et al, 2005], the reliable functioning of these ICTs is paramount.
Security is a component of reliability, which tends to be very complex to address due
to complexities within the ICT itself—there is a rapid technological development in
the field of ICT (e.g. wireless connectivity, blue tooth; computing power and
functions migrating to mobile devices— e.g. personal digital assistant (PDA), mobile
phones, and so on). A variety of new technical products are introduced continuously
(e.g. Internet enabled- mobile phones, personal digital assistants, wearable computing
devices, and so on). A variety of new technologies are demanded and also provided
(e.g. ubiquitous computing, and agile software platforms). A variety of new
information systems and services are developed and implemented (e.g. e-learning
systems, financial information systems, Internet banking, and so on). At the same
time, there is a tendency towards convergence of different forms of ICT products and
content as well as the demand for connectivity and interoperability. Consequently, the
border and scope of information systems are crossing organisations, regions and
countries. This makes it even harder to secure these systems.
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The current trend within ICT is towards globalisation; consequently, each new
developed and implemented information system should in one way or another be
capable of joining the mainstream global networks and be able to participate in the
global information economy. An information system in isolation has little value
compared to one connected, since much of the value of a specific ICT comes from its
compatibility with the mainstream global network. This mainstream global network
mostly resides in the developed world. As noted by Wade [Wade, 2002], the general
rule is that the value of developing countries ICT is much reduced if it is not
compatible with, say, OECD (Organisation for Economic Co-operation and
Development) ICT. Thus globalisation is one of the typical applications of modern
ICT. This implies new information systems should form part of the knowledge society
if it is to deliver the anticipated benefits.
However, the increased connectivity as a result of globalisation brings with it
associated risks along with the values discussed above. One of the risks has to do with
the security of the ICTs, in that the ICT is now open to a wider variety of threats and
vulnerabilities. The Internet, as a digital medium to globalisation, has undergone
remarkable changes since its inception for mass use in the early 1990s. Everybody
and anybody is there; educated, non-educated, professionals, non-professionals,
young, old, friends, foes criminals, and terrorists. This is what connectivity can afford
us. Anybody connected to Internet becomes dependent on others on Internet.
Computers with vulnerabilities become threats to others—for instance, viruses,
vulnerability exploits, denial of service attacks, and many other possible threats—
when these threats succeed they make top headlines in the media. Innocent users may
be hijacked by other less innocent users to act as a base for attacks or to be monitored
to reveal their sensitive personal information e.g. credit card numbers, personal
identification numbers and passwords; a testimony these can be found in [Mitnick and
Simon, 2003]. In effect, connectivity compounds security risks even further.
For a developing country, its general ICT security status can be (and normally is) used
as one aspect of the requirement for compatibility to participate in some specific ICT
services, say, within the OECD e.g. some e-commerce portals. Hence, the lack of
adequate ICT security not only poses a threat to organisations using ICT in a
developing country, but also bars them from participating in the mainstream global
network. Sadly, while most developing countries are currently engaged in deploying
and using ICT in various sectors within their economies and social services, it appears
that not all of them are paying the required attention to ICT security issues.
The aspiration for success in ICT use is normally high. For instance, reference to the
current National ICT policy for Tanzania [TZ-ICT policy, 2003] could justify this
claim. The “Vision” and “Mission” statements of the policy are—Vision: “Tanzania
to become a hub of ICT infrastructure and ICT solutions that enhance sustainable
social-economic development and accelerated poverty reduction both nationally and
globally”.
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and the Mission: “To enhance national-wide economic growth and social progress
by encouraging beneficial ICT activities in all sectors through providing a conducive
framework for investment in capacity building and in promoting multi-layered cooperation and knowledge sharing locally as well as globally.” While these statements
are viable, the current capacity of the needed infrastructure to accomplish them is
inadequate [Bakari et al, 2005; Tarimo, et al 2005]. Security is among the components
of the infrastructure that must be addressed. Thus, given the critical role security plays
in having reliable ICTs, approaches must be developed that can assist in alleviating
the situation.
ICT affords us new possibilities and means of carrying out our work and other dailylife activities. However, this increased number of possibilities and flexibility is not
only limited to the good outcomes but also to the bad and undesired ones (refer to
section 1.3 above). For example, Internet banking would not only avail the many good
possibilities; such as checking your account balance, paying your bills, transferring
money from one account to another, and other such services, —all these done in the
comfort of your home—but also, if the systems used for carrying out these tasks are
not secure, it makes it easier also for criminals to rob a bank without physically
breaking it; as was the case before Internet banking came into being. As noted by
Pfleeger [Pfleeger, 2003: p363], computing networks are attackers’ next target of
choice. Because of their actual and potential impact, network attacks attract the
attention of journalists, managers, auditors, and the general public.
Thus, given the trends, complexities, and risks as outlined above, an attempt by an
organisation or a country to secure its information systems becomes a complex task
that sheds little light, if any, on WHERE and HOW to start. Thus one of the aims of
this research is to reduce the level of complexity of the task involved when an
organisation or a nation attempts to secure its environment.

1.12 Discussion of Methods
General Systems Theory (GST) [Checkland, 1988; von Bertalanffy 1956, 1968] was
used as an aid for thinking and structuring the concepts, while the Security By
Consensus (SBC) model with its layered framework of ethical-cultural, legal-political,
administrative-managerial, operational and technical considerations was used for
identifying and analyzing security problems as well as in description and prescription
of solutions.
As pointed out in the literature, IT or ICT security problems and possible solutions
need to be investigated, studied, structured, specified, constructed, evaluated,
managed and implemented in details as well as generalized [Schumacher et al, 2006;
Yngstrom, 1989]. Since these problems do change over time, there is a need for
developing not just a static solution, but an adaptive one, that is capable of evolving
with the changes as they occur. Furthermore, Yngstrom [1989] asserts that:
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“environments in which ICT systems operate cannot be formally specified but one has
to assess instead, the risks involved”. As a consequence, not only are the
environments of ICT systems important component in specifying ICT security
demands, but also the assessment of the same is also important and necessary.
It follows then that the work addressed here is an attempt to investigate, structure, and
specify security problems and possible solutions to the mentioned environment as has
been shown earlier under problem formulation section. However, since problems do
change over time the methodology employed here will result in a snapshot of the
current situation (based on current assessments) and the corresponding system
security readiness checklist which is likely to change as changes occur in the (socialtechnical) environment in focus. In carrying out this work, theories of soft system
methodology [Checkland, 1990] are employed to inform the process of enquiry (see
fig.1-8 in section 1.10 above); in particular the following four activities as addressed
in soft systems methodology are relevant:
1. Finding out about a problem situation; (here, the problem situation has to do
with ICT security issues relevant to the social-technical system described
earlier—Tanzanian environment).
2. Formulating some relevant models for assisting in carrying out the study—
here this purpose is served by the GST, social-technical framework (fig. 1-4),
and SBC framework (see also section 1.4, p 11).
3. Debating/analyzing the situation using the models—(GST, SBC and socialtechnical models are used) seeking from that debate both
(a) changes that would improve the situation and are regarded as
both desirable and (culturally) feasible, and
(b) the accommodations between conflicting interests which will
enable ‘action-to-improve’ to be taken (see Chapters 4 and 5)
for coverage relating to this debate/analysis as well as the
accommodation of issues a and b );
4. Taking action in the situation to bring about improvement— in this case a
social-technical ICT security readiness checklist was developed.

1.13 Research Contributions
The major contribution of this thesis can be categorized as being consisted of the
following components:
1. Investigative and analytical components—whereby from a security point of
view, both the possibilities and problems of ICT diffusion into a specific
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context have been investigated and analyzed based on some collected
empirical realities of the environment studied (see also section 1.7.1). The
demands ICT places on the environment as well as those it places on its
users/social system to achieve a secure environment are addressed. The thesis
has strived to establish whether the environment under study meets these
demands by first, establishing the current status of ICT implementation and
use with respect to aspects of security and secondly, by capturing,
investigating, and analyzing some observable adverse effects attributable to
insecurity aspects of the introduced ICT. As mentioned earlier, environments
of ICT systems are important components in specifying ICT security
demands—the thesis has contributed towards this component, i.e. highlighting
demands for security of the ICTs based on environmental factors.
2. Methodical and solution components—in which a contribution has been made
for the development of methods and structures that may assist in sustaining
potential security solutions developed for organizations and/or a nation as well
as placing the pertinent social-technical systems in equilibrium (see also
section 1.7.2). These solutions and methods need to be capable of evolving to
adapt the changing ICT security threats landscape. The contributions made
toward these are:
a) The analysis and development of a Framework for Implementation and
Use of IDS [Tarimo, 2003, Tarimo et al, 2006] which was an output of the
first stage of this research. The IDS implementation framework is meant to
assist organisations (as social-technical systems), to achieve intrusion
detection capability (security mechanism) on the technical subsystem and
at the same time maintain the overall social-technical system in
equilibrium by involving the relevant issues from the social subsystem—a
holistic approach.
b) In the second stage, a similar approach has been employed in which the
level of the problem was widened to include social-technical security
controls applicable to organizations at one level and a nation at the other;
and the contribution made for the methodical and solution components at
this stage being the mentioned Adaptive Social-Technical ICT Security
Readiness Checklist. We believe the checklist would serve as a starting
point in assisting organisations having a similar security situation as those
studied, to meet the security challenges of exploiting the benefits of ICT.
By providing means for evaluation, formation and implementation of ICT
security controls—both social and technical ones—the checklist can be
helpful in managing the risks that ICT presents.
3. Decreased the complexity of the problem area— security in ICT—by
developing a Model of ICT Security Knowledge (Chapter 3 ; section 3.11)
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4. In pursuing these research tasks (explained above and elsewhere in this thesis),
there has also been an indirect contribution realized in terms of an increase in
the awareness and understanding of security issues and related controls in the
studied environment. This was achieved through engaging the people—as
individuals or members of formal organisations, government bodies, fellow
researchers, and other stakeholders in ICT—with whom this author has had
contact in the course of pursuing this research; e.g. those from and to whom
data were collected, suggestions were sought, suggestions were given,
discussion and clarifications on security issues were made; e.g. in security
seminars and workshops conducted; and so on. We believe that the discussions
and exchanges we had together—be it on: views, approaches, methods, etc.,
regarding ICT security—had helped to mutually increase the awareness and
understanding of security issues of the participants. When these participants
came from a formal organisation, then the effect can further be extended to the
concerned organisation(s).

1.12 The Research Approach
The research questions would influence the way the ultimate study is set up and
conducted. The approach used in conducting the study was explorative and
investigative in nature. We may also call it a pragmatic approach. Figure 1-9 captures
the stages and approach involved in the course of the study execution. It portrays a
condensed form of the big picture showing the different research building blocks.

Fig. 1-9: Stages in the Course of the Study
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1.13 Thesis Outlines
This chapter laid the foundations for the thesis. It introduced the research problem,
and research questions and premise. Also, the research assumptions and
delimitations, as well as research scope and focus were presented; the methodology
was briefly described and justified. Further, the chapter introduced the research cycles
which resulted into this thesis, outlined a notion of information security
infrastructure, and then outlined the research approach and contributions. Referring
to the different blocks in the fig.1-9, the chapter has covered (in addition to the
General introduction and Background to the thesis) the discussion of the blocks on
Research Formulation, Research Problem, Research Objectives, and Decisions on
research Methods. On these foundations, the thesis can proceed with a detailed
description of the research covered in these blocks as well as the remaining others of
fig. 1-9.
The outline of the subsequent chapters of the thesis is as follows:
Chapter 2 presents the Research design and data collection strategies—addressing the
research design, methodology aspects, data collection instruments, theoretical basis—
i.e. the scientific approach and philosophical studying instruments.
Chapter 3 presents a general overview of perspectives and approaches and methods
commonly encountered in addressing security in ICTs. Then, based on a context of an
organisation’s IT environment, a discussion of a model of a total security system is
provided. The discussion is focused on highlighting and analysing its key
components, relations between the components and consequently, developing key (or
good to have) ICT security issues to be used as a template for benchmarking and
analysing the environment under this study. In addition, a Model of ICT Security
Knowledge is presented as a summary of literature review in ICT security area.
Chapter 4 presents: a definition and identification of the social-technical system’s
components at different levels of national and organisational environments; a
mapping of the identified and defined ‘good-to-have’ ICT security issues from
Chapter 3 against the social-technical systems; and findings from the collected
empirical data with regard to the realities of the environment with respect to the
identified ‘good-to-have’ ICT security issues. Also a discussion of the implication of
the observed situation is provided. In effect, this chapter attempts to address the first
research question: “To what extent are ICT security issues examined and addressed in
the current implementations/deployment of ICTs in the named environment
(organisations, nation)?” (See section 1.5 and fig.1-5).
Chapter 5: presents the analysis of the environment with respect to the observed
situation and the current practice of ICT security implementation. In effect the chapter
contents address the second research question: “What are the relationships and effects
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of the introduced ICTs upon the pertinent “social-technical system” with regard to
security?”
Chapter 6: presents the SBC synthesis which leads to the social-technical ICT
security readiness checklist. This addresses the third research question: “How can ICT
security issues be approached and addressed during designing, development,
implementation/deployment, and operational phases of the ICTs in the environment?”
Chapter 7: Conclusions and further work. The chapter provides a summary of
research quality, validation, and suggestions for further work.
The last items in the thesis are the References used and Appendices of relevant
documents.
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2 RESEARCH DESIGN AND DATA COLLECTION
STRATEGIES
2.1 Chapter’s Introduction
Background: Chapter 1 introduced the research problem and identified three
research questions; Chapter 2 describes the methodology used to collect the data used
to investigate them. A brief discussion of the methodology used was introduced in
section 1.12 of Chapter 1.
Purpose: This chapter aims to build on that introduction and thus provide assurance
that appropriate procedures were followed.
Structure: The chapter is organised around four major topics: i) the research methods
paradigm, ii) methodology, iii) theoretical basis, and iv) research set up.

2.2 Research Methods Paradigms
The choice of a research method is governed and affected by several factors. These
include, among the important ones, the research problem and purpose, research setting
and unit of analysis, and ontological and epistemological assumptions. Furthermore, a
research method must assure that the “evidence to be collected” is pertinent to the
question of the study and that the approach covers competing concerns of the study.
For a long time, there has been an extensive debate among researchers, on the relative
value of qualitative and quantitative inquiry [Patton, 1990]. Qualitative research or
Phenomenological inquiry2 uses a naturalistic approach that seeks to understand
phenomena in context-specific settings. Quantitative research or logical positivism
relies on experimental methods and quantitative measures to test hypothetical
generalizations. Each of these represents a fundamentally different inquiry paradigm,
and researcher actions are based on the underlying assumptions of each paradigm. At
times, a researcher may be forced or obliged to use both at the same time depending
on the research problem in focus [Gable, 1994; Kaplan and Duchon, 1988]; Lee,
1991; Mingers, 2001; and Ragin 1987].
Qualitative research, broadly defined, means "any kind of research that produces
findings not arrived at by means of statistical procedures or other means of
quantification" [Strauss and Corbin, 1990, p. 17]. Where quantitative researchers seek
causal determination, prediction, and generalization of findings, qualitative
researchers seek instead illumination, understanding, and extrapolation to similar
2

A philosophy or method of inquiry based on the premise that reality consists of objects and events as
they are perceived or understood in human consciousness and not of anything independent of human
consciousness.
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situations. Qualitative analysis results in a different type of knowledge than does
quantitative inquiry.
Application of either qualitative or quantitative measures on a study should take into
consideration their respective strengths and shortcomings with respect to the nature of
the study in question. Traditionally, it is claimed that one particular method might be
more appropriate in a particular field of enquiry than the other. For example,
quantitative approaches are claimed inappropriate for research in social sciences,
while qualitative approaches are criticized for lack of rigor, questionable validity and
reliability [Armstrong, 1999]. In responding to this criticism, Armstrong asserts that
the reasons behind such criticism can be attributed to data collection methods, in that
they are perceived to be loaded with bias, more subjectivity than objectivity, they
could imply opinions rather than facts, intuition rather than logic, and impression
rather than confirmation. This implies researchers lack clearly defined criteria useful
enough to enable them to draw meaning from qualitative research results.
Traditional approaches to information systems security have emerged from the
engineering origin of computing and have a scientific core, but also organizational
concerns, human factors and social considerations affect the management and
operational aspect of security [Armstrong, 1999], [Yngström and Björck, 1999]. The
traditional, scientific/positivist, paradigm of the natural sciences can be drawn upon to
achieve criteria such as objectivity, testability and replicability, as such, we can
therefore have a reasonable degree of confidence in the findings, and can build upon
them as 'true' knowledge. However, it is argued that if the information system field is
to address the real-world, and the "abstract," ill-structured, problems that are typical
of human organizations and their use of ICT3, then the use of interpretivist,
qualitative, and critical research approaches is an imperative [Galliers, 1994;
Orlikowski and Baroudi, 1991; Remenyi and Williams, 1996]. Checkland [1990] has
taken this argument a step further by providing evidences towards that end through a
number of studies carried out using soft system methodologies which are qualitative
in nature.
Thus, following from the above and from the research problem discussed earlier, this
inquiry is based on qualitative research methods for data collection and analysis. The
motivation being these research methods are designed to help researchers understand
people and the social and cultural contexts within which they live. Here, we envisage
having such an understanding, which will not only help us to explain the phenomenon
of interest (ICT security/insecurity) in the environment under study, but also to
predict and control it. Kaplan and Maxwell [1994] argue that the goal of
understanding a phenomenon from the point of view of the participants and its
particular social and institutional context is largely lost when textual data are
quantified.

3

ICT is used here, however in the original reference the acronym IS/IT was used.
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Qualitative research involves the use of qualitative data, such as interviews,
documents, and participant observation data, to understand and explain social
phenomena. Qualitative researchers can be found in many disciplines and fields, using
a variety of approaches, methods and techniques. According to Lincoln and Guba,
before conducting a qualitative study, a researcher must do three things. First, (s)he
must adopt the stance suggested by the characteristics of the naturalist paradigm.
Second, the researcher must develop the level of skill appropriate for a human
instrument, or the vehicle through which data will be collected and interpreted.
Finally, the researcher must prepare a research design that utilizes accepted strategies
for naturalistic inquiry [Lincoln and Guba, 1985]. They further provide a fairly
detailed outline for the design of naturalistic inquiry, which includes these general
steps:
1. Determine a focus for the inquiry. This should establish a boundary for the
study, and provide inclusion/exclusion criteria for new information.
Boundaries, however, can be altered, and typically are.
2. Determine the fit of the research paradigm to the research focus. The
researcher must compare the characteristics of the qualitative paradigm with
the goals of the research.
3. Determine where and from whom data will be collected.
4. Determine what the successive phases of the inquiry will be. Phase one; for
example, might feature open-ended data collection, while successive phases
will be more focused.
5. Determine what additional instrumentation may be used, beyond the
researcher as the human instrument.
6. Plan data collection and recording modes. This must include how detailed and
specific research questions will be, and how faithfully data will be reproduced.
7. Plan which data analysis procedures will be used.
8. Plan the logistics of data collection, including scheduling and budgeting.
9. Plan the techniques that will be used to determine trustworthiness.
Reflecting on the outlined list above, provided the direction for the study; in that, it
revealed not only the destination, but also how to reach it. However, at this stage of
reporting, the outline is used here as a checklist to show us issues which have already
been considered and reported on thus far. Following from this, item no.1 has been
addressed in Chapter 1, while items no.2 through 8 are addressed in Chapter 2,
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herein. The last item has to do with validation, and its coverage is provided in
Chapter 7. In the next section, some of these issues are addressed.

2.3 Methodology
In Chapter 1, we discussed and elaborated on the problem area and then the research
question was formulated. The framework for studying the problem area was identified
and elaborated, that is the social-technical system. Also, a kind of analysis and/or
modelling tool—the SBC model [Kowalski, 1990, 1994] was assumed based on its
relevance to the current study (see also section 1.10), as well as to merits as evidenced
by results from previous studies in which it was used. Some noted studies concerning
SBC are provided in Kowalski [1994]. Lastly, in section 2.1 we presented a
discussion of existing inquiry paradigms so as to place our study within a proper
paradigm based on the nature of the research question and purpose. As noted, it is a
qualitative inquiry based on case studies.
According to Yin [1994] and Stake [1995], the following can be sources of empirical
evidence in case studies:
1) Archival records—such as various kept organisational record e.g. list of names,
service records, survey data, etc.
2) Documents—such as all written materials, published and unpublished,
administrative documents, letters, agenda, company reports, newspaper articles, and
so forth.
3) Interviews—can be used as an exploratory device for discovering unknowns and
relations in a phenomenon. Interviews are normally designed as focused, open-ended,
and structured or survey. A combination of these was used in this study.
4) Questionnaires—these are structured in a way to capture some intended
information and then distributed to selected groups of people in a certain social
setting; who would fill in the blanks and return to the sender.
5) Direct observation—this can occur when a field visit is made during the case study
to help in providing additional information about the studied phenomenon. In this
study, direct observation has been performed on a continuous basis throughout the
research period, since the author is a part and parcel of the context and reality being
studied. Some of these observations are highlighted in the subsequent chapters in this
thesis.
6) Participant-observation—here the researcher is turned into an active participant in
events of interest. The first part of this research, which concerns IDS implementation,
was mainly based on participant-observation.
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7) Physical artefact—these can be instruments, tools or any other physical evidence
that may be collected/observed during the study or in a field visit.
Each of the preceding seven items which represent sources of empirical data has been
either partly or completely used in this study.

2.3.1 Conceptual Studying Instruments
Having the background and a summary of methods and research instruments as
outlined above, we now need to go back to the framework that we have identified for
studying the problem area and attempt to operationalize and categorise the ICT
security culture, structures, methods and machines (see fig. 1-4, Chapter 1). In order
to characterize the ICT security issues with respect to culture, methods, and machines
and structures a combination of methods was used. One method uses theoretical
analysis in that the study of the body of research literatures and standard documents
within the ICT security field was performed. Whereas the other method used was
empirical analysis. Empirical data collection was set up as outlined in data collection
instruments—the next subsection.

2.3.2 Data Collection Instruments
These are grouped into three sets of activities which involve tapping of empirical data
pertinent to the environment from a host of data sources as outlined under section 2.3
above.
1. At a national level, public seminars regarding ICT security issues were held in
different parts of the country. Three (3) administrative regions were involved
in this. The plan was to have more than one seminar per region. These
seminars were used to sensitise the targeted participants on ICT security issues
as well as to get feedback on how ICT security issues are currently addressed
and/or known in the different organisations from which the participants came.
The feedback was achieved through discussions during and after the seminars.
In addition, further communications channel were made possible through
after-seminar contacts exchange (social networking), whereby interested
individuals could get further information on specific issues on ICT security
addressed in the seminars as well as others which could be of interest and
relevant but were not addressed due to time limitations. Where more than one
seminar was held, we targeted a different audience for each. For example,
there was a seminar that specifically targeted systems administrators; whereas
another targeted top executives from organisations, ministries and other
stakeholders in ICT. The seminar content was changed accordingly to reflect
the audience and at the same time to fulfil the study purpose. The output of
interest for research from these seminars was the views and perceptions
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regarding ICT security that we could discern from the discussions we had with
the participants.
2. At an organisation level, a number of organisations were selected for inclusion
in the study. Among the organisation under the study, was one organization, a
university, that the researcher (this author) has considerable personal
experience in its workings with respect to ICT. Thus participation observation
was among the methods used for data collection. This brings into play the
previous work (first stage of this research) on Implementation and Use of
Intrusion Detection Systems. The study was done using this organisation as a
case study. To expand on the previous work, the researcher included more
organisations in the study and expanded the scope of the study to include not
only intrusion detection systems, but other possible controls as well. The other
possible controls are as captured in the SBC model [Kowalski 1994], viewed
through a social-technical framework. In addition to observational
participation data, we collected further information/data through interviews
and questionnaires (see Chapter 4). Interviews with key individuals within the
selected organisations were performed. Also questionnaires addressing
specific issues on ICT security, for instance, - allocated budget, training,
policies, procedures, technical controls, and security standards were used.
3. Various documents were used also such as published documents e.g. policies,
reports, agendas, and newspaper articles. These documents were obtained
from, supposedly, would-be key players in ICT security issues. The selection
criteria for inclusion of the key players were based on the roles and
responsibility assigned to each player with respect to ICT in general; in which
case, the identified players were then scrutinised for ICT security issues in
particular. Further information to this process, as to which organisations
and/or issues were concerned is provided in subsection 2.5.2 below as well as
in Chapter 4 where we present the results.

2.4 Theoretical basis
A scientific inquiry must be preceded and guided by a proper scientific method or
approach for inquiry. The notion for a scientific method can be tricky and confusing
at times. However, some definitions of what is science would be helpful here. Science
can have many varying definitions depending on the perspectives from which the
observer is trying to define it. Below is a set of definitions of science that we have
found most relevant in explaining the type of scientific approach assumed in this
research work—definition of science by goal and process.
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2.4.1 Definitions of Science by Goal and Process
1. 1.) The systematic observation of natural events and conditions in order to
discover facts about them and to formulate laws and principles based on these
facts. 2.) The organized body of knowledge that is derived from such
observations and that can be verified or tested by further investigation. 3.) Any
specific branch of this general body of knowledge, such as biology, physics,
geology, or astronomy [Morris, 1992].
2. Science is an intellectual activity carried on by humans that is designed to
discover information about the natural world in which humans live and to
discover the ways in which this information can be organized into meaningful
patterns. Science involves more than the gaining of knowledge. It is the
systematic and organized inquiry into the natural world and its phenomena.
Science is about gaining a deeper and often useful understanding of the world.
A primary aim of science is to collect facts (data). An ultimate purpose of
science is to discern the order that exists between and amongst the various
facts [Sheldon, 1987].
Relating the definitions to our work here we can discern the following pattern: 1)
Systematically observe a phenomenon; 2) discover facts about it; 3) organize the facts
into meaningful pattern. This can be considered as: observing ICT security issues in a
given environment to discover problems; analyze to derive facts about the problems;
and finally organize the security problems facts into a form (say, checklists) that can
help in their mitigation. Specifically this research work falls within a branch of
science known as computer and systems sciences and is based on the General Systems
Theory [Checkland, 1988; von Bertalanffy 1956, 1968].

2.4.2 Philosophical Studying Instruments
Having defined a data collection strategy in section 2.2 above, the next step is how to
reason with the empirical data during and after collection. Two approaches normally
used in qualitative research are induction and deduction. Inductive reasoning works
from specific observations to more general theories or laws. Arguments which
proceed from a finite number of specific facts to a general conclusion are called
inductive arguments [Chalmers, 1999]. In inductive arguments, we begin with specific
observations and measures, begin to detect patterns and regularities, formulate some
tentative hypotheses that we can explore, and finally end up developing some general
conclusions or theories.
On the other hand, logical or deductive arguments works the other way round, moving
from broader generalizations and theories to specific observations. For example, in
our study this could mean thinking up a theory about ICT security or insecurity in the
environment under study, which is then narrowed down into more specific hypotheses
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that can subsequently be tested. Further narrowing down can be achieved by
collecting observations that address the hypotheses. This ultimately leads us to be able
to test the hypotheses with specific data—a confirmation (or not) of our original
theories.
A characteristic of inductive arguments that distinguishes them from deductive ones is
that, by proceeding as they do from statements about some to statements about all
events of a particular kind, they go beyond what is contained in the premises.
According to Chalmers, general scientific laws would invariably go beyond the finite
amount of observable evidence that is available to support them, and that is why they
can never be proven in the sense of being logically deduced from that evidence
[Chalmers, 1999: pg45].
Since, the two methods of reasoning yield findings that are different in scope,
selection of one or the other has to be performed with utmost care in a given study.
Inductive reasoning, by its very nature, is more open-ended and exploratory,
especially at the beginning. Deductive reasoning is narrower in nature and is
concerned with testing or confirming hypotheses. Even though a particular study may
look like it's purely deductive (e.g., an experiment designed to test the hypothesized
effects of some treatment on some outcome), most social research involves both
inductive and deductive reasoning processes at some time in the project. In
conducting this research the two approaches were used interchangeably at different
times along the course of execution and at different levels. For example, where we
encountered a problem in analyzing security issues within the social-technical system
at the level of an organization and at the same time we had to get the national-level
equivalent of those issues—we used induction. The opposite is true also.

2.4.3 Deriving Scientific Knowledge from Facts/Data
Chalmers noted that if scientific knowledge is to be understood as being derived from
the facts, then “derive” must be understood in an inductive rather than a deductive
sense [Chalmers, 1999]. An important ability in this understanding is to be able to
discern the characteristics of a good inductive argument as it is clear that not all
generalisations from the observable facts are warranted. Insufficient evidence may
lead to false conclusions or arguments.
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2.5 Research Setup
To operationalise the study, a four-stage approach was proposed and followed as
shown in fig. 2-1 below, and the following subsections provide the details.

Fig. 2-1: Stages in the research setup

2.5.1 Definition of ICT Security Issues and Activities
In investigating the first research question:” To what extent are ICT security issues
examined and addressed in the current implementations of ICTs in the named
environment (organisations, nation)?” there was a necessity to develop a benchmark
template for ICT security based on international best practices, frameworks, proven
methods and some standards. These included guidelines, parts of standards such as
ISO 17799, and so forth. The template was used to establish a snapshot of what was
on the ground (at the time of study) as far as ICT security is concerned for the
selected organisations and an indication for the country as a whole. It is composed of
security issues and activities in idealised and generalised form (or good-to-have
security issues) for the environment in question. The template, in effect, contains
aspects of ICT security readiness issues and activities. An organisation in the
environment that addresses all the ICT security issues and activities is regarded as
being ICT security-ready. For example, within an organisation a security issue can be
“security awareness” and the corresponding “activities” are such as a periodic
awareness program, security training as well as a mere existence of a budget for such
activities for the organisation.
Further, we needed a sort of evaluation mechanism for establishing the actual status of
ICT security readiness (at least for the studied organisations) for the different security
issues and activities as captured using the developed template. This was achieved
through examining, analyzing and highlighting the extent to which the set of the
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identified ICT security issues have been addressed and implemented in the
environment (organisational and national social-technical systems). The results of the
analysis are used to characterise the current ICT security implementations. Based on
this examination, the resulting characteristics acted as ICT security symptoms that
called for some further actions and/or study.
As for the need of a metric, a readiness indicator reflecting one of two conditions,
namely the ‘existence’ or ‘absence’ of an ICT security issue from the template was
used. For existing security issues a further qualification was denoted as high, medium,
and low; which are then ascribed values of 3, 2, and 1 respectively. Thus for each
security issue in the developed template the possible score is a number among these:
0, 1, 2, or 3. The score of 1 means the security issue/activity exists at a low level—
indicates that the environment is not satisfactorily ready with respect to that particular
issue. While 0 for a security issue indicates a complete absence of the issue. This can
mean the security issues or activity is non existent, or planned but not yet
operationalised. To determine whether a particular security issue has to be assigned a
number 1 or 2 or 3 or 0 mentioned above, we employed the dynamic aspects of the
SBC framework. That is, for a particular security issue that can be said to exist in the
social-technical system, it has to be evaluated against a process life-cycle approach as
modelled in [Ware 1989].
The model recommends five discrete steps:
•
•
•
•
•

development of principles
development of policy
specification of requirements
implementation of requirements
testing and evaluation

As an example, suppose “procedures” is the security issue in question; then, for it to
be assigned a number 3, it has to satisfy the following: there should be—principles
regarding the procedures, a policy about the procedures, requirements developed for
the procedures, actual implementation of the requirements and ongoing testing and
evaluation of the effectiveness of the procedures. Short of that, it would be assigned a
2 or 1.
Matching the template against the scores from the collected data of actual
implementations/existence of the security issues and activities, helped to answer the
first research question (see Chapter 1, section 1.5 and Chapter 4).

2.5.2 Selecting Organisations/Institutions for the Study
Organisations and institutions included in the survey were selected based on the type
of information we sought for a particular security issue. For example, we wanted to
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investigate whether a security issue “training and education in ICT security” is
addressed—we needed to earmark some of the major institutes both private and public
which are concerned with the general computer training and education and have their
curricular for scrutiny to see whether they contain anything to do with the security
issue in focus. On the other hand, where we needed some information on
“standardization” as a security issue, we looked both at the selected organisations as
well as at the national level— for example we used the country’s bureau of standards
for issues to do with security standards. The actual organisations involved and other
details of the process used are further presented in Chapter 4, where the actual data
collected is presented.

2.5.3 Designing Data Collection Instruments
The data collection instrument is, in the same way, designed to capture information as
per the developed benchmarking template of ICT security and the corresponding
security issues and activities as explained above. The security issues were looked
upon at different layers of the SBC model namely ethical/cultural, legal/political,
administrative/managerial, operational, and technical. Where applicable, a security
issue was matched against these layers and activities in each were identified if any
and/or recommended (see Chapters 4 and 5 for a more detailed account on this).

2.5.4 Using the Collected Data
In attempting to answer the second research question: “What are the relationships and
effects of the introduced ICTs upon the pertinent “social-technical system” with
regard to security?” the template of security benchmarks was used whereby the
pertinent security issues and activities were related to the social-technical systems at a
organisation and national levels to establish effects or influences that may exist
towards or against security accomplishment. That is, to investigate the effects of
culture and structures in the social sub system and methods and machines in the
corresponding technical subsystem against the identified security issues and activities
as per the template (see fig. 1-4 in Chapter 1) and the score obtained for each.
The results from this investigation disclosed some of the issues which were at stake
and thus prompted some recommendations for institutional changes and other
transformations, as necessary. For instance, in order to suppress cyber crime which
result from proliferation of computer and network use in the environment (social
subsystem), a law (structure) must be enacted to address the same and thus the
changes in the technical subsystem caused by computer and network use
(method/machine) is addressed to (hopefully) bring the whole system into equilibrium
once again. The SBC model was used in the analysis of possible controls (see
Chapters 4, 5, and 6)
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Additionally, in a bid to highlight the type of security threats, breaches, and risks that
are imminent, existing or have already taken place in the environment following the
analysis described above; we collected empirical data pertaining to the environment
(presented in section 5.6 of Chapter 5) and used it to further confirm the findings
obtained in answering the research question no.1. This data helped also to portray
relationships and effects of ICT upon the social-technical system as addressed in
research question no. 2.

2.5.5 Summing it up
A synthesis of the findings from the research questions no. 1 and 2, and the overall
ICT security knowledge obtained in the course of carrying out this research project to
its entirety, made it possible to answer the third research question: “How can ICT
security issues be approached and addressed during designing, development,
implementation/deployment, and operational phases of the ICTs in the environment?”
This synthesis amounted to interpretations and classification of the collected data, and
highlighting a way forward given the observations made with regard to ICT security
for the social-technical system. The output of this synthesis is as presented in Chapter
6, and is meant to address the fundamental ICT security discrepancies observed in the
current ICTs implementations as presented in Chapters 4 and 5. This output is in the
form of a checklist, and we believe it can be useful for addressing ICT security issues
during the design, development, implementation and operational phases of the ICTs,
both, in the environment studied and others similar.

2.6 Chapter’s Conclusion
In this chapter, discussion and justification for the methodology used with regard to
the research problem has been presented. The discussion has involved discerning
research methods paradigms—discussing strengths and weaknesses considerations
among the methods and the paradigms—touching upon important scientific and
philosophical issues to be aware of and outlining the methods/approaches we have
used to carry out the study. In addition, units of analyses and data sources as well as
steps involved in the process were presented and discussed. (further details on the data
and collection process are provided in Chapter 4). Thus, the discussion covered in this
chapter, as outlined here has attempted to provide assurance that appropriate
procedures were followed to arrive at the conclusions that the research has presented
in its findings. The next chapter will present the literature review pertaining to the
research questions and related work.
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3 DEFINING AND CHARACTERISING ICT SECURITY
ISSUES: AN OVERVIEW IN COMPUTER SYSTEMS AND
NETWORKS
3.1 Chapter’s Introduction
Background: Chapter 2 described the methodology employed to collect the data used
to investigate the research questions. It also presented an overview and discussion of
the overall research setup, including the stages involved in completing the research.
The first stage, (I) of the research as presented in fig. 2-1, in Chapter 2 ; and also
which corresponds to the first block—Definition of ICT security issues—of fig. 1-5 in
Chapter 1, is the issue in focus here.
Purpose: This chapter aims to define, discuss and present ICT security issues
mentioned in that block based on the literature review and other related work. The
goal is to know and acknowledge the types of involved risks, and discuss and analyse
the possible means of controls available for the risks. These possible means of control
are input to the next chapter where we address the first research question.
Structure: The chapter begins by giving a general overview of ICT security thinking,
whereby different approaches, perspectives, and issues are briefly and succinctly
discussed. The chapter is organised around two major themes—ICT security issues background and trends and ICT security issues - discussion and analysis.
The first theme, ICT security issues—background and trends, is covered around five
major topics:
•
•
•
•
•

the notion of ICT security,
how the notion of security in ICT has changed over time,
the good and bad of ICT in general,
an alternative view of security in ICT, and
perspectives in addressing ICT security

The second theme, ICT security issues—discussion and analysis is covered around
three major components:
•

A model of a total security system is presented following a discussion and
analysis of different aspects of interest that contribute to ICT security within a
context of an organisation’s IT environment. This model builds the basis on
which social-technical ICT security controls can be viewed. The discussion is
focused on highlighting and analysing its key components, and relations
between the components.
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•

A model of ICT security knowledge is presented—this is based on the
available literature on ICT security—intended to discern patterns and contexts,
both, of ICT security issues as well as approaches in addressing them

•

Developing, from the above discussion, key (or good-to-have) ICT security
issues and activities. These issues and activities are used as a template for
benchmarking and analysing the environment studied (social-technical system
of Tanzania).

3.2 A Notion of Security in ICT
Due to complexities and the increasing difficulty involved in efforts to attain assured
security in computer systems, at times, you may come across people who claim that
“the most secure computer system is the one disconnected, both, from the mains
power outlet and communication network; switched off, and stored away in a strong
room.”… Even then, we argue that the notion that ‘secure’ represents will not be
complete without a context. Contexts help to define the limits and conditions of
applicability of a concept such as security. In this example of a secure computer
system, one could ask: secure against what? — A fire, a bomb, a flood? Definitely the
stored computer in this example is not secure against the threats mentioned. Also, a
computer system is intended for use, and we benefit from such uses in many different
ways. Hence a disconnected and stored away piece of a computer system for the fear
of the involved risks is good for nothing. Simply put, it amounts to a dead box that
cannot accomplish anything in that state, and hence useless!
The growing dependence of a country and its institutions on ICT as has been
characterised by the current ICT revolutions and its diffusion into our various social
settings is a matter of concern here. Incidentally, this dependence comes with
associated problems. For example, the problems with respect to security as has
already been partly defined and explained in Chapters 1 and 2. In this chapter we start
the process of enquiry into ICT security problems by addressing issues pertaining to
the first block of fig. 1-5 in Chapter 1—Definition of ICT security issues.
Defining ICT security issues would, in effect, amount to defining ICT risks. The
motivating spirit here, being our stand that; there is a need to learn how to live with
the risks involved in the process of computerisation, if we—as individuals,
organisations or a nation—are to benefit from the process.
We believe that the first move towards this learning is to know the various forms of
involved risks [Leveson, 1995; Neumann, 1995]; and likewise, the possible controls.
Be they technical controls [for example, Bishop, 2003] or non technical ones, [for
44

example, OECD, 2002]. The literature also has it that there is strength in addressing
the risks holistically—employing both technical and non-technical controls [Kowalski
1994; NRC, 1991; Yngstrom 1996].
Then, the next move is to devise means and methods for controlling the key risks
which happens to be relevant to our immediate environments. This risk control action
is ought to be perceived and pursued as a process [Schneier, 2000]. And, as noted in
the preceding paragraph, it has to be holistic—involving both social and technical
control measures.
The learning would amount to building trust, assurance and confidence on these
systems by assuring that indeed we have adequate controls of the processes made
possible by these systems, as we employ them to achieve our different missions and
goals in organisations, nations, or other similar applications. The subsequent sections
of this chapter are directed towards the mentioned learning by outlining and
discussing perspectives, approaches, and other attributes of ICT security. Ultimately,
this discussion led us to the development of a ‘good-to-have’ list of ICT security
issues and activities. This list is later employed in our analysis of the environment we
studied.

3.3 How the Notion of Security in ICT has changed over time
The notion of security in ICT appears to be a moving target which sometimes is hard
to pin down. This dynamism tends to make the task of defining a security
infrastructure tricky and challenging. These challenges can be partly observed through
a review of the changes of the notion of security in ICT, which took place over a
period of time.
Security in ICT is a complex issue and a huge body of knowledge has been
accumulated through years in an effort to improve and attain adequate protection to
information and its processing infrastructures. However at the same time there is an
equal increase in the knowledge for those who would wish to compromise those
systems. This makes the whole issue ‘a two sided equation’ with system owners and
the research community wishing to protect their ICT systems on the one side and the
system adversaries on the other side trying to breach the same. Whatever happens to
this equation, will neither be static nor deterministic, instead issues will be evolving
with time on both sides, probably, unpredictably.
Although the general attempt here is to solve a common problem – ICT security, it is
interesting to see how diverse the notions, perspectives, approaches—and thus—the
resulting solutions are. Some solutions have worked, some have not, some have
worked for specific environments, e.g. military-commercial—and some worked for
some time until better solutions replaced them—e.g. security through obscurity vis-àvis cryptography security. Some solutions have been designed for specific threats and
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are technical in nature e.g. IDS, firewalls, and yet some have been designed to make it
possible to view and analyse the entire security problem, whether the problem has to
do with technical issues or non-technical ones—universal for example Systemic
Holistic approach as described by Kowalski [1994] and Yngstron [1996]. All of these
approaches and solutions have contributed to the body of knowledge in the area over a
long period of time.
The diversification in the concept of security in ICT can be observed from a simple
aspect like a definition of WHAT is security within ICT systems—the notion. The way
one defines ICT security will influence how one models the same and ultimately the
design of the corresponding solution—approach and model. Many security designs
are poor because they are based on unrealistic threat models [Anderson, 1994]. Other
influencing aspects in defining security in ICT are the context of application— for
example, earlier models and approaches were mainly based on applicable solutions
for military and commercial environments. The difference in the nature of the
environment of ICT application calls for different requirements of security. To this we
may add, not only would requirement be different between military and commercial
but also within various commercial environments and military environments
respectively; because, each may have different contextual realities.
Also the notion of security can to be problematic due to language, in that security has
different a meaning for different societies with different languages. When it comes to
implementation there could be difficulties in understanding whose point of view to
take for ICT security—information owners, processors, or users? [Yngstrom 1996]
According to a common view, information and communication security can be
expressed using the three concepts of confidentiality, integrity, and availability (CIA).
Earlier computer security models were entirely or partly based on modelling a
procedure or process that would make it possible to achieve services of one or two of
the three concepts.
Given the above, there were those who argued that ICT security is about
confidentiality and hence developed confidentiality oriented models [Bell & laPadula
1974; Goguen, 1982; Landwehr, 1981; Sutherland, 1986]. Also some argued that ICT
security is about integrity and thus integrity-oriented models were developed [Biba
1977; Clark & Wilson, 1987, 1988; Jueneman 1989a, 1989b, 1989c]. However, later,
some of these models were discovered to be insufficient. For instance, Bell LaPadula
Model, despite its dominancy that time, was discovered not to be adequate in dealing
with problems of data integrity and availability [Brostoff and Sasse, 2001; Dobson
1993; Kowalski 1994]. Also, confidentiality and integrity as defined in Bell &
LaPadula [Bell & LaPadula, 1974] and Biba [Biba, 1977] models, were visualised as
each other’s opposite and thus in practice the two cannot be taken into account in the
same system [Yngstrom, 1996].
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As research and development continued in the ICT field, other models were
developed to facilitate the specification in IT environment such as [Yngstrom et al.,
1989] which included technical and non-technical controls for data and information
respectively. Other models were developed to facilitate “Criteria and Evaluation”
programmes in parts of the IT system, e.g. the Information Technology Security
Evaluation Criteria, ITSEC [ITSEC 1991]; Trusted Computer Systems Evaluation
Criteria, TCSEC [TCSEC 1985]; and the Canadian Trusted Computer Products
Evaluation Criteria, CTCPEC, [CTCPEC, 1992]. While these developments were
taking place in different countries, each criteria programme was addressing the
problem of security from a specific point of view; and also, room was available for
them to be interpreted and used differently. For instance, ITSEC addressed evaluation
of systems or products; while CTCPEC addressed evaluation of product only. Later,
in the 1990s the subject became an international one leading to the ISO standard
known as the Common Criteria [Ware, 1995]
Analysis of these trends over time shows how the notion of security in ICT changed
from focusing on confidentiality to integrity as well as availability to “Criteria
movements”. Incidentally, it was increasingly acceptable by the majority to describe
security in terms of the attributes of confidentiality, integrity and availability.
However, later the notion of addressing security entirely in terms of the
confidentiality, integrity and availability triad were found to be inadequate and thus
inclusion of other issues and aspects which play a role in attaining security became
necessary e.g. a call for consideration of target environments in ICT security analysis
as well as suggestions made in Brostoff and Sasse, [2001] and Dobson [1993]. In
other words there was a need to include contexts outside the technical environment
into the models, which in the recent past has brought up the Systemic Holistic model
[Yngstrom et al., 1996]. Further, it becomes necessary to model both the static aspects
as well as the dynamics of the total security system in order to achieve a considerable
control and prediction of system behaviour [Kowalski, 1989].
The historical review of the body of knowledge in ICT security as presented above is
used here to reflect on security solutions that worked, those which did not, as well as
acknowledging those solutions which exist and have been employed with positive
results. This reflection can also help in giving out a clue on the effects of the
application of different ICT security approaches/models on different environments.
We consider this kind of knowledge is useful in deciding which models can be used
and in guiding the attempts to address the ICT security problem in the environment
studied. The fact that the environment we focused in this study is in the development
stage with respect to ICT use, gave another dimension for consideration of potential
solution for the security problem.
However, solutions recommendation has to be done with utmost care by performing
requisite analysis to point out what makes a particular model work in a particular
environment. For example [Kowalski, 1989] performed such an analysis in one aspect
of security for the United States of America by modelling the then United States
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national computer security policies. The outcome of the analysis showed that although
the United States Model seemed to become the then de facto standard for other parts
of the western world it was inherently unsynchronized and diverged from the ideal
national framework. What turned out to be the factor that kept this intrinsically
unstable framework stable was the informal feedback loops. This kind of analysis is
critical in determining the right security model to use in an environment.

3.4 The Good and the Bad of ICT
The good of ICT: Some of the common views that drive the development of ICT are
based on the possibilities the technology can provide. Some of these are: ICT can be
used to create a global space where Information can be available when needed.
Human activities can be performed with less effort, much quicker and more
adequately. In effect, man can be liberated from space and time, while supported in
work, leisure and his overall development.
The bad of ICT: Unfortunately, in real life many of these possibilities are hard to
achieve because it is difficulty, at any given point in time, to get everything and
everyone to work and behave as perfectly as expected. Hence individuals,
organisations, companies and nations may all thrive to achieve ‘the good of ICT’
provided they have an understanding of the imperfections and undesired effects, and
means of controlling them right from the beginning. That is, to assure that technology,
people and organizations work together in such a way that ICT structures can be in
place and perform as expected.
Countering the bad of ICT: In practice, it is plain obvious that organisations are
supposed to be prepared for things to go wrong within their environments—as a result
of undesired events made possible by employing and using ICT. It is also important
and necessary for them to expect that moment and be prepared for it. The same kind
of preparation should be in place for the larger society, i.e. the social system
surrounding and embedding the organisations. That is, security measures should
address events that hamper normal operations, whether or not the events result from
malicious actions, inadvertent actions or otherwise.
These events may prevent: an organisation from achieving its objectives by interfering
with critical assets, e.g. the information and its processing infrastructure; a society
from achieving its social goals, e.g. when crimes in the society have increased as a
result of widespread ICT use in some social sectors. The role of security is to provide
a degree of confidence that the organisation can remain in a state of normal operation,
or recover to a state of normal operation, when something does go wrong due
application of ICT. The same confidence is also needed to ensure the society can
remain in a state of normal social order or be able to recover from disorder made
possible due to application of ICT.
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3.5 An alternative Conceptual View of Security in ICT
In reflecting on the discussion presented so far in this chapter regarding notions of
security in ICT and how it has changed over time, as well as the ‘good and bad of
ICT’ we have conceived an alternative view which we believe can help in analysing
and addressing the security problem in ICT. In this conceived view, we see the ICT
security problem in terms of actions and controls. In effect, what we propose here is
an alternative way of looking at security as follows:
Security is all about actions and controls and the assurance that desired actions
and controls are in place at any given time.
Schematically we can present this view of security as shown in fig. 3-1 In fig. 3-1,
desired objects could mean anything—from people, to a security policy document, to
a security hardware or software, to secure systems, to a well planned security
infrastructure, to a security education programme, and so forth as relevant. Literally,
the objects—both desired and undesired—can be in real-physical forms, e.g. –
persons; or abstract, e.g. –a hardware or software vulnerability. Whereas, the desired
actions could mean anything: —from, general secure actions, to “train this number of
users/employees or a whole department on security matters”, to “standardise this
security procedure”, to “implement this security policy or process”, to “set aside a
monetary budget to address these—e.g. virus threats - identified in our organisation”,
to “measure the effectiveness of our security programme”, to “review this policy or
procedure”, and so forth as relevant.

Fig. 3-1: An alternative view of security in ICT
On the other hand, the undesired objects could mean anything—from “adversaries”,
e.g. hackers, disgruntled employees, to “untrustworthy internal personnel”, to
“imminent security threats in the environment”, to “hardware and software
vulnerabilities”, to “ignorance- which leads to unawareness of ICT security
knowledge”, to “users untrained in security matters”, to “computer assisted crimes”,
and so forth as relevant. Whereas, the undesired actions could be – “nonsecure
actions”, “intentionally or otherwise leaving a critical IT system open to known
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threats”, “unrestricted access to resources”, “employees disclosing their passwords to
friends or strangers”, “system administrators not following organisation’s security
policy”—security policy violations; “users fraudulently acquire access to systems for
which they are not authorised to access,” “attacks committed,” an so forth as relevant.
In the end, security will boil down to a process of implementing a set of objects and
actions to control an environmentally relevant set of undesired objects and actions.
However, in this process there is work to be done, in that; one has to assess the
environment to establish the likely set of undesired objects and actions. This step is
risk evaluation.
Having succeeded satisfactorily in risk evaluation step, the next step would be to
identify, select, implement and manage a set of actions and objects to counter the
identified risks (undesired actions and objects). Again, in this step too, various inputs
would be required as addressed in the following literatures [Bishop, 2003; Pfleeger,
2003; and Schneier, 2000]. This model, presented in fig. 3-1, will further be expanded
on in the subsequent sections of this chapter and also used in Chapter 6.

3.6 Perspectives and Approaches in Addressing ICT Security
Already at this point, it is clear that there are different perspectives and approaches in
viewing and addressing the problem of security in ICT. Usually these differences in
perspectives are categorised into two major categories, namely technical aspects and
the non-technical aspects. Likewise, the resulting security controls are also delineated
into technical and non-technical controls respectively.
Members of the United States National Research Council (NRC) once noted in their
report— the scope in which computer security has to address, that—“computer
security does not stop or start at the computer; it is not a single feature, like memory
size, nor can it be guaranteed by a single feature or even a set of features. It comprises
at a minimum computer hardware, software, networks and other equipment to which
the computers are connected, facilities in which the computer is housed, and persons
who use or otherwise come into contact with the computer. Serious security exposures
may result from any weak technical or human link in the entire complex. For this
reason, security is only partly a technical problem; it has significant procedural,
administrative, physical facility and personal components as well.” [NRC, 1991]
The above note suggests that we need to investigate and incorporate the whole area—
technology, management, and social elements. From this incorporation, we get the
concept of “a holistic approach or view to ICT security”—an instance of which is the
Systemic Holistic Approach (SHA), [Yngstrom 1996]. The focus in SHA is in
developing a holistic educational programme for educating ICT security
professionals. In this approach, security knowledge is regarded an important
component in the whole process of securing ICT systems.
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Incidentally, the social-technical framework we employed in this thesis is an attempt
to include the whole area as suggested above.
Apart from security knowledge as addressed in SHA, Ross Anderson focuses on
‘system security’ [Anderson, 2001]. He asserts that, the first thing we need to clarify
is what we mean by system. In practice, this can denote:
1.) a product or component, such as a cryptographic protocol, a smartcard, or the
hardware of a PC; a collection of these components, plus an operating
system, communications, and other things that make up an organization’s
infrastructure ;
2.) the above plus one or more applications (e.g. accounts, payroll, and data
bases);
3.) any or all of the above plus IT staff ;
4.) any or all of the above plus internal users and management;
5.) any or all of the above plus customers and other external users; and
6.) any or all of the above plus the surrounding environment including the
media, competitors, regulators, and politicians
Anderson underlines that confusion among these definitions is an extremely fertile
source of errors and vulnerabilities. He notes that, it appears that vendor and evaluator
communities focus on the first (and occasionally the second). Businesses focus on the
sixth (and occasionally the fifth). Ultimately, the human components are ignored and
thus, in effect, it implies usability and liability issues are neglected. This omission, he
notes, is regarded as one of the primary causes of security failures [Anderson, 2001].
Incidentally, information systems are tools used by organisations and people to deal
with issues involved in the business and other daily-life activities. A schematic
representation of an organisation showing business processes with respect to ICT was
presented in Chapter 1; fig.1-3. In carrying out its business, an organisation has to
abide by laws, provide a structure for organising and managing business processes,
procedures, and external relations and constraints. In addition, provision of facilities,
management of human resources and assuring profit at the end of the day are all
important for a business. The business processes structure resulting from all the
foregoing activities has to be matched with the IT systems. That is, the structure of the
IT systems has to mirror the organisation’s activities. Consequently, in the end
security has to encompass and control not only information and IT assets, but also the
processes and procedures applicable for the total organisation—to include at least:
legal issues, organisational issues, management issues, and human issues in addition
to technical ones.
51

3.7 Viewing an Organisation as a Set of Objects and Actions
In summarizing the discussion above related to organisations and IT systems, we can
say that: organisations or businesses are there to fulfil a purpose, e.g. provision of
goods and services, and are guided in a way by their respective organisational or
business goals and missions. Events that contribute to the realisation of these
objectives normally would involve assets, including both information assets and
tangible assets such as machinery, vehicles, currency, classified documents, various
facilities and other items of value. These events and assets constitute an important
component that supports the very existence of the organisation or business in
question.
Now we wish to relate this discussion to the model for viewing ICT security, we
proposed in section 3.5 above. In carrying out its objectives, an organisation or a
business would also involve some form of actor assets; these could be the people and
software processes that execute business-relevant events to get the day-to-day
objectives of the organisation done. There are also external actors, such as partners,
suppliers, adversaries, natural forces; e.g. floods, tornadoes and others. Although
these external actors are not necessarily organisational or business assets, they may
impact the organisational or business objectives positively or negatively, depending
on the nature of the actual external actor concerned and the actions involved.
Already, in section 3.5, we defined security as a set of desired objects and action
employed to control undesired actions and objects (see fig. 3-1) which we can relate
the set of desired objects to actors as discussed here.
Security issues cannot be considered separately from the realities of business or
organisational goals, and they cannot be solved with distinct security technologies or
systems alone [NRC, 1991]. While actors and assets are often thought of as the only
objects important to security, actions—for example execute procedure, pay invoice,
collect time reports—are another critical ingredient. Actions may entail business
processes and workflows that can affect policies and procedures [Schumacher et al,
2006]. In some cases the actor is very important; in others the actor may not be that
important but the actions must occur in a particular sequence. Sometimes the action
itself can be harmless, but because of when, where, or with/by/to whom it occurs, it
causes damage.
For example, mobile-telephone network service providers may provide cellular
communication service to a variety of subscribers within a given social-technical
system without discrimination. So, each of the innocent citizens within the system
may have a network of relatives, friends and other peers with whom s(he)
communicates regularly. The action here is “to communicate”, and when it happens
there will be no signs of infringement that would be logged in the providers IT
systems audits that something bad is happening. Now consider the same arrangement
of network of relatives, friends and other peers being replaced by a network of
criminal, gangsters and terrorists. They will, in the same way, communicate and the
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providers’ IT system also would respond in a similar way—no reporting of a problem
when communication action takes place. However, on the contrary, this time the
communication—due to when, where or by whom it occurs—causes damage. In that,
the communication could contain instructions (from one criminal to another) of a
criminal plot to be executed. For instance, communicating instructions to waylay an
ambush at a particular car travelling in a particular direction at a particular time.
Another example, although not necessarily relates to cellular communications per se,
is the recent incident in which terrorists planned to blow more that ten (10) aircrafts
flying between the United Kingdom airports and locations across United States of
America [NBC News, 2006; BBC News, 2006]. The terrorists might have used the
common communication methods—Internet, mobile phones, etc—to communicate
their plot. The action - “communicate” - was harmless, but the end results from the
content of that communication act were bounded to lead to extremely harmful
consequences.
With regard to the above, security should address all three components with potential
for inflicting harmful events to the business or organisational goals: the actors who
initiate them, the actions that can be performed, and the assets the actors and actions
may affect. According to General Systems Theories GST [von Bertalanffy 1956,1968]
discussed in [Skyttner, 1996], these controls must not end within an organisation’s
immediate environment, but also be extended to the external environment with which
the internal environment has relations and an exchange of information, matter and/or
energy.

3.8 The Human Dimension in a Security System in ICT
The people—e.g. those who administer computer systems, users, operators, and other
people on an organisation’s staff lists, may represent the greatest vulnerability of all.
“The heart of any security system is people” [Bishop, 2003]. Bishop continues, “This
is particularly true in computer security, which deals mainly with technological
controls that can usually be bypassed by human intervention”.
People may have some motives which possibly play into their behaviours—e.g. when
someone decides to attack an organization information system for gainful ends; or
disgruntled employees and other insiders who are authorized to use the computers
decide to abuse their authorised privileges. Insiders typically know the organization of
the company's systems and what procedures the operators and users follow and often
know enough passwords to bypass many security controls. Insider misuse of
authorized privileges is a very difficult problem to solve.
Untrained personnel also pose a threat to system security, in that; they will fail to
know how to act and when to act. Lack of training need not be exclusively in the
technical arena. Many successful break-ins have arisen from the art of social
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engineering; in which an attacker uses influence, persuasion, and manipulation to
deceive or trick people into giving out sensitive information. As a result, the social
engineer (attacker) is able to take advantage of people to obtain information with or
without the use of technology. For instance, when an operator changes passwords
based on telephone requests. Social engineering attacks are remarkably successful and
often devastating. A series of accounts are given by Mitnick and Simon, [2003] who
show how vulnerable we all are—government, business, and each of us personally—
to the intrusions of a social engineer.
Users can also weaken site security by misusing security mechanisms (such as
selecting passwords that are easy to guess or misconfigure security-related features of
a system). The problem of misconfiguration is aggravated by the complexity of many
security-related configuration files.

3.8.1 The Roles of Attitudes, Awareness and Knowledge in ICT Security
Given the above accounts, it is obvious that the human dimension is an important
component in any security implementation effort [Sasse et al, 2001]. Incidentally,
attitudes, awareness and knowledge have a role to play in security. Mounting
evidence continue to suggest an existence of significant correlations between
observed number of security incidents and people’s attitude and awareness of security
issues [DTI, 2004; Ernst and Young, 2004]. This observation may also imply that, the
human dimension in ICT security could be addressed by a cultural approach, that is,
by instilling a security culture through security awareness, knowledge and skills. This
implication conforms to the assertion that, an effective security culture represents one
of the necessary foundations for information security management, and cannot be
achieved without appropriate attention to security awareness, training and education
for all ICT users [Zakaria, 2006; Ruighaver and Maynard, 2006].

3.8.2 The need for Holistic Approach in ICT Security
Regardless of the strength of the technical controls, if non-technical considerations
affect their implementation and use, the effect on security can be severe. Additionally,
if configured or used incorrectly, even the best security controls can be useless and
dangerous, in that, they would provide a false sense of security. Thus, knowledgeable
designers, implementers, and maintainers of security controls are essential to the
correct operation of those controls [Bishop, 2003].
Alternatively, for security to be effective, it takes more than having the state-of-the-art
technical controls in place. Effectiveness of security depends also on the extent to
which every system user understands and accepts the necessary precautions to counter
security threats. Literature suggests three key components that should be addressed in
any effective security implementation—people, process, and technology [Schneier,
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2000]. That is; the people involved, the organisation of the process involved in
securing systems/environments and the technology used. Security knowledge and
skills of people are very important elements as they help them to act appropriately.

3.9 Combining Technical and Non-technical Controls
Following from the above observations, we argue here that, security knowledge and
skills without an organised environment in which to apply them is most likely to be
ineffective. The same is also true to advanced security technology. Without an
organisational framework, deployment of advanced security technology may not be
fully effective. In reaction to the foregoing arguments we attempted to identify and
characterise the building blocks of a secure ICT environment in an organisation.
The identified building blocks consist of:
• people,
• ICT security requirements,
• ICT security culture, and
• security systems
By focusing on people, (human dimension), a discussion of the interaction between
these building blocks in a social-technical context is provided based on some concepts
from specific theories of Organisational Behaviour (OB). The building blocks and
their interactions are then organized into a primary model, fig. 3-2, which can act as
‘an organisational framework’ showing ICT security culture in relation to other ICT
security controls.

3.9.1 Addressing the Human Dimension through ICT Security Culture
There exist different definitions relating to the word culture depending on the context
of its application. Generally speaking, it refers to patterns of human activity and the
symbolic structures that give such activity significance. Different definitions of
culture reflect different theoretical bases for understanding, or criteria for evaluating,
human activity. Culture, taken in its wide ethnographic sense, is that complex whole
which includes knowledge, belief, art, morals, law, custom, and any other capabilities
and behaviours acquired by man as a member of society [Cohen, 1995].
Relating the definitions above to the context of this thesis, the following two concepts
are more relevant—patterns of human activities and the symbolic structures
supporting them. Patterns of human activities in this regards are captured by the
contemporary global trends where humans are persistently striving to employ ICT in
all social-economic-cultural activities. Whereas the corresponding symbolic structures
are for example: national ICT policies, ICT infrastructures, general ICT knowledge,
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specific ICT training programmes, ICT training institutes, and so on. Some of these
structures may manifest themselves at the level of an organisation; for example an
organisation’s ICT policy or organisational culture; whereas other structures manifest
themselves at the nation level; for example, the mentioned national ICT policy. Thus,
ICT security culture as conceived in this thesis has both: patterns of human activities
related to it and symbolic structures supporting them. The focus here is exclusively on
symbolic structures supporting the ongoing ICT deployments - (you may refer to
structures in fig. 1-4 of Chapter 1, also fig. 4-1 of Chapter 4 for additional clarity).
Following from the discussion above, it is apparent that culture can be influenced by
both; factors within an organisation boundary, as well as factors beyond the
organisation’s boundary. That is, culture is influenced by internal as well as external
factors. Before the advent of ICT, it was possible for an organisation to attain security
even for information by combining solid/physical access controls, and procedures and
processes; as the organisation was regarded as bounded. Unfortunately, this traditional
setup of a bounded organisation does not work so well in the current information
technology era. This is due to the fact that bounded organisations become unbounded
through interconnections and networks. Consequently, the underlying culture of
‘security by physical access control’ also needs to be changed.
As noted in numerous literatures, cultures are complex and therefore changing them is
difficult in most cases [Detert et al., 2000]. Within ICT security, culture change
involves much more than implementing technology (technical controls) and
developing a policy. While technical security controls for ICT systems are critically
important [Bishop, 2003; Pfleeger, 2003; Schneier, 2000], they largely depend on the
people who operate and come into contact with the systems in their daily duties. The
extent to which these, be it systems administrators or regular users, are motivated,
knowledgeable, trained, and show willingness in performing their duties with security
consciousness makes an important difference. Our focus here is on aspects of
motivation, training, skill sets development, and the general knowledge required to
foster ICT security culture in organisations and the nation.
The literature holds a lot of information on importance of, and approaches to attain a
culture of security with regard to ICT. An example of pertinent literatures that may be
helpful in building a security culture in ICT is the publicised OECD (Organisation for
Economic Co-operation and Development) document—Guidelines for security of
information systems and networks: towards a culture of security [OECD 2002], which
gives high level guideline descriptions for participants at international, national and
organisational levels. These guidelines constitute a foundation for work towards a
culture of security. Conolly [2000] points out that, organisations must have a culture
that makes it clear that security is important; whereas, Verton [2000] underlines the
importance of security awareness in building organisation’s security culture.
Freeman and Wood noted that the body of research is rich in knowledge in the area of
organisational security, which addresses aspects such as its construction, and how to
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improve and maintain it. However, most of the research in this area is focused on
certain aspects of security such as security leadership, policy issues, awareness and
training, and implementation of specific controls; and not on how these aspects are
affected by, and could be integrated into, an organisational security culture [Freeman,
2000; Wood, 2000]. While these aspects are all very important, their application in
organisations requires an existence of some kind of intrinsic support from all
participants. This support need to be reflected in, and built upon the organisational
culture. The enforcement of an aspect like policy through the traditional cycle of
awareness, training, and compliance testing without a supporting culture is likely to
be less than optimal [Chia et al, 2002a, 2002b].
A common theme that can be drawn from the literature above is that of necessity and
importance of security culture in ICT. This necessity seems to be global in nature
[OECD, 2002] and it needs the requisite attention at all levels and from all
participants (computer systems and networks- users).
The questions here can rather be:
1.)
2.)
3.)

How can participants in ICT meet demands for a sound ICT security
culture?
What are the key factors contributing to it?
What are the components of an ICT security culture?

While it is not our intention to provide comprehensive answers to all these questions
in this thesis, an attempt is made to provide (at least at high level) discussion of key
issues with regard to the posed questions. Nevertheless, an obvious general answer for
these questions has to do with aspects of awareness and knowledge of ICT security
issues as has been revealed in the preceding parts of this chapter.

3.9.2 ICT security Culture - the case of Tanzania
In our attempt to answer the posed questions above, and in relation to the research
being reported in this thesis, we took Tanzania as one of the participants in ICT. In
this view, we analysed the current status and efforts (symbolic structure supporting
acquisition of ICT security awareness and knowledge) towards a culture of security.
The findings from this analysis as well as the set up of the study are reported in the
next chapter—Chapter 4; and they served a purpose of country case study and
experience towards the global goal of attaining ICT security culture for all, as
recommended in OECD [2002]. Nevertheless, here the discussion, analysis and other
details regarding ICT security culture and other relevant building blocks for an
organisation to maintain a secure IT environment are provided. A major premise we
made here was based on the belief that, by providing appropriate ICT security
knowledge to ICT users, it is possible to internalise security culture. This knowledge
could be in the form of education, general awareness of, or specific skills in, - ICT
security issues. Theoretically, the study was based on the General Systems Theory
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[von Bertalanffy 1956, 1968] whereby we view ‘system’ as one whole [Yngström,
1996], implemented by the social-technical framework [Kowalski, 1994].
In a perspective, we viewed an organization as a social setting with unique cultures,
structures, methods and machines as discussed earlier. These components together
constitute a system—social-technical system shown in fig. 1-4.

3.9.3

Security Culture Issues in a Social-Technical Context—a
Discussion

In this subsection, an attempt is made to draw a big picture of ICT security culture in
a social-technical context and highlights issues pertaining to the possible answers to
these questions: “How can participants in ICT meet demands for a sound ICT security
culture? What are the key factors contributing to it? What are the components of an
ICT security culture?” posed earlier in subsection 3.9.1.
Generally, cultures are based on a set of shared underlying assumptions about reality
[Robbins, 2003]. Here, our reality is to attain ICT security in a social-technical system
(see fig.1-4). Culture has effects on attitudes and belief, which in turn play a part in
individual behaviours—actions and/or reactions—refer to section 3.5 above, where
we defined security as a set of desired objects and actions employed to control a set of
undesired objects and actions. Thus, there is a prime need to determine what attitudes
and beliefs need to be cultivated in an organisation, how these manifest themselves in
the behaviour of the concerned people and how desirable attitudes and beliefs can be
imprinted into formal operational methods to produce the desired outcomes—secure
systems, networks, and operations. Thus there is a need to influence behaviours in
some way.
Given the above, we would like to borrow knowledge already available in other fields
in relation to behaviours and attitudes. To this effect, we have found a number of
relevant theories from the field of Organisation Behaviours (OB). Evidences from
research in OB [Robbins, 2003] have shown that it is useful in developing people
skills; we believe the same should be true for ICT security skills. It is further claimed
that actually OB is capable of providing means to explain, predict, and control human
behaviour.
Some of the basic theories in OB which could influence behaviour are [Robbins,
2003]:
•

Motivation theories—basically, people are not cold, unfeeling machines and
hence the theories propose that individuals are motivated to the extent that
their behaviour is expected to lead to a desired outcome. Their perception and
calculation of situations are filled with emotional content that significantly
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influences how much effort they exert. Moreover, people who are highly
motivated in their jobs are emotionally committed.
•

Goal-setting theory— states that intentions expressed as goals can be a major
source of work motivation—a potent motivating force.

•

Reinforcement theory—a behaviouristic approach—which asserts that
reinforcement conditions behaviour.

•

Law of effect—behaviour is a function of its consequences; and that
reinforcers (consequences) conditions behaviour and help to explain how
people learn. The law of effect and the concept of reinforcement also help to
explain motivation.

A large amount of research indicates that people will exert more effort on tasks that
are reinforced than on tasks that are not [Luthans and Kreitner, 1984; Stajkovic and
Luthans, 1997]. Reinforcement is undoubtedly an important influence on work
behaviour; in that, what people do on their jobs and the amount of effort they allocate
to various tasks are affected by the consequences of their behaviour [Robbins, 2003].
The same effect, it is said, can be produced through goals. This background can
equally be used to inform and address the human dimension in security within
organisations; as the human dimension in security also involves issues of behaviours
and actions.
These theories, as outlined above, point out the following important issues for
influencing human behaviour: motivation, goals, reinforcement, and the nature of
consequences following an action. In the absence of all these issues, as noted in the
literature, it seems people may feel themselves being treated as cold unfeeling
machines; a condition that could result in adverse effects on behaviours. It is therefore
productive if the advantage of these issues can be taken when addressing human
issues in ICT security, i.e. to influence the desired behaviours conducive for attaining
secure ICT environments in organisations. The desired behaviours would have their
roots deep in a vibrant ICT security culture. In order to see how behaviours are related
to the overall process of securing an organisation’s ICT environment, ICT security
culture is placed in a context and then involved actions and issues (or actions and
objects as defined earlier in section 3.5) are outlined. This is the topic of next
subsection.

3.9.4 ICT Security Culture in a Context:
Relations, and Actions

An overview of Parts,

As mentioned earlier, ICT security problems may not always be wholly technical or
wholly social but mostly a combination of the two. This combination is realised
through the relations and interactions of the social-technical system so formed. Thus,
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technical solutions alone may not, in the long run, solve the problem. It is from this
observation that the concept of Security Culture finds its relevance in the social
aspects of security. Here we attempt to characterise the parts and relations.
The three concepts, confidentiality, integrity, and availability are normally used to
express the notion of security in ICT. In practice these are afforded through
technology, management, and social elements. Technology elements may involve a
combination of cryptography, intrusion detection systems, access control
mechanisms, firewalls, antivirus, and so on [Bishop, 2003; Pfleeger, 2003].
Management elements can be access control policy or a general security policy,
procedures and practices. Social elements involve, in addition to the management
elements,—ethical/cultural, and legal/contractual issues [Kowalski, 1994]. These
elements can be grouped into two major categories of technical and social controls.
The actions involved in the process of securing an ICT system requires the knowledge
of the possible risks pertaining to the systems, available countermeasures or controls
and how to holistically address them. This may involve analysing the ICT system in
question—profiling the would-be adversaries—their intentions, attitudes and
characteristics i.e. thinking like hackers; designing countermeasure e.g. developing a
security policy, implementing access controls mechanisms, physical protection, and
supporting procedures. Normally, this is constructed in layers—deterrence and
prevention; protection; detection and containment; and recovery. These layers of
controls are hereby denoted as a security system and are expected to work
harmoniously. A security system; is made up of a threat profile from a risk analysis,
security policy and the corresponding countermeasures, and needed structures
(technical and non-technical)—e.g. secure hardware and software, assumptions,
processes and procedures; (but these lower level details will not be covered here).
However, a security system can only be effective not because of its
comprehensiveness but also due to the attitudes and behaviours of the people that
interact with the system. Thus, the actions of these human elements determine
whether the information system in question will be reasonably secured or insecure
(assuming a perfect security system). This makes people an important part of the
security system and the OB theories discussed earlier have relevance here.
For example, imagine an organisation has in place a good security system with a
policy that stipulates that all sensitive information from the organisation must be sent
encrypted. However, since not all information may be sensitive at any given time,
then the system must also have a capability of sending insensitive information
unencrypted (in clear text). Then, through the actions of a person (attitude and
behaviour), this capability can also be used to send sensitive information unencrypted
as well, and thus renders the encryption security function ineffective. As attitudes and
behaviours are the direct product of the pertinent culture, then cultivating a desired
ICT security culture is just as important as having in place the right technical controls.
Thus, ICT security culture is equally an important part of the whole.
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Note: wherever actions and entities are involved in this discussion, whether desired or
undesired, reference can be made to the proposed alternative definition of Security in
ICT presented in section 3.5—where actions/entities are referred to as
desired/undesired- actions/objects
Continuing the discussion above, the overall range of security requirements of an
organisation determines the nature of ICT security culture that is to be cultivated. In
addition, the same security requirements determine the policy and types of
countermeasures (security system) to be implemented.

Fig. 3-2: An organisational framework showing ICT security culture in relation to
other ICT security controls.
Furthermore, the security requirements impose demands on the people who would
interact with the system. The issues of motivation, training and education outlined
earlier are important here also. These different parts or building blocks and relations
are shown in fig. 3-2.
The main issue in focus in this discussion is the behaviour of people. If there could be
a method to understand and predict the behaviour, then it’s more likely it could also
be controlled. As discussed earlier in this chapter, at least we have seen OB theories
may provide mechanisms for influencing human behaviour. A number of methods can
be used to achieve this; such as effective leadership, adequate planning, setting goals,
motivating, enforcing responsibility and liability, continuous awareness programs,
security education, and imparting security skills.
Cultural aspects in fig. 3-2 can be divided into security culture mechanisms—
(management, policies, personnel, and training and education); principles and
values—(responsibility, honest, integrity, ethics, commitment, compliance, leadership,
and motivations); and shared underlying assumptions—(knowledge of threats and
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vulnerability in systems, trust relationships, beliefs, and possible malicious acts).
These aspects can be realised by expanding the framework, fig. 3-2, to the next lower
level to see details of the components; for example the details of the contents of
security system as discussed above when we firstly introduced it.
Referring to fig.3-2, insecurity in the ICT environment of an organisation could then
be as a result of a flawed security system or security requirement specification.
Insecurity could also be caused by unwanted and/or undesired actions taken by people
due to the absence of a security culture or lack of awareness and knowledge of
security issues. As mentioned earlier, for security to be effective, it takes more than
having the state-of-the-art technical controls in place. Effectiveness of security
depends also on the extent to which every system user, understands, and accepts the
necessary precautions to counter security threats. A security aware culture is one
whereby users are aware of the security issues that pertain to their environment, and
are knowledgeable, skilled enough and willing to act appropriately.
Thus, based on fig. 3-2, a culture that perceives ICT security to be a technical issue is
unlikely to be effective; as in effect, it would only be benefiting from the effects of
the links and relations between the security system and the security requirements,
while missing the-all-important other links and relations shown in the figure. Here,
it’s where ICT security is represented in a simple equation which literally says: “ICT
security = firewall, or intrusion detection system, or an antivirus, or a combination of
the three”. Worse still, is where the ICT security in an organisation has a clear and
single owner—belongs to IT department! It would also mean that, this is not an issue
that concerns the organisation’s top management; their support, which is needed for
enforcement of policies, allocating budgets, training, etc., will be missing and hence
the whole effort turns out futile.
The culture that tends to address the ICT security problem in an ad-hoc and reactive
manner is ineffective, at best; as it misses the big picture as captured in fig. 3-2. This
argument conforms to the findings reported in Tarimo [Tarimo, 2003; Tarimo, et al
2006a] as well as in Solms, [2004]. Here it’s where an organisation responds to
security only when there has been a major catastrophe to its IT systems; e.g. an
unavailability of systems following a virus outbreak or other possible risks in ICT. It
is also the case when an organisation decides to install, say intrusion detection system
(IDS), after it has learned it from the media that, actually, an IDS can provide security
to IT systems—a false perception—or just because a peer in business has an IDS
installed.
In addition, due to lack of proper planning, and the entailing limited and constricted
view of the security problem, it’s unlikely that the organisation would have a security
policy to guide its security efforts; or a proper security awareness and training
programmes for its employees/users; which, as discussed earlier, are important in
creating and instilling a desired ICT security culture in the organisation and among
the employees and other IT systems users.
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Consequently, the human element in the overall effort of creating a secure ICT
environment in an organisation (as presented in fig. 3-2) needs to be given the priority
it deserves. Desired attitudes and behaviours with regard to security, expected to be
displayed by the people interacting with information system needs to be cultivated—
through awareness and knowledge, and motivations; and then having all these social
aspects to security encompassed within an overall organisational culture. To this
overall organisational culture, ICT security culture could be a subculture. The
proposed framework (fig. 3-2) could be helpful in viewing the big picture—a ‘whole,
with its parts and relations as suggested by the GST [Checkland, 1988].
In order for an organisation to create, maintain and change its ICT security culture, we
took the stand that certain enabling factors and changes at the national level are
instrumental and necessary. As discussed in subsection 3.9.1 above, culture is
represented by—patterns of human activities and the symbolic structures supporting
them. Further it was revealed that these two aspects could manifest themselves at
different levels and contexts. Beyond an organisation level is a national level; and in
relation to this, the corresponding symbolic structures could be: national ICT policies,
ICT infrastructures, general ICT knowledge, specific ICT training programmes, ICT
training institutes, and so on. Following from our stand, a high-level investigation of
the extent to which ICT security awareness and knowledge is being addressed in the
social-technical context of Tanzania was performed in a search for further insight into
understanding the factors effecting the human dimension (people in fig. 3-2) in
security, and in determining the ICT security readiness of the social-technical system
of Tanzania. The findings of this investigation are reported and discussed in Chapter
4.

3.10

Security Knowledge Model

This section is intended to discern an overview of contexts, both, of ICT security
issues as well as approaches in addressing them as reported in various literatures on
security in ICT. This overview includes a general overview of ICT security, followed
by a schematic representation of a mode of ICT security knowledge.
While the definition of security may vary, as discussed earlier in this chapter, it
appears that contexts play a key role in interpreting what security really mean.
According to Bishop [2003], computer security rests on confidentiality, integrity, and
availability. He further asserts that the interpretations of these three aspects would
vary to match variations in the contexts in which they arise. In that, the interpretation
of an aspect in a given environment is dictated by the needs of the individuals,
customs, and laws of the particular organization.
In the broadest sense; Schumacher [Schumacher et al, 2006] defines security as “the
totality of all services and mechanisms that protect an enterprise” and noting that
several terms have been used over time for this, but generally with more limited
meanings.
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3.10.1 Security Goals
The basic aim of security is to isolate or restrict actors—the humans or automated
processes—that are the active entities in systems from having unrestricted access to
the resources, such as data, all other forms of information, and other exposed assets of
the system [Schumacher et al, 2006]. Such isolation or restriction is typically provided
via a myriad of services and mechanisms that include physical controls such as door
locks, and technical controls such as access controls. The security field is extremely
diverse, with one end of its spectrum involving protection of a system and the
building that houses it from fire and other disasters, and the other involving decisionmaking processes that determine who may access system resources, where and when.
Security may be thought of as constituting three logical areas: procedural,
environmental or physical, and technical. While there is some overlap between the
areas and all need to be integrated, one can usually identify a particular mechanism as
one of these types.

3.10.2 Security Knowledge Model
Already at this point in this chapter we have discussed various issues concerning
security, also the available literature in security is full of concepts, models,
approaches, products, properties, principles and designs. To understand the
relationships between these diverse security elements, they need to be organized into
a usable model. The proposed security knowledge model is shown in the fig. 3-3.
This model helps us in viewing a bigger picture of the involved ICT security issues
applicable to organisations that employ ICT in carrying out their activities or
businesses. We believe that, in having the big picture view of ICT security issues
pertaining to an organisation, it would be possible to develop an organisation-wide
security architecture. However, in this case, we used it (as initial step) in developing
the checklist of ICT security issues as captured in the thesis title.
There are six major divisions of the ICT security knowledge model shown in fig. 3-3.
There are five layered architectural divisions—Security Properties, Security Services,
Security threats, Security Mechanisms and Controls, and Security Implementations
strategies and principles. While the sixth division—Security Knowledge—at the top,
is not a layer but rather is global in nature and encompasses all other divisions. The
reasons for making ‘Security Knowledge’ a global concept is clear, that, without
requisite knowledge, nothing can happen in any of the individual layers. The
remainder of this section describes the various areas of ICT security knowledge
model.
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Fig. 3-3: ICT Security Knowledge Model
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3.10.2.1

Security Knowledge

The starting point for security architecture is high-level knowledge about the different
issues involved in securing an organisation’s IT systems.

3.10.2.2

Security Properties

There are three important security properties, as pointed out in section 3.10 above and
here is a detailed explanation of the properties extracted from Bishop [2003]
Confidentiality:
Confidentiality is the concealment of information or resources. The
need for keeping information secret arises from the use of computers in
sensitive fields such as government and industry. For example, military
and civilian institutions in the government often restrict access to
information to those who need that information. The first formal work
in computer security was motivated by the military's attempt to
implement controls to enforce a "need to know" principle. This
principle also applies to industrial firms, which keep their proprietary
designs secure lest their competitors try to steal the designs. As a
further example, all types of institutions keep personnel records secret.
Access control mechanisms support confidentiality. One access control
mechanism for preserving confidentiality is cryptography, which
scrambles data to make it incomprehensible. A cryptographic key
controls access to the unscrambled data, but then the cryptographic key
itself becomes another datum to be protected.
Other system-dependent mechanisms can prevent processes from
illicitly accessing information. Unlike enciphered data, however, data
protected only by these controls can be read when the controls fail or
are bypassed. Then their advantage is offset by a corresponding
disadvantage. They can protect the secrecy of data more completely
than cryptography, but if they fail or are evaded, the data becomes
visible.
Confidentiality also applies to the existence of data, which is
sometimes more revealing than the data itself. The precise number of
people who distrust a politician may be less important than knowing
that such a poll was taken by the politician's staff. How a particular
government agency harassed citizens in its country may be less
important than knowing that such harassment occurred. Access control
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mechanisms sometimes conceal the mere existence of data, lest the
existence itself reveal information that should be protected.
Resource hiding is another important aspect of confidentiality. Sites
often wish to conceal their configuration as well as what systems they
are using; organizations may not wish others to know about specific
equipment (because it could be used without authorization or in
inappropriate ways), and a company renting time from a service
provider may not want others to know what resources it is using.
Access control mechanisms provide these capabilities as well.
All the mechanisms that enforce confidentiality require supporting
services from the system. The assumption is that the security services
can rely on the kernel, and other agents, to supply correct data. Thus,
assumptions and trust underlie confidentiality mechanisms.

Integrity:
Integrity refers to the trustworthiness of data or resources, and it is
usually phrased in terms of preventing improper or unauthorized
change. Integrity includes data integrity (the content of the
information) and origin integrity (the source of the data, often called
authentication). The source of the information may bear on its
accuracy and credibility and on the trust that people place in the
information. This dichotomy illustrates the principle that the aspect of
integrity known as credibility is central to the proper functioning of a
system.
Integrity mechanisms fall into two classes: prevention mechanisms and
detection mechanisms. Prevention mechanisms seek to maintain the
integrity of the data by blocking any unauthorized attempts to change
the data or any attempts to change the data in unauthorized ways. The
distinction between these two types of attempts is important. The
former occurs when a user tries to change data which she has no
authority to change. The latter occurs when a user authorized to make
certain changes in the data tries to change the data in other ways. For
example, suppose an accounting system is on a computer. Someone
breaks into the system and tries to modify the accounting data. Then an
unauthorized user has tried to violate the integrity of the accounting
database. But if an accountant hired by the firm to maintain its books
tries to embezzle money by sending it overseas and hiding the
transactions, a user (the accountant) has tried to change data (the
accounting data) in unauthorized ways (by moving it to a Swiss bank
account). Adequate authentication and access controls will generally
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stop the break-in from the outside, but preventing the second type of
attempt requires very different controls.
Detection mechanisms do not try to prevent violations of integrity;
they simply report that the data's integrity is no longer trustworthy.
Detection mechanisms may analyze system events (user or system
actions) to detect problems or (more commonly) may analyze the data
itself to see if required or expected constraints still hold. The
mechanisms may report the actual cause of the integrity violation (a
specific part of a file was altered), or they may simply report that the
file is now corrupt.
Working with integrity is very different from working with
confidentiality. With confidentiality, the data is either compromised or
it is not, but integrity includes both the correctness and the
trustworthiness of the data. The origin of the data (how and from
whom it was obtained), how well the data was protected before it
arrived at the current machine, and how well the data is protected on
the current machine all affect the integrity of the data. Thus, evaluating
integrity is often very difficult, because it relies on assumptions about
the source of the data and about trust in that source—two
underpinnings of security that are often overlooked.

Availability:
Availability refers to the ability to use the information or resource
desired. Availability is an important aspect of reliability as well as of
system design because an unavailable system is at least as bad as no
system at all. The aspect of availability that is relevant to security is
that someone may deliberately arrange to deny access to data or to a
service by making it unavailable. System designs usually assume a
statistical model to analyze expected patterns of use, and mechanisms
ensure availability when that statistical model holds. Someone may be
able to manipulate use (or parameters that control use, such as network
traffic) so that the assumptions of the statistical model are no longer
valid. This means that the mechanisms for keeping the resource or data
available are working in an environment for which they were not
designed. As a result, they will often fail.
Attempts to block availability, called denial of service attacks, can be
the most difficult to detect, because the analyst must determine if the
unusual access patterns are attributable to deliberate manipulation of
resources or of environment. Complicating this determination is the
nature of statistical models. Even if the model accurately describes the
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environment, atypical events simply contribute to the nature of the
statistics. A deliberate attempt to make a resource unavailable may
simply look like, or be, an atypical event. In some environments, it
may not even appear atypical.
The preceding detailed explanation of the three properties of security (CIA), directly
taken from [Bishop, 2003], will suffice the explanation of how these properties are
used in other layers of the ICT security knowledge model. As such, no further
explanation will be given regarding the CIA.

3.10.2.3

Security Services

Security services are general safeguards that help achieve both organisation and
system security needs. They are divided into security services and security support
services. Security services instantiate one or more approaches to controlling potential
or actual violations of desired security properties [Schumacher et al, 2006].
Some examples are:
•

Access control services limit access to the resources of a system to authorized
entities—people, programs, and processes—only, and for authorized actions.

•

Accounting services track events that occur, that is, they observe events and
record and make available information about those events. One use is to
enable actions on a system to be traced to individuals—accountability—
through the use of mechanisms like auditing and logging.

•

Boundary protection services help protect a security perimeter or boundary
from unauthorized penetration through the use of automated mechanisms such
as firewalls, guards, and intrusion detection systems, or physical mechanisms
such as walls, fences, and human guards.

•

Non-repudiation capability or services provide protection against false denial
of involvement in a communication.

•

System recovery services provide the ability to restore a system’s
computational capability and data files after a system failure.

Some security services support others rather than directly supporting the approaches.
For example, an identification and authentication service enables the recognition of an
entity and validates the identity of the entity, but also supports other services
including access control and accounting.
Security support services address the underlying infrastructure that supports security
services. For example:
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•

Registration support services capture the information necessary to support the
identification and authorization service.

•

Authorization support services grant access rights to an entity, while this
information supports the access control service.

•

System security policy support services define a set of laws, rules, and
practices that establish how a system manages, protects, and distributes
sensitive information.

3.10.2.4

Security Threats

A threat is a potential violation of security. The violation need not actually occur for
there to be a threat. Due to the fact that the violation might occur, it means that those
actions that could cause it to occur must be guarded against (or prepared for) [Bishop,
2003]. Violations are malicious or inadvertent actions that have the potential to impair
the security properties of assets. Unauthorized disclosure, deception, disruption, and
usurpation are the major classes of violations [Shirey, 1994]. Each class of violation is
related to a major class of vulnerability, or path by which an organisation can be
attacked. The difference is that while a violation is an unwanted result, a vulnerability
is a potential mechanism for achieving the result. These four broad classes encompass
many common threats, as discussed in [Schumacher et al, 2006]:
•

Unauthorized disclosure encompasses all violations in which the opaqueness
of the protective perimeter is violated—that is, when information about an
asset of an organisation is inappropriately released to, or obtained by, any
entity, whether hostile, friendly, or indifferent. Other types of disclosure
include interception—unauthorized access to data on transit between
authorized sources and destinations; inference—indirect access by reasoning
from characteristics or by-products of communications; and intrusion—
obtaining access by circumventing security protections, such as by trespass or
cryptanalysis.

•

Deception includes all cases in which the external ‘senses’ of an organisation
are deluded by presentation of false information, leading potentially to
inappropriate actions by the organisation. Types of deception include
masquerade or spoof—in which an unauthorized entity poses as an authorized
entity; falsification—in which false data deceives an authorized entity; and
repudiation—in which an entity deceives another by falsely denying
responsibility for an act.

•

Disruption is injury to the working interior of an organisation. Types of
disruption include incapacitation—the prevention or interruption of system
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operation by disabling a system component; corruption— an undesirable
alteration of operation by unauthorized modifications to system functions,
data, or physical assets; and obstruction—interruption to the delivery of
services by hindering operations. Examples include wilful physical destruction
of organisation property, injury to people, unauthorized changes to data,
incapacitating a computer system by flooding it with input, or natural disaster
such as fire or floods.
•

Usurpation is subversion of the command structure that directs the working
interior of an organisation. Types of usurpation include misappropriation or
theft—obtaining unauthorized logical or physical control of a resource, and
misuse—causing a system component to perform a function or service that is
detrimental to system security. Examples include theft of physical or
information resources, using backdoor software to redirect, suppress, and
replace internal e-mail communications, or placing covert human agents in an
organization to accomplish the same goals through written or verbal
communications.

Because the four categories of violations deal with fundamental components that must
exist for an organisation to function, they cover a very broad range of situations. In
fig.3-3, some of these common threats are further categorised as communication,
application and process threats respectively. Each of the top-level violation areas
addresses a number of smaller elements, as indicated under communications,
applications and processes threats.

3.10.2.5

Security Mechanisms and Controls

Some discussion related to Security mechanisms and Controls can be found in
subsection 3.9.4, where we discussed and presented the organisational framework for
a secure IT environment in an organisation—fig. 3-2. Security mechanisms are a way
of implementing/ enforcing security policy of a site. Mechanisms can be nontechnical, such as requiring proof of identity before changing a password; in fact,
policies often require some procedural mechanisms that technology cannot enforce.
Given a security policy's specification of "secure" and "non-secure" actions or desired
and undesired actions as defined in section 3.5, these security mechanisms can
prevent the attack, detect the attack, or recover from the attack. The strategies may be
used together or separately [Bishop, 2003].

3.10.2.6

Security Implementation, Strategies and Principles

Thus far to this point in this chapter, we have already discussed a number of issues
related to security implementation strategies. In section 3.6 we discussed different
perspectives and approaches normally taken in addressing security in ICT. In
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subsection 3.8.2, we underlined the need for a holistic approach and in section 3.9
there is a discussion about combining technical and non-technical ICT security
controls. Having all these discussion already, the “security implementation strategies
and principles layer” in fig.3-3, serves a purpose of putting the discussed issues as
pointed out here, in a big picture perspective— ICT security knowledge model.
Several strategies are involved such as the following:
a) Defence in depth—this involves partitioning the total security goals across
different mechanisms—deterrence, prevention, detection, response and recovery.
Deterrence is more of a psychological control, in that it may involve the use of
banners to indicate some warnings, such as a login banner which says “Unauthorised
users are not allowed in this system. Unauthorised users will be prosecuted” For a
determined attacker, the effects of deterrence in assets protection might be of little
consequence.
Prevention means that an attack will fail [Bishop, 2003]. In a typical implementation,
prevention involves deployment of mechanisms that users cannot override and that
are trusted to be implemented in a correct, unalterable way, so that the attacker cannot
defeat the mechanism by changing it. Preventative mechanisms due to their nature
may sometimes interfere with system use and hinder normal use of the system. But
some simple preventative mechanisms, such as passwords (which aim to prevent
unauthorized users from accessing the system), have become widely accepted.
Prevention mechanisms can prevent compromise of parts of the system; once in place,
the resource protected by the mechanism need not be monitored for security
problems, at least in theory.
Detection is most useful when an attack cannot be prevented, but it can also indicate
the effectiveness of preventative measures. Detection mechanisms accept that an
attack will occur; the goal is to determine that an attack is underway, or has occurred,
and report it. The attack may be monitored, however, to provide data about its nature,
severity, and results. Detection mechanisms do not prevent compromise of parts of the
system, which is a serious drawback. The resource protected by the detection
mechanism is continuously or periodically monitored for security problems.
Recovery has two forms [Bishop, 2003]. The first is to stop an attack and to assess and
repair any damage caused by that attack. As an example, if the attacker deletes a file,
one recovery mechanism would be to restore the file from backup tapes. Moreover,
the attacker may return, so recovery involves identification and fixing of the
vulnerabilities used by the attacker to enter the system. In some cases, retaliation (by
attacking the attacker's system or taking legal steps to hold the attacker accountable)
is part of recovery. In all these cases, the system's functioning is inhibited by the
attack. By definition, recovery requires resumption of correct operation.
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In a second form of recovery, the system continues to function correctly while an
attack is underway. This type of recovery is quite difficult to implement because of
the complexity of computer systems. It draws on techniques of fault tolerance as well
as techniques of security and is typically used in safety-critical systems. It differs
from the first form of recovery, because at no point does the system function
incorrectly. However, the system may disable nonessential functionality. Of course,
this type of recovery is often implemented in a weaker form whereby the system
detects incorrect functioning automatically and then corrects (or attempts to correct)
the error.
b) Alignment with business processes, missions and goals—aspects of this concept
were discussed in section 3.7 where we discussed an organisation in terms of objects
and actions. It was noted that, security issues cannot be considered separately from
the realities of business or organisational goals, and thus the need for alignment with
the activities taking place in an organisation. In this respect, security is seen as a
means to an end, not an end in itself.
c) Security infrastructure—this is made up of different elements which are related
differently—for example standards are needed to ensure quality, interoperability and
conformance. Certification and accreditation is needed for systems, products, and
processes – evaluation against some standards or specifications. There are also issues
of compliance, e.g. for privacy and intellectual property rights, which may be
provided by certain security mechanisms and thus this compliance makes it necessary
to have those mechanisms installed. Example of compliance issues can be national or
international in scope. Some national compliance issues have effects beyond the
border for example the following in the United States of America: Health Insurance
Portability and Accountability Act (HIPAA) passed in August 1996 to improve the
portability while maintaining the privacy and security of patient information and
Sarbanes-Oxley Act passed in August 2002 to restore investor confidence in the
financial reporting of public companies and hold a company's officers personally
responsible for misrepresentation. It affects any public company and is a very broadsweeping law. The issues of training and awareness have already been covered
extensively in section 3.8 where we discussed the human dimension in an ICT
security system. A security infrastructure has to encompass all such issues as outlined
here and relevant others, depending on a particular environment’s demands for
security.

3.11
Definition of key (or good-to-have) ICT Security Issues and
Activities
A big picture that captures the discussion and analysis of various issues regarding
security in ICT, presented so far in this chapter as well as relevant others from the
literature can now be synthesised. This picture is a summary of key ICT security
issues is presented in the ICT security knowledge model. This model—(see section
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3.10 and fig. 3-3)—represents a high-level view of important ICT security issues
discussed. Thus, these issues, being important, we believe they need to be addressed
in an organisation at one level or a nation at another. Incidentally, these were also the
issues we ultimately regarded as important ICT security issues (good-to-have ICT
security issues) for the social-technical system studied. Hence the ICT issues captured
by the ICT security knowledge model were used as a template for benchmarking and
analysing the environment studied in the social-technical system of Tanzania.

3.11.1 Interpretation of the good-to-have ICT security issues
The said security issues as can be seen in fig. 3-3 are security knowledge, security
services, security threats, security mechanisms and controls, and security
implementation strategies. The mentioned issues are shown again in fig.3-4.

Fig. 3-4: A high-level view of the ICT security Knowledge Model
As was the case in the ICT security knowledge model, security education is shown
encompassing all other security issues in fig. 3-4, presumably to indicate it as a
starting point of all the rest.
The different security issues shown in fig.3-4 have some further properties which we
would like to discuss. The security properties, i.e. CIA, in themselves are context
independent. However, the demands for CIA properties are context dependent.
The security services in themselves are context independent, however, as above; the
demands for the security services are context-dependent.

74

Security threats are context-dependent and their controls would call for a contextdependent security mechanisms and controls. The same applies for security
implementation strategies.
Security knowledge, e.g. obtained through awareness training and education would
help individuals, employees, and other system users/implementers- in attaining the
understanding of these security issues as discussed here and elsewhere in this thesis.
Consequently, the studies or investigations reported in this thesis involve issues
pertaining to security education, security threats, security mechanisms and controls
and security implementation strategies. The study of the mentioned issues would
implicitly cover issues pertaining to security properties and services.

3.11.2 Interpretation of the ICT Security Issues at different Levels
In section 3.5, we proposed a view whereby security in ICT is seen as a set of desired
objects and actions employed to control a set of undesired objects and actions. This
view is used here to further elaborate on the good-to-have ICT security issues at
organisational and national levels respectively.
In this respect, security is seen as “objects-actions” pair in the following sense at a
higher level:
•

that, we need a knowledge of both, possible desired-objects and actions- as
well as possible undesired-objects and actions- pertaining to an
environment—i.e. a social-technical system;

•

that, we need a knowledge of known or recommended set of the best desired
objects and actions e.g. ISO17799, or OECD guidelines, and similar others;

•

that, we need to have a platform for implementing the ultimate set of desired
objects and actions that an organisation or a nation might arrive at

•

that, there should be a communication of both, possible desired-objects and
actions- as well as possible undesired-objects and actions- pertaining to an
environment—be it within an organisation or the entire nation; and

•

that, we need a mechanism for coordination and harmonisation of the possible
desired-objects and actions at different levels
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The above points are represented in a next lower level for national and organisational
contexts as shown in fig.3-5.

National level Actions

Objects - Actions

Awareness, skills and
knowledge rising actions

Organisational level
Actions

Awareness, skills and
knowledge rising actions

Knowledge of possible objects and actions, both
desired and undesired, & possible Controls.
Promotion of best
practices

Effective handling of
threats and incidents

Establishing networks,
such as CSIRTs

Adoption of best practices

Recommended set of best desired objects and
actions

Platform for carrying out recommended desired
objects and actions

Communication of possible desired objects and
action as well as undesired objects and actions

Effective handling of
threats and incidents

Establishing internal
networks,

Mechanisms for coordination and harmonisation
of the possible desired objects and actions
Supporting
standardisation and
interoperability

Adopting standards and
honouring compliance

Fig. 3-5: ICT security Issues and Activities Studied at National and Organisational
levels
Figure 3-5 concludes this chapter by outlining the supposedly good-to-have ICT
security issues at national and organisational levels. Since the level of presentation in
the figure is still high, lower level details pertaining to some of these activities and
issues are provided in subsequent chapters of the thesis.

3.12

Chapter’s Summary and Conclusion

In this chapter, the first stage, (I) of the research as presented in fig. 2-1, in Chapter 2;
and also which correspond to the first block, (Definition of ICT security issues), of
fig. 1-8 in Chapter 1, has been addressed. The chapter aims were to define, discuss,
analyse and present ICT security issues mentioned in the mentioned stage/block based
on literature review and other related work.
The discussion has involved presenting a general overview of ICT security thinking,
whereby different approaches, perspectives, and issues were discussed. Some of the
discussed issues were the notion of security in ICT and how it has changed over time;
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a general background on security and its trends; human issues or human dimension in
security; cultural approach to security; and aspects of combining technical and nontechnical ICT security controls in an organisation.
Apart for the discussion of issues as pointed above, the chapter also involved analysis
and synthesis of the discussed security issues, from which the following were
proposed/developed: an alternative view for defining security in ICT— see section
3.5; an organisational framework for maintaining a secure IT environment in an
organisation (a model of total security system)—see subsection 3.9.3—the mentioned
framework was also a central subject in Tarimo [Tarimo et al, 2006b]; a Model of ICT
Security Knowledge; and lastly, the good-to-have ICT security issues and activities
which are inputs to the next chapter—Chapter 4.
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4 PRESENTATION AND ANALYSIS OF DATA
4.1 Chapter’s Introduction
Background: Chapter 3 presented an extensive literature review in the area of ICT
security. A specific list of ICT security issues—we regard as very important to be
addressed in a context—was defined and presented as a result of the discussions and
analysis covered in the chapter. The identified list of ICT security issues forms the
core part of our research problem.
Purpose: This chapter presents the empirical data collected in Tanzania to study the
ICT security issues identified in Chapter 3. The aim was to analyse whether, and or to
what extent, - the mentioned ICT security issues are examined or addressed in the
current implementations of ICTs in the context of Tanzania (Organisations, nation).
ÆAssessment and depiction of current ICT security scenario; and thus, answer the
first research question (See section 1.5 and fig.1-5). .
Structure: The chapter begins by giving an overview of the process used to identify
data sources, to collect the data and methods used in analysis. This process involves
mapping of the identified and defined ‘good-to-have’ ICT security issues from
Chapter 3 against the social-technical systems at the two levels—organisational and
national. Based on the collected empirical data, analysis of the data and interpretation
are presented. Lastly a discussion of the implications of the observed situation is
provided in the chapter’s conclusion.

4.2 The Tanzanian ICT environment in Social-Technical Framework
Given the introduction above, the data collected to address one of the research
questions (see Chapter 1) are presented and discussed in this chapter. The study had a
prime interest in studying the emerging insecurity in ICT-enabled contexts. Contexts
change as a result of the new possibilities availed to us by application of ICT in
various social and economic sectors. There are, as result, both dangers and
opportunities. One danger is the fact that a deployment of a particular ICT, can result
in negative impacts (problems) upon the concerned social-technical system if done
inappropriately. The subjects to these effects of impacts are organizations as entities
at one system level and nations as a whole at the other. Within these levels, there are
individual users, and/or different groups of users. As suggested in the literature, it
very important and desirable to be able to assure that all the key success factors
pertinent to ICT effects upon a context are adequately observed and addressed. Still,
of more importance, are the factors which are likely to cause undesirable results
during the ICT integration and operation within existing social systems. These factors
need to be identified, analyzed and adequately controlled where possible.
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Security, being one of the factors, was addressed in this study. Before presenting the
data collected towards that, we will present an overview of the social-technical system
showing ICT being introduced in the machines component of the system. The aim of
the overview is to provide means of viewing a bigger picture of the involved parties in
a context; and thus help us in viewing the issues of interest. Here, we seek the ability
of being able to identify and analyze the possible undesirable effects due to ICT
insecurity and assessing whether the social-technical system has the needed structural
and cultural controls in place to contain them.
In view of the above fig. 4-1 shows a social-technical system that we used to represent
an organisation system at one level or a nation at another. In this respect, the ICT,
which has to do with the machines component in the system, involved computer
systems and networks on the one hand; and cellular telephones and their networks on
the other. These are the components of ICT that were focused in this thesis and data
for which were collected as will be revealed shortly in the subsequent sections of this
chapter.
Referring to fig.4-1, as ICT changed the nature of ‘machines’ available in the
technical subsystem, some effects are inevitable upon the ‘methods’ available in the
same subsystem. These inevitable changes or effects in methods are termed new
possibilities. As shown in the figure, there are new possibilities of handling
information. Incidentally, these changes were not only limited to the technical
subsystem but rather they tend to spread to the entire social-technical system—if we
consider principles of the General Systems Theory that a system is viewed as a
network of interacting parts; and thus, man and his environment need to be viewed as
part of interacting systems [Skyttner, 1996 p3].
Thus, the effects would be observed in the social subsystem as well. After all, the
introduction of ICT in the technical subsystem is meant to help the social system in
achieving aspects like efficiency, flexibility and cost effectiveness in communication,
work, and other day to day activities of human beings. Thus, ICT would not exist in
itself, in isolation; but rather is embedded in the society and environment surrounding
it.
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Fig. 4-1: Social-technical framework showing studied issues with respect to the
Tanzanian environment.
Further, as shown in the figure, we anticipated, not only for new possibilities that lead
to positive effects, but also for new possibilities that lead to negative effects. These
negative-effects-possibilities are shown as in the figure—from a security point of
view—as new technical and social problems. The focus of the study was on these
new problems for which we found (taking the social subsystem in consideration) that,
there is a need for cultural readiness and structural readiness. This readiness may
imply transformations are inevitable in the culture and structure components of the
social subsystem if the overall system is to maintain its homeostasis. In support of the
requirement for readiness, reference can be made to selected seven (7) principles of
the General System Theory presented earlier in section 1.4, p 8—9. The mentioned
principles advocate issues to be observed in order for a given system to remain in
stability once subjected to inevitable changes.
It was discussed in Chapter 1 that: the culture-structure and methods-machines as
social-technical entities are there to facilitate a goal achievement in the concerned
society— in this case information and communication needs. These needs may vary;
say, between different organisations as represented in fig. 1-4 of that chapter or
between a nation and another. Regardless of the varying nature of information and
communication needs, security is a common requirement that is necessary to be
addressed as suggested by many authors (refer to discussion in Chapter 3). That is, on
the one hand, there is a requirement to ensure the security of information and the
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processing systems (ICT) — which we may call technical systems security. While on
the other hand, it is desirable to be able to maintain and control the inevitable changes
in the culture and structures in the social subsystem—which we may call social
system security with respect to ICT use. These requirements, when combined together
form what we called social-technical ICT security. To which different aspects and
issues pertaining to ICT security—for example: security management [e.g. [ISO
17799, 2002], approaches, [e.g. Eloff, 2005; Kowalski 1994; Yngstrom, 1996],
strategies, e.g. holistic, defence in depth, and so forth—contributes. Hence we found
it desirable and important, following the current ICT proliferation, for an organization
or a nation to be able to check its social-technical security readiness, the definition of
which was given in Chapter 1. Just before we present the data we collected, the next
subsection addresses how the mentioned security issues were captured and ultimately
analysed.

4.3 Capturing and Analysing ICT Security Issues
In view of the social-technical framework presented above, the questions here are
rather:
•
•

How were the security issues addressed, and
What actually were they?

These questions were addressed using the SBC framework (sometimes referred to as
SBC model). Next, are the details of the model and explanation of the way it was
applied in the study.

4.3.1 Components of SBC Model
According to its author, the basic components of the SBC model are both descriptive
and prescriptive in nature. They are descriptive in that they were selected from what
was perceived to be existing de facto basic components in social-technical modelling
for IT system security. They are prescriptive in that the framework they are built on,
the SBC model, presents an ideal. Which means, the SBC model represents a goal
that, while it may not be possible to [entirely] obtain, is desirable to head towards
[Kowalski 1994, p185]. The basic components of the model are:
•
•
•

A layered framework
A collection of social and technical control mechanisms
A standard labelling technique for encompassing social and technical controls
in a communication process between two or more similar/different socialtechnical systems.
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The SBC model is intended to model both the static and dynamic characteristics of IT
systems security. The static characteristics are represented by the layered framework
of technical and social security measures. The dynamic of IT systems are captured by
applying this layered framework to the problem of secure communication both within
and between systems. The communication labelling techniques are used to enable the
embedding of social control measures in the technical communication process. Figure
4-2 is a schematic representation of the static SBC model.
Figure 4-2 shows the four social layers and one technical layer comprising the SBC
model.
The
social
layers—
ethical/cultural,
legal/contractual/political,
administrative/managerial, and operational—are placed on top of the basic computing
functions of store, process and communicate. In this study, the model was used as a
thinking aid for the analysis of IT systems security. While there are a number of
factors that can place a social-technical system in disequilibrium—insecure, there are
also a number of measures that can be taken to keep the system in equilibrium or
secure.

Fig. 4-2: The basic SBC Model [Kowalski 1994, p. 19]
The possible security measures are represented by the four layers of social controls
and one layer of technical control. Through these layers of controls, we analysed the
social-technical system against the individual layers—that is, checking for ethical
controls applicable to the information which is stored, processed and communicated
by the system; likewise this kind of checking was done for all other layers, i.e. the
legal controls, administrative/managerial controls, operational/procedural controls
and mechanical/electronic controls. The development, organisation and management
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of these measures is referred to as IT or ICT security [Kowalski 1994]. This check
and analysis of possible security measures as represented by the SBC model against
the social-technical system resulted into the social-technical ICT security readiness
check list—presented in Chapter 6 of this thesis.

4.3.2 Employing the SBC Model
To achieve the above goals we employed a variety of strategies for collecting the
pertinent data from the social-technical system. The strategy involved two levels of
social-technical systems—that of national and organisational.

4.3.2.1

SBC at National Level

Having identified the good-to-have security issues as were discussed in Chapter 3 we
identified public actors at the national level responsible for the security issues
identified and the corresponding public activities signifying existence/absence of the
issues in question. A related study had already been performed for the European
Union countries [Doloitte, 2004] from which we adopted some parts, customised and
employed them in our study. In effect, this check was intended to check and analyse
policy issues and structural requirements at this level. Table 4-1 presents a mapping
of the public actors-public activities investigated. The layers of possible controls from
the SBC model were used in analysing the actual controls, i.e. the policy and
structural issues related to each layer were investigated.

4.3.2.2

SBC at Organisational Level

At the organisational level, a few organisations were selected as a representative
sample, and for these, the actual implementation of security measures were
investigated based on the identified good-to-have security issues. The actual low-level
security issues investigated were categorised based on the possible controls from the
SBC model. Then findings from these two social-technical system levels (national and
organisational) were compared and analysed to discern patterns, conflicts or accord.

4.4 The “good-to-have” Security Issues focused at the National Level
The ‘good-to-have’ security issues as discussed and presented in Chapter 3, are
regarded as the foundation upon which security in ICT can take some desired shape
and form in a given social-technical system. At the national level the following areas
of ICT security (see Chapter 3) were investigated:
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1.
2.
3.
4.
5.

security awareness and knowledge raising actions,
the promotion of best practice,
the practical handling of threats and incidents,
establishment of cooperation, and
supporting standardisation and interoperability.

4.4.1 Data Collection – National Level
Questionnaires formulated to capture the above information were developed (see
Appendix A and B) and distributed (in person) to some identified public actors
(national/governmental/public organisations). It appeared that different questions in
the questionnaire called for different actors depending on actual missions of a
particular actor and the role it plays towards the areas of ICT security identified. In
terms of social-technical system discussed in section 4.2 and presented in fig. 4-1
above, these questionnaires were attempting to capture the cultural and structural
readiness of the Tanzanian social-technical system. Thus, the public actors and the
corresponding public activities with regard to ICT security may imply a
representation of the structures and culture of the social subsystem of the fig. 4-1
above.
Data were also collected from the Tanzania’s educational system. For the Tanzania’s
educational system, curricula from some institutes offering computer/ICT courses
were investigated for ICT security content (more information on this is provided
below under public actors).

4.4.2 The Public Actors
The public actors as shown in table 4-1 consist of governmental organisations/public
organs tasked with specific roles and responsibilities. The selection of these public
actors was based on their roles; and the relevance of the roles to the ICT Security
Issues outlined above.
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Table 4-1: A mapping of ICT Security issues against corresponding Public actors
from which information were colleted showing some of the relevant activities
Actors and
Activities
ICT
Security
Issues

1. Creating
Awareness

2. Promoting
Best Practice

3. Handling of
Threats and
Incidents

4. Establishing
Cooperation
5. Standards and
Interoperability

Public actors
studied

Relevant public
activities

Data/information
Source used

TBS
COSTECH
The
Educational System

- Education programme
- Security printed matter
- Local Security websites
- InfoSec. workshops
- InfoSec. Seminars
- Security
guidelines,training

Questionnaires &
Public documents
Survey

TBS
COSTECH
TCRA

- Best practice standards
- Training and certification
- Accreditation and
Certification
- National standardisation
System entry

Questionnaires &
Public documents

TBS
COSTECH
TCRA

- Security policies
- Common approach
- Coordination of specific
actions, e.g. guidelines,
- Response centres
- CSIRT

Questionnaires &
Public documents

TCRA
COSTECH

- Local alert network
- Common national strategy
- Culture of security

Public documents

TBS
TCRA

- Adoption of standards
- Ready to use sec. modules
- security regulation and policy
- Security assessment
framework
- security in eGovernment

Questionnaires &
Public documents

Key:
TBS = Tanzania Bureau of Standards
COSTECH = Commission for Science and Technology
TCRA = Tanzania Communications Regulatory Authority
In relation to the social-technical system framework, the public actors may represent
structures and culture components in the social subsystem (see fig. 1-4 in Chapter 1).
The roles for each public actor are presented in details below to clarify the relevance
of their inclusion in the study:
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TBS: Tanzania Bureau of Standards (TBS) was established under the Ministry of
Industries and Trade by an Act of Parliament, The Standards Act No.3 of 1975 as the
National Standards Institute and became operational in April 1976. The Bureau was
established as part of the efforts by the government to strengthen the supporting
institutional infrastructure for the industry and commercial sectors of the economy.
Specifically, TBS was mandated to undertake measures for quality control of products
of all descriptions and promote standardization in industry and commerce. It was
subsequently renamed Tanzania Bureau of Standards through an amendment to the
Act by Act No.1 of 1977. The Bureau is a body corporate whose management and
control is vested in the Executive Council consisting of a chairman appointed by the
president and ten members appointed by the minister for Industries and Trade.
In broad terms and in the context of the aforementioned functions, the main
operations of TBS in order of priority are as follows:
•

formulation and promulgation of Tanzania standards in all sectors of the
country's economy. Priorities have been established for national standards in
the fields of textiles, leather, agriculture and food, chemicals and engineering

•

to implement the promulgated standards through a third party Standards Mark
Certification Scheme

•

to improve the quality of industrial products both for export and local
consumption through various certification schemes like pre-export / preimport inspection and testing, the tested product certification scheme and
quality system registration

•

to promote standardization and quality assurance services in industry and
commerce through training of personnel in company standardization, quality
assurance, quality improvement and laboratory techniques

•

to undertake the testing of product samples drawn by TBS inspectors in the
course of implementing standards (certification samples) or as requested by
manufacturers (type-testing samples)

•

to undertake calibration of industrial and commercial measuring equipment
and instruments in the areas of mass, length, volume, energy, temperature etc.

Among others, TBS is a member of the International Organisation for Standardisation
(ISO) and represents Tanzania in all international standards work. The bureau has an
established National Standardisation System through which national standards are
formulated. This system is based on the worldwide ‘consensus principle’ which works
through the use of technical committees. These committees draw members from all
stakeholder groups including industries, government ministries and institutions,
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research institutions, institutions of higher learning, business organisations and
consumers. As of June 2001, TBS had been able to finalise more than 600 Tanzanian
standards which include product standards, test methods, codes of practice and codes
of hygiene among others.
However, the findings from this public actor showed that to date, there have been no
operative standards, among the finalised standards, that have been developed to
address issues of ICT security.
The responsibilities of TBS as outlined above, qualified them for inclusion in the
study according to the study setup.
COSTECH: Tanzania Commission for Science and Technology - is a public
organisation with the responsibility of co-ordinating and promoting research and
technology development activities in the country. It is the chief advisor to the
Government on all matters pertaining to science and technology and their application
to the socio-economic development of the country.
COSTECH was established in 1986 by Act of Parliament No. 7 as a successor to the
Tanzania National Scientific Research Council (UTAFITI). It became operational in
1988. Through the Act, COSTECH has been empowered to include in its operations
the services of policy and decision-makers, and scientists who form its advisory
committees. All major National Research and Development (R&D) institutions are
affiliated to COSTECH.
COSTECH advises the Government on all matters relating to scientific research and
technology development in its capacity as the principal advisory organ of the
Government. As a science and technology “umbrella” organisation, COSTECH is
also involved in co-ordination and promotion of research activities in the country
All major national research and development institutes are affiliated to COSTECH.
Heads/Representatives from the affiliated institutions serve on the board of
COSTECH, which is commonly known as "the Commission". Members of the
Commission also include professors from national universities and policy makers
from Ministries of both Union and Zanzibar Government. The Commission reports to
a higher authority which is the Ministry of Science, Technology and Higher
Education. Therefore, the three main bodies which make up the Tanzania
Commission for Science and Technology are:
• The Commission
• Advisory Committees
• Secretariat
As far as possible, the composition of the Commission is supposed to have (a)
members representing all sectors of the economy (b) Deans/Directors of
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faculties/Institutes that deal with research activities and (c) Representatives from
Ministries that directly affect research activities in the country.
Given these responsibilities as outlined above, it was important to have COSTECH on
board in this study.
TCRA: The Tanzania Communications Regulatory Authority - is Tanzania’s
communications and broadcasting regulator. It was established under the Tanzania
Communications Regulatory Authority Act No.12 of 2003 which merged the
Tanzania Communications Commission and the Tanzania Broadcasting Commission.
TCRA became operational on 1st November, 2003 and has effectively taken over the
functions of the two defunct commissions. Specifically the Authority is responsible
for enhancing the welfare of Tanzanians through:
•

Promotion of effective competition and economic efficiency

•

Protecting the interests of consumers

•

Promoting the availability of regulated services

•

Licensing and enforcing licence conditions of broadcasting, postal and
Telecommunications operators

•

Establishing standards for regulated goods and services

•

Regulating rates and charges (tariffs)

•

Managing the radio frequency spectrum

•

Monitoring the performance of the regulated sectors

•

Monitoring the implementation of ICT applications.

Being a regulatory body in the communications industry, TCRA have a part to play
also in ICT security, already on the listed bullets the last bullet point is directly
relevant. Nevertheless, the structure of TCRA in executing its functions is divided
into five Departments as follows:
•
•
•
•

Office of the Secretary to the Board
Department of Information and Communications Technologies
Department of Consumer and Industry Affairs
Department of Corporate Resources Management
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•
•
•

Department of Broadcasting Affairs
Department of Postal Affairs
Systems Management.

The details of the activities of the “Department of Information and Communication
Technologies”, which is of more concern here, will be provided further on in this
chapter when we discuss the findings.
Tanzania’s Educational System:
Tanzania’s education system has grown from relatively simple structure to a complex
one. The system has grown from only one higher education institute (a university
college) in 1961 to more than 140 tertiary training institutions; out of which about
twenty (20) are higher education institutions. It has been noted that, many of these
have been duplicating one another’s course programmes and awards [TZ-NHEP,
1999]. This lack of planning and coordination has resulted in some drawbacks and
discrepancies as will be discussed below in the context of courses offered in ICT
studies—when presenting the findings.
The study set up for the educational system:
In studying aspects of the educational system, instead of using the developed
questionnaire sheets, a different approach was used to collect the relevant data from
the educational system. It worth noting that, Governments are expected to promote a
culture of security through education, training and awareness-raising activities, as
suggested in OECD [2002]. Where necessary, governments are encouraged to
establish a new policy or amend existing policy with regard to the protection of
information systems and networks, according to the nine principles included in the
OECD 2002 Security Guidelines. These suggestions underline issues to be addressed
by the government, since the education system is, in a way, managed by the
government through its ministries.
In view of the above, for an organisation to create, maintain and change its ICT
security culture, we took the stand that certain enabling factors and changes at the
national level would be instrumental and necessary as noted above. Taking a socialtechnical context of Tanzania, a study was designed to collect data (survey data) on
issues of ICT security awareness, knowledge and skills. The aim was to highlight and
analyse the current trends of ICT developments in Tanzania with respect to a
supporting ICT security human capital—i.e. the current status and efforts (symbolic
structure supporting acquisition of ICT security awareness and knowledge) towards a
culture of security.
Methodology, selection criteria, and data sources:
At the level of organizations; six training institutes offering ICT training and
education in the country were involved; where their training and education materials
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and programmes were scrutinized for aspects of ICT security content. Here, the
training institutes are regarded as symbolic structures responsible for provision of
awareness, training and education programmes in key areas of skills formation critical
to sustained development of ICT security knowledge and culture in the country.
A criterion for selection was to include institutes with training and/or educational
programmes on ICT. The prime target was on institutes whose programmes are
exclusively on ICT training and education.
Thus, data were collected from two computer training institutes, one university, one
institute of technology, one regional management institute, and one institute of
accountancy. The training and education programmes documents were obtained from
these and organizations and analysed for the patterns described above. These were
complemented by others institutes or universities whose curricular include ICT
studies in parallel with other fields of studies. At the national level, strategies and
policy documents regarding education and training were obtained for review.
The student population for the five institutes ranges between 350 and 1200 students,
while that of the university may go up to 15,000 students in total.
The collected data was then analyzed to unveil some trends or patterns, which are
then compared against some known examples of good practice in fostering security
culture. These primary data sources were, in addition, complimented by secondary
data sources from the literature.

4.5 Findings from Questionnaires and Survey Data
Below are the findings from the collected data. The data from the six educational
institutes is presented first, and then it is followed by data from the questionnaires and
other public documents from the public actors described above.

4.5.1 Data from six Educational Institutes Survey
The collected survey data was organised to indicate the status and trends of the
training and education programmes that are on offer to the general public based on
‘vendor-neutral’4 ICT security training and education programmes. The aim was to
find out whether the currents trends of ICT knowledge dissemination involves ICT
security knowledge, which as we have seen in the preceding chapter, is important in
fostering ICT security culture.
4

There might be other programmes tied to specific vendor, such as Microsoft Certified Systems
Administrator, or CISCO Systems’ equivalent of the same—these professional courses were not
targeted in the study.
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Table 4-2 shows the mapping of “other” or “non-security” ICT courses and modules
offered by the surveyed institutes and university against security courses and modules,
i.e. whether they include security modules. The ticks in the cells show the results of
what was found available for offer at different course levels.

Table 4-2: Overview of ICT security Courses among a full range of other ICT courses
on offer in the Surveyed Institutes
Course
level

Certificate
Others

ICT
Sec.

Advanced
Dip.

Diploma
Others

ICT
Sec.

Others

ICT
Sec.

Degree
Others

ICT
Sec.

Postgraduate
Others

ICT
Sec.

√

√

Institutes

CT1

√

CT2
IT

√

IM

√

IA

√

UN

√

√

√

√

√

√

√

√
√
√

√
√

√

Key: CT1 and CT2 are the two computer training institute; IT = institute of
technology; IM = the regional management institute; IA= institute of accountancy and
UN= university.

4.5.2 Discussion and Interpretation— six Educational Institutes Survey
As shown in table 4-2, there are only three occurrences of courses or modules bearing
ICT security issues among the wide range of IT courses offered by the surveyed
institutes and university; one at certificate level, one at advanced diploma level and
the other at postgraduate level. This can be a relatively small proportion, content-wise
and in context, when compared to the other courses in ICT represented in the table.
While the other ICT courses have almost occurrences in all levels of certificates, i.e.
from certificate level to postgraduate when all six institutes are combined; ICT
security courses appear only at advanced diploma and post graduate levels; and this is
only in three institutes out of the total six. These are: Advanced Diploma in
Information Technology (ADIT) at IA, and the actual module is ‘IT Security’ – taught
in the third year of study; Masters in IT (M.Sc.IT) offered at CT1, where the actual
module is ‘Security in computer networks’—this is more on technical security issues
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than social, if any; and the covered topics are— What is Network Security; Principles
of Cryptography; Authentication; Integrity; Key Distribution and Certification; Secure
E-Mail; Internet Commerce; and Network Layer Security (IPsec).
The last security course at post graduate level is offered at IM. On looking at its
details, it turned out to be an intensive short duration course, taking only three week
to complete. The contents are: overview of IT developments, security threats,
advanced risk assessment methodologies, advanced issues in Network and Data
communication security, risk matrix and control spreadsheets, formulating IT Security
policies and data protection acts, total computer security and control in an
organization. Whereas, the target group is: computer - based information system
managers, Data Processing/Operations Managers, Data-base administrators,
analysts/Programmers, auditors and End users who are responsible for preventing,
detecting and controlling disruptions, destructions, disasters, and unauthorised access
to computers and information systems. While this has positive effects, in that the
course content is more holistic—including social issues in security— the fee for the
three week course is on the higher side compared to other non-security IT courses.
The fee for this one is US$ 1800 compared to, between US$ 100 – 500 for different
modules of most of other IT courses at that level and for that duration. This could be
an important factor, strong enough to keep many of the prospective attendees away.
Referring to table 4-2, if we consider all possible occurrences for all institutes, at all
levels; then it would have been only three occurrences of ICT security courses out of
possible thirty; while the other ICT courses would have had sixteen occurrences out of
possible thirty. The Curricula of computer courses offered by one of the institutes
from certificate level to (degree) graduate level is provided in appendix D1 through
D5. In the included curricula, there are no modules for IT, ICT or computer security
courses despite the fact that the concerned institute deals with technology-oriented
fields among others.
Other IT courses (Non-IT security) are various and some are based on international
syllabi, whereby local institutes run the courses through accreditation arrangements
with external universities, mainly in the United Kingdom. Examples of courses are:
International Diploma in Computer Studies (IDCS), Bachelors in Computing and
Information Systems (B.Sc.), and International Advanced Diploma in Computer
Studies (IAD).
Generally, it is expected that there will be more students at undergraduate levels, e.g.
the mentioned ADIT on offer, than there would be in Postgraduate levels. And if
fewer students are enrolled into undergraduate levels then it is implied there will be
even far fewer students at postgraduate levels. To get the indication of the number of
students enrolled at undergraduate level for one of the surveyed institute, table 4-3 is
included to show statistics of enrolment for the past five years.

93

Table 4-3: First Year Students enrolled at Institute- (IA) between year 2000 and 2005
[Source: MSTHE, 2005]

Key:
M = Male students; F = Female students; T = Total.
Note: The highlighted row bears the course focused in the study.
Empty cell = the course had not started; ‘O’ = no students were enrolled.
MSTHE = Ministry of Science, Technology and Higher Education
On the limited data that we have, it seems there is a relatively low representation in
courses on ICT security compared to others, it may imply also that the competency
and awareness of security issues in this social-technical context is (equally) relatively
low. In table 4-3 the number of students enrolled for ADIT diploma has increased
merely from 31 students in 2001/2002 intake to 85 students in 2004/2005 intake. If
we make a rough comparison of that number (85 per year) with the Tanzania
population of around 36 million people—out of which, about 0.35 million use the
Internet and more than 2 million are cellular mobile subscribers [ITU, 2004; 2005]
and these statistical numbers increase significantly each year—the need for actions to
improve the situation observed becomes apparent.
The assertion made above is supported by the findings from other studies as well,
such as: the study on the state of practice of ICT security management in
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organisations [Bakari, 2005], in which five organisations were involved, and all five
rated low in many of the key issues required for a sound ICT security management
practice. Another study is reported in Casmir [2003] which dealt with development of
ICT security curricula for Tanzania and lastly, a country ICT survey for Tanzania
presented in Esselaar [2001].
Policy issues in the education system:
Although there is a policy at the national level (an element of structure in the social
subsystem); the National Higher Education Policy of 1999, there are still some
operational problems and challenges. It has been noted that demand for personnel
with higher education background have been on the increase both from the public and
private sectors. There has thus been a mushrooming of training centres and institutes
to cater for the increased demand. The mushrooming of such centres and institute
appears to have been haphazardly (encouraged) without proper co-ordination and
planning [TZ-NHEP, 1999].
In view of the above, most of the institutes offering training and education in ICT
studies are private; at times they seem to be driven by the prevailing market forces.
Hence there are courses that would attract many students, and these will be honoured
accordingly. It appears (from the findings) that, on the one hand there are far fewer
courses on offer for ICT security skills. Incidentally, this may be due to the absence of
sufficient knowledgeable experts and trainers in ICT security subjects, in the first
place; or equally, the lack of a general awareness of the importance of ICT security
issues. Yet, on the other hand; due to inadequate planning [Bennell et al., 1999;
Rutayuga et al., 2004; and TZ-NHEP, 1999] it seems no serious attempt has been
made to ascertain that the prevailing labour market demands (including skills in ICT
security) for both pre- and in-service training are met. Hence the ICT training
provision on offer is essentially supply-driven.
Thus the lack of personnel and resources to support information security education at
colleges and universities seems to be a prime reason. For this deficiency, the lack of
trained security experts is a result; which also may explain, or attribute to, the lack of
ICT security culture as implied further on in this chapter.
In conclusion, this subsection has attempted to address the human dimension in the
process of developing, implementing, attaining, and managing ICT security in
organisations and/or a nation by reviewing factors related to building a security
culture in ICT. The roles of awareness and knowledge of, and skills in - ICT security
issues towards a culture of security have been emphasised in the discussion and this
was further supported by analysis of some data collected in primary research
conducted in Tanzania.
The factors that contribute to building an effective structure for providing awareness
and training for ICT security are many and various, these may touch upon such issues
like- the overall education system of a country and other structures supporting it. In
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addition, for education and training to ensure sustainable development, it must be
responsive to the needs of the society, technological progress and globalization trends.
Design of training programmes must therefore evolve with time to reflect
contemporary demands and has to be based on thorough and proper training needs
assessment. Unfortunately, the study has revealed that these (forgoing) merits are
currently inadequate in the context studied.

4.5.3 Data from Public Actors – Questionnaire
Having presented and discussed the findings from the six surveyed educational
institutes, next in this level, are the three public actors, i.e. TBS, COSTECH and
TCRA; the findings from these are presented below:
TBS:
With regard to the ICT Security Issues outlined in section 4.4 above, TBS did not
report any tangible activity on any of the five activities listed. However, their
response to the questions (see appendix A) were affirmative; meaning that, TBS is, in
principle, supposed to contribute to, carry out or plan to carry public activities in
Tanzania with respect to the outlined areas of ICT security as captured on the
questionnaire sheet.
Thus, there are no standards for ICT security that are currently used, imposed by TBS
or recommended for use in the country—neither national standards nor international
ones. The same applies to certification schemes, there are none established for ICT
security at the time of this study. Nevertheless, the observed absence of relevant
standards as noted here does not preclude the fact that ICT security issues raised are
‘a matter of concern’ looked forward to by the TBS management. In the interview I
had with the Head of Engineering Standards Department, to whom I was assigned to
get help with the questionnaires, he mentioned that plans are underway to formulate a
‘technical committee for ICT security issues (refer to how TBS works in the
introduction above), e.g. standards and certification schemes. He attributed the current
lack of such a committee to the fact that ICT is a new phenomenon in the
environment, and apparently, he further asserts, “there are few qualified participatory
member from within the TBS and the public to form a working committee for ICT
security issues”. But the idea has already been conceived, what is lacking is enough
qualified members for the committee to be a reality. Table 4-4 summarises the TBS
relevance and findings in respect of the raised ICT security issues.
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Table 4-4: Summary of Findings from TBS
Relevance and
Activities
ICT
Security
Issues

1. Creating
Awareness

Public Actor
Relevance Area
(TBS)

√

3. Handling of
Threats and
Incidents
4. Establishing
Cooperation

√

5. Standards and
Interoperability

None

√

2. Promoting
Best Practice

Relevant Public
Activities Reported

Under planning – A
technical committee for
ICT security standards is
to be formed

None
Under planning – A
technical committee for
ICT security standards is
to be formed

√

COSTECH:
With regard to the ICT Security Issues outlined in section 4.4 above, it was not
possible to receive responses to the questionnaires from COSTECH due to some
problems. I went to the COSTECH head office to discuss and submit the
questionnaires—along with all necessary clearance documentation I would have
needed—such as research clearance, etc—but still the effort was not a success. After
being assigned an officer to handle my issue, we discussed the issue at hand and, in
the end, I was given an appointment to return on a later day, which I honoured. But
then on reporting to the officer on the later day, I was given yet another appointment
to return on another day, which of course I did.
Finally, on my last appointment day, when I reported to the officer he was
sympathetic that by then, my issue had not received a definitive ‘go-ahead’ and thus,
nothing has been done so far by then. While we were discussing a way forward given
the mentioned snag, he made a comment that I think it worth discussing here, he said:
“You know the problem is; we, at COSTECH, are used to receiving students who
come to seek research clearances5, for them to go and carry out their research

5

COSTECH is the lone organisation assigned the role of research clearing house as part of research
coordination. It is responsible for issuing research clearances for all research projects conducted in
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elsewhere in Tanzania. But this time, you (referring to me) already have a research
clearance and you want to do your research on us (COSTECH)”. At last I was,
again, told to go; and he promised to send the results when they were ready. I made a
follow up after some time to no avail.
What I could read from his comment was that: despite the obvious goals expressed in
the questionnaires and personal clarifications I made, they (COSTECH) seem to be
not sure of the actual use intended for the information requested from them and thus,
apparently, they seemed reluctant in responding. Probably to protect themselves, in
that, may be they thought, by providing such information it would have exposed some
obvious gaps in addressing an apparent obvious problem under their constituency; or
simply there was nothing related to report on, and thus they tend to be reluctant to
admit just that. In relation to the main theme in this thesis— changes in socialtechnical systems, this very incident, shows us how rigid the culture and structures
can get, even in the face of an urgent requirement to change. It worth noting, that
COSTECH is characterised as a structure component in the social-technical system at
national level as discussed in earlier chapters. Now with such a rigid culture, as can
be inferred from the comment made: “we at COSTECH are used to…” even the
anticipated changes in culture and structure seemed necessary for ICT to be
effectively accommodated in the system, as was revealed in the previous discussions
in this thesis, may take a relatively long time to happen. Incidentally, COSTECH as a
structure is made up of people with different capacities; the officer I spoke to, was one
of them—part of the structure decision engine.
Given the obstacle described above, we had to look for an alternative, —not an
alternative COSTECH—but alternative method of getting the needed information. As
noted previously, it was desirable to have COSTECH on board given their roles and
responsibilities in general, and with respect to ICT as a technology artefact. Thus we
had to seek and rely on public information regarding activities of COSTECH, and the
results presented here, are based on that. The public information for COSTECH was
obtained from their web site [COSTECH, 2006]. Table 4-5 present the summary of
potential activities found related to COSTECH.

Tanzania. However, the University of Dare s Salaam is also empowered to offer the same for its staff
and students on behalf of the government and COSTECH.
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Table 4-5: Summary of Findings from COSTECH
Relevance and
Activities
ICT
Security
Issues

Public Actor
Relevance Area
(COSTECH)

Relevant Public Activities
Reported

1. Creating
Awareness

√

2. Promoting
Best Practice

√

None

3. Handling of
Threats and
Incidents

√

None

4. Establishing
Cooperation

√

5. Standards and
Interoperability

√

- ICT training for capacity Building
- Promote application of science
and technology through R&D

- Set out Research priority areas
for the government
- Provides research clearances
- Research promotion and
Coordination
- Plan for national research registry
is underway

None

The activities observed at COSTECH are not directly related to the ICT security
issues investigated. For example the ICT training offered by COSTECH is just on
general computer basics and Internet, such as the International Computer Driving
Licence (ICDL) with no specific security content. However due to its role capacity to
set out research priority areas for the government of Tanzania, and to coordinate
research activities, COSTECH stands a good possibility of expanding to
accommodate and address the raised security issues. It seems at the moment ICT
security is not an issue high-up in their priority agenda, hopeful it will soon be.
TCRA:
With regard to the ICT Security Issues outlined in section 4.4 above, TCRA has some
ongoing tangible activity slightly related to some of the five activities listed,
especially on the regulation and standardisation fronts. The regulations and standards
defined by TCRA are constantly changing by being adjusted, altered, modified or
reformed—as deemed necessary—to accommodate rapid technological changes
taking place in ICT; e.g. the convergence of the telephone, television and the PC.
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With respect to social-technical system stability, TCRA presents a good example of
the desired structural and cultural changes, although these changes are not
specifically and entirely related to ICT security. The current set of regulations was
introduced in 2001, but there have been several changes and new entries since then.
New regulations for various aspects of telecommunication and broadcasting were
release in 2005 [TCRA, 2005]. For these changes they argue that the former
regulations may have been appropriate in the traditional markets which emerged from
the days of monopoly, but are not today, considering the environment which operates
in a market which is governed by laws of competition and products of converged
technologies.
Structure-wise TCRA has in place a special department that handles matters related to
ICT—the Department of Information and Communication Technologies (DICT). The
relevant activities reported from this department are summarized in table 4-6.
Table 4-6: Summary of Findings from TCRA
Relevance and
Activities
ICT
Security
Issues

1. Creating
Awareness

Public Actor
Relevance
Area
(TCRA)

Relevant Public Activities Reported

- Promote ICT awareness in the country
- Promote universal access of ICT services

√
-Test, approve, register and inspect

2. Promoting
Best Practice

√
3. Handling of
Threats and
Incidents
4. Establishing
Cooperation

installations and equipment regulated
by the Authority
- Use of regulatory mechanisms to enforce
conformity on ICT infrastructure
- Process development of content and monitoring
ethics in ICT sector

√

√

None
- Facilitate co-operation and efficiency in
use of capacity of existing and planned
infrastructure
- Collaborate with other regulatory authorities
and entities responsible for ICT matters at
the regional and global level
- Co-ordinate e-technology applications in the
Tanzania
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5. Standards and
Interoperability

√

- Technical standards for
telecommunication equipments and
services
- Harmonise functions of cross cutting issues of
ICT in the country
- Develop code of conduct and standards for radio
communication operators;

Although for TCRA there are a number of reported relevant activities, these activities
are relevant in the sense that they provide some room to accommodate the ICT
security issues investigated. Nevertheless, the reported activities in table 4-6 in
themselves do not involve security functions directly; of which we believe would
have been possible. For instance, if a particular standard has been specified for a
certain communication equipment then it is easier to specify security standards for the
same; or, if a particular equipment or service is regulated by performing approval,
registration, testing, and inspection—then it would have been easier to do the same
for security functions specified along those lines. The same applies to other reported
activities in table 4-6.
However, the current regulation structure priorities are focused on services and
equipment at infrastructure level that require licence prior to their use in Tanzania—
mainly for general control requirements and government revenue collection, e.g.
tariffs controls, users protection, etc—which also is necessary for general socialtechnical system stability. Nevertheless the system might not be stable with respect to
security, since its functions are not included, as discussed in Tarimo [Tarimo et al,
2005].

4.5.4 Discussion and Interpretation— Public Actors Questionnaire
Thus, it is implied that none of the three public actors had any activity that is directly
related to the ICT security issues raised in the questionnaires at the time of the study.
However, some activities were reported as being under future plans, e.g. the
formulation and adoption of ICT security standards, such as ISO 17799. The findings
may imply that the social-technical system studied is inadequate of the raised ICT
security issues. At the national level, this inadequacy might be attributed to the
absence of relevant policies and directives for addressing the investigated ICT
security issues.
As it has been noted in the discussions under subsection 4.5.2, the public actors at the
same time serve the purpose of structures component in the social-technical
framework. As pointed out in the discussion, although no direct and active public
activity has been reported, still, each of the studied public actors has the potential to
accommodate some of the ICT security issues investigated. Thus, with respect to fig.
4-1, the structural readiness of the social-technical system against these issues can be
said to be relatively low.
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4.5.5 Data from Public Actors – ICT Policy and other Public Documents
On further qualification of the observed state that has already been exposed so far in
the chapter, we sought data from other sources apart from the questionnaires and
surveys as explained above to compliment and qualify the information that we already
had. In this subsection a discussion is given based on authoritative government
documents, e.g. the ICT policy [TZ-ICT policy,2003] and comments and notes from
authoritative figures in the government published as newspaper articles. With these
documents, SBC is used to impart a particular structure to an otherwise historical
narration or report document, and thus make further inferences possible in support of
the observed state as presented in the preceding subsection. Four different documents
were employed - The National ICT policy of Tanzania; and three newspaper articles
that were found relevant to the ICT security issues investigated. The heading for the
newspaper articles are:
•
•
•

Korean Instructors run courses on combating cyber fraud
Simba Technologies launches new IT course, and
Computer tricks were used in PMO’s 300m/- theft—police officer

4.5.5.1

National ICT Policy – Tanzania

We start the discussion by presenting some issues noted in the said policy [TZ-ICT
policy, 2003] as - policy issues, objectives, and challenges. With respect to issues
addressed in this thesis, below are excerpts extracted from the policy and arranged
into 12 points. Some of the points have been extracted from a single passage, while
some were extracted from different passages throughout the document; but found to
be related. These related points from different passages were combined. This
combination is indicated by triple dots (…) between sentences. Some key points and
statements (in regard to the study reported here) have been italicised.
It has been noted in the policy that:
1. “The current Tanzania ICT situation requires urgent steps to enable
Tanzanians to participate meaningfully in the knowledge economy,
recognising that Tanzania has low levels of human capital development, local
content creation, ICT infrastructure and access, which together lead to high
costs of participation. The dangers posed by the digital divide, and the risk of
being excluded further from the knowledge economy and social development,
has propelled the Government to put in place a policy framework through
which coordinating mechanisms and harmonized strategies might be
nurtured. This policy framework makes it possible for “enabling sectors”
(such as telecommunications, information, or broadcasting) to work together
whereby “enabled sectors” (such as education, health, governance, or
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agriculture) can become further empowered through the appropriate
development and application of ICT”.
2. “ICT is both cross-sectoral and a sector in its own right… Tanzania’s ICT
environment is lacking a focused ownership and visionary leadership that
takes into account the multi-sectoral nature of ICT itself. Initiatives are
fragmented, and sometimes duplicated, with loss of synergies and exploitation
of economies of scale”.
3. “In addition to developing and implementing an ICT policy, other relevant
sectoral policies and their related institutions and regulations must
accommodate ICT and its multiple convergences. It is also necessary to
review existing legislation, thereby enacting requisite changes while
introducing new legislation to create the appropriate legal framework within
which this policy will be implemented”.
4. “Tanzania achieved notable progress in deploying ICT”… “There is
sufficient evidence that several large organisations and companies make
extensive use of networked computers”
5. “The lack of an overall policy and poor harmonisation of initiatives, have led
to random adoption of different systems and standards, unnecessary
duplication of effort, and waste of scarce resources”.
6. “This policy has articulated ten
Tanzania which include strategic
Industry; Human Capital; Legal
Sectors; Service Sectors; Public
Access”.

main focus areas in harnessing ICT in
ICT leadership; ICT infrastructure; ICT
and Regulatory Framework; Productive
Service; Local Content; and Universal

7. “Tanzania has a small emerging skilled capacity to support the ICT industry
in terms of developing, selling or supporting hardware and software”… “In
general, there is a shortage of well-qualified professionals of ICT in Tanzania.
There is also no well-established ICT professional profiles, and a
standardised process of evaluation or certification of the different courses
offered by various training centres is lacking”...“The supply of IT
professionals is considerably less than current demand, especially in the
areas of higher skills and experience”… “Other choices are needed on the
priorities of realigning the educational and vocational training pipelines to
meet the needs of our labour markets”.
8. “Currently very few educational institutions have computer laboratories and
other multimedia facilities. These facilities are more in private schools than
in public schools. At universities and other institutions of higher learning, few
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computers are available for use by students and academic staff. However,
they are not enough to meet the demand”.
9. “There is an official Secondary School Computer Studies Syllabus for Forms
I – IV developed in 1996 and issued in 1997. It is out of date with respect to
the evolution of technology since the early 90`s. However, only a few
students have taken these courses so far. The lack of a programme for
training teachers on computers and other multi-media utilization has been
identified as a major reason for slow take up of computer studies in primary
and secondary schools. In this respect, private schools are far better than
public schools”
10. “The legal framework does not provide adequate safeguards to create an
environment of trust for e-business transactions to take place”.
11. Various arms of government have made significant progress in deploying ICT
in e-government solutions… In the category of e-government, several
departments are transforming their operations by deploying ICT. However, no
mechanisms exist for ensuring that these major initiatives are coordinated or
developed within a holistic strategic government plan.
12. “Globalisation and the pervasiveness of the Internet have given rise to new
types of needs, rights and vulnerabilities. For secure electronic transactions to
occur, an environment of trust must be created and sustained through the legal
and regulatory apparatus. Cyber criminals around the world are constantly
seeking loopholes through which to perform illegal or illicit businesses. Any
country that has inadequate cyber-law is essentially offering a safe-haven for
cyber-criminals to act with impunity. Tanzania needs to create and sustain a
secure cyber-law environment, in addition to already existing legislation,
before any significant new developments can emerge in ICT related
services… Policy objectives - Ensure that Tanzania does not become a haven
of cyber-crime… Policy challenges - Mould the present legal framework and
related institutional infrastructure, as it is not yet conducive to ICT
development and application; Address the inadequate regulatory capacity,
especially in the face of convergence of networks and services; enacting
specific and effective legislative instruments on privacy, security, cyber
crimes, ethical and moral conduct, encryption, digital signatures, copyrights,
intellectual property rights and fair trade practices… Establishing safeguards
on data systems to protect the privacy of individuals whose personal data is
held, and the confidentiality of information about entities and activities as
relevant.
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4.5.5.2

Analysing the Twelve Points from Policy excerpts

The statements outlined in the list of points above, were considered true and relevant
as of the period before and up to year 2003 when the policy was endorsed and
published. It is now three years since the policy was endorsed and some of the
statements as captured above remain to be entirely true, for example point no. 1: “The
current Tanzania ICT situation requires urgent steps to enable Tanzanians to
participate meaningfully in the knowledge economy” in that not much has changed
since then. The same applies to point no.7 that: “The legal framework does not
provide adequate safeguards to create an environment of trust for e-business
transactions to take place”—the legal framework was (in 2003) and still is (in 2006)
inadequate in meeting e-commerce trust and security demands. Points no. 2 and 4 also
are still true. However there are some changes (not entirely though) with regard to
point no. 3 in the list, in that a structure has been formed—the TCRA (see subsection
4.4.2) tasked with the matters of regulation among others; and point no. 5 which
raised the need for policy, of which it was developed—[TZ-ICT policy] and the
contents of which are expressed in point no. 6. There are other minor changes in other
points in the list as well but these are beyond the scope of our study.
Incidentally, the research work reported in this thesis can be an instance of the policy
statement italicised at the end of point no. 1 i.e.—the appropriate development and
application of ICT— and as an initial step in addressing the italicised policy statement
made at the beginning of point no. 12—“Globalisation and the pervasiveness of the
Internet have given rise to new types of needs, rights and vulnerabilities. Here, ICT
security is an aspect considered necessary in making appropriate development and
application of ICT so as to manage and control the issues raised in point no. 10 and
12.
This management and control can be provided using the SBC framework.
Alternatively, the social-technical framework (refer to fig. 4-1) would help in
holistically addressing the issues raised in point no. 2, 3, and 11.
With regard to the findings from public actors questionnaires—TBS, COSTECH, and
TCRA—and the six educational institutes’ survey, the twelve points listed above have
a relevance in support for the findings presented in section 4.5 onwards. For instance
the statement made in point no.5 confirm the findings related to ICT security
standards and its lack thereof. The same is true for issues of awareness as captured in
the questionnaires and the six institutes’ survey, in which case, the observed
awareness issues could be explained in the view of the statements made in points no.
7, 8, and 9.
In terms of security controls, the policy statements made in points no. 10 and 12 can
be related to the SBC model (see fig. 4-2) in this way: Point no. 10 relates to, and can
be controlled by, aspects of the legal/contractual/political layer of the model; while
point no. 12 relates to, and can be controlled by employing all layers of the model—
social and technical layers. It worth noting that the said policy was not specifically for
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security—i.e. ICT security policy—thus not all statements captured in the listed
points may apply.

4.5.5.3

Analysis of News Article 1

“Korean instructors run courses on combating cyber fraud”
Published date: 2005-12-28 09:01:29
By Mgeta Mganga
1. The government of Tanzania has started to take special initiatives to control
technological crimes by improving its legal system and investigation
techniques.
2. Technological crimes have been continually increasing in the country,
especially in the banking industry. Banking fraud has become a common
global problem especially in developing countries.
3. To control fraud, the government of Tanzania in collaboration with the
government of Korea, has started a training program that offers an
opportunity to comprehend the cyber crime threat and effective ways to do this
including improvements in the legal system and investigative techniques.
4. One of the officers from the ministry of home affairs, Maira Makori, who
recently attended the training in Korea under the same program, told the
Financial Times that the program intends to control frauds and all related
problems in the country as the government of Korea does.
5. He said the training includes recognition of the emerging threat from Internet
dealing with related problems, learning cyber crime related investigative
techniques, comparative study, analysis of the current situation, and problems
on international cyber crime investigation and how to share experience and
knowledge of different environments.
6. Furthermore, he said under the same program more Tanzanians, and both local
and foreign investors, would benefit since the program intends to protect them
and their property.
7. He said the Korea International Cooperation Agency (KOICA) sponsored the
training through Alumni Association of Tanzania (KAAT), which is the
association made up of Tanzanians who studied in Korea.
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8. To date, more than 70 Tanzanians have benefited from the same program in
different courses, including telecommunication network design, business
management, rural development, construction, technology, environment
protection, trade promotion strategy, science and technology policy, economic
planning, and industrial development.
9. The ambassador of the Republic of Korea, Dr. Soon Chun Lee, said that the
formation of KAAT is one of the great efforts spearheaded by the government
of the republic of Korea in bringing the people of Tanzania and Korea
together.
10. He said through KAAT, members of the two countries would be able to
exchange their experiences and link its members with other members from
alumni in other countries.
11. On his side, the Minister of State in the prime minister’s office policy,
William Lukuvi, said that the idea for the formation of KAAT is very
recommendable and he urged KAAT to link with other alumni members in
other countries so as to strengthen their networking that would help them to
acquire knowledge and experiences that will help to alleviate poverty among
the general population. SOURCE: Financial Times [TimesNews, 2005]
Important points for noting from the article are the following:
•

The level at which the problem is being addressed—at government or
national level as can be seen in passage no. 1 and 2; and the status of
the personalities involved as can be seen in passages no. 4 and 11. The
level and the personalities signify that addressing ICT security
problems is now a National problem.

•

Passage no. 2 indicates that in reality, technological crimes are
increasing—provides another dimension of justification and validation
of the problem

•

The stage and content of the control initiative—in passage no. 1 it is
implied that the control process has just started at government level to
address technological crimes. It seems legal controls—legal system;
and procedural controls—investigation techniques—are seen as
necessary to begin with (refer to the possible layers of security controls
defined by the SBC model fig. 4-2). Incidentally, it appears that the
lack of investigation techniques is really a problem for now, as will
further be shown in the third news article.

•

With respect to the ICT security issues investigated, the whole issue
reported in this article contributes to Awareness raising activities,
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while the passages no. 3—collaboration, and no. 5—sharing of
experiences—are related to the issues of establishment of cooperation
(see section 4.4). However, since there is no coordination of activities
and initiatives like these, as noted in the ICT policy presented in
subsection 4.5.5.1, its sustainability is hard to guarantee.

4.5.5.4

Analysis of News Article 2

“Simba Technology launches new IT course”
Published date: 2006-01-25; 07:33:26
By Mgeta Mganga
1. A firm located in Dar es Salaam, Simba Technology will soon introduce a new
course into the market that intends to upgrade information technology skills
for competence, effective and efficient performance among IT professionals.
2. The new course, known as Certified Information Security Manager (CISM)
and Project Management, is a course that will give Tanzanian professionals an
edge in the international market.
3. The organization is fully geared to provide quality education, as part of
capacity building that will enable workers in any organization to achieve
success in the computerization system.
4. Convergence of IT with other professions is certain, and those professionals
who do not take the self-initiative to upgrade their IT skills will be left behind
in what has become a highly challenging market.
5. Speaking in Dar es Salaam recently, Managing Director for Simba
Technology, Venugopal Jayatheerthan, said that the IT training division of
Simba Technology, in collaboration with NBAA, intends to improve the level
and working capacity of accountants, auditors, financial analysts, IT
professionals and IT security experts in the country.
6. In addition, he said the Certified Information Systems Auditor and Certified
Information Security Manager course is designed to assess and certify
individuals in the information systems, audit, control, and security profession.
7. A part from that, it aims to develop an exceptional skill and judgement
capability that helps control any organization.
8. Speaking on behalf of the National Board of Accountants and Auditors
(NBAA) Executive Director, NBAA principal administrative officer, William
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Mamuya, stressed the importance of IT for every professional and especially
for accountants and auditors since they deal with sensitive financial data.
9. ’’Today it is mandatory for you to know IT for the benefit of your
organization, and the nation at large,’’ he added.
10. On his part, Program Director of Information Systems Audit and Control
Association-ISACA local chapter Tanzania Boniface Kanemba commended
the role of Aspiration for spreading the message about CISA and ISACA.
11. He said today in Tanzania there are more than 44,000 professionals who have
earned the CISA designation and 31,000 candidates registered for the CISA
examination during the year 2005 alone.
12. Last year, many reputed organizations, including Vodacom, Tanzania
Harbours Authority, Stanbic Bank, and CRDB got their executives trained on
Certified Information Systems and Audit-CISA at Aspiration training center in
Dar es Salaam.
13. A large number of professionals from banks, financial institutions,
government ministries and agencies, and the corporate world attended the
seminar. SOURCE: Financial Times [TimesNews, 2006]
There are some important points for noting here as well. As a mater of introduction,
Simba technology is a private company which has ventured in training as exposed in
the article. It was noted in the ICT policy (see subsection 4.5.5.1 point no. 8) that
private schools and training institutes are well equipped in comparison to those owned
by the government, e.g. in terms of computers and other such inputs. The following
points from the passages above are noted:
•

The course planned to be soon introduced has to do with ICT security directly
(CISM) and relatively, it is ‘brand new’ to the environment—“introduce a new
course into the market”—passage no. 1 and 2. It is alarming to note that,
already there is a considerable number of professionals in Tanzania who have
earned CISA and more are aspiring for it, also a local chapter of ISACA
(passage no. 10) already exists in Tanzania; while for security professionals, it
is a ‘brand new’ course in the market—which in part may be in support of the
findings discussed earlier on ICT security issues in the Tanzania socialtechnical system. If we ask ourselves, why other professional courses are on
the advanced stage while others, like security, which may be equally
important, are not? With respect to CISA, the most probable answer may be
the fact that CISA and the like, operates in an area that is well regulated in
Tanzania environment like the financial auditing, assets, and so on; thus there
is a legal incentive or liability—to perform or else face the legal
consequences. Unfortunately for security such an incentive is currently
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lacking, and the tendency of depending on the incentive brought about by the
probability of facing security risks alone seems to be not good enough to make
things on the security front move forward. Incidentally, even a national ICT
security policy is nonexistent at the moment.
•

The private company, in its initiative has involved NBAA, which is
considered as a structure component in the social-technical system of
Tanzania—passage no. 5 and 8; and thus it might get a much wide scope in
that specific speciality.

•

With respect to the security issues presented in section 4.4, this article relates
to, and is in support of, awareness raising activities. In addition, the proposed
CISM and ongoing CISA are related to, and in support of, aspects of
promoting best practice.

4.5.5.5

Analysis of News Article 3

“Computer tricks used in PMO’s 300m/- theft: police officer”
Published date: 2006-01-01; 09:55:09
By Correspondent Timothy Kahoho
1. An investigator from the Tanzania Police Force, Assistant Inspector of Police
Mataba, has told a court in Dar es Salaam that the theft of over TShs. 300
million from the Prime Minister’s Office (PMO) occurred by using the
computer technology connected to the Ministry of Finance.
2. He was speaking last Thursday in the Kisutu Resident Magistrate’s Court,
while answering a question from the defence counsel, Barnaba Lubuwa, who
represented the first accused person, Mr. XX
3. The ‘accused’ has been charged with theft that allegedly occurred in 2001,
alongside eight other individuals.
4. The prosecution witness from the Central Police Station of Dar es Salaam
claimed before the Resident Magistrate (RM), Emmanuel Safari, that during
his investigation of a theft of TShs. 322,431,000 from the said office, he
discovered a computer programme known as Integrated Financial
Management 50 (IFM50) connecting the Treasury.
5. “There is a computer programme called Integrated Financial Management
50, which enables a person in the Treasury to read payment preparation
undertaken in the Prime Minister’s Office,’’ Mataba said in his testimony
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before the trial magistrate against the ‘accused’, following the question from
Advocate Lubuwa.
6. The ‘accused’ has been facing the criminal case together with eight others.
7. The Police Officer was guided in giving his evidence before the trial
magistrate by State Attorney (SA), Eveta Mushi, assisted by a Public
Prosecutor (PP), Inspector of Police Gaudianus Kamugisha, and then crossexamined by Advocate Lubuwa on behalf of the ‘accused’.
8. All the accused persons were brought to Kisutu Court to face Economic
Organized Crime No. 2 of 2004, charged with a total of 94 counts, ranging
from conspiracy to defraud the money of the United Republic of Tanzania
between May and August in 2001, forgeries of various payment vouchers and
cheques until they succeeded to steal the monies.
9. In his testimony before Magistrate Safari, Mataba said he was among those
who investigated the theft of the monies in the PMO from the preparation of
the payments through Payment Vouchers (PVs) up to when the documents are
referred to the Ministry of Finance for preparation of cheques of the
authorized payments.
10. The investigator said payments are raised in the PMO by the Chief Accountant
using PVs after getting directive from the Chief Administrator he then posted
in the computer.
11. However, he alleged that after that, Examination Officer verifies the payments
and returns them to the Chief Accountant for him to stamp an Electric Seal on
the PVs.
12. He further said that after stamping the seal the PVs are forwarded to the
Treasury for writing the cheques in accordance to the amounts paid.
13. “The Chief Accountant has no power to create payments but he has only a
right to prepare payments after getting directive from higher level,” he said.
14. When asked if he had direct evidence against the ‘accused’ for having forged
documents used to steal the monies at the Treasury, he replied that he didn’t.
SOURCE: Sunday Observer [ObserverNews, 2006]
While the first two news articles were reporting initiatives to control
technological crimes by introducing relevant courses in ICT security, the last
article is reporting on the actual security breach which took place in 2001. The
following points are noted:
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•

That, security threats as addressed in this thesis for the studied
environment are real—as evidenced in the passage no. 1 Note: 300million
Tshs was (in 2001) approximately equivalent to 300,000 US$

•

According to the news heading, it was the discovery of ‘what’ was used—
computer tricks—that made news and not the ‘how’ it was used which
would have provided further insight and probably the needed evidence for
prosecution. The same is confirmed in the narrations in the article.

•

Apparently, the police officer who investigated the case was able to follow
and analyse all the manual procedures involved in making the concerned
payments. It seems he found no problem with the involved manual
procedures until the process got to a computer interface—he just
discovered that there was a computer program connected to treasury with
capabilities for reading payments made; and for which he had no further
knowledge as evidenced with his reply in passage no. 14. The lack of
further knowledge on the part of the police investigator signifies the lack
of computer forensics capability in the social-technical system. In the news
article 1, discussed above a move was being put in place to address this
deficiency as captured in passage no. 1 of that article that: The government
of Tanzania has started to take special initiatives to control technological
crimes by improving its legal system and investigation techniques.

Apart for the notable points made above, the SBC model is used here to classify
security weaknesses which can be discerned from the court proceedings’ narrations.
The classification is shown in table 4-7.
As can be seen in the table below (table 4-7), the reported theft was made possible by
inadequacy in social and technical crime prevention controls. Social crime prevention
inadequacies could be due to weaknesses in the administrative/managerial controls or
operational/procedural controls. Since the narration did not provide further details of
the crime, no further information can be deduced. Technical crime prevention
inadequacy could be due to weaknesses in the mentioned IFM50 application or the
operating system on which it runs.
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Table 4-7: The SBC Classification of the Reported Computer Crime
Classification of
Inadequate Computer
Crime Prevention
Measure
SOCIAL

Inadequate Protection
Measure as per SBC model

Reported Source of
Security Breach

Ethical/Cultural

Conspiracy

Legal/Contractual

TECHNICAL

Administrative/Managerial

Forgery

Operational/Procedural

Forgery

Mechanical/Electronic
IFM 50 –application

Application
Operating system

Inadequate computer
forensics-capability

Hardware

From a social-technical system perspective (see fig. 4-1), there is an implicit
inadequacy in the police force—a structure component of the system at a national
level—in that it is lacking in computer forensic capability—no evidence could be
provided by the police investigator (see passage no. 14 of the article). To achieve the
computer forensics capability in the system, may involve the methods component—
investigation techniques—and the machine component, in case a machine hardware or
device would be necessary in carrying out the investigation. For the organisation that
was robbed, its social-technical system is lacking adequate administrative and
operational controls and at the same time its IT systems may have vulnerabilities that
allow forgery to take place and disappear without trace. Nothing was said about other
layers of SBC controls; hence probably they were satisfactory in the social-technical
system.

4.5.5.6

Discussion and
Documents

Interpretation

–

Policy

and

other

The analysis of ICT policy and the three published newspaper articles can be placed
in a context of ICT security - strategies, initiatives and practical problems. The need
for ICT strategies was underlined in the analysis of the national ICT policy, in that,
the policy had identified a number of hurdles standing in the way of general ICT
development in Tanzania. The noted problems are:
• A shortage of well qualified professionals of ICT in Tanzania
• No well established ICT professional profiles
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•
•

Lack of standardised evaluation mechanism for ICT training currently taking
place in Tanzania
No coordination of major ICT initiatives taking place in Tanzania, both at
national/government level and private/organisational level.

The list of hurdles above is generally applicable to ICT development status of
Tanzania [TZ-ICT policy, 2003]. With respect to ICT security at the national level,
there is no National ICT Security policy; and thus ICT security initiatives, if any,
would most probably suffer from lack of focus, anchor and coordination—from the
national level, down to organisational and individual levels. ICT security as an
instance of professionalism would be affected by the four hurdles listed above.
Consequently the provision of focus, anchor, and coordination to guide and nurture
ICT security initiatives would be part of the solution, whereas addressing the hurdles
outlined above would be the other part of the solution for the social-technical system.
That said, the current ICT security focus at government level seems to be on legal and
regulatory, this was highlighted in the national ICT policy as well as in the news
paper article 1 discussed above. As there is no anchor—a National ICT security
policy—from which to hung ICT security initiatives, e.g. provision of needed
coordination, definition of security standards, provision of awareness, education and
skills, and so forth; the ICT security initiatives remain to be random, fragmented,
duplicated at times, and uncoordinated.
As for ICT security practical problems, as noted in newspaper article 3, there is a
need for a holistic view. It has been shown in table 4-7 and in the analysis and
discussion presented thereof (see subsection 4.5.5.5) that a crime like forgery in a
system that involves computer processing, might happen due to inadequacies in
several parts of the system. Thus, imperatively, it is only by taking a holistic view that
the problem can be minimized or controlled as was extensively discussed in Chapter
3.
In concluding, the analysis of the National ICT policy and other public documents has
shown that there are public activities in relation to awareness raising activities and
promotion of best practice. Furthermore; it has been revealed that, along with the
noted ongoing public activities in support of ICT security issues presented in section
4.4, there are problems related to national strategies, e.g. national ICT security policy;
coordination of ongoing ICT security initiatives, and a shortage of well qualified
professionals in ICT security.
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4.5.6 Summary of Findings at the National Level
The summary of findings at the national level with respect to ICT security issues
raised is a combination of the findings obtained from the data collected from public
actors, questionnaires, six educational institutes survey, and ICT Policy and other
public documents analyses. Table 4-8 presents the summary of the findings at the
national level.

Table 4-8: Findings Summary from Data collected at National Level
Public Actors/Policy
TBS

COSTECH

TCRA

ICT Security Issues

Creating Awareness
Promoting Best Practices

None

Potential

Potential

Planned

None

Some
activity

None

None

None

Potential

Potential

Planned

None

Handling of Threats and
Incidents
Establishing Cooperation
Standards and
Interoperability

Six
eductn.

ICT Policy
&

Institutes

News
Articles

Some
activity

Some
activity
Some
activity

Some
activity

Key: An empty cell along a public actor/Policy column implies that the security issue
was not relevant;
Potential = signifies some activities were reported, but that are not directly relevant to
the security issue (see discussion under subsection 4.5.3 and 4.5.5) and there is a
likely room for accommodation of the issue if changes towards that are made;
Planned = relevant activities that were in planning stage at the time of study;
Some activity = there has been some reported activities towards a specific security
issue, but which are not entirely addressing it.
Further discussion related to the summary presented in table 4-8 is presented in the
next subsection where we evaluate an approximate score of the social-technical
system at the national level.
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4.5.7 The overall Score at National Level
Now that we have a summary of all the activities at the national level as presented in
the proceeding section, we will now evaluate the approximate score at this level based
on the findings we have gathered. If we ignore all the activities indicated in table 4-8
cells as ‘planned’ or ‘potential’, then we would remain with only cells indicated
having ‘some activity.’ Table 4-8 would now take the format shown in table 4-9
below

Table 4-9: Eventual Reported Activities at National level
Public Actors/Policy
TCRA

Six
eductn.

ICT Policy
&

ICT Security Issues

Institutes

News
Articles

Creating Awareness

Some
activity

Some
activity

Promoting Best Practices

Some
activity

Some
activity

Handling of Threats and
Incidents
Establishing Cooperation
Standards and
Interoperability

Some
activity

Referring to table 4-9, the activities reported are:
1. Creating awareness—ICT security courses discussed in subsection 4.5.1 and
courses reported and discussed in subsection 4.5.5, e.g. CISA and CISM.
2. Promoting Best Practices—use of regulatory mechanisms to enforce ICT
infrastructure conformity (see table 4-6, TCRA) and the reported CISM
course, which in effect is an instance of best practices developed by ISACA
(see news paper article 2 in subsection 4.5.5.4)
3. Standards and Interoperability—the use of unified technical standards for
telecommunication equipment and services and harmonisation of functions of
cross-cutting issues of ICT in the country. Although these activities are not
directed to security but their presence provide some kind of implicit security,
in that, suppose a given communication device meets a certain technical
standard, and that standard includes security features; then a consistent use of
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the communication device in the country would avail the security function
across the country.
Having defined the observed activities, the last thing is to qualify them with a rough
metric. In Chapter 2, section 2.5.1 we defined the way the security issues presented
above would be evaluated in order to indicate the social-technical system’s readiness
for them. It was suggested that there should be two conditions, namely the ‘existence’
or ‘absence’ of an ICT security issue. For existing security issues a further
qualification is to be denoted as high, medium, and low; which are then arbitrary
ascribed values of 3, 2, and 1 respectively. Thus for each security issue observed, the
possible score is a number among these: 0, 1, 2, or 3. The score of 1 means the
security issue or activity exists at a low level—indicates that the environment is not
satisfactorily ready with respect to that particular issue. While 0 for a security issue
indicates a complete absence of the issue. This can mean the security issues or activity
is non-existent, or planned but not yet operationalised. To determine whether a
particular security issue or activity has to be assigned a number 1 or 2 or 3 or 0
mentioned above, we employed the dynamic aspects of the SBC framework. That is,
for a particular security issue that can be said to exist in the social-technical system, it
has to be evaluated against a process life-cycle approach—(fig. 4-3)—as modelled in
Ware [1989]. The model recommends five discrete steps:
•
•
•
•
•

development of principles
development of policy
specification of requirements
implementation of requirements
testing and evaluation

Fig. 4-3: A Process Life Cycle at National level
Given the above, the overall score at the national level is presented in table 4-10. All
the three reported activities have been assigned a score of 1, since none of the
reported activity has either - principles, policy, or requirement specifications detailed
for it; neither have they been tested or evaluated. The discussion we had earlier in
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subsections 4.5.2; 4.5.4; and 4.5.5.6, would justify the decision made here in
assigning the scores.
Fig. 4-3 shows that the reported activities are taking place at the stage of
implementation (indicated by a solid double arrow pointer) whereas the other stages
of principle, policy, requirements and testing or evaluation are absent as shown by
dotted double arrow pointers.
Table 4-10: The Overall Score at National Level
Activity Score
Low

Medium

High

ICT Security Issues

Creating Awareness

1

Promoting Best Practices

1

Handling of Threats and
Incidents

0

Establishing Cooperation

0

Standards and
Interoperability

1

In conclusion, the overall score at the National level is generally low. However this
conclusion is arrived at by taking into consideration the scope of the study reported,
the decision to include and exclude varieties in the thesis and the availability of
reliable data from the environment studied. In the next section, the social-technical
system is analysed at the organisation level.

4.6 Data from Questionnaires – Organisational Level
At an organisation level, three institutions of higher learning were involved as
reported in Bakari [Bakari et al. 2005]. The study was aimed at establishing the state
of ICT security management in those institutes. The findings from the mentioned
study are used here to characterise and discuss the readiness of the concerned
institutes with respect to security culture and structures as per the controls suggested
by the SBC model. The next subsection introduces the institutes and the methodology
involved in data collection.
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4.6.1 The Studied Institutes
Three institutes of higher learning were involved in the study. Being higher learning
institutes and, at the same time, stakeholders in ICT; the way they deploy, secure, use
and manage ICT in general and ICT security in particular, could serve the purpose of
a ‘good example’ for the rest of the stakeholders in ICT. The selection of the actual
institutes for inclusion in the study was then arbitrary. And for the study, we believed
that the results obtained from these institutes in regard to the issues studied, present a
fair representation of the state of ICT security management in other institutes and
organisations of a similar set-up in the country.
Considering the sensitivity of the information to be revealed about the institutes, we
thought it would be proper to conceal the names of the involved institutes. Instead, we
concentrated on freely revealing their respective states of ICT security management.
Hence the institutes are arbitrary referred to as X, Z, and V. All institutes are public,
and below are the details of their compositions and operations.
Institute X- has approximately 1700 staff (academic and administrative) and a student
population of approximately 14,000 (undergraduate and postgraduate).
The
utilisation of ICT at institute X can be traced from 1995, when the ICT strategic plan
was put in place for the first time. The institute has more than 2000 personal
computers (PCs) of which more than 95% are connected to the network. The network
infrastructure in institute X is relatively more elaborated and in state-of-the-art for
most of its parts, especially the campus backbone. A substantial number of functions
of the core services have been, and still are, - in the process of being computerised.
Institute Z conducts its operations (distance learning) through regional and study
centres. Currently there are 23 regional centres and 69 study centres throughout the
country, with approximately 371 staff (academic and administrative) and a student
population of more than 16,000. The institute has approximately 112 PCs with 71
PCs networked in a small LAN at its head office. A very small part of the institute’s
core services were computerised by the time of the study.
Institute V has approximately 300 staff (academic and administrative) and a student
population of 1200. The institute has a backbone infrastructure made up of fibre optic
double rings and wireless, which has about 32 access points as back-up. This means
each department has a LAN, which is reachable by cable and wireless. The institute
has approximately 200 PCs of which 80% were connected to the institute’s network at
the time of the study.
- Methodology:
Qualitative method approach was used where four types of questionnaires adopted
from Alberts and Dorofee [2003] and Magnusson [1999], were prepared as follows;
the first was addressed to the top management (strategic), the second to the
operational management (operational), the third to the technical department
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(operational, procedures and implementation) and the fourth to general staff
(implementation/practice).
A pilot study was conducted between mid-August and October 2004. The results of
which led to face-to-face interviews during December 2004 – January 2005, with
selected respondents—mainly the top management, chief financial officers,
operational managers, IT directors, system administrators and general staff [Bakari,
2005; Bakari et al, 2005].

4.6.2

Findings from the three Higher Learning Institutes

The findings are categorised according to the following aspects: percentage
dependence of the institutes’ core services on ICT; the status of ICT security controls
and their management; and a discussion of the observed situation using the SBC
model as framework.

4.6.2.1

Percentage Dependence of Core Services on ICT

The percentage dependence of core services (Core Sev.) on ICT for each institute is
shown in fig. 4-4. On average, the percentage of dependence for each institute is less
than 50%, with institute X having the highest average dependency percentage of
30.5% across its three computerised core services. This higher percentage in ICT
dependence for institute X, as compared to those of institutes Z and V, can be
attributed to the mode of operations, size of the institutes, and number of PCs as
introduced in subsection 4.6.1 above. It was noted that there are about seventeen times
more PCs in X than are in Z; and about ten times more there, than are in V.

50.5%

% of computerised Core Services

Core Sev. 2
Core Sev. 3
1.0%

20.5%
1.0%

10.0%

1.0%

20.0%

Core Sev. 1

10.5%

30.0%

10.5%

40.0%

10.5%

50.0%
30.5%

% of computerisation

60.0%

0.0%
Org - X

Org - Z

Org - V

Organisations

Fig. 4-4: Percentage of Computerised Core Services
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The percentage of computerised core services is relatively lower, however if a failure
of the involved ICT systems would happen, the failure can result into substantial
adverse consequences. Depending on the actual security requirements for the involved
services, i.e. confidentiality, integrity and availability requirements of the
computerised core services, the effects of such failures could roughly be equivalent to
the corresponding percentage of service loss. That is, assuming that institute X will
suffer a complete failure (loss of availability) to its ICT systems, it is expected that
their core operations may be affected approximately by an equivalent 30%. However,
it is difficult to estimate what the effects will be in terms of other aspects apart from
operations, e.g. business or service loss, damage to public reputation, liabilities, and
the like following such a failure. The same applies to the other two institutes with
much lower percentage dependences. Hence this may imply it is desirable to have in
place proper controls for the assurance of confidentiality, integrity, and availability.

4.6.2.2

The Status of ICT Security Controls and their Management

Organisational and Management Controls:
Institute X: The current ICT policy plan of the institute is outdated but plans are
underway to review it. ICT security features in the institute’s strategic plan. However,
an ICT security policy is non-existent. It is expected that the review process would
involve the development of an ICT security policy. The study findings indicated that
information security awareness and training programs, and periodic reminders are
only given to staff members when an incident of insecurity has occurred. The IT
department is regarded as the custodian of ICT security matters in the organisation.
With this view, security problems are perceived to be mostly technical.
There was neither a designated ICT security personnel post nor a unit in the
organisation structure. Instead, systems administrators, as well as their normal duties,
are expected to be able to handle security issues as well.
No infrastructure or plans were in place for responding to emergencies related to ICT
risks at the time of the study—e.g. business continuity or emergency operations plans.
The respondents at the operational management level have a feeling that the rules,
procedures and practices are fragmented because of the absence of ICT security
policy and its enforcement. There are only uncoordinated initiatives at individual and
departmental level. Approximately 3.2% of the total budget is allocated to ICT
activities. However, almost 50% of the allocated budget is used for salaries and about
25% is used for Internet connectivity charges. This leaves only 25% which is about
0.75% of the institute’s total budget for other ICT related activities like gateway
services, websites, procurement of new PCs, software and maintenance. There is no
specific budget allocated for ICT security. There exist ad-hoc measures where some
ICT security related activities are executed, like purchasing security related products
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(e.g. anti-virus, firewalls, and switches for building VLANs etc.) and training. But all
these are predominantly donor-funded and are not coordinated.
Institute Z: The level of computerisation in the institute is very low compared to the
other two institutes. The institute has just concluded its ICT strategic plan, which
indicates that there will be a very high degree of dependence on ICT in the near
future. The plan includes development of ICT policy and master plan. In 2004,
institute Z had incorporated ICT security into its strategic plans, but this is not yet
operational. ICT security is well addressed at the strategic level and various institute
regulations are being updated to incorporate ICT security. However, there was neither
a designated ICT security personnel post nor a unit in the organisation structure; the
systems administrators are ones responsible to handle security issues.
There is no business continuity or emergency operations plan for responding to
emergencies related to ICT risks.
Currently, only 0.5% of the total budget is allocated to ICT activities, mainly for
purchasing PCs and to cater for maintenance and Internet charges.
Institute V: As the study was going on, the institute was in the process of formulating
an ICT policy. Also, plans were underway to formulate an ICT security policy for the
institute. It was noted during the study that there was ongoing information security
awareness and training activities. At that time, it was the turn of the senior managers
to pursue their training session.
There was neither a designated ICT security personnel post nor a unit in the
organisation structure. Instead, systems administrators, as well as their normal duties,
are expected to handle security issues as well, for which most of them have not been
trained and they are not necessarily knowledgeable.
There is no business continuity or emergency operations plan for responding to
emergencies related to ICT risks.
The budget allocated for ICT activities was less than 2% of the total budget, mainly to
cater for the purchase of the PCs and communication rental charges. In the past the
institute relied on dial-up as the main means of connectivity for all departments. But
that had already changed when the study was undertaken, and now there is a
magnificent network interconnecting all of its departments. The entire network
infrastructure was made possible by donor-funds.
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Technical Controls:
Institute X: The institute has a fairly good network infrastructure in place. It seemed,
the infrastructure was designed to support implementation of virtual local area
networks (VLANs) in order to separate different user groups for security reasons, but
it was discovered during the study that this measure was not being practised. Also, it
was noted that no procedures were in place for guidance and management of
operating systems and anti-virus updates. As a result it was difficult to ensure whether
or not all the systems were up-to-date throughout the institute network— unless there
were problems reported to the technical department, in which case they would have to
countercheck.
The ICT security counter-measures were found to be ad-hoc and inadequate, in that,
they were mostly based on employing security features available in operating systems,
applications, and network devices, e.g. routers. This weakness was even further
compounded by the absence of documentation and back-up plans for both software
and data.
Institute Z: The existing technical controls were also found to be ad-hoc and
depended on individual initiatives. The problems of patch/updates management and
reliance on security features available in operating systems and applications
mentioned above for institute X, also apply here. In general, following the completion
of formation of ICT policy and master plan, institute Z was in the process of
implementation by the time of study. This involved formation of a new ICT
department which did not exist before.
Institute V: The institute has recently concluded the deployment of an institute-wide
local area network infrastructure. Small, isolated Local Area Networks, which were
operating in isolation, and individual PCs, are now in the institute’s network. The
same pattern as discussed for institute X and V is found here; technical controls
measures were ad-hoc without overall coordination. However, some efforts were
being made towards proper technical controls.

Physical and Environmental Controls:
Institute X: There are some procedures in place for controlling physical access to
work areas and hardware (computers, communication devices, and peripherals) and
software media, but there was no documentation for the procedures. Procedures for
managing visitors also exist (…we are told by the employees that there are
procedures!) but are neither documented nor enforced. There were inadequate access
control procedures to workstations and other devices that may allow access to
sensitive information. However, it was discovered during the study that, personnel
responsible for handling critical information have took it to themselves by developing
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self initiatives for physically and logically safeguarding and preventing unauthorised
access to the systems under their control.
Institute Z: The situation regarding physical and environmental controls is the same
as that of institute X, except that security guards are outsourced. The environment in
which most of the workstations are kept was found to be not very suitable for their
proper functioning.
Institute V: The institute has implemented well thought physical and environmental
security. The networks segments which handle critical or sensitive information have
been physically isolated. Back-ups are stored off-site and processes for sensitive
information are being discarded. Physical security (guards) is also provided and well
managed.

4.6.2.3

Discussion and Interpretation – Organisational Level

The reported findings of the practice of ICT security management as being done in the
three organisations show that the current ICT security management programs are
grossly ineffective. To be effective, an information security management program
must at least correspond to the realities of some of today’s established standards—e.g.
ISO17799—and
approaches, e.g. systemic holistic perspective. An integrated
methodical approach is needed—one that is comprehensive in scope, encompassing
the pertinent social and technical issues (refer to section 3.9.4 of Chapter 3, where a
detailed discussion was provided in one aspect of this).
Information security management is not just an issue of ‘point and shoot’ i.e., literally
saying “let us install that antivirus or that intrusion detection (IDS) or that firewall” as
was found to be an approach followed by an organisation in a case study analysed and
reported by Tarimo [Tarimo, 2003; and Tarimo et al, 2006a]. Rather, it involves
dynamic interactions within and among a multitude of hardware, software,
telecommunications, environment, and people. It is alarming to note that some
organisations are still taking a haphazard approach to information security
management as revealed by the findings of cases in three organisations reported
above. If for no other reason than recovering from virus attack or systems
unavailability, they are aware of the fact that something should be done to protect
their ICT systems. So an IDS, firewall, virus scanner or VPN are installed; users are
assigned passwords, and possibly e-mail is encrypted. However, the effectiveness of
these measures may be difficult to asses and may tend to be quite limited due to the
lack of planning, analysis, and coordination that preceded them; a solution was
implemented without defining the problem. The problem here has to do with security
goals.
Referring to the three cases of practical ICT security management, we intend to
analyse the findings against the ICT security issues presented in section 4.4 as we did
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for those issues at national level. However, the way the findings are reported, does not
lend it self to direct analysis. The status of ICT security controls and their
management (subsection 4.6.2.2), has been categorised into organisational and
management, technical, and physical and environmental controls. At a high level, a
security management program can be partitioned into security goals, security policy,
and concrete security activities.
Fig. 4-5, presents the relationship of the mentioned high level ICT security
management components to the SBC security controls model; against the observed
ICT security management state of the three institutes. It was noted that none of the
institutes previously had a practice of actively incorporating ICT security into their
strategic plans. Institute X did incorporate ICT security into its strategic plan, but no
plans for its implementation have ever been laid down, apart from uncoordinated and
ad-hoc initiatives at individual or departmental level. This implies, as discussed
above, that there have been no defined goals for whatever security effort expended in
the three institutes. Also at the time of the study, there was no ICT security policy that
was in force at any of the institutes. Consequently, the concrete activities observed
were more on the technical side of controls, in particular they dealt with the
hardware— physical protection or security; operating systems— patching or updates;
and applications—patching or antivirus installation and updates. These are
represented in fig. 4-5 by arrows that point to the respective controls on the SBC
model, on the left. And, the desired state is, in the same way, shown on the right
whereby all controls on the SBC model are addressed.

Fig. 4-5: Mapping the Reported State ICT Security Management State and Desired
ICT Security Management State onto the SBC Model
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In evaluating the reported ICT security management state, we needed a method to
define the desired state as shown in fig. 4-5. For this need, we employed the
ISO17799 standard, which, in essence, deals with information systems security
management in organisations [ISO 17799, 2002]. Thus we extended the view
presented in fig.4-5 to have ISO17799 in place of the desired state. This implied
mapping the controls/activities defined in ISO17799 onto the SBC controls. In
essence, the SBC framework provided the high level view of possible ICT security
controls, while the ISO17799 provided the low level details of involved activities
after mapping. The resulting extension of fig.4-5 is shown in fig.4-6. Incidentally, this
combination of the SBC Model and ISO17799 made things easier for us in that, the
SBC gave us a simpler organisational view of security controls/issues while the ISO
17799 gave us a somewhat comprehensive list of the actual issues. In effect, the SBC
provide the framework while the ISO 17799 provided the substance with which to fill
the framework. However, in fig.4-6 the mentioned low level details of the ISO17799
are not included and I find it convenient to read the mapping from right to left. That
is, one picks a control on the right (ISO17799) and follows it to where it is related on
the left (SBC).

Communicate

Fig. 4-6: Mapping the Desired ICT Security Management State (ISO17799) onto the
SBC Model
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Based on the mapping shown in fig.4-6, the gaps at the different levels of controls in
each of the studied institutes when measured against the ISO 17799 standard became
apparent. For example, by not having an ICT security policy in the concerned
institutes, as was revealed earlier, they have gone against the international best
practices for ICT security management. Without an overall ICT security policy in an
institute, no starting point and reference framework can exist on which all other ICT
security sub-policies, procedures, standards, and countermeasures must be based.
Existence of such a policy would show top management commitment towards all ICT
security aspects, while its absence would render all efforts towards ICT security
anchor-less and hence useless.

4.6.3 Summary of Findings from three Organisations
The summary of findings at the organisational level with respect to ICT security
issues raised in section 4.4 is presented in Table 4-11. We may recall the discussion in
section 4.5.5.6 above where we addressed the national level status of ICT security
with respect to the raised good-to-have ICT security issues—that security initiatives at
the national level of social-technical system was found to suffer from lack of focus,
anchor and coordination— and it was further said that the pattern observed at the
national level, would tend to infiltrate down to organisational and individual levels.
Table 4-11: Findings Summary from Data collected at Organisational Level
Institutes
X

Z

V

Creating Awareness

None

None

None

Adopting of Best Practices

None

None

None

Some
activity

Some
activity

Some
activity

Establishing Cooperation
and internal security
networks

None

None

none

Adopting Standards and
honouring Interoperability

None

None

None

ICT Security Issues

Practical Handling of
Threats and Incidents

The observed situation reported here at organisational level qualifies that earlier
claim. For example, the counter-measures reported to currently exist in the three
institutes lacked security policy, security standards, coordination, documentation,
configuration management, change management and incident management. In
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addition simple measures like data back-up plans, training of end users, and budget
allocation for ICT security issues were not taking place.
That said, the current ICT security focus at the organisational level (based on the three
studied) seems to be mostly on technical controls. As there is no anchor—a an
organisational-wide ICT security policy—from which to hang ICT security initiatives,
e.g. provision of needed coordination, definition of security goals, provision of
awareness, education and skills, and so forth; the ICT security initiatives remain to be
ad hoc and uncoordinated. Consequently the provision of focus, anchor, and
coordination to guide and nurture ICT security initiatives would be part of the
solution for the social-technical system.
Further discussion related to the summary presented in table 4-11 is presented in the
next subsection where we evaluate an approximate score of the social-technical
system at the organisational level.

4.6.3.1

The Overall Score at Organisational Level

Now that we have a summary of the activities at the organisational level as presented
in the proceeding section, we will now evaluate the approximate score for the three
institutes based on the findings and these would represent a score of the good-to-have
ICT security issues at organisational level. Thus in table 4-11, we concentrate with
cells that have indicated presence of ‘some activity’; and thus table 4-11 would now
take the new look shown in table 4-12 below.
Table 4-12: Findings Summary from Data collected at Organisational Level
Institutes
X

Z

V

Some
activity

Some
activity

Some
activity

ICT Security Issues

Creating Awareness
Adopting of Best Practices
Practical Handling of
Threats and Incidents
Establishing Cooperation
and internal security
networks
Adopting Standards and
honouring Interoperability
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The ‘some activity’ indicated in the table are the activities reported earlier in
subsection 4.6.2.2; and further discussed in subsection 4.6.2.3.
Using the evaluation method —a process life cycle—employed for getting the score at
the national level, presented in subsection 4.5.7, the score at organisational level was
evaluated. Fig.4-7 shows the evaluated ICT security issues at organisational level.

Fig. 4-7: A process life Cycle at Organisational level
Fig. 4-7 shows that the reported activities are taking place at the stage of
implementation (indicated by a solid double arrow pointer) whereas the other stages
of principle, policy, requirements and testing/evaluation are absent and thus shown by
dotted double arrow pointers.

Table 4-13: The overall Score at Organisational Level
Activity Score
Low
ICT Security Issues

Creating Awareness

0

Promoting Best Practices

0

Handling of Threats and
Incidents

1

Establishing Cooperation

0

Standards and
Interoperability

0
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Medium

High

The analysis of the ICT security activities at the three institutes has shown that there
are some activities that are related to practical handling of threats and incidences.
However, these activities were, mainly, involving low level technical controls, e.g.
using the in-built security features in OS and applications. Furthermore; the study
has shown that, along with the noted ongoing security activities in support of ICT
security issues presented in section 4.4, there are problems related to organisational
security strategies, e.g. organisational-wide ICT security policy; coordination of
ongoing ICT security initiatives, and shortage of security budget.
In conclusion, the overall score at the organisational level is generally low. However
this conclusion is just indicative of the possible likely situation in other organisations,
not a definitive representation of the actual state of issues studied. Consideration
should also be made of the scope of the study reported in this thesis, the setup of the
study—i.e. the decision to include and exclude variables—and the availability of
reliable data from the environment studied.

4.7 Chapter’s Summary and Conclusion
In this chapter, stages II, IV and V of the research as presented in fig. 2-1, in Chapter
2; and also which correspond to the second block, ( the first research question), of fig.
1-5 in Chapter 1, have been addressed. The chapter aims were to present, discuss,
analyse and interpret the empirical data collected to study the identified set of goodto-have-ICT security issues. In fulfilling this aim, the chapter has also presented the
methodology used for data collection and analysis.
In effect, the chapter has answered the first research question: To what extent are ICT
security issues examined and addressed in the current implementations/deployment of
ICTs in the named environment (organisations, nation)?
As analysed, discussed and presented in sections 4.5 and 4.6, the answers to this
research question seems to be that: there is a low extent of examination and actual
handling of the mentioned ICT security issues, both at national and organisational
levels.
Conclusions for the organisational level:
The analysis of the ICT security activities at the three institutes has shown that there
are activities are related to practical handling of threats and incidences. However,
these activities, mainly, involved low level technical controls, e.g. using the in-built
security features in OS and applications. Further more; it has been revealed that,
along with the noted ongoing security activities in support of ICT security issues
presented in section 4.4, there are problems related to organisational security
strategies, e.g. organisational-wide ICT security policy; coordination of ongoing ICT
security initiatives, and shortage of security budget.
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That said, the current ICT security focus at organisational level (based on the three
studied) seems to be mostly on technical controls. As there is no anchor—a an
organisational-wide ICT security policy—from which to hang ICT security initiatives,
e.g. provision of needed coordination, definition of security goals, provision of
awareness, education and skills, and so forth; the ICT security initiatives remain to be
ad hoc and uncoordinated. Consequently the provision of focus, anchor, and
coordination to guide and nurture ICT security initiatives would be part of the
solution for the social-technical system studied.
In conclusion, the overall score at the organisational level is generally low. However
this conclusion is just indicative of the possible likely situation in other organisations,
not a definitive representation of the actual state of issues studied. Consideration
should also be made of the scope of the study reported in this thesis, the setup of the
study—i.e. the decision to include and exclude variables—and the availability of
reliable data from the environment studied.
Conclusions for the national level:
The analysis of ICT policy and the three published newspapers articles can be placed
in a context of ICT security - strategies, initiatives and practical problems. The need
for ICT strategies was underlined in the analysis of the national ICT policy, in that,
the policy had identified a number of hurdles standing in the way of general ICT
development in Tanzania. The noted problems are:
•
•
•
•

A shortage of well qualified professionals of ICT in Tanzania
No well established ICT professional profiles
Lack of standardised evaluation mechanism for ICT training currently taking
place in Tanzania
No coordination of major ICT initiatives taking place in Tanzania, both at the
national or governmental and organisational levels.

The list of hurdles above is generally applicable to ICT development status of
Tanzania [TZ-ICT policy, 2003]. With respect to ICT security at the national level,
there is no National ICT Security policy; and thus ICT security initiatives, if any,
would most probably suffer from lack of focus, anchor and coordination—at the
national level, and probably, down to organisational and individual levels. It worth
noting that ICT security as an instance of professionalism would be affected by the
four hurdles listed above. Consequently the provision of focus, anchor, and
coordination to guide and nurture ICT security initiatives would be part of the
solution, where as addressing the hurdles outlined above would be the other part of
the solution for the Tanzanian social-technical system.
That said, the current ICT security focus at the government level seems to be on legal
and regulatory, this was highlighted in the national ICT policy as well as in the
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newspaper article 1 discussed in the chapter. As there is no anchor—a National ICT
security policy—from which to hang ICT security initiatives, e.g. provision of needed
coordination, definition of security goals and standards, provision of awareness,
education and skills, and so forth; the ICT security initiatives remain to be random,
fragmented, duplicated at times, and uncoordinated.
As for ICT security practical problems, as noted in newspaper article 3, there is a
need for a holistic view. It has been shown in table 4-7 and in the analysis and
discussion presented thereof (see subsection 4.5.5.5) that a crime like forgery in a
system that involves computer processing, might happen due to inadequacies in
several parts of the system. Imperatively, it is only by taking a holistic view that the
problem can be minimized or controlled as was extensively discussed in Chapter 3.
In concluding, the analysis of the National ICT policy and other public documents has
shown that there are public activities in relation to awareness raising activities and
promotion of best practice. Furthermore; it has been revealed that, along with the
noted ongoing public activities in support of ICT security issues presented in section
4.4, there are problems related to national strategies, e.g. national ICT security policy;
coordination of ongoing ICT security initiatives, and shortage of well qualified
professionals in ICT security.
The above assertions conclude this chapter. The next chapter, Chapter 5 will take this
analysis further by analysing the trends in development of ICT infrastructure in
Tanzania.
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5 ANALYSIS OF THE TANZANIAN ICT INFRASTRUCTURE
DEVELOPMENT
5.1 Chapter’s Introduction
Background: Chapter 4 presented the empirical evidence collected as a base for
describing and analysing the realities of the Tanzanian social-technical systems at
different levels with respect to ICT security issues developed in Chapter 3. The
current status of ICT security for the environment, as inferred from the evidence, was
provided based on the scores obtained (for the environment) against a specific set of
identified ICT security issues and activities from Chapter 3. Partly, the observed
situation also involved the current practice of ICT security implementations. The goal
was to be able to describe the status of ICT security for the environment.
Purpose: In this chapter we aim at explaining the observed situation as presented in
the previous chapter. In effect the chapter contents address the second research
question: “What are the relationships and effects of the introduced ICTs upon the
pertinent “social-technical system” with regard to security?
Structure: The chapter begins by characterizing the development of ICT
infrastructure in Tanzania from a security point of view. This characterization
employs concepts from a variety disciplines—such as social construction of
technology (SCOT) [Bijker, Hughes, and Pinch; 1989], Systems Complexity Theory,
the General Systems Theory, and SBC—in analysis of the environment with respect
to the observed situation. This characterization and analysis will, in the end, reveal
critical issues that need immediate attention, actions, or transformations—whether in
terms of structures, culture, methods or machines in order to bring about homeostasis
in the system. These needed actions and transformations will be of interest in the next
chapter (as its input) where we address the third [last] research question.
The chapter is organised around five major topics aimed at social-technical systems as
follows:
•
•
•
•
•

Definition of system levels and complexity
Activities at different system levels with respect to ICT security
Addressing the inevitable system dynamics at different system levels for the
overall system control for balance
A case on current ICT systems implementation and
Current manifestations of systems insecurity
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5.2 Definition of Social-Technical System Levels and Complexity
Systems normally differ in properties and complexity. In order for us to understand
the type of systems we are dealing with it is important to discern and characterise the
involved properties, structures and complexity. In this section, some of these
properties and characteristics are discussed in relation to the system focused in our
study.
5.2.1 Complex Systems Properties
Social-technical systems behaviours and structures as expressed in the formulations
described in the foregoing chapters of this thesis can be related to the concept of
complexity. The more complex a system is, the more intricate its behaviour will be.
Nevertheless, it is noted in Skyttner [1996] that even the simplest system can produce
quite unexpected and surprisingly complex phenomena. In order to differentiate the
characteristics of the two Flood and Jackson [1991] suggested the following
characteristic comparisons between simple and complex systems:
Simple systems are characterised by
•
•
•
•
•
•
•
•
•

small number of elements
few interactions between the elements
attributes of the elements are predetermined
interactions between the elements are highly organised
well-defined laws govern behaviour
the system does not evolve over time
subsystems do not pursue their own goals
the system is unaffected by behavioural influences
the system is largely closed to the environment

Complex system are characterised by
•
•
•
•
•
•
•
•
•

a large number of elements
many interactions between the elements
attributes of elements are not predetermined
interaction between the elements is loosely organised
they are probabilistic in their behaviour
the system evolves over time
subsystems are purposeful and generate their own goals
the system is subject to behavioural influences
the systems is largely open to the environment

Bernard Pavard and Julie Dugdale [2005] provide a more precise definition of a
complex system by asserting that: “Formally, a system starts to have complex
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behaviours (non-predictability and emergence etc.) the moment it consists of parts
interacting in a non-linear fashion”. They further assert that, a truly complex system
would be completely irreducible; which implies it would be impossible to derive a
model from this system (i.e. a representation simpler than reality) without losing all
its relevant properties. But since, in reality, different levels of complexity exist, these
levels of complexity can be applied to the systems we wish study.
Given the above, they note, “if we are interested in situations which are highly
structured and governed by stable laws, then it is possible, without loosing too many
of the system’s properties, to represent and model the system by simplification. Thus,
the essential question is to know to what extent the properties of the socio-technical
systems that we analyse and design fall into one or the other of these situations”.

5.2.2 System Levels
Apart from the mentioned characteristics, i.e. system behaviours and structures; the
issue of the relationship between the micro, meso and macro levels is of key
importance in analysing or understanding systems as noted in [Liljenstrom and
Svedin, 2005]. With respect to this study, these levels relate to individual,
organisational, and national or societal systems respectively. Pavard and Dugdale
argues that, generating the structural property of a system using knowledge of its
microscopic properties (emergence), is preferable rather than suggesting its
macroscopic properties and only validate them with an analytical process [Pavard and
Dugdale 2005]. Later in the chapter (section 5.8), we will discuss this concept using
empirical realities concerning changes in communication patterns taking place in the
microscopic level (individuals) due to the introduction of the cellular telephones in
Tanzania and their manifestations at the macro (national/society) level.
Thus, as a conclusion to this section, it is apparent that the characteristics of socialtechnical systems are more related to those of a complex system outlined above than
otherwise. Consequently, the important issues discussed above need to be observed in
understanding and analysing social-technical systems.

5.3 Activities at different System Levels with respect to ICT Security
This section presents different activities that are currently going on at different system
levels. Changes taking place in the technological realm have effects at all system
levels from national, organisational, to individual levels. At society level ICT is
regarded as a driver for social developments as discussed below.
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5.3.1 ICT as Society’s Development Driver
•

Society level:

As information systems and networks (ICTs) are increasingly used by governments,
organisations, businesses and individual end-users worldwide, there appears to be a
common interest in promoting the security of such systems through a variety of
methods and approaches; for example the approach suggested in OECD [2002]. This
interest is important to address the challenges posed by the potential harm from
security failures of the systems to national economies, international trade and the
overall participation of individuals in social, cultural, economical and political life.
The society’s developments in economy, quality of life, and the infrastructures are
being driven by the technological developments and the new applications made
possible in the course of this development. This implies there is a continuous social
and technology change.
However, it is alarming to note ICT security has not been given enough consideration
in the ongoing technology and social changes, as it was revealed in the findings of the
current status of ICT security presented in Chapter 4. As a result, the otherwise
ambitious goals set forth from this view of regarding ICT as a social development
driver are in jeopardy, if not impossible.

5.3.2 Differences in Contexts and Stages of ICT Deployment
•

National level:

Given that different countries are in different stages of ICT use and sophistication, it
follows that different approaches are necessary to cater for the desired security. That
is, it is useful to have approaches tailored to meet local conditions (within a country).
Varying obstacles and challenges in attaining ICT security are the result, in part, of
the difference in contexts in the environments found in different countries. For
instance, contexts found in developed countries are significantly different from those
in developing ones—e.g. the availability of information, technical services, expertise
and so on. These differences have impacts and influences on the use of ICT in general
and on the security of ICT in particular. Thus as pointed out earlier, there is a need for
a security practitioner or system users to have a knowledge of the environment in
which they operate and likewise the demands for security in those environments. The
issues of knowledge have already been discussed in Chapter 3.
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5.3.3 ICT Security – as a Key Enabler of Effective ICT Deployments
Following the discussion above and also as suggested by numerous authors, ICT
security is a vital component of successful implementation and use of ICTs in
organisations or for a wider use within a country. This call has already been discussed
in Chapter 1—section 1.11 where we discussed motivations for carrying out this
study and section 1.6 where we defined and discussed the scope and focus of the
study. Apparently, the importance of security in ICT cannot be over-emphasised. The
demands for e-readiness pointed out in the preceding subsection at the national level
are necessary for guaranteeing proper deployment and use of ICT at the organisational
and individual levels.
Security is a key enabler because of the nature, properties and trends of ICT. For
example, the issues brought about by the globalisation and its trends within ICT.
Globalisation movements give rise to increased connectivity and the growth of the
Internet. Our geographical environments are becoming increasingly open to a wider
variety of threats and vulnerabilities through interconnections. These trends bring
with them associated risks along with the anticipated values. Hence, the lack of
adequate ICT security not only poses a threat to organisations using ICT in a country,
but also may act as a criterion to bar them from participating in the mainstream global
networks e.g. that of OECD countries as noted in Wade [2002]. It is apparent that the
observed situation as was revealed by the findings in Chapter 4 call for immediate
action if the social-technical system is to excel in, and benefit from, - ICT use. Thus,
given the critical role security plays in having reliable ICTs, approaches must be
developed that can assist in alleviating the situation.

5.4 Security in Practice: Issues and Demands
•

National Level Security Activities and Demands:

Different approaches to address ICT security will work differently for different
countries. It depends on the actual situation within a particular country with regard
ICT use and the way ICT security is addressed, that is, how the interactions between
society and technology affect security. An awareness of ICT security issues at a
national level is an important first step. In addition, security education, security
policies and a means to enforce them, secure designs and system implementation,
security practices, and procedures are some of the important issues required to be put
in place. Furthermore, availability of the necessary security technology, relevant to
the environment in focus, is also important. However, the mere existence of these
issues may not guarantee security in itself. Still, there are needs for coordination,
management and the like as was revealed in the findings of Chapter 4.

137

Incidentally, a country that aspires to put ICT to effective use, must be ‘e-ready’ in
terms of among other things, the needed infrastructure, human capital, accessibility of
ICTs to the population at large, and supporting structures—e.g. an effective legal and
regulatory framework to cater for the emerging new demands following new
possibilities brought about by ICT. Apparently, there may be a need to carry out an
analysis of the relationships between a legal system and ICT use in general as
discussed in Seipel [2002]. It may further entail creation of general awareness of the
opportunities of ICT as well as in-depth understanding of specific issues related to the
use of ICT in society.
•

Organisation Level Security Demands

Within an organisation, ICT security needs, among other things, topmost support from
the management and should be addressed at all levels of the organisation [Solms, B.
and Solms, R., 2004]. On the other hand, problems have been observed already, in the
ongoing ICT deployments taking place in some of the developing countries as were
revealed in other related studies. For example, ICT management problems in
organisations were reported in the recent studies by Massingue [2003] and Wanyembi
[2002]. Findings from those studies have shown not only an increase in a number of
ICT management problems, but also in complexity of the problems themselves. As
many organisations are now becoming increasingly dependent on ICT to perform
their core businesses, the reliable functioning of ICT is paramount. Findings in
Chapter 4 at organisational level revealed inadequacy in the identified ICT security
issues.

5.5 Security in Practice: Trends, Problems and Obstacles
In practice, ICT security problems or insecurity can be due to the lack knowledge in
security [Yngstrom, 1996]; or lack of motivations and liability [Anderson, 1994], or
lack of holistic view of the security problem. But, also lack of culture and structures
that supports security in a context, as will be shown here, also contributes to
insecurity. The social construction of technology (SCOT) is used as a mental model in
the analysis of this aspect.

5.5.1 Social Construction of Technology as Mental Model
This section draws upon the body of research into the social construction of
technology systems (SCOT). Trevor Pinch and Wiebe Bijker in their paper “The
Social Construction of Facts and Artefacts” [Bijker, Hughes, and Pinch; 1989] made a
number of useful observations about SCOT. For example, they noted that social
groups define which technological issue or artefact is a problem to be addressed.
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These social groups can be homogenous or heterogeneous, and a problem is defined
as such only when there is a social group for which it constitutes a problem.
The decision regarding which problems are relevant is greatly influenced by the social
groups concerned with the artefact and the meanings that those groups give to the
artefacts. In addition, specific parts of a technological system may be subject to
different functions or meanings by different groups or individuals, and hence a
technological controversy, they argue, “is closed through public opinion, not by
technically ‘solving’ the issue” [Bijker, Hughes, and Pinch, pp. 30– 44]. The use of
the concept of a relevant social group is quite straightforward. The phrase is used to
denote institutions and organisations (such as military, educational, or some specific
business organisations or industry) as well as organised or unorganised groups of
individuals. The SCOT framework is adopted here with ICT as an artefact. The aim is
to gain a better understanding of the kinds of relationships that may exist in practice
between different social groups and ICT use. We use the understanding of the
relationships to address the emerging security issues and problems, as the information
systems infrastructure develops.
It is important to remember as noted earlier that, ICT security problems may not
always be wholly technical or wholly social but mostly a combination of the two. This
combination is realised through the relations and interactions of the social-technical
system so formed. Thus, the solution to these problems also would involve both
technical and social solutions. An example of a social solution is the use of laws and
regulations to enforce the achievement certain aspects of security. The SCOT
approach is thus used here as an aid for analysing the varying relationships and effects
between the society and ICT use, as well as in exposing the security issues resulting
from such uses.

5.5.2 SCOT and Issues of ICT Security in Practice
According to a common view, information and communication security can be
expressed using the three concepts of confidentiality, integrity, and availability (CIA).
In practice, as discussed in Chapter 3, the CIA is afforded through technology,
management, and social elements. Technology elements may involve a combination
of cryptography, intrusion detection systems, access control mechanisms, firewalls,
antivirus, and other technical security control mechanisms. Management elements can
be access control policy or a general security policy, procedures, processes and
practices. Social elements involve, in addition to the outlined management
elements,—ethical/cultural, legal/contractual—the SBC model layers as discussed in
Chapter 4, section 4.3. These elements can be grouped into two major categories of
technical and social controls to address the new technical and social problems with
respect to ICT use as were shown in fig. 4-1 of the preceding chapter. However, in
practice it is rare to find the whole set of these elements in place at any one time, as
the empirical data in Chapter 4 revealed. This absence of the complete set of these
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security elements is attributed to different factors within a particular social technical
environment. The findings presented in Chapter 4 may be used to confirm this
observation. The aim here is to attempt to analyse the social-technical systems in the
environment. The analysis is aimed at discerning patterns, trends and cause-effects
relationships as far as ICT security is concerned. This analysis is done to address
scenarios and activities found at different levels of a social-technical system.

5.5.2.1

SCOT Analysis at Organisation Level

A general analysis of the current scenario of ICT use is presented. The analysis is
considered helpful in viewing the big picture of ICT security issues, which will then
be used to suggest a remedy. As implied from the title of this thesis, the proposed
remedy (a checklist) focuses on social and technical issues for attaining ICT security
in the environment and similar others.
•

Organisation Level Activities

In analysing the relationships between different social groups within an organisation
deploying ICT in its business processes, a conceptual representation of the
organisation is used, (see fig. 5-1). In the figure, a conceptual organisation is shown
with several departments (Dept 1, 2, 3… n.), which are functionally joined by ICT.
Each department represents a social group within the organisation. Since departments
are formed based on their functions within the organisation (such as Finance,
Administration, Personnel, etc.,), this may imply that the social groups so formed in
the organisation are heterogeneous.

Fig. 5-1: The relationship between ICT and various departments within an
organisation
According to SCOT, these groups will have different meaning for ICT – mostly
determined by the way each social group (Dept) uses ICT in performing its functions.
In turn this will have implications on the requirements for security in each social
group. Hence some social groups would need, say, more confidentiality in performing
their activities while others probably perceive availability as an aspect that is more
important to them as far as security is concerned.
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Security problems due to ICT, e.g. infringement of confidentiality or integrity, are
indicated for each social group as problems (Problem 1, 2, 3…x.). In fig. 5-2, a
conceptual view of a department is shown with its relevant ICT security problems
(insecurity). The problems can be those of integrity, confidentiality or availability
depending on the actual security requirements, or those of lack of awareness, or
security structures. Further, in fig. 5-3, a particular problem is isolated and its possible
solutions included. These can imply having a security policy in place, using access
controls, legal/regulatory, raising employees’ awareness in security, etc. By analysing
the nature of a particular problem, several alternative solutions can be identified.
However, the kind of possible solutions arrived at would be greatly influenced by a
range of social and economic, as well as technical factors relevant to the environment.
The social-cultural and political situation of a social group shapes its norms and
values, which in turn influence the meaning given to an artefact. It is from this notion
that an attempt is made here to address ICT security not only by technical means
alone but also by altering a social-cultural situation in order to achieve security. As
for the technical factors, the features of contemporary technology, in particular the
growing importance of industry and public standards and the increasingly
configurational character of technologies as assemblages of standard and customised
components need to be observed and accommodated by a solution.

Fig. 5-2: Insecurity-Dept relations

Fig. 5-3: Problem-Solution relations

Having analysed the kind of relationships between ICT and its users in a conceptual
organisation, we now use the analysis to reflect on the actual situation on the ground.6
We aim to examine emerging security issues as deployment and use of ICT captures
more ground on the environment. Findings presented in Chapter 4, showed a general
laxity in handling ICT security issues is persistent, both, at the national level and in
the organisations studied. The reasons for the observed conditions are a combination
of many issues. Among them are the ones reported in the findings: lack of awareness,
budget constraints, and the absence of security policy, security standards, procedures,
6

A comprehensive report on ongoing (2004) research on ICT developments in Tanzania is found in
Nielinger, O., [2004]
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and best practices. Also security training and the infrastructure for its provision were
found to be inadequate. Other reasons were shown to be results of the notion that ICT
security is a “specific-department” issue (IT department) rather than an issue for the
entire organisation. Worse still, this “specific department” is not furnished with the
needed resources to cater for the “big” task under its responsibility – in essence here
security means technical controls.
Reactions from the participants of seminars in ICT security held in Tanzania between
July and December 2004 as discussed in Chapter 4 indicated lack of management
support for ICT security, especially for authorising budgets and avail other needed
resources.
From the foregoing observed deficiencies —laxity in handling security issues and
lack of enough management support what we can observe from our earlier figure on
‘ICT-Department’ relationships, fig. 5-1, is a kind of unstable relationship between
departments within an organization and ICT with respect to ICT security. This implies
that, within the same organization, different user-groups will have different security
awareness or knowledge levels—some high, some low, since there is no overall
coordination (e.g. common security policies, standards and strategies). Also, some
department might be more knowledgeable and active towards security (IT
departments) than others. It is hard for a single department (say, IT department) to
address security issues for the entire organization without top management support or
enough resources to do so.
The fact that Tanzania is in the early stages of ICT development and adoption, this
pattern of instability with respect to ICT security shown to exist at an organization
level, will continue to manifest itself and exist in the emerging infrastructure as can be
seen in fig. 5-4, below. As a result, the overall emerging structure and architecture of
ICT is insecure. The figure shows different information systems coming together as a
result of the demand for integration, connectivity (networking) and interoperability of
ICTs. The information systems are those of different organizations and may involve
private and public sectors as well as infrastructure service providers such as telecom
companies.
Some of the social groups (organizations) in the emerging infrastructure are
regulated—for example the banking industry—and some are not. Also within
unregulated organizations, a particular social group may be regulated while others are
not—for example finance and book-keeping departments. As (currently) there is no
central coordination mechanism to oversee and regulate how security issues are
handled within different social groups, as the groups develop and finally integrate
their information systems into the growing infrastructure, security stability is hard to
determine or guarantee. A weakness in security in any link in the infrastructure affects
the whole complex. In turn, the embedding socials-technical system is also unstable
with respect to problems due to ICT.
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Fig. 5-4: The relationship between ICT and different social groups (organisations) as
they join to form the national ICT infrastructure

5.5.2.2
•

SCOT Analysis at National Level

National Level Activities

Now, if we extend the SCOT model to the infrastructure, an even bigger structure is
revealed. That is to say there are different social groups at the infrastructure layer
also. Thus the emerging infrastructure as presented in fig. 5-4 is now extended to join
different social groups at the infrastructure layer. These social groups can be
categorised as public/private companies and organisations; government ministries and
institutions, e.g. the legal institution, ministry of education, ministry of home affairs,
telecommunications, Internet Service Providers (ISPs), etc. Fig. 5-5 shows a
schematic representation of the activities taking place at the infrastructure (national)
layer.
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Fig. 5-5: The relationship between ICT and different social groups at the
infrastructure layer (National and International) developing from lower level
activities as shown in fig.5-4
An important issue to remember as this layer is developing is the fact that it is being
built from lower level activities as it was shown in subsection 5.5.2.1 above. For
example, at some point previously, the situation was so disorganised that local
communication for Internet had to pass through Europe, i.e. a user who has subscribed
to say, ISP1, will have his email traffic passed through another country to reach
another user in the country who has subscribed to ISP2; as there were no Internet
exchange points and the ISPs were reluctant to share their infrastructure. However
this was later resolved through TCRA—discussed earlier in Chapter 4.
It is already clear at this point, that the typical characteristics of the lower level
systems were shown to display instability in the lower level ICT structures with
respect to security. Now that these lower level systems are joined to the emerging
national infrastructure through networking, their intrinsic instabilities as were shown
above will manifest in the emerging infrastructure as well. As noted in NCR [1991]
serious security exposures may result from any weak technical or human link in the
entire complex.

5.5.3 Inevitable Interdependencies at the Infrastructure Layer
The preceding subsection has explored the emergent infrastructure and the factors that
are shaping its development. These factors were discussed based on activities taking
place at organisational level as well as those taking place at infrastructure (national)
level with a focus on security. The aim is to assure that technology, people and
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organizations can work together in such a way that ICT structures can be in place and
perform as expected.
In today’s technological environment, it is rare for an individual or organizational
user to own all of the equipment involved in a transaction [Herrmann, 2002]. A
typical scenario is that, a party would own some basic equipment but rely on service
providers for the infrastructure and systems to provide the rest. Consider an ecommerce transaction; the purchaser owns the computer and modem, pays for local
telephone service, and pays for an Internet service provider. The online business pays
for the same equipment and services on their end. Both the purchaser and the online
business are relying on the:
•
•
•
•

telecommunications systems to make the purchase possible;
banking and financial systems to approve and authenticate the purchase and
payment;
transportation systems to deliver the item(s) purchased to the purchaser and
provide proof of delivery to the seller, and
some form of a contract for provision of trust—probably a legal binding
agreement

Thus, a single e-commerce transaction may involve many different parties to be
deemed complete. The reliable and secure exchange of critical information, across
many systems, in a timely manner is required to complete this transaction. Given the
weaknesses exposed at the infrastructure layer as discussed in the previous section, if
this example of e-commerce transactions were to be implemented in such an
infrastructure it would have been unreliable and insecure. Since, the security needed
for the transactions is not guaranteed across any of the many parties or systems
involved. Thus the emerging infrastructure is not conducive for hosting ecommerce—an online service is regarded of crucial benefit in the ICT realm.

5.5.4 Legal Issues and ICT use
Apart from security demands for e-commerce as discussed above; for confidentiality,
integrity, and availability of systems, communications and processes as discussed in
Chapter 3; there are also legal demands for security in ICT use.
The legal issues in ICT use are many, and concern the unavoidable changes demanded
on existing norms, regulations and legislation as ICT use in society captures more
ground. A brief overview of some of the relevant issues is presented, mainly from an
ICT security perspective. As already noted, institutional changes are necessary as ICT
use becomes widespread. Referring to the earlier discussion illustrated by fig.5-4
above— the transition from a simple local use of ICT within an organisation, to
nationwide use of complex systems and platforms where ICT plays a major role,
would require substantial institutional changes. Although the current status of ICT
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development and use is not there yet for Tanzania— i.e. nationwide complex systems,
the vision is towards there as noted in TZ-ICT Policy [2003]. Hence, necessary
institutional changes for efficient and secure development of ICT infrastructure
should be made now.
The intended changes are those which make it possible for ICT diffusion in society—
removing constraints in the law which seem to hinder the new ICT, as well as changes
in the law that would promote the use and security of ICT. For instance, enacting law
to deal with cyber crime creates confidence for online activities such as e-commerce,
etc. Consequently the relationship between Law and ICT can be that of acting as an
obstacle or an enabler. With respect to security, the law will be an enabler of ICT
security when there is a provision in it to prosecute those who compromise security of
information systems—hence providing confidence to that part of society which uses
ICT for, say, business. At the same time, law acts as an obstacle to those who would
wish to compromise systems – i.e. it is deterrent to would-be cyber criminals.
Security and safety may be regarded as aspects of the infrastructure and they touch
upon issues such as individual privacy, data protection, redundancy and securing
individual computers so that they are not acting as “pollution” agents to the
infrastructure. Public use of ICT calls for government intervention through its
institutions such as the legal framework. Law must not unnecessarily prevent or
complicate the use of ICT.
Given the demands for convergence—the phenomena where separate areas such as
telecommunication, media, and data processing come together, the need for regulation
strategies of some of the emerging aspects from the convergence is crucial. These
areas have traditionally been regarded as separate areas of legal regulation. Now, with
the converging phenomena, at the minimum, the basic demands for rule of law,
information security and personal data protection need to be addressed.
To quote Seipel, “Information and communication technology is a complex
and multifaceted array of elements finding its uses in the most diverse
contexts. From the point of view of law this is an essential assertion. Sloppy
thinking sometimes seeks to reduce ICT to a simple tool, similar in kind to a
saw or a typewriter. The reasoning goes: We don’t need a law of typewriters,
neither is there a need for a legal theory of saws and sawing. Ergo, ICT is not
worth fussing about” [Seipel, 2002].
The present legal framework and related institutional infrastructure of Tanzania is not
conducive to ICT development and application as noted in TZ-ICT policy [2003].
Thus, strategies need to be sought for proactive approaches in order to alleviate the
situation. Legal reforms should take into consideration both the International legal
dimension and the internal (National) legal dimension, as ICT is global and
borderless.
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Issues in the international legal dimension are mainly for compliance to different
international standards and laws in order to foster interoperability of the national legal
regime in developing global ICT services such as e-commerce. These include
compliance to international standards relating to ICT such as the EU Directives
95/46/EC on protection of individuals with regard to processing of personal data and
on free movement of such data [EC Directive 95/46, 1995] and the United Nations
Commission on International Trade Law (UNICITRAL).
Sector-specific laws also do exist, especially in the United States of America, and
their influence impacts almost everyone to some extent. Such laws are:
1) Health Insurance Portability and Accountability Act (HIPAA) passed in
August 1996 to improve the portability while maintaining the privacy and
security of patient information. This law affects medical providers, insurance
companies, claims clearinghouses, etc. Unlike some other laws, HIPAA lists
very specific technology standards and policies that must be implemented to
comply.
2) Gramm-Leach-Bliley Act passed in November 1999 to protect the
information financial institutions collect about customers. This law affects
mainly financial institutions, but also any company that collects names, social
security numbers and bank account numbers from customers or employees.
The act's ‘Safeguards Rule’ force financial institutions to design, implement
and maintain safeguards to protect customer information. With this law, all
companies that collect financial information must take security measures, such
as maintain firewalls, install and update virus protection, and schedule routine
security audits, as well as develop and implement privacy policies.
3) Sarbanes-Oxley Act passed in August 2002 to restore investor confidence
in the financial reporting of public companies and hold a company's officers
personally responsible for misrepresentation. It affects any public company
and is a very broad-sweeping law. Effects on IT departments: Two-phased;
initially, companies will struggle just to comply with the law—providing
necessary documentation to auditors. Eventually, companies will want to
automate the process—building audit trails and procedures into their systems.
The foregoing are some of the issues in the international legal dimension.
National legal dimension should address among others, issues of intellectual property
rights and convergence or competition—in that where sector-specific, or technologyspecific regulation may have been suitable before, the converged nature of technology
and services implies a greater reliance on competition policy, law and regulation to
guard against abuses of dominance or other anticompetitive behaviour in the
marketplace. The object of competition law, however, is not to protect certain actors
but to ensure a competitive market by enhancing efficiency to stimulate development.
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In addition, the national legal dimension should address regulatory reforms in all
areas that touch upon ICT services such as e-commerce, infrastructure, and such
others. Since changes in the electronic environment can bring about factual situations
that are hard to foresee, legal solutions that were appropriate at a certain stage may
become uncertain and/or even disputed and thus prompt a review. This may involve
enacting laws that allow a business to take action against those that breach
information security procedures, thus acting as both a deterrent and enabling
businesses to recover damages. Complementary to this is a law that requires of the
business that certain security procedures are put in place, generally in order to protect
the infrastructure or some third party entity such as a customer.

5.5.5 Effects of Liability Structure to Effective Security in Practice
Generally there are many possible obstacles to effective security; the common ones
could be issues like insufficient budget for ICT security, poor infrastructure and other
technology issues in security as was revealed from the empirical data discussed in
Chapter 4. However, we are working under a premise that although those factors
mentioned above are relevant, still the observed level of ICT security is unnecessarily
low—meaning it could be improved. Also the current handling of security is not
satisfactory— perhaps some kind of motivation is needed, e.g. an incentive or push.
Findings of research done elsewhere indicate that information security is normally
poorly practiced because the liability is so dispersed. A survey on fraud against autoteller machines [Anderson, 1994] indicated a correlation between the pattern of fraud
and the entity that is liable for the transactions. In the USA, if a customer disputes a
transaction, it is the duty of the bank to prove otherwise; as a result the US banks are
motivated to protect their systems properly. On the other hand, in Norway,
Netherlands and the UK, the banks are right unless proved otherwise. That means it is
the customers’ duty to prove that the bank is wrong in a disputed transaction. As
probably only a few cases of this kind would succeed, the banks in these countries
became careless and fraud kept rising.
The scenario captured above—effects of incentives (liability) can also be relevant to
the findings presented in this thesis, in that, information systems are developed
without adequate security as elaborated in Chapter 4—there is no incentive to make
security a natural occurrence in the development and deployment of the ICTs in
organisations. Similarly, incentive is also lacking at the level of infrastructure and
other ICT development in organisation, as discussed in sections 5.3, 5.4 and 5.5 of
this chapter.
Regarding the security of the emerging infrastructure discussed earlier; if we can use
an analogy—it is true that anybody with enough money can buy a car, and learn how
to drive if (s)he is not yet a driver. However, having a car and knowing how to drive
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does not sufficiently qualify the person to use the car on a public road. Traffic
regulations impose requirements on the owner/driver to have among others, a valid
driving license and the car itself is to meet some requirements - say those of safety
and emission controls - before it can be allowed on public roads. Still, the mere
existence of traffic regulations has not been observed to cause a reduction in the
number of cars that are bought and put on road. Instead what is observed is more
order and safer use of roads. A driver is not only using his past experience in driving
and knowledge, as he drives, but also he is constantly influenced in the background by
the traffic law. Adding yet another insecure information system onto the infrastructure
is equivalent to adding unsafe, polluting cars on public roads. This may need
regulation, in just the same way as polluting cars are regulated, but in the ICT
context—tailored to the requirements of ICT security. The same kind of influence—
liability— is needed too.

5.6 Addressing the Inevitable System Dynamics
Several issues and concepts have been covered in terms of social—technical systems.
We started the chapter with delimiting the social-technical systems itself and its
levels, structures and behaviours—e.g. the complex system properties presented. Then
we went on applying some of these issues and concepts in analysing a real world
situation with respect to ICT development in general and ICT security in particular.
Changes in terms of activities and development have been analysed for the socialtechnical system at different levels—organisational and national. Activities at these
levels were showed to be going on without a defined order, there are different security
demands at each level; there is inevitable interdependence at infrastructure layer;
there are legal issues to be addressed; and liability structures also need to be defined
or have effects—all of these are variable or dynamic. In the end, security is to be
defined and addressed across this emerging entire complex. This is viewed as a
problem that needs to be solved.
From GST principles, [Skytnner, 1996 p61-2], we have found the following principles
to be relevant:
1. Homeostasis principle—a system survives only so long as all essential
variables are maintained within their physiological limits.
2. Steady state principle—for a system to be in a state of equilibrium, all
subsystems must be in equilibrium. All subsystems being in a state of
equilibrium, the system must be in equilibrium.
3. System holism principle—a system has holistic properties not manifested by
any of its parts. The parts have properties not manifested by the system as a
whole.
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4. The law of requisite variety—Control can be obtained only if the variety of
the controller is at least as great as the variety of the system to be controlled
[Ashby, 1964].
5. Darkness principle—No system can be known completely.
Given the current developments in ICT use taking place in the country, order in the
development process is important—here from the security perspective, hence to
impose constraints and requirements on it may help to shape or re-shape the emerging
electronic environment; for example in a legally acceptable way—this will conform to
the principle no. 1 above, in that security is regarded as essential variable. In practical
terms, the preceding statement implies that: if the vision is to use ICT for, say, ecommerce and other online services, then the current ICT infrastructure should
develop in such a way as to foster fulfilment of the requirements of the anticipated
uses—security being one of the ingredients.
Principle no.2 can be related to the social-technical system components—culture and
structures; and methods and machines. As noted from the very beginning of this
thesis, the social and technical subsystems should be maintained in equilibrium after
the introduction of ICT in the technical subsystem i.e. system behaviours, structures
and relationship; within and between the micro, meso and macro levels need to be
maintained. In relation to micro, meso and macro levels this may imply the ability to
judge the extent to which we can make an abstraction of microscopic interactions in
order to understand macroscopic behaviours. And this will entail defining the type of
measures or varieties by which the microscopic interactions and laws are linked with
the laws that govern the macroscopic structures and behaviours. Finally, if possible, to
explain the macroscopic structures and behaviour using rules which control the
microscopic behaviour and structures (refer to subsection 5.2.2 where we discussed
system levels).
The principle no.4 can be related to the type of ICT security controls available.
Inadequate security controls would result into security breaches, in that, there will be
more threats than there are methods of their control. With this principle we base our
requisite ICT control variety on the SBC model.
As for the last principle (principle no.5), we have included it here just for the sake of
delimitation, in that, there is no point in trying to completely and entirely model and
understand the system on focus, since the system we are dealing with is a complex
one.
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5.7 A Case on Current ICT Systems Implementation
Following the findings presented and discussed in Chapter 4; and further to the
analysis and discussion covered in this chapter, we now present a particular case of
ICT implementation—the cellular telephone networks in Tanzania.
It is not only the lack of adequate ICT security that poses threats to concerned society,
but also, letting some of the security controls get into hands of bad guys. For instance
encryption can give criminals and terrorists a powerful tool for concealing their
activities and making it impossible for law enforcement agencies to obtain the
evidence needed for a conviction or the intelligence vital to criminal investigations
[Denning and Baugh, 1999]. Else, they can use passwords to protect their machines
and thus effectively keeping others out. Also other socially desired issues, such as
privacy and anonymity which might be required to be provided in technical systems
implementations can be misused.

5.8 Providing a Safe Haven for Real-Time Communication for
Criminals
It is possible for criminals to conceal their criminal activities by hiding behind a
curtain of anonymity. An example of this threat is reported here based on the cellular
phone. Research shows that cellular phones have been used in other countries for
criminal activity, for example by drug lords, gangsters and other criminals. During the
analogue cellular phones era, criminals would normally use “cloned” cell phones to
evade the law enforcement bodies. This would involve buying the phones in bulk and
discarding them after use. For example a top Cali Cartel manager might use as many
as 35 different cell phones a day [Ramo, 1996 cited Denning and Baugh, 1999]. With
cloning, whether cellular communications are encrypted may have little impact on law
enforcement, as they do not even know which numbers to tap. Now that the current
digital cellular phones employ stronger methods of authentication, cloning seems to
be less of a problem for law enforcement. However with the digital cellular phones,
the problem has now moved to the so called SIM CARDS or cellular phone cards.
These small cards with inbuilt chip carry the information that specifies a telephone
number, network operator and amount of air time. Instead of cloning the phone, now
it is the SIM cards that are cloned.
While in other countries, as explained above, criminals are taking all the trouble to
technically break security protections in the phone or SIM card so they can
anonymously enjoy illegal communication, in Tanzania that kind of environment is
provided by default. That is, you can buy a pre-paid SIM card from a vendor without
providing any particulars and start using it immediately; thus rendering wiretapping
for law enforcement difficult.
In Sweden, phone cards can be purchased
anonymously, but there are other arrangements that help to make the social-technical
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system stable, e.g. the issue of unique personal identification number for all citizens; a
system which is not available in Tanzania at the moment. In France too, the same
arrangement is used but, subscribers must provide an identification card at the time of
purchase while in Italy, a pre-paid card must be linked directly to an owner.
In view of the above, the service providers of cellular networks in Tanzania are not
doing enough to protect the social-technical system they are serving. In that, they are
providing communications in a way that it is difficult to establish accountability of the
communicating parties, and thus in a way they create a safe heaven for real-time
anonymous criminal communications. While problems related to anonymity in socialtechnical systems are nothing new — as discussed above — the government has been
slow to transform its security structures so that it is possible to assure accountability
to communications made possible by ICT; by imposing security requirements on such
services.
It is no wonder that there has been a change recently in the frequency, patterns, timing
and success precision of criminal activities. Banks have been robbed in daylight, not
even once, sometimes up to three times in a week. Whenever such attacks happen, the
criminals almost always made away with money— i.e. they succeed. They target
money in transit with detailed precision on where, when, and how to waylay a
successful attack [DailyNews, 2006]. Incidentally, ICT has brought a change in which
new possibilities are possible for both good and bad ends.
A possible solution here could be to create liability due to failure in security of the
ICT to be borne by the owners of the systems and services—the service providers—
which hopefully would prompt an incentive to deploy sufficient controls. This may
involve having specific directives (such as the OECD Guidelines for the Security of
information Systems and Networks) and/or enacting security-related laws to correct
the perceived imperfections as the ICT infrastructure develops and provide the
incentive for organizations to accommodate societal goals such as privacy protection
and being able to establish accountability.

5.9 Manifestations of Systems Insecurity
As an end result of the situation discussed above, in this section we present a
particular case of ICT-implementation insecurity made possible by cellular telephone
networks in Tanzania. The news article below says it all!
“Police out to curb mischievous mobile phone handset users”
Published date: 2005-11-13 07:38:27
Correspondent By Pascal Shao
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1. Threats and insults by uncouth mobile phone subscribers, especially those
connected to the prepaid billing system have raised a big outcry amongst
victims and would-be victims of the practice.
2. An appeal to curb the trend has been made, and the police force, to which
complaints have been registered, has pledged to address it.
3. Many interviewees told the Sunday Observer during a survey conducted this
week that they had received threats and insults from anonymous callers whose
identity they could not subsequently establish.
4. Assistant Commissioner of Police Aden Mwamunyage, who is the official
spokesperson of the force, told this reporter that the law enforcement body had
received complaints on mobile phone-sourced mischief and had taken
measures to curb it.
5. One of these, he said, was to liaise with the Ministry of Communications and
Transport to see how best they could co-operate and stamp out the irritating
practice.
6. Mwamunyange said one of the ideas being floated was to register individuals
who buy lines from the Tanzania Telecommunications Company limited
(TTCL).
7. The police spokesperson underscored the need for formation of a probe team
on the issue, in which local mobile phone companies would make an input, to
facilitate tracing of the culprits.
8. We have a stake in the country to certify a system of monitoring and tracing
people accused of intimidating fellow subscribers.
9. Mwamunyange pointed out, however, that public co-operation was vital for
succeeding in the task.
10. On his part, the Chief Signals Officer in the police department, Nestor
Mpembele, voiced sentiments along similar lines, noting that not all callers
were registered as subscribers.
11. He said the problem was compounded by the cheapness of lines, which are
sold at between 100/- and 2000/-, depending on the phone company.
12. Mpembele said a mischievous person can buy a cheap line, through which he
can insult and threaten as many people as he or she wishes, and then discard it.
’’Such individuals cannot be easily traced,’’ he said.
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13. As for post-paid customers, the police officer said it was not difficult to
identify them since they have to be registered prior to becoming post-paid
customers.
14. Mpembele explained that that even the emergency numbers of the police force
are abused.
15. He added that considerable time was wasted on conversations prompted by
such calls, instead of letting the police devote full attention to genuine ones
which are on emergencies. SOURCE: Sunday Observer [ObserverNews,
2005]
Here the problem has happened at the individual level of the social-technical system.
However there are no data to show the effects of the same at the society level, for
example, there is no reported information on how this anonymity functionality has
been effective in escalating crimes in the society at large.

5.10

Chapter’s Summary and Conclusion

In this chapter, the third block, (the second research question), of fig. 1-5 in Chapter
1, has been addressed. The chapter aims were to analyse, discuss and interpret the
trends in the development of ICT infrastructure in Tanzania. In effect, the chapter has
answered the second research question: What are the relationships and effects of the
introduced ICTs upon the pertinent “social-technical system” with regard to
security?
For research question no. 2, the analyses and discussions presented in sections 5.5,
5.6, 5.7, 5.8, and 5.9, provide an evidence of instability in the interrelations of the
different systems as presented by the social-technical framework (fig. 1-4) as a result
of ICT insecurity. Since parts of the social-technical system were shown in Chapter 4
to have low readiness in addressing the identified good-to-have ICT security issues;
this evidence correlates to the observed low score. The research has presented
evidence of some adverse effects due to ICT use in Chapter 4, subsection 4.5.5.5.
Also, indications of a state of ICT security management at the organisational level,
discussed in Chapter 4, section 4.6; as well as that at the national level—discussed in
section 4.5—show some missing culture, structures, machines and methods in the
social-technical system modelled in the study. The missing system components of the
social-technical system represent undesired state that can result in insecurity.
The next chapter, Chapter 6, will take this analysis further by attempting to establish
some of the possible controls of the situation observed both in this chapter and the
previous chapter.
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6 AN ADAPTIVE SOCIAL-TECHNICAL ICT SECURITY
READINESS CHECKLIST
6.1 Chapter’s Introduction
Background: So far to this point in the thesis, a number of issues as outlined in
Chapter 1 which introduced the core or big idea of the research and the research
problems have been covered. In Chapter 2, discussion and justification for the
methodology used with regard to the research problem was presented. The discussion
involved discerning research methods paradigms—discussing strengths and
weaknesses considerations among the methods and the paradigms—touching upon
important scientific and philosophical issues to be aware of and so forth. In addition,
units of analysis and data sources as well as steps involved in the process were
presented and discussed. The discussion also involved identification of the issues for
which data were to be collected as well as instruments to be used for collection.
Lastly, the chapter discussed also, how the findings presented in this thesis were
derived from the data.
In Chapter 3, the first stage, (I) of the research as presented in fig. 2-1, in Chapter 2;
and also which correspond to the first block, (Definition of ICT security issues), of
fig. 1-5 in Chapter 1, was addressed. The chapter aims were to define, discuss,
analyse and present ICT security issues mentioned in the stage based on the literature
review and other related work and thus build a theoretical foundation upon which the
research is based. In effect, Chapter 3 presented an extensive literature review in the
area of ICT security. A specific list of ICT security issues—we regard as very
important to be addressed in a context—was defined and presented as a result of the
discussions and analysis covered in the chapter. The identified list of ICT security
issues forms the core part of our research problem. The goal is to know and
acknowledge the types of involved risks, and discuss and analyse the possible means
of controls available for the risks. These possible means of controls were input to
Chapter 4, where we address the first research question.
The issues discussed involved presenting a general overview of ICT security thinking,
whereby different approaches, perspectives, and issues were discussed. Some of the
discussed issues were the notion of security in ICT and how it has changed over time;
a general background on security and its trends; human issues or human dimension in
security; cultural approach to security; and aspects of combining technical and nontechnical ICT security controls in an organisation. It also involved analysis and
synthesis of some of the discussed security issues, from which the following were
proposed: an alternative view for defining security in ICT— see section 3.5; an
organisational framework for maintaining a secure IT environment in an organisation
(a model of a total security system)—see section 3.9—the mentioned framework was
also a central subject in Tarimo [Tarimo et al, 2006b]; ICT security knowledge model;
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and lastly, the good-to-have ICT security issues and activities which are inputs to
Chapter 4.
In Chapter 4, stages II, IV and V of the research as presented in fig. 2-1, in Chapter 2;
and also which correspond to the second block (the first research question) of fig. 1-5
in Chapter 1, were addressed. The chapter presented the empirical data collected in
Tanzania to study the ICT security issues identified in Chapter 3. The aim was to
analyse whether, and/or to what extent, - the mentioned ICT security issues are
examined and/or addressed in the current implementations/deployment of ICTs in the
context of Tanzania. ÆAssessment and depiction of current ICT security scenario. In
fulfilling this aim, the chapter has also presented the methodology used for data
collection and analysis to complement the discussion on methods presented in
Chapter 2. In effect, the chapter has answered the first research question: To what
extent are ICT security issues examined and addressed in the current
implementations/deployment of ICTs in the named environment (organisations,
nation)? Answers to this question were analysed, discussed and presented in sections
4.5 and 4.6, the answers for this research question seems to be that: there is a low
extent of examination and actual handling of the mentioned ICT security issues, both
at national and organisational levels. The current status of ICT security for the
environment, as inferred from the empirical evidence, was provided based on the
scores obtained (for the environment) against the specific set of identified ICT
security issues and activities from Chapter 3. Partly, the observed situation also
involved the current practice of ICT security implementations. The ultimate goal was
to be able to describe the status of ICT security for the environment.
Chapter 5 took the analysis and findings presented in Chapter 4 a further step by
attempting to establish some of the possible causal factors of the situation observed
and conclusion made there. Chapter 5 addressed the third block, (the second research
question), of fig. 1-5 in Chapter 1. The chapter aims were to analyse, discuss and
interpret the trends in the development of ICT infrastructure in Tanzania. In effect, the
chapter has answered the second research question: What are the relationships and
effects of the introduced ICTs upon the pertinent “social-technical system” with
regard to security? Analyses and discussions in sections 5.5, 5.6, 5.7, 5.8, and 5.9 of
the chapter, provide an evidence of instability in the interrelations of the different
systems as presented by the social-technical framework (fig. 1-4) as a result of ICT
insecurity. Since parts of the social-technical system were shown in Chapter 4 to have
low readiness in addressing the identified good-to-have ICT security issues; this
evidence correlates to the observed low score. The ultimate goal was to be able to
explain the observed situation as presented in Chapter 4.
Purpose: The above background gives a complete picture of the investigation
towards the research problem defined in chapter 1. Consequently, in this chapter
(chapter 6) we aim at synthesising findings from the discussions, analysis and
interpretations made so far in an attempt to establish a means that can help in
evaluation, formation and implementation of possible ICT security controls to address
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the insecurity situation observed and described in the previous chapters. This
means/method is presented as an adaptive ICT security readiness checklist for socialtechnical systems as discussed in the thesis.

6.2 The Framework for Checklist-Issues
The ICT security checklist is built upon a number of components emerging from the
discussions and analyses we have had in the previous chapters. These components are
then organised into a framework from which the adaptive social-technical ICT
security checklist is developed. In chapter 3, section 3.5, we presented and discussed
an alternative conceptual view of Security in ICT. In this conceived view, we see the
ICT security problem in terms of actions and controls. In effect, we proposed an
alternative way of looking at security as follows:
Security is all about actions and controls and the assurance that desired actions
and controls are in place at any given time.
Schematically we presented this view of security as shown in fig. 6-1 In fig. 6-1,
desired objects could mean anything—from people, to a security policy document, to
a security hardware or software, to secure systems, to a well planned security
infrastructure, to a security education programme, and so forth as relevant. Literally,
the objects—both desired and undesired—can be in real-physical forms, e.g. –
persons; or abstract, e.g. –a hardware or software vulnerability. Whereas, the desired
actions could mean anything: —from, general secure actions, to “train this number of
users/employees or a whole department on security matters”, to “standardise this
security procedure”, to “implement this security policy or process”, to “set aside a
monetary budget to address these—e.g. virus threats - identified in our organisation”,
to “measure the effectiveness of our security programme”, to “review this policy or
procedure”, and so forth as relevant. In effect the statements express actions.

Fig. 6-1: An alternative view of security in ICT
On the other hand, the undesired objects could mean anything—from “adversaries”,
e.g. hackers, disgruntled employees, to “untrustworthy internal personnel”, to
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“imminent security threats in the environment”, to “hardware and software
vulnerabilities”, to “ignorance- which leads to unawareness of ICT security
knowledge”, to “users untrained in security matters”, to “computer assisted crimes”,
and so forth as relevant. Whereas, the undesired actions could be – “nonsecure
actions”, “intentionally or otherwise leaving a critical IT system open to known
threats”, “unrestricted access to resources”, “employees disclosing their passwords to
friends or strangers”, “system administrators not following organisation’s security
policy”—security policy violations; “users fraudulently acquire access to systems for
which they are not authorised to access,” “attacks committed,” an so forth as relevant.
Thus, in the end, security will boil down to a process of implementing a set of objects
and actions to control an environmentally relevant set of undesired objects and
actions. However, in this process there is work to be done, in that; one has to assess
the environment to establish the likely set of the undesired objects and actions. This
step is risk evaluation as addressed in various literatures; such as [Alberts and
Dorofee, 2003] —which presents a methodology for evaluation and management of
threats and vulnerabilities in ICT; — [Molak, 1996; Anderson, A., et al, 1991] risk
management in ICT; — or [Neumann, 1995] which addresses computer-related risks;
or [Frisinger, 2001] which presents a methodology for evaluation of risks in open
distribute ICT systems. The inputs for this step of evaluation are many and various;
e.g. required knowledge, tools, methods and such other necessary inputs.

6.3 The Component of the Framework for Checklist-Issues
Having succeeded in risk evaluation step describe above, the next step would be to
identify, select, implement and manage a set of actions and objects to counter the
identified risks (undesired actions and objects). Again, in this step various inputs
would be required [Bishop, 2003; Pfleeger, 2003; and Schneier, 2000]—these are the
control actions and objects. These control action and objects are further broken down
into the following components:
•
•
•
•

Functional Control Levels—i.e. whether a control serves a purpose of a
technical mechanism or social control.
Control Issues and Activities—i.e. the actual controls concerned, e.g.
security standards, mechanisms, processes, and procedures.
Control Life Cycle—i.e. a mechanism for maintaining dynamism and
process in controls implementation/implemented.
Control Attributes—i.e. any other demands that needs to be observed in
order for a given control to perform as expected, e.g. if the control in question
is security awareness raising activity, a control attribute could be management
support, or allocated budget.
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Already in chapter 4, we discussed and presented a high level view of ICT security
management program as being partitioned into three components: security goals,
security policy, and concrete security activities. And, the problem of addressing ICT
insecurity was portrayed as capture in fig. 6-2 below.
For instance, fig. 6-2, presents the relationship of the mentioned high level ICT
security management components to the SBC security controls model; against the
observed ICT security management state of the three institutes studied. As noted
earlier, none of the institutes had previously a practice of actively incorporating ICT
security into their strategic plans. Institute X did incorporate ICT security into its
strategic plan, but no plans for its implementation have ever been laid down, apart
from uncoordinated and ad-hoc initiatives at individual or departmental level. This
implies, as outlined above, that - there have been no defined goals for whatever
security effort expended in the three institutes. Also at the time of the study, there was
no ICT security policy that was in force at any of the institutes. Consequently, the
concrete activities observed were more on the technical side of controls, in particular
they dealt with the hardware— physical protection/security; operating systems—
patching/updates; and applications—patching/antivirus installation and updates.

Fig. 6-2: Mapping the Reported State of ICT Security Management and Desired ICT
Security Management State onto the SBC Model for organisations studied
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Fig. 6-3 shows a schematic representation of the ICT security control components
levels outlined earlier in this section.

Functional Control Levels

Control Issue and
Activities

Control Life Cycle

Control Attributes

Social + Technical

Security Standards, etc

Life Cycle Approach

Strategies

Life cycle stages/levels

Issue Dependent

SBC

ISO17799

Fig. 6-3: An overview of the framework that defines the ICT Security Checklist-Issues
The fact that the thesis described and reported here is already based on some
framework/models—e.g. the SBC model/framework and the social-technical system
framework, it is imperative that these frameworks need also to be included in the
planned course of action. That is, the frameworks have to be used in analysis and
suggestion of the intended solutions to address the observed ICT security posture in
the studied environment. Thus in the framework presented in fig. 6-3, SBC is used to
inform and guide the functional control levels—i.e. the ethical/cultural control
functions; legal/contractual control functions; administrative/managerial control
functions;
operational/procedural control functions;
and technical—
mechanical/electronic control functions. These together form a social-technical
control functions (refer to section 4.3 of chapter 4 for more details). On the other
hand, there can be numerous varying control issues and activities applicable in the
framework; these depend on the realities of the context of application. Therefore some
developed security standards such as the ISO17799 or the NIST SP 800 series of
controls can be applicable to guide and provide the actual control issues and
activities. However for the purpose of this thesis, the ISO 17799 standard was
selected for use in the framework (fig .6-3) to provide the control issues and activities
(see also fig. 4-6 in chapter 4)
The control life cycle provides an additional dimension of assessment capability in the
checklist framework. Chapter 2, subsection 2.5.1 can be referred for the definition
and specification of life cycle control, whereas subsections 4.5.7 and 4.6.3.1 of
chapter 4 can be referred to for knowledge on how life cycle control was used in the
evaluation of the studied security issues. Fig. 6-4 portrays a summary of the mappings
between SBC, ISO17799 and Life Cycle stages.
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Fig. 6-4: The mapping of different Components of the Checklist-Issues Framework

The last component in the framework, control attributes is arbitrary and issuedependent. It can represent relevant issues from the social-technical framework
pertaining to a particular control issue/activity—e.g. structure or culture or method or
a machine component that needs to be in place in order for that particular control
issue or activity to function as intended. Due to that, in fig. 6-4, control attributes are
not shown.

6.4 Social-Technical ICT Security Readiness Checklist Tables/Sheets
The details of the control mappings presented in fig.6-4 above are then outline in a
table showing the different control aspects we have discussed above as well as the
levels of life cycle controls as shown in table 6-1a through to table 6-1e provided
further below after section 6.7. While the SBC provides a simple structure for viewing
the overall possible controls levels—social and technical; the standards, e.g. the ISO
17799 used here, provide organizations with a general indication of control coverage.
A security practitioner should not strive to cover all available control issues/actions in
a given standard; instead he should strive to establish relevant controls applicable to
the environment in question and try to address those. The checklist can then be used
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as a starting point for conducting further analyses and interpretation of the selected
controls.
As can be seen in fig. 6-4, the mapping between ISO 17799 and SBC is not a one to
one. Therefore, a given security issue on ISO 17799, say, Compliance; can be
addressed by using legal/contractual controls, or administrative/managerial control, or
operational/procedural controls, or mechanical/electronic controls. Theoretically, it
would have been desirable to have all these possible controls in place in order to
ensure maximum compliance; however in practice this ambition might turn out too
expensive for an organisation or an individual, both in monetary terms and
performance overhead. Thus, it is imperative that one would settle for a combination
of controls that provide a minimum or adequate compliance. In this way the SBC is
also helping in informing available options to a given security issue from a given
standard where the issue happens to map to more than one control layer of the SBC
model as is the case for “Compliance” (see its mapping in fig. 6-4). Hence, through
further analysis, one can be led to selecting a cost effective control option.

6.5 Implication for Theory
As explained in the preceding sections of this chapter, the social-technical ICT
security Checklist has been built on a framework that combined two models of ICT
security—the code of practice of information security management—ISO 17799; and
a holistic model/framework for categorising/analysing/specifying security controls in
information technology—the SBC model [Kowalski, 1994]. This can be regarded as
an extension to the usability of the SBC model and at the same time that of ISO
17799. We might be aware that there have been some complaints from practitioners,
who argue that; despite the fact that ISO17799 is a good standard they find it a bit
cumbersome in successfully deploying it in organisations. In our case we found it
easier to work with in the way we have presented it here; and it was from that
flexibility that we came up with the idea of combining the two. However, the case did
not involve implementation of the ISO 17799; instead we used it in analysis of
security issues. In addition we added the ‘life cycle approach’ on to the combination
to achieve the necessary aspects of dynamism and process. Consequently it appeared
that the effects of the combined model are better than that which can be obtained from
each models in isolation (see subsection 4.6.2.3, in chapter 4 for a detailed
discussion).
With respect to the research problem addressed in the thesis, and the findings
presented in chapter 4; the social-technical ICT security checklist helps to inform the
needed actions, i.e. the way forward given the observed security posture and in effect
provides the starting point for addressing the third research question (section 1.5).
This will further be discussed and clarified in the next chapter, when we provide our
conclusions.
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6.6 Implication for Practice
The research reported here has to do with problem solving, and as a prerequisite,
problem analysis is important. The overall process undertaken to arrive at the results,
can contribute as an approach whose steps can be followed to address similar
problems elsewhere, although the results so obtained would be different from those
reported here in that it would involve a different context, still such results can be
useful towards solution development for such problems. As shown in the discussions
covered in the thesis, security in ICT is not a single issue, action or event; instead it
involves a process and a myriad of interrelated issues—e.g. policies, infrastructure,
social issues, legal issues, cultural issues, and so forth. Any approach taken to address
it then, should also address it as a multidimensional issue. The Social-Technical ICT
security Checklist was an attempt to accommodate the multidimensional nature of
security when solving ICT security problems in organisations.
The said Social-Technical ICT Security Checklist Sheets are presented in the next
couple of pages showing different levels of control functions provided by the SBC
against relevant control issues or activities provided by the ISO 17799 standard. Only
a few of the primary security topic—control issues and activities—have been included
with low level details of the activities for elaboration and clarification purposes. The
rest of the control issues from the ISO 17799 have just been posted where they are
relevant in the different control levels provided by the SBC model without further
details as presented in fig. 6-4 above. It would imply that when one needs to apply the
framework, he has to have the knowledge of the actual environment with him and
access to the ISO 17799 standard or other such relevant standards; then he has to
assess which control issues or activities among those available in ISO 17799 or other
such standards are relevant. The relevant control issues and activities would then be
filled in the sheets. We have found this arrangement of providing a framework for
capturing ICT security checklist-issues more convenient and useful than it would have
been to try to compile exhaustive lists of the ICT-security-issues themselves; which
were to be used for performing the intended ICT security readiness check. Such an
approach would have resulted in a list that is rigid enough for the demands of
different context of ICT application. Different context have different demands for
security. Also, by having and using the framework that way, it makes the whole
approach useful to contexts other than the one for which it was developed.
It worth noting that; apart from ISO 17799 used, the checklist can employ any other
relevant standard. It should be possible also to combine security issues or activities
from different standards at a given analysis.

6.7 Chapter’s Summary and Conclusion
In this chapter, An Adaptive Social-Technical ICT Security Readiness Checklist has
been discussed to highlight how it was constructed, the framework on which it is built
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and justifications of the decisions made in its development. The whole process
described here, helps to answer part of the research question no.3 presented in chapter
1; section 1.5
In conclusion, the overall thesis reported here has strived to show that security in ICT
is not a single issue, action or event; instead it involve a process and a myriad of
interrelated issues—e.g. policies, infrastructure, social issues, legal issues, cultural
issues, and so forth. Any approach taken to address it then, should also address it as a
multidimensional issue. The Social-Technical ICT security Checklist was an attempt
to accommodate the multidimensional nature of security when solving ICT security
problems in organisations.

Checklist Tables:
The Social-Technical ICT Security Readiness Checklist Tables are found in the pages
that follow.
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Table 6-1a: Social-Technical ICT Security Readiness Checklist Sheet—Ethical/Cultural - Social Controls Layer
FUNCTIONAL
CONTROL LEVELS
SBC

CONTROL ISSUES AND
ACTIVITIES

L.1
Principles

L.2
Policy

L.3
Requirements

L.4
Implementation

L.5
Testing/
evaluation

Control
Attributes

ISO 17799

1.SECURITY POLICY

Ethical/Cultural Controls
1.1 Does management
include code of conduct in
security policy?
1.2 Is there a security
policy?
1.3 Is security Policy
Communicated to all?
2. ORGANISATIONAL
SECURITY
2.1 Does management
cultivate a culture of
awareness by regularly
involving all employees in
ICT security matters?
2.2 Is there a culture of
ICT security
management?
3.PERSONNEL
SECURITY
3.1 Does the management
maintain a culture of
performing personnel
screening, user training,
reporting and responding
to security incidents,
punishing violations in
respect to ICT security?
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Commitment
Communicatio
n /awareness

Internalisation
of ICT security
Actions and
Activities

Comments

Table 6-1b: Social-Technical ICT Security Readiness Checklist Sheet —Legal/Contractual - Social Controls Layer

FUNCTIONAL
CONTROL LEVELS
SBC

CONTROL ISSUES AND
ACTIVITIES

L.1
Principles

L.2
Policy

L.3
Requirements

L.4
Implementation

L.5
Testing/
evaluation

Control
Attributes

ISO17799

1. SECURITY POLICY

Legal/Contractual
1.1 legal issues to be
addressed in ICT sec
policy?
1.2 contractual issues to
be addressed in sec
policy?
1.3 existing laws/contracts
that may affect sec.
policy?
2.ORGANISATIONAL
SECURITY
2.1 legal/contractual
issues to be addressed in
organisational security?
2.2 Legal/contractual
issues that may help
organizational security?
3. PERSONNEL
SECURITY
4. PHYSICAL AND
ENVIRONMENTAL
SECURITY
5. ACCESS CONTROL
6. COMPLIANCE
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Compliance;
Support;

Compliance
Legal support

Comments

Table 6-1c: Social-Technical ICT Security Readiness Checklist Sheet —Administrative/Managerial - Social Controls Layer

FUNCTIONAL
CONTROL LEVELS
SBC

CONTROL ISSUES AND
ACTIVITIES
ISO17799

1. SECURITY POLICY

Administrative/Managerial
2. ORGANISATIONAL
SECURITY
3. ASSETS
CLASSIFICATION
AND CONTROL
4. PERSONNEL
SECURITY
5. PHYSICAL AND
ENVIRONMENTAL
SECURITY
6. COMMUNICATIONS
AND OPERATIONS
MANAGEMENT
7. ACCESS CONTROL
8. BUSINESS
CONTINUITY
9. COMPLIANCE
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L.1
Principles

L.2
Policy

L.3
Requirements

L.4
Implementation

L.5
Testing/
evaluation

Control
Attributes

Comments

Table 6-1d: Social-Technical ICT Security Readiness Checklist Sheet—Operational/Procedural - Social Controls Layer

FUNCTIONAL
CONTROL LEVELS
SBC
Operational/Procedural

CONTROL ISSUES AND
ACTIVITIES
ISO17799

1. ORGANISATIONA
SECURITY
2. ASSETS
CLASSIFICATION
AND CONTROL
3. PERSONNEL
SECURITY
4. PHYSICAL AND
ENVIRONMENTAL
SECURIT
5. COMMUNICATIONS
AND OPERATIONS
MANAGEMENT
6. ACCESS CONTROL
7. BUSINESS
CONTINUITY
8. COMPLIANCE
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L.1
Principles

L.2
Policy

L.3
Requirements

L.4
Implementation

L.5
Testing/
evaluation

Control
Attributes

Comments

Table 6-1e: Social-Technical ICT Security Readiness Checklist Sheet—Mechanical/Electronic - Technical Controls Layer

FUNCTIONAL
CONTROL LEVELS
SBC
Mechanical/Electronic

CONTROL ISSUES AND
ACTIVITIES
ISO17799

1. ORGANISATIONA
SECURITY
2. PERSONNEL
SECURITY
3. PHYSICAL AND
ENVIRONMENTAL
SECURITY
4. COMMUNICATIONS
AND OPERATIONS
MANAGEMENT
6. ACCESS CONTROL
7. BUSINESS
CONTINUITY
8. COMPLIANCE
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L.1
Principles

L.2
Policy

L.3
Requirements

L.4
Implementation

L.5
Testing/
evaluation

Control
Attributes

Comments
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7 CONCLUSIONS AND FURTHER WORK
7.1 Chapter’s Introduction
Background: So far the thesis has reported on the overall research process, from
research problem and questions to the data collected to study them, and to the findings
of the study. In addition, the thesis has presented, as its output, recommended
solutions for the problems identified in the study—the checklist.
Purpose: This chapter aim at concluding the reported research and validate the
findings by reviewing the overall process of the study—discussing the relationships
between the findings and the proposed solution; presenting and discussing the
guidelines for the application of the checklist; exposing and discussing the study
quality and limitations as well as providing the direction and issues that further work
would entail.
Structure: The chapter is organised around these topics:
-

Conclusions and Implication—research problem and process
Conclusions and Implications—research findings
Guidelines for the application of the Checklist
Reflections on Quality and Validation of the research
Limitations
Summary of Research contributions
Further work

7.2 Conclusion about the Research Problem and Process
This thesis has reported on a study designed to investigate ICT insecurity problems
emerging in ICT-enabled contexts, being a case study carried out in an environment
of one of the developing countries.
In carrying out the study the researcher has employed the General Systems Theory as
the main foundation to investigate a social-technical approach to ICT security. Based
on the SBC model, previously devised by Kowalski, the researcher has developed
“Security Knowledge Model”. The new model expands on the factors to be
considered for a balanced approach to ICT security, encompassing both social and
technical factors in a layered approach encompassing security properties (aims),
security services (safeguards and supporting services ), security threats (causes and
impacts of undesirable events), security mechanisms and controls (countermeasures),
and security implementation strategies (ongoing management).
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As part of this process ‘good-to-have’ security measures were identified for ICT
environments at an organisational and national level, forming a ‘desired state’ of
being for ICT security. The situation in Tanzania was then studied to see how closely
that particular situation mapped against the desired state. Several government
organisations were studied to determine a national rating, and a group of organisations
provided the basis for gathering and analysing the situation in Tanzania at an
organisational level.
In the thesis, a desired state was viewed at high level as consisting of security
knowledge, security goals, security policy and concrete security activities. These
elements would also need a context of application—which can be an organisational
ICT environment at one level or national ICT environment at the other. Fig. 7-1 show
a schematic representation of the relationship between the developed Security
Knowledge Model, desired state and reported state or findings from the study.

Fig. 7-1: Security Knowledge Model in relation to Reported ICT Security
Management State, Desired ICT Security Management State and the SBC Model
Controls
Combining the SBC model, control issues and activities derived from the
international standard ISO 17799, and phases of the control life cycle provided a
foundation for the building of the end product of the research – the Social-Technical
ICT Security Readiness Checklist. This checklist is presented in the form of a
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framework, or matrix, allowing a mapping of the control issues against the life-cycle
phases, within the layers of the SBC model.
Regarding the research process, the steps of Checkland’s Soft Systems Methodology
(SSM) were followed in theory. That is, one circle of the process captured in fig. 7-2
was completed

Fig. 7-2: The Research Process Theoretical base [Adopted from Checkland, 1990]
We started with an environment—a context of ICT application—for which we wished
to investigate ways and means that would help to:
i)
ii)
iii)
iv)

Depict its current ICT security posture
Qualify the observed security posture
Define its new improved security posture
Develop an aid or tool for transforming its current ICT security posture to a
new improved posture

Thus, GST, ISO 17799 and Social-Technical framework outlined above and explained
in detail in the thesis, as well as relevant others were used in achieving the
investigation objectives using parts of ICT contexts in Tanzania.
In conclusion, given the outline of the research problem and process presented in this
section and the overall content reported in the thesis in regard to the problem, the
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author suggest here that the study has successfully addressed the problem. The
discussions and analyses, presentation of concepts and findings as well as the
interpretations that have been reported in the thesis to this point provide evidence that
the research process undertook a successful mission to fulfil its objectives as defined
in Chapters 1 and 2. Based on the research problem and process, we suggest here that
the research questions as well as the research goals we set ourselves to achieve have
been addressed; the evidence of this is revisited in the next section.

7.3 Conclusion about Research Findings
Three reach questions were formulated to study the ICT security problem in the
thesis. These were as follows:
1 To what extent are ICT security issues examined and addressed in the
current implementations of ICTs in the named environment
(organisations and nation)? Æ Assessment and depiction of current
ICT security scenario.
2 What are the relationships and effects of the introduced ICTs upon the
pertinent “social-technical system” with regard to security? ÆEffects
or qualification of the observed current ICT security scenario.
3 How can ICT security issues be approached and addressed during
designing, development, implementation, and operational phases of the
ICTs in the environment? ÆDefine new desired ICT security scenario
and plan for the system transformation to the desired ICT security
scenario.
As analysed, discussed and presented in sections 4.5 and 4.6, the answer to the
research question no. 1 was found to be that: there is a low extent of examination and
actual handling of the identified good-to-have ICT security issues, both at national
and organisational levels.
Examples of low readiness at an organisational level were depicted by the observation
that: - there have been no defined goals for whatever security effort expended in the
three institutes studied. Also at the time of the study, there was no ICT security policy
that was in force at any of the institutes. Consequently, the concrete ICT security
activities observed were more on the technical side of controls, in particular they dealt
with the hardware— physical protection or security; operating systems— patching
and updates; and applications—patching, antivirus installation and updates. These
are represented in fig. 7-1 by arrows that point to the respective controls on the SBC
model, on the left; and the desired state shown on the right whereby all controls on the
SBC model are addressed.
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For research question no. 2, the analyses and discussions presented in sections 5.5,
5.6, 5.7, 5.8, and 5.9, provide an evidence of instability in the interrelations of the
different systems as presented by the social-technical framework (fig. 1-4) as a result
of ICT insecurity. This evidence correlates to the observed low score mentioned
above, since parts of the social-technical system were shown in chapter 4 and 5 to
have low readiness in addressing the identified good-to-have ICT security issues. The
research has presented evidence of some adverse effects due to ICT use in Chapter 4,
subsection 4.5.5.5. Also, indications of a state of ICT security management at the
organisational level, discussed in Chapter 4, section 4.6; as well as that at the national
level—discussed in section 4.5—show some missing culture, structures, machines
and methods in the social-technical system modelled in the study. The missing system
components of the social-technical system represent undesired state that can result in
insecurity. The assertions made here can help in validation of the research outputs.
The research question no. 3 was aimed at informing the way forward for addressing
the findings obtained for the two previous questions. In this thesis, the answer to the
third question forms a crucial part of the research— The Social-Technical ICT
Security Readiness Checklist. This checklist is a tool for rating current ICT security
against a desired state, which can be applied at an organisational or national level.
This checklist provides developing organisations and nations firstly with an
assessment mechanism to determine their strengths and weaknesses in relation to ICT
security, and secondly strategies for action to reach the desired state. In a summary
the checklist can be helpful in evaluation, formation and implementation of ICT
security controls at the two levels mentioned.
Conclusions for the organisational level and Implication for the Checklist:
The analysis of the ICT security activities at the three institutes has shown that there
were activities related to practical handling of threats and incidents. However, these
activities, mainly, involved low level technical controls, e.g. using the in-built security
features in operating systems and applications. Furthermore; it was revealed that,
along with the noted ongoing security activities in support of ICT security issues
presented in section 4.4, there are problems related to organisational security
strategies, e.g. organisational-wide ICT security policy; coordination of ongoing ICT
security initiatives, and shortage of security budget.
That said, the current ICT security focus at organisational level (based on the three
studied) seems to be mostly on technical controls. As there was no anchor—a an
organisational-wide ICT security policy—from which to hang ICT security initiatives,
e.g. provision of needed coordination, definition of security goals, provision of
awareness, education and skills, and so forth; the ICT security initiatives remain to be
ad hoc, ineffective and uncoordinated. Consequently the provision of focus, anchor,
and coordination to guide and nurture ICT security initiatives would be part of the
solution for the social-technical system studied. The Checklist together with the ICT
Security Knowledge Model can help in the provision of coordination by presenting a
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comprehensive picture of the desired ICT security controls and activities to the ICT
security practitioners at the organisation level.
In conclusion, the overall score at the organisational level was generally low.
However this conclusion is just indicative of the possible likely situation in other
organisations, not a definitive representation of the actual state of issues studied for all
organisations. Consideration should also be made of the scope of the study reported in
this thesis, the setup of the study—i.e. the decision to include and exclude variables—
and the availability of reliable data from the environment studied. The research output
can help to improve the observed low readiness for ICT security in the context.
Conclusions for the national level and Implication for the Checklist:
The analysis of ICT policy and the three published newspapers articles can be placed
in a context of ICT security - strategies, initiatives and practical problems. The need
for ICT strategies was underlined in the analysis of the national ICT policy, in that,
the policy had identified a number of hurdles standing in the way of general ICT
development in Tanzania. The noted problems are:
•
•
•
•

A shortage of well qualified professionals of ICT in Tanzania
No well established ICT professional profiles
Lack of standardised evaluation mechanism for ICT training currently taking
place in Tanzania
No coordination of major ICT initiatives taking place in Tanzania, both at the
national or governmental and organisational levels.

The list of hurdles above is generally applicable to ICT development status of
Tanzania [TZ-ICT policy, 2003]. With respect to ICT security at the national level,
there is no National ICT Security policy; and thus ICT security initiatives, if any,
would most probably suffer from lack of focus, anchor and coordination—at the
national level, and probably, down to organisational and individual levels. It worth
noting that ICT security as an instance of professionalism would be affected by the
four hurdles listed. Consequently the provision of focus, anchor, and coordination to
guide and nurture ICT security initiatives would be part of the solution, whereas
addressing the hurdles outlined above would be the other part of the solution for the
Tanzanian social-technical system.
With respect to the good-to-have ICT security issues the following activities were
relevant:
Creating awareness—ICT security courses discussed in subsection 4.5.1 and courses
reported and discussed in subsection 4.5.5, e.g. CISA and CISM.
Promoting Best Practices—use of regulatory mechanisms to enforce conformity on
ICT infrastructure (Table 4-6, TCRA) and the reported CISM course, which in effect
176

it is an instance of best practices developed by ISACA (see newspaper article 2 in
subsection 4.5.5.4)
Standards and Interoperability—the use of unified technical standards for
telecommunication equipments and services and harmonisation of functions of cross
cutting issues of ICT in the country. Although these activities are not directed to
security but their presence provide some kind of implicit security, in that, if a given
communication device meets a certain technical standard, and that standard includes
security features; then a consistent use of the communication device across the
country would avail the security functions or features across the country.
That said, the current ICT security focus at the government level seems to be on legal
and regulatory, this was highlighted in the national ICT policy as well as in the
newspaper article 1 discussed in the Chapter 4. The mentioned article showed that the
government of Tanzania has started to take special initiatives to control technological
crimes by improving its legal system and investigation techniques.
It was further revealed that technological crimes have been continually increasing in
the country, especially in the banking industry. Banking fraud has become a common
global problem especially in developing countries [ObserverNews, 2006].
The stage and approach of the control initiative reported in the newspaper article
implies that the control process or initiative has just started at government level to
address technological crimes. Apparently, it seems legal controls—legal system; and
procedural controls—investigation techniques—are seen as necessary to begin with
(refer to the possible layers of security controls defined by the SBC model in fig. 7-1).
Incidentally, it appears that the lack of investigation techniques is really a problem in
the environment at the time of the study. And, thus a legal solution has been
earmarked as a potential control of the situation. While such a solution may provide
some results, such an approach would address only a small part of the problem and
thus may turn out ineffective, as revealed in Chapter 3. As there is no anchor—a
National ICT security policy—from which to hang ICT security initiatives, e.g.
provision of needed coordination, definition of security goals and standards, provision
of awareness, education and skills, and so forth; such initiatives would remain to be
random, fragmented, duplicated at times, and uncoordinated. Worse still, the resulting
solution might not be as effective as desired.
As for practical problems in ICT security, as noted in newspaper article 3, there is a
need for a holistic view. It was shown in table 4-7 and in the analysis and discussion
presented thereof (subsection 4.5.5.5) that a crime like forgery in a system that
involves computer processing, might happen due to inadequacies in several parts of
the system. Thus, it is only by taking a holistic view that the problem can be
minimized or controlled as has extensively been discussed throughout the thesis.
Consequently, the developed checklist can help the ICT security decision makers and
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implementers or practitioners at the national level in providing a holistic coverage on
ICT security controls, including both social and technical issues. The checklist can be
used in evaluation, formation and implementation of ICT security controls at this
level.
In concluding, the analysis of the National ICT policy and other public documents has
shown that there are public activities in relation to awareness raising activities and
promotion of best practice. Furthermore; it has been revealed that, along with the
noted ongoing public activities in support of ICT security issues presented in section
4.4, there are problems related to national strategies, e.g. national ICT security policy;
coordination of ongoing ICT security initiatives, and shortage of well qualified
professionals in ICT security. The developed checklist, together with the ICT security
Knowledge Model can help to address the mentioned problems.

7.4 Guidelines for the application of the Checklist
Fig.7-3 shows a framework capturing the relationships between the developed ICT
Security Model, Social Technical ICT Security Checklist, a Context of ICT
application and the levels of knowledge required.

Fig. 7-3: The links between ICT Security Knowledge Model, the Checklist and a
Context of ICT application
A user of the checklist must have certain knowledge in ICT security issues as captured
in the security knowledge model. This knowledge would help in understanding the
issues captured by the checklist and also in selecting appropriate controls applicable
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for an intended context. Alternatively, the checklist can also be used to evaluate
current security posture of a context or help in implementation of appropriate ICT
security controls for a context.

7.5 Reflections on Quality and Validation of the Research
In a sense, the research reported in the thesis provides a reflection of the current state
of ICT security problems in an instance of the studied environment (social-technical
system). One way of validating a qualitative research is by planning and using
techniques that can be used to determine trustworthiness [Lincoln and Guba, 1985]
The techniques may involve research methods, the research set up, the overall
research process and its theoretical base. By observing important aspects from each of
the listed issues, a researcher can guarantee the needed trustworthiness.
Being a scientific work the thesis is subjected to measures of quality to confirm its
claims. For this matter, a discussion about the quality of this work with respect to
some established measures for a qualitative enquiry (referred to as dimension of
quality) is provided here. A dimension of a qualitative inquiry has four criteria, which
are credibility, transferability, dependability and confirmability [Lincoln and Guba,
1985]. Below follows the discussion with respect to each of these:


Credibility—does the work presented in this thesis accurately reflect the
reality studied?

Since the research settings deal with society, social reality is implied. Generally,
social reality is not a fixed entity that can be studied today and come up with some
findings, which can be obtained later when the study is repeated. Instead, social
reality is constantly changing every now and then and multiple perspectives are often
involved which lead to multiple realities. Hence by fixing your viewpoint and setting
the boundary of the study in question (as presented in Chapter 1, section 1.4 and 1.6)
it is then possible for one to establish realities concerning a phenomenon in focus. Our
approach here, took that viewpoint and hence we believe the results obtained are the
truthful reflection of the studied phenomenon. As for the subjectivity on the part of
the researcher as a result of influences such as past knowledge and the like, we have
included findings from similar studies conducted in the environment as well as other
evidences originating from other people in the studied environment; and which were
found to be related to the studied phenomenon (Chapters 4 and 5).
In view of the above, the research conclusions with respect to the questions raised
show that parts the environment studied have a low readiness for the identified goodto-have ICT security issues. Also in the process the study, data were collected and
presented that show the effects of the low readiness in ICT security issues (Chapter 4,
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section 4.5.5.5, and Chapter, section 5.9). Thus, the work presented in the thesis
reflects the reality studied and this can be used as an aspect of validation.


Transferability—are the findings useful to others in similar situation?

The findings in this research are useful for others in similar situation. Also the
phenomenon in focus—insecurity in ICT enabled-contexts—was found to be a
problem not only to the environment to which we had direct access, but also in many
others as we learned from the relevant literature. Thus we have addressed a common
problem for all contexts, but each context in isolation has its specific requirements for
addressing the problem. And, the work presented in the thesis addresses the problems
in a specific context—that of Tanzania. Although we have physically accessed and
studied one environment as a case study, we have tried to make our solution to the
problems observed as general as possible. For example the social-technical ICT
security readiness checklist involves standards (ISO17799) and based on other
frameworks from the literature. This is an effort to make sure such results can find
use in other similar areas with similar or related problems.


Dependability—would the results be repeated if the study were replicated?

Since this is a qualitative research, by their nature qualitative studies cannot be
replicated due to changing realities as we have already discussed above. The
importance is instead, more stressed on the stability and consistency of the enquiry
process. For this study dependability can be determined by auditing the referenced
literature as well as interviewing some of the people who work in the environment
from which the data were collected. The research setting also ensures that the
processes used in the enquiry are consistent. We strived in the report to be explicit in
all major steps that were involved in the inquiry process. As such we believe the
inquiry process can be repeated using different variables, from a different context and
thus yielding different credible findings relevant to that particular different context.


Conformability—do the data help to confirm the findings?

By designing an approach for a qualitative research and making a consistent use of it
in collecting the pertinent data, we ensured that the type of data collected are those
defined within the design approach and those which have relevance to the
phenomenon studied. It is said that quoted references can be used to confirm a finding
in case such findings have also been observed elsewhere by other researchers.
Quoting as explained here has been used in reporting our findings, both from the
literature and other public documents not necessarily related to, or reporting, research
e.g. the newspaper articles presented in Chapters 4 and 5.
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7.6 Limitations
The research outputs were arrived at through the researcher’s extensive exploration of
the theoretical ICT security knowledge body and have practical experience
components obtained from case studies. While the outputs—the Security Knowledge
Model and the Checklist—were found useful in this study more practical experience is
needed in the application of the checklist to validate its applicability in different
contexts as well as providing a room for improvement.
Given the fact that the checklist has been designed to address practical ICT security
problems then involvement of the problem owners in its subsequent improvement is
important. While practical experience was used in developing the checklist, the
problem owners were not directly involved in the analyses of the problem
formulation, relevant model choice, and comparison of models with the real situation,
or action needed to improve the situation. These issues will be addressed in the further
work together with studying the possibilities of modularizing and automating the
checklist.

7.7 Summary of Research contributions
Contributions with respect to investigative and analytical components:
-

The research approach - the overall research approach can be repeated
in other contexts

-

the developed ICT Security Knowledge Model

-

in effect, the research outputs help in reducing the complexity of the
ICT security problem in practice

Contributions with respect to methodical and solutions components:
-

A Generic framework for Implementation and Use of Intrusion
Detection Systems ( see Appendix C)

-

A Social-Technical ICT Security Readiness Checklist
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7.8 Further Work
The research work reported here was set out to explore the current status of the socialtechnical system with respect to ICT security. Therefore, the structures, culture,
methods, and machines as components of the social-technical system were
investigated against a desired state with respect to ICT security. Given the findings
presented in Chapters 4 and 5, and conclusions made earlier in this chapter; the social
technical system is currently unstable. Given this observation, the next stage of
research can undertake a study to analyse the social-technical system for effects
which are attributable to the observed security posture presented in this study. The
effects can be investigated across individual, organisational, and society - levels.
Currently there are no data from research performed for the social-technical system in
question to specifically focus on effects of insecurity apart from a few occasionally
reported events obtained from the media. For example, we discussed a case on current
ICT system implementation in Chapter 5; section 5.7, 5.8, and 5.9; in which we
showed that cellular phone service providers in the social-technical system are
currently offering their services in such a way that unaccountable anonymous
communication among parties is possible - (Note: unaccountable with respect to
identity, not business loss). So far there is no reported information on how this
anonymity functionality has been effective in promoting undesired effects in the
social-technical system—for example, escalating crimes in the society at large. Once
these effects are known, the checklist can be employed to address them and in doing
so evaluate its effectiveness. The ultimate goal will be to modularize and automate the
checklist.
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APPENDICES
Appendix A: Questionnaire sheet 1
Name :_________________________________________( optional)
Organisation: ____________________________________
Position: ________________________________________

Purpose:
Identification and mission of Tanzanian organisations playing a role in the
following areas of information and communication technology security (ICT
security): 1.) security awareness and knowledge raising actions, 2.) the
promotion of best practice, 3.) the practical handling of threats and incidents,
and 4.) supporting standardisation and interoperability.

1.

Raising awareness and knowledge

1.1

Is your organisation contributing to, carrying out or planning to carry out
Public Activities in Tanzania in respect of these areas of ICT security:
•

•

To strengthen or promote the importance of security concepts as part of
computer education and training and provide for appropriate education and
training with respect to security issues, particularly among the young
generation.
To launch or strengthen information and education campaigns to increase
awareness of network and information security; to specifically target such
actions at business, private users and public administrations; to develop
such awareness raising actions closely with the private sector, including
inter alia Internet Service Providers, and to encourage private sector-led
initiatives.

 Yes, we are contributing to or carrying out or are responsible for Public
Activities relevant to at least one of these objectives or we plan to do so.
No, we have no relevant Public Activities either planned, in progress or
completed
1.2

If your answer to the previous question was "yes" please complete also "Public
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Activity Questionnaire” (a separate sheet) for each Public Activity planned, in
progress or completed, taking into account the following possible Public
Activities:
•
•
•
•
•
1.4.

Public Activities carried out by schools or universities
Other adaptation in the education system
New offers of training courses relating to security issues e.g. organised by
certain industry sectors,
Introduction of public funding for participation to training courses
National or regional, targeted or general awareness campaigns

Do you have primary responsibility for these areas of policy in the country and
is this your sole responsibility?
Yes, we have primary and sole responsibility for all Public Activities in
these areas
We have primary responsibility but responsibility is shared with other
Organisations
We have responsibility but responsibility is shared with other organisations
We have no responsibility for Public Activities in the country in any of the
areas listed above

2.

Promoting best practice

2.1

Is your organisation contributing to, carrying out or planning to carry out
Public Activities in Tanzania in respect of these areas of ICT security:
•

To promote best practice in information security management notably in
small and medium sized enterprises based, where appropriate, on
internationally recognised standards
Yes, we are contributing to or carrying out or are responsible for Public
Activities relevant to at least one of the mentioned objectives or we plan to
do so
No, we have no relevant Public Activities either planned, in progress or
completed

2.2.

If your answer to the previous question was "yes" please complete also "Public
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Activity Questionnaire”— (a separate sheet) for each Public Activity planned,
in progress or completed. You may wish to take account also of the following
possible Public Activities:
•
•
•
•
•
•
2.3

Incorporating Common Criteria in government procurement standards
Government use of ISO/IEC 17799 best practice to organise information
security management in government departments
Development of related national standards such as implementation, metrics
and measurement of IT security best practice
Information web-sites directed to SMEs
General promotion of best practice such as Common Criteria or ISO/IEC
17799
Establishment of a national certification /evaluation body for the Common
Criteria

Do you have primary responsibility for these areas of policy in the country and
is this your sole responsibility?
Yes, we have primary and sole responsibility for all Public Activities in
These areas
We have primary responsibility but responsibility is shared with other
Organisations
We have responsibility but responsibility is shared with other organisations
We have no responsibility for Public Activities in the country in any of the
areas listed above

2.4

Are there any future plans in these areas of policy that you expect to be carried
out/implemented in the near future? If yes, please specify.________________

3.

Handling of threats and incidents

3.1.

Is your organisation contributing to, carrying out or planning to carry out
Public Activities in Tanzania in respect of these areas of ICT security:
Development, implementation, and effectiveness-reassessment of the national
arrangements regarding computer emergency response capability and ensure
that adequate Public Activities to prevent and respond to security incidents are
ensured, in particular through:
•

the continuous improvement of identification and assessment of security
problems and the application of appropriate controls
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•

the establishment of effective ways of communicating the need for action
to all stakeholders by reinforcing the dialogue at national level and, where
appropriate, international level in particular with those supplying
information society technology and services

•

addressing appropriate exchange corresponding to the needs of society to
remain informed on good practices related to ICT security
Yes, we are contributing to or carrying out or are responsible for Public
Activities relevant to at least one of these objectives or we plan to do so
No, we have no relevant Public Activities either planned, in progress or
completed

3.2.

If your answer to the previous question was "yes" please complete also a
“Public Activity Questionnaire”—(a separate sheet) for each public activity
planned, in progress or completed. You may wish to take account also of the
following possible Public Activities:
•
•
•
•
•

3.3.

Public Activities in place to prevent and respond to security incidents
Institutionalised procedures for regularly reviewing and/or monitoring the
effectiveness of national emergency response and for continuous
improvement of identification, assessment and control activities
Formal or informal CERT or CSIRT teams (computer emergency and
incident response teams)
A computer crime unit
Communication/ dialogue between the government and other national or
international stakeholders

Do you have primary responsibility for these areas of policy in the country and
is this your responsibility alone?
Yes, we have primary and sole responsibility for all Public Activities in the
areas listed above.
We have primary responsibility but responsibility is shared with other
organisations
We have responsibility but responsibility is shared with other organisations
We have no responsibility for Public Activities in our country in any of the
areas listed above
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3.4.

Are there any national arrangements regarding computer emergency response?
No national arrangements regarding computer emergency response are in
place
National arrangements regarding computer emergency response are just
being put in place.
National arrangements regarding computer emergency response are in place
but it is not formalized in a procedure, but it is there in practice.

3.5.

Are there any future plans in these areas of policy that you expect to be carried
out/implemented in the near future? If yes, please specify.

4.

Establishing cooperation

4.1.

Is your organisation contributing to, carrying out or planning to carry out
Public Activities in Tanzania in respect of these areas of ICT security:
•
•
•

With a view to facilitating Community and international co-operation, to
exchange information with each other and with the Commission on the
bodies with responsibility in the network and information security area.
Promote security as an essential component in public and private corporate
governance, in particular by encouraging assignment of responsibilities
Encourage cooperation and partnerships between academia and enterprises
to provide secure technologies and services
Yes, we are contributing to or carrying out or are responsible for Public
Activities relevant to at least one of these objectives or we plan to do so
No, we have no relevant Public Activities either planned, in progress or
Completed

4.2.

If your answer to the previous question was "yes" please complete also a
"Public Activity Questionnaire"—(a separate sheet) for each Public Activity
planned, in progress or completed. You may wish to take account also of the
following possible Public Activities:
•

Encourage the assignment of security responsibilities in private
organizations

•

Efforts to encourage links between academia and enterprises for security
advisory and support
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4.3.

•

An exchange of information between the national government and the
international bodies related to network and information security aspects

•

An exchange of information within the nation, between the national
government and other institutions/ industrial sectors/ private organizations/
users/

Do you have primary responsibility for these areas of policy in the country and
is this your responsibility alone?
Yes, we have primary and sole responsibility for all Public Activities in the
areas listed above
We have primary responsibility but responsibility is shared with other
organisations
We have responsibility but responsibility is shared with other organisations
We have no responsibility for Public Activities in our country in any of the
areas listed above
 The organisation has some responsibility, please specify_______________

4.4.

Are there any future plans in these areas of policy that you expect to be carried
out/implemented in the near future? If yes, please specify.

5.

Supporting standardisation

5.1.

Is your organisation contributing to, carrying out or planning to carry out
Public Activities in Tanzania in respect of these areas of ICT security:
•
•

•

promote the use of the common criteria standard (ISO-15408) and to
facilitate mutual recognition of related certificates
take significant steps towards effective and interoperable security solutions
based on recognised standards where possible – which could include open
source software – in the e-government and e-procurement activities, and
towards the introduction of electronic signatures to allow those public
services that require strong authentication also to be offered on-line
where we choose to introduce electronic and biometrics identifications
systems for public or official use, to cooperate where appropriate on
technological developments and to examine any possible interoperability
requirements.
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•

encourage development of recognised standards
Yes, we are contributing to or carrying out or are responsible for Public
Activities relevant to at least one of these objectives or we plan to do so
No, we have no relevant Public Activities either planned, in progress or
Completed

5.2.

If your answer to the previous question was "yes" please complete a "Public
Activity Questionnaire" – (a separate sheet) for each activity planned, in
progress or completed. You may wish to take account also of the following
possible Public Activities:
•
•
•
•
•

5.3.

Promote the use of recognized standards such as Common Criteria and
ISO/IEC 17799
Promotion of mutual recognition of certificates
Public Activities taken towards e-government, e-procurement, electronic
signatures or other initiatives to allow public services that require strong
authentication to be offered on-line
The participation of the government in technological developments
Development of national / industrial standards in these areas

Do you have primary responsibility for these areas of policy in your country
and is this your responsibility alone?
Yes, we have primary and sole responsibility for all Public Activities in the
areas listed above
We have primary responsibility but responsibility is shared with other
organisations
We have responsibility but responsibility is shared with other organisations
We have no responsibility for Public Activities in our country in any of the
areas listed above

5.4.

Are there any future plans in these areas of policy that you expect to be carried
out/implemented in the near future? If yes, please specify_________________
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Appendix B: Questionnaire sheet 2

6.

Public Activity Questionnaire (One per Public Activity)

6.1.

Give a short description of the Public
Activity________________________________________________________
_______________________________________________________________

6.2.

The organisation(s) responsible for this Public
Activity________________________________________________________
_______________________________________________________________

6.3.

The objective of the Public Activity: What does the Public Activity intend to
achieve?________________________________________________________
_______________________________________________________________

6.5.

The approach: How was or is the Public Activity constructed to reach its
objectives?______________________________________________________
_______________________________________________________________

6.6.

Who were/are the party(s) involved, which organisations participated in
performing this Public Activity? Please indicate the type of organization by
marking an X in the appropriate column.
Organisation(s) involved:
National Government
Regional or Local Government
Other Government Body, please specify if any
Universities, Research Agencies or other Academic Institutions
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Private, Non-Profit Organisations, e.g. NGOs
Internet Service Providers
Other Private Sector Organisations

6.7.

What was the status of the Public Activity at the end of the year 2005?
_______________________________________________________________
4.8.

Does the Public Activity include promotion of the use of international
standards by public or private organisations? Please tick only one option.
Yes. Please Specify:
No
Check also here the possible development of national standards.

6.9.

Were the resources provided adequate to meet the objectives of the Public
Activity? Please tick only one option.
Adequate
Partially adequate
Not adequate

6.10. Was the approach adequate to meet the above objectives in terms of scope?
Please tick only one option.
Adequate
Partially adequate
Not adequate
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ABSTRACT
Intrusion detection systems (IDS) are prominent security products for surveillance and
detection of both external intrusions and internal misuse of computer-based
information systems. These products are not only viewed as very promising from a
practical point of view but also they have drawn much research activities, both
practically and theoretically; as well as drawing considerable financial interests.
Current developments, include but is not limited to, integration with network
management systems in general, extensive use of formal languages for describing
attack patterns and usage anomalies, and comprehensive standardization of the main
system components, data formats and exchange protocols.
These developments indicate a fast maturing technology which evolves into a variety
IDS products. However, they also indicate a still more complex technology, which
tends to be resource-intensive and puts very heavy requirements on the competence of
its end-users. While research and development has mainly focused on the
improvement and advancement of the product itself (IDS), little attention has been
given to prime issues that would facilitate effective and efficient use of the technology
from the end-user’s point of view. This in turn decreases its practical usability and
hence may deny the benefits that the technology promises. Consequently, effective
and practical methods and tools for implementation and use of IDSs need to be
developed.
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This paper describes practical aspects of IDSs. Based on an explorative study of both
theoretical and practical aspects of IDS implementation, the paper takes on a holistic
view which includes the IDS tools on the one hand and the operational environments
on the other hand; then an analysis of issues and characteristics of the resulting system
is performed. This analysis draws from the IDS literature as well as from findings of
one case study on practical aspects of IDS implementation. The case study involved
designing, development and deployment of an IDS (Snort) into a university network.
This case study serves a purpose of participatory observation for the author/researcher
and hence the notion of ‘end-users’ taken in the paper.
Finally, a generic framework that captures deployment requirements for intrusion
detection systems is proposed. With such a generic framework, IDS users are
supposed to be equipped with a tool, in the form of an increased understanding, that
may help them in making informed decisions regarding IDS product selection,
planning, implementation, and operations in organisations networks.

1. Introduction
The rapid and continuous advances in the sector of information and communication
technologies have made online services such as the electronic commerce to occupy a
considerable portion of the economic landscape. These developments have ultimately
led to the growth of the Internet. As a result, the interconnectivity of computers for
businesses large and small has become a total dependency for success. This
interconnectivity between a business and its peers normally involves a variety of
entities like partners, suppliers, customers, and even the competitors. To live with
these many connections, businesses and organisations have to develop a degree of
trust based on computer security controls (technical, physical and
administrative/people/process). Trust is enhanced by verification that such controls
work. This verification is provided in part by intrusion detection. Intrusion detection
allows organisations to protect their systems from the some threats that come with
increasing network connectivity and reliance on information systems. Currently, an
increasing number of intrusion-detection systems have become available in the market
[10, 11, 15, and 16]. This development has been driven in part by the growing number
of computer security incidents, in particular computer intrusions; as highlighted in [1,
9, 21, 22, and 23]. Thus there is an obvious need for organisations to protect their
networks against emerging threats. Intrusion detection is widely regarded as being
part of the solution for protecting today’s networks.
Intrusion detection systems are emerging security products for surveillance and
detection of both external intrusions and internal misuse of computer-based
information systems. These products are not only viewed as very promising from a
practical point of view but also they have drawn much research activities, both
practically and theoretically as well as drawing considerable financial interests.
Current developments, include but are not limited to, integration with network
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management systems in general, extensive use of formal languages for describing
attack patterns and usage anomalies, and comprehensive standardization of the main
system components, data formats, and the exchange protocols.
These developments indicate a fast maturing technology which evolves into a variety
IDS products. A good number of IDS tools have been developed and sold to date, and
more are expected to be developed given the current interests and trends in the IDS
field. However, there are still many problems with the IDS technology as a whole,
and important issues are still not being adequately addressed. Such problems like
weak analytic support, issues with high speed switched networks, encrypted traffic,
and additional possible risks posed by enabling automated response mechanisms need
to be considered while IDS protection is being sought. Several studies, such as [10,
17, 26], have addressed these and other problems, and there is a continuous effort
towards solving them (or at least reducing their effects). Many IDS prototypes have
been studied over years but the focus of these studies have almost exclusively been
more on the IDS products themselves (the tools) than on their limitations and practical
problems. As a result, there are relatively only a few studies exclusively directed to
IDS operational and practical problems. Given the complexity of the IDS technology,
deploying and managing an IDS may tend to be a complex task for its end-users. The
needed end-user competence for successfully using an IDS tool tends to be a
challenge for many users who are non-experts. Hence, effective and practical methods
and tools for implementation and use of IDS will be of significant importance as the
technology evolves.
Implementing an intrusion detection system into an organisation’s network is not a
trivial task. There are several reasons for this, among them are the weaknesses found
in some current products and the relatively limited security skill level of many of
system administrators, in addition hiring and retaining personnel to competently
administer security in general and intrusion detection in particular is a big challenge
for many organisations. Also, as noted in [10] there is a lack of credible information
regarding the products useful for end-users as some vendors tend to make claims
which are rather tailored towards marketing campaigns for their products. This makes
it difficult to identify the functionalities actually supported by the products. Hence
separating hype from reality tends to be a major challenge to end-users who do not
have expertise in the technology.
In addition, the information included with the products may not say enough as regards
to the amount of work and resources required to deploy and maintain a given IDS tool
in a production network. —This is also true with regard to helping the users in IDS
tools selection decisions. In essence, one purchases a system and is told how the
product works but not how to use it. In the technical report [10] it was noted that
many products started out as point solutions. But, in reaction to consumers' inability
to fully understand and use them, many IDS vendors attempted to integrate
approaches to solve a broader range of computer security problems. There are also
practical problems in objectively evaluating IDS tools.
206

Another reason for non-triviality is the fact that the commercial intrusion detection
field is rapidly changing with respect to technical capabilities of the IDS products,
emerging new products, consolidation of products, consolidation of companies and
emerging new companies [10, 19]. These trends have effects in the IT/ICT security
strategy of organisations as it becomes difficult to make rational purchasing decisions
for such products. For example an organisation may end up with a product whose
vendor has been absorbed or rather vanished altogether and miss the needed support.
Hence unbiased information can be helpful here to the technology users who intend to
implement and use IDS technology.
As noted earlier, the current research and development effort has mainly focused on
the improvement and advancement of the product itself; while relatively little
attention has been given to prime issues that would facilitate an effective use of the
technology from the end-user’s point of view. The literature holds a great deal of
research in the intrusion detection area. Lundin, in her survey report on research in
IDSs [13] observed that the trends are in (among others), describing the design and
implementation of specific IDS systems. Of particular interest to the findings
presented in this paper, is her observation that—while the main focus of the current
research has been on the study of different detection algorithms and methods, there
are other issues that are of equal importance to make these systems function well in
practice which have not been adequately studied. Her observation implies that, there
is a need for widening the research focus to address not only issues intrinsic to the
tool itself, but also, those that surround it. This widened scope, hopefully, would help
to bring about a balance of all relevant issues that promote the success of IDS in
theory and practice.
Thus, an attempt is made here to provide an understanding that should assist end-users
and organisations seeking to deploy and use intrusion detection systems in effectively
planning, making informed decisions, preparations, develop requirements; and
consequently acquire, implement and make adequate use of IDS in their working
environment. This understanding is captured in a framework and, by end-users we
here mean IDS systems owners and administrators.
Presented here is part of the findings of a research aimed at answering the following
research problems: What processes should organisations contemplating deployment
and use of Intrusion detection systems as an additional measure to their IT/ICT
security arsenal have in place in order to effectively and efficiently use the IDS tools?
The general research question problem above was further broken down to these
specific questions: 1. What are the requirements for deploying an IDS tool in an
organization network and what are the objectives and rationale for these
requirements? 2. What are the organisational-specific issues influencing IDS
acquisition and use? – Organisational setup, culture, existing practices, procedures,
and goals are constantly changing; hence these changes may continuously affect an
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IDS deployment strategy already in place or under consideration. 3. How should the
organization proceed in order to acquire and effectively use IDS tools?
Methods and theoretical basis: It is an explorative study of both theoretical and
practical aspects of IDS implementation. Primarily, it is based on literature studies but
also involves findings from one case study on practical aspects of IDS
implementation. The case study involved designing, development and deployment of
an IDS (Snort) into a university network. This case study serves a purpose of
participatory observation for the author/researcher and hence the notion of ‘end-users’
taken in the paper. Some of the central concepts reviewed in the literature were: state
of the art of the IDS technology; capabilities and limitations; characterizations of
IDSs such as IDS taxonomies and how they relate to the target environment.
Examples of issues considered are such as organisational setups, human factors and
social considerations. Of importance here, is to establish the relationships and
implications of various features and capabilities of the IDS products upon the
operational environments in terms of efficiency, effectiveness, resources, processes,
and associated costs.
Based on the case study, the IDS operational environment was scrutinized to be able
to establish necessary processes an organisation has to go through in order for it to
effectively and efficiently use an IDS tool. By processes we mean those resulting
activities/procedures that lead to intended IDS capability. Finally, many of these
important issues (requirements) are then generically organized into a framework—a
framework for implementation and use of IDS.
The research is based on the General Systems Theory (GST). GST, as a basic science,
deals on abstract level with general properties of systems regardless of physical form
or domain of application. General systems theory was founded on the assumption that
all kinds of systems (concrete, conceptual, abstract, natural or man-made) had certain
characteristics in common regardless of their internal nature. In particular, here we are
more concerned with a GST concept which asserts that: the whole is more than the
sum of its parts and thus that understanding must therefore progress from the whole to
its parts—a synthesis [12]. Synthesis takes the steps of analytical science in reverse
order:
-

Identify the system of which the unit in focus is a part
Explain the properties or behaviour of the system
Finally, explain the properties or behaviour of the unit in focus as part or
function of the system.

Synthesis does not create detailed knowledge of a system’s structure. In contrast to
analysis, it creates knowledge of its function and operation. It is further argued that
systems’ thinking expands the focus of the observer, whereas analytical thinking
reduces it. Alternatively, analysis looks into things while synthesis looks out of them.
It is against this background that IDS tools were studied and then the framework for
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implementation and use of IDS was developed. Since the proposed framework seeks
to provide explanation and understanding to the stakeholders—IDS end-users in
particular—we need explanation and understanding (systems thinking) combined with
description and knowledge (traditional analytic thinking).
Orlikowski and Baroudi [18], argue that; if there is one thing that the IS field needs to
draw from systems theory/thinking, it is that of the systemic whole, the big picture,
the whole is greater than the sum of its parts, everything is connected to and
potentially informs or is informed by everything else. Relating systems thinking, as
explained here, to our research work we thus can define a system as being comprised
of the IDS tools, the target environment and the people and organisations. Thus these
are the entities we need to study in order to develop the proposed framework of IDS
deployment requirements. However, there are multiple perspectives in doing this and
each would result into an outcome of its own. Thus, our perspective then is that of an
end-user of IDS. The end-user perspective is approached by participation in an IDS
implementation. We study the whole (holism) system in order to understand better a
unit of the system—IDS. Here holism was an attempt to bring together fragmentary
research findings in a comprehensive view on human and society.
Related studies: There are similar studies, which have taken the approach of
addressing operational issues in using IDSs as suggested by the mentioned survey
[13]. One such study is by Dobrucki [14], who studied the priorities in the deployment
of network intrusion detection systems with the aim to minimize costs and optimize
performance. In the literature IDS operational issues have been covered in [19]. Also
there are various projects in IDS developments undertaken by ICSA.net (now ICSA
labs), which formed a consortium in 1998 to provide product developers an open
forum within which they can work towards common goals. These goals include
educating end-users, influencing industry standards, and maintaining product and
marketing integrity. More related studies are therefore needed to address other
aspects in implementation and use of the IDS technology from requirements
perspective. Studies aimed at analyzing effects of operational problems such as; the
absence of appropriate security infrastructure, and lack of defined common standards
upon a particular IDS deployment are important in assisting IDS end-users.
The rest of the paper has the following sections: Section 2—Key IDS characteristics
useful in determining deployment requirements. Section 3—Organization’s IT
environment-specific issues that determine IDS deployment success. Section 4—a
model of IDS deployment plan. Section 5—IDS deployment requirements framework.
Section 6—Conclusion; and lastly Section 6 are the References.
2. Key IDS characteristics for determining deployment requirements
Critical to an understanding of the applications of security-related technologies and
methodologies, for this matter IDS, is an understanding of the theory that is
underlying those technologies. Intrusion detection is based on the assumption that the
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behaviour of the intruder differs from that of a legitimate user in ways that can be
quantified [24].
There are several types of IDSs available today, characterized by different monitoring
and analysis approaches. Each approach has distinct advantages and disadvantages as
can be seen in [10, 15, 17]. From the literature, there are several IDS classifications
and taxonomies, all aimed at helping in understanding the available IDS tools. For
example, Debar [6, 7], identifies four fundamental issues that are necessary when
examining any IDS product. These issues are: 1) the kind of information the IDS
accesses and gathers; 2) the method or technique that is used to process the gathered
information; 3) how frequently the information is processed; and 4) how the IDS
responds to the results of that processing. He argues that these four issues affect the
design choices for IDS products in that they determine the nature of the product, and
provide general characteristics of a product, both functional and non-functional. On
the contrary, these four items can also be used to determine the nature of requirements
imposed on the IDS operational environment. Another approach used to classify IDSs
is that of a process model [15], which describes IDS in terms of three fundamental
functional components: —1) Information Sources. These sources can be drawn from
different levels of the system, with network, host, and application monitoring most
common. 2) Analysis –The most common analysis approaches are misuse detection
(or signature-based) and anomaly detection or (or statistical-based). 3) Response –
These are typically grouped into active and passive measures.
Apart from the above classification of IDS, there is also another way of assessing
these products; that is the one based on some important attributes. These may include
attributes such as product’s environmental suitability, flexibility, susceptibility to
tampering, and interoperability with other products, monitoring range, ability to help
event management, ease of acquisition, and the level and quality of vendor support.
Assessing IDS against the mentioned attributes may help IDS users by providing
useful input towards determining the deployment requirements. Below is a brief
outliner of each.
Suitability: It is helpful for an IDS user to consider requirements and constraints that
may be imposed by their organization’s network topology, hardware, and software
infrastructure. These may include the following e.g. – available information sources,
protocols, operating systems, applications, size of the network and performance
requirements.
Flexibility: it is very important for an IDS product to be adaptable to the network or
system it monitors. It should provide the organization with the means to customize
monitoring, attack responses, event prioritization, and so on. Possible customizable
features include: attack and misuse definition—i.e., the addition of new attack or
misuse signatures; attack and misuse response—e.g. a means of escalating
notifications to appropriate staff based on company-defined notification policies; a
means for the organization to define, activate, modify, and test active responses;
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protocols; security options; and reports from the console. Protection: Given its
criticality to the security of any organization, it is desired that an IDS be resistant to
malicious tampering. The features that determine this include: self-monitoring—an
IDS monitors its own activities for signs of interference or failure, and is capable of
responding; stealth techniques—an IDS is effectively “invisible” on the monitored
network (e.g., having no IP address), making it less vulnerable to attack, and lastly the
management console and communications security.
Interoperability: It is extremely advantageous if IDS products are able to
interoperate at some level with other network management and security tools,
including: network management systems—as such network administrator can
incorporate the IDS into the overall network management architecture; alternative
management systems; other type of IDS, say one want to deploy both network and
host IDSs; and other security products such as vulnerability assessment tools.
Event Management: It is essential that an IDS provides the means for the user to
effectively manage security events. This may include the following: event
prioritization—to enable the user to respond immediately to the most critical events;
report merging and data correlation—a single view of events and suggestions on how
to go about them; event reply; around the clock vendor support; and a comprehensive
attack database.
Support: there are features that make an IDS product more useful to a user. These
can determine whether a product can be considered for purchase, or if it can be put
into effective use. Important support factors include: product information—readily
available and comprehensive (accurate, complete, and current) and comprehensible
information about it—as noted earlier in section 1, this can be a problem; updates
released in time—a comprehensive set of attack signatures which is updated
frequently.
These attributes of IDS and other characterization of IDSs as outlined above, when
analyzed objectively against a given IDS product, can provide useful information
required for determining its deployment requirements. This follows from the fact that
each of these characteristics has some implications in terms of costs, performance,
resources, and the overall usage capabilities and flexibilities upon the operational
environment. In the next section an outline is given of some key IDS operational
environment issues that need to be considered for a successful implementation of an
IDS in a given organisation’s IT environment. The outline is partly based on a case
study as mentioned earlier from a participant point of view.
3. Organization’s IT environment specific issues that determine IDS
deployment success
Given the current widespread adoption and integration of intrusion detection into
organisations’ networks, the technology has become an integral part of an
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organization’s IT infrastructure. Varying entities from government organisations,
institutions, to private companies have deployed, or are in the process of deploying
IDS solutions. However, field experiences have shown that as they begin to roll out
and subsequently administer IDSs, these entities are experiencing numerous obstacles
related to deployment, management, data collection, data correlation, and the overall
maintenance of the IDS tools [10, 20]. Here use is made of the practical experience
from participatory observation in a case study which involved deployment of an IDS
into a university network [25]. The focus is on IDS deployment challenges, especially
on some of the major issues for consideration in implementing an IDS and strategy for
achieving success. The section is closed with a discussion of critical issues, which
should be considered in the planning stage of developing an IDS capability, those that
should ultimately inform subsequent decisions in the implementation stages of the
process as well as the ones that are involved after initial deployment has taken place.
The case study: It was a special project funded to specifically implement intrusion
detection capability in a university network so as to improve the security posture of
the entire campus network. As is normally the case for most organisations, the matter
was left in the hands of the overall systems and networks administrators. This author
participated as an observer in the project; and reported here are some of the problems
that adversely affected the whole project. Unfortunately the outcomes were not good.
These outcomes were then the motives behind studying IDS requirements further and
the attempt to develop the said generic framework for implementation and use of the
same. The detection solution involved a network IDS—snort.
Outcomes of the IDS project—case study: The IDS tool was implemented as
intended but could not be sustained operationally due to some obstacles in that IT
environment. These included issues like lack of resources, the level of network
security maturity—not ready for IDS tool; missing processes or coordination, missing
documents or information as well as trained personnel. Also a partial view of the
overall deployment process, i.e. looking at the problem as being a technical one
without consideration of non technical ones—like organisational issues and
procedures—e.g. failure by the organisation to follow and implement such standards
like BS 9977 [4] and other established code of practice for information security
management such as ISMS (Information Security Management Systems); looking at
security as a product rather than a process; contributed to the failure. These obstacles
also correspond to some of the obstacles as described in [5, 10].
In reflecting on the overall execution experience and outcomes of this IDS project and
following an extensive literature review on IDS, we realized, as suggested by GST,
that an approach that is likely to succeed is the one that takes into consideration
organisational and environmental issues in addition to technological issues in
developing an IDS solution (system thinking). As argued in [3], that when addressing
IT security, one has to look into the entire system and that security theory and security
practice are different in that; the theory works best in ideal conditions and laboratory
settings. Yngström [28] argues that piecemeal security solutions must not be applied
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to isolated problem areas where no consideration is given to the integration. This
provides a holistic perspective. Towards this realization, an IDS project execution
check list, fig. 3.1, was developed as an after the fact output. It combines/relates some
of the issues as explained in section 2 and 3 above for a comprehensive view of some
key requirements both on the IDS tools and the intended operational environment in
an organisation. The checklist issues are briefly outlined below.
Objectives:—what is the goal for IDS? –Organization’s goals for intrusion detection
govern the whole IDS project life circle. Once goals are decided on, other issues in
the process will follow, such as Detection requirements; Response requirements;
Resource classification; Operations requirements; Platform requirements; Audit
source requirements; Performance requirements, and Scalability requirements. For
example, if the goal is to prosecute the culprits, then consideration should be taken to
make sure all issues that are pertinent to that type of detection goal e.g. retention and
protection of audit trails for evidence and so forth are addressed.
Scope/description: How one chooses to use intrusion detection will influence every
aspect of the project lifecycle. Operational uses will affect which tool to acquire, how
it is deployed, what it detects, and ultimately the value one derives from the system.
The goal, of course, is to develop an operational model that maximizes security and
minimizes the total cost of ownership. Some of the issues that are more likely to
influence operational model are: system operational mode—reactive or proactive,
manual or active response; system architecture—local or distributed; use of the
reported events—prosecution or damage assessment; and assignment of monitoring
responsibilities. These varying possibilities imply that operational use is a very
environmental/organizational-specific and context dependent requirement. This
follows from the dynamic inter-relations that exist between IDS tools and their
environments. Some operational models are proactive and designed to find problems
before they start, while others are reactive and characterized by an alert going off.
Some possible operational uses are: background-, on-demand-, scheduled-, real-time-,
and continuous monitoring –operations.
Solution components: Once the objectives and scope are known it will be easier to
decide on the components of the solution.
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Fig.3.1 IDS Project execution check list
Success factors specific to the IDS operational environment: Critical to the success
of an IDS implementation in an organisation environment is the nature of the
environment in terms of some security issues, processes and procedures as well as
organisational functions. Among the important ones as discussed in [3, 14, 15] are
categorized here as general requirements:–i.e. existence of sound management
support and sponsorship, defined IT security organisation and leadership, change
control and management process, as well as a current and complete risk assessment
report; where as specific requirements for IDS deployment are issues such as
existence of an overall security architecture, security policy, incident handling policy,
and a chain of command guiding the security monitoring and response functions.
However this list is not anyhow complete!
Success factors are also based on the availability of methods and approaches for
structuring and organizing all the involved activities in IDS implementation and use.
It is argued that a methodical approach provides an orderly, systematic procedure for
obtaining objectives, and is repetitive– supposed to produce consistent results from
time to time as opposed to amethodical ad-hoc approaches that hit-and-miss [27].
Based on this, we can conclude that the approach that was taken in the university case
study was ad-hoc…they hit-and-miss as explained here. Our reaction to counter this
has been to study and develop the checklist just outlined, and propose an IDS
deployment planning that takes into account a multitude of relevant issues. The model
of IDS deployment plan is presented in section four below.
Security maturity—there is a need for adequate network maturity before bothering to
spend money on IDS. Dobrucki [14] presented an approximation of the stages that an
organization passes through as it develops its IT security. These are: Bare stage which
represents a point where a company has a network with Internet connection without
implementing any security measures—typical of very small, non-IT. Then follows the
Basic phase when the company implements a fire wall, and possibly divides the
network into separate zones such as DMZ or extranets—typically found in large
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company/organisation networks. The case study discussed in this paper falls under
this stage. Beyond the basic stage, organisations begin to look for active defences.
This typically involves active monitoring of network traffic, or host events. Whereas
the gap between the bare and basic functionalities is quite simple to close, the
deployment of an intrusion detection system is a large and difficult project.
Consequently, the environment of the described case study needed some kind of
preparation before reaching the decision to implement an IDS. Such preparations can
be realized from the checklist above and an IDS deployment planning described next.

5. IDS deployment planning
Implementation and use of IDS as is being described in most of the product vendor’s
literature, presumes existence of some procedures or architectures in the intended
environment. As such, those literatures seem to say more on how a particular IDS
product works rather than how to use it in production networks with considerable
daily traffic loads in terms of the amount of work required to use and maintain that
system.
In order for an organization to be able to deploy IDS tools in their IT environment a
proper and comprehensive planning is necessary. A literature review towards this
shows that the process involved in this kind of planning has the following main
stages: — 1) Gaining a detailed understanding of the potential environmental risks
(for example, viruses, hackers, and natural disasters); 2) making a proactive analysis
of the consequences of and countermeasures to security breaches in relation to risks;
3) creating a carefully planned implementation strategy for integrating security
measures into all aspects of an organisation, based on this understanding and analysis;
and 4) take an open-ended approach to structured the process. Completing these four
stages will give the big picture about an organisation’s structure, business processes,
communications, assets, risks, threats and so on. It assists in determining what needs
to be secured as well as giving a clue whether or not training is needed for the IT
department. Below, an outline and discussion of the activities involved in the process
of implementing IDS is given and then these are structured in a model for IDS
deployment planning, fig. 3.2.
Infrastructure security assessment
Threats: Understanding the real threats to the systems and assessing the risk these
threats pose to the environment is a necessary step towards threat modelling. In
security engineering, this means that one first needs to define the threats model, and
then create a security policy, and only then chose security technologies that suit. The
threats determine policy, and the policy determines the design [3].
Vulnerabilities: for the systems and IT environment in general –providing clues on
types of intrusions to be expected, also on the type protection to be sought.
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Asset value: - used for setting priorities, strategies, and resources for their protection.
Current security posture: —based on threats, and vulnerabilities assessments used to
determine the security risks and possible means of controls.
Technical infrastructure:—operating systems; type of networks and topologies—e.g.
switched networks, and Ethernet; Protocols—IP v4, IP v6, TCP, User Datagram
Protocol (UDP), ICMP; Applications— e.g. Secure Shell (SSH), FTP, HTTP, and
Telnet. All these do have influences and effects on the type of IDS under planning.
Different IDSs may have different requirements on these issues.

Fig. 3-2: A model of IDS deployment planning

Synthesis/control
design-(define
architecture/strategy)

security

monitoring

and

response

People: – seek a balance of involved parties/entities. If a security process can be
broken down into simple elements then one will end up with three elements: people,
processes, and mechanisms. People execute and support the processes. Mechanisms,
tools, and materials are used to facilitate the processes.
Develop Project Plan:—schedules— a plan that shows relative efforts and duration
required for an IDS project, needed resources, budgets—including the total cost of
ownership of an IDS project; unforeseen costs should be planned for as well e.g.
requirements for additional hardware in hosts, for example extra disk space.
Tool Selection
Develop selection criteria: — based on IDS goals, seek needed information from IDS
vendors, e.g. IDS solution proposals, and finally select vendor/IDS tool.
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Pilot deployment
Deployed in a safe version of the target environment—network /systems; there are
two options: it may precede tool selection, in which case the focus is on gathering
information about capabilities; or it may follow tool selection, in which case the pilot
is intended to test proposal assumptions and determine integration path in the
environment.
Documentation: — the rigorous processes for design, deployment, configuration
management need to be well documented, e.g. definitions for system boundaries,
topologies, diagrams, and hardware/software inventories and changes.
Training:—inevitably an involving project like the one for IDS, would involve
training of some kind for some groups of people in an organization.
Deployment
Phased according to strategy— migration planning should observe adequately
integration of IDS procedures into day-to-day IT operations- e.g. in use of alerts and
responding to incidents, as well as in change management.
Maintenance: —this involves both software updates to support new features and
signature updates to support detection of new attacks and reviewing the overall plan
periodically.
Design considerations
Instrumentation Strategy: –defence-in-depth strategy especially in these areas:
perimeter, backbone, mission critical hosts, and information assets.
Technology Integration:—depending on the technical infrastructure, an IDS
implementation may benefit when it comes to integration, if consideration is made in
advance to see whether vendors of some of network components in the environment
have IDS solutions as well.
Deployment issues—social
Some concerns that need to be considered during deployment. Some may or may not
be relevant to all environments. Cultural: - relate to the reaction to monitoring, e.g.
invasion of privacy. Legal: - checking with local laws governing such issues as
privacy, computer misuse and monitoring. Politics: Organization politics in case of
organisation-wide deployments—different divisions may have different priorities.
These are some of the key social issues for consideration when planning for IDS
deployment. Next is a section about the proposed IDS deployment framework.
Outlined above are some of the important issues for consideration in the planning
stage of IDS deployment and the presented deployment model helps to capture these
in a condensed view. Next section presents the suggested generic framework for
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implementation and use of IDS. The framework combines issues as captured above in
the deployment model and other requirements.

6. The IDS Deployment framework
In this section, the IDS deployment requirements framework is presented and
discussed. The contents are based on the discussions we have covered in previous
sections, especially sections two, three and four. The deployment plan proposed in
section four is placed in a context within an organization and then other issues of
interest for it to be a success are presented and discussed around it. The purpose here
is to provide a rather comprehensive view of IDS technology, its features and how it
relates/integrates to an organization’s IT environment. Technical and non technical
issues that have direct consequences on the effectiveness and success of such plans
are captured in the framework. This is in accordance to the General Systems Theory,
which maintains that an understanding of a given system must progress from the
whole to its parts—a synthesis. Rather than looking into the IDS itself exclusively,
we, in addition, look out of it. We identify the system from which the IDS is a part,
and establish the pertinent components which make the whole, and then describe the
IDS in relation to these other components of the system. The IDS deployment
requirements framework, then, entail most key issues that need to be addressed in the
whole system in order for one pertinent component (IDS) to function as intended in
the system in question. For this matter we can refer the ‘system’ as the one formed by
an organization in its totality. Figure 5.1 presents the framework then follows a
discussion of the theoretical basis and the involved issues.
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Fig.5.1 IDS deployment requirements framework
The proposed framework here seeks to provide explanation and understanding to the
stakeholders—IDS end-users in particular. End-users are organisations that deploy
IDSs to protect their operations and computing infrastructures. It may be of help for
managers and purchasers to aid in selection and decision-making, and for
administrators and operators to aid in the operational use of IDS. This understanding
is the synthesis of important issues that have been discussed thus far. According to
systems theory, the organizing principle of purpose can generally have two directions:
one towards the system itself and one towards the environment [12]. Directed towards
the system the aim is to maintain homeostasis. Directed towards the environment the
aim is often to modify it to resemble a desired state, or if this is not possible to bypass
or override the disturbances. Also, system analysis, which adopts a strictly systemic
outlook on complex organisations, is meant to ensure that no important factors in the
structure were excluded. This framework is an attempt to combine theory, empiricism
and pragmatics; and looks at a system from the top down rather than from bottom up.
Rather than providing instructions of what to do, the proposed framework instead
suggests what should be considered and discussed when an organization is
considering deployment and use of IDSs. It can be used by an organization to view
itself whether it meets the requirements for implementing and using IDS effectively,
and if not it may be used to inform them of the relevant issue that need to be in place.
These may amount from policies, procedures, strategies, security management and
controls, to security technologies, relevant security education, training and processes.
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The IDS deployment requirement framework issues
The organization setup: —representing an organization, the people (knowledgeable
people), applicable overall policies, business goals and strategies. Also, the current
security posture—for example strong protection mechanisms mean that one does not
need good detection and reaction mechanisms, also the opposite is true. This may
inform whether or not there is a need for IDS.
The IT environment: —this may include IT infrastructure, IT security infrastructure,
IT security trends, security requirements, processes such as risk assessment,
vulnerability analysis, and business processes. For example, an end-user needs to
know both characteristics of the IDS products she intends to use as well as the
characteristics of the network and systems in her organization environment. This is
important as it makes it possible for such a user to relate the characteristics in her IT
environment against those of IDS products she intends to implement, which may in
turn help to select the right product for that environment.
The IDS tools: —(which in the framework will be represented by an IDS project life
circle) — IDS tool characteristics, strategies, operational issues and planning
activities for successful implementation and deployment of the IDSs in an
organization—IDS tool characteristics determine strategies. Strategies and operational
issues are the requirements that define the intrusion detection process, the way
resources are organized around a tool and its daily operations. Strategies help to
determine the way the system should be operated, which significantly influence the
effectiveness of a deployment. Assuming a reasonable IDS tool, the effectiveness of
intrusion detection from the tool will depend on the quality of monitoring it gets.
An interrelationship between the above issues: — (with respect to implementation and
use of the IDS tools in an organization) — The issues as outlined above, are
represented in the framework by blocks with relevant information in them, while the
arrows between the blocks capture the interrelationships. It is not possible to present
all the relevant issues in a particular block in the framework, instead those, which
have been included, are meant to indicate the type of issues that are relevant for
consideration within the respective blocks.
7. Conclusions
One conclusion that we can draw from this paper is that successful IDS deployment
into an organisation’s IT environment is heavily influenced by the nature of the
environment in question in terms of several issues on the one hand, and on the other
hand (assuming availability of a reasonable quality IDS tools) the ability of the IDS
implementers and users in the organisation to comprehensively understand
capabilities and features of the IDS tools they intend to deploy and their implication in
the context of processes, performance and the needed resources. As far as IDS tools
are concerned, the resulting framework as presented in this paper should not be
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considered as final and complete, but rather, a stage towards a common ground with
respect to the objectives and scope of the study. It is an attempt to capture some of the
important issues, in terms of requirements, that need to be addressed/in place when
implementing IDS in organisations and it may also serve as a starting point for further
investigations into the problem addressed in this paper.
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Appendix D1: Ordinary Diploma in Computer curriculum
Dar es Salaam Institute of Technology – Department of Computer Studies
Ordinary Diploma in Computer

MODULES - SEMESTER I

Module Code

Module Title

Credits

CoET 101
CoET 102
CoET 103
GCT 142
GMT 141
EET 102
LTB 108

Computer Systems Maintenance and Repair
Local Area Network
Computer Applications I
Communication Skills I
Advanced Mathematics I
Principle of Electrical Engineering I
Physical sciences I
Workshop Technology
Entrepreneurship Development I

12
12
12
3
6
6
3
6
3

GET 143

MODULES - SEMESTER II
Module Code

Module Title

Credits

CoET 201
CoET 202
CoET 203
GCT 242
GMT 241
EET 202
LTB 208
MET 213
IPT 302

Computer Peripherals Maintenance and Repair
Wide Area Network
Computer Applications II
Communication Skills II
Advanced Mathematics II
Principal of Electrical Engineering II
Physical Sciences
Entrepreneurship
Industrial Practical Training

12
12
3
6
6
6
6
6
10
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Appendix D2: FTC in Computer curriculum
Dar es Salaam Institute of Technology – Department of Computer Studies
FTC in Computer Engineering
SECOND YEAR OF STUDY
Subject Code

Description

Hours

CoT 2105
CoT 2106
CoT 2107
CoT 2108
CoT 2109
CoT 2110
CoT 2111
GMT 211
GCT 211
CoT 220
IPT 200

Microprocessor
Measurement & Instrumentation
Local Area Network (CISCO)
Computer Installation
Electronics
Programming
Operating System
Mathematics
Communication Skills
Physics
Industrial Practical Training

180
90
120
90
120
180
120
120
60
90
400

THIRD YEAR OF STUDY
Subject Code

Description

Hours

CoT 3112
CoT 3113
CoT 3114
CoT 3115
CoT 3116
CoT 3117
GMT 311

Internetworking
Industrial Automation
Computer Maintenance
System Analysis & Design
Software Development
Multimedia Production
Mathematics

150
180
150
150
180
60
120
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Appendix D3: Bachelor in Computer curriculum
Dar es Salaam Institute of Technology – Department of Computer Studies
Bachelor of Engineering (Computer Engineering) - Page 1
MODULE SEMESTER I
Modules
Module Code

Description

Credits

CoE 211
ET 216
ET 215
CoE 214
EE 220
GMB 211
GCB 211
ME 223

Digital Systems
Introduction to Communications Systems
Electronic Devices
Data Structure and Computer Programming
Electrical Fundamentals
Linear Algebra and Advanced Calculus
Communication Skills
Mechanics of Machines

12
12
12
12
6
12
12
9

MODULE SEMESTER II

Module Code

Modules
Module Description

Credits

ET 227
ET 222
CoE 223
CoE 224
CoE 225
EE 216
ME 226
GMB 222
ME 223
IPT III

Communications Systems
Electronic Circuits
Computer Networks
Microprocessor
Computer System Engineering
Measurements and Instrumentation
Industrial Management
Calculus
Mechanics of Machines
Industrial Practical Training

6
6
6
6
6
6
6
6
9
12
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Appendix D4: Bachelor in Computer curriculum continues…
Dar es Salaam Institute of Technology – Department of Computer Studies
Bachelor of Engineering (Computer Engineering) - Page 2
MODULE SEMESTER III
Modules
Module Code

Module Description

Credits

ET 317
ET 318
CoE 313
CoE 314
CoE 315
CoE 316
ME 316
GMB 313

Advanced Electronic Circuits
Electronic Fabrication
Data base Systems
Introduction to Control System
Computer System Design
Operating Systems
Finance and Human Resource Management
Differential Equations and Complex Variables

12
12
12
12
12
12
6
12

MODULE SEMESTER IV
Modules
Module Code

Module Description

Credits

CoE 321
CoE 322
CoE 323
CoE 324
CoE 325
CoE 326
ME 326
GMB 324
IPT IV

Signal Processing
Object Oriented Programming
Control System Design
Multimedia Application Production
Industrial Automation
System Analysis and Design
Engineering Operations Management
Statistics and Numerical Analysis
Industrial Practical Training

6
12
12
6
6
12
6
12
12
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Appendix D5: Bachelor in Computer curriculum continues…
Dar es Salaam Institute of Technology – Department of Computer Studies
Bachelor of Engineering (Computer Engineering) - Page 3
SEMESTER V
Modules
Module Code

Module Description

Credits

CoE
CoE
CoE
CoE
CoE
CoE
ME
CoE

Internet Technologies
Computer Graphics
Robotics Intelligent System
Real Time System Design
Expert System and Interactive multimedia
Software Engineering
Law
Senior Project 1

6
6
6
6
6
6
6
18

411
412
413
414
415
416
416
415

SEMESTER VI
Modules
Module Code

Module Description

Credits

CoE
CoE

User Interface Design
Computer Networks and Telegraphic
Engineering
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