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Abstract 
 
 
 
One of the major research objectives in studying the behavior of the Internet is to find out the best 
way to maintain the relative stability of the global network. This leads into the investigations of 
events that impair performance such as congestion, which occurs whenever the demand for 
resources exceed the available capacity. When the congestion is left uncontrolled, the throughput 
is being dramatically reduced. The performance of the whole system degrades through severe 
delays and lost packets. Any further reduction of the throughput may lead to a complete shutdown 
of the network commonly termed as “congestion collapse”. Hence, a congestion control is 
necessary in order to sustain acceptable levels of network performance.  

Many modifications of the original TCP protocol have been implemented for the prevention of 
congestion and eventual collapse. TCP understands congestion and thus changes its behavior 
accordingly. Most of the protocols that belong to the TCP-friendly family follow the same suite. 
Conversely, multimedia applications that are data intensive rely on UDP for transport. Unlike 
TCP, UDP is not a reliable protocol and has no knowledge of congestion whatsoever. This makes 
the protocol rather “greedy” for network resources. While the dominant part of the Internet traffic 
is still in favor of TCP over UDP, the ratio being four to one, the traffic based on the later 
protocol is steadily increasing. Moreover, it is necessary for the two protocols to exist on the 
network and work together to enable better performance of the network applications.  

This thesis explores the possibility to influence and modify the unresponsive behavior of UDP or 
comparable protocols via the mobile agent paradigm. By being fairly autonomous and able to 
migrate across the network, mobile agents can sense the state of the network and then alter the 
nature of the UDP or non-TCP flows in order to prevent congestion. The proposed model termed 
as the Combined Model for Congestion Control (CM4CC) has two different objectives, namely 
the first one is to employ the host centric or end-to-end (E2E) congestion control mechanisms for 
the TCP flows, and the second one is to invoke the mobile agent paradigm to manage the non-
TCP (UDP) traffic. Both mechanisms must work together to avoid congestion. In case it appears, 
to assist the network in speedy recovery and return to the normal mode of operation.  

The validity of the CM4CC has been verified through numerous simulation scenarios using the 
Optimized Network Engineering Tool (OPNET). While the solution may be reasonably involved, 
the results provide the basis for an environment that makes possible the coexistence of responsive 
and unresponsive flows. Inter alia, this is essential to the stability and performance of the Internet 
today. 
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Chapter 1 
 

INTRODUCTION 

1.1 Background 
The union of computing and communication more than thirty-five years is among others 
behind the emergence of the data communication networks and their global aggregation 
termed as the Internet. The rapid growth of the Internet in terms of traffic, number of 
users, spectrum and quality of services requires a continuous need to change and upgrade 
the communication infrastructure. Many genuine transformations in the underlying 
technology have occurred, including the capacity of the links, the processing power of the 
routers and the end systems, and the media based on fiber and wireless technology. All 
these innovations and modifications, while immensely extending network capabilities, 
have also increased the overall complexity of the interconnected systems.   

The complexity arises from the heterogeneous nature of the infrastructure and the system 
components, namely wired and wireless links, the variety of hardware devices, and the 
software. The complexity also comes from the stipulation to have ubiquitous connectivity 
and seamless usage of services, which have become an essential part of the social, 
economic, political, mad cultural life and rely heavily on multimedia applications.  

Some multimedia applications have very strict demands on the available bandwidth. 
Others are highly sensitive to delays and their variation, or critically depend on 
reliability. These applications require from the network “guarantees” that the resources 
provided and their performance will not go below a certain level. The concept defined as 
Quality of Service (QoS), by default is subject to the end-to-end argument, i.e. the 
attributes of agreed services must be maintained through the entire path, from the source 
to the destination. The parameters that indicate the performance of a network and the 
Internet, among many other things, are related to the notion of congestion. 
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1.1.1 Congestion Control 

Congestion is usually defined as a phenomenon that occurs when the demand for 
resources is greater than available resources [1]. For the sake of the argument, let us 
assume that congestion can run its course on a given network. Since more data and faster 
transmission are the rule of the day in networking, the data rate infused into the network 
from source nodes will sooner or later exceed the maximum processing rate of the 
routers. Packets will have to be delayed and temporarily stored in the buffers thereby 
creating queues. In reality, each queue is limited with the size of a buffer. When the 
queues are overflowed, the incoming packets will be dropped or discarded. Consequently 
packet losses start to occur, which impairs the quality of the application and hence the 
quality of service. In order to make up for the packet loss, there will be intensive 
retransmissions by the source, which puts an additional strain on the network and in 
particular, the buffers. The routers will have to increase the drop rate. The system looks 
like a primer of the vicious circle principle. Eventually, the throughput will get close to 
zero or even zero, and the network enters a state described as “congestion collapse”.   

The idea to let things run their own course may completely shut down the system. There 
must be a way to monitor the network with respect to congestion, and to have some kind 
of strategy that is going to be called upon whenever the network enters a state of 
congestion. 

А comprehensive congestion control system that keeps the network performance at a 
satisfactory level by taking care of the availability and the capacity of the resources 
should be an integral part of the system. A natural choice will be to use some explicit or 
implicit features of the existing communication protocols based on the OSI and the 
TCP/IP communication models. Congestion may appear anywhere on the network, it can 
affect every single node on the communication path between the source and the 
destination, so it is a global event. Since the transport layer and the associated protocols 
are the first ones that deal with the network in the end-to-end manner, it seems reasonable 
to explore and examine what role they could possibly play in the management of 
congestion. 

There are two dominant transport protocols that belong to the TCP/IP stack, 
Transmission Control Protocol (TCP) [2] and User Datagram Protocol (UDP) [3]. While 
they have identical functions - to transport packets across a TCP/IP network, they 
fundamentally differ from each other with respect to complexity, reliability, and the 
ability to control the network. UDP, being connectionless protocol, does not even in 
adhere to the end-to-end argument. TCP is socially responsible; it monitors the network 
and reacts when performance deteriorates. On the contrary, UDP does not “care” about 
the status of the network and exhibits no socially responsible behavior. It will use as 
much resources as there are available regardless of the needs and the demands of other 
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flows. In fact, UDP flows can starve TCP flows. Accordingly, UDP may drive the 
network rather fast in the state of severe congestion. 

An interesting and intriguing question is (1) to explore the possibility of making UDP 
aware of congestion, and (2) to create conditions when the protocol will co-exist with 
TCP in a way that is beneficial for the two protocols, congestion control, and the overall 
network performance. An attempt to resolve this question may be part of other areas and 
paradigms, such as mobile agent systems that have been applied to data communication 
problems recently. 

1.1.2 Mobile Agents 

While there is no universally accepted definition of a mobile agent, for the purpose of this 
work, we will define it as a software segment, often written in a script language or Java 
with varying degrees of autonomy that can freely migrate between locations across a 
network to perform tasks on behalf of its creator/ owner. These tasks may be as simple as 
making reservation for a flight or as complex as managing entire communication 
network.  

Today, mobile agents are used in a number of research areas such as data communication 
systems (for example in activities related to monitoring, management, and security), 
distributed systems, computer languages, and intelligent systems. The deployment of 
mobile agents offers many advantages such as reduction of network traffic and latency, 
asynchronous execution, remote searching and filtering, efficient routing, inducing 
robustness, and fault tolerance. 

Our focus is on the applications of mobile agents in data communication systems, in 
particular the field of resource management. The idea behind congestion control is 
allocating and managing resources in a network in order to attain best possible system 
performance. The ability of a mobile agent [39] to exhibit autonomy, move freely across 
an arbitrary system, halt and resume its execution at any time offers some rewards in a 
highly distributed and heterogeneous environment. Migration through the nodes of a 
network and the potential to execute locally, which implies a sort of self-sufficiency with 
respect to global control, eliminates the need for strict centralized management and a lot 
of overhead.  

The capacity of mobile agents to work in an asynchronous mode can provide efficient 
solutions for unreliable and low bandwidth network connections. Mobile agents have the 
potential to support mobile users in wireless network. In a volatile, prone to errors, 
limited connectivity and processing power settings, mobile users can disconnect while 
their agents roam through the network.  
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In summary, it is our intention to explore and use the enumerated attributes of mobile 
agents in the framework of congestion control and network performance, and their 
implication to quality of services and network management.  

1.2 Motivation and Problem Definition 
The initial version of the Internet Protocol (IP) [4] was created over thirty years ago. For 
a very short period, until 1978, when IPv4 was introduced, both TCP and IP were part of 
the same protocol. Having in mind the differences in the basic functionalities between 
TCP and IP, in case of the former it is a reliable transport, while in the case of the later it 
is a fast delivery of the packets, the two protocols divorced. The separation follows one 
of the crucial rules in protocol design, viz. the avoidance of orthogonal functions in the 
same protocol. Clearly delivery and transport have different goals. Moreover, IP is a 
connectionless protocol, while TCP is a connection-oriented.  

Since IP was designed to be a protocol of integration, i.e. to interconnect various 
networks (which may or may not be using different transmission technologies), its 
essential concern has focused on robustness and scalability. So, regardless of the 
technology on which the network is built and the size of the growth, the protocol will be 
able to absorb them and keep on delivering packets in the best possible manner. This 
“philosophy” behind the Internet is known as “the best effort service” model.  

The emergence of multimedia, real-time, and mission-critical applications, and the 
overwhelming presence of the Internet, has created the need to differ from the original 
“all packets are created equal” paradigm, and to look into some traffic differentiation and 
discrimination. The situation has generated a great interest in the development of 
techniques for the provision of quality of service (QoS) that goes beyond the initial “best 
effort” model. Simply, while the “best effort” model should be preserved for most of the 
traffic flows, there are some applications, for instance voice and video that require special 
treatment or guarantees with respect to bandwidth, reliability, delay, the variation of the 
delay, and priority for processing at the routers. Congestion works against the stability 
and the efficiency of the networks. The more congested is the network, the less there is 
bandwidth for the flows, not to mention the effective throughput,  

Congestion control is a set of procedures and mechanisms whose primary function is to 
either prevent congestion or rectify its consequences. In general, congestion control 
schemes are used to maintain network operation at acceptable performance levels when 
congestion occurs.  

Some of the main reasons behind congestion are, [1]:  

• slow links, 

• end and intermediate systems limited processing power, and  
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• shortage of buffer space. 

If none of them occurs then the problem of congestion control should be easily solved. 
The presence of either one makes the problem of congestion relevant. This is especially 
true whenever there is a mismatch between the technologies on the Internet such as the 
necessary blend of legacy and novel network architectures and organizations. 

Solving the congestion problem is not a simple case of just adding new resources or 
extending the capabilities of the old ones. For example, sending data at high rate through 
a high-speed LAN might be a problem for the gateway linking the network to the outside. 
Due to the high volume of data in a short time interval, or a burst, the buffer will be 
ultimately overflowed. In this case, having a larger buffer will most likely cause a larger 
packet loss, since burst are likely to challenge any reasonable buffer capacity.  

Occasionally, the complexity of TCP works against itself, viz. not all applications on the 
Internet have the same requirements concerning reliability, delay, or flow control. 
Reliability, which is based on redundancy or retransmissions of delayed or lost packets, is 
counterproductive in real-time applications. In fact, the same is true for multimedia 
applications where the main concerns are the available bandwidth, small variations in the 
delay, and the guarantees that sustain the transmission quality over certain time interval.  

In order to avoid using TCP as a main vehicle for transport for all the applications on the 
Internet, a simpler protocol, termed as UDP, has been designed and implemented. It 
transports data at a high speed with a low overhead. Unlike TCP, UDP is not aware of 
congestion and thus does not care if it occurs. The protocol pumps data into the network, 
as much it is possible, and consequently, within a reasonable time, it induces congestion. 
The first sign is usually a dramatic drop in the performance of TCP, which in presence of 
congestion will slow down and eventually halt transporting segments.  

Most of the applications on the Internet, or at least those that have been widely used so 
far, such as mail exchange, ftp, web browsing, employ TCP as a transport protocol. The 
initial procedures built into TCP to control congestion were rather elementary and 
restricted to preventing an overflow of the destination buffer. They did not deal with the 
routers at all. This problem was behind the series of congestion collapses at the end of 
eighties in the last century [5], and the surge of research into possible modifications and 
extensions of the protocol in order to meet the challenges of the new transmission 
technologies and the explosive growth of networking and the Internet.  

Indeed, the last fifteen years have witnessed quite an extensive and meritorious research 
in the nature of congestion and how to control it. The two types of mechanisms that 
address network congestion are congestion avoidance and congestion control. Congestion 
avoidance allows a network to operate in the optimal region of low delay and high 
throughput, thus preventing the network entering the state of congestion. Traditional 
congestion control facilitates network recovery from congestion, or high delay and low 
throughput, to a normal operating state, [6].  
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While trying to preserve end-to-end semantics that is inherent in the way TCP was 
conceived and operates, there are two ways to approach the congestion. The first venue is 
the host-centric one where the source host responds to congestion by reducing the load it 
injects in the network. The other venue, a router centric one, is to deal with the 
intermediate nodes by using queue scheduling and active queue management of the 
routers buffers. Finally, there is a blend of two, in essence a host-centric management that 
requires assistance from the network, and where the routers provide explicit information 
about their own state in a form of a feedback to the host that consequently reduces the 
load.  

The number of TCP modifications and variants based on the host-centric and router-
centric schemas is substantial, yet each one of them has some limitations. The end-to-end 
congestion control schemes operate rather well, however they are limited to TCP flows. 
Some of them have problem with fairness, or the proportionate usage of the network 
resources by the majority of the flows. The problem with fairness may be somewhat fixed 
with the router-centric congestion control schemes. One of the problems that appear in 
this case is that the packet drop leads to low throughput and resource waste, since the 
packets have already reached the router and used some of the network resources along the 
way. Again, network-assisted schemes are less prone to packet loss than the router-
centric ones, but they only work with TCP. An additional concern is that both router-
centric and network-assisted congestion control schemes require modifications of the 
router architecture and sometimes imply a modification of the TCP packet structure. 
Moreover, the router itself does something with the packet, which is not part of its 
original functionality to route the packets in most efficient manner. 

Let us turn our attention to non-TCP or unresponsive flows (such as UDP) that do not 
recognize the state of congestion. As Floyd writes [7], the contribution of unresponsive 
flows is becoming increasingly present in creating congestion. One way to approach this 
problem is to move congestion control for unresponsive flows to the application layer. If 
all applications that use UDP have some kind of end-to-end congestion control 
mechanism then the problem may be resolved. This is hardly feasible. Namely, there are 
no standard mechanisms for congestion control on the application layer, and it is not 
pragmatic to expect that application designers will take care of the issues, which should 
not be their concern. Many multimedia applications do not use end-to-end congestion 
control at all. They actually increase the sending rate in response to the increased loss to 
make up for the errors. 

Traffic on the Internet and networks in general is becoming intensive and mixed from 
both responsive and unresponsive flows. The primary research question we would like to 
answer is how we can make these different flows, socially responsible and irresponsible 
to work together, exhibit flavor for fairness and impose congestion control. The corollary 
is whether or not it is possible to come up with a mechanism that will do similar things to 
congestion when induced by non-responsive flows, as the one that works for TCP-flows. 
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To do so, it is our intention to deploy the mobile agent paradigm, where mobile agents 
will serve as the principal actors for imposing the controlling mechanism, which will 
tame down the behavior of the applications based on the unresponsive transport 
protocols. 

1.3 Contributions 
The initial stage of the research focused on the functionality and the operation of one of 
the most complex protocols in the TCP/IP suite, the end-to-end transportation vehicle of 
the majority of the applications on the Internet, called TCP. The next step was to study 
and survey the congestion control phenomenon with respect to the usage of network 
resources, their performance, overall system efficiency, fairness and stability. The entire 
notion of congestion management is examined in the context of QoS objectives, and 
possible implications to service differentiation. 

The proposed solution, described in the Combined Model for Congestion Control 
(CM4CC) preserves the traditional host-centric congestion control mechanism for the 
TCP flows, while using mobile agents to tame down and control the non-TCP flows. The 
model works both on congestion prevention and recovery from it. In order to use the full 
potential of the mobile agent archetype, we exploit (according to their functionalities) 
three categories of mobile agents for monitoring, management, and control respectively. 

The research covers wired and wireless networks (or heterogeneous networks) with host-
centric congestion control for both responsive flows and unresponsive flows. The 
analysis of the model focuses upon the issues of fairness, effectiveness, and 
distributiveness also. 

Mobile agents perform a variety of tasks according to their functionalities. The agents are 
data driven, namely a particular activity of an agent depends on the information that is 
periodically collected from monitoring the network. 

In practice, the implementation of CM4CC requires the installation of a mobile agent 
system software (or agent server software) on the host systems in the network. In 
addition, a packet sniffing software such as Ethereal [9] should be used to capture and 
analyze data packets at the hosts. The output of Ethereal becomes an input to the CM4CC 
or data to create mobile agents and generate their actions.  

The proof of concept (PoC) is done via simulation studies (based on large number of 
scenarios and experiments) to understand the features and the validity of CM4CC and the 
impact on the network. The OPNET environment [8] and our extensions proved to be a 
powerful tool for modeling and simulating many types of networks and the Internet.  

The principal contributions of the work are: 
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• to present a formal and unified treatment of responsive and unresponsive 
flows through their interaction  

• to design a model that controls the congestion induced by the 
unresponsive flows and provide venues for co-operation with the 
traditional congestion control mechanisms used by the responsive flows in 
heterogeneous networks  

• to study and implement the mobile agent paradigm in the area of 
congestion control, and hence network performance, resources allocation, 
fairness, stability, and QoS 

• to extend OPNET for simulating mobile agents that can be employed for 
congestion control by developing objects that describe and support the 
complex behavior needed by many different CM4CC functionalities. 

1.4 Publications 
The list of papers included in the thesis: 

 

PAPER 1: Nguyen Hong Van, Mobile Agent Paradigm in Computer Networks, 
Proceedings of 6th

 CARNet User Conference, Zagreb, Croatia, September 
2004, CDROM: ISBN 953-6802-04-X. 

PAPER 2:  Nguyen Hong Van, Oliver Popov, A Conceptual Model for Congestion 
Management of Internet Traffic Flows, Proceedings of International 
Conference on Computing, Communication and Control Technologies 
(CCCT 2004), Austin, USA, Vol. 5, August 2004, pp. 402-406. 

PAPER 3: Nguyen Hong Van, Oliver Popov, Iskra Popova, Combined Model for 
Congestion Control, Journal - Computing and Information Technology 
(CIT), No. 4, Vol. 14, ISSN 1330-1136, pp. 337-342 (this is paper updated 
and based on the conference paper 4, and part of the selection of ten best 
papers of the conference). 

PAPER 4: Nguyen Hong Van, Oliver Popov, Iskra Popova, Combined Model for 
Congestion Control, Proceedings of ITI 2006 - 28th International 
Conference Information Technology Interfaces, Cavtat/Dubrovnik, Croatia, 
June 2006, pp. 657-662, (book: ISSN 1330-1012, CD-ROM: ISSN 1334-
2762); the IEEE Conference Publication Program (IEEE Catalog Number 
06EX1244, CD-ROM: IEEE Catalog Number 06EX1244C) and abstracted 
in the INSPEC database (this paper is not included in the thesis). 
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PAPER 5:   Nguyen Hong Van, Oliver Popov, Network Congestion Management and 
the Mobile Agent Paradigm Journal – Acta Electrotechnica et Informatica, 
No. 1, Vol. 6, 2006, ISSN 1335-8243, pp. 71-74. 

PAPER 6:   Nguyen Hong Van, Oliver Popov, Iskra Popova, Extending the Combined 
Model for Congestion Control (CM4CC) to Heterogeneous Networks, 
Proceedings of 29th

 International Conference: Information Technology 
Interfaces - ITI 2007, Cavtat/Dubrovnik, Croatia, June 2007, pp. 723-727, 
(book: ISBN 978-953-7138-09-7, CD-ROM: ISSN 1334-2762, ISBN 978-
953-7138-10-3); the IEEE Conference Publication Program (IEEE Catalog 
Number 07EX1589; CD-ROM: IEEE Catalog Number 07EX1589C) and 
abstracted in the INSPEC database. 

PAPER 7: Nguyen Hong Van, Oliver Popov, Extending the OPNET Simulation 
Environment for Mobile Agents in Network Congestion Control, 
Proceedings of 6th Congress on Modeling and Simulation - EuroSim 2007, 
Ljubljana, Slovenia, CD-ROM: ISBN 978-3-901608-32-2, September 2007. 

PAPER 8: Nguyen Hong Van, Oliver Popov, Coexistence of Responsive and 
Unresponsive Flows in Heterogeneous Networks, Proceedings of the Third 
Balkan Conference in Informatics - BCI 2007, Sofia, Bulgaria, Vol. 1, 
ISBN 978-954-9526-41-7, September 2007, pp. 115-130. 

1.5 Thesis Structure and Organization  
The thesis consists of six chapters and two appendixes. The first chapter provides an 
overview of the ideas and concepts the work builds on, and the motivation to pursue a 
topic, which is in the area of computer networking and the Internet.  

Network congestion phenomena have been intensively researched in the last decade or 
so. This is mainly due to the combinatorial growth of the Internet, which has inter alia 
become not only a technological but also a social and economic phenomenon. The large 
number of users and the variety of applications that signify the diffusion of the network 
technology to everyday life and work consume a lot of network resources. Their effective 
management, while providing an acceptable quality of service is paramount to the 
stability of the Internet. Hence, in the first chapter we define the essence of the computer 
networks and the Internet, through a brief survey of the TCP/IP communication model, 
the problems, such as the congestion and efficient resource allocation, and the differences 
between the two major transport protocols, such as TCP and UDP. It also gives a brief 
introduction to the mobile agent paradigm used for controlling the unresponsive network 
flows. The chapter ends with the enumeration of the main contributions of the research 
and makes the case for the Combined Model for Congestion Control (CM4CC).  
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The detailed examination of TCP, both on macro and micro levels, is in the focus of the 
second chapter. The evolution of the protocol, which provides services such as virtual 
circuits, application and network I/O management, reliability, flow and congestion 
control, has undergone numerous modifications and enhancements, which are illustrated 
through Tahoe [12], Reno [13], NewReno [14], and Vegas [18] variants. 

The departure from the traditional TCP congestion management (primarily reactive) into 
the area of pro-active behaviour such as queue management and Quality of Service (QoS) 
is also considered as another venue to resolve congestion. The notions of scalability, 
fairness and stability in general as well as with respect of TCP are addressed as well.  

In chapter 3, the concept and the characteristics of the agent and mobile agent paradigms 
are defined and their relevance to solving problems in data communication networks is 
examined. These include, but are not limited to network and resource management, 
routing, e-commerce, and security. 

The results of the research, starting with the review of the literature, the definition of the 
problem statement, and the need for multi-paradigm approach, are all part of chapter 4. 
The chapter proceeds with the presentation of the proposed solution as elucidated by the 
conceptual model of the Combined Model for Congestion Control (CM4CC). The model 
embraces the traditional congestion mechanism for the responsive TCP flows, and mobile 
agent intervention for the UDP (or unresponsive) flows.  

The OPNET simulation environment and our extension to simulate the activities of 
mobile agents along with all the functionalities as required by CM4CC are central to 
chapter 5. In order to validate the model, a large number of scenarios for different 
attributes that indicate the overall network performance, system stability, and protocol 
scalability are studied and examined to demonstrate the possibility of co-existence 
between the responsive and unresponsive flows. As stated earlier, this is crucial to 
application diversity on the Internet, and the resolution of the problems related to 
immense growth and omnipresence. 

Chapter 6 give the conclusions of the research next to the promising directions for some 
work in the future. They are based on the facts that the networks of today are 
heterogeneous and the prevalence and possible preservation of the IP paradigm in the 
world of converging media and universal applications.  

Finally, appendix A provides the full papers on which the thesis is based. The simulation 
milieu of OPNET Modeler in comprehensive view and main functionalities of the objects 
developed for the OPNET extension are the subjects of appendix B. During simulations 
run, the activities of mobile agents in our simulation models are monitored and recorded 
to support for verifying the validity of models. The appendix B ends with the partial sets 
of data in the traces which are produced when we implement some typical simulation 
experiments built on OPNET to support for proving the CM4CC validation. 
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Chapter 2 
 

CONGESTION MANAGEMENT 

2.1 TCP/IP Communication Model 
TCP/IP [10] is the protocol suite that is in the foundation of the Internet. It represents a 
revolutionary innovation in the philosophy of networking with the datagram concept 
created to be transcendent to any transmission technology. The protocol suite is based on 
open standards, and it is both scalable and robust. 

The hierarchical design structure of TCP/IP recognizes four distinct layers: application, 
transport, network and network topology. The relations between the layers are based on 
the Open System Interconnection (OSI) Reference Model, where each layer has a well-
defined basic functionality and lower layers provide services to the higher layers. The 
data flow from the application layer to the network topology layer induces the process of 
construction, or the encapsulation of the control information specific to the layer. The 
process is reversed, termed as deconstruction, when the data flow is from the network 
topology layer towards the application layer.  

Application layer supports applications that represent network services. It is the only 
layer that most of the network users will ever see. The family of protocols includes 
amongst others the Simple Message Transfer Protocol (SMTP) used by electronic mail 
systems, Simple Network Management Protocol (SNMP) for monitoring and controlling 
network operations, Hyper-Text Transfer Protocol (HTTP) used by Web browsers to 
access data from the servers, or Telnet, which makes a remote computing facility locally 
available.   

The transport layer enables a direct logical communication between two application 
processes on different hosts. The two dominant protocols that work on the transport layer 
are TCP and UDP. Transport protocols take care of the session management also. The 
service provided by TCP is continuously monitored and reliable. On the other hand, UDP 
does not care much about error-control, which cuts down on the overhead and improves 
the performance for multimedia applications. 
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Network layer does packet delivery from host to host. Actually, the Internet Protocol (IP) 
provides a virtual presentation of a network through a logical communication between 
two hosts. The service model is “best-effort”, which means there is no guarantee on the 
packet delivery (including packet integrity and order) [4]. 

The network topology layer includes the data link layer and the physical layer functions 
and services. The physical layer deals with the physical wiring and the point to point 
transmission. The data link layer oversees the work of the physical layer, and transmits 
data over a single link. This layer has also the capability to detect and correct errors, and 
to control the packets flow. 

2.2 Transmission Control Protocol 
TCP [2] is one of the most complex network protocols, and along with IP it drives the 
Internet. In addition to transport, which is based on the virtual circuit mechanism 
established between two end-points, TCP provides application and network I/O 
management, flow and congestion control, and reliability.  

TCP is a connection-oriented and self-clocking protocol, which monitors both the data it 
sends and the effects from the pace and the volume of data being sent. TCP exhibits a 
socially (or network) responsible behavior, since it does not allow infusion of a packet 
into the network unless the previous one has been acknowledged. These leads to an 
adjustment of the sender rate to the rate of the slowest link on the path, and the limitation 
of the number of outstanding packets in the network.  

The implementation of the TCP reliable transport is done via  

• virtual circuits,  

• sequence numbers that monitor individual bytes of data,  

• acknowledgment flags that indicate possible loss of data along the way, 
and 

• checksum computations that guarantee the integrity of the whole packet or 
segment. 

Another major service provided by TCP is the flow control. Those packets that have 
arrived without any errors and in sequence are being placed in the receiver’s buffer. The 
next step is their delivery to the processes on the application layer.  

Whenever an application is slow in reading packets or segments, they continue to occupy 
the receive-buffer. If the sender rate is too fast, the buffer on the receiving side can easily 
overflow. The answer to this problem is somehow to control the sending side, or match 
its speed with the speed of receiving side. 
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The mechanism to do so is “a sliding window” at both sides of the connection: the sender 
and the receiver. The sliding window mechanism does not only support flow control, it 
also assists in a reliable and orderly packets delivery. As such, the mechanism initially 
appears on the network topology layer or precisely on the data link layer part of it. The 
flow control may be implemented via the receiver window sizing and the sender window 
sizing. Over the time, the burden of the control has been shifted from the receiver to the 
sender. This principle is preserved on the TCP layer with another variety of services such 
as congestion control via congestion window sizing, slow start, and congestion 
avoidance.    

2.3 Congestion Control 
At each moment on the Internet there are millions of packet flows that compete with each 
other for the usage of the network resources such as the bandwidth and the buffers at the 
gateways (routers and switches). All resources are finite, and since the links and the 
gateways are shared, to find procedures which enable effective sharing through proper 
resource allocation is a must for the high-performance networking.  

When too many packets are infused into the links then at the gateways the buffers or the 
queues are overflowed, and packets are being dropped. Dropped packets have to be 
retransmitted, which even more increases the amount of traffic in the link and in front of 
the gateways. The number of drops becomes so large that the overall performance of the 
network reaches unacceptable level or in the worst case goes to zero. This signifies a state 
of the network system that is termed as congestion. The situation must be rectified or 
prevented through the use of congestion control mechanisms. Usually, the congestion 
control and the resource allocation are two aspects of the same phenomenon.  

Actually, most control systems consist of a feedback part and a control part. TCP is no 
exception. The feedback mechanism allows a network to send return information about 
the current state to hosts, while the control mechanism makes the hosts to adjust the load 
they put into the network. 

There are two distinct types of feedback: implicit and explicit. In case of implicit 
feedback no information is sent from routers, hence there is no need for additional 
signaling. The host detects any congestion from the network behavior such as packet loss 
(time-out or duplicate ACKs) and/or delay [11].  

The routers, in the explicit feedback, provide information to the source host concerning 
the appearance of network congestion. The information is sent back from the routers to 
the source either directly or indirectly. The direct feedback works with messages sent 
directly from the routers to the sender such as the source quench messages. In the indirect 
conveyed information, the router marks the packets (through a field in the header) to 
indicate congestion and these are forwarded to the destination hosts. At their respective 
destinations, the receivers send congestion notifications to the sender. 
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In general, there are two system level approaches to congestion control: router centric and 
host centric. The router centric makes the routers responsible for congestion control by 
dropping packets when the state of the network is congested. The routers decide on the 
fate of the packets (which and when are being dropped or forwarded).  

The host centric approach gives the hosts the responsibility for congestion control. Hosts 
monitor the amount of traffic being successfully sent, so they can regulate the sending 
rate of data flows into network. The sending rate of data flows is adjusted by source hosts 
to keep lower congestion levels (if any) in the network. By using either the implicit 
feedback or the explicit feedback the hosts’ response to the congestion is by reducing 
their load.   

The loss indication is based on timeouts and duplicate acknowledgments. Whenever a 
packet is being sent, the sender sets on a timer. If the timer expires before the sender 
receives a packet acknowledgment, TCP assumes a packet loss and proceeds with its 
retransmission. A timeout is the interval between the start and the expiration of the sender 
timer. The retransmission timeout (RTO) plays a significant role in the overall 
performance of TCP. The timeout is always greater than the round-trip time (RTT), 
which is the interval between the packet being sent and its acknowledgment being 
received.  

Too small timeout implies many unnecessary retransmissions, due to the lack of time to 
acknowledge them. Most of them are not lost, just delayed. This leads to the waste of 
bandwidth and increased network load due to unnecessary retransmission. On the other 
hand, a timeout substantially larger than the RTT increases the delays due to the longer 
wait for retransmission when there is a packet loss. Therefore, the timeout value should 
be kept close to the value of the RTT, which makes timeouts rare occasions. 

In [12], Jacobson estimates the RTO value as: 

Timeout = EstimatedRTT + 4•Deviation,  

where, Deviation is an estimate of how much SampleRTT typically deviates from 
EstimatedRTT, that is  

Deviation = (1 - b) • Deviation + b • |SampleRTT- EstimatedRTT| 

where, the value of b is 1/4 and EstimatedRTT is an average of the SampleRTT values.  

TCP calculates EstimatedRTT by using the formula:   

EstimatedRTT = (1 - a) • EstimatedRTT + a • SampleRTT.  

where, the SampleRTT for a packet is the amount of time from when the packet is sent 
until an acknowledgment for the packet is received. The value of a is 1/8. 

The next step is to enumerate the congestion mechanisms, which have become an integral 
part of TCP as results of the ongoing research. 
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2.3.1 TCP Congestion Control Mechanism 

The sliding window principle allows a sender to send a whole window of data at the 
maximum rate until the advertised window of the receiver is full. If both the sender and 
the receiver are on the same LAN this should not be a problem.  

When the sender and the receiver reside on different networks, as shown on Figure 2.1, 
packets have to travel via different networks represented by various routers before 
reaching their destination. In this case, the bursty flow of packets from the sender can 
cause severe congestion when intermediate routers run out of buffer space. 

The primer network on Figure 2.1, depicts, somewhat simplified, the network model of 
the Internet. The network core is drawn in thick lines, along with the routers (C1, C2, C3, 
and C4) and links. The thin lines refer to the network edge (E1, E2, and E3) including the 
computers, which represent the end-users. 

 

 

 
 

Figure 2.1: A primer of a network 
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To address the problem of network congestion, TCP should control the sending rate of 
data flows by providing a value that is an upper-bound of the number of outstanding 
packets. In reality, TCP controls the sending rate by limiting the size of congestion 
windows (cwnd), which is the number of permissible unacknowledged or outstanding 
packets. In other words, cwnd is maximum amount of data (measured by number of 
packets) that the sender can inject into the network at a given time.  

TCP controls congestion through two different phases termed as slow start and 
congestion avoidance. The slow start phase is used to probe and quickly fill the network 
capacity starting from some small value of cwnd. Congestion avoidance phase slowly 
increases cwnd to find out an extra bandwidth. When packet loss occurs that is indicated 
by timeout or three duplicate ACKs, the TCP reduces cwnd to a safe value and then 
begins probing again for a network capacity by gradually increasing cwnd.  

Based on the congestion indicator that TCP uses, the End-to-End (E2E) congestion 
control mechanisms are broadly divided into two groups. The first group employs packet 
loss as a congestion indication. This group includes variants of TCP like Tahoe, Reno, 
NewReno, SACK, and FACK. The second group estimates network congestion level as a 
function of the delay or the round trip time. Members of this group are TCP Vegas and 
New Vegas.  

Four fundamental algorithms such as Slow Start, Congestion Avoidance, Fast Retransmit 
and Fast Recovery constitute the core of TCP congestion control [13].  

2.3.1.1 Loss-based Congestion Control Mechanism 
TCP Tahoe [12] maintains two variables for each connection state: the congestion 
window (cwnd) and slow start threshold (ssthresh). The slow start threshold (ssthresh) 
variable specifies whether Slow Start or Congestion Avoidance algorithms respectively 
are used to control the transmission of data traffic in the network at current time.  

In the slow start regime, cwnd is initialized to one packet and ssthresh to 65535. The 
amount of data that will be sent into a network is the minimum of the receiver’s 
advertised window and cwnd. The formula is derived from the sender’s evaluation of 
degree of congestion and the amount of available buffer space at the receiver.  

The evolution of congestion window is show on Figure 2.2. Initially, the cwnd is one 
packet. After three transmissions, congestion window reaches the threshold so TCP 
moves to the congestion avoidance phase. At the 8th transmission, timeout occurs. Then 
TCP sets threshold to six packets or a half of the current congestion window, and cwnd is 
reset to one packet.  

Each new connection induces one packet to be sent into the network. After each received 
ACK, the congestion window is increased by a single packet. Since the acknowledged 
packet is discarded from the window, the sender is able to send two packets. When the 
acknowledgements for the two packets arrive, the window size is increased by another 
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two packets and cwnd size becomes 4. The process of cwnd increase continues until a 
loss is observed or it reaches the value of ssthresh. The increase of the congestion 
window is exponential because its size is doubled after each RTT. As the network may be 
considered as a black box, TCP can use the slow start protocol to probe the capacity of 
the network by increasing its sending rate after each RTT.  

 

 
 

Figure 2.2: The evolution of congestion window (cwnd) [10] 
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When cwnd is greater than ssthresh, congestion avoidance phase begins. The value of 
cwnd is incremented by 1/cwnd for each ACK received. Therefore after one RTT, cwnd 
will increase by 1 (an additive increase). TCP uses congestion avoidance to detect extra 
bandwidth by increasing only small sending rate (one packet for each RTT). When the 
TCP connection experiences the congestion, TCP reduces its window size by factor of 2 
for each RTT (a multiplicative decrease). Simply, when the network is not congested the 
sending rate is increased by an additive factor, otherwise when the network is congested 
the sending rate is decreased by a multiplicative factor. This is why the protocol belongs 
to the so called Additive Increase, Multiplicative Decrease (AIMD) algorithms. 

Every time a packet arrives at the destination, the receiver responds with an 
acknowledgement, even if it has already been acknowledged. Thus, when a packet 
received is out of order, the same acknowledgement is sent again. These 
acknowledgements are termed as duplicate ACKs or DACKs. Another reason behind 
DACKs is the packet loss. 

Generally, TCP believes that one or two duplicate ACKs result from a packet out of 
sequence, while three or more duplicate ACKs come from a loss. Since the loss of a 
packet is used as a congestion indication, TCP must decrease its cwnd when the sender 
receives three duplicate ACKs. On the other hand when the sender has timed out, either 
no more packets have been received or all acknowledgements have been lost on their way 
to the sender. Clearly, a timeout is a sign of severe network congestion.  

2.3.1.2 Variants of the TCP Loss-based Congestion Control 
Throughout the years, there have been many modifications of the standard TCP in order 
to improve its performance, as well as accommodate the premier transport protocol to a 
variety of new network technologies.  

As stated earlier, the first implementation of slow start and congestion avoidance in TCP 
is known as the Tahoe version. Somewhat later, fast retransmit was made an integral part 
of Tahoe. TCP Reno [13] included the fast recovery algorithm. In this case TCP tries to 
retransmit quickly the missing packets in the current window, whenever three duplicate 
ACKs are encountered. The algorithm terminates upon the recovery of the packet loss. If 
the fast recovery fails, a timeout occurs and the slow start phase begins. The objective of 
all these protocols and their modifications, such as Reno, New Reno, SACK, and FACK 
is to recover the packet loss within the same window. Doing so avoids a slow start, which 
keeps bandwidth utilization at a high value, or at least a half of the capacity of the link.  

For TCP Reno, the fast recovery ends when ACK of the single lost packet retransmission 
has been received. Then Reno enters into the congestion avoidance phase. The protocol is 
designed to be optimal for retransmitting at most one packet for each round-trip time. 
Hence, when more than one packet has been lost, Reno has a rather problematic 
performance.  
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Both the fast retransmit algorithm and the fast recovery algorithm are often combined 
within Reno in the following manner: 

• When the third duplicate ACK is received, set ssthresh to half of cwnd 

• Retransmit the lost packets and set cwnd to ssthresh plus 3 packets 

• For each additional duplicate ACK received, increase cwnd by one packet   

• Send packet if allowed by the new value of cwnd 

• When the ACK arrives that acknowledges lost data, set cwnd to ssthresh    

NewReno [14] does a better job in recovering from multiple lost packets in the current 
window without waiting for a retransmission timeout. Actually, New Reno brings only a 
few small changes to the fast retransmit and fast recover algorithms.  

The algorithm triggers retransmission by using the information provided by partial 
ACKs. A partial ACK deals only with the new data rather than all outstanding data when 
a packet loss occurs. Consequently, fast recovery terminates when either there is a 
timeout or all of the outstanding data has been acknowledged. Thus in NewReno, the 
problem of multiple fast retransmits from a single window has been resolved. 

Selective Acknowledgment (SACK) [15] builds on the fast recovery algorithm by using 
the information provided by selective acknowledgments (SACKs) [16] sent by the 
receiver. When a packet is lost, cwnd is reduced by half and fast retransmit triggers the 
retransmission of lost packet.  SACK algorithm maintains a variable called pipe whose 
value stands for the number of outstanding packets in the network. The pipe is decreased 
by one packet for each duplicate ACK that arrives with new SACK information, and is 
increased by one for each new or retransmitted packet sent. A packet may be sent when 
the pipe value is less than cwnd. SACK can recover from multiple packet losses in a 
window within a RTT. The extended information allows decoupling the decisions of 
when to send a packet and which packet is to be sent. 

The Forward Acknowledgment (FACK) algorithm [17] improves on the recovery of the 
lost packets. It uses SACK options in order to gather additional information about the 
state of congestion, and provides more accurate control to the outstanding data in the 
network. FACK decouples the congestion control algorithms from the data recovery 
algorithms. Namely, new data can be sent during network recovery of the lost data in 
order to sustain the TCP self-clocking feature when there is no further data to retransmit.  

2.3.1.3 Delay-based Congestion Avoidance Protocols 
The most prominent delay-based end-to-end congestion avoidance scheme is TCP Vegas 
[18]. In fact, in case of Vegas, we have a congestion prevention procedure. The principal 
idea is to detect as early as possible the appearance of congestion in the routers long 
before a packet loss occurs.  
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The congestion is detected by observing the difference between the expected throughput 
and the actual throughput. TCP Vegas also tries to maintain the right amount of extra data 
(between the low threshold and upper threshold) in the router buffers in order to obtain 
high throughput and avoid packet overflow.  

The major advantage of TCP Vegas is the improvement of network throughput, which 
may be otherwise degraded due to packet losses, timeouts and congestion in the network. 
Furthermore, there are no specific requirements to the network by Vegas. Nevertheless, 
congestion information based on RTT samples is not the best way to predict packet losses 
reliably. The level of network congestion is difficult to estimate if TCP Vegas only relies 
on the delay and the increase of RTTs.    

2.3.2 Beyond E2E Congestion Control 

The importance of congestion control, which in a way keeps the Internet from occasional 
congestion collapse, has stimulated the creation of a number of different mechanisms that 
implement the control at the gateways, at the hosts with some network assistance, and 
finally by various QoS models. 

2.3.2.1 Control at the Gateways 
The router congestion control is mainly accomplished via queue management algorithms, 
which control the length of queues by dropping packets when it is necessary. There are 
additional scheduling algorithms that determine the delivery of the next packet to the 
outgoing link. 

There are two categories of queue management algorithms: passive and active. No 
possibility for the prevention of queue overflow with a passive algorithm is offered, 
which may cause severe problems with the global synchronization on the Internet. The 
tail drop passive queue management algorithm is the one most commonly implemented in 
routers. The active queue management algorithms that are predictive and hence employ 
prevention of buffer overflow may dominate the architecture of the next generation 
gateways on the Internet. They also try to avoid global synchronization.  

Random Early Drop (RED) [19] is a congestion avoidance mechanism that monitors the 
queue size. It controls the average queue size and decides when and which packet is 
going to be dropped or marked. RED detects congestion before the queue/buffer is full. 
The main objectives of the algorithm are to minimize packet losses, delays, bandwidth 
utilization, and eliminate the bias against bursty sources.   

RED calculates the average queue size and compares it with two thresholds: the 
minimum and the maximum respectively. If the average queue size is lower than the 
minimum threshold, no packets are marked. Otherwise, if it is between minimum and 
maximum threshold, RED marks randomly arrival packets with probability based on 
average queue size. When the average queue size exceeds the maximum threshold, all 
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packets are marked. There is no significant difference between two alternatives of 
dropping and marking. The decision of what to do, drop or mark, depends on the 
gateway. Usually, marked packets are forwarded to the destination hosts, where they are 
an explicit indication of congestion so the sources will reduce the sending rate. This way, 
the RED algorithm guarantees that the average queue size does not exceed too much the 
maximum threshold.  

Weighted Random Early Detection [20] (WRED) enhances the capabilities of RED by 
using the additional information from the IP precedence [21] to decide which packet will 
be dropped. The packets with lower IP precedence are more likely to be dropped than the 
packets with higher precedence. WRED can provide differentiated services based on the 
weight of IP precedence by dropping lower priority traffic and allowing bursty traffic 
with a higher priority.  

First-in-first-out (FIFO) is the simplest queuing mechanism. When packets arrive, they 
are put at the tail of the queue. If the outgoing link bandwidth is available they go out 
from the head of the queue. FIFO has been used widely due to its simplicity. It does not 
provide any priority treatment for individual data flows or different packet types. When a 
large number of packets are added to the same queue, it can cause some undesirable 
behavior such as long delays or tail drops. In this case even high priority packets are 
dropped. 

Priority queue (PQ) was designed to make sure that the important traffic has a strict 
priority. Four queues named high, medium, normal and low are used in PQ. Each packet 
is examined and placed into one of four queues based on its priority. Packets that belong 
to higher priority queues will get preferential treatment compared to the others.  

In Fair Queuing (FQ), each packet is placed into the queue according to the assigned 
type of the packet. All queues are served in a round- robin fashion, and the service is 
usually fairer than PQ. 

Weighted Fair Queuing (WFQ) is similar to FQ except that queues can assign priorities 
and support for various packet sizes. WFQ guarantees to the users, who belong to 
different bandwidth networks, consistent response time without adding extra bandwidth. 
It offers preferential treatment for low-load traffic, and can work with the IP precedence 
protocol and the Resource Reservation Protocol (RSVP) [22] to provide differentiated 
services [23] and guaranteed services [24]. An extension of WFQ is the Class-Based 
Weighted Fair Queuing (CBWFQ) that supports user-defined traffic classes.  

To solve the particular demands on bandwidth and latency by various applications it is 
possible to use Custom Queuing (CQ). In CQ, each packet class is allocated some 
amount of queue space. There are number of queues and the service type is in a round-
robin fashion 
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2.3.2.2 Network-assisted Control 
This is a congestion control mechanism based on the host-centric approach with the 
assistance from the network nodes (or routers). As before, whenever there is congestion, 
the source host reduces the load. 

DECbit [25] is an explicit, end-to-end congestion avoidance scheme. The gateway uses a 
congestion notification bit in the packet header to provide feedback about any congestion 
in the network. The congestion bit in packet header is set to 1 if the average queue size at 
the gateway exceeds one entry. In DECbit, the network is congested when a half of the 
packets received in an interval are marked. In this case, the congestion window is 
decreased multiplicatively. Otherwise, the congestion window is increased additively.  

The advantage of DECbit schema is that does not add to the router complexity because it 
only relies on the average queue size. Furthermore, the process of packet marking starts 
rather early (with a queue size of one), so there is a low probability of large queues and 
consequently packet loss. The disadvantages are that the deployment of DECbit requires 
an upgrade of the routers and the hosts, and it exhibits a bias against bursty flows and 
unfairness towards individual users.  

When a marked packet arrives to the destination it is interpreted as a loss. Then the 
congestion window size is adjusted to the proper value. The packets are marked at the 
gateway by setting the Congestion Experienced (CE) bit to 1 in the packet header. The 
algorithm is named appropriately as the Explicit Congestion Notification (ECN) [26].  

The advantage of ECN is the possibility of combination with TCP as a form of an explicit 
indication to reduce loss rates [27]. This significantly improves the performance, 
especially for short and interactive TCP connections. ECN allows the routers to signal 
congestion to the sender with a small number of congestion signals rather than dropping 
large number of packets. So ECN can avoid retransmissions of the lost packets with a 
rather low overhead for marking. The drawback of ECN is that there is a need for an 
upgrade both to the routers and the hosts.  

2.3.2.3 Quality of Service 
QoS deals mainly with four basic categories: bandwidth, delay, jitter, and reliability. Ad 
extremum, all network features such as security, scalability, resilience, robustness, 
effectiveness and efficiency may be put under the umbrella of QoS. Bandwidth, delay, 
jitter and reliability are intrinsically related to the concepts of resource allocation and 
management, which are also very close to the congestion phenomenon. If there is no 
congestion or it is kept well under control, then one should expect the availability of 
bandwidth, small or no delays, and sustainable levels of continuous throughput that lead 
to absence of jitter. Naturally, all of those contribute to the overall reliability of the 
network system. 
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The service model on the Internet has been defined as "the best effort”. There are no 
guarantees for the quality of what is being delivered over the network. Since all packets 
are treated equally, some of them may be lost, arrive out of sequence, reordered, 
duplicated more than once, and delayed.   

It is up to the application designers and the developers to select a transport protocol, 
which based on its performance, will improve on the quality of service over IP. The later 
is mainly true for TCP, since UDP, with the exception of an optional checksum over the 
entire datagram, pretty much stays within the same service model as IP.  

On the other hand, the self-clocking and the socially responsible behavior of TCP 
becomes a disadvantage when delay-sensitive applications run on the Internet or any 
other large network. These applications, usually in the domain of multimedia (voice and 
video) and real-time operations resort to UDP for transport. The protocol transmits data 
with high-speed and little overhead. Unfortunately, this makes UDP highly unresponsive 
to other, mainly TCP flows which are no contest to the light-weight transport protocol.  

The Internet does not allow a special treatment for delay-sensitive applications, since it 
breaks down the universal principle of packets equality. One of the fundamental 
problems is how to preserve the best effort model with the need to run delay sensitive 
applications over the same infrastructure.  

By offering different levels of QoS, the delay-sensitive packets will be preferentially 
treated with respect to the other packets at the routers. The QoS guarantees allow into the 
network only those packets that will receive the requested quality of transmission. This 
makes packet classification into different classes or different flows before they enter the 
network to be mandatory.  

A Quality of Service might be defined as the capability of a network to provide better 
services for certain types of traffic over different network technologies. The primary 
objective of QoS is to recognize that “while it may be that not all packets are equal”, and 
consequently will be a preferential treatment for selected network traffic (dedicated 
bandwidth, controlled jitter, limited loss, or some form of low latency) a care should be 
taken to minimize the effect on the other traffic (or preserve fairness that was originally 
built into the Internet). 

The three levels of service for QoS are: 

• Best effort service or the traditional Internet service model promotes 
packet equity through FIFO discipline.  

• Differentiated service: Some packets can be treated better than others, for 
instance more bandwidth, low delays and low lost rates. The scheduling 
algorithms like PQ, CQ, WFQ, and WRED are used to implement the 
differentiation. 
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• Guaranteed service: Some network resources are reserved, which means 
they are dedicated to a specific type of traffic so they may grant services 
that are guaranteed. Protocols like Resource Reservation Protocol (RSVP) 
and CBWFQ make guarantees possible. 

The two service models with QoS guarantees are IntServ [24] and DiffServ [23]. IntServ 
gives multiple services for QoS requirements and has been implemented by using RSVP 
[22] at both hosts and routers. Applications should explicitly declare their requirements 
for specific services such as bandwidth and delay. They may send data only after 
confirmations are issued that the demands will be met by the network. 

DiffServ offers multiple levels of service for different QoS requirements. Unlike IntServ, 
applications that use DiffServ do not explicitly declare their requirements in advance. In 
this case, the network provides a particular service for the packets on a per-hop basis 
depending on the information about the type of service in the packet header. DiffServ is 
preferred than IntServ due to its scalability, and is possible to use it for congestion control 
proper.  

DiffServ [23] aggregate flows into classes whenever they enter the network or cross 
various network domains. The mark received by a packet indicates the traffic class that 
the packet belongs to. Different classes receive different services within the network core. 
After being marked, a packet is either forwarded into the network, delayed, or discarded. 
This is done in order to conform to the specific traffic profiles negotiated between users 
and ISPs. Within a domain, the router selects a per hop behavior (PHB) for each packet 
based on its class.  

PHB can provide a minimum bandwidth at each router or limited traffic rate for a class 
when a member goes into the network. Obviously, the traffic rate of a class is not 
supposed to exceed the assigned bandwidth. PHB can also provide low delay and low lost 
rate by eliminating congestion. To do so, within each class, packets should have different 
levels of drop preference. Consequently, the flows which have traffic in excess of the one 
defined in a traffic profile for the respective class are marked with a higher drop 
preference than the others. So when the network goes into a congested state, the routers 
will make the difference by dropping packets with the highest drop preference.  

It is evident that both network congestion and QoS are intertwined and interdependent 
concepts. Simply, in order to have QoS care must be taken for the elimination of 
congestion, and conversely QoS mechanisms may be used to keep the congestion at 
levels that do not impair the performance of the network.  
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2.4 TCP in Heterogeneous Networks 

2.4.1 Problems for TCP in Wireless Environment 

TCP was designed to run over any packet-switching wired networks where errors due to 
the transmission medium have become an exception rather than a rule. In addition to 
many services such as flow control, congestion management and reliability, TCP 
attempts to provide both an efficient utilization and a fair share of network resources. 
Nevertheless, TCP in wireless and mobile networks may suffer significant performance 
degradation due to the misinterpretation of random losses that come from high bit-error 
rate, low and variable bandwidth, and frequent disconnections.  

The reason is not the retransmission of the lost packets, but the congestion control (CC) 
algorithms that are forced to respond to losses. Almost always, TCP assumes that a lost 
packet signals network congestion. When the loss is indicated by a timeout, TCP enters 
into a slow-start phase. When the loss is detected by a receipt of three duplicate 
acknowledgements, then the system goes into fast recovery.  

The result is the reduction of the congestion window size. On the other hand, whenever a 
packet loss is due to a transmission error, any contraction of the window is inappropriate. 
The outcome is decreased throughput, poor utilization of the network resources, and 
marginal performance of the applications.  

Therefore, modifications of TCP to mitigate the conditions imposed by wireless and 
mobile networks are needed. Obviously, there is no a single solution for making TCP to 
operate flawlessly in heterogeneous networks.  

The properties of wireless channels are characterized with frequent random losses. 
Transmission errors can be caused by physical obstacles, interference, shadowing, and 
signal fading. The bit-error rate (BER) for wireless medium is in order of 10-3, which 
translates as packet loss rate of 12 percent for packets with size of 1500 bytes [127]. In 
comparison, the BER for wired medium is in the order of 10-6 to 10-8, which equals to a 
packet loss rate from 1.2 to 0.012 percent. Mobility itself is also a generator for packet 
loss and increased packet delay. When a user migrates between cells, the connection 
handoff may induce packet losses. 

Wireless links offer many advantages to mobile users who can move easily among 
different cells. Each move from one to another cell requires transfer of information 
between the two base stations involved. This process is called handoff.  

During a handoff mobile devices may be disconnected from the base stations. The length 
of the disconnection period varies with the technology used and the environmental 
conditions. These may include, but are not limited to, physical obstacles such as high 
buildings and/or radio interference. Some mobile devices are blocked from the 
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connection because the number of users is higher than the cell could handle and 
consequently packets and ACKs are lost. Since, TCP considers that delays and losses are 
due to network congestion rather than disconnection, it reduces the throughput greatly.  

Frequent disconnections are behind another problem named as serial timeouts. They 
occur when there are multiple consecutive retransmissions for the same packet during the 
disconnection from the network. In this case all of the retransmitted packets are lost also 
and the RTO is doubled after each unsuccessful retransmission [59].  

While TCP may face a number of problems in wireless networks, random losses are the 
relevant ones for the problem we are trying to solve. The reduction of the transmission 
rate is due to the misinterpretation of the symptoms and consequently the application of 
wrong remedies, such as contraction of the congestion window.  

Whenever there is a random loss, TCP should retransmit the lost segment without 
activating the congestion control. Conversely, the ideal network corrective action would 
be to take care of the loss in a manner that is transparent to the TCP. A common solution 
to this problem has been through divided loyalties either to TCP or to the network.  

2.4.2 Improving TCP Performance over Wireless Links  

In the last fifteen years, many techniques for improving TCP performance in 
heterogeneous networks have been proposed. The strategies can be classified in three 
categories: link-layer solutions, split connection, and TCP variations [127].  

Link-layer schemes 
The link-layer schemes attempt to localize the solving of the problem by hiding the 
deficiencies of the wireless medium from the upper layers [127]. The data link layer 
offers service with quality close to the one of a wired link and there is no need for 
modification of TCP. 

There are two mechanisms that are used in the data link protocols: local retransmissions 
and Forward Error Correction (FEC). FEC can accomplish error correction of small 
number of bits, but it adds overhead even when there are no errors present. It increases 
the computation complexity and the energy consumption. Local retransmissions at the 
data link layer are used to recover the TCP connection from loss errors. 

Split connection 
The split connection schemas divide the TCP connections in two parts: one going over 
the wired segment of the network and one going over the wireless channel [127]. The two 
parts meet at the base station that connects the wired and the wireless part of the network. 
A protocol tailored to a wireless transmission is used for the wireless part.  
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The base station acknowledges every received segment without waiting for the arrival of 
the segment at the mobile host. A serious deficiency is the possibility that an 
acknowledgement for a segment may arrive at the sender before the segment actually 
arrives at the mobile receiver. This is a violation of the TCP end-to-end semantics.  

TCP variations 
TCP variations introduce new functionalities to the basic protocol [127]. They preserve 
TCP end-to-end (E2E) semantics and thus conform to the IP family inclusion rule - any 
new or modified protocol should be scalable.  

The TCP problem in heterogeneous networks is interpreting random losses as indication 
for congestion. For all TCP variations, the key is to determine the nature of the errors that 
caused packet losses. If indeed there is congestion along the path, the protocol should 
apply standard congestion control mechanisms. Conversely, if the reason behind the loss 
is a transmission error, then the sender should keep the current sending rate.  

In our work, we argue for the case of “the link layer solutions”. First of all, when the 
problem is solved at the link layer then there is no need to modify the upper layers. In 
other words, if the loss on the physical layer is hidden by the link layer then there is no 
need to implement any changes to the current implementations of TCP. Of course, to hide 
the losses at physical layer from the higher layers is not easy work because heterogeneity 
of the transmission media is maintained transparently to the existing infrastructure for 
both the software and the hardware.  

Solutions at the link layer can be either TCP aware or TCP unaware. TCP-unaware 
protocols implemented at the link layer can hide errors at the wireless links from TCP but 
they can result in worse performance and a waste of the resources [60]. An example of 
this is the lack of suppression for duplicate acknowledgments that leads to TCP 
retransmissions in addition to the retransmissions of the link layer.  

This justifies the use of the modified Snoop protocol for extending the functionality of 
CM4CC in heterogeneous networks.  

2.4.3 Snoop Protocol 

Snoop is a TCP-aware link layer protocol [61]. It is designed to improve the performance 
of TCP in the wired-cum-wireless networks. The concept is based on a snoop agent or 
snoop module that is added to the routing code on the base station to monitor each single 
packet passing through the connection.  

The snoop module maintains a cache to temporarily store packets sent from the wired 
network to mobile hosts that have not been yet acknowledged by the mobile host. When a 
new packet sent from a fixed host arrives at the base station, the Snoop module will add it 
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to the cache. Then it forwards the packet to the routing code that routes it to the 
appropriate mobile host. 

Snoop module keeps track of all ACKs sent from the mobile host. When a packet is lost, 
which is indicated by a duplicate ACK or a local timeout, the Snoop protocol retransmits 
the lost packet to the mobile host provided that the packet has been cached. In this way, 
the protocol hides the loss from the sender at the fixed host by not propagating the 
duplicate ACK. Hence, the TCP sender is prevented to invoke the congestion control 
mechanism, which is not necessary because the packet is lost due to the error in link and 
not to congestion. 

The Snoop module contains two procedures named snoop_data() and snoop_ack(). The 
snoop_data() processes and caches data packets sent to the mobile host. Whereas, 
snoop_ack() processes the acknowledgments (ACKs) transmitted from the mobile host. 
Whenever duplicate ACK or local timeout occurs, snoop_ack() executes the local 
retransmission from the base station to the mobile host.  

The module forwards only the ACKs generated by the mobile host to the sender at the 
fixed network. This obviously preserves the end-to-end semantics for TCP. The protocol 
retransmits locally (at the link layer) the packets received from the sender. Moreover, it 
can filter out ACKs in order to prevent the sender to perform the unnecessary congestion 
control. Therefore, Snoop can work very well in high error rate networks such as wireless 
ones. Moreover, the protocol operates independently from the higher layer protocols and 
it does not create any connection state.  

It takes time for the Snoop protocol to build up the cache. This implies that during this 
period the throughput of the TCP flows is modest at least. The same thing may very well 
happen during an intensive roaming by mobile hosts when the interval between their, it 
degrades the performance and is one of the major drawbacks of the protocol.   

2.5 From Scalability to Fairness  

2.5.1 Scalability 

Scalability is one of the major objectives to be considered when a new system is being 
designed. The scalability property is usually understood as the system capability to either 
handle any increase in the workload or to be readily enlarged and extended in order to do 
so.  

For instance, assume there is a mechanism (considered to be part of the next generation 
routers) that works well with ten flows. However, when the number of flows grows in 
order of magnitude such as hundred or thousand, then the mechanism fails and eventually 
leads to the collapse of the system. Clearly, this kind of mechanism is out of the game, at 
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least for core routers that handle millions of flows. Hence, we may say that simply the 
mechanism does not scale. 

Scalability as a system characteristic can have several dimensions such as the load, 
geography, and administration. While load scalability allows a system or its component 
to be modified, added, or removed to accommodate load changes, the geographic one 
makes the system maintain its performance and usability when used across from local to 
a wide geographical area. Scalability is said to have administrative features, it means that 
the system may be used for a large number of administrative entities [128]. 

Scaling can be contemplated in a vertical and a horizontal manner. Adding resources to a 
single node in a system, such as the addition of CPUs or memory chips to a single 
computer, is to scale vertically (or scale up). On the other hand, to scale horizontally (or 
scale out) means to add nodes to a system or ontological entities, such as adding new 
nodes or subnets into the network when we extend an existing network with more nodes 
or even subnets. 

In the context of computer networks, some of the dimensions are the traffic volume, link 
capacity, number of users, links and/or flows, geographical areas covered by the network, 
and the range of network services. The Internet is the grand example of scalability, since 
the exponential growth of network entities (nodes, hosts, links, and intermediate 
systems), users, and ubiquitous services, has not in a major way impaired the 
performance of this global communication system. That is one of the reasons behind 
scalability being a primary criterion of how successful any modification of an existing 
protocol or the inclusion of a new protocol is in the TCP/IP family.   

The foundation of the Internet scalability is, inter alia, one of the universal principles of 
the network - the end-to-end (E2E) argument [89]. The most straightforward 
interpretation amounts to moving the complexity out of network. The network should be 
kept simple and the functional redundancy should not be located in the network except 
when they are necessary to improve performance.  

Along with the end-to-end argument, the per-flow state, the traffic volume and the 
distribution are the factors that may affect the scalability of the system or any of its 
components. If there is a mechanism which needs to identify the individual flows is 
added in the routers then the buffers may be reserved for the flows. This implies that the 
state of the flows must be maintained and stored. As the computing power in each router 
is limited, the mechanism has an upper bound of its capabilities, which is equal to the 
number of flows that may be efficiently handled. The limitations are often exploited via 
unwarranted traffic volumes directed to a server from many different sources to create a 
so-called Denial-of-Service attack (DoS).  
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2.5.2 Fairness 

Fairness is used as a criterion to distribute the available resources among competing 
flows. It may be also viewed as a service discipline used by routers in presence of 
network congestion.  

In [91], the Jain's fairness index ( )f x , a single dimensionless fraction, for n flows is 
defined as  

( )2

1

2
1

( )

n
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n
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where, 1 2{ , ,..., }nx x x x= is an allocation of rates, ix  is the rate allocation for the flow i.  

In Figure 2.3, assume that the resources A and B have the bandwidth of 10 Kbps and 20 
Kbps respectively. The equal fairness of the resource A for flows 1 and 2 is 5 Kbps for 
each flow. While, fairly dividing the capacity of resource B among flows 1 and 3 is 10 
Kbps each. Lastly, the rate allocation in form of equal fairness for flow 1, flow 2 and 
flow 3 is 5 Kbps, 5 Kbps and 10 Kbps respectively.  

 

 
 

Figure 2.3: Scenario for illustrating fairness [92] 
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In equal fairness, the bandwidth of the flow 1 is limited to the maximum of 5 Kbps by the 
resource A. So, it can not use as much bandwidth as it is allocated from the resource B, 
i.e. 5 Kbps are actually wasted. 

Other solution for the allocation is to increase the rate of flow 3 and somehow salvage the 
capacity of resource B. In this case the rates for the flows will be as follows: flow 1 = 5 
Kbps, flow 2 = 5 Kbps, flow 3= 15 Kbps, and is termed as max-min fairness. The max-
min fairness is one of the most common criteria employed in communication networks 
and the Internet since it eliminates the limitations of equal fair allocation and can 
maximize the utilization.  

Max-min fairness is defined in [81] as: 

A feasible allocation of rates 1 2{ , ,..., }nx x x x=  is max-min fair if and only if an 
increase of any rate within the domain of feasible allocations must be at the cost 
of a decrease of some already smaller or equal rate. Formally, for any other 
feasible allocation y, if i iy x>  then there must exist some j such that j ix x≤  and 

j jy x<   

The fact that max-min fairness maintains high values for the smallest rates may prove to 
be inefficient for some networks. A way to resolve this is to resort to allocation based on 
proportional fairness, where the financial gain may be maximized. 

Proportional fairness is defined in [94]:  

An allocation of rates 1 2{ , ,..., }nx x x x=  is proportionally fair if it is feasible and 
if for any other feasible allocation y, the aggregate of proportional changes is 
zero or negative 

1
0

n
i i

i i

y x
x=

−
≤∑  

 

Assume that the capacity of each of the resources A and B is c. Then the allocation for 
proportional fairness is: flow 1 with c/3, and flows 2 and 3 with 2c/3 for each. Clearly, 
this allocation leads to a greater financial gain than the rate-maximized allocation in 
which flow 1 gets 0 capacity, flow 2 has c, and flow 3 has c also. In the later case the 
flow 1 is left without a bandwidth, so the corresponding user is not willing to pay 
anything. In general, proportional fairness is an ideal to maximize the financial gain for 
the Internet Service Providers (ISPs), although the scalable manner in which it may be 
enforced is a difficult problem in practice.  
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2.5.3 Fairness and Stability in TCP Congestion Control Schemes 

Different modifications and versions of the original TCP protocol employ different 
procedures to update the congestion window size that controls the dynamic behavior of 
this protocol mechanism.  

In TCP Tahoe, the congestion window size cwnd is increased until there is a loss. Since 
the loss of a packet is a strong indication of network congestion, TCP throttles cwnd 
down to the size of one packet. The algorithm goes through two phases in increasing 
cwnd, namely Slow Start and Congestion Avoidance. When an ACK is received by the 
sender at time At t+ , ( )Acwnd t t+  is updated from cwnd(t) [11] as follows:  

 

2

Slow Start Phase:
( ) ,  if ( )

( )
Congestion Avoidance Phase:
( ) / ( ),  if ( )

A

cwnd t m cwnd t ssth
cwnd t t

cwnd t m cwnd t cwnd t ssth

⎧
⎪ + <⎪+ = ⎨
⎪
⎪ + ≥⎩

             (2.5.3.1) 

 
where, m is a positive integer with a constant value (usually 1m = ). The threshold value 
ssth is a control variable, so that TCP changes from Slow Start to Congestion Avoidance. 
When timeout occurs, cwnd(t) and ssth are updated as follows:  

ssth=cwnd(t)/2 

cwnd(t)=m 
TCP Reno works in a similar way to TCP Tahoe, but uses the fast retransmission and the 
fast recovery algorithms whenever the loss is detected. In this case, cwnd(t) and ssth are 
updated as follows: 

ssth=cwnd(t)/2 

cwnd(t)=ssth 
When TCP Reno enters the Fast Recovery phase, the window size is increased by one for 
each arrival of duplicate ACK. Then, cwnd(t) is restored to ssths  when the non–duplicate 
ACK corresponding to the retransmission is received.  

TCP Vegas detects network congestion by observing the variations of RTTs (Round Trip 
Time). When RTTs become large, TCP Vegas considers that the network starts being 
congested, and so it reduces cwnd. Conversely, when RTT is small, it increases cwnd. 
Ideally, it converges to the most appropriate value and there is no degradation of the 
throughput. The Congestion Avoidance phase warrants that the window size is updated 
as: 
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In the Slow Start phase, the rate of increasing cwnd in TCP Vegas is a half of that in TCP 

Tahoe and TCP Reno, namely ( ) ( )
2A
mcwnd t t cwnd t+ = +  

where, rtt is current round trip time and _base rtt  is the smallest value of the all 
observed RTTs, and m, α and β (α β< )  are positive integers with constant values. 

The simple formulas for the congestion window updates and derived for each of the TCP 
variants have been used to provide detail analysis concerning the phenomena of fairness 
and stability [90] in congestion management.   

TCP congestion control mechanisms make the throughput of TCP connections not being 
identical even when the connections have the same end-to-end path. Likewise, TCP 
connections with different propagation delays have different throughputs over long 
periods. The connections with shorter propagation delays will have larger throughputs 
than the connections with longer ones since the throughput is inversely proportional to 
the propagation delay [95]. In addition, if the link capacities of TCP connections are 
different then the throughputs of TCP connections are a large extent different. However, 
contrary to our intuition the relation between the throughput and the link capacity is not 
linear. This means that adding more bandwidth to a connection may not substantially 
improve the throughput [131]. 

It has been shown that AIMD is the only algorithm to provide fairness for TCP 
connections [6]. Since TCP is self-clocking, the window size is updated only when ACKs 
are received by the sender. So, the stability of AIMD becomes questionable when control 
loops are not synchronized [92] (i.e. the RTTs of the TCP connections are different). In 
reality, this is a common situation as it is quite difficult to imagine that TCP flows can 
update the size of their respective windows sizes simultaneously. The window updating 
algorithm to attain fairness can be found in [96]. The results related to the stability of 
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TCP congestion control mechanisms in both synchronous and asynchronous contexts are 
detailed in [124, 125].  

In the RED mechanism, due to early probabilistic drop, it is possible to avoid the 
synchronization of the throughput degradation. Here, the fairness among connections is 
not one of the main objectives. The arguments that stem from propagation delays and 
differences in the capacity of the links again underline the RED unfairness.  

The ECN mechanism, based on its fine tuned window updating algorithm, may improve  
the fairness among heterogeneous TCP connections [97]. Naturally, the process of tuning 
of the window size update may pose a problem itself.  

The Vegas variant of TCP [18, 98, and 99] if used as a single transport protocol, proves 
to be conducive to higher throughput and smaller loss when compared with TCP Reno. 
Moreover, TCP Vegas is somewhat fairer than TCP Reno, regardless of the heterogeneity 
of the links concerning propagation delays and their capacities. 

On the other hand, when TCP Vegas co-exist with TCP Reno then the problem of 
unfairness occurs. If both protocols [100] share the same bottleneck link, the TCP Reno 
becomes aggressive and will soon occupy the entire capacity of link while TCP Vegas 
suffers significant performance degradation that may eventually go to zero. One of the 
reasons for this is that the differences in the congestion control mechanisms of TCP Reno 
and TCP Vegas, particularly when the size of the buffers at the routers becomes large. 
Vegas are rather conservative, which also reflects in the increase of the window size 
when RTT becomes large. The same line of reasoning is applied to TCP Reno only when 
there is a packet loss. 

When per-flow queuing scheduling mechanisms such as Fair Queuing (FQ) [101] and 
Round Robin (RR) [102] are used, the fairness among the connections works rather well. 
The algorithms have a problem with the computational complexity. FRED can also 
improve fairness; nevertheless FRED requires that the information related to all active 
flows must be maintained, which does not scale well with respect to the number of flows 
and the size of the buffers.  

In summary, as it is underlined in [95], Tahoe and Reno can give a reasonably fair service 
at the expense of stability and throughput. Vegas [18, 98] can offer higher performance 
and more stable operation than Tahoe and Reno. This implies that the window size 
converges to a fixed value if the number of connections does not vary and each 
connection continuously transmits packets. This is true in most of the cases. 

When two connections have different propagation delays, then the traditional Tahoe and 
Reno do not converge to fairness, since the work of their congestion control mechanisms 
depends on the round trip time of the connection. 
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Chapter 3 
 

 MOBILE AGENTS 

3.1 The Agent Paradigm 
The agent paradigm was mainly introduced through the work in Artificial Intelligence 
(AI). The concept of an intelligent agent has different interpretations and definitions such 
as “an agent is a computer system that is situated in some environment and is capable of 
autonomous action in this environment in order to meet its design objectives”, [28].   

The numerous attributes that an agent can have depend on the intended functionality and 
usage. Some of these attributes [132] are: 

• Autonomy - An agent can operate in an independent manner (i.e. no need 
for human assistance). It simply means that an agent has a degree of 
autonomy (from the user).  

• Cooperation - An agent can interact with other agents and/or humans. It 
is a mechanism by which agents can work together in order to solve large 
problems well beyond their individual capabilities. 

• Reactivity - An agent can perceive an environment and respond in a 
timely fashion to the changes of the environment. 

• Pro-activeness - An agent can exhibit a goal-directed behavior by taking 
an initiative. It can reason about its intentions and beliefs, and plan its 
actions accordingly. 

• Mobility - An agent can move from one location to another and can carry 
data along with instructions that can be executed remotely. 

• Temporal Continuity - An agent is continuously running process. 

• Learning - An agent can adapt to changes in the environment. Ideally, it 
is possible to improve the behavior of an agent. 
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Creating different types of agents is a result of the combination of the attributes assigned 
to the agent. Therefore,  

• An autonomous agent can sense and autonomously act in complex 
dynamic environments in order to complete its tasks.  

• An information agent can answer queries posed by users and agents by 
accessing, collating and manipulating information on many potential 
information sources.  

• An interface agent can observe and monitor actions taken by the user in 
the interface, learn from it and suggest better ways of doing the task.  

• A reactive agent can act or respond to the current environmental status. 

• A collaborative agent can cooperate with other agents in order to perform 
its tasks or can negotiate in order to reach acceptable agreements in some 
matters. 

• A mobile agent can roam across wide-area networks and can move from 
this location to others to gather information and interact with them.  

• An intelligent agent can carry out some sets of operations on behalf of a 
user or another program with some degree of independence.  

• A hybrid agent is created by combining two or more agent types in a 
single agent 

An aggregation of agents in a form of a network that are interacting together to solve 
complex problems is termed as a Multiagent System [28].  

Agents in a multiagent system may have some limitations such as lack of a global 
control, decentralized data, and asynchronous computation. These agents, in order to 
solve various problems, should be subject to mutual coordination and cooperation.  

3.2 Mobile Agents 
The research community that works on the agent paradigm exploits two different venues. 
The first one deals mainly with static agents [132], while the second one concentrates on 
using and applying the agent mobility to different areas.  

There are two kinds of mobility: a strong mobility and a weak mobility [133]. With a 
strong mobility, the entire agent state (that consists of data state and execution state) is 
transferred together with the code to a new location. When an agent arrives to this 
location, its state is automatically restored. In case of a weak mobility, migration applies 
to the data state only.  
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Many common features and similarities between a mobile agent migration and a process 
migration exist. Both of them can be used for the network traffic reduction, load 
balancing, fault resilience, asynchronous interaction, and data access locality [29]. Unlike 
a process, a mobile agent does not have similar transparency requirements, which implies 
that the implementation of mobile agent systems and their applications is possibly 
simpler.  

Recently, mobile agent systems have been developed and produced that have attracted a 
lot of interest in academia and industry. Some of the best known products are: Aglet, 
Voyager, Concordia, Agent Tcl, TACOMA, ARA and MOLE [29].   

The common requirements for a mobile agent infrastructure are the ability to migrate 
from one location to another, to communicate with each other, and to interact with hosts 
in the network. The infrastructure should guarantee both privacy and integrity for the 
agents and the underlying computer system. The prevention of malicious agents attacking 
other agents or computer systems is of a paramount importance, along with the protection 
of the agents from potentially malicious system when it is being visited. 

Despite the development of a number of mobile agent systems in the academia and the 
industry, the applications deployed in real life still are too few. It is true that mobile agent 
systems have occasionally improved the performance of applications that use them. 
Nevertheless, the environment where mobile agents are easily accepted and executed 
appears not to be quite ready, which makes the application of mobile agents systems in 
computer networks and the Internet still being at an early stage. 

Many applications based on mobile agent systems have been developed by using 
programming languages such as Java or TCL. There are problems with their 
interoperability when applied to other systems. Different mobile agent systems have 
different characteristics, but almost all of them allow for an agent to freely migrate in 
heterogeneous networks. That is contingent upon the portability of the code across 
different mobile agent mechanisms that require a huge standardization effort. For 
instance, OMG MASIF [30] is considered to be the first standardized mobile agent 
system. Many other organizations such the Agent Society [31], FIPA [32] and the Object 
Management Group [33] are also working on the standardization. 

Another important issue is security since many mobile agent systems still lack the power 
to protect their agents from malicious systems. Security is indeed a problem that is very 
hard to achieve, establish and verify for any system in all conceivable situations. Mobile 
agent systems are no exception. 

Four venues have been proposed to solve this problem [34]. In the organizational 
approach, only trustworthy institutions have permissions to run mobile agent systems. 
When trust or reputation venue is concerned, the agents visit only those hosts that are 
trust worthy and have a good reputation. The manipulation detection rests on the 
detection of manipulations that use data from an agent or execute its code. Finally, in the 
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black box approach [64], the code generated by obfuscating techniques protects the 
original agent code for a given period only, and after that both the data and the agent are 
invalidated 

3.2.1 Mobile Agent Systems 

3.2.1.1 Infrastructure 
A mobile agent system comprises mobile agents, service agents, and locations (places) 
[77]. Each mobile agent consists of code, data, state and an optional explicit itinerary. 
Code is a set of instructions that describes the execution of a mobile agent. Data is the 
information stored in an area where a mobile agent can read and write at any time. State 
of agent is defined by the outcomes of the agent’s different executions. Itinerary is a list 
of hosts that a mobile agent visits during a trip. Service agents provide mobile agents 
with services at the application-level or system-level. Location or place is an environment 
where mobile agents can work safely on behalf of their owners by using the services 
provided on the hosts.  

Mobile agent systems can be developed by using Java or script languages. Since Java 
provides a number of useful features, especially concerning portability and security 
including certain platform-independence, object serialization, reflection, multithread 
programming, and security, it has become a programming platform of choice.  
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Figure 3.1: The infrastructure of a mobile agent system 
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A mobile agent environment has to be made available on all hosts that mobile agents 
intend to visit. This is achieved by the installation of the mobile agent server. Mobile 
agent server is made of modules that support activities such as migration, execution, 
security and communication, as well as access to the non-mobile-agent-based services 
[108].  

The basic services that the mobile agent systems should provide as part of their 
infrastructure through the runtime system are [134]:   

• Creation, cloning, management, and termination of mobile agents and the 
generation of power reliable itinerary.   

• Communication facility so that mobile agents can communicate with each 
other and hosts, both locally and remotely.  

• Support for the travel and the execution of mobile agents in a 
heterogeneous environment. 

• Secure environment for the mobile agents and their actions with strategies 
and mechanisms for authentication, authorization, privacy, data integrity, 
digital signatures, and access control. 

 

3.2.1.2 Architecture 
According to [62], the architecture of a mobile agent system based on Java consists of six 
components: an agent manager, an interagent communications manager, a security 
manager; a reliability manager; an application gateway; and a directory manager (as 
shown on Figure 3.2). Each of them, along with their intended functionality, is needed to 
support the development of robust, reliable, and secure applications.  

The agent manager has the responsibility for sending and receiving agents to and from 
remote hosts so that the agents can do their work locally. In order to accomplish this, the 
agent manager encapsulates the agent and its state into a serialized form. Then it moves 
the agent to the designated destination.  

The successful migration of a mobile agent creates its copy at the new destination and 
then the mobile agent at the current host is terminated. The agent, its objects, and the new 
execution context are created by the agent manager at the new location. When a 
migration fails, the mobile agent stays at the current host. To ensure that the agent has 
been received by the agent manager on the remote host, the reliability manager is also 
part of the migration process whenever is necessary to verify that the agent manager has 
indeed received the agent at the remote host. The reliability manager provides robustness 
to the mobile agent system that leads to fewer system failures.  
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Figure 3.2: Architecture of Java-based mobile agent system 

 

The communications manager facilitates the communication between two or more mobile 
agents. The application gateway is a secure entry point through which agents can interact 
with the application server. The directory manager is used to identify the location of an 
application server that the agent can migrate to. Upon the arrival, the agent accesses the 
application server through the gateway. The security manager has to authorize the use of 
the gateway and the application server to the agent. 

The security manager is related to all the other components in the system, since it is the 
one that guarantees the security for all components in system. This includes the 
mandatory authentication of a mobile agent by the security manager before the agent 
executes any action on a local host, as well as the authorization concerning the usage of 
the system resources.  
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3.2.1.3 Itinerary  
An itinerary is the list of hosts that the mobile agent will visit during its life cycle. When 
mobile agent migrates over the network, the components of a mobile agent are 
encapsulated into an easy-to-transfer format termed as a serialized form.  

The associated data structure may be a sequence, a set or an alternative, where the first 
implies some strict order in the visit. When the last and the first host of the sequence are 
the same then the sequence is circular, otherwise, it is linear. If the itinerary is in form of 
a set, then the order is not important, while in an alternative, a visit of a mobile agent to a 
host (if any) depends on certain conditions. 

The itinerary facility allows the application developer to specify a flexible travel plan for 
mobile agents [109]. Flexible in a sense such that the mobile agent can postpone the visit 
to the hosts temporarily not available, and use the optimal path to move from host to host.  
 
3.2.1.4 Life Cycle 
In general, the life circle of a mobile agent consists of eight phases which are shown on 
Figure 3.3. Initially, an agent is created by its creator or owner so it can execute certain 
tasks. Then it is launched into the network via its host.   

In this stage, the code, the data, the state of the agent, and possibly the state of execution 
(when the strong mobility calls for) is de-serialized to establish the execution 
environment. Then the agent proceeds with the run phase, or working on the task 
completion. When done the mobile agent can migrate to the next host in its itinerary. 
When a mobile agent decides to migrate, it suspends all its activities and stores the 
current state in the memory.  

The move to another host demands that the code and the state of the mobile agent will be 
encapsulated into the serialized form. The new host will become the current host of the 
mobile agent. When the migration is successful, the mobile agent is de-serialized and 
returns to the start state. The process is repeated as many times as it is necessary for the 
agent to exhaust the itinerary. When done, the mobile agent returns home to report the 
results to its owner. 

Agents can create new agents by cloning themselves. The children are exactly the same 
as their parent agents. Cloning allows the distribution and the execution of tasks in a 
parallel manner. The decision to clone relies on the workload, frequency of visits, and the 
number of existing agents. The original and the cloned agents may follow different 
itineraries to optimize the goal.  

The mobile agent system needs to provide a dynamic control of their population 
corresponding to the changes of the environment so that they can prevent redundancy and 
population explosion [110]. One of the commonly used techniques to do so is merging. 
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Figure 3.3: Mobile agent lifecycle 
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3.2.1.5 Migration 
The implementation of the transport (from host to host) of a mobile agent is done in many 
different ways and highly depends on the architecture of the underlying mobile agent 
system. One of the most well-known is based on the Agent Transfer Protocol (ATP) [93], 
which is a  simple  application-level  protocol  designed  to  transmit  an  agent  in  a 
manner independent of the mobile agent system. 

The ATP protocol is based on a request/response paradigm [93]. At first, the agent 
service at host A establishes a connection to the agent service at host B, then sends a 
request to B and waits for the response. Thus, A acts as a sender of the request (source 
host) and B acts as a recipient (destination host). 

An ATP request consists of a request line, two header fields, and a message body. The 
request line specifies the method of the request, header fields include the parameters of 
the request, and the message body contains the content.  

There are two header fields, namely Agent-System and Agent-Language, and User-
Agent. The former assists to the destination host to identify the mobile agent platform 
and the language processor that executes the code of the mobile agent. The later contains 
information relevant to the application. These fields enable ATP to transfer the 
necessities of the mobile agent applications from this host to any other host in spite of the 
platform and the local languages. This actually means that the mobile agent server can 
accept any type of mobile agents as well as can run any segments of their corresponding 
codes on these hosts.  

ATP defines four standard request methods: 

Dispatch   
The dispatch method requests the destination host to reconstruct the mobile agent from 
the content of the request and to execute the codes that the agent brings. When the 
dispatch method is executed successfully, the mobile agent at the source host is 
terminated and its resources are released.   

Retract   
The retract method requests the destination host (remote host) to send back a specified 
mobile agent to the source host. At the new location, the mobile agent is reconstructed 
and its codes executed. When the retract operation is successful, the mobile agent at the 
remote host is terminated and its resources are released.   

Fetch   
The fetch method requests from the recipient to retrieve and to send any identified 
information (class files or executable code)   
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Message  
The message method is used to pass a message to a specific agent identified by the 
identity number of the mobile agent and to respond.   

The codes of the mobile agent are transferred via request messages bodies using the 
dispatch method. For retract and fetch methods, the codes are contained in the bodies of 
the response messages. ATP is a promising protocol for mobile agent applications since it 
is standardized at the high level and has a good support from IBM [111]. Another 
language named Knowledge Query and Manipulation Language (KQML) is used for 
communication among agents, but not for agent transportation [112]. 

3.2.2 Mobile Agents in Computer Communication Networks 

The applications of mobile agents in data networks focus mainly on exploring two goals 
such as the reduction of network traffic and asynchronous interaction. In this part we 
illustrate mobile agent applications in data networks, particular in the areas of network 
management, e-commerce, resource management, routing, security, and fault tolerance. 

A mobile agent is a convenient and effective paradigm for distributed, yet partially 
connected computing systems with frequent disconnections from the network, fairly low-
bandwidth, and temporary addresses. The system Agent Tcl [35] developed at Dartmouth 
allows transparent migration among mobile computers, or between mobile and fixed 
computers. A mobile agent can carry out its work regardless of the mobile device actual 
connection to the network 

As far as network management is concerned, agents collect information from various 
network elements, execute the required computations, and transfer the results to the 
network manager. A mobile agent can easily work on the decentralization of network 
management activities. They can autonomously install and upgrade software and 
periodically monitor the network. By using mobile agents, network management policies 
can change and adapt quickly to the modifications in any dynamic network. Hence, the 
agents support the provision of better services and performance by the network 
management. 

In the Simple Network Management Protocol (SNMP), a mobile agent distributes the 
code to an SNMP agent. At each managed device, the mobile agent interacts with the 
SNMP agent and collects the necessary information. This spares the SNMP agents from 
doing an additional work, and avoids the transfer of a large amount of data over the 
network that reduces bottlenecks and network traffic. The management can overcome the 
technical limitations of the centralized approach and associated problems with scalability, 
reliability, performance degradation, and delegation of duties [36].  

In e-Commerce [135], mobile agents roam on the Internet and search through electronic 
catalogues to find products based on different customer criteria. They can assist with 
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billing, inventory, shipping, and arrange and negotiate the purchases, even in an 
asynchronous manner.  

Mobile agents play a significant role in flexible resource management. Service policies 
are implemented based on current requirements rather than policies embedded in the 
network elements. Agents react to events in the network, modify dynamically routes and 
redistribute resources.  

There are two families of network routing algorithms named Distance Vector and Link 
State. Considering the size and the complexity of contemporary networks, it is necessary 
to have efficient, dynamic, flexible and fast routing algorithms that easily adapt to 
frequent changes in the network.  Naturally, the objectives of the mobile agents are to                            
facilitate the routing in the network and increase the overall performance. The agents are 
good in discovering shortest paths in terms of distance or cost and maintain routes. 

The implementation of the traditional distance vector algorithms via mobile agents [37] 
can improve the scalability and lower the number of messages exchanged over the 
network. Each agent carries a vector with information such as its identity, the identities of 
the source node, and the neighboring node where the agent migrates to along with the 
routing table. The direction of migration is decided based on the history of the routes. 

In fault tolerant and secure networks, mobile agents are used to check the state of the 
network. Based on the ability to store the execution state, a mobile agent can go back to 
the previous state and start again when it detects a fault. Mobile agents can assist in 
enforcing network security. When an agent notices problems within a node, it will inform 
the host and then will work with other agents to reconfigure the network. After the 
reconfiguration, the hosts enter into a secure state again.  

3.2.3 The Advantages of Mobile Agents in Data Networks 

By contrasting the client-server paradigm, which is the prevalent one in networks and 
distributed systems, with the mobile agent paradigm we shall explore possible rewards in 
using the later one in data communication networks and the Internet.  

The functionality of client-server model relies on the necessary data transmission 
between a client and a server that may lead to an excessive network traffic being 
generated. When the bandwidth is low there is a possibility for network congestion.  

Remote Procedure Calls (RPCs) [106] are used to perform remote actions on other 
machines. RPC involves a connection between two separate computer machines namely 
client and server, exchange of messages and execution of remote procedure [107]. The 
communication is done by sending and receiving messages that are either requests from 
the clients or responses from the server. For instance, a simple request to delete x files 
from the server generates 2(x+1) messages. 
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The exchange of message between client and server requires the establishment of a 
protocol and persistent connection that induces overhead and bandwidth utilization. This 
may be critical in mobile and/or wireless networks where devices often go through low-
bandwidth connections or are disconnected from the network. Things may improve in 
certain situations, if one infuses a kind of equity between the client and the server that 
leads to peer-to-peer approach.  

Mobile agent paradigm provides mechanisms for the peer-to-peer networks by default. 
Another important distinction between two theories is that the agent induced client can 
move and talk to the server locally rather than over network, which reduces the amount of 
communication. The advantages may be better throughput, bandwidth utilization, faster 
completion time, smaller delays, lower cost and better performance.   

The process of developing, testing and deploying distributed applications is facilitated by 
mobile agents that hide the communication channels but not the location of the 
computation [38].  

Despite some initial setbacks, the research clearly indicates that the mobile agent 
paradigm has many advantages. Lange and Oshima enumerate seven categories 
advantageous to mobile agent paradigm [39], while Sundsted gives three compelling 
reasons to adopt the mobile agent architecture [40,41]. In summary, some of the obvious 
benefits are: 

Network traffic reduction: The code of the mobile agent is smaller than the data it 
processes, so there is less traffic on the network.    

Asynchronous execution of autonomous interactions:  Mobile agents can do their 
tasks autonomously.  

Interact with real-time systems: Installing a mobile agent close to a real-time system 
may prevent delays caused by network congestion.   

Use CPUs efficiently and save resources: CPUs can be used efficiently for other work, 
since a mobile agent executes on a single system at a time. The resource is released when 
the mobile agent moves to other hosts so the consumption of the resources is reduced as 
well. Traditionally, servers require duplication of functionality at every location; however 
this is not required for mobile agents since they carry their own code. 

Support for heterogeneous environments: Mobile agents often run in the mobile agent 
frame based on the Java Virtual Machine (JVM) that should be independent from any 
underlying platform. The cost of running a Java Virtual Machine (JVM) is decreasing, 
and might become marginal in case of Java chips.  

Easy extension of services: Mobile agents can be used to extend capabilities of 
applications such as providing additional services, changing parameters or delivering 
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policies in a dynamic manner. Hence, the applications that are built on mobile agents are 
extremely flexible. 

Convenient development paradigm: Mobile agents support the creation and the 
modification of distributed applications so they can adapt to the required levels of Quality 
of Service (QoS).   

In [103], J.Cao et al. conclude that the mobile agent technology provided instruments to 
overcome the difficulties that hamper tight interaction between the processes. Being 
independent, mobile agents can operate asynchronously and autonomously [104,105].  

Today, the main challenge to the mobile agent paradigm comes from the need to have a 
transparent execution environment across different mobile agent systems. This warrants 
for better standardization of the development of mobile agent platforms.   

Quite a few of the mobile agent systems still lack functionality and operational 
completeness to work seamlessly through diverse environments. However, research and 
industry records indicate that they can produce significant benefits in the areas of data 
networks design, modeling, and implementation.  

3.2.4 Security 

Security in mobile agent systems is mostly focused on protecting hosts from malicious 
agents, mobile agents from malicious hosts, and the communication lines between hosts 
and agents. 

The two types of the attacks are qualified as passive and active. In a passive attack, the 
attacker extracts only sensitive information by taping on the communication links or via 
eavesdropping at the hosts. The information is neither modified nor deleted, however it 
affects to the confidence and privacy so it is difficult to detect. To protect the information 
from the attack, an encryption mechanism is necessary.  

As posited, before the travel, the code, the data and the state of the mobile agent are 
encapsulated in the serialized form. When the agent arrives at the intended destination, all 
components are de-serialized and eventually the code is executed in the new context. The 
application of an encryption mechanism to the serialized form resolves most of the issues 
concerning passive attacks. 

On the other hand, in an active attack, information can be deleted, modified, or added. 
The attacker is active for both information interference and an intercept. An active attack 
is fairly easy to detect but difficult to protect. Three mechanisms are often used to protect 
the information from active attacks: confidentiality, authentication, and integrity. The 
Agent Transfer Protocol (ATP) is a simple, platform independent and application-level 
protocol used for transferring mobile agents between the hosts in the networks. Mobile 
agents may be programmed in many different languages and run on a variety of 
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platforms. So, ATP offers the opportunity to handle agent mobility in a general and 
uniform way.  

When ATP is being used for transferring mobile agents, in order to protect the system 
from active attacks, standard cryptographic mechanisms should be integrated into the 
protocol. A secure ATP guarantees the resistance of the whole system (mobile agents and 
hosts) to active attacks at the creation and migration of mobile agents. 

The protection of a host from malicious agents may be solved in a similar way as it is 
done with Java applets, where the agents run in a protected closed environment or a 
sandbox. Security-sensitive operations (such as the access a file system on a local host), 
which are outside the sandbox are either banned or permitted in a controlled manner.  

For instance, the prevention of active attacks by malicious hosts while mobile agents are 
in transition between two locations (hosts) may be attained by one way hashing functions 
and digital signatures. Passive attacks are being neutralized with an encryption.  

It is important to bear in mind that a mobile agent already attacked by a malicious host 
could become perilous to other hosts it may visit after the attack. The types of attacks are 
the spying out code, modifications of data and control flow, code manipulation, incorrect 
execution of code, host masquerading, and a denial of execution [63]. 

Solutions to resolve particular security problems in specific mobile agent systems are 
many, yet very few are sufficiently general to have cross-platform significance. One of 
them, [75] is the intrusion detection system for the mobile agent system Aglets, which 
has been extended to generate auditing information concerning the agent’s actions that 
may lead to illegal operations. In [76], Roth describes algorithms and data structures to 
protect mobile agents against malicious host attacks that lead to lost integrity and breach 
of confidentiality.  

Another solution, the Time Limited Black Box proposed by Hohl [64] is based on the 
source code obfuscation. For a very limited time, the attacker is not able to understand 
the black box, which protects the original code. The solution has been implemented as an 
ad-hoc method to protect mobile agents from eavesdropping in the system called MOLE 
[34]. The time constraints require the synchronization of clocks and the automated 
obfuscation on the agent. 
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Chapter 4 
 

TOWARDS A COMBINED CONGESTION 
CONTROL 

4.1 Relevant Work 
One of the key concerns in the Internet design, and consequently any TCP/IP network, 
has been the scalability. So far, despite a number of new transmission technologies, IP 
has faired pretty well. Indeed, the version introduced almost more than three decades ago 
is still the dominant protocol for packet forwarding.  

To preserve the range and the quality of services offered by TCP, there was a need for 
genuine modifications to the original version of the protocol. They were enumerated and 
discussed previously with respect to congestion control and have worked pretty well.  

Media convergence changed the nature of transport traffic also. UDP quickly became the 
transport protocol of choice for many multimedia applications that prefer less delays and 
no reliability over large throughputs and fast transmissions. In reality, both TCP and UDP 
are present on the Internet, and the ratio is still very much in favor of TCP.  

The two protocols have entirely different behavior though their intended and primary 
functionality is the same - transport. TCP is complex, socially responsible, and self-
clocking; UDP is simple, propulsive and unresponsive. It is really a challenge to make 
them co-exist. This is particularly true if one takes into account “greediness” found in 
UDP. Despite the congested state of the network, the unresponsive or UDP flows 
continue pumping packets into the network until all of the resources are consumed. The 
behavior may lead to conditions easily described as a severe congestion or even a 
collapse.   

To deal with this problem, most of the research has focused either on modifying the 
architecture of the routers by using Active Queue Management (AQM) mechanisms to 
monitor and detect unresponsive flows [42] or to create new protocols that will somehow 
reconcile the differences between TCP and UDP, by blending the best out of them and 
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leaving out the features that are incompatible. When congestion occurs, the flows with a 
bandwidth that exceeds some fair share threshold are penalized by higher preference for 
dropping or discarding packets. The main disadvantage of these types of strategies is the 
additional burdens on the routers, especially the core ones.  

The AQM mechanisms in the routers have been proposed to improve the performance of 
the Internet, viz. to manage delays and packet loss. AQM algorithms detect congestion by 
monitoring the queue size. When the queue size exceeds certain threshold they 
proactively drop or mark packets. TCP congestion control mechanism recognizes the lost 
and marked packets and assumes that the network is congested. Consequently, it reduces 
the congestion window size to mitigate the transmission rate before congestion actually 
occurs.  

According to Floyd and Fall [7], the packets should be classified at the routers into flows 
as unresponsive, or high-bandwidth, or non-TCP-friendly. The level of responsiveness of 
a flow is deduced from the recent drop history of the RED algorithm [19]. The formula is 
derived based on the TCP flow sending rate, RTTs, drop rates, and the maximum packet 
size. The packets belonging to the unresponsive, high-bandwidth, or non-TCP-friendly 
flows are constrained by discarding them in a preferential manner from the responsive 
flows. This encourages the responsibility and penalizes the un-responsibility of the flows. 
In [43] Floyd and Fall use RED for queue management and packet drop history to 
estimate the arrival rates.  

Stoica et al. advocate using the Core-Stateless Fair Queuing (CSFQ) method [44]. The 
idea originates from the router-based schemes that distinguish between edge and core 
routers. Core routers perform two major tasks: (1) classify an incoming packet into a 
regulated or an unregulated flow; (2) use scheduling mechanisms to restrict the 
bandwidth of the regulated flows. The technique provides an incentive for the flows that 
use end-to-end congestion controls. The packets marked are punished, namely they are 
dropped at the congested core routers. Edge routers monitor high bandwidth flows to 
determine whether they are responsive to congestion or not. The unresponsive flows are 
penalized by higher packet discarding rate. The authors claim that the challenge is to 
successfully identify the unresponsive flows. Flow states are maintained by the edge 
routers only. When a packet arrives, the edge router estimates the incoming rate of each 
flow and inserts a label into the packet header. Core routers employ FIFO packet 
scheduling augmented by a probabilistic dropping algorithm. When congestion occurs, 
packets are dropped with a probability calculated from the estimation of their incoming 
rates and the aggregate traffic at the routers. Since core routers do not maintain per-flow 
state, any additional burden on their performance is reduced. Furthermore, the fact that 
the packet label may be rewritten at the core routers is a proper reflection of the output 
rates.  

The CHOKe strategy uses penalties to address the issue of misbehaving flows such as the 
unresponsive ones [45]. The algorithm assumes that high-bandwidth flows often have 
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more packets in the queue. So, it monitors the arriving packets in each router. If the 
queue size is larger than some minimal threshold, it draws a packet in the router buffer 
when a packet arrives at the congested router. If both the arriving packet and the packet 
in the buffer belong to the same flow they are dropped. Otherwise, the arriving packet 
will be dropped with the same probability as in the RED algorithm. In general, CHOKe 
has the similar idea as RED in estimating the average queue size and in calculating the 
dropping probability. It also takes the same type of actions as RED when the queue size 
is either less than min threshold or greater than max threshold.  

In [46] Mahajan et al. suggest a flow-based mechanism called RED-PD (RED with 
Preferential Dropping), where routers store the status of the high-bandwidth flows only. 
RED-PD detects the high-bandwidth flows by using the RED packet drop history at the 
congested router. The packets belonging to these flows are dropped with higher 
preference by the pre-filter located at the routers output queues. 

In [47] a scheme called BLACK (for blacklisting unresponsive flows) maintains a small 
amount of per-flow state information at the routers. BLACK assumes that huge data is 
carried by a small number of high-bandwidth flows so they need to be tracked only. 
When congestion occurs, dropping packets at the router from these flows is more 
effective and fair. A sampling technique is used to estimate buffer occupancy of the flows 
and to determine the number of active flows. When a packet arrives, if the queue size 
exceeds a certain threshold, the router gets one packet from the queue as a random 
sample and updates the cache information. The packets that belong to the flows with 
higher bandwidth than the fair share rate will be dropped in proportion to the buffer space 
they consume and relative to the fair share.  

One of the common drawbacks of the proposals enumerated so far is that they do not 
completely solve the problem of congestion collapse from the undelivered packets. They 
simply drop the packets at the core routers. In addition to the per-flow state that has to be 
stored, there are mechanisms that require classification and scheduling for the core 
routers that increase their complexity. 

The Early Regulation of Unresponsive best-Effort Traffic (ERUF) regulates the 
unresponsive traffic flows by dropping packets from these flows at the edge routers [48]. 
In ERUF, the edge routers have the responsibility to keep track of the incoming flows, 
the arrival rates, and the average packet size. The modified RED algorithm is used by the 
core routers for queue management and to generate ICMP source quench message. 
Whenever a packet is dropped, a source quench message is generated and sent back to the 
edge router of the source host. To catch the source quench message the edge routers must 
snoop on the source quenches passing through them. Then, the edge routers use these 
messages as an indication for congestion to control the flows via traffic shapers. The 
sending rate of the flows is regulated based on the AIMD discipline.  
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In the Direct Congestion Control Scheme (DCCS) [49], Wu et al. suggested a scheme 
that detects congestion by observing packet drops with the lowest priority drop at the core 
router.  If congestion occurs at the core router, it generates a congestion control message 
and sends it to edge routers directly. Based on the congestion control message received, 
the Traffic Conditioner (TC) at the edge routers is dynamically adjusted according to the 
current network status. In DCCS, the congestion control message is generated for non-
responsive flows only. This is done since DCCS assumes that TCP has the back-off 
mechanism that is sufficient for the congestion control of the responsive flows.  

A drawback of later solutions is the additional traffic induced in the reverse direction. 
The traffic may increase the congestion along the paths that have multiple congested 
routers in both directions.  

The packets in the queue are measure of the proportion of bandwidth occupied by the 
flows. To detect unresponsive flows, CHOKe [45] compares a packet arriving at the 
queue with the packets are already in the queue. Based on CHOKe’s idea, the authors in 
[50] proposed a stateless active queue management scheme named MLC (l). The aim of 
MLC (l) is to enforce max-min fairness for TCP flows. The difference between CHOKe 
and MLC (l) is that the former concentrates on reducing throughput of unresponsive 
flows to control the network congestion and ignores the TCP fairness, while the later is 
designed to improve TCP fairness and ignores the effects of the unresponsive flows. 

Based on the idea to sense congestion put forward in [49], core routers detect drops only 
for unresponsive flows and then store the corresponding information [51]. When the total 
number of drops is greater than the local threshold, the core router sends periodically this 
information to the ingress routers, where the shaper controls the unresponsive flows. The 
disadvantage of these types of mechanisms is that the core routers must preserve and 
relay the information on dropped packets.  

Recently, the concept of Network Border Patrol (NBP) [52] has received some 
considerable attention. The mechanism exploits the core-stateless approach with some 
enhancements for the classification and maintenance of per-flow states in the edge 
routers. In NBP, the edge routers monitor all incoming and outgoing flows in a domain. 
The network congestion is detected based on the information about the entering rate and 
the leaving rate of all flows.  

This is a cutting-edge research and obviously not implemented in the routers yet. It 
appears that some of the limitations are that the solution is possibly too complex and 
expensive. The mechanism monitors and regulates all flows at the edge routers. There is a 
need to exchange messages periodically over the network. Especially, when the number 
of flows is large then the flow classification or maintaining per-flow states may become a 
problem. TCP flows are responsive and there is no need to control them at this part of the 
network. It is also costly since the NBP mechanism requires modifications in the edge 
routers architecture.  
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Lee et al. in [53] present an application of TCP tunneling on the Internet where the traffic 
flows are controlled by their congestion control mechanism. The authors show that TCP 
tunnels can protect TCP-friendly flows against greediness of aggressive and unresponsive 
flows and eliminate the unnecessary loss at the core routers. In principle, TCP tunnels can 
assist in avoiding possible occurrences of some form of congestion collapse on the 
Internet. 

In [54] Balakrishnan et al. describe integrated congestion management architecture at the 
application layer. The key component of this architecture is a congestion manager that 
manages the transmission rates of all flows, the way TCP-friendly does it. To do so, the 
congestion manager aggregates the flows based on the source address and the destination 
address. The objective is that all flows with the same pair of source-destination addresses 
share the path and the information about the status of the path between the pair of these 
hosts.  

An additional layer between the transport layer and network layer is proposed in order to 
manage the transmission rate of the flows in a TCP-friendly manner. The architecture 
includes an application-level programming interface that makes the applications aware of 
changes in the transmission rate. This way the applications can adapt to the network 
conditions by adjusting the rate at which the data is generated.  

The advantage is that in addition to TCP, applications can have an additional responsive 
protocol as an alternative without the reliability overhead. Nevertheless, the disadvantage 
is the requirement for the modification or replacement of all applications and the protocol 
stacks at the end systems. 

Another possible way of doing things concerning the congestion and the co-existence of 
both responsive and unresponsive flows is to develop new transport protocols. This was 
recently done with the Datagram Congestion Control Protocol (DCCP) [55]. The main 
objective of DCCP is to implement a congestion control mechanism for the unreliable 
traffic flows at the end hosts. According to Kohler et al [55], one may view DCCP as 
TCP minus byte-stream semantics and reliability or as UDP plus congestion control, 
handshakes and acknowledgements. By using the DCCP protocol instead of UDP, the 
authors hope that the flows generated from the delay-sensitive applications will not 
induce problems with the congestion or eventually the collapse of the network.   

The work on the DCCP protocol is an ongoing research. Nevertheless, there are 
indications that the protocol is not so different from the traditional end-to-end TCP 
congestion control mechanisms. Since DCCP follows the AIMD algorithm to control 
congestion like TCP, it appears that it is not trivial to accommodate delay-sensitive 
applications [92].  

Along with TCP and UDP that are two dominant transport protocols, a new transport 
protocol approved as the proposed standard by the Internet Engineering Task Force 
(IETF) is the Stream Control Transmission Protocol (SCTP) [56]. Like TCP, SCTP 
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ensures a reliable transportation between two end-hosts. SCTP has many critical 
functions for the applications and services that want to have telephony signaling 
transported over the network with additional performance and reliability. 

The problem with all new transport protocols is that application designers are often 
hesitant to use them when they design and implement new applications. In other words, it 
is quite difficult for a new protocol to become widely accepted due to the growth and the 
omnipresence of the Internet. TCP Vegas is one such case in point. 

4.2 CM4CC Preliminaries 
In general, to prevent and control network congestion, and solve the problem concerning 
co-existence of both responsive flows and unresponsive flows, and hence eliminate 
congestion collapse is a quite difficult challenge. 

Unlike TCP which has many different versions and flavors, UDP has stayed pretty much 
the same since its inception. It is open-loop protocol and does not have the built-in 
feedback channel. Therefore, UDP is not aware of network congestion and does not have 
any control mechanism. If UDP wants to have the ability to detect the network 
congestion as well as respond to the congestion then this requires a complete redesign, 
which at the moment does not look very feasible.   

The co-existence of both traffic flows is an unresolved problem. In the thesis, we propose 
a novel solution that is built into the Combined Model for Congestion Control (CM4CC). 
The solution exploits the mobile agent paradigm to implement the congestion control in 
the best effort network based on a host-centric approach.   

Our focus is the problems related to the network congestion caused by unresponsive 
flows as well as problems induced when both responsive flows and unresponsive flows 
co-exist in the network such as the fairness in treating all flows. In our approach, the 
mobile agent paradigm is used to prevent and control congestion in the network for 
unresponsive flows. When a network is congested, the mobile agents cooperate with TCP 
congestion management to quickly recover the network to its normal state.  

The essence of congestion control is to properly allocate and to timely manage network 
resources. Therefore, similar as all control mechanisms, to control congestion caused by 
unresponsive flows, the traffic rates of these flows must be monitored and analyzed and 
then if necessary limit the sending rates of these flows. Due to the lack of built-in feed-
back mechanism in UDP, monitoring and collecting data from the unresponsive flows 
amount to an exchange of messages periodically over the network. This is a source of 
overhead and that may promulgate the existing congestion problems.  

The advantages of mobile agents are the ability to reduce the network traffic and to work 
well with unreliable and low bandwidth links. The model is a combination of the TCP 
congestion control approach for responsive flows and the mobile agent control for the 
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unresponsive or UDP flows based on congestion. The diagram of the division among the 
flows and the conceptual model is shown in the Figure 4.1. 

There are three different groups of agents used in the proposed concept. They are the 
management agent, the monitoring agent, and the control agent. Monitoring and control 
agents must travel across the network to execute their tasks. Management agents can 
implement their duties at the same place where they are created and be treated as 
stationary agents. 

 

 
 

Figure 4.1: The conceptualization of CM4CC 
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Moreover, there are seven different types of agents such as the Monitoring Agent (MoA), 
the Management Agent (ManA), the Control Agent (CtrlA), the Congestion Management 
Agent (CManA), the Congestion Monitoring Sending Agent (CMoSA), the Congestion 
Monitoring Receiving Agent (CMoRA), and the Congestion Control Agent (CCtrlA) and 
they all belong to the three groups of agents.  

Among the seven agents, three agents are present on the network at all times, while the 
other four are created as the need arises. The agents always present are ManA, CManA 
and MoA (denoted by bold and solid line boxes). The other four agents, which are 
created when there is a need for them, and are terminated when they have accomplished 
their tasks accordingly. These agents are CtrlA, CMoSA, CMoRA, and CCtrlA. They are 
denoted by the dotted line boxes in Figure 4.1. The MoA, along with ManA and CtrlA 
are supposed to prevent, if possible, any congestion, while CManA, CMoSA, CMoRA, 
and CCtrlA have the role to recover the network from the state of congestion when it 
happens.  

The regular functions of the management agents are the management and the 
coordination of the activities by the mobile agents. They do additional work by managing 
the policies for the unresponsive flows, calculating the loss rate, the maximum allowed 
sending rate, and create control agents when they are needed. The maximum allowed 
sending rate is the maximum value of the sending rate that a non-TCP flow is allowed to 
send into network. The value is calculated by ManA based on the set of procedures that 
are elaborated in the next section. 

There are two management agents termed as ManA and CManA. ManA is responsible for 
the management of all hosts in the network. CManA deals only with those source and 
destination hosts that are sending and receiving non-TCP flows when the network is 
congested, or there is a timeout in one of the TCP flows. Any other case is considered to 
reflect a “non-congested state of the affairs” or the network being in a “normal” state.   

In this normal state, CManA is practically idle or dormant until there is a notification that 
the network has entered the state of congestion. Then CManA wakes up and creates 
CMoSA and CMoRA if there exists at least one non-TCP flow in relation to a congested 
TCP flow. A non-TCP flow is related to a congested TCP flow if the edge router of the 
non-TCP flow source host and the edge router of the congested TCP flow source host are 
the same.  

The principal function of the monitoring agents is to visit different hosts on the network, 
detect the ones with active unresponsive flows and collect the information about the 
corresponding sending rates and receiving rates. There are three types of monitoring 
agents, viz. the MoA, CMoSA and CMoRA.  

CMoSA collects the sending rates of the non-TCP flows at source hosts, which are part of 
the state of congestion. CMoRA collects receiving rates of the non-TCP flows at the 
destination that is part of the state of congestion. The objective of creating two types of 
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monitoring agents named CMoSA and CMoRA is to speed up the process of data 
collection, which can be used to recover the network from the state of congestion in a 
prompt manner, especially in case we have very large networks.   

A source host of the non-TCP flow is congested, if its edge router and the edge router of 
the source host of the congested TCP flow are the same. A destination host is considered 
to be in the state of congestion if the non-TCP flow sent to the destination host comes 
from a source host that is already congested. 

The function of the control agents is to visit the source hosts with sending rates exceeding 
the maximum allowed sending rates and reduce them. The control agents are created by 
the management agents when there is at least one non-TCP flow that needs to reduce its 
sending rate.  

The two types of control agents are CtrlA and CCtrlA. CCtrlA is created and controlled 
by CManA; CtrlA is created and controlled by ManA. CCtrlA controls the degradation of 
the sending rates of the non-TCP flows whose source hosts are congested and their 
sending rates exceed the maximum allowed sending rates. Otherwise, CtrlA controls the 
degradation of the sending rates of the non-TCP flows sent from all hosts in network (if 
their sending rates exceed the maximum allowed sending rates). 

4.3 Operational Principles 
At present, the intended usage of the model is confined to a best-effort network. Hence, 
there are not guarantees concerning sending rates and delays. For instance, if multimedia 
applications require specific QoS then they can use alternative service models such as 
integrated or differentiated services. A possible another research venue is to explore the 
potential of cohabitation of Intserv and Diffserv with the Combined Model. 

Under the best-effort service umbrella, the model adheres to the following principles:  

1. Maintaining the overall network performance as high as possible 

2. Simultaneous control all the flows (both TCP and non-TCP) at all times (both 
normal and congested states) through the regulation of the sending rates by using 
error rate estimates  

3. In a congested state, the reduction of the non-TCP flows sending rates depends on 
α, which is the number that represents the transmission media error tolerance. The 
value of α is different for different types of networks depending on the 
transmission media (for example, if a wired network has loss rate under 1 % [12] 
then it is appropriate for α to be 0.01). Assuming the network is in a congested 
state, if the loss rate is smaller or equal to α then there is no reduction of the 
sending rates, otherwise they will be reduced to the maximum allowed sending 
rates. For small values of α one may consider that there is no loss in the flows and 
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hence no congestion on the network. This leads to the best utilization of network 
resources. There are two different congestion control algorithms applied to non-
TCP flows, one for normal state and the other for the congested state of the 
network. When the network is a state of congestion, no further loss is acceptable 
for any of the flows; while in a normal state non-TCP flows can sustain some loss 
(they are intrinsically more delay sensitive). However, after the loss rate exceeds a 
certain limit the performance starts to degrade. This limit is termed as the allowed 
loss rate (ALR) for the non-TCP flows.  

4. Whenever the network is a normal or non-congested state and the loss rate is less 
than the allowed loss rate then there is no limitation on the flow sending rate. 
Otherwise, the sending rates of the unresponsive flow will be regulated to prevent 
exceeding the maximum allowed sending rates. 

5. The principles number 3 and 4 may be used to reduce the sending rate of non-
TCP flows to values that are considered to be “large enough”. The qualification 
“large enough” means that the value is  

a. sufficient to prevent congestion and enable fast recovery from it. 

b. not too large in to affect the network performance and cause unnecessary 
delays for the non-TCP flows.  

6. There is some level of fairness (termed as an “admissible fairness”) in the 
treatment of all the flows, TCP and non-TCP, whenever the network is in the state 
of congestion. They all must back-up and decrease their sending rates. The same 
rule applies to the proper non-TCP flows. The mechanism does not cause any 
global reduction since (1) the differences among the non-TCP flows, which are 
recognized by the algorithm through the different loss rates, and (2) the reduction 
of the sending rate applies only to the flows that are behind the congestion. 

4.4 Combined Model for Congestion Control - CM4CC 
The model belongs to the host-centric congestion control paradigm. The behavior of the 
non-TCP flows sending rates are regulated at the end hosts before the traffic enters the 
network. The reduction of the packet drop rate (and eventually the loss rate), is expected 
to increase bandwidth availability, which leads to improved network performance.  

CM4CC does not require any changes in the network devices. The only condition is to 
stimulate a mobile agent environment with a full freedom of movement afforded to all 
mobile agents. It amounts to the installation of mobile agent server to all hosts.  

The overhead is rather low, since some of the agents are created on as needed bases. 
There is no exchange of messages periodically. The usage of the resources to move the 
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mobile agents around and to convey the information they carry is low. It is pertinent to 
the values of the sending rates and the receiving rates of the non-TCP flows only.  

The TCP end-to-end congestion control mechanism works well for the TCP flows. 
However, whenever a timeout occurs at a congested TCP flow, the system realizes that 
the network has entered a state of congestion. This will trigger TCP to send a message in 
a form of ICMP to CManA via the feedback receiver located at its source host. To do so, 
TCP needs a minor modification in its congestion management mechanism for sending an 
ICMP message to the feedback receiver. Then, the feedback receiver will forward the 
ICMP message to CManA.  

Actually, the feedback receiver operates as an interpreter sitting at the middle between 
the congestion control mechanism of the congested TCP flow and the management agent 
CManA. That is why the TCP congestion control mechanism does not know the address 
of the home host where CManA is located and is not able to talk directly with the agent. 
Therefore, when TCP congestion control mechanism wants to send a signal to CManA, it 
requires the help of the feedback receiver. In the same way the feedback receiver plays 
the role of an interpreter for the control agents and the traffic controller. 

When CManA receives a signal that indicates network congestion, it wakes up and 
contacts ManA immediately. The communication between the two management agents 
provides the ManA with the source host address of the congested TCP flow, hence the 
address of the appropriate edge router. Combining the information with the one of the 
active non-TCP flows, the ManA is able to identify the non-TCP flows as well as the 
source hosts and the destination hosts related to the congested TCP flow, and 
consequently to inform CManA.  

When there is at least one active non-TCP flow coupled with the congested TCP flow, the 
CManA creates two mobile agents named CMoSA and CMoRA. These two agents then 
move (1) to the source hosts that are sending non-TCP flows related to the congested 
TCP flow, and (2) to the destination hosts coupled with these source hosts. The source 
hosts and the destination hosts that CMoSA and CMoRA visit, create the itineraries for 
these agents.  

The information about the sending rates and the receiving rates of the non-TCP flows 
related to the congested TCP flow is collected by CMoSA and CMoRA and subsequently 
reported to CManA. CManA calculates the loss rate of the relevant non-TCP flows. 
When the loss rate is greater than α, CManA calculates the maximum allowed sending 
rate of the corresponding non-TCP flow and creates CCtrlA with predefined itinerary. 

CCtrlA moves to the marked source hosts (where the sending rate is greater than the 
maximum allowed sending rate) and reduces their sending rates. This is a situation when 
the mobile agents are incorporated in the TCP congestion mechanism to resolve the 
congested state of the network. The objective of combining the classic TCP congestion 
control with the mobile agent mechanisms is to reduce the unnecessary complexity of the 
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model. Figure 4.2 shows the process diagram of the congestion control model in the case 
of the network congestion, while Figure 4.3 depicts the model with the network being in 
a normal state. 

 

 

 
 

 

Figure 4.2: The process diagram of the network in a congested state 
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Figure 4.3: The process diagram of the network in a normal state 

 

To avoid as much as possible a frequent transition of the network from a normal state to a 
congested one and back, the non-TCP flows must be regulated. They should reduce their 
sending rates when the loss rates exceed the allowed loss rates. The value of the allowed 
loss rates reflects the nature of the application that generates the non-TCP flow (for 
instance, most of the multimedia applications are more concerned about delays than 
losing a few packets).  
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4.5 Making the Unresponsive Flows Responsible 
The mobile agent paradigm was introduced in order to tame down the aggressive 
behavior of the non-TCP flows since they do not have the same degree of social 
responsibility that TCP has.  

  
 

 

 

Figure 4.4: The relations among the agents when the network is in a normal state 
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In order to do so, three agents namely MoA, ManA and CManA are created initially. 
After being created at home host, MoA moves across the network to collect the required 
data about the sending rates and the receiving rates of the non-TCP flows from all hosts. 
When MoA returns at its original location, it reports to ManA who calculates the loss rate 
of the non-TCP flows. When the loss rate is greater than the allowed loss rate, ManA will 
compute the maximum allowed sending rate of the corresponding non-TCP flow.  

 

 

 

 

Figure 4.5: The relations among the agents in a congested network  
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At the first visit of MoA to the hosts, the feedback receiver at each host will learn from 
this agent the host address that CManA locates. This information will be used when the 
feedback receiver at any host want to forward the ICMP message to CManA to inform 
this agent that timeout occurred at the TCP flow sent from this source host.  

Figure 4.4 shows the relations between MoA, ManA and CtrlA when the network is in a 
normal or non-congested state. 

When a TCP flow is congested, an ICMP message is sent to CManA, and in response it 
creates CMoSA and CMoRA. Both agents are delegated to the hosts managed by 
CManA. This amounts to (1) CMoSA moving to the source hosts to collect the sending 
rates of the non-TCP flows, and (2) CMoRA moving to the destination hosts to collect 
the receiving rates of the non-TCP flows. 

After CMoSA and CMoRA finish collecting data, they return to their point of departure 
and report to CManA to calculate the information pertinent to the host only in the state of 
congestion.  

The results obtained by ManA and/or CManA determine whether it is necessary to create 
a CtrlA or a CCtrlA or not. CtrlA is created only if there is at least one non-TCP flow 
whose loss rate is greater than the allowed loss rate, while CCtrlA is created when there 
is least one non-TCP flow whose loss rate is greater than α.  

According to the CM4CC, the control (or the reduction of the sending rates) is imposed 
to the non-TCP flows whenever these rates exceed the maximum allowed sending rates. 
The objectives of the control, in the presence of non-TCP flows, are to keep the network 
in a normal state as long as it is possible, and when things change and congestion picks 
up, to recover quickly and return to normal operating levels of the network.  

The relations among the different agents or actors from the CM4CC, in normal and 
congested states are shown on Figure 4.4 and Figure 4.5 respectively. 
The Sections 4.5.1 through 4.5.7 elaborate in detail the roles and the actions of each of 
the mobile agents that are contributing to the CM4CC. The section 4.5.8 describes the 
traffic controller that is used to limit the sending rates of the non-TCP flows. 

4.5.1 Monitoring Agent 

The Monitoring Agent performs the following actions (the assumption is that the actions 
are executed in the order of their presentation): 

1. Migration to all hosts on the network and collecting information about 
sending and receiving rates of all non-TCP flows.  

2. Moves to the next host in the itinerary.  

3. Returns home after visiting all hosts in the network 
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4. Conveys the collected information to the Management Agent. 

4.5.2 Management Agent 

The Management Agent does the following actions: 

1. Receives the information from the Monitoring Agent.  

2. Calculates the loss rate (LR) for all active non-TCP flows in the network. The 
loss rate of a non-TCP flow k

ijf  is computed from following formula:  

 )( k
ijfLR  =  
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           (4.5.2.1) 

We denote k
ijf  as a non-TCP flow k sent from host i to host j, where i = 1 

...n1, j = 1... n2, k = 1... n3, and n1, n2, n3 are positive integers. The sending 
rate and the receiving rate for the flow are )( k

ijfSR  and )( k
ijfRR  respectively. 

3. Calculates the maximum allowed sending rate (MASR) for all non-TCP flows 
with the loss rate greater than the allowed loss rate (ALR) based on the 
following formula: 

if    )( k
ijfLR  >  )( k

ijfALR  then 

)( k
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ijfSR  *   ( )[ ])()(1 k
ij

k
ij fALRfLR −−  (4.5.2.2) 

4. Determine the hosts and the non-TCP flows at each host that need to reduce 
their sending rates, and enlist the hosts in the Control Agent itinerary 

5. The Management Agent creates a Control Agent with the itinerary generated 
in Step 4. 

4.5.3 Control Agent 

The actions performed by the Control Agent are: 

1. Receives information about the maximum allowed sending rates from the 
Management Agent 

2. Visits all source hosts in the itinerary  

3. At each source host, the Control Agent delivers the maximum allowed 
sending rates, hence reduces indirectly the sending rates of the non-TCP flows 
to these rates. 
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4. Control Agent is terminated upon the completion of each trip. 

4.5.4 Congestion Monitoring Sending Agent 

The Congestion Monitoring Sending Agent is concerned with the following activities: 

1. Migration to all source hosts that generate non-TCP flows that are coupled 
with the congested TCP flow. At each host, the Congestion Monitoring 
Sending Agent collects information about the sending rates of all non-TCP 
flows related to the host.  

2. Moves to the next host on the list. 

3. After returning home, sends a report about the sending rates to the Congestion 
Management Agent.  

4.5.5 Congestion Monitoring Receiving Agent 

The Congestion Monitoring Receiving Agent is responsible for actions such as: 

1. Migration to all destination hosts that receive non-TCP flows that are coupled 
with the congested TCP flow. At each host the Congestion Monitoring 
Receiving Agent collects information about the receiving rate of all non-TCP 
flows related to the host.  

2. Moves to the next host on the itinerary.  

3. When back at home, sends a report about the receiving rates to the Congestion 
Management Agent.  

4.5.6 Congestion Management Agent 

The Congestion Management Agent executes the following actions: 
1. The Congestion Management Agent waits for a timeout signal from any active 

TCP flow in the network  

2. When the timeout signal is received, the Congestion Management Agent 
checks whether or not there are non-TCP flows coupled with a congested TCP 
flow.  

3. In case there are such non-TCP flows, the Congestion Management Agent 
identifies all source and destination hosts that are part of the flows. The source 
hosts proceed with making an itinerary for the Congestion Monitoring 
Sending Agent and the destination hosts proceed with making an itinerary for 
the Congestion Monitoring Receiving Agent. 



 
 

 TOWARDS A COMBINED CONGESTION CONTROL                              
 
 

67 

4. The Congestion Management Agent creates Congestion Monitoring Sending 
Agent and Congestion Monitoring Receiving Agent with the itinerary based 
on step 3. 

5. The Congestion Management Agent waits to receive the information from the 
Congestion Monitoring Sending Agent and the Congestion Monitoring 
Receiving Agent 

6. The Congestion Management Agent computes the loss rate (LR) for all active 
non-TCP flows coupled to the congested TCP flow. The loss rate of a non-
TCP flow k

ijf  is computed based on the formula (4.5.2.1). 

7. Computes the maximum allowed sending rate (MASR) for all non-TCP flows 
with loss rates greater than α: 

if    )( k
ijfLR  >  α then 

( ))(1*)()( k
ij

k
ij

k
ij fLRfSRfMASR −=     (4.5.6.1) 

8. Identify the hosts and the non-TCP flows at each host that should reduce their 
sending rates. This is the basis for the Congestion Control Agent itinerary. 

9. After some trips (i.e. when all non-TCP flows that are coupled with a 
congested TCP flow are no need to reduce their sending rates anymore), the 
specified Congestion Monitoring Sending Agent and Congestion Monitoring 
Receiving Agent are terminated. 

10. The Congestion Management Agent creates a Congestion Control Agent with 
an itinerary as described in step 8. 

4.5.7 Congestion Control Agent 

The actions induced by the Congestion Control Agent are: 

1. Receiving information about the maximum allowed sending rates from the 
Congestion Management Agent. 

2. To move across the network based on the itinerary. 

3. At each source host, the Congestion Control Agent delivers the maximum 
allowed sending rates; hence it reduces indirectly the sending rates of the non-
TCP flows to these rates. 

4. Termination upon the completion of the work. 
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4.5.8 Traffic Controller 

4.5.8.1 The Architecture of the Traffic Controller in the CM4CC Model 
Whenever the sending rates of the non-TCP flows exceed the maximum allowed sending 
rate, the control agent is created. The agent moves to the source hosts of these non-TCP 
flows to deliver the maximum allowed sending rates to the traffic controllers placed at the 
source hosts.  

The traffic controller limits the sending rates of the non-TCP flows. The figure 4.6 shows 
the architecture of a traffic controller. It consists of four components: packet filter, flow 
classifier, rate controller, and per-flow traffic shaper.  

Per-flow traffic shaper is used to limit the rate at which packets are transmitted into 
network from the individual non-TCP flows. The packet filter filters out the packets 
belonging to the non-TCP flows whose sending rates must be regulated. The packets that 
do not belong to the non-TCP flows with the exceeding sending rates are forwarded 
directly into the network. For instance, these packets may belong to TCP flows.  

Otherwise, the packets of non-TCP flows with the sending rates higher than the 
maximum allowed sending rate go through the flow classifier so they can be put into the 
different non-TCP flows. The rate controller is used to adjust the parameters of the traffic 
shaper based on the feedback information about the maximum allowed sending rates 
provided by the control agents.  

When CtrlA or CCtrlA move to the source hosts of the non-TCP flows that should reduce 
their sending rates, they will deliver the information related to these non-TCP flows to 
the feedback receiver. Then, this information will be used as the parameters in order to 
regulate the sending rate of the non-TCP flows in which their sending rate exceeds the 
maximum allowed sending rate. The information consists of the maximum allowed 
sending rates and the identity of non-TCP flows such as flow ID (in IP v6) or the address 
of the source host, the destination host, the source port, and the destination port (in IP 
v4). 

At each host, the feedback receiver gets the information, and then passes it to the packet 
filter and the rate controller. The rate controller receives from the feedback receiver the 
parameter on the maximum allowed sending rates of all non-TCP flows which must 
reduce their sending rate. The packet filter receives from feedback receiver the 
parameters that are used to identify non-TCP flows whose sending rate must be regulated.  

At first, the outgoing packets from the source host enter the packet filter. The packets that 
have the source host address, the destination host address, the source port number and the 
destination port number matching with pattern in the packet filter are passed to the flow 
classifier. In essence, they are packets belonging to non-TCP flows that have to reduce 
their sending rates. Upon the arrival at the flow classifier, these packets are classified into 
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separate non-TCP flows. Then the sending rate of each flow is regulated by an individual 
traffic shaper.  

 
 

Figure 4.6: The architecture of traffic controller 

 

The parameters of each traffic shaper are updated and adjusted based on the information 
that reflects the current state of the network. This information is provided by the control 
agents through the rate controller. The packets that do not match with the pattern in the 
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packet filter are sent directly to the network, since they belong to the flows that do not 
need any regulation. 

The parameters sent to the traffic controller are valid only within a certain period that is 
part of the period of reduction (PR). When this period expires, the parameters become 
invalid. In the absence of any parameters or their invalidation, the non-TCP flows enter 
the network at the same transmission rates as the ones generated by the applications at the 
source hosts.   

4.5.8.2 Traffic Shaper 
The traffic shaper [57] controls the traffic and the amount of it that gets into the network. 
The advantage of the traffic shaper that it assists in reducing packet loss, keeps the 
latency and the queue delay low, as well as the jitter as small as possible. The proper 
location of the traffic shaper is the edge of the network (either host or edge routers).   

There are two implementations for shaping the traffic known as the leaky bucket and the 
token bucket. The first one allows transmitting busty traffic while there are tokens in the 
bucket. It means that the packets can be sent into network with busty character up to rate 
threshold which is specified by the users. The leaky bucket provides constant 
transmission rates for the packets when they enter the network.           

Figure 4.7 illustrates the algorithms of the leaky bucket and the token bucket.  

Leaky bucket algorithm: 

• When packets arrive, they are placed in the bucket with size b bytes which has a 
hole in the bottom. 

• If the packets arrive when the bucket is full then the packets are discarded. 

• The packets which are in the bucket will flow into network with fixed rate r bytes 
through the hole of the bucket. Therefore busty traffic becomes smooth.  

Token bucket algorithm: 

• The tokens are added into the bucket with size b tokens at the rate r tokens/s. In 
other words a token is added at every 1/r second 

• If the tokens arrive when the bucket is full then the tokens are discarded 

• If the token generating rate is slower than the incoming packet rate then when a 
packet arrives, it will be temporary stored in the queue. If the queue is full then 
the packets are dropped at the tail. When one packet whose size is n bytes leaves 
the queue then n tokens are removed from the bucket and the packet is sent into 
network. Subsequent packets will continue leaving the queue and be sent to the 
network while there are tokens in the bucket. In other words, if there are no 
tokens in the bucket then no packet is sent into the network any more.  
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• In the case there are tokens in the bucket but amount of tokens in the bucket is 
less than n then there is no token removed from the bucket. Thus packet is called 
non-conformant. Non-conformant packet will be treated: (1) dropped, (2) 
transmitted with non-conformant mark and dropped subsequently if network is 
overloaded, (3) remain in the queue and transmitted whenever amount of tokens 
in the bucket is sufficient.  

 

 
 

Figure 4.7: The leaky bucket and the token bucket algorithms 
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4.6 Extension of CM4CC to the Heterogeneous Networks 
The Internet today is an aggregation of both wired and wireless infrastructures. This 
section describes a possible extension of CM4CC in wired-cum-wireless infrastructures 
or heterogeneous networks. 

4.6.1 CM4CC in the Wired-cum-Wireless Network 

In heterogeneous networks, the base station sits in the middle between two different parts 
of the network: wired and wireless. As indicated in [58], traditionally, wireless links have 
been short on bandwidth, have had longer delays, higher bit-error rates, and may 
frequently disconnect.  

The proliferation of wireless networks that have become an integral part of general 
networking and the Internet, as well as the need to attain genuine mobility, has instigated 
intensive research effort into making network infrastructure transparent to the TCP/IP 
communication model [58, 61]. The solution of the problem is not so trivial and 
occasionally resorts to breaking the E2E principle.  

Snoop is a protocol that preserves the E2E semantics concerning the interface issues 
between wired network and wireless networks. Furthermore, the basic model of CM4CC 
also adheres to the E2E semantics so Snoop is the natural and the preferred choice for 
CM4CC. Hence Snoop is implemented in the base station under the umbrella of CM4CC  
to (1) avoid the problems that can cause the degradation of TCP performance due to 
properties of the wireless links (2) correctly identify the source of timeouts occurring at 
any TCP flow (it should be a result of congestion not a random loss in the wireless link).   

The packet of a TCP flow that has already arrived at the base station but it is lost on the 
wireless link from the base station to some mobile host is retransmitted by Snoop. The 
corresponding TCP flow timeouts, which will indicate a presence of congestion. 

As far as the wireless links are concerned, the assumption is the traffic flows emanating 
from these links have limited transmission rates compared to the wired links regardless 
whether they are responsive or unresponsive ones. Consequently, CM4CC ignores the 
sending rates of non-TCP flows sent from wireless hosts (simpliciter, the timeout in TCP 
flows from a wireless host is irrelevant).   

In wired-cum-wireless networks, CM4CC also consist of seven mobile agents classified 
in three groups as in the wired networks. The TCP end-to-end congestion control 
mechanism is again used to prevent and control congestion for the TCP flows. According 
to CM4CC, in general, the functions of the mobile agents in heterogeneous networks and 
wired networks are the same. There are a few small deviations in the actions of the 
monitoring agents that are briefly explained. 
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Figure 4.8: System model when network is in the normal state 

 

In wired-cum-wireless networks, the monitoring agents are also used to collect the 
information on the sending rates and the receiving rates of non-TCP flows. However, 
data is collected at the wired hosts for the non-TCP flows sent from the wired hosts only. 
In the case when the destination hosts of the non-TCP flows are wireless/mobile hosts, 
monitoring agents collect the relevant information on the receiving rates of these flows 
(i.e. non-TCP flows) and the aggregation of the receiving rates of all flows (i.e. both TCP 
and non-TCP flows) sent to each wireless/mobile host at the base stations.  
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The algorithms used in wired-cum-wireless networks are similar as the algorithms used in 
wired networks. The only exception is the case in which the source host is wired, while 
the destination host is a wireless/mobile one, and the aggregation of the receiving rates 
(ARR) of all flows sent to the host is greater than the bandwidth of the wireless link.  

4.6.2 Congestion Management via Mobile Agents 

The normal state of the network (with respect to congestion) is defined as the absence of 
timeouts for a TCP flow coming from a wired host. In this case, as shown on Figure 4.8, 
the mobile agents confine their role to congestion avoidance for non-TCP flows.   

Conversely, a network is congested when there is a timeout on at least one TCP flow 
from wired host that signals an imminent slow-start phase pertinent to the flow. This 
triggers mobile agents to act as congestion control mechanism for non-TCP flows as 
depicted on Figure 4.9. A non-TCP flow relates to a congested TCP flow when both 
originate from wired hosts and share the same edge router.  

CManA is idle until it receives a signal that indicates network congestion for any TCP 
flow. Then, if there is at least one non-TCP flow related to a congestion of the network, 
the CManA creates the CMoSA and the CMoRA. 

The two agents along with the MoA create the group of monitoring agents. Their 
responsibility is to detect active unresponsive flows and collect information about the 
sending and receiving rates of the non-TCP flows that originate from the wired hosts.  

MoA deals with all non-TCP flows sent from the wired hosts in the network, while 
CMoSA and CMoRA monitor only the non-TCP flows sent from the wired hosts and 
related to the congested TCP flow. When the destination host of a non-TCP flow is a 
wireless (or even a mobile) one, all data collection is done at the base stations. 

ManA and CManA belong to the group of management agents. They coordinate the 
activities of all mobile agents that include the policies for the unresponsive flows, loss, 
the maximum allowed sending rates, and the creation of control agents when necessary. 
ManA manages all the hosts in the network, while CManA manages the source and 
destination hosts that are sending and receiving the non-TCP flows emanated from the 
wired hosts and related to the congested TCP flows. 

CtrlA and CCtrlA are control agents and responsible for (1) moving to the wired source 
hosts in which the sending rates of non-TCP flows exceed the maximum allowed sending 
rates; (2) delivering the information on the maximum allowed sending rates; and (3) 
adjusting and controlling indirectly the sending rates of non-TCP flows through traffic 
shapers at the wired source hosts. 
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Figure 4.9: CM4CC in a congested network 

 

4.6.3 The Snoop modification in CM4CC 

A segment of code implemented at the base station is sufficient to record the information 
that is later included in the data logs of the mobile agents passing on their way to 
wireless and/or mobile devices. If the Snoop protocol is used at the base stations, the 
additional codes of CM4CC should be integrated into Snoop module. In this case, the 
modification of Snoop protocol will be done as shown in Figure 4.10. 
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Since the collection of the sending rates and the receiving rates is confined within the 
wired part of the heterogeneous networks (i.e. at the wired hosts and the base stations), 
the loss rates deduced from the data reflect indeed the state of the network. The algorithm 
actually that calculates the maximum allowed sending rate for each non-TCP flow sent 
from the wired source host in the heterogeneous networks is different from the algorithm 
used in the wired networks when their destination hosts are wireless/mobile hosts.  

 

 
 

Figure 4.10: The modified Snoop module 
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When the destination host of a non-TCP flow is a wireless/mobile host, we consider two 
cases. The first one is when the aggregation of the receiving rates of all flows sent to this 
host is greater than the capacity of the wireless link. The second one is when the same 
aggregation is smaller than or equals the capacity of the wireless link. The congestion is 
limited to the fixed or wired part of the network.  

For a network in the normal state, we need first to calculate the loss rate (LR) of non-TCP 
flows whose destination host is either a wired host, or a wireless/mobile host; however 
the aggregation of the receiving rates of all flows sent to this host is smaller than or 
equals the capacity of the wireless link. Then we compute for the same flows the 
maximum allowed sending rate (MASR), when their loss rates are greater than the 
allowed loss rates (ALR).  

When the network is in the state of congestion, there is a need to compute the loss rate 
(LR) of non-TCP flows sent from the wired hosts and related to the congested TCP flow. 
In this case, the destination hosts of the non-TCP flows are either wired, or 
wireless/mobile, nevertheless the aggregation of the receiving rates of all flows sent to 
them is smaller than or equals the capacity of the wireless link. If the loss rate is greater 
than α then one should calculate the maximum allowed sending rate (MASR). 

If the destination host of a non-TCP flow is a wireless/mobile host and the same 
aggregation is greater than the capacity of the wireless link, then we need to calculate 
the maximum allowed sending rates (MASR) of each non-TCP flow received by the 
wireless/mobile host regardless current network state on the wired network part. That is 
why in this case the wireless link (where the flows terminate) is clearly the bottleneck, 
which makes the packet loss inevitable.   

As the wireless link is the last link on the route, the loss is behind a significant waste of 
resources. To avoid the waste, the sending rates of non-TCP flows should be regulated at 
the wired source hosts before they enter the network. The reduced rate of each non-TCP 
flow is proportional to the receiving rate at the base station. The control of the sending 
rates reduces the aggregation of the receiving rates of all flows sent to the specific 
wireless/mobile host below the wireless link capacity. This in turn will decrease or even 
eliminate packet loss and resource contention.   

The algorithm used to calculate the loss rate and the maximum allowed sending rate of a 
non-TCP flow k sent from host i to host j k

ijf   when network is either in normal or 
congested state is:  

A. When the network is in the normal state (no congestion) 

1. If the destination host j satisfies the condition ( )( ) ( )j M j M ARR j W j∉ ∨ ∈ ∧ ≤  then 
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B. When the network is in the congested state 

1. If the destination host j satisfies the condition ( )( ) ( )j M j M ARR j W j∉ ∨ ∈ ∧ ≤   then 
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ARR(j) - W(j)MASR(f ) = RR(f ) * 1 - 
ARR(j)

⎡ ⎤
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⎣ ⎦

 

We denote k
ijf  as a non-TCP flow k sent from host i to host j, where i = 1 .. n1, j = 1 .. n2, 

k = 1 .. n3  with n1, n2, n3 are positive integers. The sending rate and the receiving rate 
for the flow are )( k

ijfSR  and )( k
ijfRR  respectively. ( )ARR j  is the aggregation of the 

receiving rate of all flows sent to mobile host j. Let M denotes the set of indexes j, so that 
if j ∈  M then host j is a wireless/mobile host. The capacity of the wireless link between 
the base station and the wireless/mobile host j is denoted with ( )W j .  
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4.7 Security, Scalability and Fairness in CM4CC 

4.7.1 Security 

UDP does not have any feedback mechanism built in. So, the information on the sending 
and receiving rates used to control unresponsive flows has to be transmitted over the 
network explicitly. There are several ways to implement the transmission such as 
message passing [52] or the mobile agent paradigm as it is done in CM4CC. Clearly, any 
form of data transmission requires that security concerns are properly addressed. The 
basic security of CM4CC relies on the security of the mobile agent system infrastructure 
used to implement the CM4CC.  

Nevertheless, there are several additional security issues related to CM4CC that are 
specifically enumerated. Namely, to protect the mobile agents’ migration over the 
network one may integrate the standard cryptographic mechanisms into Agent Transfer 
Protocol (ATP). When mobile agents do their work on the hosts, the system needs to 
restrict the domain in they can operate (e.g. sandbox). The system must also have the 
ability to play around with the access rights since the demands for network resources 
change dynamically. For instance, some monitoring agents in CM4CC need to access 
specific files that contain information related to the sending and the receiving rates. The 
control agents must interact with hosts pertinent to the data provided specifically to the 
traffic controllers. These actions are contingent on proper authentication and 
authorization methods. 

The code of the mobile agents in CM4CC does not need any modification on the fly. 
Consequently, the code may be defined as the read-only and the malicious hosts are not 
able to make any changes to it. In the same manner, monitoring agents collect data during 
their visit to hosts. The collected data at any host are not allowed to change at the sequent 
hosts, so the data logs of the monitoring agents should be defined as the append-only.  

4.7.2 Scalability 

A mobile agent is not just a simple collection of executable codes; it does describe an 
autonomous, a flexible, and an intelligent entity capable of addressing and solving 
complex problems. In [113], the authors give evidence on the scalability and adaptability 
of mobile agents through the example of a distributed monitoring model. The same line 
of reasoning related to distributed systems is illustrated in [114] and [115]. In [116] 
authors argued that mobile agents are particularly suitable for large-scale applications, 
while [117] advocates that all distributed applications should be built on the mobile 
agents systems.   
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Since CM4CC exploits the mobile agent paradigm to control congestion for non-TCP 
flows it inherits the features such as scalability and adaptability mapped into the 
appropriate network environment. Congestion control in the model is based on the 
estimation of loss rates from the data collected by a small number of mobile agents. This 
clearly prevents transporting large amounts of raw data over the network, which is 
important in situations where the network is congested and there is very little bandwidth 
available.  

The state of the flows does not need to be maintained at any devices including the 
routers. So, any changes in the router architecture and organization are not warranted. 
The CM4CC is a host-based mechanism; hence it adheres to the end-to-end (E2E) 
argument. Since, E2E is one of the key principles behind the Internet scalability; it 
appears that the proposed model fully supports system scalability.  

 
Figure 4.11: CM4CC for large networks 

 

When the network is large relative to the number of nodes and the geographical area 
covered, the time needed to collect the information about the status of the network may 
increase. Hence, the deployment and the implementation of CM4CC in large networks 
require partitioning of the original network into smaller domains. Each of these domains 
is managed by a separate ‘domain’ manager (or a mobile agent). The managers can be 
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organized either in a hierarchical or a flat (non-hierarchical) fashion. The former tends 
to be mostly suitable for hierarchical networks, e.g. networks consisting of sub-networks. 

CM4CC uses the hierarchical way to partition the network. Figure 4.11 is an example of 
the model organization with 3-level hierarchy. In this case, the network is divided into 8 
partitions denoted by 1.1, 1.2, 1.3, 2.1, 2.2, 3.1, 3.2, and 3.3 respectively. They represent 
the lower-level domains, which are subsets of the higher-level domains. The managers of 
higher-level domains manage the managers of the next lower-level domains, while 
managers of the lowest-level domains manage the hosts that belong to the corresponding 
partitions. 

For instance, in Figure 4.11, domain 1 consists of three lower domains, namely 1.1, 1.2 
and 1.3. The manager at the domain 1 will manage the managers of the domains denoted 
by 1.1, 1.2 and 1.3, while the global manager manages the managers in the domains 1, 2, 
and 3.  

Let us assume that the mobile agent system employed by CM4CC is based on the 
security, weak mobility, and the agent cloning as in [129], while the itinerary 
management is done as in [130]. The computation of the initial number of hierarchical 
levels and the initial number of domains in each level is based on the following 
algorithm: 

Step 1: Start with i = 1 

Step 2: If 1m p≤  then n=1 and stop. 

Step 3: If  0il >  then the number of domains at the level i is 1i id d= +  

Otherwise (i.e. 0il =  ), the number of domains at the level i is id  

Where,   

1

mod( , ),  if 1
mod( , ),  if 1

i
i

i i

m p i
l

d p i−

=⎧
= ⎨ >⎩

 

 
1

( , ),  if 1
( , ),  if 1

i
i

i i

div m p i
d

div d p i−

=⎧
= ⎨ >⎩

 

Step 4: If 1i id p +≤  then n=i+1, 1 1id + =  and stop.  

             Otherwise (i.e. 1i id p +> ), increase i by 1 and go to step 3 to continue. 

where n is the number of hierarchical levels, and id  is the number of domains or the 
number of managers at the level i. We denote m as the number of hosts in the network. 
Div stands for integer division where Mod returns the remainder. Let il  is the remainder 
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of the division, and i is a positive integer. Let ip  (positive integer, 1ip > ) is the threshold 
of each domain at level i, and is defined as the bounded number of next lower-level 
domains directly belonging to this domain. At the lowest-level domain, the value 
considered as the maximum number of hosts in each partition. Notice that the value of the 
threshold is used to calculate the number of hierarchical levels and the number of 
domains at each level. 

When n=1 there is no need to partition the network. If 1n > , the partitioning of the 
network and the organization of the mobile agents in hierarchy are done automatically 
from highest level to lowest level during the first run of CM4CC. Each manager at the 
level i is assigned a domain at level i.  

The partitioning in CM4CC is identical to the division of the largest set of the hosts that 
must be visited by the mobile agents. Organizing the mobile agents in hierarchy is 
actually the assignment of the managers to the domains in the order prescribed by the 
hierarchy.  

Partitioning of the network and organizing the mobile agents of CM4CC in the 
hierarchical manner is done with the parameters such as ip  and the outputs of the 
previous algorithm including n, id  and il . The process needs to be done only once, i. e. 
during the first implementation and run of the model, and is based on the algorithm 
below:  

Step 1: Assign i = n and launch a mobile agent (the manager) at any host in the 
network. If 1i >  then decrease i by 1 and go to step 2. Otherwise (i.e. 1i = ), stop 
and this manager will manage all hosts (i.e. m hosts).  

Step 2: 1id +  manager(s) at level i+1 will clone id  new managers at level i. Each 
manager at level i+1 will manage the new managers at level i whom this manager 
cloned. It implies that each manager at level i+1 was assigned to one domain at 
level i+1 to manage next lower-level (i.e. level i) domains in the order of 
managerial hierarchy.  

Namely, when 1i n= − , the top manager clones id  new managers. Otherwise (i.e. 
1i n≠ − ), the detail implementation for cloning is the follows:  

if 0il >  then each manager among 1 1id + −  managers at level i+1 will clone ip  
new managers and one manager at level i+1 will only clone il  new managers.  

If  0il =  then each manager among 1id +  managers at level i+1 will clone ip  new 
managers. 

Step 3: If 1i >  then decrease i by 1 and go to step 2.  
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Otherwise (i.e. 1i = ), then stop. In the case 1 0l =  then each manager at level 1 
will manage 1p  hosts. Otherwise (i.e. 1 0l > ), then each manager among 1 1d −  
managers at level 1 will manage 1p  hosts and one manager will only manages 1l  
hosts. The hosts in each domain at level 1 should belong to the neighbor 
networks.  

Let us go over a simple example. Assume that the number of hosts in the network is 
150000. The threshold of each local-level domain is 500, while the threshold of each 
higher-level domain is 50. Hence, we have 300 local domains, 6 medium domains, and 
three hierarchical levels. The highest level (level 3) has only one domain. The medium 
level (level 2) has 6 domains. While the lowest level (level 1) has 300 local domains in 
which each domain has 500 hosts. It implies that the network will be partitioned into 300 
partitions with 500 hosts in each partition.  

In this case, the top manager manages 6 domains or there are 6 managers at level 2. In 
turn, each manager among 6 managers at level 2 manages 50 domains or 50 managers at 
level 1. It implies that 6 managers at level 2 manage 300 domains or 300 managers at 
level 1. In turn, each manager among 300 managers at level 1 manages 500 hosts, leading 
to 300 managers at level 1 manage 150000 hosts.   

When the network is divided into the partitions, there is a possibility that the source host 
and the destination host of any non-TCP flow reside at the different partitions or local 
domains. So, the managers of these domains do not have sufficient information to 
calculate the loss rates and the maximum allowed sending rates (MASR). The problem 
may be solved either in a reactive or proactive way, which depends on the managers role 
at the next higher-level in the hierarchy.   

In the reactive approach, the lower managers will forward the information related to the 
sending rate and the receiving rate of the unresponsive flows to their managers at next 
higher level when they can not calculate the loss rates of these flows. In turn, the 
managers at the high level can continue forwarding the information to their managers at 
higher level. The process is continued until the level in which the manager has the right 
information on both rates (i.e. sending rate and receiving rates) to estimate the loss rate of 
the unresponsive flows.  

In the proactive approach, the managers at each higher domain (other than the local ones) 
will proactively try to find out the unresponsive flows that have the source hosts and the 
destination hosts located at the different local domains. To do so, the managers use 
monitoring agents in their domains to meet the managers at the next lower level and 
collect the information. This is done in a periodic manner.  

Let us assume that we would like to employ the reactive procedure. In this case, if any 
user sends an unresponsive flow from the source host located in the domain 1.1 (Figure 
4.11) to the destination host that is placed at the domain 1.2. The management agent in 
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the domain 1.1 does not have the receiving rate of the unresponsive flow to calculate the 
corresponding loss rate. Therefore, it forwards the sending rate to the manager at the 
higher domain 1. A similar process takes place for the receiving rate. 

When the manager has the information, it calculates the loss rate of the unresponsive 
flow. When the loss rate is greater than the threshold it calculates the MASR of the 
unresponsive flow and then sends the value to the manager in the lower domain 1.1. 
Since the manager in the domain 1.1 is the lowest one and is also the management agent 
of CM4CC, upon receiving the MASR, it creates a control agent. The control agent 
moves to the source host of the unresponsive flow to deliver the MASR and consequently 
the sending rate is regulated by a traffic shaper at the source host.  

An interesting question is the complexity of the partitioning. First of all, the mechanism 
of cloning reduces significantly the process of agent's creation and their deployment. In 
[78], authors estimate the number of agents required, the traffic, and the latency in 
monitoring a large network, as well as the overhead involved.  

It is expected that a mobile agent system provides services such as the automatic 
generation of the optimal itinerary and its security [79]. One example of a mobile agent 
system with these attributes is VMAS (Visual Mobile Agent System) [80]. The system 
provides an optimal migration path for a mobile agent that is generated based on the pre-
knowledge and real-time knowledge of the network environment. The two step 
calculation includes the Initial path generation and the Incremental modification. The 
former procedure is done before the mobile agent is dispatched to figure out a low-cost 
initial path corresponding to cost functions assigned by the users. The Incremental 
modification is a procedure that takes places after the migration of the mobile agent and 
the eventual modification is supposed to reflect the current state of the network.  

4.7.3 Fairness 

The Internet employs the best-effort service model, namely there are no guarantees for 
packet delivery. The packets can reach the other end very quickly, very slow, or never. 
When packets are transported over the networks to reach their ultimate destinations, they 
may take different paths, which usually translate to going through a certain number of 
routers. When packets arrive at the router, they are placed into a queue. After some time 
spent into the queue, they may be processed and then forwarded to the outgoing links, or 
dropped if the number of the packets that arrive at queue exceeds its capacity. 

When the network load is heavy, queues grow fast, packets are dropped, some of them 
retransmitted, and that creates real possibilities that the network is going to be congested. 
One should not forget that most of the queues on the Internet use FIFO discipline. 

Congestion occurs when the demand for resources exceeds network capacity. In fact, the 
congestion control mechanisms may be considered a kind of facilities that increase 
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network throughput, and decrease delay and packet loss. Best effort model is closely 
connected with one of the universal Internet principles - that all packets are created equal. 
So, congestion control mechanisms may be used to improve fairness among different 
flows, while optimizing one of the network resources such as link capacity.  

When we have the equal sharing scheme, the data flows have the same fair share of the 
available bandwidth on each link. The policy prevents (1) a data flow from obtaining 
more bandwidth than the others, and (2) getting more bandwidth from the link even when 
there are no competing flows. . Therefore in many situations using equal share, utility of 
links is under their capacity due to some data flows can not utilize their "fair share" on 
these links.   

In the max-min fair scheme, a division of bandwidth is based on the principle that 
“firstly, the minimum data rate that a dataflow achieves is maximized; secondly, the 
second lowest data rate that a dataflow achieves is maximized, etc.” [128]. Therefore, the 
max-min fair sharing brings higher average throughput and better utilization of the 
bandwidth than the equal fairness scheme  

One of the most common fairness definitions of fairness is the max-min or bottleneck 
optimality criterion [81]. The max-min fair allocation may or may not exist depending on 
the problem. However, if it exists, it is unique. Hence, whether there exist a max-min fair 
allocation in network model or not, and how to obtain it is entirely at the discretion of the 
system or the model designer. 

There are quite a few proposed algorithms to find out the max-min rate allocation among 
flows [118], [119]. The success of the procedure depends on the availability of global 
information [120], which requires an exchange of information between the elements of 
the network. In [121], Hahne suggests a round-robin scheduling mechanism for achieving 
the max-min fairness in the network.  

The rate allocation in terms of max-min fairness can be obtained by using an algorithm 
named the progressive filling [81] as the follows: 

• At the beginning, all rates are 0.  

• Then, all rates grow together at the same pace, until one or several limits 
of link capacity are hit.  Do not increase the rates for the sources that use 
these links any more. When the sources are stopped, there is a bottleneck 
on the link due to saturation.   

• Continue increasing the rates for other sources. The algorithm continues 
until it is not possible to increase more.  

The output of the progressive filling algorithm is a rate allocation which is max-min 
fairness for all flows (i.e. sources).  
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The congestion control mechanism of CM4CC is end-to-end. Hence, the source hosts 
cannot obtain perfect information on the usage of the network resources by the other 
flows sharing the same bottleneck links. Consequently, there are no guarantees that a 
complete fairness may be achieved among the flows in all situations and at all times. 
Some more sophisticated queue scheduling schemes may improve the fairness of 
CM4CC.  

Mathematical tools may not always work well [92] for the Internet due to the complexity 
and the fact that there is no single model that accurately describes the global network.  
Therefore, on many occasions the simulation is the preferred method to examine the 
network, in this case the fairness and the stability of CM4CC. The variety of the 
objectives such as the maximization of throughput, the optimization of link utilization, 
while maintaining certain level of fairness make the need for trade-offs inevitable. It 
implies that the success of some or all objectives depends on the particular scenarios. 
That is why, as stated in [92], congestion control is a world full of problems, and there is 
no such thing as a perfect congestion control mechanism for all situations.  
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Chapter 5 
 

CM4CC VALIDATION 

5.1 The Simulation Environment 

5.1.1 Introduction to OPNET 

Simulation is one of the most powerful paradigms to solve problems. It is a form of 
imitation of the real life-process or system behavior over time. It can be done on a 
computer or by hand, and involves the creation of the history of the system that is 
pertinent to its past, present and/or future operation. Therefore, it tries to induce some 
form of predictability. 

The simulation starts with designing and developing a simulation model, which is based 
on the set of assumptions made about the system we would like to study. Simulation is an 
appropriate tool whenever we have a complex system, which is not possible to describe 
with closed formulas, and where the number of the components, the interactions, the 
internal organization, and the external impact are so large that it is not possible and 
feasible. Obviously, here are other areas where simulation is very helpful, for example 
systems that present danger to the people and the environment, it is better to study them 
through simulation models and explore all possible outcomes. 

As systems can be categorized as continuous and discrete, so can be simulations. A 
discrete system is the one in which the variables that represent the system change only in 
discrete points in time, while continuous systems is the one that depends on variables that 
continuously change in time.  

Computer networks and the Internet are ideal for studying via simulation. Being one of 
the most complex human artifacts, computer networks are almost impossible to model via 
a single strategy and mechanism. The same applies to the Internet or even a larger, may 
be combinatorial scale. That is why we have also resorted to simulation to verify and 
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validate the CM4CC model for congestion management that is based on the co-existence 
of responsive and unresponsive flows.  

OPNET (Optimised Network Engineering Tool) is developed by OPNET Technologies, 
Inc., which is one of the leaders in the world in providing software for network modeling, 
design, and testing based on the simulation paradigm.  

The software consists of a set of products that are either classified as core products or 
modules. The core products of OPNET are IT Guru, OPNET Modeler, SP Guru and 
WDM Guru. Main, while the modules are Application Characterization Environment 
(ACE), ACE Decode Module (ADM), Distributed Agent Controller (DAC), Multi 
Vendor Import (MVI), NetDoctor, Flow Analysis (FLAN), Expert Service Prediction 
(ESP), Wireless Module, Terrain Modeling Module (TMM), and High Level Architecture 
(HLA). The modules provide enhanced and enriched capabilities to the core products and 
the simulation environment in general. 

OPNET Modeler [8] is arguably the most important core product for research, and is a 
powerful tool for modeling, simulation, and evaluating networks. The user may design 
and study various network entities such as devices, protocols, topologies, and 
transmission media. In addition, there are specific technological products that are part of 
the OPNET and represent the forefront of the networking technology and the Internet like 
3Com, Cisco, Lucent Alcatel, Nortel, and Juniper Networks. 

OPNET provides the users with the ability to modify network parameters as well as to 
observe the effect of these changes immediately. The questions in form of “What-If” such 
as “what will happen with network if load is over” can be analyzed and answered without 
purchasing the real software and hardware equipment. 

OPNET Modeler is a discrete event simulator, based on the object-oriented modeling 
approach with possibility to use graphical editors. It organizes all network models in a 
hierarchical way. For instance, physical links and network devices are represented by 
node models, whereas processes are actually modeled by process models that can manage 
queues or represent protocols (consistent with the concept of protocol expression by 
processes). 

Network models are used to build the topology of a communication network, including 
nodes and links. For example, a node can be fixed, mobile or satellite. The link can be 
simplex, half simplex, or duplex one. Project editor includes useful tools which help build 
topology of simulated communication networks with physical characteristics for both 
wired and mobile/wireless networks. In addition, by using the protocol menu the user can 
quickly configure protocols and activate protocol in the specific views. 

Node models, which are built by the node editor, are used to interconnect network 
devices or systems. A node model can contain many modules. Each module can generate, 
send, and receive packets from other modules. The modules typically represent 



 
 

 CM4CC VALIDATION                              
 
 

89 

applications, protocol layers, algorithms and physical resources such as buffers, ports, 
and buses. The modules are classified into two groups. The first one consists of the 
modules with predefined characteristics such as packet generators, point-to-point 
transmitters, or point-to-point receivers. The second one consists of the programmable 
modules such as processors and queues. Each programmable block in a node model has 
the functionality that is defined by a process model. 

Process models are employed to describe the logic flow as well as the behavior of the 
processor and the queue modules. The process editor uses powerful finite state machine 
(FSM) formalism to support the specification of protocols, resources, applications, 
algorithms, and queuing policies at any level of detail. The states and the transitions 
graphically define the progression of a process in response to events. Each state of a 
process model includes C/C++ codes which are supported by an extensive library of more 
than 400 predefined functions in OPNET. The user can use the process editor to develop 
entirely new process models, or use the models already present in the OPNET built-in 
model library. 

5.1.2 Why OPNET? 

There is a wide range of network simulation tools, both commercial and non-commercial. 
It is the research goals and interests, as well as the problem domain that influence the 
selection of a simulation tool.  

For instance, GloMoSIM [83] is a good choice for simulations in the area of wireless 
networks. The software package provides detailed models of the wireless MAC 
protocols and is developed on the top of ParSec [122].  

X-Sim [84] and Maise [85] allow the same code to run on a simulated and a live network. 
J-Sim [87] is a network simulator with simulation engine based on Java and tailored for 
users who enjoy classical programming language environment. 

DaSSF [123] is a C++ implementation of SSF (Scalable Simulation Framework), which 
is rather close to simulate the Internet. Unfortunately, DaSSF does not provide much 
supports to implement the protocols from the TCP/IP suite such as TCP, UDP, and 
OSPF. SSFNet [86] is a Java-based implementation of SSF, but it used mainly for wired 
networks. It is friendlier to TCP/IP than DaSSF. 

OPNET and NS-2 [88] are the two most popular network simulators that support a very 
wide range of network topologies and protocols. NS-2 is the most popular one among 
academia, since it is not a proprietary tool. It has very little presence in the industry. NS-2 
is free of charge, so it is popular in university research. NS-2 lacks the proper user 
interface and requires the users to learn and use the non-standard scripting interfaces such 
as TCL. It is an open-end environment, where every researcher may contribute with a 
piece of code, however the documentation is not very readable, and sometimes there are 
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claims for a solution or a code segment that does not deliver. With a tool like NS-2, 
which is indeed very powerful, many times the student is not sure whether the difficulties 
stem from the problem being solved or the representation and the simulation in NS-2. 
The verification and validation often may pose serious problems. 

Since there are special provisions for the academia, OPNET is slowly getting the ground 
at the universities and research institutions. At the moment, the software is used by more 
than 3000 universities in about 85 countries, 500 companies including service providers, 
and government organizations. OPNET has three simulation modes: discrete event (both 
fully parallel and serial), flow-based, and hybrid, whereas NS-2 provides basic discrete 
event simulation only. The users can use OPNET to model the wide range of the different 
networks from a single LAN to global inter-networks with the routers, switches, 
protocols, servers, and the individual applications. The simulation engine scales better 
than any other especially with higher traffic loads since OPNET has a wide range of 
optimization and performance acceleration techniques.  

OPNET products are supported by professional QA, technical support and technical 
documentation. OPNET core software is constantly evolving while NS-2 core 
development is sporadic and limited. The users of NS-2 have only one way to receive the 
technical support that is to use mailing list to post the questions on forum and expect the 
response from someone else 

The most important fact for us is the ability to have flexible and a dynamic simulation 
development tool that may incorporate the extensions needed for full implementation of 
the mobile agent paradigm, and the ability to validate the results of our concepts and 
models using environment, which is itself subject to rigorous testing and verification. 

5.2 The Extension OPNET to Simulate CM4CC 

5.2.1 CM4CC in the OPNET Environment 

While OPNET is a powerful research simulation tool, many issues and requirements 
related to mobile agents are not yet supported by built-in utilities and objects in the 
OPNET standard libraries. For instance, the simulations related to the performance 
estimation of using mobile agents in network management [65,66] can be simulated by a 
utility named multi-tiers application [8] that is already integrated in the OPNET. In these 
simulations, network performance metrics such as delay and response time are the factors 
already present and easy to evaluate. On the other hand, there is very little concerning the 
complex behavior of mobile agents as required by the CM4CC. Therefore, the user can 
simulate the mobility of a mobile agent by exploiting the built-in functionalities in the 
multi-tiers application.  
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Figure 5.1 TCP/IP model in the real world 

 

There are also some differences between the TCP/IP stack implemented in a real IP 
networks (Figure 5.1), and the corresponding TCP/IP stack in OPNET (Figure 5.2). The 
differences are mainly reflected in the process of packet composition (encapsulation) and 
decomposition (decapsulation). The gray boxes in the figures 5.1 and 5.2 are the payload 
fields of the packets. Boxes in figure 5.1 and figure 5.2 denoted by H2, H3, H4 and H5 
describe the headers of the data link, network, transport layer, and the application layer 
respectively.  

In the real IP world, when an application at the source Host A wants to send a data packet 
into network, the entire packet (header and payload) is encapsulated to the payload of 
packet at next lower layer when packet moves from the higher layer to the lower layer. 
The process is reversed at the destination Host B.  

In OPNET, when an application wants to send one packet into network, a packet without 
payload is sent to lower layer. At the next lower layer, a new packet with a header is 
created. Hence, only important information such as the destination address and the 
destination port is forwarded across the network.  

In OPNET, the applications do not generate real data packets. This implies that the built-
in utilities and objects in OPNET standard libraries do not maintain and store the 
complete information relevant to the packet that travels across the network. 
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Figure 5.2: TCP/IP model in OPNET 
  

In the real world, when an agent migrates from host to host, the state and the associated 
data must be encapsulated into the packet in a serialized form. Hence, it is quite 
reasonable if we use a special packet to simulate a real world mobile agent in OPNET.  

There are few problems to be addressed and resolved in OPNET before we proceed to 
simulate the operation of CM4CC. These issues are: (1) how to present a mobile agent in 
OPNET (2) how to induce the mobility of mobile agent in the network; (3) how to store 
and preserve the data collected by a mobile agent from the network; (4) how co-operate 
and co-ordinate the mobile agents in OPNET when they exercise congestion control; and 
(5) how to simulate the reduction of the sending rates of non-TCP flows at their source 
hosts in OPNET (i.e. the work of a traffic shaper). 

5.2.2  OPNET for CM4CC  

When a packet is transmitted from a source host and arrives at the destination host it 
should be revoked. The work of this particular packet is over. This makes any normal 
network packet inappropriate to simulate the behavior of a mobile agent that it has to 
have such as the ability to move freely across the network and to complete the work on 
its itinerary without the possibility of being revoked. 

For the sake of the argument, the special packet that actually represents a mobile agent is 
termed as Mobile Agent Packet (MA packet). In fact, without loss of generality, one 
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may consider that the concepts of a mobile agent and a mobile agent packet are 
identical.  

To do this, the MA packet should contain information related to the packet itinerary 
such as the address of the next host to be visited, as well as the list of all hosts visited 
during its trip. In addition, it needs a place to store the data collected during the 
migration across the network and provisions to make the revocation of the MA packet 
impossible until the exhaustion of the entire itinerary. The structure of the MA packet is:  

 

Type Dest_addr Dest_subnet Visit_addr_list SR RR MASR 

       

where: 

• Type is a constant 32 bits that indicates the type of a mobile agent.  

• Dest_addr and dest_subnet are variables 32 bits that store address of intermediate 
next host that mobile agent will visit.  

• Visit_addr_list is a variable that contains the list of the address of remaining hosts 
that mobile agent will visit. Each element of list is a variable 32 bits 

• SR, RR and MASR are aggregated data arrays. They store the sending rate, the 
receiving rate and the maximum allowed sending rate of UDP flows respectively. 
Each element of the array is a variable 32 bits. 

Each host that is either a home one or a UDP source/destination host must be able to send 
and receive MA packets. The process diagram that describes the activities of mobile 
agents based on the CM4CC during the congestion avoidance phase is shown on Figure 
5.3. 

First, the Monitoring Agent (MoA) is created in form of MA packet by packet generator 
integrated at the home host. The information related to the address of the first host that 
MoA visits is placed at the dest_addr and dest_subnet. The rest of the list is in the 
visit_addr_list field. Each host visited provides the MoA with information on the 
sending rates (SR) and receiving rates (RR) of the UDP and are stored in the arrays SR 
and RR respectively. 

To prepare for moving to a new host, variables named dest_addr and dest_subnet are 
reset with the new values from the visit_addr_list. This implies that the list of elements in 
the visit_addr_list is decreased by one. MoA returns home when the list is exhausted, 
reports the data to ManA and waits for the next assignment or data collection.  

Based on the sending and the receiving rates of UDP flows provided by MoA, ManA 
calculates the loss rate. If the loss rate is greater than the allowed loss rate (ALR), ManA 
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will calculate the maximum allowed sending rate (MASR) and place it in MASR. If there 
exists at least one UDP flow whose sending rate has to be regulated, ManA creates new 
control agent (CtrlA) that follows almost the same sequence of actions as MoA with the 
following exception: at each host that it visits, delivers the data (MASR) instead of any 
collection of the rates  

 

 

 
 

 

Figure 5.3: The process diagram of mobile agents in simulation model 
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When the UDP source host receives information on MASR from CtrlA, it informs the 
traffic shaper. The sending rate of UDP flow will be limited by the traffic shaper to the 
value of MASR before entering the network. Since there was no traffic shaper in 
OPNET, it had to be built and integrated in the objects representing UDP source hosts. 
The traffic shaper used in our simulation study utilizes a leaky bucket mechanism. It is 
worth mentioning that all entities used in the simulation such as home hosts, links, 
routers, and the access points are designed and developed specifically for the validation 
of the CM4CC. These objects are original ones and they are actually an extension of the 
set of objects in built-in OPNET standard library.  

For instance, the routers used in our simulation model are designed to simulate the 
behavior of a router such as routing entire packets from the input stream to the output 
stream and use the drop-tail policy. The UDP source host has the capability to transmit 
data to UDP destination host, to send and receive mobile agents, and has both an 
integrated traffic shaper and a packet generator. The UDP destination hosts may receive 
data packets sent from the UDP source host, as well as to send and receive mobile agents.  

5.3 Simulations 
The section is devoted to the verification and validation of the CM4CC by using OPNET 
and various scenarios that cover whole range of network topologies, configurations, and 
protocols.  

5.3.1 Coexistence of TCP flows and UDP flows 

The coexistence of TCP and UDP flows is examined through many simulation 
experiments based on various scenarios, when the underlying network may be   

• wired,  

• wireless,  

• heterogeneous 

• partitioned or large, and  

the flows are sent simultaneously or sequentially at the different times.  

Scenario 1: One TCP and one UDP flow in the wired network 

Figure 5.4 shows network configuration of scenario 1, with one UDP and one TCP flow. 
MA_home is the home host of the mobile agents, UDP1_Send is the source host of the 
UDP1 flow, and UDP1_Receive is the corresponding destination host. TCP_Send and 
TCP_Receive are the source host and the destination host of the TCP flow respectively. 
The link capacity between the Router1 and the Router2 is 2 Mbps, while the link 
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capacity between Router2 and UDP1_Receive is 1 Mbps. The capacity of the other links 
is 10 Mbps each.   

 

 
 

Figure 5.4: Network configuration for scenario 1 

 

In scenario 1, UDP1 is the unresponsive flow and is generated at the constant bit rate 2.5 
Mbps for the whole duration of the simulation time. TCP (New Reno) flow is generated 
by an application that infuses data into the network during the entire simulation interval. 
MoA is generated periodically each 60s after the start of the simulation. The period of 
reduction (PR) is set to 60s, and is defined as the time during which the traffic shaper limits 
the sending rate of UDP1 flow to the value of MASR. The total simulation time is set to 
1200s. The allowed loss rate (ALR) is set to 0.1 (or 10%).  The routers in the simulation 
model have two FIFO queues, one for the TCP flows, while the other one for the UDP 
flows. The size of queue is set to 2000 packets.  

Figure 5.5 shows the partial trace of mobile agent activities in scenario 1. Lines 2 and 3 
depict the information of UDP1 sending rate (SR) and receiving rate (RR) collected at 
60.00s and 65.71s. Since the loss rate which is calculated from the data collected by MoA 
is greater than ALR, the control agent is created (line 4) to deliver MASR (1262626.26 
bits/sec) to UDP source host at time 65.71s. In line 9, MoA starts its second trip to collect 
SR and RR of the UDP flow. While there is some reduction of the sending rate, since the 
loss rate still is higher than ALR, CtrlA has to be created again (line 12) to control the 
UDP flow sending rate.  
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Travel No : 1 of MoA to collect data 
MoA collects SR 2525252.53 bits/sec of flow UDP1 at time      60.00 
MoA collects RR 1010101.01 bits/sec of flow UDP1 at time      65.71 
 
CtrlA delivers MASR 1262626.26 bits/sec of flow UDP1 at       65.71 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  12.63 
Interval between UDP packets is   0.08 
757 packets is sent within regulated period 
 
Travel No : 2 of MoA to collect data 
MoA collects SR 1275380.06 bits/sec of flow UDP1 at time     120.00 
MoA collects RR 1010101.01 bits/sec of flow UDP1 at time     122.71 
 
CtrlA delivers MASR 1137639.02 bits/sec of flow UDP1 at      122.71 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  11.38 
Interval between UDP packets is   0.09 
682 packets is sent within regulated period 
 
Travel No : 3 of MoA to collect data 
MoA collects SR 1149130.32 bits/sec of flow UDP1 at time     180.00 
MoA collects RR 1010101.01 bits/sec of flow UDP1 at time     180.71 
 
CtrlA delivers MASR 1125014.04 bits/sec of flow UDP1 at      180.72 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  11.25 
Interval between UDP packets is   0.09 
675 packets is sent within regulated period 
 
Travel No : 4 of MoA to collect data 
MoA collects SR 1136377.82 bits/sec of flow UDP1 at time     240.00 
MoA collects RR 1010101.01 bits/sec of flow UDP1 at time     240.61 
 
 

 
Figure 5.5: Partial trace of the activities of mobile agents in scenario 1 

 
Since the sending rate of UDP1 flow is regulated, the possibility for congestion in the 
network is reduced. The time interval that the mobile agent needs to move from the 
source host to the destination host of UDP1 flow is also decreased. This is easy to 
recognize by looking at the times that MoA collects SR and RR in its trips. In the first 
trip, MoA needs 5.71s for this travel which is result of the subtraction 60.00s from 
65.71s. In the second trip, it needs 2.71s, and in the third trip it needs only 0.71s.   

Figures 5.6 and 5.7 show the throughput of TCP flow and UDP1 flow with and without 
CM4CC. One may notice that 1 Mbps is smallest link capacity on the path to UDP1 
destination host, which is to be expected due to the UDP greediness. The throughput of 
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UDP1 flow is always 1 Mbps regardless of whether or not mobile agents are used for 
congestion control, while the throughput of TCP flow is better when CM4CC is 
deployed.  
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Figure 5.6: Throughput of the flows with CM4CC in scenario 1 
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Figure 5.7: Throughput of the flows without CM4CC in scenario 1 
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The reason for this is that CM4CC is used and the sending rate of UDP1 flow is 
regulated to reduce the losses due congestion at the link between Router2 and 
UDP1_Receive. The rest of bandwidth on the link between Router1 and Router2 is 
exhausted in transmitting TCP packets instead of the undelivered UDP packets that are 
dropped later at the Router2. This proves the need for mobile agents and congestion 
control mechanism based on CM4CC in the two types of flows. 

Scenario 2: Two UDP flows in a wired network 
The network configuration of scenario 2 (Figure 5.8), UDP1_Send and UDP2_Send are 
the source hosts, while UDP1_Receive and UDP2_Receive are the destination hosts of 
UDP1 and UDP2 flows respectively. Both UDP flows are generated, during the entire 
simulation interval, at the constant bit rate 2.5 Mbps. The capacity of the link between 
Router1 and Router2 is 4 Mbps while of the other links is 10 Mbps. The other 
parameters are same as in scenario 1.   

 

 
 

Figure 5.8: Network configuration for scenario 2 
 

Figure 5.9 shows the throughput of UDP1 and UDP2 flows. When forced to use UDP 
congestion control then both flows approach to 2 Mbps. One can realize from Figure 5.9 
that the sending rates of UDP1 and UDP2 are always regulated by traffic shapers 
provided that the loss rate is greater than (ALR). In some way, this suggests that the 
receiving rates of the UDP flows approach the sending rates. Nevertheless, there is still a 
difference between them since the allowed loss rate (ALR) is set to 0.1, which is quite 
acceptable level of loss tolerance based on the real needs of multimedia applications 
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Figure 5.9: Sending rate and receiving rate of the UDP flows with CM4CC 

 

Figure 5.10 shows the difference between the sending rate and receiving rate of the UDP 
flows when CM4CC is not used. While both flows are generated with the same constant 
bit rate, after some simulation time, the UDP1 flow has a good throughput (2.5 Mbps), 
and UDP2 flow is limited to the rest of the link capacity (1.5 Mbps) between Router1 and 
Router2.   
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Figure 5.10: Sending rate and receiving rate of UDP flows without CM4CC 
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The results unequivocally indicate that the congestion control imposed by the mobile 
agents on the UDP flows reduces the overall network vulnerability and improves 
stability. 

Scenario 3: Four UDP flows and one TCP flow in the wired network 
Figure 5.11 depicts the network configuration for scenario 3 with the mix of UDP flows 
and TCP flow. In Figure 5.11, four UDP flows are sent into the network at a constant bit 
rate 2.5 Mbps for the entire simulation time, which is 1200 seconds. UDP1_Send, 
UDP2_Send, UDP3_Send and UDP4_Send are the source hosts of UDP1 flow, UDP2 
flow, UDP3 flow and UDP4 flow respectively. While, UDP1_Receive, UDP2_Receive, 
UDP3_Receive and UDP4_Receive are the destination hosts of UDP1 flow, UDP2 flow, 
UDP3 flow and UDP4 flow respectively.  

FTP application, which sends a large file of about 300 MBytes, generates a TCP 
(NewReno) flow at the host named TCP_Send. This TCP flow is sent to the host 
TCP_Receive. The capacity of all links is 10 Mbps, with the exception of the links 
between the routers and the destination hosts of the UDP flows. The capacity of the links 
between the pairs: Router7 and UDP1_Receive, Router8 and UDP2_Receive, Router9 
and UDP3_Receive, Router10 and UDP4_Receive is 2 Mbps each.  

 

 
 

Figure 5.11: Network configuration for scenario 3 
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The Monitoring Agent (MoA) starts to travel at 60s after simulation begins (it is actually 
the network warm-up period). The same time interval of 60s defines the duration between 
two trips of the monitoring agent. The allowed loss rate (ALR) for the unresponsive flow 
and α that represents the error tolerance of the transmission media are set to 0.01 (1 %) 
for each. The size of the queues at routers is set to 1000 packets. Finally, the period of 
reduction (PR) is set to 115 seconds. The routers use two FIFO queues to isolate the 
responsive flows from the unresponsive flows. 

Figures 5.12 and 5.13 show the sending rate and the throughput of the flows respectively. 
As described in Figure 5.12, for the first 60 seconds of the simulation the sending rate of 
each UDP flow is 2.5 Mbps. The monitoring agent starts to operate about 60s after 
simulation begins which means that no congestion control occurs before this time and the 
UDP flows send the data into network at the same rate as generated.  

Since the UDP flows with the sending rates of 2.5 Mbps each must go over congested 
links with 2 Mbps before reaching their destinations, some parts of the UDP flows are 
going to be dropped and the maximum throughput of each UDP flow is at most 2 Mbps. 
Figure 5.13 shows that UDP flows reach their maximum throughput of 2 Mbps. The ALR 
is set to 0.01, which means that the sending rates of UDP flows are controlled by the 
mobile agents in CM4CC so that their loss rates are around this value. The Figure 5.12 
shows that after about 60s, the sending rates of all UDP flows are regulated to the upper 
limit of 2 Mbps each.  
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Figure 5.12: Sending rate of the flows with CM4CC in scenario 3 
 



 
 

 CM4CC VALIDATION                              
 
 

103 

Since UDP flows are regulated by mobile agents in CM4CC, the sending rate of each 
flow is approximately 2 Mbps. In total the UDP flows have about 8 Mbps. The capacity 
of the link between Router5 and Router6 is 10 Mbps, so for the TCP flow there are about 
2 Mbps. Figure 5.12 shows TCP flow obtained successfully the rest of capacity of the 
link between Router5 and Router6. 

Figure 5.12 indicates that the sending rate of TCP flow is kept at about 2 Mbps, while 
Figure 5.13 shows that the TCP flow has a throughput of approximately 2 Mbps within 
this period. In fact, all of the flows, four UDP flows and one TCP flow have a good 
throughput with the rate allocation that corresponds to the max-min fairness for all flows 
and the link between Router5 and Router6 is fully utilized.  
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Figure 5.13: Throughput of the flows with CM4CC in scenario 3 

 
Figures 5.14 and 5.15 show the sending rate and the throughput of the flows when 
CM4CC is not used. In this case all UDP flows are sent into network at 2.5 Mbps (Figure 
5.14) so in total the sending rate is 10 Mbps and equal to the capacity of the link between 
Router5 and Router6. The UDP flows occupy all of the bandwidth of this link. Figure 
5.14 shows that TCP flow starts with very small sending rate and then is shutdown soon 
from the network by the UDP flows. 

When CM4CC is not used, although UDP flows are sent into network at the rate 2.5 
Mbps, the throughput of each UDP flow also is 2 Mbps (Figure 5.15) due to the capacity 
of links between Router7, Router8, Router9 and Router10 with the corresponding 
destination hosts of UDP flows only is 2 Mbps. It leads that some of the UDP flows is 
dropped at the congested routers (i.e. Router7, Router8, Router9 and Router10). 
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Look at Figure 5.13 and Figure 5.15 we can realize that when CM4CC is not used, the 
throughput of UDP flows is the same as when CM4CC is used. However when CM4CC 
is not used (Figure 5.15), the throughput of TCP flow is very bad. It makes the contrast 
with the case in which CM4CC is used (Figure 5.13).  
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Figure 5.14: Sending rate of the flows without CM4CC in scenario 3 
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Figure 5.15: Throughput of the flows without CM4CC in scenario 3 
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In Figure 5.14, the UDP flows almost kick out the TCP flow from the network. The 
reason is when CM4CC is not used, the UDP flows use entire the capacity of link 
between Router5 and Router6 to transmit entire their generated data although a part of 
these flows which is about 0.5 Mbps for each flow is dropped at the congested routers 
later on. It causes the waste for the resource and bandwidth starvation for sending TCP 
flow on the link between Router5 and Router6. Conversely, when CM4CC is used 
(Figure 5.12), the UDP flows are regulated their sending rates to avoid losses. It results 
the bandwidth of link between Router5 and Router6 is exhausted to transmit useful data 
of the TCP flow, hence TCP flow has good throughput shown in Figure 5.13. 

Scenario 4: Four UDP flows in the wired network 

Figure 5.16 depicts the network configuration of scenario 4 with pure UDP flows. Four 
UDP flows are sent into the network at the same constant rate (2.5 Mbps) for the entire 
simulation time, which is 1200 seconds as in scenario 3. The link capacity is 10 Mbps 
everywhere with the exception of the link between the Router5 and the Router6 which is 
6 Mbps. The allowed loss rate (ALR) for the unresponsive flow is set to 0.1 (or 10%). 
The period of reduction (PR) is set to 115 seconds. The settings related to the routers and 
activities of the mobile agents are the same as scenario 3. 
 

 
 
 

Figure 5.16: Network configuration for scenario 4 
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In scenario 4, the UDP flows compete for bandwidth of congested link between Router5 
and Router6. When CM4CC is not used, all UDP flows send data into network at the 
constant bit rate 2.5 Mbps as when they are generated, leading to the total of the sending 
rates is 10 Mbps. As capacity of the link between the Router5 and the Router6 only is 6 
Mbps, many packets are dropped at congested router, namely Router5. This causes the 
waste for the bandwidth of many links from the source hosts of UDP flows to Router5. 

Figure 5.18 shows the throughput of UDP flows when CM4CC is not used. In this 
situation, the throughputs of UDP flows are very different, namely UDP1 flow obtains 
fully its sending rate which is 2.5 Mbps while UDP4 flow is lost entire data. The 
throughputs of UDP2 flow and UDP3 flow are 1.5 Mbps and 2 Mbps respectively. 

Conversely, when CM4CC is used, the mobile agents control the sending rates of UDP 
flows to avoid the unnecessary losses when these UDP flows go through congested link 
between the Router5 and the Router6 to reach their ultimate destination hosts. As the 
result, when CM4CC is exploited, the throughputs of UDP flows obtain fair share.  

From Figure 5.17 we can realize that each of four UDP flows starts approaching to fair 
bandwidth allocation after 60 seconds from the time at which simulation begins. All 
flows have good throughput which approaches to the stable value of 1.5 Mbps, especially 
at the final half of the simulation duration. That is why the mobile agents are involved in 
network congestion control after 60s since the simulation begins. 
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Figure 5.17: Throughput of UDP flows with CM4CC in scenario 4 
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Figure 5.18: Throughput of UDP flows without CM4CC in scenario 4 

 
Scenario 5: Four UDP flows and one TCP flow in the heterogeneous network 

Capability of CM4CC operates in the wireless environment is examined in the scenarios 
5 and 6. In these scenarios, UDP1_Receive, UDP2_Receive and TCP_Receive are 
wireless destination hosts of the UDP1 flow, UDP2 flow and TCP flow, while 
UDP3_Receive and UDP4_Receive are wired destination hosts of the UDP3 flow and the 
UDP4 flow respectively.  

Figure 5.19 and Figure 5.24 depict the network configuration for the simulations with 
complex scenarios in the wireless environment. Figure 5.19 reserves for scenario 5 with 
the mix of UDP flows and TCP flow while Figure 5.24 reserves for scenario 6 with pure 
UDP flows.  

Similar as in previous scenarios (i.e. scenarios 3 and 4), in scenario 5, four UDP flows 
also are sent into the network at a constant bit rate 2.5 Mbps for the entire simulation 
time, which is 1200 seconds. TCP flow (NewReno version) transfers one data file with 
size about 300 MBytes, generated from FTP application into network. The link capacity 
is 10 Mbps everywhere with the exception of the wireless links and wired links between 
Accesspoint1, Accesspoint2, Router7 and Router8 with the corresponding destination 
hosts of UDP flows which are 2 Mbps.  

Similar as the other scenarios, the objects such as the source hosts, destination hosts of 
UDP flows and routers in network configuration of scenarios 5 and 6 also are original 
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objects. However there is a difference which is in scenarios 5 and 6, the Accesspoint1 
and Accesspoint2 also are original objects which are developed additionally to use in the 
simulations with the transmission environment which is wireless. 

As the destination hosts of UDP1 flow and UDP2 flow use radio links to receive their 
data sent from the wired part of network via the Accesspoint1 and Accesspoint2 
respectively, according to CM4CC, the monitoring agent moves to these access points to 
collect the necessary information. Namely, the monitoring agent collects the receiving 
rates (RR) of UDP flows, and the aggregate of the receiving rates (ARR) of all flows sent 
to each wireless/mobile destination host. 

At Accesspoint1 and Accesspoint2, an antenna with pattern named isotropic which is 
built-in object of OPNET is used to transmit data of UDP1 flow and UDP2 flow to their 
destination hosts (i.e. UDP1_Receive and UDP2_Receive). Isotropic is simplest case 
which has shape of sphere. An isotropic pattern radiates (or captures) power equally in all 
directions. Its gain is equal to 0 dB at all points.  

In meanwhile, at the destination hosts of UDP1 flow and UDP2 flow, the receiving 
antenna used is an original object which is created by using the tool named antenna 
pattern of OPNET. This antenna has a gain of about 200 dB in one direction and a gain 
of about 0 dB in all other directions (a very directional antenna). 

 

 
 

Figure 5.19: Network configuration for scenario 5 
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In Figure 5.19, TCP_Send, TCP_Receive and Accesspoint3 are objects which are created 
by deriving from built-in objects of OPNET. There is no explicit antenna used in 
Accesspoint3 and TCP_Receive so according to the definition of OPNET, they use 
antenna with default value which has equal again in all directions.  

MA_Home is the home host of mobile agents. MoA starts to travel at 60s after simulation 
begins. The same time interval of 60s defines the duration between two travels of the 
monitoring agent. The allowed loss rate (ALR) for the unresponsive flow and α which 
represents the error tolerance of transmission media are set to 0.01 (1 %) for each. The 
size of the queues at routers is set to 1000 packets. Finally, the period of reduction (PR) is 
set to 115 seconds. 

Figures 5.20 and 5.21 show the sending rate and the throughput of the flows respectively. 
As shown in Figure 5.20, about the first 60 seconds of the simulation, the sending rate of 
the UDP flows is 2.5 Mbps for each due to MoA only begins the operations since the 
time 60s after simulation begins. It means that no congestion control occurs before this 
time, so UDP flows send the data into network at the same rates as generated.  

For the first 60 seconds, the UDP flows are not yet regulated so the receiving rates of 
UDP flows (i.e. UDP1 flow and UDP2 flow) at the corresponding access points are about 
2.5 Mbps each (see B.3.2 in appendix B). On the other hand, since the capacity of 
wireless links is 2 Mbps the sending rates of these UDP flows have to be controlled so 
that the aggregate of the receiving rates of all flows sent to each wireless destination host 
does not exceed the capacity of wireless link towards to it. Therefore, at the sequent 
seconds of simulation (i.e. after 60s), the sending rates of UDP1 flow and UDP2 flow are 
regulated by the mobile agents to 2 Mbps for each as shown in Figure 5.20.  
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Figure 5.20: Sending rate of the flows with CM4CC in scenario 5. 
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Figure 5.21: Throughput of the flows with CM4CC in scenario 5. 

 

For UDP3 flow and UDP4 flow, as the capacity of wired links between Router7 and 
Router8 with their destination hosts is 2 Mbps, some parts of data are going to be 
dropped at these routers, so according to CM4CC the sending rates of these UDP flows 
also are regulated by the mobile agents. Look at Figure 5.20 we also realize that the 
sending rate of the UDP3 flow and the UDP4 flow is about 2 Mbps for each after 60s 
since simulation begins due to the mobile agents begin their operations after this time. 

The UDP flows are controlled to reduce the sending rates, leading to the total sending 
rate of four UDP flows only occupies about 8 Mbps. Hence the rest of bandwidth of the 
link between Router5 and Router6 which is about 2 Mbps is used to transmit TCP flow. 
Look at Figure 5.20, we can realize that the sending rate of TCP flow also is about 2 
Mbps. It leads to when CM4CC is used, all flows i.e. four UDP flows and one TCP flow 
have good throughput which is approximately 2 Mbps for each flow as shown in Figure 
5.21. 

Figures 5.22 and 5.23 show the sending rate and the throughput of the flows when 
CM4CC is not used. When CM4CC is not used, all UDP flows are sent into network at 
2.5 Mbps (Figure 5.22) as they are generated, leading to the total of their sending rates is 
10 Mbps. As capacity of link between Router5 and Router6 is 10 Mbps, the UDP flows 
occupy entire bandwidth of this link, so there is no bandwidth used to transmit the data of 
TCP flow as shown in Figure 5.22.   

When CM4CC is not used, although the UDP flows are sent into network at the rate 2.5 
Mbps, the throughput of UDP flows also is 2 Mbps each due to the capacity of links 
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between Accesspoint1, Accesspoint2, Router7 and Router8 with the corresponding 
destination hosts of UDP flows only is 2 Mbps.  
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Figure 5.22: Sending rate of the flows without CM4CC in scenario 5. 
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Figure 5.23: Throughput of the flows without CM4CC in scenario 5. 

 



 
 
CM4CC VALIDATION 
 
 

112 

As the UDP flows are not controlled, a part of bandwidth of the link between Router5 
and Router6 is used to transmit the undelivered packets which can not reach to the 
ultimate destinations of UDP flows due to they are dropped at the intermediate nodes 
such as the Router7 and the Router8. It causes the bandwidth starvation for TCP flow on 
the link between Router5 and Router6. Consequently, TCP flow has bad throughput and 
is kicked out of the network as shown in Figure 5.23. 

Scenario 6: Four UDP flows in the heterogeneous network 
Figure 5.24 shows the network configuration for the scenario 6 in which there are only 
four UDP flows sending data into network. All links have capacity of 10 Mbps each 
except the link between Router5 and Router5 which is 6 Mbps. All UDP flows also are 
generated at the constant bit rate which is 2.5 Mbps. The Accesspoint1 and Accesspoint2 
also are original objects and setup similar as in scenario 5. The allowed loss rate (ALR) 
of unresponsive flow is set to 0.1 (or 10 %). 

 

 
 

Figure 5.24: Network configuration for scenario 6 

 

Figure 5.25 and Figure 5.26 show the throughput of UDP flows when CM4CC is used 
and when CM4CC is not used respectively. Clearly, when CM4CC is used (Figure 5.25) 
the throughputs of UDP flows are allocated fairly which approach stably to 1.5 Mbps for 
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each. Conversely, when CM4CC is not used (Figure 5.26), the throughputs of UDP flows 
allocated are very different. UDP1 flow obtains good throughput while throughput of 
UDP4 flow is very bad. Look at Figure 5.26 we can realize packets of UDP4 flows are 
lost completely. 
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Figure 5.25: Throughput of UDP flows with CM4CC in scenario 6. 
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Figure 5.26: Throughput of UDP flows without CM4CC in scenario 6 
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Scenario 7: Four UDP flows and one TCP flow in the partitioned network 
The ability for extending the exploitation of CM4CC to global scope is examined based 
on the simulation experiments implemented in the scenario 7 and the scenario 8. Figure 
5.27 depicts the network configuration for scenario 7 with the mix of UDP flows and 
TCP flow. 

 

 
 
 

Figure 5.27: Network configuration for scenario 7 
 

The parameters for scenarios 7 are set as in the scenarios 3 except in scenarios 7 the 
network is partitioned into two smaller domains named domain 1 and domain 2. 
Simulation time is set to 1800 seconds so that we can see clearly the stability of the 
flows. Each domain contains one home host which is the place to create mobile agents as 
well as is the place in which the mobile agents return after each their trip. There is one 
special home host named MA_Home_GM which is the place the global manager locates. 
This manager has the managerial scope which is wider than the one of the managers at 
the local domains. This implies that its managerial scope consists of both local domains, 
i.e. domain 1 and domain 2.  

The local domains include the hosts defined within the solid line boxes. The domain 1 is 
located at the left side, while domain 2 is located at the right side of the Figure 5.27. The 
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local manager of domain 1 is located at the host named MA_Home_DM1. This manager 
manages the hosts in the domain 1. The local manager of domain 2 is located at the host 
named MA_Home_DM2. This manager manages the hosts in the domain 2. The mobile 
agents implement their activities in the scope of the domains which they belong to.  

MA_Home_DM1 is the home host of mobile agents in domain 1 (this is the place where 
mobile agents of domain 1 originate from and return to). MA_Home_DM2 is the home 
host of the mobile agents in domain 2. MA_Home_GM is the home host of the mobile 
agents in the global domain.  

Monitoring agents in domains 1 and 2 start to travel their trip at 60s while the monitoring 
agent of global domain starts to travel at 60.02s after the simulation begins. The same 
time interval of 60s defines the duration between two travels of the monitoring agents. 
The monitoring agent of global domain starts a little later than the monitoring agents of 
local domains due to this agent moves to the home host of local domains to collect data 
which were gathered so far by the monitoring agents of local domains.  

Since domain 1 contains only the source hosts and domain 2 contains only the destination 
hosts of UDP flows, the monitoring agents of these domains collect only either the 
sending rates or the receiving rates of UDP flows. Hence, the managers of both local 
domains have only either the sending rates or the receiving rates of UDP flows, and that 
is not enough to execute the calculations related to the loss rate and the maximum 
allowed sending rate of UDP flows. It implies that the manager at the higher level, 
namely the manager of global domain, will do this job.  

Since 60.02s after simulation begins, for each interval of 60s, the monitoring agent of 
global domain will move to the hosts named MA_Home_DM1 and MA_Home_DM2 to 
get the information related to the sending rate and the receiving rate of UDP flows 
respectively.  

After the monitoring agent of global domain collects data at the home hosts of local 
domains, it returns home to report the manager of global domain, so this manager has the 
information of both kinds of the rates (i.e. the sending rates and the receiving rates). 
Consequently, this manager can calculate the loss rates and the maximum allowed 
sending rates of UDP flows, and then creates the control agent.  

In turn, the control agent of global domain delivers the maximum allowed sending rates 
of UDP flows to the manager of local domain 1. After that, the control agent of local 
domain 1 is created. It delivers the maximum allowed sending rates of UDP flows to the 
source hosts of UDP flows. Hence, the sending rates of UDP flows are regulated to their 
maximum allowed sending rates by the traffic shapers located at these source hosts. 

Figure 5.28 and Figure 5.29 show the sending rate and the throughput of the flows in 
scenario 7 respectively. Similar with Figure 5.12, Figure 5.28 shows that the sending 
rates of UDP flows are controlled to the approximation of 2 Mbps for each, after about 
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first 60 seconds of simulation (i.e. after the mobile agents begin their operations). Similar 
with Figure 5.13, Figure 5.29 shows that the throughput of each UDP flows is 2 Mbps, 
while the throughput of TCP flow also obtains approximation of 2 Mbps. 
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Figure 5.28: Sending rate of the flows with CM4CC in scenario 7. 
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Figure 5.29: Throughput of the flows with CM4CC in scenario 7 
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Figure 5.30: Sending rate of the flows without CM4CC in scenario 7 
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Figure 5.31: Throughput of the flows without CM4CC in scenario 7 
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Similar with Figures 5.14 and 5.15, Figures 5.30 and 5.31 show the sending rate and the 
throughput of the flows when CM4CC is not used. When CM4CC is not used, the UDP 
flows are not regulated (Figure 5.30), so they will take almost of bandwidth of link 
between Router5 and Router6 (10 Mbps) and cause the starvation for sending TCP flow. 
Consequently, the TCP flow has bad sending rate as shown in Figure 5.30, and finally it 
is shutdown completely as shown in Figure 5.31 due to the throughput approaches zero. 

Scenario 8: Four UDP flows in the partitioned network 
 

 
 

Figure 5.32: Network configuration for scenario 8 

 

Similar as Figure 5.16, Figure 5.32 depicts the network configuration of scenario 8 with 
four UDP flows. There is only one difference between Figure 5.16 and Figure 5.32 that is 
the network in Figure 5.32 is partitioned into two smaller local domains. These domains 
include the hosts defined within solid line boxes. The domain 1 is located at the left side, 
while the domain 2 is located at the right side of Figure 5.32. Similar with scenario 7, in 
scenario 8 there are also three home hosts, namely MA_Home_DM1, MA_Home_DM1 
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and MA_Home_GM used for the mobile agents in the local domain 1, the local domain 2 
and the global domain respectively. 
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Figure 5.33: Throughput of UDP flows with CM4CC in scenario 8 
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Figure 5.34: Throughput of UDP flows without CM4CC in scenario 8 
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Besides, like scenario 7, the managers of local domains have only data of the UDP flows 
collected at the hosts inside their domains so it is not enough information for them to 
execute the necessary calculations. It leads to the manager of global domain will calculate 
the loss rates and the maximum allowed sending rates of UDP flows and then inform the 
manager of local domain 1 who is located at MA_Home_DM1. Hence, the manager of 
local domain 1 will do the necessary coordination among the mobile agents inside local 
domain 1 to control the sending rates of UDP flows on a need basic.    

Figure 5.33 and Figure 5.34 show the throughput of UDP flows when CM4CC is used 
and is not used in the network. Similar as Figure 5.17 of scenario 4, when CM4CC is 
used (Figure 5.33), all UDP flows obtained the fair share of bandwidth on the link 
between Router5 and Router6 which is about 1.5 Mbps for each. Similar as Figure 5.18 
of scenario 4, when CM4CC is not used (Figure 5.34), the throughputs of the UDP flows 
are very different. UDP1 flow has good throughput while UDP4 flow has very bad 
throughput. 

Scenario 9: 20 TCP flows and 20 UDP flows in the wired network 
Figure 5.35 depicts the network configuration for scenario 9 with the mix of UDP flows 
and TCP flows. In Figure 5.35, 20 UDP flows are sent into the network at a constant bit 
rate 2.5 Mbps for the entire simulation time, which is 1200 seconds. UDP1_Send, 
UDP2_Send, UDP3_Send, UDP4_Send, UDP5_Send, UDP6_Send, UDP7_Send, 
UDP8_Send, UDP9_Send, UDP10_Send, UDP11_Send, UDP12_Send, UDP13_Send, 
UDP14_Send, UDP15_Send, UDP16_Send, UDP17_Send, UDP18_Send, UDP19_Send 
and UDP20_Send are source hosts of UDP1 flow, UDP2 flow, UDP3 flow, UDP4 flow, 
UDP5 flow, UDP6 flow, UDP7 flow, UDP8 flow, UDP9 flow, UDP10 flow, UDP11 
flow, UDP12 flow, UDP13 flow, UDP14 flow, UDP15 flow, UDP16 flow, UDP17 flow, 
UDP18 flow, UDP19 flow and UDP20 flow respectively.  

UDP1_Receive, UDP2_Receive, UDP3_Receive, UDP4_Receive, UDP5_Receive, 
UDP6_Receive, UDP7_Receive, UDP8_Receive, UDP9_Receive, UDP10_Receive, 
UDP11_Receive, UDP12_Receive, UDP13_Receive, UDP14_Receive, UDP15_Receive, 
UDP16_Receive, UDP17_Receive, UDP18_Receive, UDP19_Receive and 
UDP20_Receive are destination hosts of UDP1 flow, UDP2 flow, UDP3 flow, UDP4 
flow, UDP5 flow, UDP6 flow, UDP7 flow, UDP8 flow, UDP9 flow, UDP10 flow, 
UDP11 flow, UDP12 flow, UDP13 flow, UDP14 flow, UDP15 flow, UDP16 flow, 
UDP17 flow, UDP18 flow, UDP19 flow and UDP20 flow respectively.  

20 TCP (NewReno version) flows are generated from 20 FTP applications, which send 
20 large files with about 150 MBytes for each file from the host named TCP_Send to host 
named TCP_Receive. These TCP flows are sent simultaneously into network 
immediately when the simulation begins.  The capacity of links is 50 Mbps everywhere 
with the exception of the links between the edge routers and the destination hosts of the 
UDP flows which is 1 Mbps for each.  
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Figure 5.35: Network configuration for scenario 9. 
 
MA_Home is the home host of mobile agents (this is the place where mobile agents 
originate from and return to). The Monitoring Agent (MoA) starts to travel at 60s after 
simulation begins (it is the network warm-up period). The same time interval of 60s 
defines the duration between two travels of the monitoring agent. The allowed loss rate 
(ALR) for the unresponsive flow and α which represents the error tolerance of 
transmission media are set to 0.01 (or 1 %) for each. The size of the queues at routers is 
set to 1000 packets. Each router has two FIFO queues, one is for the TCP flows and the 
other is for the UDP flows. Finally, the period of reduction (PR) is set to 115 seconds. 

Figure 5.36 shows the total sending rate of 20 TCP flows and the total sending rate of 20 
UDP flows when CM4CC is used. About first 60s the mobile agents do not operate yet, 
so the UDP flows are not yet regulated. It implies that each UDP flow is sent into 
network at the rate of 2.5 Mbps as generated. Hence, the total sending rate of 20 UDP 
flows for first 60s since simulation begins is 50 Mbps as shown in Figure 5.36. The 
capacity of link between Router5 and Router6 is 50 Mbps while the total sending rate of 



 
 
CM4CC VALIDATION 
 
 

122 

20 UDP flows is 50 Mbps, so the total sending rate of 20 TCP flows is very small for the 
first 60 seconds. However, look at Figure 5.36 we can see the situation is very different 
after 60s, at which the mobile agents begin their operations. 
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Figure 5.36: Total sending rate of 20 TCP flows and 20 UDP flows with CM4CC 
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Figure 5.37: Total sending rate of 20 TCP flows and 20 UDP flows without CM4CC 



 
 

 CM4CC VALIDATION                              
 
 

123 

Indeed, due to the capacity of links between the edge routers and the destination hosts of 
UDP flows is 1 Mbps for each, a part of UDP flows is lost at these routers, leading to the 
sending rates of UDP flows are regulated by the mobile agents. As the result, after mobile 
agents begin their operations (60s since simulation begins), the total sending rate of 20 
UDP flows is 20 Mbps as shown in Figure 5.36. As the capacity of link between Router5 
and Router6 is 50 Mbps while the total sending rate of 20 UDP flows is 20 Mbps, leading 
to the rest of bandwidth which is about 30 Mbps is used to send 20 TCP flows. Hence, 
the total sending rate of 20 TCP flows is about 30 Mbps for the duration between 60s and 
about 900s after simulation begins as shown in Figure 5.36. At the time about 900s, 
whole 20 TCP flows completed their file transmissions. 
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Figure 5.38 Throughput of UDP flows with CM4CC in scenario 9 
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Figure 5.39: Throughput of TCP flows with CM4CC in scenario 9 
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Figure 5.40: Total throughput of 20 TCP flows and 20 UDP flows with CM4CC 
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Figure 5.41: Throughput of TCP flows without CM4CC in scenario 9 

 
 

Figure 5.37 shows the total sending rate of 20 TCP flows and the total sending rate of 20 
UDP flows when CM4CC is not used. In this case, as the mobile agents are not used, 20 
UDP flows always are sent into network at the rate 2.5 Mbps, leading to the total sending 
rate of 20 UDP flows is 50 Mbps. As the capacity of link between Router5 and Router6 is 
50 Mbps while the total sending rate of 20 UDP flows is 50 Mbps, consequently there is 
no bandwidth for sending the TCP flows as shown in Figure 5.37. 

Figure 5.38 and Figure 5.39 show the throughput of the UDP flows and the throughput of 
the TCP flows respectively when CM4CC is used. Look at Figure 5.38 we can realize 
that the throughput of each UDP flow is 1 Mbps. That is why the capacity of links 
between the edge routers and the destination hosts of UDP flows is 1 Mbps for each. In 
this case, each UDP flow obtained maximum throughput which equals the capacity of 
congested link toward to its destination. 
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Due to CM4CC is used, the UDP flows are regulated their sending rates by the mobile 
agents. It leads to the rest of bandwidth on the link between Router5 and Router6 which 
is about 30 Mbps is used to transmit 20 TCP flows as shown Figure 5.36. On the other 
hand, according to the simulation experiment, 20 TCP flows are sent and received 
simultaneously on the same source host and the same destination host, leading to each 
TCP flow can obtain the fair allocation for the remaining bandwidth on the link between 
Router5 and Router6 which is 30 Mbps. Therefore, the throughput of each TCP flow is 
about 1.5 Mbps as shown in Figure 5.39.  

As the throughput of each UDP flow is 1 Mbps (Figure 5.38) and the throughput of each 
TCP flow is about 1.5 Mbps (Figure 5.39), leading to the total throughput of 20 UDP 
flows is 20 Mbps for entire simulation time while the total throughput of 20 TCP flows is 
30 Mbps for the duration in which 20 TCP flows transfer their files as shown in Figure 
5.40.  Clearly, CM4CC is the max-min fairness because all UDP flows have bottleneck 
links which are the links between the edge routers and their destination hosts while all 
TCP flows have bottleneck link which is the link between Router5 and Router6.  
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Figure 5.42: Throughput of UDP flows without CM4CC in scenario 9 
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Figure 5.43: Total throughput of 20 TCP flows and 20 UDP flows without CM4CC 
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Figure 5.44: Loss rate of UDP flows with CM4CC in scenario 9 
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Figure 5.45: Loss rate of UDP flows without CM4CC in scenario 9 
 

Conversely, when CM4CC is not used, entire bandwidth of link between Router5 and 
Router6 is used to transmit 20 UDP flows as shown in Figure 5.37. It leads to the 
throughputs of TCP flows are very bad as shown in Figure 5.41, while the throughputs of 
UDP flows can not be higher than 1 Mbps due to the limitation on the congested links 
between the edge routers and the destination hosts of the UDP flows (Figure 5.42). 
Consequently, the total throughput of 20 UDP flows is 20 Mbps while the total 
throughput of 20 TCP flows almost is nothing as shown in Figure 5.43. 

Besides, the loss rates of the UDP flows are very different when CM4CC is used and not 
used as shown in Figure 5.44 and Figure 5.45 although the throughputs of the UDP flows 
are the same (i.e. 1 Mbps for each flow in both cases). When CM4CC is used (Figure 
5.44), about first 60s the mobile agents do not operate yet, the UDP flows are not yet 
regulated so the loss rate of each UDP flow is 60%. However, after 60s since simulation 
begins, the loss rate is very small which is much smaller than 10%. Conversely, when 
CM4CC is not used (Figure 5.45), the sending rates of the UDP flows are not reduced to 
respond to the network congestion. Consequently, the packets are dropped so much at the 
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congested routers, and this leads to the loss rate of each UDP flow is very large which is 
60% for each flow during entire simulation time.  
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Figure 5.46: The evolution of congestion window of TCP1 flow with CM4CC 
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Figure 5.47: The evolution of congestion window of TCP1 flow without CM4CC 
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Figure 5.46 and Figure 5.47 show the evolution of congestion window on the connection 
of TCP1 flow when CM4CC is used and is not used respectively. Clearly, when CM4CC 
is used TCP flow obtained the good throughput due to the size of congestion window 
always is increased. Conversely, when CM4CC is not used the throughput of TCP flow is 
very bad due to the size of congestion window always maintains with very small value. 

Scenario 10: one TCP flow and two UDP flows sent at the different times  
Network configuration of the scenario 10 in Figure 5.48 is used to implement three 
different simulation experiments. In the simulations, the flows are sent into network at 
the different times. Each simulation will work on two options with CM4CC is used and is 
not used. In the first simulation, the flows are sent into network in the order of a set 
(TCP, UDP1, UDP2). For the second simulation, the flows are sent into network in the 
order of a set (UDP1, TCP, UDP2). At last, for the third simulation, the flows are sent in 
the order of a set (UDP1, UDP2, TCP). The times at which the flows in a set are sent into 
network are 0s, 400s, and 800s respectively after beginning simulation. One can guess 
that the throughput of TCP flow will be affected by the time at which it is sent into 
network in the presence of the other UDP flows and the congested links.  

 

 
 

Figure 5.48: Network configuration for scenario 10 



 
 

 CM4CC VALIDATION                              
 
 

131 

Figure 5.48 shows the network configuration of scenario 10, with two UDP flows and 
one TCP flow. UDP1_Send and UDP2_Send are the source hosts, while UDP1_Receive 
and UDP2_Receive are the destination hosts of UDP1 and UDP2 flows respectively. 
Both UDP flows are generated at the constant bit rate 2.5 Mbps. MA_home is the home 
host of the mobile agents. TCP_Send and TCP_Receive are the source host and the 
destination host of the TCP flow respectively. TCP (New Reno variant) flow is 
generated by an application that infuses data into the network for entire duration since it 
is sent into network until the simulation terminates (the maximum data generation rate 
of the application is about 3 Mbps). MoA is generated periodically each 60s after the start 
of the simulation. The period of reduction (PR) is set to 115s. The total simulation time is 
set to 1200 seconds. The allowed loss rate (ALR) is set to 0.1 (or 10%) and α is set to 0.01 
(or 1%). 

The link capacity between the Router1 and the Router2 is 5 Mbps, while the capacity of 
the links between Router3 and UDP1_Receive, and between Router4 and 
UDP2_Receive is 2 Mbps.  The capacity of the other links is 10 Mbps each.  The routers 
in the simulation model have two FIFO queues, one for the TCP flows, while the other one 
for the UDP flows.  Queue size is set to 2000 packets.  
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Figure 5.49: Throughput of the flows in order (TCP, UDP1, UDP2) with CM4CC 

 

Figures 5.49 and 5.51 show the throughput of the flows in the first simulation with 
CM4CC is used and is not used. In this simulation experiment, TCP flow is sent 
immediately when simulation begins, while UDP1 and UDP2 flows are not transferred 
yet. TCP flow grabs this advantage by increasing quickly its window size to send the 
packets into network. The maximum data generation rate of the application is about 3 
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Mbps, so maximum transmission rate that TCP can be sent into network also is about 3 
Mbps. Figure 5.49 shows that throughput of TCP flow at the receiver also is about 3 
Mbps for the entire duration between 0s and 400s. There is not any congestion or loss 
during this period due to the maximum rate that TCP flow transmits into network still is 
low (about 3 Mbps) in comparing with the capacity of links on the path towards to the 
destination host of TCP flow.  

At the time 400s, UDP1 flow is sent into network. As the link capacity between Router1 
and Router2 is 5 Mbps while the total sending rate of TCP flow and UDP1 flow is about 
5.5 Mbps, that is a little higher than the link capacity. Consequently, after this moment 
(i.e. between 400s and 800s after the simulation starts), the throughput of TCP flow is 
reduced a little due to its congestion avoidance.  

At the time 800s, UDP2 flow begins to be sent into network. At this moment, total load 
of three flows is much greater than the link capacity between Router1 and Router2. The 
throughput of TCP flow is reduced fast due to the congestion control mechanism of TCP. 
When CM4CC is not used, two UDP flows occupy most bandwidth of the link between 
Router1 and Router2 (5 Mbps) to send their flows with rate 2.5 Mbps for each. 
Consequently, after the time 800s, the throughput of TCP flow is reduced and then it 
seems be shutdown completely as shown in Figure 5.51. Conversely, when CM4CC is 
used, due to the capacity of the links from the Router3 and Router4 to the destinations of 
UDP flows only is 2 Mbps each, these flows are regulated to reduce their losses at the 
congested routers. Hence, it gives the chance so that the TCP flow can recover its 
throughput after the time 800s as shown in Figure 5.49. 
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Figure 5.50: Loss rate of the flows in order (TCP, UDP1, UDP2) with CM4CC 



 
 

 CM4CC VALIDATION                              
 
 

133 

 

0

500000

1000000

1500000

2000000

2500000

3000000

3500000

0 120 240 360 480 600 720 840 960 1080 1200

Time (sec)

Th
ro

ug
hp

ut
 (b

its
/s

)

TCP

UDP1

UDP2

 
Figure 5.51: Throughput of the flows in order (TCP, UDP1, UDP2) without CM4CC 

 

Figures 5.50 and 5.52 show the loss rate of the flows with CM4CC is used and is not 
used. When CM4CC is used (Figure 5.50), the loss rate of each UDP flow is rather small 
(10%) that is suitable due to ALR is set to 0.1. When CM4CC is not used (Figure 5.52), 
not only TCP flow is shutdown but also the loss rates of UDP flows also are large.  
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Figure 5.52: Loss rate of the flows in order (TCP, UDP1, UDP2) without CM4CC 
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Figures 5.53 and 5.55 show the throughput of the flows in the second simulation with 
CM4CC is used and is not used respectively. In this simulation, UDP1 flow is sent 
immediately when simulation begins, while TCP and UDP2 flows are not transferred yet. 
The maximum throughput of UDP1 flow is 2 Mbps due to the capacity of link between 
Router3 and UDP1_Receive is 2 Mbps. As the link capacity between Router1 and 
Router2 is 5 Mbps, while the maximum transmission rate of UDP1 flow only is 2.5 
Mbps, there is at least 2.5 Mbps on the link between Router1 and Router2 still is free.  

Besides, as the routers use two queues each, TCP and UDP flows are isolated, TCP flow 
will have chance to obtain more than 2.5 Mbps at the link between Router1 and Router2. 
In deed, at the time 400s, the TCP flow is sent into network, it grabs this advantage by 
increasing quickly its window size to exhaust link capacity in sending the packets into 
network. Therefore during time between 400s and 800s the throughput of TCP flow is 
very good. Figure 5.53 lets us know utility of the link between Router1 and Router2 is 
near 100%, and both UDP1 flow and TCP flow attain the max-min fairness for the 
duration between 400s and 800s due to the throughput of UDP1 flow is 2 Mbps, while 
the throughput of TCP flow also is approximately 3 Mbps. 
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Figure 5.53: Throughput of the flows in order (UDP1, TCP, UDP2) with CM4CC 

 

Due to UDP2 flow is sent into network at the time 800s, the throughput of TCP flow is 
reduced and then this flow is shutdown completely from network as shown in Figure 5.55 
when CM4CC is not used. Conversely, when CM4CC is used, TCP flow always exists. 
Although, at first, when UDP2 flow suddenly is sent into network with high transmission 
rate, the throughput of TCP flow also is reduced due to its congestion control mechanism 
but then TCP flow is recovered and has better throughput as shown in Figure 5.53.  
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Figure 5.54: Loss rate of the flows in order (UDP1, TCP, UDP2) with CM4CC 
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Figure 5.55: Throughput of the flows in order (UDP1, TCP, UDP2) without CM4CC 

 

Figures 5.54 and 5.56 show the loss rate of the flows with CM4CC is used and is not 
used. When CM4CC is used (Figure 5.54), the loss rate of each UDP flow is rather small 
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(10%) that is suitable due to ALR is set to 0.1. When CM4CC is not used (Figure 5.56), 
not only TCP flow is shutdown but also the loss rates of UDP flows also are large.  
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Figure 5.56: Loss rate of the flows in order (UDP1, TCP, UDP2) without CM4CC 
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Figure 5.57: Throughput of the flows in order (UDP1, UDP2, TCP) with CM4CC 

 

Figures 5.57 and 5.59 show the throughput of the flows in simulation 3 with CM4CC is 
used and is not used. In the third simulation, TCP flow is sent latest while UDP1 flow is 
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sent immediately when simulation begins. Due to the greediness and advantages when 
UDP1 flow is the first flow sent into network while TCP and UDP2 flows are not 
transferred yet, the throughput of UDP1 flow always is 2 Mbps that equals the smallest 
capacity of links towards to its destination. Of course, this is the maximum throughput 
that UDP1 flow can have. As the link capacity between Router1 and Router2 is 5 Mbps 
while 2.5 Mbps is the maximum transmission rate that UDP1 flow can enter the network. 
Therefore, there is at least 2.5 Mbps on the link between Router1 and Router2 still is free.  
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Figure 5.58: Loss rate of the flows in order (UDP1, UDP2, TCP) with CM4CC 

 

At the time 400s, UDP2 flow is sent into network at the sending rate which is 2.5 Mbps. 
As the link capacity between Router1 and Router2 is 5 Mbps, the total load of both UDP 
flows can not exceed the link capacity between two routers, leading to there is not 
congestion on this link. However, due to the capacity of links between Router3 and 
UDP1_Receive, and between Router4 and UDP2_Receive only is 2 Mbps, the maximum 
throughput of each UDP flow still is 2 Mbps and there are losses for these UDP flows at 
Router3 and Router4 due to congestion. It leads to the UDP flows are regulated and their 
sending rates are reduced to their maximum allowed sending rates. Consequently, the 
total load of both UDP flows is about 4 Mbps. On the other hand, as the link capacity 
between Router1 and Router2 is 5 Mbps, it implies that approximation 1 Mbps of link 
capacity still is available for the case in which CM4CC is used.  

At the time 800s, TCP flow is sent into network, it grabs this advantage by increasing 
quickly its window size to exhaust the rest of link capacity between Router1 and Router2 
to send the packets into network. Therefore, although TCP flow is sent latest but its 
throughput is very good (approximate 1 Mbps) when CM4CC is used as shown in Figure 
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5.57. In this case, the throughputs of the flows are very good while the utility of link 
between Router1 and Router2 is approximate 100% (i.e. 5 Mbps) due to the throughputs 
of UDP1 flow, UDP2 flow and TCP flow are 2 Mbps, 2 Mbps and 1 Mbps respectively. 
The UDP1 flow and the UDP2 flow obtained the maximum throughput due to the 
capacity of the links between the edge routers and their destination hosts is 2 Mbps for 
each. In meanwhile, the throughput of TCP flow also is allocated very reasonably. 
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Figure 5.59: Throughput of the flows in order (UDP1, UDP2, TCP) without CM4CC 
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Figure 5.60: Loss rate of the flows in order (UDP1, UDP2, TCP) without CM4CC 
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Conversely, when CM4CC is not used, the sending rates of the UDP flows are not 
regulated. It implies that each UDP flow is transferred into network at the rate 2.5 Mbps 
as they are generated, and the total load of both UDP flows is 5 Mbps after UDP2 flow is 
sent into network at the time 400s. It also implies that the UDP flows already occupy 
almost link capacity between Router1 and Router2. Consequently, when TCP flow is sent 
into network at the time 800s, there is not any free bandwidth to send its packet. Figure 
5.59 shows the bad throughput of TCP flow and its shutdown due to the greediness and 
aggression of UDP flows when network is left uncontrolled (i.e. CM4CC is not used).  

Figures 5.58 and 5.60 show the loss rate of the flows with CM4CC is used and is not 
used. When CM4CC is used (Figure 5.58), the loss rate of each UDP flow is rather small 
(10%) that is suitable due to ALR is set to 0.1. When CM4CC is not used (Figure 5.60), 
not only TCP flow is shutdown but also the loss rates of UDP flows also are large (20%). 

The simulation studies in the scenario 10 showed that when CM4CC is used then not 
only TCP flow always exists in the network and has good throughput as the possible but 
also the loss rates of the UDP flows also are low. Conversely, when CM4CC is not used 
then not only TCP flow is shutdown completely by the UDP flows but also the loss rates 
of the UDP flows also are high when network is in tense condition.  

5.3.2 CM4CC Stability 

The rules that govern the CM4CC in the case of congestion are based on the maximum 
allowed sending rate (MASR), a derivation from the loss rate, and it is a threshold for the 
activation of control agents. In the absence of network congestion, defined as the normal 
state of the network, the sending rates of unresponsive flows have to be regulated 
whenever the loss rate is greater than ALR. On the other hand, in presence of congestion 
the non-TCP flows that relate to TCP flows have to be reduced when the loss rate is 
greater than α, which represents the error tolerance of transmission media. These 
parameters for the simulation experiments with CM4CC used in this session are set to 0.1 
(10%) and 0.01 (1%) for ALR and α respectively.  

Whenever the loss rate exceeds the threshold, at first, the control agent created to deliver 
MASR to the source host of UDP flow. Then, the traffic shaper placed at this source host 
will limit the sending rate of UDP flow to MASR. In fact, the information ends in the 
traffic shaper that does the rate reduction (if necessary). The situation persists only for the 
period of reduction (PR). When PR ends, if there is no new MASR, the traffic shaper 
seizes any further reduction, i.e. the unresponsive flows can go into the network with full 
speed.  

The length of the reduction interval affects UDP transfer rates and hence the performance 
of the network. PRs should be set to smaller values when either the congestion periods 
are short or there are only small oscillations between UDP sending and receiving rates. It 
explains why small delays and demands for large bandwidth are the key factors to 



 
 
CM4CC VALIDATION 
 
 

140 

performance of multimedia applications. When loss rate is acceptable, small value of PR 
will help for UDP flows can fast return to their transmission rates. On the contrary, with 
long congestion periods being the same as having big oscillations between sending and 
receiving rates, very brief PRs may cause unstable throughput of the UDP flows.  

The empirical results suggest that when the interval between two consecutive rounds by 
the monitoring agents is 60 seconds, the period of reduction should be between 60 and 
120 seconds. 
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Figure 5.61: Throughput of UDP flows with PR of 60s, 3 Mbps Link, D-buffer 
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Figure 5.62: Throughput of UDP flows with PR of 115s, 3 Mbps Link, D-buffer 
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The factors which can influent to the stability of CM4CC are examined via the 
appropriate variation of the parameters in network configuration (Figure 5.8) such as the 
bandwidth of the congested link (between Router1 and Router2), the period of reduction 
(PR) and the queue size. CM4CC stability is understood similarly as the general concept 
of stability mentioned in [92]. That is a system G is called stable if any bounded input 
over any amount of time will produces a bounded output 
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Figure 5.63: Throughput of UDP flows with PR of 60s, 4 Mbps Link, D-buffer 
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Figure 5.64: Throughput of UDP flows with PR of 115s, 4 Mbps Link, D-buffer 
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Figures 5.61 and 5.62 show the throughput of the UDP flows with 60s and 115s for PRs, 
link capacity between Router1 and Router2 of 3 Mbps, and the router queue size of 2000 
packets (D-buffer). The UDP flows have more than acceptable throughput, fairness, and 
less than oscillation when PR is 115s instead of 60s. 
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Figure 5.65: Throughput of UDP flows with 3 Mbps Link and without CM4CC 
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Figure 5.66: Throughput of UDP flows with 4 Mbps Link and without CM4CC 
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The only difference in Figures 5.63 and 5.64 that show the throughput of two UDP flows 
with 60s and 115s for PRs is the increased bandwidth of the link between Router1 and 
Router2 from 3 Mbps to 4 Mbps. The UDP flows have more good throughput, fairness 
and less oscillation, regardless of the selected duration of the period, which is either 115s 
or 60s. The receiving rates of UDP flows converge towards fair bandwidth allocation. 

Keeping the same values of the network parameters, while taking out the CM4CC 
features, which is shown on Figures 5.65 and 5.66, may change the performance of the 
system. It can become unbalanced concerning the individual flows. In the beginning, the 
throughput of the UDP flows seems to be satisfactory. Few moments later, the UDP1 
flow takes an advantage and occupies most of the bandwidth available from the 
congested link between Router1 and Router2. It appears that the UDP2 flow has been 
squeezed out and has less bandwidth allocated to it. 

If the size of the queues is halved, which means going from 2000 packets (D-buffer) to 
1000 packets (S-buffer), Figures 5.67 and 5.68 show the throughput of the UDP flows 
with 60s and 115s for PRs respectively. All other network parameters are the same as in 
the previous configuration.  
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Figure 5.67: Throughput of UDP flows with PR of 60s, 3 Mbps Link, S-buffer 

 

The performance is similar with the cases in Figures 5.63 and 5.64, moreover it states the 
obvious with respect to the size of the buffers: when a router is a part of a congested link, 
enlarging the buffer size does not help. In fact, if one compares the results from Figure 
5.67 with Figure 5.61, and Figure 5.68 with Figure 5.62 it is evident that the smaller 
queue size makes the UDP flows converge faster to the fair share bandwidth. 
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Figure 5.68: Throughput of UDP flows with PR of 115s, 3 Mbps Link, S-buffer 
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Figure 5.69: Throughput of UDP flows with PR of 60s, 4 Mbps Link, S-buffer 

 
As indicated in Figures 5.69 and 5.70 and compared with Figures 5.63 and 5.64, while 
having in mind that the only modification is the increase in capacity of the link between 
Router1 and Router 2 from 3 to 4 Mbps, it is interesting to notice that the stability with 
respect to the dynamics of the fair-share bandwidth is better with smaller buffers 
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Figure 5.70: Throughput of UDP flows with PR of 115s, 4 Mbps Link, S-buffer 

 

5.3.3 CM4CC Fairness 

The fairness of CM4CC is examined based on the simulation experiments in the 
scenarios 11, 12 and 13. The network configuration depicted in Figure 5.71 is used for 
both scenarios 11 and 12, while the network configuration depicted in Figure 5.77 is used 
only for scenario 13. In the scenarios 11 and 12, there is a mixture of a TCP and a UDP 
flow, and the routers have either two FIFO queues or a single FIFO queue each. The 
scenario 13 describes again a mix of TCP and UDP flows, and the routers have a single 
FIFO queue each but there is one router added between Router2 and UDP1_Receive that 
is the destination host of UDP1 flow.    

Scenario 11: TCP and UDP flows with two double-queues (2D-queue) routers 

The network configuration in Figure 5.71 includes a UDP flow with constant bit rate 2.5 
Mbps for the entire simulation time of 1200 seconds and a TCP flow. UDP1_Send and 
UDP1_Receive are source host and destination host of UDP1 flow respectively. FTP 
application, which sends a large file of about 300 MBytes, generates a TCP (NewReno 
version) flow at the host named TCP_Send. The large size of the data file transferred 
which makes TCP flow active for whole duration of the simulation interval. 

MA_Home denotes the home of mobile agents. As before, the Monitoring Agent (MoA) 
starts to traverse the network after 60 seconds, and the time gap between two consecutive 
trips is 60 seconds. In addition, the link capacity is 10 Mbps everywhere with the 
exception of the link between Router1 and Router2 which is 3 Mbps, and the link 
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between Router2 and UDP1_Receive host which is 1 Mbps. Finally, the PR is set to 115 
seconds. 

 

 
 

Figure 5.71: Network configuration for scenario 11 and 12 
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Figure 5.72: Throughput of the flows with 2D-queue and without CM4CC 
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The two queues at the routers are used to separate TCP and UDP flows, namely without a 
loss of generality, we can assume that one of the queues is denoted TCP Queue and the 
other one UDP Queue. In fact, there is some sort flow isolation or even packet 
classification at each router. 

In Figure 5.72, the CM4CC is turned off, while on Figure 5.73 is turned on. When our 
combined model is not used, the aggregated throughput of the blend is around 2 Mbps. 
When CM4CC is active, the aggregated throughput of both flows is around 3 Mbps for 
the entire simulation time, which indicated almost 100% utilization of the link. Moreover, 
the blend has attained max-min fairness under optimal throughput.  

The TCP flow initially is in the slow-start phase, and UDP takes over the constant rate 
2.5 Mbps that fill up the UDP queue. In fact, there is no packet loss in the UDP flow up 
to Router2 due to link capacity between Router1 and Router2 is 3 Mbps but transmission 
rate of UDP flow only is 2.5 Mbps. Then, since the link capacity between Router2 and 
UDP1_Receive drops to 1 Mbps, the throughput of UDP1 flow will be 1 Mbps, leading 
to there should be a significant packet drop that is 1.5 Mbps on the outgoing link of 
Router2. Clearly, loss rate of UDP1 flow is 0.6 (i.e. 60% of the sending rate of UDP1 
flow is lost), that exceeds the ALR (set to 0.1), and thus the UDP source host starts the 
traffic shaper to regulate the sending rate.    
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Figure 5.73: Throughput of the flows with 2D-queue and CM4CC 

 
The regulation of UDP1 flow implies that its sending rate does not exceed MASR that is 
about 1 Mbps. The rest of the link capacity (about 2 Mbps) is left to TCP since the time 
290 seconds after the beginning of the session. Very quickly, the TCP flow stabilizes 
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around 2 Mbps, which last until the end of the simulation as shown on Figure 5.73. The 
TCP flow is isolated so it does not have any adverse effect from the congested link 
between Router2 and the UDP1 destination host. When CM4CC is combined with flow 
isolation, in presence of congestion, the network performance is very good and even 
stability in considering max-min fairness.  

In this case, CM4CC obtained the max-min fairness in rate allocation for all flows. In 
order to prove this thing, we used the algorithm in [82] to find rate allocation in terms of 
the max-min fairness, and then compare it with the result from the simulation. In essence, 
the algorithm in [82] is detailed implementation of the progressive filling algorithm [81] 
that we mentioned in chapter 4.  

The max-min fairness rate allocation is found by using the algorithm in [82] as follows: 

Let us denote 

Link 1 is the link from UDP1_Send to Router1 

Link 2 is the link from TCP_Send to Router1 

Link 3 is the link from Router1 to Router2 

Link 4 is the link from Router2 to UDP1_Receive 

Link 5 is the link from Router2 to TCP_Receive 

The capacity of link 1, link 2, link 3, link 4 and link 5 are 1c =10, 2c =10, 3c =3, 4c =1, 

5c =10 respectively as shown in Figure 5.71.  

if  is defined by the formula i

i

c
n

, where in  is the number of flows sharing the same link i.  

S is set of flows which are possible to increase their rates while R is a set of flows which 
are impossible to increase their rates any more.   

Hence, at the beginning of the algorithm S= {UDP flow, TCP flow} 

As only link 3 is shared by UDP flow and TCP flow, according to step 1 of the algorithm 
used to find rate allocation in terms of the max-min fairness [82], we have 1f  = 10, 2f  = 
10, 3f =1.5 (i.e. 3c /2), 4f = 1, 5f = 10.  

Since 4f = 1 is minimum value among { 1f , 2f , 3f , 4f , 5f } while the link 4 is used only 
by UDP flow. Thus, according to step 2 of the algorithm in [82], we have R = {UDP 
flow}, and the max-min rate allocation for UDP flow is 1 Mbps.  

New S = {TCP flow}and 1c =9, 2c =10, 3c =2, 4c =0, 5c =10 

Finally, we have 1f  = 9, 2f  = 10, 3f =2, 5f = 10.  
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Since 3f =2 is minimum value among { 1f , 2f , 3f , 5f } while link 3 is used by TCP flow 
and UDP flow but current S= {TCP flow}, leading to R = {TCP flow} and the max-min 
rate allocation for TCP flow is 2 Mbps. Algorithm stops here due to new S is empty.  

In summary, we have the max-min fairness rate allocation for UDP flow and TCP are 1 
Mbps and 2 Mbps respectively.  

Now we look at Figure 5.73, which presents the result from the simulation. We realize 
that the throughput of the UDP flow and TCP flow are 1 Mbps and 2 Mbps respectively. 
This proved that the throughput of the flows obtained max-min fairness allocation when 
CM4CC is used. In this case, the UDP flow has a bottleneck link which is link 4 while 
the TCP flow has a bottleneck link which is link 3.  

We can use the algorithm in [82] to prove that CM4CC can obtain the max-min fairness 
rate allocation as mentioned above. However, the simple alternative is to indicate that 
each flow has a bottleneck link based on the definition in [81]. In the simulations 
mentioned in this chapter, the later method often is used. 

Scenario 12:  TCP and UDP flows with two single-queue (2S-queue) routers 

Scenario 12 is based on the same network configuration (Figure 5.71) as in scenario 11; 
however, the routers have a single queue with a FIFO queuing discipline. Figure 5.74 
shows rather low throughput of the TCP connection and almost no increase in the size of 
the congestion window during the simulation interval.  

0

200000

400000

600000

800000

1000000

1200000

0 120 240 360 480 600 720 840 960 1080 1200

Time (sec)

Th
ro

ug
hp

ut
 (b

its
/s

)

TCP

UDP1

 
Figure 5.74: Throughput of the flows with 2S-queue and CM4CC 
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There is a large UDP packet drop rate at the Router2, which calls for the regulation of the 
sending rate (the loss is greater than ALR). It seems that it gives a chance for the TCP 
packets, which in reality is not true - due to the single queue that does not differentiate 
between sources, TCP packets are either dropped or terribly delayed at the Router2, 
which eventually leads to TCP timeout. The reduction of the congestion window size 
follows in order to mitigate the congestion. The small size of the TCP congestion window 
during the whole simulation period implies poor throughput for the TCP connection 
(Figure 5.75). 

0

1000

2000

3000

4000

5000

6000

7000

8000

9000

10000

12 132 252 372 492 612 732 852 972 1092 1212

Time (sec)

C
on

ge
st

io
n 

W
in

do
w

 (b
yt

es
)

With CM4CC

Without CM4CC

 
Figure 5.75: The evolution of TCP congestion window with 2S-queue, 

and with and without CM4CC 
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Figure 5.76: Loss rate of UDP flow with 2S-queue and with and without CM4CC 
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Figure 5.76 shows the loss rate of UDP1 flow when CM4CC is used and is not used in 
the network. Clearly, when CM4CC is used, the loss rate is rather small, whereas, when 
CM4CC is not used, the loss rate is stably at very high level (60%). As Figure 5.76 
shows, while there is no significant improvement in the throughput of TCP flow in the 
blend of TCP and UDP flows when CM4CC is used in scenario 12, the mechanisms 
embedded into the combined model do help elevate the congestion itself (UDP flow).  

Scenario 13:  TCP and UDP flows with three single-queue (3S-queue) routers 
Scenario 13 uses network configuration depicted in Figure 5.77 to conduct the simulation 
experiment. The difference in the parameters and the conditions pertinent to the network 
configuration depicted in Figure 5.71 correspondingly, is the appearance of an additional 
router (Router3) between the Router2 and the destination for the UDP1 flow. Moreover, 
each router in Figure 5.77 consists of only a single FIFO queue. The capacity of links is 
10 Mbps except the link capacity between Router1 and Router2 that is 3 Mbps and link 
capacity between Router3 and UDP1_Receive that only is 1 Mbps.  

When CM4CC is not used (Figure 5.79), the TCP flow has a very low throughput and it 
is ultimately shutdown. The performance of the network, concerning fair share of the 
bandwidth, throughput and negligible oscillations, is much better (Figure 5.78) when 
CM4CC is employed, even when UDP1 flow goes through congested links.  

  

 
 

Figure 5.77: Network configuration for scenario 13 
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At time 880 seconds, when timeout occurs, MoA seizes traveling while CMoSA and 
CMoRA start to work on data collection (on the UDP1 sending and receiving rates).  The 
results demonstrate that CM4CC provides for high throughput and acceptable max-min 
fairness for the blend even when the conditions are not favorable - a single buffer and 
congested links. The dynamics of the TCP congestion window is optimistic - the size 
increases with the arrival of each new acknowledgment.  
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Figure 5.78: Throughput of the flows with 3S-queue and CM4CC 
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Figure 5.79: Throughput of the flows with 3S-queue and without CM4CC 
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This simulation proves that CM4CC still can offer good throughput and even fairness in 
term of max-min fairness for the flows within certain duration although the network 
condition is bad such as the same FIFO queue is used for both types of flows and UDP 
packets must go over some congested links on the path toward their ultimate destination. 

Figure 5.80 shows the loss of UDP1 flow when CM4CC is either turned on or turned off. 
The advantage is unequivocally on the side of the CM4CC, since in addition of the high 
throughout and fairness concerning bandwidth allocation, the loss rate of UDP1 flow is 
rather small. 
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Figure 5.80: Loss rate of UDP flow with 3S-queue, and with and without CM4CC 

5.3.4 CM4CC and DCCP in Congestion Management 

CM4CC is the solution built based on the mobile agent paradigm to control congestion 
for the unresponsive flows which often are generated by the multimedia applications 
using UDP as the transport protocol. DCCP is the solution in which a new protocol 
named DCCP is proposed with the objective that is to instead of existing well-known 
UDP. The effect of congestion control mechanisms to the network is examined through 
some simulation experiments which are implemented based on the different network 
configurations. Scenario 14 is used for CM4CC while scenario 15 is used for DCCP.   

Scenario 14: TCP and UDP flows in the wired network with CM4CC 

There is one UDP flow and one TCP flow in the simulation model of the scenario 14. 
UDP1 flow is generated at a constant bit rate of 2.5 Mbps for the entire simulation time, 
which is 1200 seconds. TCP flow (NewReno version) transfers one data file with size 
about 188 MBytes, generated from FTP application into network. 
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Figure 5.81: Network configuration for scenario 14 
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Figure 5.82: Sending rate of the flows with 10 Mbps Link and CM4CC 

 

Similar as the previous simulations, MA_Home also is the home host of mobile agents. 
The Monitoring Agent (MoA) starts to travel at 60s after simulation begins. The same 
time interval of 60s defines the duration between two travels of the monitoring agent.  
The allowed loss rate (ALR) for the unresponsive flow and α which represents the error 
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tolerance of transmission media are set to 0.01 (or 1 %) for each. The queue size at the 
routers is set to 1000 packets. Finally, the period of reduction (PR) is set to 115 seconds. 
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Figure 5.83: Throughput of the flows with 10 Mbps Link and CM4CC 
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Figure 5.84: Sending rate of the flows with 2.5 Mbps Link and CM4CC . 

 

There are three simulation experiments implemented in this scenario with the changes of 
the capacity of link between Router2 and UDP1_Receive which is the destination host of 
UDP flow. In the simulations, the capacity of all links is 10 Mbps except the link between 
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Router3 and Router4 which is 4 Mbps. Besides, in the first simulation the capacity of link 
between Router2 and UDP1_Receive is 10 Mbps which is greater than the generated rate 
of the UDP flow. In the second simulation the capacity of link between Router2 and 
UDP1_Receive is 2.5 Mbps which equals the generated rate of the UDP flow. In the third 
simulation the capacity of link between Router2 and UDP1_Receive is 2 Mbps which is 
smaller than the generated rate of the UDP flow. 
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Figure 5.85: Throughput of the flows with 2.5 Mbps Link and CM4CC 
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Figure 5.86: Sending rate of the flows with 2 Mbps Link and CM4CC 
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Figure 5.82 and Figure 5.83 show the sending rate and the throughput of the flows 
respectively when the capacity of link between Router2 and UDP1_Receive is 10 Mbps. 
Figure 5.84 and Figure 5.85 show the sending rate and the throughput of the flows 
respectively when the capacity of link between Router2 and UDP1_Receive is 2.5 Mbps. 
Figure 5.86 and Figure 5.87 show the sending rate and the throughput of the flows 
respectively when the capacity of link between Router2 and UDP1_Receive is 2 Mbps.  
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Figure 5.87: Throughput of the flows with 2 Mbps Link and CM4CC 

 

Look at Figure 5.83 and Figure 5.85 we can realize that the throughput of UDP flow 
always is 2.5 Mbps. That is why in the simulation 1 and simulation 2 of this scenario, the 
capacity of link between Router2 and UDP1_Receive is greater than or equals 2.5 Mbps 
respectively, leading to UDP packets are not lost on the path toward the destination host, 
and hence the sending rate of this flow is no need to be controlled. As the capacity of link 
between Router3 and Router4 is 4 Mbps, there is 1.5 Mbps which is the rest of bandwidth 
of this link is used for transmitting data of TCP flow. It results TCP flow has the 
throughput of 1.5 Mbps for whole simulation time.  

In simulation 3, as the capacity of link between Router2 and UDP1_Receive is 2 Mbps, 
some UDP packets are lost at the Router2. It leads to the sending rate of UDP flow is 
regulated. Look at Figure 5.86 we can realize that at the first seconds, the sending rate of 
UDP flow is 2.5 Mbps but after that which is about 60s after simulation begins, the 
sending rate of UDP flow is regulated stably to approximate value of 2 Mbps until the 
end of simulation due to the mobile agents begin their operations since 60s after 
simulation begins. Consequently, the rest of bandwidth of the link between Router3 and 
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Router4 is used to transmit data of TCP flow. Look at Figure 5.87, we can see that the 
throughput of TCP is very good, approximately 2 Mbps while the UDP flow obtains the 
maximum throughput of 2 Mbps.  

Scenario 15: TCP and DCCP flows in the wired network with DCCP 
Figure 5.88 depicts the network configuration for the simulations in scenario 15 with the 
mix of one DCCP flow and one TCP flow. In scenario 15, we used contributive code of 
DCCP implemented in OPNET. DCCP congestion control algorithm used is CCID 3 
(Congestion Control ID 3) [136] which is appropriate for the applications that would like 
to smooth the changes in the sending rate. 

Load of each flow (i.e. DCCP flow and TCP flow) is sent into network in this scenario is 
the same load of TCP flow in the scenario 14. Namely, the load of each application which 
corresponds with either DCCP flow or TCP flow (NewReno version) is 300000 packets 
with 629 bytes of packet size, i.e. about 188 MBytes.  

 

 
 

Figure 5.88: Network configuration for scenario 15 

 

Similar as the scenario 14, there are also three simulation experiments implemented in 
this scenario with the changes of the capacity of link between Router2 and client_dccp 
which is the destination host of DCCP flow. In simulations, the capacity of all links is 10 
Mbps except the link between Router3 and Router4 which is 4 Mbps. Besides, the 
capacity of the link between Router2 and client_dccp is different, namely 10 Mbps, 2.5 
Mbps and 2 Mbps for the first, second and third simulation in this scenario respectively.  
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Figure 5.89: Sending rate of the flows with 10 Mbps Link and DCCP 
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Figure 5.90: Throughput of the flows with 10 Mbps Link and DCCP 
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Figure 5 91: Sending rate of the flows with 2.5 Mbps Link and DCCP 
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Figure 5.92: Throughput of the flows with 2.5 Mbps Link and DCCP 

 

Figure 5.89 and 5.90 show the sending rate and the throughput of TCP flow and DCCP 
flow respectively when the capacity of link between Router2 and client_dccp is 10 Mbps. 
Look at Figure 5.89 we can realize that the sending rate of DCCP flow is increased due to 
(1) DCCP uses congestion control algorithm like either TCP or TFRC [137] (TCP-
friendly Rate Control), (2) the capacity of link between Router2 and client_dccp is 10 
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Mbps, so there is no loss for DCCP flow at Router2. Hence, the throughput of DCCP 
flow also is increased as shown in Figure 5.90.  

Otherwise, as the capacity of link between Router3 and Router4 is a constant value (4 
Mbps), TCP takes only the rest of bandwidth of this link, it causes the sending rate of 
TCP is decreased when the sending rate of DCCP flow is increased as shown Figure 5.89. 
Consequently, when the throughput of DCCP flow is increased then the throughput of 
TCP flow is decreased as shown in Figure 5.90.  
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Figure 5.93: Sending rate of the flows with 2 Mbps Link and DCCP 

 

Figures 5.91 and 5.92 show the sending rate and the throughput of TCP flow and DCCP 
flow respectively when the capacity of link between Router2 and client_dccp is 2.5 
Mbps. As the capacity of link between Router2 and client_dccp is 2.5 Mbps, maximum 
throughput of DCCP only is 2.5 Mbps, hence the rest of bandwidth of link between 
Router3 and Router4 which is 1.5 Mbps is used to transmit data of TCP flow. It results in 
the throughput of DCCP flow approaches to 2.5 Mbps while the throughput of TCP flow 
approaches to 1.5 Mbps as shown in Figure 5.92. 

Figures 5.93 and 5.94 show the sending rate and the throughput of TCP flow and DCCP 
flow respectively when the capacity of link between Router2 and client_dccp is 2 Mbps. 
Look at Figure 5.93 we can realize that the sending rate of DCCP flow approaches to the 
value of 2 Mbps and can not increase over 2 Mbps due to the capacity of link between 
Router2 and client_dccp is 2 Mbps while DCCP has the congestion control mechanism 
integrated in DCCP protocol. It results in the packets of DCCP flow are not dropped at 
the congested router (i.e. Router2).  
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Figure 5.94: Throughput of the flows with 2 Mbps Link and DCCP 

 

As the sending rate of DCCP flow is regulated to the maximum value which is 2 Mbps, 
the rest of bandwidth of link between Router3 and Router4 which is 2 Mbps is used to 
transmit the packets of TCP flow. Consequently, both DCCP flow and TCP flow obtain 
good throughput which is 2 Mbps for each as shown in Figure 5.94. 

In general, based on the simulation results implemented in scenario 15, we can realize 
that DCCP works rather well on the point of view of the network congestion control and 
is a good candidate of the replacement for UDP in real-time applications. Nevertheless, 
there have been some arguments that DCCP does not yet make the users and the 
developers of the multimedia applications content [136].  

That is why, as stated in [126] by the DCCP authors then DCCP is a protocol which is 
considered as TCP minus byte-stream semantics and reliability. Naturally, this leads to 
the mind that it may be not completely suitable with the multimedia applications in which 
the data transmission with little oscillation on rate and low delay are preferred.  

Besides, as the congestion control algorithm of DCCP in CCID 2 [138] (Congestion 
Control ID 2) and CCID 3 [136] are similar TCP and TFRC [137] respectively, it leads to 
the throughput of DCCP flow increases slowly even when the bandwidth is available as 
shown in the first simulation of scenario 15 (Figure 5.90).  

On the other hand, according to the algorithm of congestion control mechanism in DCCP, 
the sending rate of DCCP flow is increased constantly until packet loss occurs. This can 
lead to TCP flow must sustain the disadvantages on the throughput for long time when 
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DCCP flow and TCP flow share the same links. Figure 5.89 indicates that while the 
DCCP flow increases the sending rate then the TCP flow is reduced its sending rate. 
Consequently, the throughput of TCP flow is decreased in the increase of DCCP 
throughput as shown in Figure 5.90.  

The question is whether the existing multimedia applications such as VoIP, streaming 
media, online game and so on that have used UDP as the transport protocol are ready to 
switch to DCCP or not.  

5.4 Summary 
The validation of CM4CC has been done using various scenarios for different simulation 
experiments in the OPNET environment. Most of the experiments focus on proving the 
possibility for coexistence of TCP flows and non-TCP flows in wired, wireless, and 
heterogeneous networks, as well as fairly large topologies. In addition, the issues like 
fairness, scalability and stability of the network are examined in order to prove the 
universality of the model deployed. The results of the simulation experiments in CM4CC 
indicated that CM4CC attains the max-min fairness. The fairness may be improved when 
CM4CC is used with an appropriate queue scheduling mechanism.  

The coexistence of TCP flows and UDP flows was estimated based on the simulation 
experiments in the different scenarios through the scenarios from 1 to 10 with the 
network configurations from simple to complex.  In the scenario 1, the network is wired 
with only one TCP and one UDP flow. The scenario 2 is similar with scenario 1 but the 
network has two pure UDP flows. In scenario 3, the network has a complex configuration 
with 11 routers, four UDP flows and one TCP flow. Scenario 4 is similar with scenario 3 
but network has only four UDP flows with 6 routers. The scenario 5 and the scenario 6 
examine the ability of CM4CC in the wireless network environment. The scenario 7 and 
the scenario 8 are used to prove the feasibility of the solution in which the mobile agents 
in CM4CC operate in the hierarchical fashion within the network that is partitioned. The 
scenario 9 provides the evidence for the validation of CM4CC when implementing it in 
the large networks with many routers and many flows in which the flows are in the mix 
of 20 TCP and 20 UDP flows. The scenario 10 is used to check the validation of CM4CC 
when the flows in the network sent at the different times.  

The fairness of CM4CC is examined in scenarios 11, 12 and 13 based on network 
configurations that have two routers with double FIFO queues, two routers with single 
FIFO queue, and three routers with single FIFO queue. In scenario 11, the throughput of 
the flows (UDP flow and TCP flow) obtained rate allocation in term of the max-min 
fairness. The scenario 14 and the scenario 15 were used in the simulations to compare the 
attributes of CM4CC and DCCP for congestion control in the same network 
configurations. In these scenarios, the capacity of the link between the edge router and 
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the destination host of either the UDP flow or the DCCP flow is examined in different 
networking topologies. 

In general, the results from the different simulation experiments in this chapter suggested 
a plausible and encouraging venue for CM4CC. The solution to the problem of 
coexistence of responsive and unresponsive flows is important to the stability and 
performance of the Internet today, where so many different applications and services run 
simultaneously. 

  

.  
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Chapter 6 
 

CONCLUSIONS AND FUTURE RESEARCH 

One of the major research challenges today is to find out how to make large and complex 
systems stable and sustainable. In our case the problem is translated to the area of data 
networks and the Internet. The Internet is arguably one of the most complex human 
artifacts that is not only a technological phenomenon, but also social and economic one.   

When the events on the network are left uncontrolled, the performance of the whole 
system degrades, which has an overall effect on the Quality of Service and integrity of 
the infrastructure. Moreover, the Internet does not allow having a special treatment for 
delay-sensitive applications, since it violates the principle of packets equality.  

The large number of users and the variety of applications consume a lot of network 
resources. Their effective management, while providing an acceptable quality of service 
is paramount to the stability of the Internet. The traffic patterns, both locally and globally, 
or on a macro and micro levels, show a self-similar behavior. Recently, a pool of methods 
termed as the Internet tomography has been employed to gather more understanding of 
what is going on the Net. Inter alia, the complexity of the Internet has been compared to 
that of an ecosystem or even a social system. 

There are numerous modifications of the original TCP protocol, which is a reliable 
protocol that understands congestion and thus changes its behavior accordingly. On the 
other hand, multimedia applications, which are data intensive, rely on UDP. Unlike TCP, 
UDP is not a reliable protocol and has no knowledge of congestion whatsoever, which 
makes it rather “greedy” towards the network resources.  

This behavior is unfair between different types of flows because when congestion occurs, 
TCP flows suffer the reduction of traffic due to the TCP congestion control mechanism at 
the end hosts. On the other hand, the non-TCP flows (for instance, UDP) continue to 
pump packets into the network. In the worst case, the performance of TCP flows can be 
decrease dramatically and even converge to zero or a complete shutdown. 

In a departure from the traditional TCP congestion management, there are new 
algorithms that make routers pro-active and modify their performances based on queue 
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management. The new protocol, which in many different scenarios shows significantly 
better performance, is rather important in a heterogeneous environment, even more so 
considering that mobile devices have rather limited processing power and energy 
resources. However, implementing various policies to deal with the queue mechanism, 
firstly imposes the need for modifications in the router architecture, and secondly this 
translates to an overhead work for the router and possibly additional delays. Further 
more, the existing congestion control mechanisms are not strong enough to congestion 
control as well as congestion collapse caused by unresponsive flows to the Internet today.   

The mobile agent technology in the area of computer networking and 
telecommunications has shown that it can improve significantly the system performance. 
The mobile agent paradigm may overcome the limitations of the client-server model 
through their dynamic behavior works fairly well in distributed environments.  

While most of the Internet traffic is still in favor of TCP over UDP, the ratio being four to 
one, the traffic based on the later protocol is steadily increasing. Moreover it is necessary 
for the two protocols to exist on the network and work together to enable better 
performance of the network applications. We are looking into a fairly general set of 
procedures, which are a combination of the mobile agent concept and the traditional TCP 
mechanisms, to produce if possible a so-called Combined Model for Congestion Control 
(CM4CC). 

The proposed model is based on two different global principles. The first one is to 
preserve the classical host centric or end-to-end (E2E) congestion control mechanism that 
comes from TCP. The second one invokes the power of mobile agents to control and 
prevent congestion that may be induced by non-TCP (UDP) traffic.  

At the initial stage, the basic model of CM4CC was designed to work in the wired 
networks. Then it was extended to the wireless networks. In a heterogeneous network 
environment, the well-known Snoop protocol is used at the base stations to improve 
performance of TCP. To do so, a code segment should be integrated into the Snoop 
module for the purpose of recording some information that the monitoring agents need. 
The modification is both simple and does not involve any network resources, other than 
the base stations.     

The validation CM4CC was verified through many simulation experiments in the 
OPNET simulation environment, which was extended with an original library of objects 
specially created for the implementation of the CM4CC. Most of the simulations deal 
with 

• The coexistence of both types of the flows (responsive and unresponsive 
flows) in many different scenarios (i.e. wired and wireless networks) when 
the flows are sent simultaneously or at the different times 
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• The validity of the solution used to implement CM4CC in the large 
network,  

• Examines the fairness and the stability of CM4CC  

Nevertheless, the utilities and objects available from the OPNET standard library are not 
quite suitable to represent the complex behavior of the mobile agents. In CM4CC, the 
collected information from mobile agents is crucial to make the right decisions 
concerning congestion control. Therefore, to make possible the verification and 
accommodate the validation of CM4CC, an original set of objects has been created to be 
used in the OPNET environment when one deals with similar problems.  

In order to facilitate the implementation of CM4CC, especially related to the freedom of 
movement and the integrity of a mobile agent, a packet with special structure called 
mobile agent packet was proposed. CM4CC is a host-based congestion control 
mechanism so it may prevent congestion collapse. However, it does not guarantee 
fairness in general for all flows in all different situations and network topologies.  The 
simulation experiments showed that CM4CC can obtain max-min fairness by using 
routers with two FIFO queues that isolate the responsive from the unresponsive flows. It 
appears that in managing congestion and exhibiting fairness, CM4CC works in a 
satisfactory manner regardless of the queue scheduling mechanisms that are deployed.  

The simulation studies in the OPNET environment demonstrate both the validity and the 
power of the CM4CC in congestion management when there are both responsive (TCP 
and TCP-friendly) and unresponsive (UDP) flows. One of the reasons is the flexibility of 
mobile agents, while others being their convenient computational complexity and low 
cost. The studies done so far indicate that the mobile agent concept, which is part of the 
CM4CC, may be a new paradigm for the next generation distributed applications along 
with the challenges for the ubiquitous Internet presence.  

The possible venues for future research are: 

• The implementation of CM4CC using excessive and limiting network 
technologies, such as ad-hoc networks, sensor networks and hybrid networks. 

• Study the optimality of the parameter values for CM4CC, especially the 
parameters related to the control of the sending rates of the unresponsive 
flows. These may improve certain attributes of CM4CC such as stability and 
fairness with all the resources not just bandwidth.  

• Better security that does not depend only on the underlying mobile agent 
system, but goes beyond it.  

• Reduction of the model complexity. While the CM4CC is fairly efficient, it 
has some requirements that may be eliminated or simplified. At the moment, 
from a psychological point of view, there are two many agents roaming 
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around the network. It may be worth looking into the reduction of their 
number if there is redundancy that is not necessary and does not impair the 
stability of the system.  
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ABSTRACT:   

Mobile agent technology has recently 
emerged as one of the most promising 
paradigms in computer networks and in 
the Internet. Mobile agent paradigm has 
a wide potential for use in programming 
languages design and implementation, 
decision support and expert systems, 
management, in fact almost anywhere 
where there is a need for adaptive 
entities, with high degree of flexibility 
and dynamism.   

In the paper, we give an overview on the 
current state of affairs in the 
proliferation of the mobile agent 
paradigm in studying and modeling 
computer networks and point to few 
directions in the research that show a 
fairly large promise. The work posits 
our affirmative view of this novel field in 
computer networks and it evaluates its 
overall impact on the networks and the 
future of the Internet.   

 I. INTRODUCTION  
The concept of agent comes from 
Artificial Intelligence and Distributed 

Artificial Intelligence where it is 
abstract of robot idea. Until now, there 
is no universal definition on what agent 
is. However, these definitions reached to 
the consensus based on main feature of 
agent that agent is pieces of code that 
can act autonomously on behalf of its 
owner and other entities.  Mobile agent 
is agent with ability to freely migrate 
between locations across networks. 
Therefore, mobile agent is combination 
of two distinct concepts: mobility and 
agent. The main idea of mobility in 
mobile agent is move of self-contained 
program near to data source. This 
migration results significant reduction 
of traffic transmission over network. 

Generally, mobile agent can be defined 
as a self-standing software segment, 
possibly written in a script language, 
and with a varying degree of autonomy.  
It can freely migrate across a network to 
perform tasks on behalf of many actors 
in the network system, such as other 
agents or moreover users.   

There exist many different arguments 
about the advantage and disadvantage of 
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mobile agent technology. However, the 
advantage of mobile agent over client-
server model in applications of 
distributed system can not deny 
although the client-server model has 
been dominant in networks, including 
distributed systems for many years. 
Indeed, the basic functionality of client-
server model relies on the necessary 
data transmission between a client and a 
server. Unfortunately, this sometimes 
leads to too much network traffic being 
generated even in the case of simple 
transactions. For instance, when the 
bandwidth is low then there is a 
possibility that network congestion will 
occur. Naturally, things might be 
improved in some situations, if one 
infuses a kind of equity between the 
client and the server, which leads to 
peer-to-peer approach.   

Today, networks have been expanding 
almost anywhere. The complexity of 
networks also is increasing in terms of 
the functionalities, services and number 
of users than a couple of decades ago. It 
leads to huge challenges on network 
technology, particularly when vast 
amounts of data must transport across the 
network with a high level of users 
diversity demands on the provision of 
services, the quality of services, 
reliability and security.   

To face with these challenges in the 
dynamic, open, distributed and 
heterogeneous network environments, 
mobile agent is now considered as 
suitable emerging technology for network 
applications due to its capacity on 
scalability, independence from hardware 

and software and only dependence on 
execution environment.   

In the paper, we will examine highlight 
advantages of mobile agent paradigm in 
part two. An overview on the current 
state in the development of this paradigm 
will be represented in part three. Few 
directions in the research that show 
potential domains for applications using 
mobile agent and its overall impact on 
networks and the future of the Internet 
also are exposed in both parts three and 
four. This certainly includes, but is not 
limited to network and resource 
management, routing, congestion control, 
Quality of Service (QoS), fault tolerance, 
and security.    

II. MOBILE AGENT PARADIGM  
Despite some setbacks and yet 
unexplored territories, the research 
clearly indicates many advantages of 
mobile agent paradigm. The renowned 
IBM report lists them in seven 
categories [1].  Sundsted also showed in 
[2,3] three reasons to adopt mobile 
agent architecture. Here, we only want 
to emphasize outstanding advantages of 
mobile agent paradigm in 
communication networks.  

Today, we are using communication 
model client-server with remote 
procedure call approach (RPC). In this 
model, usually, client and server are 
separate computers. They communicate 
each other over the network by sending 
and receiving messages that are either 
requests from clients or responses from 
server. The responses often contain a 
large volume of data that are the result 
for requests. In this approach, only with 



 
 

PUBLICATIONS 
 

 

187 

simple request e.g. to delete n files that 
are older than two months from server, 
client must send or receive 2(n+1) 
messages. It means that number of 
interactions over network is very large. 
Further RPC between clients and servers 
require ongoing communication. Hence, 
network bandwidth and connectivity 
will become a problem. Especially, it 
can become critical limitation in mobile 
computing networks, wireless networks 
or low-bandwidth networks where 
devices are often disconnected from 
network.   

New alternative approach is Remote 
Programming (RP). RP allows a client 
to send a subprogram to a server. The 
subprogram executes on the server and 
sends the result back to the client. 
Mobile agents generalize RP to allow 
arbitrary code movement. In mobile 
agent paradigm, agents will migrate 
freely from this host to another host 
over the network and bring with it not 
only data but also segments of code or 
programs. These programs will be called 
to execute on hosts when agents visit. It 
results calls from client will become 
local rather than remote for procedures 
running in server. Therefore, number of 
traffic transporting over the network 
will reduce significantly.   

The key difference between client-
server paradigm and mobile agent is in 
mobile agent approach client talks 
server at the local place rather than over 
network. Mobility of mobile agent helps 
client machine can migrate to server by 
transporting codes from client to server. 
Client then can make the requests 

directly to server. By using mobile 
agents, clients and servers can exchange 
interactions each other without using 
network. It leads to the better 
performance of the of mobile agents. 
The advantages can be throughput, 
network bandwidth, availability, 
accessibility, network utilization, 
completion time, appropriate 
convenience, latency, ease of 
implementatioin, and cost.   

In addition, connectivity between client 
and server needs only long enough in 
order to mobile agent with assigned 
duties can move to the server and later, 
comes back its home to return the 
completed results to its owner. Computer 
doest not need to be connected while 
agent implements its duties. It means that 
mobile agent doest not require ongoing 
communication so it can solve the 
problems caused by low-bandwidth, 
unreliable network connections as well as 
it can over come the limitations in RPC 
approach of client-server model as 
mentioned above. This is also one 
advantage of mobile agent that is 
exploited based on mobile agent‘s 
mobility when running asynchronous 
interactions.   

In summary, mobile agent reduces 
significantly network traffic and 
communication delays due to no need to 
transfer amount of intermediate data over 
the network. Hence network bandwidth is 
used more effective. Further, with 
autonomous character of agent, mobile 
agent can obtain greater degree of 
flexibility when it carries duties to 
execute at nodes that it visits. Mobile 
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agent can decide by itself where it will go 
and what it will do. This is very useful, 
especially in distributed applications 
because developers no need to define 
exactly all necessary requirements or role 
of client and server in design time.    

Developing, testing and deploying 
distributed applications are easy by using 
mobile agent technology because they 
hide the communication channels but not 
the location of computation  

[4]. Detecting and handling network 
failure only need during mobile agents 
migrate. Therefore, unlike applications 
developed on client-server model, 
applications based on mobile agent 
paradigm can continue to carry out even 
when computer of agent owner is 
disconnected from network. Besides, 
application software no needs to 
preinstall but they can dynamically 
distribute over the network.  Since 
limitation of client-server model and 
advantages of mobile agent in 
communication model, mobile agent give 
chances so that developers can approach 
to flexible peer-peer model where clients 
and servers communicate as peers and 
their roles can exchange depending on 
current requirements.   

In addition, applications that use mobile 
agent will be more scalable because 
mobility of mobile agent results agent to 
move to suitable location in network. The 
ability of mobile agent that can well adapt 
to real-time modifications in 
heterogeneous environment also brings to 
the advantages of mobile agent because 
heterogeneity is typical character of 
communication networks today.   

 III. CURRENT SITUATION OF 
MOBILE AGENT DEVELOPMENT  
There are two main communities 
researching on agent called intelligent 
agent and multi agent system 
community and mobile agent 
community. The first one deals with less 
or more static agents that rely on co-
operation, co-ordination and intelligence 
of agents. The second one concentrates 
the research on exploiting and applying 
mobility of agent to different application 
areas. There are two kind of mobility 
called strong mobility and weak 
mobility. With strong mobility, the 
entire agent state that consists of data 
state and execution state are transferred 
together with the code to the new 
location. When agent arrives to its new 
location, its state is automatically 
restored. While weak mobility migrate 
only data state.  

There are many common features 
between mobile agent migration and 
process migration. They are reduction of 
network traffic, load balancing, fault 
resilience, asynchronous interaction and 
data access locality. However, mobile 
agent does not have similar transparency 
requirements. It leads to the 
implementation of mobile agent systems 
and their applications are much simpler. 
Further, applications can be more easily 
modeled with mobile agent than with 
client-server model.   

Recent years, mobile agents have been 
developed very fast and they attract 
many attentions of researchers in 
academia and industry. As natural 
consequence, a large number of mobile 
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agent systems, both in academia and 
industry, were developed. Some of the 
best known are: Telescript, Aglet, 
Voyager, Concordia, Agent Tcl, 
TACOMA and MOA. In [5], authors 
give an overview of these systems.   

Generally, each mobile agent system has 
private characters. For example, they can 
be either strong mobility or weak 
mobility. However common requirements 
of these systems on infrastructure are 
they need to provide the functions for the 
agents to migrate from one location to 
another, to communicate with each other 
and to interact with the hosts in network. 
Infrastructure must guarantee privacy and 
integrity for agents and the underlying 
computer system. Infrastructure also 
needs to have ability to prevent malicious 
agents attacking other agents or the 
computer systems, and vice versa agents 
need to be protected against a potential 
malicious system when visiting them. 

Despite existing many mobile agent 
systems have been developed in 
academic environment well as industry 
but none of them has been successful in 
productizing agent system or widely 
deploying agent applications. There are 
potential capacities in mobile agent 
applications but only few have merged in 
practice. Until now, the mobile agent 
paradigm is none or very few indications 
for a killer application based on the 
mobile agent approach. Basically, while 
mobile agent systems can substantially 
improve occasionally the system 
performance, most of the applications can 
be implemented efficiently by using 
traditional techniques also. In addition, 

environment where mobile agent can be 
accepted and executed still is not ready in 
order to mobile agent applications can be 
exploited widely in the real world such as 
in computer networks or in the Internet of 
today.  

There are many applications developed 
based on different mobile agent systems 
using programming language Java or 
script language such as Tcl.  Problem is 
how applications that are developed on 
this mobile agent system can run and 
interact transparently with other systems.  

Different mobile agent systems have 
different characteristics but almost 
mobile agent systems allow an agent to 
freely migrate in heterogeneous 
networks. However, to use widely mobile 
agents, agent‘s code must be contingent 
upon the portability of the code across 
different mobile agent mechanisms that 
require a huge standardization effort. 
OMG MASIF is considered as the first 
standard mobile agent system. Now, there 
are various standardization efforts for 
mobile agent systems from the 
organizations such as the Agent Society 
[6], FIPA [7], the Object Management 
Group [8] and GMD FOKUS and IBM 
Corp. [9].  

One other important major issue need the 
concern is security due to the existence of 
many open and unresolved problems. For 
example, the infrastructure of mobile 
agent systems, in principle, lacks the 
ability to protect an agent from 
potentially malicious system when visited 
by agents. However, security is very hard 
to achieve for mobile agent system due to 
security technique is insufficient to 
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support mobile agent. In protection of 
mobile agent systems, to protect agents 
from malicious hosts is a problem that is 
not yet solved.  There are four proposed 
directions to solve this problem. 

Currently, all of them are not applied yet 
to applications in real world due to only 
ongoing works. The organizational 
approach eliminates problems by 
allowing only trustworthy institutions to 
run mobile agent systems. The 
trust/reputation approach   allows agents 
to move only to trusted hosts or good 
reputation. The manipulation approach 
offers mechanisms to detect manipulation 
of agent data or the execution of code but 
without protection from read attacks. The 
black box protection approach generates 
black box code out of agent code based 
on code obfuscating techniques. Agents 
are protected for certain time interval. 
After expiration of this interval, agent and 
data become invalid.   

IV. MOBILE AGENT 
APPLICATIONS  
Applications of mobile agents mainly 
focus on exploring two goals: reduction 
of network traffic and asynchronous 
interaction. There exist applications 
using mobile agent paradigm on 
different areas. In this part we will 
describe some application of mobile 
agent in communication networks, 
particular in network management, e-
commerce, resource management, 
routing and fault tolerant.  

Mobile agent is convenient and effective 
paradigm for distributed applications, 
particularly for partially connected 
computing where devices are often 

disconnected from network, have low-
bandwidth and unreliable connections 
and frequently change their address for 
each reconnection. One mobile agent 
system developed by Dartmouth College 
is Agent Tcl [10]. In this system, mobile 
agents can transparently migrate among 
mobile computers or between mobile 
computers and permanently connected 
computers. Hence, any mobile agent can 
carry out its pre-assigned duties on 
network hosts regardless of when 
mobile computer connect to the 
network.   

One of applications based on Agent Tcl 
is to gather and retrieve information for 
its user. Retrieval information can be 
distributed collections of technical 
reports, medical records or mechanical 
drawings.  

This application is very useful, 
especially for networks with low 
bandwidth connection or networks 
where hosts are often disconnected to 
the network. In these networks, mobile 
agent can move to necessary 
information sources in Internet, access 
and filter them to obtain result data 
rather than transferring multiple 
requests and responses over the 
network. Since mobile agent is not 
affected by loss of connection, it can 
continue its tasks when computer is 
disconnected from network. When this 
computer is reconnected again, mobile 
agent can return with its result. It leads 
to applications can continue running 
even computer on the network is 
disconnected for long time.  
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Other application of Agent Tcl is 
workflow. In this application, mobile 
agent carries the description of multi-
step task from host to host, interacting 
with each user in order to complete a 
part of task at this site [11].  

In network management, mobile agents 
are used to implement duties of network 
management by delegation and to 
deliver tasks. Mobile agents gather the 
information from the network elements, 
execute the required computations, and 
transfer only the result information to 
the network manager.  

Mobile agents with different functions 
are created and can communicate each 
other to execute tasks of network 
management. For example, mobile agent 
can be used to decentralize network 
management activities. They can 
autonomously carry out some daily 
duties of network administrator such as 
install and upgrade software and 
periodically monitor the networks, e.g. 
mobile agent can bring the software to 
perform the installation onto different 
computers in the network. In addition, 
due to using mobile agent, the network 
management policies can change and 
adapt quickly to the changes of today 
dynamic network environment. Hence, 
mobile agents can support for the 
provision better the services and 
performance in network management.  

Mobile agent can be used to distribute 
code to SNMP agent. At each managed 
device, mobile agent interact with 
SNMP agent  and gather necessary 
information instead of management 
station frequently sends requests to 

SNMP agents and waits to receive 
responses from SNMP agents. Mobile 
agents with the code and data will 
migrate to managed entities and perform 
predefined management tasks along 
with pre-assigned travel. Using mobile 
agent can avoid the transportation of a 
large amount of data over the network, 
reduce bottleneck and network traffic 
across the network.  

Therefore, mobile agent approach helps 
network management to over come 
technical limitations of centralized 
management using Simple Network 
Management Protocol (SNMP) such as 
scalability, reliability, performance 
degradation, and difficulties in 
delegation since networks are expanding 
and become more distributed [12]   

Other application of mobile agent in 
network management is network 
monitoring. In this application, mobile 
agents will visit network nodes, 
interacts with network monitor at each 
network node to obtain local recent 
status information. In the same time, 
network monitor also will update its 
database with new status information 
that mobile agent bring from the rest of 
network. By this way, no extra messages 
are generated due to the cooperation of 
network monitors. Mobile agents can 
optimal locally the distribution of 
network status information in the 
situations where bandwidth is limited or 
network is congested. By using mobile 
agent, the limitations caused by 
centralized network monitoring when 
monitored network is large or low-
bandwidth can be eliminated [13].    
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In electronic commerce, mobile agents 
can roam on the Internet, search 
electronic catalogs to find the products 
with best prices that meet the customer‘s 
need, chose products and vendors, 
interact with billing, inventory, and 
shipping agents, arrange and negotiate the 
purchase on behalf of owner. Mobile 
agent can carry out these duties even 
while owner‘s computer is disconnected 
from network. When owner‘s computer is 
reconnected, all agents will return home 
with results so connectivity need only 
few seconds.  

In resource management, mobile agents 
are used to provide flexible resource 
management.  Service policies are 
implemented based on current 
requirements rather than policies that are 
embedded in the network elements. 
Mobile agents also are used to re-act to 
events behaviors in the network, modify 
dynamically route and redistribute 
resources.   

In routing, mobile agent are used to 
discover and maintain routes in networks. 
Most of routing models proposed are 
based on the biological imitation of ants 
when they find the routes. In these 
models, mobile agents work as ants 
roaming the network to discover routes 
and update the routing tables in the 
various network components. Mobile 
agent seems to be very suitable in routing 
and has performed this duty effectively.  

In fault tolerant and secure networks, 
mobile agent are used to check the state 
of the network due to their mobility. 
When mobile agent detects fault it can 
restart back from previous state due to the 

capacity of mobile agent in storing its 
execution state. Therefore mobile agents 
have been considered as means to 
promote fault tolerant and secure 
networks.   

V. CONCLUSIONS 
In this paper, we gave an overview on 
current situations of mobile agent 
paradigm, hence to present overall picture 
about what is mobile agent paradigm in 
computer network; how mobile agent 
technique has applied in computer 
network and its applications, especially in 
fields network management, resource 
management, routing, fault tolerant and 
security.  

In addition, we also pointed out some 
unresolved problems, the challenges as 
well as the directions of current 
researches. Applications using mobile 
agents technology in network 
communication showed that mobile agent 
can improve significantly network 
performance and are very useful for 
distributed applications.  

Ability of mobile agent paradigm also 
indicates that technical limitations of 
client-server model as well as user 
diversity requirements on service in 
dynamic, distributed open network 
environment can be solved rather easy. 
One thing might be that complex and 
global systems, such as networks are, 
require often a multi-paradigm approach, 
and mobile agent paradigm is certainly 
one of them. We also believe that mobile 
agent will become main paradigm for next 
generation of distribution system although 
now the availability of mobile agent 
environment still is one of obstacle so that 
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technology of mobile agent can be 
deployed widely.  

However, we do not argue that mobile 
agent can solve any problem. Complex 
problems are rarely solved with single 
technique so they should be divided into 
sub-problems. Depending on the 
appropriateness of each sub-problem that 
it can be solved by either mobile agent 
paradigm or client-server paradigm, but 
frequently is a combination of both 
paradigms. In here, mobility of mobile 
agent often is used to reduce network 
traffic in the cases where there are series 
of client-server transactions.  
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ABSTRACT 

Numerous versions of the original TCP 
have been implemented to provide for a 
stable network operation, such as for 
example the prevention of congestion 
collapse. However, not all the traffic on 
the Internet is TCP based (although it is 
still the most prevalent one). The growth 
of multimedia applications over IP has 
made the UDP protocol responsible for 
at least one fifth of the transport. Unlike 
TCP, which is a self-clocking and 
reliable protocol, UDP does not 
understand and care for reliability and 
congestion control. Since multimedia 
traffic is usually bandwidth intensive, the 
behavior of UDP might cause severe and 
prolonged congestions. In order to 
address all types of Internet flows, TCP 
and non-TCP (UDP) transport, we are 

exploring the combination of a 
traditional host centric congestion 
control for the TCP flows and the mobile 
agent paradigm for non-TCP traffic 
flows. In essence, the proposed model is 
based on various mobile agents, which 
are used to control the non-responsive 
flows as an extension to the classic 
congestion mechanisms, 

Keywords: TCP flows, non-TCP flows, 
congestion control, and mobile agent 
systems. 

1. INTRODUCTION 
TCP end-to-end mechanisms have been 
rather successful in controlling 
congestion. While some of them are 
older than fifteen years, they have shown 
remarkable resilience and robustness. On 
the other hand, the nature of data on the 
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Internet has significantly changed over 
the years. The data transformation has 
gone from simple text messages that 
have mainly used TCP as transport 
protocol to complex multimedia 
applications hat are run often in real-
time and relay on UDP for transport. 
Unlike TCP, which is a self-clocking 
and reliable protocol, UDP does not 
understand and care for reliability and 
congestion control. UDP traffic is a 
typical example of an unresponsive flow, 
which is defined as network traffic that 
does not use end-to-end congestion 
control and does not reduce its load 
whenever congestion occurs. Moreover, 
most multimedia applications are 
bandwidth intensive, which translates to 
the need for insertion of very large 
amounts of data into the network. 

This behavior is quite unfair to the 
“socially” responsible TCP flows (or 
congestion responsive flows). Namely, 
when congestion occurs, TCP flows 
suffer reduction of the traffic volume 
due to the congestion control 
mechanisms employed at end systems. 
Nevertheless, UDP traffic continues to 
be pumped into network. Hence, the 
congestion becomes more serious and 
severe, and this state tends to last much 
longer. In the worst case, the 
performance of TCP flows can decrease 
dramatically even to zero. Clearly, it is 
not prudent in heterogeneous networks 
such as the Internet is to rely only on 
end-to-end congestion control of TCP as 
Floyd has indicated [3]. One of the ways 
to solve this problem is to use a router 
centric approach to congestion 
management. For example, various 

Active Queue Management (AQM) 
schemas are being used today to manage 
the ingress and egress queues at the 
network routers in order to increase their 
efficiency by removing them as potential 
bottlenecks. The AQM schemas are not 
without problems. The implementation 
of different policies to deal with the 
queue mechanisms, firstly assumes the 
need for modifications in the router 
architecture, and secondly generates 
overhead for the router, which is a 
possible source for additional delays. 

2. HYBRID MODEL FOR 
CONGESTION MANAGEMENT 

The main idea behind the hybrid model 
for congestion management is to have a 
more general solution that is a 
combination of the traditional end-to-end 
congestion algorithms for TCP flows 
and mobile agent systems for non-TCP 
flows. 

 

 
 
Figure 1. Global approach to network 

congestion 
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The end-to-end congestion control 
mechanisms of TCP are maintained with 
slight modification that allows timely 
adjustment of the sending rate before 
packet loss occurs. Whenever TCP 
source host detects severe congestion, 
the packet loss is indicated by timeout, 
and then the system creates a congestion 
control agent. Hence, the combination of 
the TCP and mobile agents will work 
together to lower global network 
congestion. 

 

 
 

Figure 2: Hybrid model for 
congestion management 

 

As posited earlier, TCP inherent 
mechanisms deal with the responsive 
flows, while mobile agents are invoked 
to work with unresponsive flows. The 
presence of TCP congestion mechanisms 
contributes to the reduction of the model 
complexity due to the participation of 
mobile agents. It is also an 
acknowledgment of the Internet traffic 

characteristics, which comprises of more 
than 80 % TCP flows. 

The hybrid model is designed to control 
congestion in best effort networks. In 
general, it does not provide any 
guarantees about sending rates and 
delays. The question of a specific QoS 
provision is for now left to the 
applications that might use integrated or 
differentiated services. 

Possible extensions in the area of QoS 
will be subject of further research. When 
the network is in a normal (or non-
congested) state, the mobile agents are 
active by regulating the sending rate of 
non-TCP flows. This is based on the 
estimation of the network state via the 
loss rate, which proves to be useful in 
keeping congestion out of the network. 

Let us denote the loss rate on the 
network with α. The sending rate of the 
non-TCP flows is not decreased when 
the loss rate of these flows is small 
enough i.e. less than or equals α. In this 
case, we can even consider that flows are 
without any loss. Of course, the value of 
α is different for each type of network. 
For example, in a wired network with a 
loss rate less than 1 %, α = 0.01 is the 
proper choice. 

Small enough error (loss) rate values 
actually translate to no presence of 
congestion in the network. This also 
results in the most optimal utilization of 
the network resources by the traffic 
flows. When the loss rate is greater than 
α, the flows must suffer the employment 
of the congestion control mechanisms. 
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Congestion control, which is a part of 
the model, is fair because it does not 
discriminate between TCP and non-TCP 
flows. However, rate reduction of the 
flows is different and it is a function of 
the error or loss rate of a particular flow. 
It is applied only to the flows that 
contribute to congestion. This implies 
that in a normal state of the network and 
with the absence of packet loss, virtually 
there is no limitation set up on the 
sending rate. The later is true even when 
the loss rate is fairly large, but still 
bellow the threshold. When the loss rate 
rises above the threshold then there is a 
need for control of the sending rate and 
consequently a reduction in the sending 
rate. The acceptable loss rate of each 
flow depends on the fault tolerance of its 
application. The threshold is the smallest 
value of acceptable loss rate of all non-
TCP flows that have the same edge 
router. The edge router is the first router 
where these flows send traffic to 
network. 

Whenever the network is in the state of 
serious congestion, the packet loss is 
detected by TCP source host due to 
timeout. As stated earlier, then new 
congestion control agents, with specific 
duties, are generated with to pull out the 
network from congestion as fast as 
possible. The congestion control 
algorithm applied to non-TCP flows 
during severe congestion period is 
different from the algorithm used when 
there is no congestion (so called normal 
state of the network). 

Naturally, there must be a difference 
since in the state of congestion, the 

network is not allowed to sustain further 
packet loss that may come from non-
TCP flows. When the network is in 
normal state then certain losses from the 
relevant non-TCP flows might be 
acceptable. The reason for this is that 
most of the non-TCP flows, like 
multimedia applications that are delay 
sensitive, may tolerate packet loss, but 
no delays. Therefore, during the 
operation of non-TCP flows only in a 
network that is not congested, the 
restrictions on the sending rate might be 
lighter, which is certainly not true when 
there is a simultaneous operation of both 
TCP and non-TCP flows particularly in a 
congested network. 

3. CONGESTION CONTROL FOR 
RESPONSIVE FLOWS 

All of the responsive flows are under the 
control of the end-to-end TCP 
congestion management system. The 
congestion control algorithm induced by 
TCP has been modified by using Round-
Trip-Time (RTT). RTT is an additional 
parameter that is supposed to help the 
system detect congestion earlier, that is 
before the time-out or three duplicate 
acknowledgments (ACKs) are received. 
The deployment of the modified TCP 
congestion control algorithm enables 
timely adjustment of the traffic flows, 
avoidance of packet loss and 
performance degradation due to 
unnecessary retransmissions or slow 
start. If RTT is large then the throughput 
is small. This implies existence of 
conditions for larger packet loss. 
Moreover, when RTT is large it is an 
indication that queues in the 
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intermediate routers on the path from 
source to destination may be overflown. 

The estimated value of the current RTT 
is used to determine whether a packet is 
delayed or not. If there is only one 
packet at each queue in the routers then 
the network is not congested. When 
there are two or more packets in the 
queues along the way then there is a 
possibility of the network going in a 
state of congestion. Therefore, there is a 
need to adjust the sending rate before the 
saturation of the queues, and 
consequently the occurrence of a packet 
loss.  

Detection of the network congestion, 
when the average queue size is greater 
than a single packet, helps to maximize 
network power, which is defined as the 
ratio between throughput and RTT. In 
other words, to maintain high network 
utilization and have low queuing delays, 
the average queue size should be one 
packet. The performance of the network 
is more stable due to the decreased 
number of unexpected events such as 
packet loss that may trigger 
retransmissions or slow start. All of 
these are the benefits of the modified 
congestion control algorithm given 
bellow. 

 
RTT= CurrentTime – Timestamp 
DeltaRTT=RTT-MinRTT 
 
if RTT < MinRTT then MinRTT = RTT 
if cwnd < ssthress then 

/* slowstart stage 
if DeltaRTT > 0 
then 

     if DeltaRTT x (cwnd/RTT)>  
MSS x hops 

      then goto Congestion      
Avoidance stage 
      endif 
endif 
cwnd= cwnd + 1 

else 
 

/* Congestion avoidance stage 
if DeltaRTT > 0 
then 
      if DeltaRTT x (cwnd/RTT > 
MSS x hops  
      then cwnd=cwnd – 1/cwnd 

                  endif 
endif 
cwnd = cwnd + 1/cwnd 

endif 
 
4. CONGESTION CONTROL FOR 
UNRESPONSIVE FLOWS 

The classical congestion management 
for the responsive flows (TCP), is 
enriched with the mobile agent paradigm 
for unresponsive flows such as UDP. 
There are three types of mobile agents 
employed by the hybrid model. Those 
are the agents for monitoring, 
management, and congestion control. 
Both a monitoring agent and a 
management agent always exist always 
on the network to monitor, manage and 
control the sending rate of unresponsive 
flows. 

The diagram given by the Figure 3 
explains the relation between a 
monitoring agent and a management 
agent.  
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Figure 3. Relation between 

monitoring and management agents 
 

Congestion control agent is created 
whenever the network enters a serious 
state of congestion, for example when 
the source host that generates the TCP 
flow detects a packet loss due to timeout. 
In this case, the congestion control agent 
is used to control and reduce the sending 
rate of the active non-TCP flows. We 
should recall that the reference is made 
to the relevant non-TCP flows, where 
the edge router is the same for these 
flows and the source host of the 
congested TCP flow. 

There are two kinds of congestion 
control agents. The first one is termed as 
the master congestion control agent, 
while the second one is the slave 
congestion control agent. Both agents 
will work together to resolve a critical 

network situation due to congestion. 
Congestion Control Agent will clone by 
itself if required and they are terminated 
upon the completion of their tasks. The 
diagram on Figure 4 depicts the relation 
between master and slave congestion 
control agents. 

 

 
 

Figure 4. Relation between Master 
Agent and Slave Agent 

 
5. CONCLUSION 
Congestion is one of the most serious 
problems in heterogeneous networks. 
This is especially true today, when 
multimedia applications have imposed 
much greater demands on the network 
resources. In addition, multimedia 
applications, which are rather bandwidth 
intensive and delay sensitive, used 
socially non responsible transport 
protocols such as UDP. This of course is 
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in striking difference to the TCP 
protocol, which is self-clocking and 
rather restrictive in presence of 
congestion. 

Having, both responsive and 
unresponsive traffic flows on the 
Internet today is a reality. Therefore, one 
must find the best possible model in 
order to reconcile these two different 
flows, while in the same time 
eliminating or minimizing congestion, 
which might significantly impair the 
performance of the network. By doing 
so, the network becomes more efficient 
due to the high utilization of its 
resources and hence provides a much 
better quality of service in a best-effort 
network. The article defines and 
describes the initial research results in 
producing a hybrid model for congestion 
control of both responsive and 
unresponsive flows (TCP vs. UDP), 
which is based on a combination of 
classical network management and 
mobile agent systems. The first one 
deals with responsive flows, while the 
second one is primarily focused on 
unresponsive flows. We are confident 
that the proposed model provides a good 
basis for a unified and overall solution to 
the global network congestion and it the 
preliminary results justify and warrant 
further extensive research. 
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Abstract: The growth of multimedia 
applications on the Internet made at 
least one fifth of the total network traffic 
to run over UDP. Unlike TCP, UDP is 
unresponsive to network congestion. 
This may cause, inter alia, bandwidth 
starvation of responsive flows, severe 
and prolonged congestions or in the 
worst-case scenario a congestion 
collapse. Hence, the coexistence of both 
protocols on fair-share premises 
converges towards impossibility. The 
paper deals with a new approach to 
solving the problem of taming down the 
unresponsive flows. By using some of the 
desirable properties of mobile agents, 
the system is able to control the influx of 
non-TCP or unresponsive flows into the 

network. Various functions performed by 
mobile agents monitor non-TCP flows, 
calculate sending rates and modify their 
intensity according to the needs of the 
network to attain as good performance 
as it is possible.  

Keywords: TCP flows, non-TCP flows, 
congestion control, mobile agents, and 
simulation. 

1. Introduction 

The proliferation of networked 
multimedia parallels the growth of 
Internet. Despite novel techniques for 
data compression and multicast for data 
transmission, multimedia applications 
are bandwidth intensive, delay sensitive, 
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and somewhat loss tolerant. TCP being 
both a reliable and a fair protocol 
(retransmits every lost or corrupted 
packet and slows down in case of 
congestion) is mostly suited for file 
transfers, terminal work and web 
browsing. This usually does not work in 
transporting interactive video and sound, 
where reliability is a weakness rather 
then a strength, and consequently UDP 
is the protocol of choice.  

UDP has no mechanisms either to 
detect, or to control congestion, which 
classifies it as being an unresponsive 
protocol. When low capacity link 
becomes a bottleneck, and the network 
may enter into a state of congestion, 
UDP maintains its transmission rate. It 
may use almost all capacity of that link. 
while the self-clocking TCP, as  
congestion responsive, will slow down 
and thus decrease the goodput that can 
eventually go to zero. The phenomenon 
is known as a congestion collapse since 
most of the network resources transmit 
undelivered packets [1].  

When the number of TCP flows in 
the Internet is prevalent, the stability of 
the network is guaranteed by the 
congestion control mechanisms as an 
integral part of the transport protocol. In 
the presence of UDP, the situation 
radically changes, which makes any co-
existence of different transport protocols 
a virtual impossibility and the 
appearance of congestion a reality.    

Recent research has focused on 
studying and resolving this problem, as 
in Network Border Patrol, [2], where all 
data flows are monitored and their 

sending rates are accordingly adjusted 
via traffic shapers placed at the edge 
routers. Another solution is the 
Datagram Congestion Control Protocol 
(DCCP) [3], a sort of a blend between 
UDP and TCP, where the complexity of 
the later is reduced just to its congestion 
control features. The suggested solutions 
are still being studied and experimented 
with, which makes the question of a 
suitable congestion control strategy 
when socially responsible and socially 
irresponsible protocols have to work 
together, as it is the case today on the 
Internet.   

A novel model named Combined 
Model for Congestion Control (CM4CC) 
is in the centerpiece of the article.  The 
principal goal of the model is (1) to 
prevent the network from congestion 
collapse, and (2) to make the network 
recover in a fast manner (enter a normal 
mode of operation after a congestion 
event).   

 
Figure 1: Conceptualization of CM4CC 
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2. Combined Model for Congestion 
Control (CM4CC) 
One of the characteristics of mobile 

agents is the ability to reduce network 
traffic and have acceptable level of 
performance in unreliable and low 
bandwidth networks, [4]. In CM4CC, 
mobile agents are used to monitor non-
TCP flows, collect information about 
their sending and receiving rate, as well 
as manage these flows. The agents 
calculate loss and the maximum allowed 
sending rates, and control them 
indirectly so they do not exceed the 
values corresponding to the current 
network state.  

This is a host-centric approach, i.e. the 
end hosts control and regulate non-TCP 
flows before they enter the network. 
These should reduce the number of 
dropped packets at the routers, which 
results in lower loss rates and higher 
throughput. 

There are no requirements as to the 
modifications and changes of the 
network devices. A single condition is 
the existence of an operating 
environment for the mobile agents. 
There is no need for exchange of 
messages over the network in regular 
time intervals. A rather small amount of 
network resources is employed to move 
mobile agents and the collect and relay 
the information. Furthermore, the agents 
are created on as-needed basis that 
translates into a low overhead at the end-
hosts. The possible complexity induced 
by the mobile agent paradigm is reduced 
by the exploration of the built-in TCP 
congestion control. 

In Figure 1 the CM4CC shows two 
different categories of flows, namely   
TCP or congestion responsive, and non-
TCP flows that use mobile agents 
(marked in gray). CM4CC considers that 
the network is in congested state when a 
timeout occurs in at least one TCP flow. 
Any other state is considered as normal. 
Mobile agents are used for (1) 
congestion control when the network is 
in congested state, and (2) for congestion 
avoidance when it is in normal state.  

In total, there are seven agents 
classified in three groups: management, 
monitor and control group. Three of 
them are always on the network, while 
the rest are created when they are 
needed.  

The agents always present are the 
Management Agent, Congestion 
Management Agent and the Monitor 
Agent (they are denoted by bold and 
solid line boxes). The other four are the 
Congestion Monitor Sending Agent, the 
Congestion Monitor Receiving Agent, 
the Control Agent and the Congestion 
Control Agent (denoted by dotted line 
boxes on Figure 1.).   

3. Mobile Agents in Action  
The network is assumed to be in a 

normal state when no TCP flow 
experience timeout. In this case, as 
shown on Figure 2, mobile agents are 
used as the congestion avoidance 
mechanism for non-TCP flows.  

The network is considered to be 
congested when the timer in at least one 
TCP flow has expired, which indicates 
an imminent slow-start phase for the 
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flow. This prompts the mobile agents to 
work as a congestion control mechanism 
for the non-TCP flows. 
 

 
 A non-TCP flow is related to a 

congested TCP flow when both of them 
have the same edge router. The 
Congestion Management Agent does 
nothing until it receives a signal 
indicating congestion. When there is, at 
least one non-TCP flow related to a 
congested TCP flow, the Congestion 
Management Agent creates the 
Congestion Monitor Sending Agent and 
the Congestion Monitor Receiving 
Agent.  These two agents along with the 
Monitor Agent create the group of 
monitoring agents. They have the 
responsibility to detect active 
unresponsive flows and collect 
information about sending and receiving 
rates of non-TCP flows. The Monitor 
Agent has responsibility for all non-TCP 
flows in the network, while the 
Congestion Monitor Sending Agent and 
the Congestion Monitor Receiving 

Agent monitor only the non-TCP flows 
related to the congested TCP flows. 

 

 
The Management Agent and the 

Congestion Management Agent belong 
to the group of management agents and 
are used to coordinate the activities of all 
mobile agents, which include the 
policies for unresponsive flows, loss and 
maximum allowed sending rates, and the 
creation of control agents when 
necessary. The Management Agent 
manages all the hosts in the network. On 
the contrary, the Congestion 
Management Agent only manages 
source and destination hosts, viz. 
sending and receiving non-TCP flows 
related to congested TCP flows. 

The Control Agent and the 
Congestion Control Agent are control 
agents in the model. They have 
responsibility to (1) move to the source 
hosts in which the sending rates of non-
TCP flows exceed the maximum 
allowed sending rates; (2) bring with 
them the information on the maximum 

Figure 3: The system in a 
congested state Figure 2: The system in a normal 

state 
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allowed sending rates; (3) adjust and 
control indirectly sending rate of non-
TCP flows through traffic shaper placed 
at these source hosts.  

4. The Interplay of Sending Rates 

Congestion avoidance in a normal 
state of the network and congestion 
control in a congested one are attained in 
CM4CC by the reduction of the sending 
rates for the non-TCP flows in both 
states. The case for the congested state 
of the network is evident. Regulating 
sending rates in a normal state reduces 
the probability of network entering a 
congested one. This section states the 
rules for congestion avoidance and 
control by CM4CC and makes an 
estimate of the maximum allowed 
sending rate that serves as a threshold 
for the activation of control management 
agents. 

Let us say fk
ij is a non-TCP flow k 

sent from host i to host j, i = 1 … n1, j = 
1… n2, where k=1 … n3 with n1, n2, n3 
are positive integers. The sending rate 
and receiving rate for the flow are 
SR(fk

ij) and RR(fk
ij) respectively. Then, 

the loss rate for this flow, LR(fk
ij) is 

determined as: 

LR( f ij
k ) =

SR( f ij
k ) − RR( f ij

k )
SR( f ij

k )
 

Let α be the number that represents 
the error tolerance of transmission 
media. The values for α can be different 
depending on the transmission media 
used. When the loss rate of any non-TCP 
flow is less than α we will assume this is 
due to the properties of the media and 

will consider as if there is no loss at all. 
In general multimedia applications are 
loss tolerant. However, after the loss rate 
exceeds certain limit the performance 
starts to degrade. This limit is termed as 
the allowed loss rate for the non-TCP 
flow, ALR(fk

ij). 

The CM4CC model uses two rules 
for congestion control and congestion 
avoidance. They are: 

1. When the network is in a 
congested state and LR(fk

ij)>α, the 
sending rate of all non-TCP flows 
related to congested TCP flows are 
reduced below the Maximum Allowed 
Sending Rate (MASR), determined as: 

( )( ) ( ) 1 ( )k k k
ij ij ijMASR f SR f LR f= ⋅ −   

2.   When the network is in a normal 
state and LR(fk

ij) > ALR(fk
ij), the sending 

rate of the non-TCP flows are reduced 
below the Maximum Allowed Sending 
Rate (MASR), determined as: 

MASR( f ij
k ) = SR( f ij

k ) ⋅ 1− LR( f ij
k ) − ALR( f ij

k )( )[ ]
 

5. Traffic Controller  
Whenever one of the rules stated 

above holds, the control mobile agents in 
CM4CC move to the source hosts 
generating non-TCP flows, where they 
control the sending rates of the flows. 
This is done via a tool termed as a traffic 
controller, which is located in the 
interface between the host and the 
network.  

Figure 4 shows the traffic controller 
architecture. It consists of four 
components: packet filter, flow 
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classifier, rate controller, and per-flow 
traffic shaper (e.g. token bucket). The 
packet filter filters out the packets from 
non-TCP flows whose sending rates 
exceed the maximum allowed sending 
rate. The function of the flow classifier 
is to classify these packets into separate 
flows. The rate controller adjusts the 
parameters of the traffic shaper based on 
the feedback information about the 
maximum allowed sending rate. The per-
flow traffic shaper limits the rates of the 
flows before they actually enter the 
network. 

 

 
The Control Agent or the Congestion 

Control Agent must also deliver the 
information about each of the controlled 
non-TCP flows to the feedback receiver. 
The information consists of two 
parameters: the maximum allowed 
sending rate and the identity of the flow, 
e.g. the flow ID in IP v6 or the address 

of the source host, the destination host, 
the source port, and the destination port.  

The feedback receiver passes the 
parameters to the packet filter and the 
rate controller. Outgoing packets whose 
ID matches the ID parameter are passed 
to the flow classifier. These are actually 
the packets belonging to non-TCP flows 
that need to reduce their sending rate. 
The flow classifier classifies the packets 
according to their sending rate. An 
individual traffic shaper regulates the 
sending rate for each flow. The traffic 
shaper parameters are updated and 
adjusted by the control agent through the 
rate controller. The packets whose IDs 
do not match the ID parameter are 
passed directly to the network.  

The parameters in the feedback 
receiver are valid for a limited time. In 
the absence of any parameters or their 
invalidity there are no constraints on the 
infusion of the flows into the network 
(or no effect of the sending rates).  

The traffic controller, which is 
placed between a host and the network, 
does not require substantial changes in 
the hardware of the host or a 
modification in the router architecture. 

 The sending rate of the non-TCP 
flows is reduced at each source host. 
Consequently, the amount of controlled 
flows is not very large. For now, the 
model does not deal with flow 
classification and maintenance of the 
state of flows in a network. This can be a 
demanding problem in itself, especially 
in large networks with a significant 
number of flows.   

Figure 4: The architecture of traffic 
controller 
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6. Conclusion 
Congestion is a serious problem in 

heterogeneous networks. This is even 
truer today when the variety of data 
types present in the network traffic has 
increased and generates both responsive 
and unresponsive flows.  

The CM4CC regulates the sending 
rate of both responsive and unresponsive 
flows by using a combination of 
classical network management and 
mobile agent paradigm. The first one 
deals with responsive flows, while the 
second one is primarily focused on 
unresponsive flows.  

The approach that uses mobile agents 
can be considered a reasonable choice 
for congestion control due to the 
flexibility and on-the-fly adaptability of 
the mobile agents. They can be created 
whenever are needed to monitor, collect 
necessary information and control 
indirectly the sending rates of non-TCP 
flows. The actions cover both the 
congested state and the normal state of 
the network. It should be noted that there 
are some serious issues concerning 
security whenever the mobile agent 
paradigm is invoked. When one takes 
into account the mobility, the need for 
penetration across different layers, and 
information extraction and 
dissemination, the concerns are 
legitimate. For now, the security issues 
have been addressed by the 
parsimonious usage of the mobile 
agents, both in time and space. While 
this minimalist approach will be 
pursued, other solutions to rectify the 

problems with security shall be explored 
also. 

Congestion can be prevented or 
stopped by simultaneously reducing the 
sending rates of relevant unresponsive 
flows. Since most of the mobile agents 
terminate after the completion of their 
tasks, the implementation and the 
operation of the model is neither too 
complex nor too expensive in terms of 
cost. This also implies the possibility of 
an improved quality of service in a best-
effort network.  

We are confident that the proposed 
model provides a good basis for a 
unified approach to the solution of the 
global network congestion. The 
preliminary results, which are based on 
using some simulation tools, such as 
AgentSpase2 and ns, analytical 
simulations, and the strong and sound 
theoretical basis  more than justify the 
pursuit of further research in this area.  
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SUMMARY 
 

Congestion management (avoidance and control) is a set of mechanisms used to prevent 
network congestion and assist in the recovery from it. The constant growth of the 
Internet many congestion control mechanisms have been proposed and some of them 
implemented on the global Net. Most modifications to the original TCP protocol have 
faired rather well and have preserved the scalability and the stability of the Internet. 
The emergence of bandwidth intensive multimedia applications and the usage of UDP 
have proved that the existing congestion control mechanisms are not sufficient to 
prevent the network from exhaustion of its resources and possible congestion collapse.  
Multimedia applications often generate traffic flows that are unresponsive to network 
congestion. Consequently, the packets are not delivered to their destinations since they 
are being dropped at the intermediate nodes. In other words, transmitting unresponsive 
flows through a network is one of the main reasons behind possible network collapse, 
since the potential of the network is fully utilized, while too few packets reach the 
intended recipients. It is clear that the congestion management of unresponsive flows in 
presence of both responsive flows and unresponsive flows is an open problem. The 
paper describes the study into the possibility to use the mobile agent paradigm for 
management of mostly unresponsive flows and integrating this mechanism with the 
classical congestion control protocols in a pure TCP environment. To illustrate the main 
points of our position, we introduce a new model termed as CM4CC (Combined Model 
for Congestion Control). 

Keywords: TCP flows, non-TCP flows, congestion control, mobile agents, and 
simulation.  
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1. INTRODUCTION  
Network congestion is a phenomenon 

commonly occurs whenever the demand 
for system resources is greater than the 
available resources. For instance, if the 
arrival rate of the packets at the routers 
exceeds the maximum processing rate or 
the bandwidth of the outgoing links, 
then the packets are temporarily stored 
in the buffers (queues). The memory is 
finite, so the buffers will eventually 
overflow and packets will be dropped or 
lost. This is already an indication of 
some congestion on the network, since 
the throughout will be significantly 
reduced. In a worst case scenario, the 
throughput converges to zero, which 
signals that a congestion collapse is 
imminent. In reality it amounts to the 
network system being almost shut down. 
In this state very few if any packets 
reach their destination, while in the 
same time the network capacity is fully 
utilized.  

In the late 80’s of the last century, the 
Internet had an experience with a few 
collapses. Those were mainly due to the 
nature of the original TCP 
implementations, viz. the protocol 
provided a reliable transport without the 
specific congestion control mechanism. 
The reliability required a large number 
of retransmissions, which even more 
increased the possibility for a congestion 
to appear. 

With the proliferation of the Internet, 
the need to address the problem of 
congestion became an urgent one. Two 
different approaches to deal with the 

problem have emerged. The first one, 
termed as host-centric, attempts to 
preserve the E2E principle, while the 
second one, or the router centric puts the 
burden on the intermediate nodes or 
systems to decide on the fate of the 
packet. There is a modification of the 
host-centric approach when the 
assistance from the network is being 
solicited via the routers to inform the 
end systems explicitly about the need to 
reduce the load due to packet 
overcrowding in front of their gates. 

While the E2E TCP congestion 
control schemes, which preserve 
scalability, have worked very well so 
far, they are limited to TCP flows and 
have problems with the utilization of the 
network resources in a fair manner. In 
part, one can tackle the problem with 
router-centric congestion control 
schemes. In this case, fairness could be 
improved with different queuing 
policies, but the inevitable discarding of 
packets wastes resources (packets go 
through the network only to be dropped 
by a router along the way) and produces 
a low throughput. The packet loss is not 
so acute with the network-assisted 
schemes; however they are still TCP 
based. Both router-centric and network-
assisted procedures require substantial 
modifications in the current router 
architecture and organization, and 
possibly the packet structure. The 
enumerated schemas for congestion 
control work with TCP and they take 
advantage of its so called socially 
responsible behaviour, but they 
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completely ignore the unresponsive 
flows such as UDP that transports most 
of the multimedia on the Internet.  

In general, multimedia applications 
are bandwidth intensive, delay sensitive, 
and loss tolerant. The use of UDP, a 
protocol that does not understand the 
concept of congestion, implies that they 
can generate and infuse traffic flows in 
the network at any rate. Most of these 
applications often increase their sending 
rates in response to a bigger loss in 
order to correct errors (for example by 
using forward error correction - FEC). 
The unresponsive flows may cause 
bandwidth starvation for the responsive 
flows, prolonged congestion, and in 
extreme cases a congestion collapse [1].   

The co-existence between TCP and 
UDP traffic, or in general between 
unresponsive and responsive flows, 
which inter alia reflects the reality on 
the Internet, has extensively been 
studied in the recent years. The concept 
of Network Border Patrol [2] suggests 
monitoring of all data flows at the edge 
routers. This should enable the detection 
of unresponsive flows and the regulation 
of their sending rates by rate con trollers 
and traffic shapers built in ingress 
routers. Another venue is to develop and 
implement new transport protocols, 
which somehow combine the “good” 
features of TCP and UDP only. This is 
the case with the Datagram Congestion 
Control Protocol (DCCP) [3], which is 
supposed to supplant UDP is a protocol 
of choice for running multimedia.  

While the proposed solutions are part 
of an ongoing research, it appears that 

there are some limitations, which 
indicates possible problems related to 
their acceptance, implementation, and 
effective usage. The Network Border 
Patrol is fairly complex and expensive 
because its mechanism does not 
differentiate between the flows at the 
edge routers. It is arguable that TCP, 
needs any explicit control at edge 
routers. Monitoring the incoming and 
outgoing traffic rate of all flows requires 
a periodical exchange of control 
messages over the network. This may 
cause a substantial overhead that will 
eventually speed up the onset of 
network congestion.   

The DCCP congestion control 
mechanism does not appear to be 
radically different than the one TCP has. 
The protocol follows the classical 
Additive Increase and Multiplicative 
Decrease (AIMD), which among other 
things shows certain problems in delay-
sensitive applications.    

May be it will be prudent to bring yet 
another paradigm into the whole picture, 
and used it to manage the unresponsive 
flows, while keeping the TCP 
congestion mechanism for the 
responsive flows. To do so, we would 
like to explore and study the possibility 
of employing mobile agents.   

2.  MOBILE AGENT AND 
CONGESTION CONTROL   

So far, mobile agents have been used 
in a number of different areas of 
applications [4]. In data networks the 
deployment of mobile agents offers 
some advantages such as the reduction 
in network traffic, lower latency, 
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asynchronous execution, remote 
searching and filtering, more efficient 
routing, and increasing the robustness 
and the fault tolerance of the system. On 
the other hand, the mobile agent 
paradigm has still many challenges 
ahead such as the operating 
environment, the standards, and the 
security. The very much needed 
standardization for having a much wider 
diversity and scope of applications 
continues to require a huge effort from 
many organizations. Another major 
issue is security, which is notoriously 
difficult to implement whenever you 
have a mobile and light-weight entities 
that have to deal with possibly 
malicious hosts.   

Despite some initial drawbacks, the 
experience shows some clear advantages 
listed by Lange and Oshima in seven 
categories [6].  Sundsted has also shown 
at least three reasons for adoption the 
mobile agent architecture [7, 8].   

An interesting and intriguing 
question is whether or not to use mobile 
agents in making UDP aware of his 
“greedy” behavior (or the need for 
congestion control). This will eventually 
create the right conditions for co-
existence with TCP that will beneficial 
for protocols, the overall network 
performance and the stability of the 
Internet.  

Based on the research in the last few 
years, a new concept has been proposed 
to deal with the congestion caused by 
heterogeneous flows termed as the 
Combined Model for Congestion 
Control (CM4CC). The ultimate goal of 

the model is to treat and possibly 
resolve the problem of congestion 
induced both by TCP and non-TCP 
flows. The CM4CC rests on two 
assumptions (1) keep the TCP related 
E2E congestion control for the TCP 
flows, (2) use the mobile agent 
paradigm for the non-TCP flows. At the 
moment, the work is limited only to 
wired networks.  

3. COMBINED MODEL FOR 
CONGESTION CONTROL 
(CM4CC)  

Congestion control mechanisms are 
essentially about the allocation and 
management of network resources. 
Therefore, there must be a careful and 
continuous monitoring of the resources, 
which actually reflects the state of the 
network. In the case of unresponsive 
flows, this amounts to the control and 
analysis of the traffic rates, so whenever 
they exceed the specified limits, their 
send ing rates should be lowered.  

Usually, to monitor and collect traffic 
information of unresponsive flows 
transmitted on the network messages 
must be exchanged periodically over the 
network (the lack of the feedback 
mechanism built in TCP is among many 
things that make UDP unresponsive). 
The benefits of back and forth 
transmission should be contrasted with 
the passivity of an overhead and thus 
impairing some of the network 
resources such as for example the 
bandwidth. The appearance of 
congestion adds an additional stress to 
the stability of the system.   
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Mobile agents are able to reduce 
network traffic while working well in 
unreliable and low bandwidth networks. 
In CM4CC mobile agents monitor and 
collect the information on sending and 
receiving rates of unresponsive flows. 
The information helps in the estimation 
and the calculation of the loss rates of 
unresponsive flows. For now, the case is 
limited to wired environments where 
link transmission error rates are small. 
One can safely assume that any packet 
loss can be seen as a sign of congestion 
and the loss rate some how stands for 
the level of network congestion and thus 
provides an insight in the state of the 
network. Moreover, it gives information 
for the adjustment of the maximum 
allowed sending rate of each 
unresponsive flow. The maximum 
allowed sending rate is the maximum 
value of the sending rate at which a non-
TCP flow can transmit into the network.  

Three different categories of agents 
are used for monitoring, management, 
and controlling the data transmission in 
the network respectively. Appropriately, 
the agents are named as the monitor 
agent, the control management agent, 
and the management agent. The first 
two are mobile agents whereas the third 
is a stationary one.   

The model treats the network to be in 
a congested state whenever a timeout 
occurs in a TCP flow. Conversely, all 
other states are considered to be normal 
(or uncongested) for the network. For 
the non-TCP flows mobile agents use 
control mechanisms when the network 
is in a state of congestion, and 

avoidance mechanisms when the 
network is in a normal state. The 
procedures to calculate and regulate the 
rate of transmissions shall be different 
accordingly.   

Since, CM4CC adheres to the host-
centric principles, the non-TCP flows 
regulate their sending rates at the hosts 
before entering into network. This is 
done by the control agents through some 
form of a traffic shaper. The rate of 
dropped packets at routers should be 
reduced, which gives lower loss rates, 
higher throughput, saved bandwidth, 
and control of the congestion in the 
network. This leads to better network 
performance also.  

The model does not require any 
change in the network devices. A single 
requirement is a support for the model 
by a mobile agent environment - a place 
where mobile agents can move from 
host to host and interact with the 
network and each other.   

There is no need to exchange 
messages over the network, since they 
are embedded within the mobile agents. 
The amount of information is limited to 
the values of the sending and receiving 
rates related to the active non-TCP 
flows. Some of the mobile agents are 
created on demand, and consequently 
terminated when done with their work. 
They can clone themselves, which 
enables parallel execution and 
additionally saves on resources. All of 
the above indicate a pretty fair deal for 
the network with respect to resource 
allocation, usage and overhead, which 
definitely provides conditions for a 
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more stable and better performing 
network.  

 For now, the model is designed to 
work under the best-effort umbrella. 
Namely, it does not provide guarantees 
concerning the sending rates and delays 
in the delay–sensitive applications. 
Multimedia applications that require 
QoS can resort to the alternative service 
models such as the integrated or the 
differentiated services are.    

In a state of congestion, the reduction 
of the non-TCP flows sending rates 
depends on α, which is the number that 
represents the transmission media error 
tolerance. The value of α is different for 
different types of networks depending 
on the transmission media. Assuming 
the network is in a congested state, if the 
loss rate is smaller or equal to α then 
there is no reduction of the sending 
rates, otherwise they will be reduced to 
the maximum allowed sending rates. For 
small values of α one may consider that 
there is no loss and hence no congestion 
on the network.    

If the network is a non-congested 
state and the loss rate is less than the 
allowed loss rate, then there is no 
limitation on the sending rate. 
Otherwise, the sending rate of the flow 
is limited to the maximum allowed 
sending rate. The value of the allowed 
loss rate reflects the nature of the 
application that generates the non-TCP 
flow. Most multimedia applications are 
more distressed with delays, rather than 
losing a few packets.  

Two different congestion control 
algorithms are applied to non-TCP 

flows, one for the normal and the other 
one for the congested state of the 
network. In the case of the later, no 
further loss is acceptable for any of the 
flows; while in a normal state non-TCP 
flows can sustain some loss (they are 
intrin sically more delay sensitive). The 
degradation of the sending rate of non-
TCP flows goes to values that are 
considered to be “large enough”. The 
qualification “large enough” means that 
the value is sufficient to prevent 
congestion and enable fast recovery 
network from congested state, however 
not too large in order to affect to the 
network performance and cause 
unnecessary delays for the non-TCP 
flows.   

CM4CC has some level of fairness 
(termed as an “admissible fairness”) in 
the treatment of both TCP and non-TCP 
flows, whenever the network is the state 
of congestion. They all must back-up 
and decrease their sending rates. The 
same rule applies to the non-TCP flows 
proper. The mechanism does not cause 
any global reduction since (1) the 
differences among the non-TCP flows, 
which are recognized by the algorithm 
through the different loss rates, and (2) 
the reduction of the sending rate applies 
only to the flows that are behind the 
congestion.  

4. CONCLUSION  
The mobile agent paradigm faces 

many challenges and there are technical 
limitations that need to be resolved in 
the near future. Nevertheless, the early 
research on their potential in improving 
the overall performance of the network, 
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and in particular the transport layer 
protocols is a promising one. The model 
attempts to deal with the serious and 
difficult problem of contention for 
network resources which if left 
uncontrolled may lead to severe and 
debilitating congestion on the Internet.   

The algorithms employed by the 
model try to reconcile both responsive 
(TCP) and unresponsive (UDP) flows. 
Mobile agents probe and explore the 
network in order to collect and convey 
information about the state of the 
system, and subsequently assist in 
managing it, can do it at a marginal cost 
to the system.   

The CM4CC is currently under 
implementation. Network parameters 
that define its performance such as 
throughout, goodput, delay, loss, 
response to congestion and congestion 
management are subject to simulation 
studies and analysis. This work includes 
a better definition and measurement of 
admissible fairness, and research with 
respect to the stability of the system, 
which may lead to the elimination of or 
at least to acceptable levels of 
congestion.   
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Abstract: TCP and UDP are the 
dominant transport protocols on the 
Internet. The first one is used for reliable 
transport, while the second one for 
multimedia applications. Their behavior 
is quite different, which makes 
coexistence challenge. Namely, TCP is 
responsive to potential network 
problems, such as congestion, while 
UDP completely ignores it. The need to 
come up with a protocol that somehow 
extracts the “good: attributes” of both 
TCP and UDP, and leaves out the less 
favorable to the Internet, has proved to 
be a challenging research venue. Rather 
then going for an “entirely” new 

protocol, our objectives have been to 
keep TCP as is, while using the mobile 
agent paradigm for UDP control. The 
proposed solution termed as Combined 
Model for Congestion Control (CM4CC) 
has been limited to wired networks. 
Today, the Interne is an aggregation of 
both wired and wireless infrastructures. 
The article focuses on the CM4CC 
extension in heterogeneous networks. 

Keywords: TCP, UDP flows, responsive 
and unresponsive flows, heterogeneous 
networks, congestion control and mobile 
agents. 
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1.   Introduction 
In the last decade, the proliferation 

of networked multimedia has almost 
paralleled the growth of Internet. 
Multimedia applications are usually 
bandwidth intensive, delay sensitive, and 
to some extent loss tolerant, which 
makes UDP the favorite transport 
protocol. Nevertheless, despite user 
appeal and evident commercial benefits 
of multimedia, still over eighty percent 
of Internet traffic travels over TCP. 

The problem is how to make the two 
protocols TCP and UDP, which 
profoundly differ in the way they behave 
in performing the transport function, 
coexist on the Internet. Their co-
operation is crucial to the global network 
performance and the overall stability.  

TCP is reliable, host-centric 
protocol, responsive to congestion, and 
usually converging to fairness in 
presence of other network flows [1]. In 
contrast, UDP is an unreliable datagram 
centric protocol that has no capabilities 
to either detect, or control congestion. 
The flows transported by the former are 
termed as responsive or socially 
responsible, while the flows carried by 
the later as unresponsive and 
irresponsible. Whenever traffic is mixed, 
TCP flows usually retract and even 
disappear in the presence of the more 
aggressive UDP flows. This kind of 
behaviour may starve TCP flows, and 
induce network congestion, which may 
lead to congestion collapse.  

Making TCP and UDP working 
together for Internet stability and 
efficiency have instigated a significant 

research effort towards new transport 
protocols. The work tries to incorporate 
the “good” features of TCP and UDP, 
while leave out the undesirable ones. 
Some of the few new protocols and 
modifications are DCCP [5] and 
Network Boarder Patrol [4]. 

The Combined Model for 
Congestion Control (CM4CC), described 
in [9], wants to keep TCP as is and to 
introduce some form of an “external” 
control over UDP. The rationale is that 
(1) TCP is already responsive and has 
worked and kept Internet stable for a 
long time, (2) UDP has done pretty well 
with multimedia applications. 

Initially, CM4CC was limited to 
wired networks only [9]. Since Internet 
has become a global conglomeration of 
wired and wireless networks, the article 
focuses of the CM4CC extension to 
wireless networks, and thus to a 
heterogeneous environment. 

2. CM4CC in Heterogeneous 
Networks 

In CM4CC, mobile agents are used 
to monitor non-TCP flows, collect 
information about sending and receiving 
rates, and manage these flows. In our 
case, they calculate loss and maximum 
allowed sending rates, so they do not 
exceed the values, which reflect the 
current state of the network. Mobile 
agents are managers of the network into 
two different states. The first one is the 
congestion control when the network is 
congested, and the second one is 
congestion avoidance when the network 
is in a normal state.  
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The desirable properties of mobile 
agents in CM4CC are, inter alia, the 
ability to reduce network traffic, and to 
work in unreliable and low bandwidth 
environments [8]. The agents are created 
on demand, and their usage of network 
resources is limited. The complexity of 
using the mobile agent paradigm is 
offset with the built-in TCP congestion 
control. 

In heterogeneous networks, the base 
station sits in the middle between two 
different parts of the network: wired and 
wireless [7]. Wireless links are usually 
short on bandwidth, have longer delays 
and higher bit-error rates, and may 
frequently disconnect.  

The omnipresent of the wireless 
networks that have become an integral 
part of general networking and the 
Internet, has spurred research into 
making network infrastructure 
transparent to the TCP/IP 
communication model [7], [8]. The 
solution of the problem is not so trivial 
and sometimes resorts to breaking the 
E2E principle. 

TCP Snoop is one of the protocols 
that preserve E2E in resolving the 
interface predicament between wired and 
wireless protocol [8]. While it does have 
some problems, such as insufficient 
isolation of the wireless link and not 
being usable when encryption is present 
on network layer, it is the choice for 
CM4CC since both adheres to the E2E 
semantics. 

Snoop is implemented at the base 
stations in CM4CC in order to (1) avoid 
degradation of TCP performance due to 

properties of the wireless links, (2) 
correctly identify the source of timeout 
occurring at TCP flows (which is a result 
of congestion not a random loss in the 
wireless link). 

As far as wireless links are 
concerned, the assumption is they have 
in general lower transmission rates 
compared to the fixed links. 
Consequently, CM4CC ignores the 
sending rates of non-TCP flows sent 
from wireless hosts (simpliciter, the 
timeout in TCP flows from a wireless 
host is irrelevant).  

The CM4CC utilized seven types of 
agents classified in three categories: 
management, monitor and control. Three 
of them are persistent entities in the 
network; the others are created whenever 
a need for their work arises. The former 
three are the Management Agent 
(ManA), Congestion Management Agent 
(CManA) and the Monitor Agent 
(MoA), while the later four are the 
Congestion Monitor Sending Agent 
(CMoSA), the Congestion Monitor 
Receiving Agent (CMoRA), the Control 
Agent (CtrlA) and the Congestion 
Control Agent (CCtrlA) [9]. 

3. Congestion Management with 
Mobile Agents 

The normal state of the network 
(with respect to congestion) is defined as 
the absence of timeouts for a TCP flow 
eminating from a wired host. In this 
case, as shown on Figure 1, mobile 
agents limit their role to congestion 
avoidance for non-TCP flows. 
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Conversely, a network is congested 
when there is a timeout on at least one 
TCP flow from fixed host (a slow start 
phase, pertinent to the flow, becomes an 
imminent). This triggers mobile agents 
to act as congestion control mechanism 
for non-TCP flows (Figure 2). A non-
TCP flow relates to a congested TCP 
flow when both originate from fixed 
hosts and share the same edge router.  

 

 
 

Figure 1: System model when network 
is in the normal state 

CManA is idle until there is an 
indication of congestion. If there is at 
least one non-TCP flow that relates to 
network congestion, the CManA creates 
the CMoSA and the CMoRA. 

These two agents along with the 
MoA create the group of monitoring 
agents. Their responsibility is to detect 
active unresponsive flows, and to collect 

information about sending and receiving 
rates of non-TCP flows from fixed hosts. 

 

 
 

Figure 2: System model when network 
is in the congested state 

MoA deals with all non-TCP flows 
from fixed hosts in the network, while 
CMoSA and CMoRA monitor only non-
TCP flows sent from the fixed hosts and 
related to the congested TCP flow. 
When a destination host of a non-TCP 
flow is a wireless (or even a mobile) 
host, the collection of receiving rates of 
non-TCP flows and the aggregation of 
the receiving rates of all flows going to 
the mobile host is done at the base 
stations. 

ManA and CManA are management 
agents that coordinate the activities of all 
mobile agents (such as policies for 
unresponsive flows, loss, maximum 
allowed sending rates, and the creation 
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of control agents). While ManA 
manages all the hosts in the network, 
CManA does it for the source and 
destination hosts related to the congested 
TCP flow.  

As control agents, CtrlA and CCtrlA, 
are responsible for (1) moving to source 
fixed hosts where sending rates of non-
TCP flows exceed the maximum 
allowed sending rates; (2) informing on 
the maximum allowed sending rates; and 
(3) adjusting and controlling indirectly 
sending rates of non- TCP flows through 
a traffic shaper placed at the fixed source 
hosts respectively.  

4. Modification of CM4CC with 
Snoop 

When a destination is wireless or 
mobile, the data such as the receiving 
rates (RR) of non-TCP flows and the 
aggregation of the receiving rates of all 
flows (ARR) are located at 
corresponding base stations. It implies 
that when the destination of non-TCP 
flow is a mobile host, the base station 
collects the receiving rates of non-TCP 
flows sent to mobile hosts (instead of 
mobile host and mobile agents who are 
passive).  

A simple code for the modification 
of the Snoop protocol is sufficient 
(Figure 3) to record the information that 
may be included in the mobile agent 
logs.  

The collection of sending rates and 
receiving rates is confined to the wired 
part of the network. The information that 
calculates the maximum allowed sending 
rates for each non-TCP flow sent from 

fixed source hosts in heterogeneous 
networks is different from the algorithm 
used in the wired network when the 
destinations are mobile hosts. 

 
Figure 3. Flow chart of a modified 

snoop module 

We may consider two different 
cases. The first is when the aggregation 
of receiving rates of all flows sent to the 
mobile host is greater than the capacity 
of the wireless link. The second case is 
when the aggregation is smaller than or 
equals the wireless link capacity (and the 
congestion is actually limited to the 
wired part of the network [9]). 

For a network in a normal state, we 
need first to calculate the loss rate (LR) 
of non-TCP flows whose destination is 
either fixed or mobile. Assume that the 
aggregation of the receiving rates of all 
flows received by the mobile host is 
smaller than or equals the capacity of the 
wireless link. Then we compute for the 
same flows the maximum allowed 



 
 
PUBLICATIONS 
 
 

232 

sending rate (MASR) when their loss 
rates are greater than the allowed loss 
rates (ALR). While in general 
multimedia applications are loss tolerant, 
when the loss becomes excessive (over a 
certain limit), there is degradation in 
performance. The limit is termed as the 
allowed loss rate (ALR) for a non-TCP 
flow.  

When network is in the state of 
congestion, a timeout may occur in the 
TCP flow from a fixed source. Hence, 
there is a need to compute the loss rate 
(LR) of non-TCP flows. These flows 
originate from the fixed hosts and related 
to some congested TCP flows in 
congestion, while their destinations are 
either fixed or mobile with the 
aggregation of the receiving rates of all 
flows sent to mobile host is smaller than 
or equals the capacity of the wireless 
link. In addition, if the actual loss rate is 
greater than α, then one should calculate 
the maximum allowed sending rate 
(MASR). The parameter α represents the 
error tolerance of transmission media. 

When the destination host of a non-
TCP flow is a mobile host and the 
aggregation is greater than the capacity 
of the wireless link, then we need only 
the maximum allowed sending rate 
(MASR) of each non-TCP flow received 
by the mobile host. The wireless link 
(where the flows terminate) is a  
bottleneck that makes packet loss 
inevitable. 

To avoid wasting of the resources, 
the sending rates of non-TCP flows 
should be regulated at the fixed hosts. 
The control of sending rates reduces the 

aggregation of the receiving rates of all 
flows sent to a mobile host below the 
wireless link capacity, which decreases 
packet loss and resource contention. 

Let us denote with k
ijf  , a non-TCP 

flow k sent from host i to host j, where i 
= 1 .. n1, j = 1 .. n2, k = 1 .. n3  with n1, 
n2, n3 are positive integers. The sending 
rate and the receiving rate for the flow 
are )( k

ijfSR  and )( k
ijfRR  respectively. 

( )ARR j  is the aggregation of the 
receiving rate of all flows sent to mobile 
host j.  

Let M denote the set of indexes j. If j 
∈  M then host j is a mobile one. W(j) is 
the capacity of the wireless link between 
the base station and mobile host j. 

The algorithm used to calculate the 
actual loss rate and the maximum 
allowed sending rate of a non-TCP flow 
k sent from host i to host j k

ijf   when 
network is either in normal or congested 
state is given below.  

When network is in normal state 
A. If the destination host j satisfies the 
condition  

( )( ) ( )j M j M ARR j W j∉ ∨ ∈ ∧ ≤   

then 
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B. If the destination host j satisfies the 
condition   ( )( ) ( )j M ARR j W j∈ ∧ >  
then 

 k k
i, j i, j

ARR(j) - W(j)MASR(f ) = RR(f ) * 1 - 
ARR(j)

⎡ ⎤
⎢ ⎥
⎣ ⎦

 

When network is in the congested state 
A. If the destination host j satisfies the 
condition  

( )( ) ( )j M j M ARR j W j∉ ∨ ∈ ∧ ≤   

then 

)(
)()(

)( k
ij

k
ij

k
ijk

ij fSR
fRRfSR

fLR
−

=  

if    α>)( k
ijfLR   then 

     ( ))(1*)()( k
ij

k
ij

k
ij fLRfSRfMASR −=  

B. If the destination host j satisfies the 
condition ( )( ) ( )j M ARR j W j∈ ∧ >  
then 

 k k
i, j i, j

ARR(j) - W(j)MASR(f ) = RR(f ) * 1 - 
ARR(j)

⎡ ⎤
⎢ ⎥
⎣ ⎦

 

Finally, let us address the issues of 
security relative to CM4CC. Since UDP 
lacks a feedback mechanism, there is the 
need for an explicit transmission of the 
information relative to the network state 
in presence of different types of flows. 
Regardless of the implementation (which 
may be via message passing, RPC or 
mobile agents), security of the data 
being transmitted is an issue. The 
security concerns are aggravated by the 
functionality of the mobile agents, which 
freely move around the network. 

One of the solutions may be in a 
form of a security manager similar to the 
one incorporated in the architecture of a 
Java-based mobile agent system that 
executes a set of predefined and agreed 
security policies [10]. Therefore, to 
preserve the bona fide intentions of 
mobile agents in CM4CC, and protect 
them against malicious hosts and users, 
some standard cryptographic 
mechanisms may be integrated into the  
Agent Transfer Protocol (ATP). Mobile 
agents may be restricted to certain 
domains during execution of their tasks 
(e.g. sandbox). 

Certain mobile agents should be 
granted special access privileges to 
specific data since the information is 
essential to their functionality. The code 
for mobile agents does not need to 
change on the fly, viz. they may be 
declared as read-only objects thus 
making them foolproof from possible 
manipulations by malicious hosts. 
Various security modes may be used for 
the logs associated with the agents (for 
instance restriction to the "append" 
operation). 

5.   Conclusion 
Congestion is one of the fundamental 

problems in networking and thus on the 
Internet. In order to implement and 
preserve some of the universal principles 
of TCP/IP paradigm such as scalability 
and distributed functionality, sharing the 
network resources is neccesary. This is 
even more relevant to heterogeneous 
networks due to the need technological, 
independence, and high performance 
networking.   
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The basic model of CM4CC for 
wired networks was presented in [9]. 
This paper extends its functionality to 
the wireless case and thus makes it 
sufficiently general for heterogeneous 
networks. The coexistence of responsive 
and unresponsive flows is made possible 
by using a congestion management 
scheme based on TCP congestion 
control and mobile agents. The extension 
to the wireless case is done by 
integrating the Snoop protocol at base 
stations. The modification is simple and 
it involves only base stations from the 
pool of network resources. 

Exploring and proposing a possible 
resolution to network congestion with 
the CM4CC has proved to be a 
challenging, yet promising experience. 
The reasons are the flexibility of mobile 
agents, the convenient computational 
complexity, and low cost. 

The confidence in the proposed 
model is enforced by the intensive 
experimental validation through ongoing 
simulation studies in OPNET, which is 
the subject of a forthcoming paper. 
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Abstract: 

Despite the continuous developments concerning the performance of the global Internet, 
and hence networking in general, congestion management remains to be a significant 
challenge. This is due to the heterogeneity of (1) the infrastructure (wired and wireless), 
(2) network flows (responsive and unresponsive to congestion), and the enormous growth 
of users and the variety of services. There are number of solutions proposed to tackle 
congestion, especially concerning the co-existence of responsive and unresponsive 
transport protocols. One of those, termed as Combined Model for Congestion Control 
(CM4CC), in addition to the set of classical congestion control mechanisms employed by 
TCP, introduced mobile agents to manage the unresponsive flows, such as UDP. The 
paper goes beyond the theoretical foundations of CM4CC, established in a few early 
articles, by using the simulation paradigm to validate the model. In order to do so, 
various scenarios are implemented in the simulation environment provided by the 
Optimized Network Engineering Tool (OPNET).  

The results of the simulation study clearly prove that CM4CC, which is a collaborative 
effort by TCP feedback mechanisms and mobile agents monitoring and control of the 
network and in particular the behaviour of UDP sources, is more than a promising venue 
towards a comprehensive congestion management. Inter alia, the focus is on the 
extensions made to the OPNET to accommodate mobile agents beyond the multi-tier 
system, and thus extending the original simulation capacity to the areas such as 
congestion management, network performance enhancement and stability. 

Keywords: Responsive and unresponsive flows, Congestion control, Mobile agent 
packet, Simulation. 
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1 Introduction 
TCP and UDP protocols still dominate 
the transport layer in the IP networks 
and on the Internet. While the former is 
a complex, closed-loop protocol used 
mainly when there is a need for reliable 
transmission, the later, which is light-
weight, unreliable and open-loop, deals 
with multimedia applications 
characterized by the large volumes of 
data and interactivity. Out of the two 
protocols, TCP is still the major 
transport vehicle on the Internet, with 
about 80 % of the flows. There are more 
then two hundred modifications of the 
original protocol trying to absorb the 
immense growth in users and services, 
and changes in the infrastructure (from 
copper to fiber, and from wired to 
wireless). 

On the other hand, there have been 
hardly any attempts to modify UDP. 
Understandably, so considering the 
applications using the protocol and the 
objectives relative to their optimal 
performance - high speed and low 
delays. One of the key problems on the 
Internet and in networking is to make 
TCP and UDP work together, bearing in 
mind that the first one is “socially or 
network responsible”, while the second 

one is irresponsible, viz. aggressive and 
greedy. 

Whenever TCP and UDP compete for 
network resources, the later wins that 
usually makes networks under perform, 
unfair, and unstable. The responsive 
behavior of TCP to address the problem 
of congestion management has been 
studied and subsequently bettered based 
on two different strategies. One is to 
keep the E2E semantics, or so called 
host-centric method, where alterations 
are made in the protocol stacks at the 
end systems. The other one, denoted as 
router centric, attempts to reduce the 
contention for network resources 
through changes in the architecture and 
the organization of the routing devices, 
especially buffers, both in a passive and 
active way [4]. There are also recent 
efforts to combine some of the distinct 
features of both protocols, for example 
congestion control from TCP and 
unreliability from UDP, in a protocol 
designated as Datagram Congestion 
Control Protocol (DCCP) [11] or to 
isolate TCP and TCP-friendly flows in 
tunnels, so they can be protected from 
irresponsive flows [4]. Another scheme 
such as BLACK [7] employs 
blacklisting of the unresponsible flows, 
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where the packet drop for high-
bandwidth flows is proportional to the 
deviation from the fair share rate. 

It is not the intention of the article to 
enumerate all of the endeavors proposed 
so far to resolve the problems with 
respect to congestion management.  This 
has already been done in numerous 
articles [2, 3, and 4]. Hence, we shall 
point out the main characteristics of our 
approach represented by the Combined 
Model for Congestion Control (CM4CC) 
[2], and then proceed with the 
elaboration of the main objectives (1) to 
use simulation in proving the validity of 
the model, and (2) to extend the basic 
simulation environment, if necessary, so 
it may accommodate all of the strategies 
and mechanisms used in CM4CC. 

2 Overview of the Combined Model 
for Congestion Control (CM4CC) 
CM4CC builds on the host-centric 
standard, thus preserving the E2E 
semantics and the whole family of TCP 
algorithms (slow start, congestion 
avoidance, and AIMD) for congestion 
control [2]. It simply acknowledges that 
TCP and TCP-friendly that are behind 
responsive flows. To make these flows 
work with the unresponsive or UDP 
flows, we reach for the mobile agent 
paradigm. The relevance of mobile 
agents in network management, e-
commerce, telecommunication, and 
information collection, storage and 
retrieval has been widely studied, 
examined and advocated for [1]. 

In CM4CC mobile agents exhibit 
different functionalities such as network 
monitoring, information collection on 

the network status and hence congestion, 
assessing the state of the network and 
finally taking whenever necessary 
appropriate actions to remedy the 
problems in the network related to 
contention for network resources among 
different, both responsive and 
unresponsive flows. 

In fact, mobile agents play a major role 
in dealing with the unresponsive (UDP) 
flows. 

The fundamental attributes and 
functionalities of CM4CC were 
explained in [2] primarily for wired 
networks, and then extended for wired 
ones. Since all the pertinent details and 
operations of CM4CC were presented 
and explicated in [2, 12], only to the 
most important features are briefly 
outlined here. 

Usually, a packet loss is one of the 
indicators of congestion. In case of TCP, 
this means a back-off to a lower rate of 
packet infusion into the network (either 
drastic to system restart or moderate to 
one half of the current congestion 
window). However, these measures do 
not apply to unresponsive flows that 
should be also tamed down to defuse the 
state of congestion. The situation, as 
CM4CC affirms calls for mobile agents 
who move across the network to collect 
and process information related to 
unresponsive flows. Based on the 
information from the network, which is 
in a way a synthetic substitute for the 
natural feedback mechanisms in TCP, 
the sending rates of the unresponsive 
flows will be lowered (provided there is 
a congestion) via a traffic shaper at each 
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source host. Out of the seven mobile 
agents used in CM4CC, three deal with 
congestion avoidance and are designated 
as monitor agent (MoA), management 
agent (ManA), and control agent 
(CtrlA). ManA coordinates activities that 
include policies for unresponsive flows, 
loss and maximum allowed sending 
rates, and creation of control agents 
when necessary. MoA detects active 
unresponsive flows and gathers 
information about sending and receiving 
rates of non-TCP flows. Control agents 
(CtrlAs) have responsibility to (1) move 
to source hosts where sending rates of 
non-TCP flows exceed maximum 
allowed sending rates; and (2) control 
and adjust indirectly sending rates of 
non-TCP flows in an indirect manner 
through traffic shapers placed at the 
corresponding source hosts. 

3 CM4CC in OPNET Environment 
OPNET [8] is a network simulation tool 
used rather widely in commercial and 
research communities. Any further 
reference to the OPNET in the paper, 
addresses the entire simulation 
environment inclduing the OPNET 
modeler. While OPNET is a research 
simulation tool, many issues related to 
mobile agents are not yet supported by 
built-in utilities and objects in the 
standard libraries. For instance, the use 
of mobile agent in network management 
is based on a utility named multi-tier 
application [9, 10]. The utility takes care 
of network performance metrics such as 
delay, response time, and throughput [8]. 
However, this is not sufficient to model 
and assess the complex behavior of 

mobile agents, and therefore not quite 
suitable to describe and explore the full 
potential of the CM4CC model. 

In essence, a mobile agent is a specific 
piece of programming code that is able 
to move across the network. The state 
and the associated data, carried by a 
mobile agent, need to be encapsulated 
into a packet in a serialized form.  

 

 
 

Figure 1: TCP/IP stack in IP networks 

 

 
 

Picture 2: TCP/IP stack in OPNET 
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There are some differences between the 
TCP/IP stack implemented in a real IP 
networks (Figure 1), and the 
corresponding TCP/IP stack in OPNET 
(Figure 2). The differences are mainly 
reflected in the process of packet 
composition (encapsulation) and 
decomposition (decapsulation) 

In the case of OPNET, applications do 
not generate real data packets, which 
imply that the built-in utilities and 
objects in OPNET standard libraries do 
not maintain and store complete 
information relevant to the packet that 
moves across the network. In summary, 
these utilities and objects do not suffice 
to stipulate and stimulate the entire 
spectrum of mobile agent activities in 
CM4CC. An instance of this limited 
ability is the failure to induce the 
behavior of a monitoring agent that 
carries the information on sending and 
receiving rate. 

There are few problems to be addressed 
and resolved in OPNET before we 
proceed to simulate the operation of 
CM4CC. These questions are the 
representation of a mobile agent in 
OPNET and the inducement of agent’s 
mobility (by using the complete list of 
network nodes that a mobile agent has to 
visit in network, i.e. how mobile agent 
can move to the sequential list of hosts 
in OPNET); storage and preservation of 
data collected by an agent from the 
network during his travel and mobile 
agents co-operation and co-ordination 
when they exercise congestion control. 

4 Extending OPNET for CM4CC 

The simulation of mobile agents requires 
a packet in a special form, which for the 
sake of the argument will be termed as 
mobile agent packet (MA packet). In 
fact, without loss of generality one may 
consider that the concepts of a mobile 
agent and a mobile agent packet are 
identical. The header of the MA packet 
should contain information on the packet 
itinerary (list of all nodes to be visited 
during a network trip including the next 
intermediate host. One should also make 
all the provisions to avoid revocation of 
the packet at any host until the whole 
network or part of it is traversed as 
necessary. Each MA packet needs to 
store the data gathered during mobile 
agent or packet travel across the 
network.  

The structure of the MA packet is 

T
y
p
e

Dest_addr Dest_
subnet 

Visit
_addr
_list 

S
R 

R
R 

M
A
S
R

 

where 

• Type is a constant 32 bits long that 
stands for the type of a mobile agent. 

• Dest_addr and dest_subnet are 
variables 32 bits long that store the 
address of intermediate next host that 
mobile agent will visit. 

• Visit_addr_list is a variable, 32 bits 
long, that contains the list of the 
remaining host addresses that mobile 
agent will visit.  
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• SR, RR and MASR are aggregated data 
arrays, which store sending, receiving, 
and the maximum allowed sending rates 
for UDP flows respectively. Each 
element of the array is a variable 32 bits 
long  

The behavior of mobile agents during 
the congestion avoidance phase is 
defined by CM4CC. Their 
comprehensive description provided by 
MA packets is given on Figure 3. In the 
beginning, the Monitoring Agent (MoA) 
is created in form of MA packet by the 
packet generator integrated in the home 
host, which is actually the place where 
all mobile agents are created and 
eventually terminated upon their return. 

The information related to the address of 
the first host visited and is placed at the 
dest_addr and dest_subnet fields. The 
information on the rest of the list (a 
sequence of hosts that need to be visited) 
is in the visit_addr_list field. Each host 
visited provides the mobile agent MoA 
with info on UDP sending and receiving 
rates that either originate or terminate at 
the specific host and are saved in the 
arrays SR and RR. 

The migration of mobile agent to a new 
host causes the variables dest_addr and 
dest_subnet to be set to the values from 
the visit_addr_list, which also decreases 
the list of elements for one. MoA returns 
home (Home Host) when the list of all 
host is exhausted, reports the data to 
ManA and waits for the next assignment 
or data collection. 

Based on the sending and receiving rates 
of UDP flows provided by MoA, ManA 
calculates packet loss rate. If the loss 

rate is greater than the Allowed Loss 
Rate (ALR), ManA will calculate the 
Maximum Allowed Sending Rate 
(MASR) and place it in MASR. If there 
exists at least one UDP flow whose 
sending rate has to be regulated, ManA 
creates new control agent (CtrlA) that 
follows almost the same sequence of 
actions as MoA. The CtrlA is terminated 
once it returns to the home host. 

 

 
Figure 3: Mobile Agent based 

Congestion Control Protocol (MACCP) 

When UDP source host receives 
information on MASR from CtrlA, it 
informs the traffic shaper. With the 
absence of traffic shaper in OPNET, an 
object had to be built and integrated in 
the UDP host. The traffic shaper used in 
our simulation study utilizes a leaky 
bucket mechanism. It is worth 
mentioning that just like the UDP source 
and destination host objects, all other 
entities used in the simulation such as 
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home hosts, links, switches and routers 
are designed and constructed specifically 
for the validation of the CM4CC. 

For instance, routers used in the 
simulation route packets from the input 
into the output stream and drop packets 
when the queue is full. UDP source hosts 
have the capability to transmit data to 
UDP destination hosts and vice versa, to 
send and receive mobile agents, and has 
an integrated traffic shaper and a packet 
generator. 

 
Picture 4: Process Model 

Home hosts are capable of creating 
different types of mobile agents, launch 
them into network at certain intervals, or 
if required, terminate agents when they 
are done and back home. 

5 Simulation Experiments 

Figure 5 shows scenario 1, with one 
UDP and one TCP flow. MA_home is 
the home host of the mobile agents, 
UDP1_Send is the source host of the 
UDP1 flow, and UDP1_Receive is the 
corresponding destination host. 
TCP_Send and TCP_Receive are the 
source host and the destination host of 
the TCP flow respectively. The link 
capacity between the Router1 and the 

Router2 is 2 Mbps, while the link 
capacity between Router2 and 
UDP1_Receive is 1 Mbps. The capacity 
of the other links is 10 Mbps each. 

In scenario 1, UDP1 is the unresponsive 
flow and is generated at the constant bit 
rate 2.5 Mbps for the whole duration of 
the simulation run. TCP (Newreno 
variant) flow is generated by an 
application that infuses data into the 
network during the entire simulation 
interval. 

 
Figure 5: Simulation scenario 1 

MoA is generated periodically each 60s 
after the start of the simulation. The 
period of reduction is set to 60s, and is 
defined as the time during which the 
traffic shaper limits the sending rate of 
UDP1 flow to the value of MASR as 
received from the control agent. When 
the period of reduction is over, the 
UDP1 sending rate is not any more 
limited until new MASR is being 
calculated. The total simulation time is 
set to 1200s. The UDP1 flow allowed 
loss rate (ALR) is set to 0.1 (or 10%). 
The routers in the simulation model have 
two FIFO input queues, one for the TCP 
flows, while the other one for the UDP 
flows. The partial trace of mobile agent 
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activities in Scenario 1 is shown on 
Figure 6.  
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Travel No : 1 of MoA to collect data 
MoA collects SR 2525252.53 bits/sec of 
flow UDP1 at time      60.00 
MoA collects RR 1010101.01 bits/sec of 
flow UDP1 at time      65.81 
 
CtrlA delivers MASR 1262626.26 bits/sec 
of flow UDP1 at       65.81 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  
12.63 
Interval between UDP packets is   0.08 
757 packets is sent within regulated 
period 
 
Travel No : 2 of MoA to collect data 
MoA collects SR 1275380.06 bits/sec of 
flow UDP1 at time     120.00 
MoA collects RR 1010101.01 bits/sec of 
flow UDP1 at time     122.71 
 
CtrlA delivers MASR 1137639.02 bits/sec 
of flow UDP1 at      122.71 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  
11.38 
Interval between UDP packets is   0.09 
682 packets is sent within regulated 
period 
 
Travel No : 3 of MoA to collect data 
MoA collects SR 1149130.32 bits/sec of 
flow UDP1 at time     180.00 
MoA collects RR 1010101.01 bits/sec of 
flow UDP1 at time     180.71 
 
CtrlA delivers MASR 1125014.04 bits/sec 
of flow UDP1 at      180.72 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  
11.25 
Interval between UDP packets is   0.09 
675 packets is sent within regulated 
period 
 
Travel No : 4 of MoA to collect data 
MoA collects SR 1136377.82 bits/sec of 
flow UDP1 at time     240.00 
MoA collects RR 1010101.01 bits/sec of 
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flow UDP1 at time     240.61 
 
CtrlA delivers MASR 1123738.79 bits/sec 
of flow UDP1 at      240.62 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  
11.24 
Interval between UDP packets is   0.09 
674 packets is sent within regulated 
period 
 
Travel No : 5 of MoA to collect data 
MoA collects SR 1135089.69 bits/sec of 
flow UDP1 at time     300.00 
MoA collects RR 1010101.01 bits/sec of 
flow UDP1 at time     300.61 
 
CtrlA delivers MASR 1123609.98 bits/sec 
of flow UDP1 at      300.62 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  
11.24 
Interval between UDP packets is   0.09 
674 packets is sent within regulated 
period 

 
Figure 6: Trace of Mobile Agents in 

Action 
 

Lines 2 and 3 depict the information of 
UDP1 sending rate (SR) and receiving 
rate (RR) collected at 60.00s and 65.81s. 
Since the loss rate calculated from the 
data gathered by MoA is greater than 
ALR (line 4), CtrlA is created, which 
delivers MASR (1262626.26 bits/sec) to 
UDP source host at time 65.81s. 

In line 9, MoA starts its second trip to 
collect SR and RR of the UDP flow. 
While there is some reduction of the 
sending rate, since the loss rate still is 
higher than ALR, CtrlA has to be created 
again (line 12) to control the UDP flow 
sending rate. 

Figure 7 indicated that the throughput of 
UDP1 is always 1 Mbps (regardless of 
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whether or not mobile agents are used 
for congestion control). One may notice 
that 1 Mbps is smallest link capacity on 
the path to UDP1 destination host, which 
is natural due to the UDP greediness. 
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Figure 7: UDP1 and TCP flows 
throughput with and without congestion 
control 
 
Scenario 2 with two UDP flows is 
presented in Figure 8. In this case, 
UDP1_Send and UDP2_Send are the 
source hosts, while UDP1_Receive and 
UDP2_Receive are the destination hosts 
of UDP1 and UDP2 flows respectively. 
Both UDP flows are generated, during 
the entire simulation interval, at the 
constant bit rate 2.5 Mbps. The capacity 
of the link between Router1 and Router2 
is 4 Mbps, while of the other links is 10 
Mbps. The other parameters are same as 
in Scenario 1. 

Figure 9 shows the throughput of UDP1 
and UDP2 flows forced to use UDP 
congestion control. One can realize from 

Figure 10 that the sending rates of UDP1 
and UDP2 are always regulated prior to 
entering the network by traffic shapers 
(provided that the loss rate is greater 
than ALR). In some way, this suggests 
that the receiving rates of the UDP flows 
approach the sending rates. 
Nevertheless, there is still a difference 
between them since the allowed loss rate 
(ALR) is set to 0.1, quite acceptable 
level of loss tolerance due to the needs 
of multimedia applications. 

 

 
 

Figure 8: Simulation scenario 2 
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Figure 9: UDP throughput in presence of 

UDP congestion control 
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Figure 10: Sending and receiving rates 
of UDP flows with congestion control 
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Figure 11: UDP Sending and receiving 
rates without UDP congestion control 

 

Figure 11 shows the difference between 
the UDP sending rates and receiving 
rates in a network without congestion 
control for UDP. While both flows are 

generated with the same constant bit 
rate, after some simulation time, the 
UDP1 flow has a good throughput, and 
UDP2 is limited to the rest of the link 
capacity between router 1 and router 2. 

The results unequivocally indicated that 
the congestion control imposed by the 
mobile agents on the UDP flows, and 
thus making them more responsible 
reduced the overall network 
vulnerability to impaired performance 
due to congestion and the risk of 
congestion collapse. 

6 Conclusion 

The paper posits several important 
results concerning the use of mobile 
agents in solving the problem of 
congestion management of both, 
responsive (TCP) flows and 
unresponsive (UDP) flows. It also makes 
their co-existence possible by improving 
the fairness and the stability of the 
network and hence the global Internet. 

In order to prove the feasibility and the 
validity of the Combined Model for 
Congestion Management (CM4CC), we 
used the expressiveness and the power of 
simulation provided by the OPNET 
simulation environment. Nevertheless, 
the complexity of the mobile agents, and 
their attributes such as mobility, 
information collection and analysis, and 
occasionally the need for a prolonged 
presence, where not quite suited for the 
multi-tier application schema available 
from the OPNET standard library. 

Therefore, there was a need to develop 
our own sent of objects, network entities 
such as links, routers, switches, and 
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hosts. Even more important was the 
design of the Mobile agent packet (MA 
packet), a novel structure that actually 
may represent a mobile agent at any time 
and situation on the network. The effort 
helped us prove that CM4CC works 
rather well whenever mixed TCP and 
UDP flows are involved and coexist by 
making the later more responsive 
towards the needs of the former and the 
whole network. This actually extends the 
original OPNET tool with the 
possibilities that enable and facilitate the 
use of multiagent paradigm concerning 
(1) CM4CC in our current and future 
research, and (2) any other network and 
Internet phenomena. 

7 References 
[1] Danny B. Lange, Oshima Mitsuru, 
“Seven good reasons for mobile agents”, 
Communications of the ACM, Vol. 42, 
Issue 3, March 1999, pp.88-89, 
ISSN:0001-0782. 

[2] N. H. Van, O. B. Popov, I. Popova, 
“Combined Model for Congestion 
Control -CM4CC”, Journal of 
Computing and Information Technology 
(CIT), No. 4, Volume 14, ISSN: 1330-
1136, pp. 337-342. 

[3] Rong Pan, B. Prabhakar, K. Psounis, 
“CHOKe - a stateless active queue 
management scheme forapproximating 
fair bandwidth allocation”, INFOCOM 
2000. Nineteenth Annual Joint 
Conference of the IEEE Computer and 
Communications Societies. Proceedings. 
IEEE, Vol. 2, pp. 942-951 

[4] B. PLee, R.K. Balan, L. Jacob, 
W.K.G. Seah, A.L. Ananda “Avoiding 

congestion collapse on the internet using 
TCP tunnels”, Computer Networks: The 
International Journal of Computer and 
Telecommunications Networking, Vol. 
39, Issue 5, June 2002, pp. 207-219  

[5] Haitao Wu; Keping Long; Shiduan 
Cheng; Jian Ma, “Direct congestion 
control scheme (DCCS) for 
differentiated servicesIP networks”, 
Global Telecommunications Conference, 
2001. GLOBECOM apos;01. IEEE, Vol. 
4, 2001, pp. 2290 – 2294  

[6] Habib, B. Bhargava, “Network 
tomography-based unresponsive flow 
detection and control”, 
DistributedComputing Systems, 2003. 
FTDCS 2003. Proceedings of The Ninth 
IEEE Workshop on Future Trends, May 
2003, pp 258 - 264 

[7] G. Chatranon, M.A. Labrador, and S. 
Banerjee, "BLACK: Detection and 
preferential dropping of high bandwidth 
unresponsive flows," Proc. ICC2003, 
Vol.1, pp.664–668, May 2003.  

[8] OPNET Technologies, inc. [Internet] 
http://www.opnet.com [Accessed 31 
March 2007]. 

[9] Fahad T, Yousef S, Strange C. “A 
Study of the Behaviour of the Mobile 
Agent in the 

Network Management Systems” The 
IEEE Networking Conference (PGNet) 
2003, Liverpool, UK, June 2003. 

[10] Adhicandra, I., Pattinson, C., and 
Shagouei, E., "Using Mobile Agents to 
Improve Performance of Network 
Management Operations", Postgraduate 



 
 
PUBLICATIONS 
 
 

248 

Networking Conference (PGNET 2003), 
2003,Liverpool, UK. 

[11] E. Kohler, M. Handley, S. Floyd, 
"Designing DCCP: Congestion Control 
without Reliability", Tech. Rep. ICIR, 
2004.  

[12] Nguyen Hong Van, O.B. Popov, 
Network Congestion Management and 
the Mobile Agent Paradigm, Acta 
Electrotechnica at Informatica, No.1, 
Volume 6, 2006, ISSN 1335-8243, 
pp.71-75. 



 
 

PUBLICATIONS 
 

 

249 

 
 

PAPER VIII 
 

 
Paper VIII.  

 

 

Coexistence of Responsive and Unresponsive Flows in 
Heterogeneous Networks 

 
The Proceedings of  

3rd Balkan Conference on Informatics  
(BCI’ 2007) 

September 27- 29, 2007 
Sofia, Bulgaria 

Vol. 1, ISBN: 978-954-9526-41-7, pp. 115-130 
 
 
 



 
 
PUBLICATIONS 
 
 

250 

 
 
 
 
 
 
 



 
 

PUBLICATIONS 
 

 

251 

 
 
 
 
 

COEXISTENCE OF RESPONSIVE AND UNRESPONSIVE 
FLOWS IN HETEROGENEOUS NETWORKS 

 
NGUYEN HONG VAN 1; OLIVER POPOV 2 

 
1DSV, Stockholm University and KTH 

Forum 100 
SE-164 40 Kista, Sweden 
e-mail: si-hvan@dsv.su.se 

2ITM, Mid Sweden University 
Holmgatan 10, 

SE-851 70, Sundsvall, Sweden 
e-mail: oliver.popov@miun.se 

 
The reconciliation of socially responsible (TCP) with irresponsible (UDP) network flows is the 
goal, while the idea behind the solution is to maintain the existing congestion management 
mechanisms for the former and to use the mobile agent paradigm to monitor and control the later 
ones. The comprehensive solution has been termed as Combined Model for Congestion Control 
(CM4CC) and elaborated in several articles. As responsive protocol, TCP controls the sending 
rates whenever there is an appearance of congestion. If a problem with UDP occurs, the model 
that incorporates seven different types of mobile agents takes over the sending rates of 
unresponsive flows and tames them down. The reaction is based on the information collected by 
monitoring agents that trigger the creation of control agents. Three types of agents are always 
present in the network, while the rest are created on as needed basis. CM4CC has been verified 
through a number of different network configurations and scenarios using the Optimized 
Network Engineering Tool (OPNET) simulation environment. The results suggest an 
encouraging solution to the problem of coexistence of responsive and non-responsive flows. It is 
crucial to the stability and performance of Internet today, where so many different applications 
and services run simultaneously.  
 
Keywords: Responsive and unresponsive flows, congestion management, TCP, UDP, coexistence, 
mobile agents, and simulation.  
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1   INTRODUCTION  
The rapid development of the Internet is in part due to the appeal of the 

multimedia applications, which presently account for at least one fifth of the whole 
network traffic. As the number of services along with the convergence of 
communications technologies grows, multimedia will occupy even larger portion of the 
bandwidth, as well as other Internet resources. These applications are characterized by 
high volumes of data. They also tend to be interactive and real-time with high sensitivity 
to delays and reasonable tolerance to packet loss.   

UDP, being unreliable and without a feedback mechanism, is the favorite transport 
protocol for multimedia. Consequently, the datagram-centric protocol has small overhead 
and is almost under no influence from the network states. The protocol tries to use as 
much as possible network resources, even when they become congested and eventually 
unusable. This defines the protocol as unresponsive to the demands of the network (or the 
Internet). In presence of transport protocols such as TCP, which is responsive and 
reliable, UDP behaves aggressively and may eventually (1) shut-down all other flows, 
and (2) lead to congestion collapse.   

One of the key research problems on a transport layer, which also affects the 
performance of any IP network and the Internet, is to identify the conditions that make 
TCP and UDP co-exist. The implication is that TCP and UDP flows are more or less fair 
to each other, and their “co-operation” improves the stability and the performance of the 
Internet.   

Two major paradigms have emerged so far. The host centric one preserves the 
end-to-end (E2E) semantics that limits any TCP modifications to the end systems. The 
Combined Model for Congestion Control (CM4CC), proposed in (Van et al, 2006), and 
extended to wireless networks adheres to the E2E paradigm. The model blends the 
spectrum of TCP congestion control algorithms and mobile agents for UDP flows. 
Mobile agents, which monitor the network for aggressive flows, are invoked only when 
there is serious state of congestion signified by packet loss. The focus of the paper is on 
the simulation studies, done in the Optimized Network Engineering Tool (OPNET) 
simulation environment (OPNET, 2007), to validate the soundless and the completeness 
of CM4CC.   

Before we proceed to do so, there is a short review of the prominent efforts, 
mostly part based on the router centric paradigm tries to modify the architecture and the 
organization of the routers, so it would be able to impose different queue management 
schemes in order to slow down aggressive flows (UDP) and thus (1) facilitate the 
endurance and the work of TCP flows, and (2) prevent network congestion. The 
management may be passive and active, with the later much more relevant, intriguing, 
and adequate to networks dynamics and the Internet.  

Fairly comprehensive analysis of the unresponsive flows and their effect on the 
Active Queue Management (AQM) algorithms is provided by Hollot in (Hollot et al, 
2003). In the case of TCP, the receiver returns information to the sender based on the 
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average queue size and certain thresholds, gives probabilities for either packet marking or 
dropping. This behaviour eventually shrinks the congestion window, thus reducing the 
number of packets infused in the network. When the flows are unresponsive, which 
usually means frequently occupying higher portion of the bandwidth and thus going over 
the fair share values, the flows are penalized by higher dropping rate. The dilemma that 
has always followed any router centric approach is that they are based on the 
modification of the router architecture and some deviation of the major router function - 
routing (Mahajan et al, 2001), (Pan et al, 2000), (Wu et al, 2001), (Habib et al, 2003) and 
(Chatranon et al, 2003) especially when core routers are concerned.   

In a flow-based mechanism called Random Early Detection (RED) with 
Preferential Dropping (RED-PD), the status of high-bandwidth flows is stored in the 
routers only (Mahajan et al, 2001). The flows hungry for high bandwidth are detected by 
packet drop history at the congested router. Consequently, packets coming from these 
flows are with higher drop preference, which is done by a filter placed at the router 
output queues.   

In the standard three-tier network model (core, distribution, and access, which 
closely resembles the Internet hierarchy as well), core and edge routers have different 
functionalities. As described in (Stoica et al, 2003) with the Core-Stateless Fair Queuing, 
only edge routers need to maintain flow states. This is done by inserting a label into a 
packet that is the estimation of the specific flow rate. The probability of a packet drop is 
calculated from the label and the aggregate traffic at the router. 

Network Border Patrol (NBP) builds on the edge router capabilities concerning 
the maintenance of flow states, while adding flow classification (Albeuquerque, 2004). 
Edge routers periodically exchange information concerning entering rates and leaving 
rates of all flows. Regulation of the transmission rates of unresponsive flows occurs at the 
ingress routers, or before they enter into the “real” network where the actual contention 
for network resources starts. It provides the conditions for mitigating the risk for 
congestion collapse or even a severe congestion.   

Datagram Congestion Control Protocol (DCCP) is a protocol designed to address 
unreliable data transfer so it behaves like UDP. It has the option to exercise congestion 
control so it borrows from TCP as well (Kohler et al, 2004).   

The concept of information hiding is behind the protection of TCP and TCP-
friendly flows implemented via tunnels, so their co-existence with unresponsive flows is 
much more feasible (Lee et al, 2002). The mechanism has also the potential to improve 
throughput at the core routers, viz. to eliminate the unnecessary loss.   

 
2    COMBINED MODEL FOR CONGESTION CONTROL  

The Combined Model for Congestion Control has been developed both for wired 
and wireless networks, and described in detail in (Van et al, 2006). Hence, while there is 
no need to go again over the particularities, we shall briefly underline few specifics that 
make the model both powerful and unique  
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A network is in a state of congestion whenever a TCP flow times out. Since the 
cause of this may be the aggressive behaviour of non-TCP flows, mobile agents are 
created and thrown into the network to collect information about their sending and 
receiving rates. The status of the network also determines the need for regulation of the 
unresponsive flows by traffic shapers at the network hosts.   

Three mobile agents, Monitor Agent (MoA), Management Agent (ManA) and 
Control Agent (CtrlA), regulate the sending rates of non-TCP flows when the network is 
the congestion avoidance phase. If the network enters a state of congestion, another four 
mobile agents termed as Congestion Monitoring Sending Agent (CMoSA), Congestion 
Monitoring Receiving Agent (CMoRA), Congestion Management Agent (CManA), and 
Congestion Control Agent (CCtrlA) are called to discipline the unresponsive flows. This 
brings the total number of mobile agents to seven. The basic CM4CC assumes that three 
of the agents are present in the network at all times, while the rest are created on as 
needed basis where ManA and CManA are management agents. MoA, CMoSA and 
CMoRA are monitoring agents, and CtrlA and CCtrlA are control agents (Van et al, 
2006).    

Management agents coordinate the activities of all other agents that cover policies 
for unresponsive flows, packet loss, maximum allowed sending rates, and if necessary the 
creation of control agents. Monitoring agents detect active unresponsive flows and gather 
information about sending and receiving rates of non-TCP flows, whereas control agents 
move to source hosts where the sending rates of non-TCP flows exceed the maximum 
allowed sending rates, introduce bounds through maximum allowed sending rates, and 
control in an indirect manner the sending rates of non-TCP flows through traffic shapers 
at the source hosts.   

As far as the particular operations of the mobile agents are concerned, there is a 
major difference whether the system is in a congestion avoidance or congestion control 
phases respectively. Namely, in the congestion control stage mobile agents work only on 
non-TCP sources related to TCP flows (a non-TCP or a UDP flow relates to a TCP flow 
in the state of congestion if and only if they belong to the same edge router).  

 
3   CM4CC SIMULATION STUDIES  

Three network configurations are used to explore the notions of stability and 
fairness induced by CM4CC, in presence of UDP flows, a mixture between UDP and 
TCP flows, and different number of queues in the routers, which offers a possibility to 
isolate TCP and UDP flows. The peculiarities of the configurations are reflected in four 
simulation scenarios.   

The first two configurations provide for two scenarios (1) with two UDP flows, 
and (2) a mixture of a TCP and a UDP flow, where each of the routers has two FIFO 
queues. The third scenario describes again a mix of TCP and UDP flows, however the 
configuration has been modified with the number of FIFO queues being reduced to one at 
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the routers, and the link capacity between router 1 and router 2 has gone down from 4 
Mbps to 3 Mbps.  

The rules that govern the CM4CC in case of congestion are based on the 
maximum allowed sending rate (MASR), a derivation from the loss rate, and it is a 
threshold for the activation of control agents. Arguably, multimedia applications are loss 
tolerant. Naturally, this is true up to a certain level of loss. Beyond it, the performance 
starts rapidly to degrade. The limit on acceptable loss is defined as allowed loss rate 
(ALR) for the unresponsive flow.   

In the absence of network congestion, defined as the normal state of the network, 
the sending rates of unresponsive flows have to be regulated whenever the loss rate is 
greater than ALR. On the other hand, in presence of congestion the non-TCP flows that 
relate to TCP flows have to be reduced when the loss rate is greater than α, which 
represents the error tolerance of transmission media. These parameters for the simulation 
experiments with CM4CC are set to 0.1 (10 %) and 0.01 (1 %) for ALR and α 
respectively.  

The model calculates MASR of any non-TCP flow (UDP flow) and delivers it via 
the control agents to the UDP flow source (when the loss rate exceeds the threshold). In 
fact, the information ends in the traffic shaper that does the rate reduction (if necessary). 
The situation persists only for the period of reduction (PR). When PR ends, if there is no 
new MASR, the traffic shaper seizes any further reduction, i.e. the unresponsive flows 
can go into the network with full speed.  

 

 
 
FIGURE 1. NETWORK CONFIGURATION 1  

 
The length of the reduction interval affects UDP transfer rates and hence the 

performance of the network. Shorter congestion periods mean that PRs should be set to 
smaller values. In a way, short periods of congestion translate into small oscillations 
between UDP sending and receiving rates, which also explains why small delays and 
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demands for large bandwidth are key to performance of multimedia applications. On the 
contrary, with long congestion periods being the same as having big oscillations between 
sending and receiving rates, very brief PRs may cause unstable throughput of the UDP 
flows. 

The empirical results suggest that when the interval between two consecutive 
rounds by the monitoring agents is 60 seconds, the period of reduction should be between 
60 and 120 seconds.     

 
SCENARIO 1: A BLEND OF UDP FLOWS  

As described in the first network configuration (Figure 1), two UDP flows are sent 
into the network at a constant rate 2.5 Mbps for the entire simulation time, which is 1200 
seconds. The particulars of the Scenario 1 are: UDP1_Send and UDP2_Send are source 
hosts of UDP1 flow and UDP2 flow, while UDP1_Receive and UDP2_Receive are 
destination hosts of UDP1 flow and UDP2 flow respectively. MA_Home is the home 
host of mobile agents (this is the place where mobile agents originate from and return to).   

The Monitor Agent (MoA) starts to travel at 60s after simulation begins (it is the 
network warm-up period). The same time interval of 60s defines the duration between 
two travels of the monitoring agent. 

The stability of the system is examined via the appropriate variation of the 
parameters such as the bandwidth of the congested link (between Router1 and Router2), 
the period of reduction and the queue size. Figures 2 and 3 show the receiving rates of the 
two UDP flows with 60s and 115s for PRs, link capacity between Router1 and Router2 of 
3 Mbps, and the router queue sizes of 2000 packets (DB-BUFFER). The UDP flows have 
more than acceptable throughput, fairness, and oscillation when PR is 115s instead of 
60s. 
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FIGURE 2. UDP THROUGHPUT WITH PR OF 60 S, 3 MBPS LINK, AND DB-BUFFER  
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The only difference in Figures 4 and 5 that show the receiving rates of the two 
UDP flows with 60s and 115s for PRs is the increased bandwidth of the link between 
Router1 and Router2 from 3 Mbps to 4 Mbps. The UDP flows have more good 
throughput, fairness and less oscillation, regardless of the selected duration of the period, 
which is either 115s or 60s. The receiving rates of UDP flows converge towards fair 
bandwidth allocation.  

Keeping the same values of the network parameters, while taking out the CM4CC 
features, which is shown on Figures 6 and 7, may change the performance of the system. 
It can become unbalanced concerning the individual flows. In the beginning, the 
throughput of the UDP flows seems to be satisfactory. Few moments later, the UDP1 
flow takes an advantage and occupies most of the bandwidth available from the 
congested link between Router1 and Router2. It appears that the UDP2 flow has been 
squeezed out and has much less bandwidth allocated to it.  
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FIGURE 3. UDP THROUGHPUT WITH PR OF 115 S, 3 MBPS LINK, AND DB-BUFFER  
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FIGURE 4. UDP THROUGHPUT WITH PR OF 60 S, 4 MBPS LINK, AND DB-BUFFER  
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FIGURE 5. UDP THROUGHPUT WITH PR OF 115 S, 4 MBPS LINK, AND DB-BUFFER  
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FIGURE 6. UDP THROUGHPUT WITH 3 MBPS LINK AND NO CM4CC  
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FIGURE 7. UDP THROUGHPUT WITH 4 MBPS LINK AND NO CM4CC  
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If the size of the queues is halved, which means going from 2000 packets (DB-
BUFFER) to 1000 packets (SM-BUFFER), Figures 8 and 9 show the receiving rates of 
the two UDP flows with 60s and 115s for PR respectively? All other network parameters 
are the same as in the previous configuration. The performance is similar with the cases 
in Figures 2 and 3, moreover it states the obvious with respect to the size of the buffers: 
when a router is a part of a congested link, enlarging the buffer size does not help. In fact, 
if one compares the results from Figure 8 with Figure 2, it is evident that the smaller 
queue size makes the UDP flows converge faster to the fair share bandwidth. 
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FIGURE 8. UDP THROUGHPUT WITH PR OF 60 S, 3 MBPS LINK, AND SM-BUFFER   
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FIGURE 9. UDP THROUGHPUT WITH PR OF 115 S, 3 MBPS LINK, AND SM- 
BUFFER   
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FIGURE 10. UDP THROUGHPUT WITH PR OF 60 S, 4 MBPS LINK, AND SM-BUFFER    
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FIGURE 11. UDP THROUGHPUT WITH PR OF 115 S, 4 MBPS LINK, AND SM-
BUFFER  
 

As indicated in Figures 10 and 11 and compared with Figures 4 and 5, while 
having in mind that the only modification is the increase in capacity of the link between 
Router1 and Router 2 from 3 to 4 Mbps, it is interesting to notice that the stability with 
respect to the dynamics of the fair-share bandwidth is better with smaller buffers.    

 
SCENARIO 2: A BLEND OF TCP AND UDP FLOWS WITH TWO BUFFER 
ROUTERS  

The second network configuration, Figure 12, includes a UDP flow with constant 
rate 2.5 Mbps for the entire simulation time of 1200 seconds. FTP application, which 
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sends a large file of about 300 MBytes, generates a TCP (NewReno versions) flow at the 
host named TCP_Send. The large size of the transferred data file makes TCP flow active 
for the duration of the simulation interval. The Maximum Segment Size (MSS) is 1460 
bytes. MA_Home denotes the home of mobile agents. As before, the Monitor Agent 
(MoA) starts to traverse the network after 60 seconds, and the time gap between two 
consecutive trips is 60 seconds. In addition, the link capacity is 10 Mbps everywhere with 
the exception of the links between Router1 and Router2, which is 3 Mbps and Router2 
and UDP1_Receive, host which is 1 Mbps. Finally, the PR is 115 seconds. 

  

 
 

FIGURE 12. NETWORK CONFIGURATION 2  
 

The two queues at the routers are used to separate TCP and UDP flows, namely 
without a loss of generality, we can assume that one of the queues is denoted TCP Queue 
and the other one UDP Queue. In fact, there is some sort flow isolation or even packet 
classification at each of the routers. 

On Figure 13, the CM4CC is turned off, while on Figure 14 is turned on. When 
our combined model is not used, the aggregated throughput of the blend is around 2 
Mbps. When CM4CC is active, the aggregated throughput of both flows is around 3 
Mbps for the entire simulation time, which indicated almost 100 % utilization of the link. 
Moreover, the blend has attained max-min fairness under optimal throughput. 

The TCP flow initially is in the slow-start phase, and UDP takes over the constant 
rate 2.5 Mbps that fill up the UDP queue. In fact, there is no packet loss in the UDP flow 
up to Router2. Since, the link capacity drops to 1 Mbps, there should be a significant 
packet drop on the outgoing link of Router2. Clearly, the loss rate of UDP1 flow exceeds 
the ALR (set to 0.1), and thus the UDP source host starts the traffic shaper to regulate the 
sending rates.  
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The regulation of UDP1 flow implies that its sending rate does not exceed the 
MASR that is 1.25 Mbps (Van et al, 2006). The rest of the capacity (1.75 Mbps) is left to 
TCP (after 290 seconds since the beginning of the session). Very quickly, the TCP flow 
stabilizes around 2 Mbps, which last until the end of the simulation (as shown on Figure 
14). The TCP flow is isolated so it does not have any adverse effect from the congested 
link between Router 2 and the UDP1 destination. When CM4CC is combined with flow 
isolation, even in presence of congestion, the network performance considering max- min 
fairness and even more stability is very good.   
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FIGURE 13. THROUGHPUT WITH TWO BUFFERS AND WITHOUT CM4CC   
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FIGURE 14. THROUGHPUT WITH TWO BUFFERS AND WITH CM4CC  
 
SCENARIO 3: A BLEND OF TCP AND UDP FLOWS WITH SINGLE BUFFER (S-
BUFFER) ROUTERS   
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Scenario 3 is based on the same network configuration, as is Scenario 2; however, 
the routers have a single buffer with a FIFO queuing discipline. Figure 15 shows rather low 
throughput of the TCP connection and almost no increase in the size of the congestion 
window during the simulation interval.  

There is a large UDP packet drop rate at the Router2, which calls for the 
regulation of the sending rate (the loss is greater than ALR). It seems that it gives a 
chance for the TCP packets, which in reality is not true - due to the single queue that does 
not differentiate between sources, TCP packets are either dropped or terribly delayed at 
the Router2, which eventually leads to TCP timeout. The reduction of the congestion 
window size follows in order to mitigate the congestion. The small size of the TCP 
congestion window during the whole simulation period implies poor throughput for the 
TCP connection (Figure 16).  
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FIGURE 15. TCP AND UDP THROUGHPUT WITH S-BUFFER AND CM4CC  
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FIGURE 16. THE EVOLUTION OF TCP CONGESTION WINDOW WITH S-BUFFER, 
WITH AND WITHOUT CM4CC  
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Figure 17 shows the loss rate of UDP1 flow when CM4CC is used and is not used 
in the network. Clearly, when CM4CC is used, the loss rate is rather small, whereas, 
when CM4CC is not used, the loss rate is stably at very high level (60%).  
As Figure 17 shows, while there is no significant improvement in the throughput in the 
blend of TCP and UDP flows when CM4CC is used in Scenario 3, the mechanisms 
embedded into the combined model do help elevate the congestion itself.  
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FIGURE 17. UDP1 LOSS RATE WITH S-BUFFER, WITH AND WITHOUT CM4CC   
 
SCENARIO 4: A BLEND OF TCP AND UDP FLOWS WITH A SINGLE BUFFER 
THREE (T-BUFFER) ROUTERS  

  
 

 
 
FIGURE 18. NETWORK CONFIGURATION 3  
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The only difference in the parameters and the conditions pertinent to the network 
configuration 2 as depicted in Figure 12 and network configuration in Figure 18 
correspondingly, is the appearance of an additional router (Router3) between the Router2 
and the destination for the UDP1 flow.    

When CM4CC is not used (Figure 20), the TCP flow has a very low throughput 
and it is ultimately shutdown. The performance of the network, concerning fair share of 
the bandwidth, throughput and negligible oscillations, is much better (Figure 19) when 
CM4CC is employed, even when UDP1 goes through congested links.  

At time 880 seconds, when timeout occurs, MoA seizes traveling and CMoSA and 
CMoRA start to work on data collection (on the UDP1 sending and receiving rates).   
The results demonstrate that CM4CC provides for high throughput and acceptable max-
min fairness for the blend even when the conditions are not favorable - a single buffer 
and congested links. The dynamics of the TCP congestion window is optimistic - the size 
increases with the arrival of each new acknowledgment. 
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FIGURE 19. TCP AND UDP THROUGHPUT WITH T-BUFFER, AND CM4CC  
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FIGURE 20. TCP AND UDP THROUGHPUT WITH T-BUFFER, AND WITHOUT 
CM4CC  
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Figure 21 shows the UDP1 loss when CM4CC is either turned on or turned off. 

The advantage is unequivocally on the side of the CM4CC, since in addition of the high 
throughout and fairness concerning bandwidth allocation; the UDP1 loss rate is rather 
small 
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FIGURE 21. UDP1 LOSS RATE WITH T-BUFFER, AND WITH AND WITHOUT CM4CC   
  
6    CONCLUSION  

The simulation studies in the OPNET environment demonstrate both the validity 
and the power of the CM4CC (already verified via theoretical arguments), in 
comprehensive congestion management of both responsive (TCP and TCP-friendly) and 
unresponsive (UDP) flows.  

Through different network configurations that induce various simulation scenarios 
with a mixture of  

•  UDP flows  
•  TCP and UDP flows, and    

combined with a single buffer and double buffer routers (and the possibility for flow 
isolation), with and without bottlenecks, make CM4CC a viable alternative to the 
dominant paradigms to congestion management. This is even more evident in thus 
instances when the proposed model is left out; then the simulation studies show poor 
network performance.   

CM4CC is a host-based congestion control mechanism. After all the preservation 
of the E2E semantics is one of the objectives. Therefore, there are no guarantees (yet) for 
universal fairness in general for all flows in contention for bottlenecks (links and routers) 
in many scenarios. It appears that to manage congestion (from mild to catastrophic) and 
improve the fairness on the Internet, CM4CC works in a satisfactory manner regardless 
of the queue scheduling mechanisms deployed. Indeed, the simulation studies so far 
indicate that the mobile agent concept, which is part of the CM4CC, may prove to be a 
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new fertile ground for using mobile agents and thus, inter alia, meeting the challenge of 
the ubiquitous Internet presence.  
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By summarizing based on the manual of OPNET [8], this session of appendix B provides 
comprehensive view on OPNET modeler to the ones who are interested   

B.1 Functionalities in OPNET Modeler 

OPNET Modeler provides a comprehensive development environment for modeling and 
evaluating the performance of communication networks and distributed systems. OPNET 
package consists of a number of tools. Each one focuses on particular aspects of the 
modeling task. There are five phases in the modeling and simulation cycle. The tools of 
OPNET provide assistance for the user three among the five phases of modeling and 
simulation process as shown in Figure B.1.  

 

 
 

Figure B.1: Modeling and simulation cycle 
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The phases named Specification, Data Collection and Simulation, and Analysis are 
supported by OPNET. They must be performed in sequence but can be repeated many 
times in form of a cycle with a return to Specification following Analysis. Specification 
is actually divided into two parts, namely initial specification and re-specification with 
only the latter belonging to the cycle.  

B.1.1 Model Specification 
Model specification is a representation of the system which needs to be studied. OPNET 
supports the concept of model reuse so lower level models should be developed and 
stored beforehand in libraries. To develop model specification, OPNET provides a 
number of tools called editors which capture the characteristics of a modeled system’s 
behavior. 

These editors are organized hierarchically and can handle the modeling information in a 
manner that is parallel with the structure of real network systems. Model specifications 
performed in the Project Editor rely on elements specified in the Node Editor. In turn, 
when working in the Node Editor, the developer makes use of models defined in the 
Process Editor and External System Editor. The other editors are used to define various 
data models and tables of values that later they are referred in process models or node 
models.  

In summary, each editor has its own specific set of objects and operations that are a need 
for the modeling task on which it is focused. The following is a list of editors in OPNET. 

• Project Editor: is used to develop network models. Network models are 
made up of subnets and node models. This editor also includes basic 
simulation and analysis capabilities. 

• Node Editor: is used to develop node models. Node models are objects in 
a network model. Node models are made up of modules with process 
models. Modules may also include parameter models. 

• Process Editor: is used to develop process models. Process models 
control module behavior and may refer to parameter models. 

• External System Editor: is used to develop external system definitions. 
External system definitions are necessary for cosimulation. 

• Link Model Editor: is used to create, edit, and view link models. 

• Packet Format Editor: is used to develop packet format models. Packet 
formats define the structure and order of information stored in a packet. 

• ICI Editor is used to create, edit, and view interface control information 
(ICI) formats. ICIs are used to communicate control information between 
processes. 
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• PDF Editor: is used to create, edit, and view probability density functions 
(PDFs). PDFs can be used to control certain events, such as the frequency 
of packet generation in a source module. 

In the first stage of simulation project supported by OPNET, namely model specification 
and design, OPNET uses three main built-in editors (see Figure B.2) to develop a 
representation of a system modeled. They are project, node and process editors. The 
editors in OPNET are organized in a hierarchical fashion. Each level of the hierarchy 
describes different aspects of the complete model simulated. Models developed at one 
level of the hierarchy are used (or inherited) by models at the next higher level. This 
leads to a highly flexible simulation environment where generic models can be developed 
and used in many different scenarios. The below part provides an overviews of the 
editors available in OPNET. 

 

 
 

Figure B.2: Three main editors of OPNET [8] 
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Project Editor 
The Project Editor is used to construct and edit the topology of a communication network 
model. It also provides basic simulation and analysis capabilities. The Network Domain 
in which the Project Editor works is the highest modeling level in OPNET in the sense 
that it encompasses objects that are defined in the other modeling domains. The network 
model therefore specifies the entire system to be simulated. A network model contains 
only three fundamental types of objects: subnetworks, nodes, and links. There are several 
varieties of nodes and links, each offering different basic capabilities. In addition, each 
node or link is further specialized by its model, which determines its functions and 
behavior. The Project Editor provides operations to support the creation, editing, and 
verification of network models.  

Node Editor 

The Node Editor is used to specify the structure of device models. These device models 
can be instantiated as node objects in the Network Domain (such as computers, packet 
switches, and bridges). In addition to the structure, the node model developer defines the 
interface of a node model, which determines what aspects of the node model are visible 
to its user. This includes the attributes and statistics of the node model.  

Nodes are composed of several different types of objects called modules. At the node 
level, modules are black boxes with attributes that can be configured to control their 
behavior. Each one represents particular functions of the node’s operation and they can 
be active concurrently.  The Node Editor provides operations to support the creation and 
editing of node models.  

Process Editor 
The Process Editor is used to specify the behavior of process models. Process models are 
instantiated as processes in the Node Domain and exist within processor, queue, and 
external system (esys) modules. Processes can be independently executing threads of 
control that do general communications and data processing functions. They can 
represent functionality that would be implemented both in hardware and in software. In 
addition to the behavior of a process, the process model developer defines interfaces of 
the model, which determines what aspects of the process model are visible to its user. 
This includes the attributes and statistics of the process model.  

Process models use a finite state machine (FSM) paradigm to express behavior that 
depends on current state and new stimuli. FSMs are represented using a state transition 
diagram (STD) notation. The states of the process and the transitions between them are 
depicted as graphical objects. The Process Editor provides operations to support the 
creation and editing of process models.  

External System Definition Editor 



 
 

FUNCTIONALITIES 
 

 

275 

An external system (esys) is OPNET’s representation of a system whose behavior is 
determined by other code during a cosimulation. External systems fit into OPNET at the 
node level as modules. An esys module uses an external system definition (ESD) in 
conjunction with a process model that tells OPNET how to interact with the external 
model represented by the external system. 

The External System Definition Editor is used to create and modify external system 
definitions. An external system definition (ESD) specifies (via a simulator description 
file) how the cosimulation should be built and defines the esys interfaces that will 
exchange data with the external simulator. Each esys interface has a number of attributes 
which may be customized. The External System Definition Editor is used to create and 
edit ESDs.  

Packet Format Editor 

The Packet Format Editor provides the way to specify a set of fields contained in a 
formatted packet. Each field has attributes specifying its name, type, size, and default 
value. The size of the packet is calculated based on each field’s size. Fields may be one 
of several types: integer, double, structure, information, and packet. 

• Structure fields allow inclusion of arbitrary complex data in packets. 

• Information fields model bulk data in terms of its size, without concern for 
actual content. 

• Packet fields model packet encapsulation by layered protocols. 

Parameter Editors 
The Link Model Editor, ICI Editor, and PDF Editor are used to specify one type of 
model. These types of models are referred to as parameter models because they are 
mainly used as assignments for complex attributes (that are parameters) of objects. Most 
parameter models take the form of a functional relationship (in which they are edited 
graphically) or a table of information (in which they are edited in dialog boxes).  

Sometimes, the modeling environments, namely network, node and process model, are 
referred to as the modeling domains of OPNET because they span all the hierarchical 
levels of a model. The below part will introduce the modeling domains in which each one 
has an associated editor, which is used to create models within its domain. The remaining 
editors which do not correspond to particular modeling domain are used to support for 
three principal editors.   

Network Domain defines the topology of a communication network in which the 
communicating entities are called nodes. The specific capabilities of each node are 
defined in the design of their model. Node models are developed by using the Node 
Editor. In one network model, there may be many nodes that are based on the same node 
model. While the term node is as general concept then the term node instance is used to 
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refer to an individual node to distinguish it from the class of nodes sharing the same 
model. Modelers can develop their own library of customized node models by 
implementing any functionality they need. 

A network model may use any number of node models. OPNET does not have any 
restriction on the types of nodes deployed in the network. OPNET adopts an open 
approach so modelers can develop their own library of node models implementing any 
functionality as they need. These node models later will be used to build network models. 
The network model is developed by using the Project Editor that is editor with 
geographic context. The modeler can choose locations on world or country maps for the 
elements of wide-area networks as well as use dimensioned areas for local-area networks. 
OPNET does not give any limitation on the number of node models or node instances 
that a network model can contain. Therefore the limitation if it has is imposed by memory 
capacity of computer itself.  

 

 
 

Figure B.3: Types of links [8] 
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The basic object used to build network models is the fixed nodes which can not change 
their locations during the simulation. The optional module is wireless which provides the 
additional capabilities for mobile and satellite nodes. Mobile nodes can be assigned 
predefined trajectories that specify their positions as a function of time throughout a 
simulation run. Similarly, satellite nodes are assigned orbits that prescribe their motion.  

With the wireless module added, the simulations can involve three types of nodes. Most 
nodes require the ability to communicate with other nodes to do their function in a 
network model.  Several different types of communication link architectures are provided 
to interconnect nodes together. Namely, simplex (unidirectional) and duplex 
(bidirectional) point-to-point links are used to connect nodes in pairs.  A bus link allows 
broadcast communication for arbitrarily large sets of fixed nodes. The wireless module 
adds the capability for fixed, satellite, and mobile nodes to communicate with each other 
via radio links.  

 

 
 

Figure B.4: Hierarchical network with two-levels of subnetworks [8] 
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While bus and point-to-point links are modeled as explicit objects which need to be 
created, then radio links are dynamically evaluated based on characteristics of the 
communicating nodes. Each type of link can be customized by either editing parameters 
or supplying new principle for the underlying link models. Therefore, network models 
consist of nodes and links which are deployed in a geographical context with fixed nodes, 
bus and point-to-point links, mobile and satellite nodes, and radio links (see Figure B.3).  

To break down complexity as well as to simplify network protocols and addressing, many 
large networks use an abstraction named subnetwork. A subnetwork is a subset of a larger 
network. OPNET provides fixed, mobile, and satellite subnetworks to enhance network 
models. These subnetworks can be connected by different types of communication links 
depending on the type of subnetwork. Figure B.4 depicts hierarchical network with two-
levels of subnetworks 

The larger network can be viewed as a network of its subnetworks. This abstraction can 
be carried out at many levels. It means that one can form networks of subnetworks, which 
in turn are formed of other subnetworks, and so on. At the bottom of this hierarchy, the 
lowest level subnetwork is consists of only nodes and links without other subnetworks. 
The objects which are fixed, mobile, and satellite subnetworks create hierarchy in the 
network model and are used to break down complexity into multiple levels. Subnetworks 
can contain various combinations of nodes, links, and other subnets with any nested 
depth. Therefore, in network models the subnetworks can be nested to an unlimited depth 
to construct complex topologies.  

The Node Domain provides for the modeling of communication devices that can be 
deployed and interconnected at the network level. In OPNET term, these devices are 
called nodes, and in the real world they may correspond to various types of computing 
and communicating equipment such as routers, bridges, workstations, terminals, 
mainframe computers, file servers, fast packet switches, satellites, and so on. 

Node models are developed by using the Node Editor. Node models are expressed in 
terms of smaller building blocks called modules. Some modules offer capability 
predefined so they only are configured through a set of built-in parameters such as 
various transmitters and receivers that allow a node to be attached to communication 
links in the network domain. Other modules, namely processors, queues, and external 
systems, are programmable in which their behavior is prescribed by process model. 
Process models are developed by using the Process Editor.  

A node model can consist of any number of modules of different types. There are three 
types of connections provided to support interaction between modules. They are packet 
streams, statistic wires (also sometimes referred to as streams and statwires, 
respectively), and logical associations (see Figure B.5).  

Packet streams allow formatted messages called packets to be conveyed from one module 
to another module. Statistic wires convey simple numeric signals or control information 
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between modules. Statistic wires often are used when one module needs to monitor the 
performance or state of another module. Logical associations identify a binding between 
modules, currently, they are allowed only between transmitters and receivers to indicate 
that they should be used as a pair when attaching the node to a link in the Network 
Domain.  

 

 
 

Figure B.5: Node model with packet streams, statistic wires and logical association [8] 

 

The modeling paradigm selected for the Node Domain was designed to support general 
modeling of high-level communication devices. It is particularly well suited to modeling 
arrangements of stacked or layered communication protocols. In the Node Editor, a 
device that relies on a particular stack of protocols can be modeled by creating a 
processor object for each layer of that stack and defining packet streams between 
neighboring layers. 

As indicated in the description of the Node Domain, queue and processor modules are 
user-programmable elements that are key elements of communication nodes. The tasks 
that these modules execute are called processes. A process is similar to an executing 
software program due to it contains a set of instructions along with maintenance of state 
memory. In OPNET, processes are based on process models that are defined in the 
Process Editor. The relationship between process model and process is similar to the 
relationship between a program and a particular session of that program running as a task. 
Similar as the nodes in the Project Editor which are instances of node models, each 
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process that executes in a queue, processor, or esys module is an instance of a particular 
process model. 

Process domain defines behavior for programmable modules. A process is an instance of 
a process model and operates within one module. The process modeling paradigm of 
OPNET supports the concepts of process groups. A process group consists of multiple 
processes that execute within the same processor or queue. When a simulation begins, 
each module has only one process named the root process. This process can later create 
new processes which can in turn create the others. When a process creates another one, 
this process is called the parent. The new created process is called the child. Processes 
which are created during the simulation are referred to as dynamic processes. 

OPNET does not give any limitation on the number of processes that may be created in a 
particular processor or queue. Processes may be created and destroyed based on dynamic 
conditions that are analyzed by the logic of the executing processes. This paradigm 
provides a very natural framework for modeling many common systems. In particular, 
the multi-tasking operating systems in which the root process represents the operating 
system itself, while the dynamically created processes correspond to new tasks. For 
multi-context protocols then the root process represents a session manager while each 
new session that is requested is modeled by creating a new process.  

There is only one process which can be executing at any time. A process is considered to 
be executing when it is progressing through new instructions that are part of its process 
model. When a process begins execution it is said to be invoked. A process that is 
currently executing can invoke another process in its process group to cause it to begin 
executing. When this happens, the invoking process is temporarily suspended until the 
invoked process blocks. A process blocks by indicating that it has completed its 
processing for its current invocation. After the invoked process has blocked, the invoking 
process resumes execution at the place it had left off in a manner which is similar to the 
procedure-call mechanism in a programming language such as C. 

Processes in OPNET are designed to respond to interrupts and/or invocations. Where, 
Interrupts are events that are directed at a process and that may require it to take some 
action. They may be generated by external sources of a process group, by other members 
of a process group, or by a process for itself. Interrupts typically correspond to events 
such as messages arriving, timers expiring, resources being released, or state changes in 
other modules. After a process has been invoked due to an interrupt, it may invoke other 
processes in the group. In turn, these processes invoke other processes. An interrupt’s 
processing is completed when the first process that was invoked blocks. 

The process editor expresses process models in a language called Proto-C, which is 
specifically designed to support development of protocols and algorithms. Proto-C is 
based on a combination of state transition diagrams (STDs), a library of high-level 
commands named Kernel Procedures, and the general facilities of the C or C++ 
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programming language. The state transition diagram of a process model defines a set of 
primary modes or states that the process can enter. For each state, the conditions can 
cause the process to move to another state. The condition that is need for a particular 
change in state occurs and is related to destination state is called a transition. Figure B.6 
depicts state transition diagram in process editor. States can either be forced or unforced. 
A forced state is the state that it always executes. Otherwise, an unforced state is the state 
that it only executes when any condition has satisfied. A process enters unforced state to 
wait until any event occurs such as packet arrival or timer expiration. 

 

 
 

Figure B.6: State transition diagram in process editor [8] 

 

Proto-C models allow actions to be specified at various points in the finite state machine. 
The actions can be general in nature because they are expressed as C or C++ statements. 
Proto-C is focused on modeling protocols and algorithms so it also provides an extensive 
library of Kernel Procedures that can be invoked to perform the common actions. Kernel 
Procedures are grouped into packages of related functions.  



 
 
FUNCTIONALITIES 
 
 

282 

The state transition diagram representation of Proto-C is well suited to the specification 
of an interrupt-driven system because it methodically decomposes the states of the system 
and the processing that should take place at each interrupt. STDs developed in OPNET’s 
Process Editor have a number of extensions beyond the capabilities offered by traditional 
state-transition diagram approaches. 

In OPNET, objects represent entities that are the parts of a system. In general, an object is 
a component, or building block of a model. Therefore the object is said to be part of that 
model. For example, a processor module is an object that is part of a node model. Objects 
are created by various mechanisms in OPNET models. Most objects can be created from 
explicit specifications by the users via graphical or programmatic methods. For instance, 
a link object may be created in a network model by physically dragging it from the object 
palette of the Project Editor.  

During simulation, some objects are created dynamically by the system or by the model. 
A process, for example, can be considered as an object and may be created at any time by 
another process to do a task. The sub-queue objects are automatically created from a 
queue object. Similarly, when a node object is created, the objects within the node are 
also implicitly assumed to exist.  

In many cases, the developers need to customize the interface of a model without hanging 
its internal structure or behavior. Attribute interfaces of node model and link model can 
be modified using a mechanism called model derivation. Model derivation operates on an 
existing model and generates a new model that has different attribute interfaces. The 
resulting model is called a derived model, and the model from which it was created is 
called the parent model. A model that is not derived from any other model is called a 
base model. All derived models have a unique base model that they refer to via one or 
more derivations. 

The purpose of providing the derived model mechanism is to allow special interfaces to 
be developed without having core functionality duplicated or recreated in a model. The 
parent model and its derived model have the same structure and behavior, so specification 
of this information can be shared. This provides economy for specification and enforces 
long-term consistency for the models when they are modified over time. 

There are many forms of communication that are supported by the OPNET modeling 
environment, among them packet is one fundamental structure used mostly for 
information exchange. Packets are objects that contain formatted information that can 
change dynamically. Packets can be stored by objects and can be transferred between 
objects in each of the modeling domains. In the Node Domain, packets typically travel 
over streams. In the Network Domain, packets are typically transferred over links. 

B.1.2 Data Collection and Simulation 
B.1.2.1 Data Collection 
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Types of Output 
OPNET simulations can produce many types of output. This is obviously because the 
developer can take the advantage of the programmability of OPNET models to create 
own process models and link models, leading to they also can define their own types of 
output files such as text reports or proprietary binary files. However, in most cases, the 
users often work with the output that can be provided automatically by OPNET 
simulations. The types of output which the simulation experiments can collect are the 
follows: 

Output Vectors: is the most common result extracted from a simulation which is 
simply a collection of pairs of real values, called entries. An output vector, often 
called simply a vector, contains an arbitrarily-sized list of entries collected during 
one simulation runs. The first value in the entries can be the independent variable, 
and the second as the dependent variable. In OPNET these values are referred to 
as the abscissa and the ordinate, respectively. In most of the cases, the 
independent variable of a vector is simulation time, which increases 
monotonically as a simulation’s execution progresses. In other words, most 
vectors represent the value of some quantity of interest as it varies over time. 
Under certain conditions, it is interesting to create vectors that have abscissa 
variables other than time. 

Output Scalars: in contrast to output vectors, scalar statistics are individual 
values. Typically, scalar statistics are averages, probabilities, or peak values 
derived from a collection of measurements. For examples, they can be the average 
or peak size of a queue, the mean end-to-end delay of packets, the proportion of 
calls blocked or dropped, and the mean call duration. Look at these examples we 
can realize that many scalars are simply properties or statistics of the set of value 
pairs obtained in an output vector.  

In other words, given all of the values in an output vector, a number of interesting 
scalars can be computed and recorded by a simulation. Note that, there is no need 
to record all the values in a vector to compute a scalar that reflects the entire data 
set. For example, the mean ordinate value of a vector can be obtained by 
maintaining a running sum of the vector’s values as they become available and 
dividing by a running count of the number of values recorded. Therefore, 
recording scalars is often much more efficient in terms of disk space and disk I/O 
than recording vectors. 

In general, scalars have only the limited use when taken as individual data points. 
Instead, the usual practice is to combine scalars recorded over multiple 
simulations to form a graph or curve that indicates how a system variable varies 
as a function of other system parameters. Both the dependent and the independent 
system variables, used to generate such a graph, are recorded as scalars. For 
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example, a typical graph generated in performance analysis is throughput vs. 
offered load, which indicates how well a network is able to deliver the data when 
the amount of data which need to be delivered increases. Where, the offered load 
scalar is an independent variable that is varied as an input to each simulation 
while throughput is measured over the course of the simulation, and its final value 
(it is already an average) is recorded as another scalar. 

Animations: is considered as an addition to numerical forms of output, OPNET 
simulations can provide a visual analysis of the behaviors of a network model. An 
animation is a dynamic graphical representation of selected events that occurred 
during a simulation. The events may be depicted within a diagram from the 
network, node, or process domain, or simply in an empty window.  

In OPNET, a simulation can be configured to generate certain types of predefined 
animations automatically. The Animation Kernel Procedure package also 
provides the ability to programme sophisticated animations that represent 
simulation events in a customized manner. The kernel procedures of the 
animation package include general drawing as well as OPNET-specific graphics 
to provide a flexible animation capability. Both automatic and custom animations 
can be viewed interactively during a simulation runs or afterwards in a “playback” 
mode.  

Both scalar and vector statistics can be computed and recorded automatically for a set of 
predefined statistics. Predefined statistics in OPNET are related to values that can be 
measured at specific objects within the model. This includes statistics such as queue 
sizes, link throughputs, error rates, and queuing delays. In addition, it is common for 
models to compute application-specific statistics during a simulation runs and record 
them in scalar or vector output files. These statistics may be computed in a completely 
general manner, taking into account events that have occurred, the current state of the 
system, the content of packets. 

Custom statistics may be declared by process models, in which they are added to the set 
of built-in statistics of queues and processors that make use of those process models. The 
custom statistics can have a scope which is local or global. A statistic in local scope is 
maintained separately for each processor or queue that declares it. This is appropriate for 
recording information that relates only to events at a particular location, such as the 
utilization of a CPU on a particular server. In contrast, a global statistic is shared and 
contributed to by many entities in the model. Global statistic is appropriate for recording 
information that relates to the performance or behavior of the system as a whole. A 
typical example of a global statistic is the end-to-end delay of all application data 
transported by a network, regardless source or destination. 

Selecting Data for Collection 
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Due to the models developed by the users based on OPNET typically contain a very large 
number of potential statistics and animations of interest, collection mechanisms which are 
not active by default when a simulation is executed. Instead, OPNET provides a 
mechanism to explicitly activate particular statistics or animations. These statistics will 
be recorded in appropriate output files. This is accomplished by specifying a list of 
probes when running a simulation. Each probe indicates that a particular scalar statistic, 
vector statistic, or form of animation should be collected. Probe lists are defined by using 
the Choose Results operation in the Project Editor. However, they can also be defined in 
advanced forms of probes within the Probe Editor.  

In addition to enabling a statistic or animation, a probe can specify options that affect 
how data is collected. For statistics, commonly used options include restricted time-
windows for data collection, on-the-fly data-reduction, and modified statistic names. For 
animations, probes allow to define window geometry and several type-specific animation 
options.  

B.1.2.2 Simulation 
A simulation in OPNET can be described as a set of states that evolve over time. In this 
case, the time is not real time but simulation time. When running simulation, OPNET 
uses a variable to record the time. The value of this variable has no relationship with real 
time. This concept ensures that the simulation results are the same whether they are 
obtained from a simulation executed on a slow computer or when the simulation is 
executed on computer with a more powerful capacity.  

As OPNET modeler is a discrete event simulator, the progression of a model over the 
simulation time is decomposed into events. When running simulation, multiple events 
can execute simultaneously and can affect different parts of the complete system. Each 
event has a set of associated attributes, which provide useful information along with the 
scheduled execution time. The simulations in OPNET manage events and their execution 
in the order of the list of events. The order determined is based on the time associated 
with the start of the event.  

Usually, events are scheduled for some time in the future (e.g. when a packet is passed 
between two modules where a delay is encountered). Although, sometimes events also 
are scheduled for the current time (e.g. when a packet passes between nodes but no delay 
is encountered/modeled) but they cannot be scheduled for a past time since the simulation 
time can only progress.  

When an event is removed from the list of events in order to be executed, it becomes an 
interrupt. Thus, an event can be explained as a request for some activity to occur while an 
interrupt is defined as the actual invocation that results from the event being executed by 
the Simulation Kernel itself. 
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The simulations in OPNET may be executed from the command line if desired. However 
OPNET also provides the Simulation Tool which is more convenient environment for 
configuring and running a simulation or group of simulations. 

The Simulation Tool  
The Simulation Tool allows any number of separate simulation runs of various models to 
be specified as simulation objects represented by icons. The attributes for each simulation 
object are specified in a dialog box as shown B.7. 

 

 
 

Figure B.7: Simulation set dialog box [8] 
 

The collection of simulation objects and associated configuration information are referred 
to as a simulation sequence. The Simulation Tool allows an entire sequence to be run 
unattended. Figure B.8 shows the dialog box of simulation sequence.  

A simulation sequence consists of any number of simulation objects. Each object 
specifies a network model simulated and values of attributes. One or more simulation 
runs could result for each object, depending on possible combinations of attribute values. 
The sequence of simulation runs can be executed unattended. 
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Figure B.8: Simulation sequence dialog box [8] 

 

The standard set of attributes that need to be specified when simulations executed are: 

• The name of the simulation to be executed 

• Probe File: is used to determine the data that the user is interested in. 
When running simulation model, there will have a large volume of output 
data generated even when simulation model is simple. The probe file is 
required by the simulation to discriminate between useful data and 
irrelevant data.  

• Vector File and Scalar File: the name of the files to be used to record 
output data. 

• Seed: an integer value is used by OPNET to initialize the state of the 
default random number generator. Two successive simulation runs, with 
identical configurations but with different seed values, allow measures of 
statistical confidence to be established for collected statistics.  

• Duration: is maximum period of time that a simulation executes. 
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• Value per Statistic: is the number of values collected for each statistic. 
This attribute can be used to limit the size of output vector files.  

• Update Interval: an integer value specifies the time interval between the 
progress reports issued by OPNET when the simulation executes.  

• Argument and Argument Value: A user may choose whether there is a 
need or not to specify values for particular variables before compilation. A 
simulation can be run a number of times. For each successive simulation 
run with the specific value of variable, there will be a set of output data. 
When these variables are changed, it results in different sets of output data 
corresponding to the different simulation runs. For example, the rate at 
which a source generates packets may be no need to specify at compilation 
time. However, network congestion could be monitored by increasing this 
rate variable during the simulation runs.  

Model Validation  
When simulation is successfully compiled and executed, then the next key step is to 
check its validation. This is why when simulation is successfully compiled then we can 
give the conclusion that simulation is syntactically correct but we can not say that it is 
semantically correct. It leads to the simulation may not accurately simulate the behavior 
of the actual system. Therefore, before to start gathering result data and drawing the 
conclusions on this data, the developer often must perform numerous alterations to the 
model to make it become validation. In essence, validation is the process of maintaining 
confidence so that simulation model is equivalent to the real system, leading to 
simulation model has ability to generate exact and useful results. 

In general, validation is a step that is performed repeatedly during the course of model 
development whenever we want to add enhancements. By verifying fundamental 
behaviors of the model at each step, degree of confidence is maintained at the high-level. 
In order to support for the developers verify the validity of their models before 
proceeding any further, OPNET provides some tools used to perform model validation. 
The following is three techniques that an OPNET user can use: 

• The OPNET debugger (ODB): By using ODB, the users can 
interactively control the progression of a simulation. Namely, they can 
define breakpoints and specify the nature of debugging information to be 
generated. Hence, they can examine the behaviors of a model in detail and 
track the errors over time. 

• Automatic Animation Generation: By observing visually the behaviors 
of a model through animations, the users can determine the problems in 
their simulation model.   
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• Output Data Generation: The users can identify the problems that 
occurred in their simulation model by checking carefully statistical output 
data generated although they are not the ultimate statistics interested.  

B.1.3 Analysis 
The third phase of a simulation project in OPNET involves examining the results 
collected during executing simulation. Typically, much of the data collected by 
simulation runs is placed in output scalar and output vector files as explained. OPNET 
provides basic access to this data in the Project Editor and more advanced capabilities in 
the Analysis Tool. 

 
 

Figure B.9: Scalar and vector data in analysis panels [8] 
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Both the Project Editor and Analysis Tool allow output vector files to be selected while 
individual or multiple vectors are loaded and displayed as traces. Traces are ordered sets 
of abscissa and ordinate pairs, called entries (traces are similar in structure to vectors). In 
addition, scalar files can be selected and scalars from the same file can be plotted against 
each other to view the results of multi-simulation parametric studies. After scalars are 
plotted in this way, their data points have been grouped as ordered pairs and the set of 
result data is treated as a trace.  

Traces are held and displayed in analysis panels (see Figure B.9). The user can arrange 
any number of panels from one or more simulations as part of an analysis configuration, 
which can be saved as one file. A number of display options are used to customize the 
data presentation such as multi-level zoom, background colors, trace colors, plotting 
style, and labeling. 

The Analysis Tool supports display of data stored in output vector and output scalar files. 
Information is presented in the form of graphs, or traces. Each trace consists of a list of 
abscissa (“X”) and ordinate (“Y”) pairs. Traces are plotted in analysis panels. A set of 
analysis panels can be saved and recalled as an analysis configuration. Analysis panels 
provide a number of numerical processing operations that can be applied to traces or 
vectors to generate new data for plotting. 

The Analysis Tool is linked to the Filter Editor, which supports the use of mathematical 
filters to process vector or trace data. Mathematical filters are defined as hierarchical 
block diagrams based on a predefined set of calculus, statistical, and arithmetic operators. 
Predefined or user-defined filters can be invoked when specifying an analysis panel and 
applied to combinations of data from output vector files and existing analysis panels, to 
generate and display new traces. 
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B.2 Functionalities in the Original Objects 

OPNET is not sufficient to simulate completely the complex behaviors of mobile agents 
in CM4CC. Therefore, we extended OPNET by developing the original set of objects 
used in simulation models to preserve the data stored in the mobile agent packets and 
support for CM4CC validity. Based on the process flow charts, this section provides brief 
description of some main functionalities which were integrated into the original objects. 

B.2.1 Traffic Shaper at UDP Source Host 
When network is congested, if the sending rate of UDP flow is not regulated or controlled 
then sooner or later there will have packets dropped at the routers which have outgoing 
link congested. This causes not only the network congestion but also waste the resource 
of links on the path from source host to the router at which packet is dropped. Therefore, 
the traffic shapers located at UDP source hosts are used to reduce the sending rates of 
UDP flows before they enter the network.  

 

 
 

Figure B.10: Flow chart of the traffic shaper at UDP source host 
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In our simulation model, the traffic shaper is designed in the form of leaky bucket and 
integrated into UDP source hosts. There is no need per-flow classification and packet 
filter mechanisms due to in simulation model each UDP source host only sends one UDP 
flow. The process flow chart of traffic shaper at UDP source host is depicted as shown in 
Figure B.10.  

At each source host which has UDP flow needs to reduce the sending rate, after receiving 
MASR from CtrlA, the flag named flag_limit will be set to 1. This indicates that UDP 
flow must pass through the traffic shaper to regulate the sending rate to the value of 
MASR before they are sent into network. Otherwise, when flag_limit is not equal 1 then 
the packets of UDP flow are forwarded directly to the network.  

Based on the value of MASR, the traffic shaper can specify the size of bucket (see 
algorithm of leaky bucket in chapter 4) that can be represented by the number of packets 
sent into the network within the period of reduce (PR). Besides, based on the value of 
MASR, the traffic shaper can deduce the interval between the packets going out from 
bucket to network. 

With this mechanism of traffic shaper, when flag_limit equals 1 then outgoing packets 
from UDP flows will flow into bucket at the speed as generated by the applications until 
bucket is full, while the outgoing packets from the bucket will enter the network at 
limited speed of MASR.  When bucket is full then outgoing packet from UDP flow will 
be discarded.  

In essence, the bucket is FIFO queue with limited size, arriving packets are added into 
queue at tail until queue is full at speed as they are generated and will go out from head 
of queue with limited speed within the period of reduce.  

The packets going out from the head of queue are sent into network at pre-scheduled 
times based on the interval that is calculated when the control agents delivers MASR to 
UDP source host. When a packet is scheduled, it will wait to be sent so the state of 
service is set to busy so that there is not any packet scheduled any more. When packet is 
sent, the state of service is reset to not busy so that the next outstanding packet at the 
head of queue continues be scheduled to send.  

In general, the packets which are waiting in the bucket will be sent into network until 
bucket becomes empty. When bucket is empty, the flag_limit is reset to 0.  From this 
time until the time at which the traffic shaper has new MASR delivered to it (i.e. when 
flag_limit returns the value of 1), the packets of UDP flow can be sent directly into 
network at speed as they are generated.  

Assume that the period of reduce is not yet finished but new other MASR is delivered to 
UDP source host. In this case all outstanding packets in the bucket will be flushed away 
so that the traffic shaper can operates with newer value of MASR that is reflex of 
network situation up to date.  
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B.2.2 Calculation and Data Collection at the Source and Destination Hosts 
In the real world, the sending rate (SR) and the receiving rate (RR) of UDP flows can 
obtain via the tools used to capture and analyze data passing over the network interface 
card at the hosts such as Ethereal or tcpdump. When the monitoring agent such as MoA 
visits the hosts, it can collect these data by getting data from text file that is output of the 
capture and analysis process.  

In the simulation model, capture, analyze and collect data are implemented through the 
mechanism that is integrated into the process model of the hosts as depicted in Figure 
B.11 and Figure B.12 

 

 
 

Figure B.11: MoA collects the sending rate at source hosts 
 
In these figures, SR and RR are calculated based on the form called load/time. In here the 
load is accumulated value from the size of 100 UDP packets passing over network 
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interface card. Time is total necessary time to capture these packets. The result of this 
division is stored into the variables named either MA_SR or MA_RR according to the 
sending rate or the receiving rate respectively. When the monitoring agent such as MoA 
visits the hosts, the rates will be written into corresponding fields of a mobile agent 
packet that is representation of this agent.  After that, MA_SR and MA_RR are reset to 0 
in order to prepare for next calculation. The temporary variables, namely MA_SR and 
MA_RR always are updated based on the calculation from new value of the sending rate 
and the receiving rate that are collected periodically by the monitoring agents later on. 
 

 
 

Figure B.12: MoA collects the receiving rate at destination hosts 

 

In the case, when the monitoring agent visits the hosts, if any rate still equals 0 due to 
there is not yet enough 100 UDP packets captured to calculate new value of the rate, then 
the calculation also will be performed based on the form of load/time. However, in this 
context, load is understood as accumulated size of all packets received recently from 
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output stream or input stream corresponding with the source or destination hosts 
respectively during the time which is the period passed since last calculation until the 
current time that is defined by function op_sim_time() of OPNET. 

The objective of resetting variables named MA_SR and MA_RR to 0 after MoA visited 
is to mark that they are already collected. Therefore if the value of these variables still is 
0 when MoA visits at next trip then it means that there are not yet enough 100 UDP 
packets captured between two MoA trips. This situation may occurs either when network 
is congested or the time is set for the first visit of the monitoring agents to the hosts is too 
early in comparing with the warming time of data flows when they begin be transferred.  

B.2.3 Router with Single Queue and Double Queues 
 

 

 
 

Figure B.13: Process flow of single queue in the router 
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In our simulation model, the routers are created with either single FIFO queue or double 
FIFO queues in order to forward packets from input stream to the corresponding output 
stream and to drop packets when queue is full. Similar as the other original objects, the 
routers used in the simulation models of CM4CC must guarantee the data integrity of the 
packets when they are transported via routers, so they must be created as the new objects. 

Common form of queue in router today is FIFO so in our simulation, whenever the 
packet arrives to router, if queue is not full, packet will be inserted into the tail of queue 
which has pre-defined size. Otherwise if queue is full, packet will be dropped. Figure 
B.13 depicts the process flow chart of router designed with single queue is used in 
CM4CC. In the case, the router has two FIFO queues, the process flow is similar except 
at the entry, the packet is classified into two separate queues depending on it is either 
TCP packet or non-TCP packet.  

The outstanding packets in the queue will be scheduled in order to leave the queue from 
its head based on the process time that is deduced from the size of packet and the process 
rate. According to the principle of FIFO queue that is the packets are dropped at the tail 
but not at the head of queue when queue is full, the parameter named process rate must be 
set to conform to the capacity of outgoing link of the router.  

In router, size of queue is indicated by constant variable named queue_size. Current 
available capacity of queue is presented via variable named allowed_pk_insert. 
Whenever a new incoming packet is inserted into queue, the value of variable 
allowed_pk_insert is reduced by 1. Otherwise, whenever a packet leaves queue in order 
to go into the network, the value of this variable is increased by 1. The queue is full when 
allowed_pk_insert becomes 0. At this time, all packets arriving queue will be dropped 
due to the number of packet is allowed to insert to queue is 0.  

The loss rate of UDP flows at the routers depends on some factors such as the sending 
rate of source host, the capacity of the outgoing link and queue size. According to 
congestion control mechanism of CM4CC, when the loss of UDP flow exceeds the 
threshold, the sending rate of UDP flow will be regulated. It results in the tense of 
network congestion and packet losses at routers will be reduced significantly, while the 
network performance is increased due to the links are exploited more efficiently such as 
transfer the useful packets of other flows instead of transmit undelivered packets.  



 
 

FUNCTIONALITIES 
 

 

297 

B.3 Functionalities of Mobile Agents in the Simulations 

Trace of the mobile agent activities based on CM4CC is produced during time the 
simulation runs. To monitor and observe data in the traces is one useful way to check and 
estimate the verification and the validation of our simulation models built on OPNET. In 
this section, the data in partial traces of the simulation experiments implemeted in the 
scenario 3, the scenario 5 and the scenario 7 are illustrated. Therefore, one can clearly 
realize that the mobile agents which are built based on the principle of CM4CC really 
operate to control congestion in the network. 
 
B.3.1 Mobile Agent Activities in Wired Network of Scenario 3 
 
Travel No : 1 of MoA to collect data 
MoA collects SR 2525252.53 bits/sec of flow UDP1 at time      60.00 
MoA collects SR 2525252.53 bits/sec of flow UDP2 at time      60.01 
MoA collects SR 2525252.53 bits/sec of flow UDP3 at time      60.01 
MoA collects SR 2525252.53 bits/sec of flow UDP4 at time      60.01 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time      62.55 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time      62.58 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time      62.61 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time      62.64 
 
CtrlA delivers MASR 2045454.55 bits/sec of flow UDP1 at       62.64 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA delivers MASR 2045454.55 bits/sec of flow UDP2 at       62.64 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA delivers MASR 2045454.55 bits/sec of flow UDP3 at       62.64 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA delivers MASR 2045454.55 bits/sec of flow UDP4 at       62.65 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
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Travel No : 2 of MoA to collect data 
MoA collects SR 2066115.70 bits/sec of flow UDP1 at time     120.00 
MoA collects SR 2066115.70 bits/sec of flow UDP2 at time     120.00 
MoA collects SR 2066115.70 bits/sec of flow UDP3 at time     120.00 
MoA collects SR 2066115.70 bits/sec of flow UDP4 at time     120.00 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     120.30 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     120.33 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     120.36 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     120.39 
 
CtrlA delivers MASR 2040863.18 bits/sec of flow UDP1 at      120.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040863.18 bits/sec of flow UDP2 at      120.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040863.18 bits/sec of flow UDP3 at      120.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040863.18 bits/sec of flow UDP4 at      120.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 3 of MoA to collect data 
MoA collects SR 2061477.96 bits/sec of flow UDP1 at time     180.00 
MoA collects SR 2061477.96 bits/sec of flow UDP2 at time     180.00 
MoA collects SR 2061477.96 bits/sec of flow UDP3 at time     180.00 
MoA collects SR 2061477.96 bits/sec of flow UDP4 at time     180.01 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     180.30 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     180.33 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     180.36 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     180.39 
 
CtrlA delivers MASR 2040816.80 bits/sec of flow UDP1 at      180.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
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2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.80 bits/sec of flow UDP2 at      180.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.80 bits/sec of flow UDP3 at      180.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.80 bits/sec of flow UDP4 at      180.40 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 4 of MoA to collect data 
MoA collects SR 2061431.11 bits/sec of flow UDP1 at time     240.00 
MoA collects SR 2061431.11 bits/sec of flow UDP2 at time     240.00 
MoA collects SR 2061431.11 bits/sec of flow UDP3 at time     240.00 
MoA collects SR 2061431.11 bits/sec of flow UDP4 at time     240.00 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     240.30 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     240.33 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     240.36 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     240.39 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP1 at      240.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP2 at      240.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP3 at      240.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP4 at      240.39 
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Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 5 of MoA to collect data 
MoA collects SR 2061430.64 bits/sec of flow UDP1 at time     300.00 
MoA collects SR 2061430.64 bits/sec of flow UDP2 at time     300.00 
MoA collects SR 2061430.64 bits/sec of flow UDP3 at time     300.00 
MoA collects SR 2061430.64 bits/sec of flow UDP4 at time     300.01 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     300.30 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     300.33 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     300.36 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     300.39 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP1 at      300.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP2 at      300.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP3 at      300.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP4 at      300.40 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 6 of MoA to collect data 
MoA collects SR 2061430.63 bits/sec of flow UDP1 at time     360.00 
MoA collects SR 2061430.63 bits/sec of flow UDP2 at time     360.00 
MoA collects SR 2061430.63 bits/sec of flow UDP3 at time     360.00 
MoA collects SR 2061430.63 bits/sec of flow UDP4 at time     360.00 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     360.30 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     360.33 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     360.36 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     360.39 
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CtrlA delivers MASR 2040816.33 bits/sec of flow UDP1 at      360.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP2 at      360.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP3 at      360.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP4 at      360.39 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 7 of MoA to collect data 
MoA collects SR 2061430.63 bits/sec of flow UDP1 at time     420.00 
MoA collects SR 2061430.63 bits/sec of flow UDP2 at time     420.00 
MoA collects SR 2061430.63 bits/sec of flow UDP3 at time     420.00 
MoA collects SR 2061430.63 bits/sec of flow UDP4 at time     420.01 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     420.30 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     420.33 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     420.36 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     420.39 
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B.3.2 Mobile Agent Activities in Heterogeneous Network of Scenario 5 
 
Travel No : 1 of MoA to collect data 
MoA collects SR 2525252.53 bits/sec of flow UDP1 at time      60.00 
MoA collects SR 2525252.53 bits/sec of flow UDP2 at time      60.01 
MoA collects SR 2525252.53 bits/sec of flow UDP3 at time      60.01 
MoA collects SR 2525252.53 bits/sec of flow UDP4 at time      60.01 
 
MoA collects RR  2474772.66 bits/sec of flow UDP1 at time     62.52 
MoA collects ARR 2474772.66 bits/sec towards UDP1_Receive at time    62.52 
MoA collects RR  2474772.66 bits/sec of flow UDP2 at time      62.52 
MoA collects ARR 2474772.66 bits/sec towards UDP2_Receive at time    62.52 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time      62.55 
MoA collects RR  2020202.02 bits/sec of flow UDP4 at time      62.57 
 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP1 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP2 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2045454.55 bits/sec of flow UDP3 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA delivers MASR 2045454.55 bits/sec of flow UDP4 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
Travel No : 2 of MoA to collect data 
MoA collects SR 2020202.02 bits/sec of flow UDP1 at time     120.00 
MoA collects SR 2020202.02 bits/sec of flow UDP2 at time     120.01 
MoA collects SR 2066115.70 bits/sec of flow UDP3 at time     120.01 
MoA collects SR 2066115.70 bits/sec of flow UDP4 at time     120.01 
 
MoA collects RR  2003605.21 bits/sec of flow UDP1 at time      120.17 
MoA collects ARR 2003605.21 bits/sec towards UDP1_Receive at time     120.17 
MoA collects RR  1999598.80 bits/sec of flow UDP2 at time      120.17 
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MoA collects ARR 1999598.80 bits/sec towards UDP2_Receive at time     120.17 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time      120.20 
MoA collects RR  2020202.02 bits/sec of flow UDP4 at time      120.22 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP1 at      120.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2019800.82 bits/sec of flow UDP2 at      120.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.20 
Interval between UDP packets is   0.05 
2322 packets is sent within regulated period 
 
CtrlA delivers MASR 2040863.18 bits/sec of flow UDP3 at      120.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040863.18 bits/sec of flow UDP4 at      120.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 3 of MoA to collect data 
MoA collects SR 2020202.02 bits/sec of flow UDP1 at time     180.00 
MoA collects SR 2040202.85 bits/sec of flow UDP2 at time     180.01 
MoA collects SR 2061477.96 bits/sec of flow UDP3 at time     180.02 
MoA collects SR 2061477.96 bits/sec of flow UDP4 at time     180.03 
 
MoA collects RR  2032924.27 bits/sec of flow UDP1 at time      180.18 
MoA collects ARR 2032924.27 bits/sec towards UDP1_Receive at time     180.18 
MoA collects RR  2065412.10 bits/sec of flow UDP2 at time      180.19 
MoA collects ARR 2065412.10 bits/sec towards UDP2_Receive at time     180.19 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time      180.20 
MoA collects RR  2020202.02 bits/sec of flow UDP4 at time      180.22 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP1 at      180.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP2 at      180.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
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Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.80 bits/sec of flow UDP3 at      180.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.80 bits/sec of flow UDP4 at      180.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 4 of MoA to collect data 
MoA collects SR 2020202.02 bits/sec of flow UDP1 at time     240.00 
MoA collects SR 2020202.02 bits/sec of flow UDP2 at time     240.01 
MoA collects SR 2061431.11 bits/sec of flow UDP3 at time     240.02 
MoA collects SR 2061431.11 bits/sec of flow UDP4 at time     240.02 
 
MoA collects RR  2018230.60 bits/sec of flow UDP1 at time     240.17 
MoA collects ARR 2018230.60 bits/sec towards UDP1_Receive at time    240.17 
MoA collects RR  2031079.74 bits/sec of flow UDP2 at time     240.17 
MoA collects ARR 2031079.74 bits/sec towards UDP2_Receive at time    240.17 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time     240.20 
MoA collects RR  2020202.02 bits/sec of flow UDP4 at time     240.22 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP1 at      240.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP2 at      240.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP3 at      240.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP4 at      240.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
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2346 packets is sent within regulated period 
 
Travel No : 5 of MoA to collect data 
MoA collects SR 2020202.02 bits/sec of flow UDP1 at time     300.00 
MoA collects SR 2020202.02 bits/sec of flow UDP2 at time     300.01 
MoA collects SR 2061430.64 bits/sec of flow UDP3 at time     300.02 
MoA collects SR 2061430.64 bits/sec of flow UDP4 at time     300.02 
 
MoA collects RR  2027604.29 bits/sec of flow UDP1 at time     300.20 
MoA collects ARR 2027604.29 bits/sec towards UDP1_Receive at time    300.20 
MoA collects RR  2022312.09 bits/sec of flow UDP2 at time     300.20 
MoA collects ARR 2022312.09 bits/sec towards UDP2_Receive at time    300.20 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time     300.25 
MoA collects RR  2020202.02 bits/sec of flow UDP4 at time     300.27 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP1 at      300.27 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP2 at      300.27 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP3 at      300.28 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP4 at      300.28 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 6 of MoA to collect data 
MoA collects SR 2020202.02 bits/sec of flow UDP1 at time     360.00 
MoA collects SR 2020202.02 bits/sec of flow UDP2 at time     360.01 
MoA collects SR 2061430.63 bits/sec of flow UDP3 at time     360.02 
MoA collects SR 2061430.63 bits/sec of flow UDP4 at time     360.02 
 
MoA collects RR  2022166.83 bits/sec of flow UDP1 at time     360.17 
MoA collects ARR 2022166.83 bits/sec towards UDP1_Receive at time    360.17 
MoA collects RR  2025623.65 bits/sec of flow UDP2 at time     360.17 
MoA collects ARR 2025623.65 bits/sec towards UDP2_Receive at time    360.17 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time     360.20 
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MoA collects RR  2020202.02 bits/sec of flow UDP4 at time     360.22 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP1 at      360.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2000000.00 bits/sec of flow UDP2 at      360.22 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.00 
Interval between UDP packets is   0.05 
2300 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP3 at      360.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA delivers MASR 2040816.33 bits/sec of flow UDP4 at      360.23 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 7 of MoA to collect data 
MoA collects SR 2020202.02 bits/sec of flow UDP1 at time     420.00 
MoA collects SR 2020202.02 bits/sec of flow UDP2 at time     420.01 
MoA collects SR 2061430.63 bits/sec of flow UDP3 at time     420.02 
MoA collects SR 2061430.63 bits/sec of flow UDP4 at time     420.02 
 
MoA collects RR  2023646.88 bits/sec of flow UDP1 at time     420.20 
MoA collects ARR 2023646.88 bits/sec towards UDP1_Receive at time    420.20 
MoA collects RR  2022659.94 bits/sec of flow UDP2 at time     420.20 
MoA collects ARR 2022659.94 bits/sec towards UDP2_Receive at time    420.20 
MoA collects RR  2020202.02 bits/sec of flow UDP3 at time     420.25 
MoA collects RR  2020202.02 bits/sec of flow UDP4 at time     420.27 



 
 
FUNCTIONALITIES 
 
 

308 

 
 
 
 
 
 
 
 



 
 

FUNCTIONALITIES 
 

 

309 

B.3.3 Mobile Agent Activities in Partitioned Network of Scenario 7 
 
Travel No : 1 of MoA to collect data 
MoA collects SR 2525252.53 bits/sec of flow UDP1 at time      60.00 
MoA collects SR 2525252.53 bits/sec of flow UDP2 at time      60.01 
MoA collects SR 2525252.53 bits/sec of flow UDP3 at time      60.01 
MoA collects SR 2525252.53 bits/sec of flow UDP4 at time      60.01 
 
Travel No : 1 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2525252.53 bits/sec of flow UDP1 at time      60.02 
GMoA collects SR 2525252.53 bits/sec of flow UDP2 at time      60.02 
GMoA collects SR 2525252.53 bits/sec of flow UDP3 at time      60.02 
GMoA collects SR 2525252.53 bits/sec of flow UDP4 at time      60.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time      60.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time      60.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time      60.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time      60.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time      62.56 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time      62.56 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time      62.56 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time      62.56 
 
CtrlA of Global Domain delivers MASR to the corresponding Local Domains 
Delivers MASR of flow UDP1 2045454.55 bits/sec at time      62.57 
Delivers MASR of flow UDP2 2045454.55 bits/sec at time      62.57 
Delivers MASR of flow UDP3 2045454.55 bits/sec at time      62.57 
Delivers MASR of flow UDP4 2045454.55 bits/sec at time      62.57 
 
CtrlA of Local Domain delivers MASR 2045454.55 bits/sec of flow UDP1 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2045454.55 bits/sec of flow UDP2 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2045454.55 bits/sec of flow UDP3 at       62.57 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2045454.55 bits/sec of flow UDP4 at       62.57 
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Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.45 
Interval between UDP packets is   0.05 
2352 packets is sent within regulated period 
 
Travel No : 2 of MoA to collect data 
MoA collects SR 2066115.70 bits/sec of flow UDP1 at time     120.00 
MoA collects SR 2066115.70 bits/sec of flow UDP2 at time     120.01 
MoA collects SR 2066115.70 bits/sec of flow UDP3 at time     120.01 
MoA collects SR 2066115.70 bits/sec of flow UDP4 at time     120.01 
 
Travel No : 2 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2066115.70 bits/sec of flow UDP1 at time     120.02 
GMoA collects SR 2066115.70 bits/sec of flow UDP2 at time     120.02 
GMoA collects SR 2066115.70 bits/sec of flow UDP3 at time     120.02 
GMoA collects SR 2066115.70 bits/sec of flow UDP4 at time     120.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     120.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     120.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     120.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     120.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time     120.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time     120.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time     120.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time     120.30 
 
CtrlA of Global Domain delivers MASR to the corresponding Local Domains 
Delivers MASR of flow UDP1 2040863.18 bits/sec at time     120.30 
Delivers MASR of flow UDP2 2040863.18 bits/sec at time     120.30 
Delivers MASR of flow UDP3 2040863.18 bits/sec at time     120.30 
Delivers MASR of flow UDP4 2040863.18 bits/sec at time     120.30 
 
CtrlA of Local Domain delivers MASR 2040863.18 bits/sec of flow UDP1 at      120.31 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040863.18 bits/sec of flow UDP2 at      120.31 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040863.18 bits/sec of flow UDP3 at      120.31 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
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CtrlA of Local Domain delivers MASR 2040863.18 bits/sec of flow UDP4 at      120.31 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 3 of MoA to collect data 
MoA collects SR 2061477.96 bits/sec of flow UDP1 at time     180.00 
MoA collects SR 2061477.96 bits/sec of flow UDP2 at time     180.00 
MoA collects SR 2061477.96 bits/sec of flow UDP3 at time     180.01 
MoA collects SR 2061477.96 bits/sec of flow UDP4 at time     180.01 
 
Travel No : 3 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2061477.96 bits/sec of flow UDP1 at time     180.02 
GMoA collects SR 2061477.96 bits/sec of flow UDP2 at time     180.02 
GMoA collects SR 2061477.96 bits/sec of flow UDP3 at time     180.02 
GMoA collects SR 2061477.96 bits/sec of flow UDP4 at time     180.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     180.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     180.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     180.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     180.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time     180.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time     180.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time     180.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time     180.30 
 
CtrlA of Global Domain delivers MASR to the corresponding Local Domains 
Delivers MASR of flow UDP1 2040816.80 bits/sec at time     180.30 
Delivers MASR of flow UDP2 2040816.80 bits/sec at time     180.30 
Delivers MASR of flow UDP3 2040816.80 bits/sec at time     180.30 
Delivers MASR of flow UDP4 2040816.80 bits/sec at time     180.30 
 
CtrlA of Local Domain delivers MASR 2040816.80 bits/sec of flow UDP1 at      180.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.80 bits/sec of flow UDP2 at      180.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.80 bits/sec of flow UDP3 at      180.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
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Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.80 bits/sec of flow UDP4 at      180.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 4 of MoA to collect data 
MoA collects SR 2061431.11 bits/sec of flow UDP1 at time     240.00 
MoA collects SR 2061431.11 bits/sec of flow UDP2 at time     240.00 
MoA collects SR 2061431.11 bits/sec of flow UDP3 at time     240.00 
MoA collects SR 2061431.11 bits/sec of flow UDP4 at time     240.01 
 
Travel No : 4 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2061431.11 bits/sec of flow UDP1 at time     240.02 
GMoA collects SR 2061431.11 bits/sec of flow UDP2 at time     240.02 
GMoA collects SR 2061431.11 bits/sec of flow UDP3 at time     240.02 
GMoA collects SR 2061431.11 bits/sec of flow UDP4 at time     240.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     240.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     240.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     240.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     240.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time     240.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time     240.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time     240.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time     240.30 
 
CtrlA of Global Domain delivers MASR to the corresponding Local Domains 
Delivers MASR of flow UDP1 2040816.33 bits/sec at time     240.30 
Delivers MASR of flow UDP2 2040816.33 bits/sec at time     240.30 
Delivers MASR of flow UDP3 2040816.33 bits/sec at time     240.30 
Delivers MASR of flow UDP4 2040816.33 bits/sec at time     240.30 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP1 at      240.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP2 at      240.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP3 at      240.30 
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Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP4 at      240.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 5 of MoA to collect data 
MoA collects SR 2061430.64 bits/sec of flow UDP1 at time     300.00 
MoA collects SR 2061430.64 bits/sec of flow UDP2 at time     300.00 
MoA collects SR 2061430.64 bits/sec of flow UDP3 at time     300.01 
MoA collects SR 2061430.64 bits/sec of flow UDP4 at time     300.01 
 
Travel No : 5 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2061430.64 bits/sec of flow UDP1 at time     300.02 
GMoA collects SR 2061430.64 bits/sec of flow UDP2 at time     300.02 
GMoA collects SR 2061430.64 bits/sec of flow UDP3 at time     300.02 
GMoA collects SR 2061430.64 bits/sec of flow UDP4 at time     300.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     300.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     300.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     300.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     300.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time     300.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time     300.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time     300.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time     300.30 
 
CtrlA of Global Domain delivers MASR to the corresponding Local Domains 
Delivers MASR of flow UDP1 2040816.33 bits/sec at time     300.30 
Delivers MASR of flow UDP2 2040816.33 bits/sec at time     300.30 
Delivers MASR of flow UDP3 2040816.33 bits/sec at time     300.30 
Delivers MASR of flow UDP4 2040816.33 bits/sec at time     300.30 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP1 at      300.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP2 at      300.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
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CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP3 at      300.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP4 at      300.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 6 of MoA to collect data 
MoA collects SR 2061430.63 bits/sec of flow UDP1 at time     360.00 
MoA collects SR 2061430.63 bits/sec of flow UDP2 at time     360.01 
MoA collects SR 2061430.63 bits/sec of flow UDP3 at time     360.01 
MoA collects SR 2061430.63 bits/sec of flow UDP4 at time     360.01 
 
Travel No : 6 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2061430.63 bits/sec of flow UDP1 at time     360.02 
GMoA collects SR 2061430.63 bits/sec of flow UDP2 at time     360.02 
GMoA collects SR 2061430.63 bits/sec of flow UDP3 at time     360.02 
GMoA collects SR 2061430.63 bits/sec of flow UDP4 at time     360.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     360.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     360.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     360.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     360.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time     360.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time     360.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time     360.30 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time     360.30 
 
CtrlA of Global Domain delivers MASR to the corresponding Local Domains 
Delivers MASR of flow UDP1 2040816.33 bits/sec at time     360.30 
Delivers MASR of flow UDP2 2040816.33 bits/sec at time     360.30 
Delivers MASR of flow UDP3 2040816.33 bits/sec at time     360.30 
Delivers MASR of flow UDP4 2040816.33 bits/sec at time     360.30 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP1 at      360.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP2 at      360.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
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Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP3 at      360.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
CtrlA of Local Domain delivers MASR 2040816.33 bits/sec of flow UDP4 at      360.30 
Size of UDP packet is  12500 bytes 
Number of packets is sent in one sec is  20.41 
Interval between UDP packets is   0.05 
2346 packets is sent within regulated period 
 
Travel No : 7 of MoA to collect data 
MoA collects SR 2061430.63 bits/sec of flow UDP1 at time     420.00 
MoA collects SR 2061430.63 bits/sec of flow UDP2 at time     420.00 
MoA collects SR 2061430.63 bits/sec of flow UDP3 at time     420.00 
MoA collects SR 2061430.63 bits/sec of flow UDP4 at time     420.00 
 
Travel No : 7 of Global MoA of to collect SR & RR at Local Domains 
GMoA collects SR 2061430.63 bits/sec of flow UDP1 at time    420.02 
GMoA collects SR 2061430.63 bits/sec of flow UDP2 at time    420.02 
GMoA collects SR 2061430.63 bits/sec of flow UDP3 at time    420.02 
GMoA collects SR 2061430.63 bits/sec of flow UDP4 at time    420.02 
 
MoA collects RR 2020202.02 bits/sec of flow UDP1 at time     420.05 
MoA collects RR 2020202.02 bits/sec of flow UDP2 at time     420.08 
MoA collects RR 2020202.02 bits/sec of flow UDP3 at time     420.11 
MoA collects RR 2020202.02 bits/sec of flow UDP4 at time     420.14 
 
GMoA collects RR 2020202.02 bits/sec of flow UDP1 at time     420.29 
GMoA collects RR 2020202.02 bits/sec of flow UDP2 at time     420.29 
GMoA collects RR 2020202.02 bits/sec of flow UDP3 at time     420.29 
GMoA collects RR 2020202.02 bits/sec of flow UDP4 at time     420.29 
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