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Abstract 

Risk management has become recognized as a best practice in the software 
industry. Controlling risks improves essential software development features 
such as product quality, planning precision and cost-efficiency. For this rea-
son, the inclusion of risk management in software development is an impor-
tant factor to consider if one wishes to achieve project success. 

Agile models claim to be risk-driven. They state that their iterative ap-
proach enables continuous attention to risks and that the risks can be reduced 
by practices such as continuous software integration and early testing. In 
reality, however, the agile development models implement few risk man-
agement practices.  

The research problem addressed in this thesis is multi-faceted. The prob-
lem concerns the lack of explicit risk management practices in agile devel-
opment. However, it also concerns the need to address risk management on 
an organization-wide basis. In addition, it concerns the conflict that emerges 
from trying to merge the agile process with standard industrial processes, 
such as risk management, without compromising agility.  

The goal of this thesis is to explore integration as a solution for address-
ing the lack of risk management in the agile model based on empirical re-
search. It involves (a) outlining a model integrating the agile and risk man-
agement processes on an organization-wide basis, and (b) providing a foun-
dation for its extension. 

The results show that, within the scope of this research, the proposed so-
lution is a valid candidate for improving the agile situation. However, it is 
still in its infancy. It does not claim to be complete but needs to be further 
elaborated and complemented with details. Hence, we outline the model and 
provide a foundation established in empirical investigation for extending it 
in future research. 
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1 Introduction 

Software development, given its diverse and abstract nature, offers unique 
challenges and risks (Moynihan 1997). Hence, software organizations need a 
process for managing the risks. Such a process can help them identify, re-
spond to, and mitigate risks effectively. 

Risk management has become recognized as a best practice in the soft-
ware industry (Wiegers, 1998). Controlling risks improves essential software 
development features such as product quality, planning precision and cost-
efficiency (Englund, 1997) (Ropponen and Lyytinen, 2000). For this reason, 
the inclusion of risk management in software development is an important 
factor to consider if one wishes to achieve project success (Kontio, 1999).  

Much research has been conducted in the software risk management field 
in the past decades. However, relatively little research has been performed to 
integrate risk management with development. The spiral model, based on a 
risk-driven and cyclic approach, is one suggestion for making software de-
velopment more effective using risk management. However, despite the fact 
that it was already pioneered in 1988 (Boehm, 1988), it has been only par-
tially realized. Its cyclic character has been adapted by many current devel-
opment approaches, such as iterative and agile development. Its risk-driven 
approach, on the other hand, has not been as influential. Still, development 
and risk management processes live somewhat isolated lives (Bohner and 
Coram, 2005) (Sliger, 2006).  

Agile software development models have emerged as a means to deal 
with the changing business environment and growing unpredictability of 
software development. Their adoption in modern software organizations has 
increased steadily during the last decade. 

Agile models claim to be risk-driven (Beck, 2004) (EPF, 2007) (Scrum, 
2003). They state that their iterative approach enables continuous attention to 
risks and that risks can be reduced by practices such as continuous software 
integration and early testing (Beck, 2004). In reality, however the agile de-
velopment models implement few risk management practices (Armenta and 
Gaono, 2008) (Bohner and Coram, 2005) (Sliger, 2006). Hence, there is 
clearly a gap well worth investigating bearing in mind the fact that risk man-
agement is considered best practice in contemporary software engineering. 
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1.1 Research problem 
 
Despite the fact that risk management is of crucial importance for software 
project success, very few models have been found that explicitly relate risk 
management with agile development processes. One reason is the fact that 
extending the agile model with additional development practices concerns a 
highly controversial problem in itself. It is often argued that one of the most 
difficult impediments to extending the agile model concerns the conflict that 
emerges from trying to merge the agile process with any existing standards 
(Boehm and Turner, 2005). The question that arises is: “How can one merge 
agile, lightweight processes with standard industrial processes without kill-
ing agility?” 

Although controversial, the demand for such solutions in the industry can 
no longer be neglected. This is also evident in recent publications addressing 
enterprise agility (Leffingwell, 2007) (Schwaber, 2007). Many large organi-
zations show a genuine interest in using the agile model, but due the experi-
enced scalability problems they are hesitant. Essentially, they are challenged 
by the lack of guidelines for building up the agile process according their 
needs, where one missing building block is risk management. 

Solutions for introducing risk management in agile development have 
been proposed, for instance by Li et al. (2006) and Sliger (2006). Unfortu-
nately, they are limited. For instance, they implement only a subset of risk 
management practices or focus only on risk management in selective phases 
of the overall development model. Risk management, however, is a continu-
ous organization-wide process (SEI, 2008) (Williams et al., 1999). Hence, it 
needs to be addressed on an organization-wide level. 

Considering the state of the art, the research problem addressed in this 
thesis is multi-faceted. The problem not only concerns the lack of explicit 
risk management practices in agile development but also the extent to which 
risk is managed continuously on an organization-wide basis. It also concerns 
the conflict that emerges from trying to merge the agile process with existing 
standard industrial processes without compromising agility. 

1.2 Research goal 
 
Risk management is a key project success factor. Agile development models 
do not encompass risk management as required by many development or-
ganizations. Hence, the main goal of this thesis is to explore integration as a 
solution to address the lack of risk management in the agile model based on 
empirical investigation. More specifically, we intend to (a) outline a model 
integrating the risk management and agile models on an organization-wide 
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basis and, (b) provide a foundation for its extension. The model is expected 
to: 

 
• provide software organizations practical guidance on how to integrate the 

risk management and agile development models 
• provide a reference model for software organizations to examine their risk 

management practice and see how they compare to the reference model 
• provide guidance for reasoning about agility with respect to risk man-

agement 

1.3 Research scope and limitations 
 
This thesis outlines a foundation for integrating the risk management and 
agile processes based on empirical investigation. It consists of two parts: (a) 
an integration model and (b) an integrated model.  

The integration model is intended to provide basic guidelines for integrat-
ing the risk management and agile processes by mapping out when, where 
and by whom risk management is conducted in the agile process. Hence, it is 
primarily targeted to process engineers, business developers, project manag-
ers or others in need of guidelines for introducing risk management in agile 
development.  

The integrated model is intended to be a reference model against which 
software organizations can compare their risk management process. It is 
targeted to anyone in the organization interested in comparing their risk 
management practice in agile development. 

Overall, the proposed solution covers risk management on an organiza-
tion-wide basis by describing risk management and agile development on 
two organizational levels, the business and engineering levels. 

Software development and risk management are both large domains. Our 
effort is by no means comprehensive, nor exhaustive. What we present here 
concerns some of the most immediate problems identified in the crossing of 
the agile and risk management domains. Each domain specifies many more 
requirements on the management of risk and software development, than 
possibly could have been elucidated within the scope of a doctoral thesis. 
For this reason, this thesis is limited in several ways. 

Most importantly, this thesis bases its results on only a subset of existing 
agile models and risk management models and standards. Consequently, 
other models and standards are out of the scope of our analysis. The agile 
models included in our research are Scrum (Schwaber and Beedle, 2001) and 
eXtreme Programming (Beck, 2004), whereas the risk management models 
and standards are the IEEE 1540 Standard for Software Lifecycle Processes - 
Risk Management (IEEE1540, 2001), the Software Risk Evaluation Method 
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(SRE) (Williams et al., 1999), the Project Management Body of Knowledge 
(PMBoK) (PMI, 2004), and the AS/NZS 4360 Risk Management (Standards 
Australia, 2004).  

The proposed model addresses project-oriented risk management and 
deals with risks typical for software engineering, such as budget, schedule, 
and technical risks. At this stage, it excludes more complex risks such as 
security and safety risk. As a result, it is not concerned with risks and risk 
management practices as described in other disciplines. 

In addition, although the model is intended to cover the entire agile soft-
ware lifecycle process, we only focus on risk management in the pre-
implementation and implementation phases in this thesis. Other lifecycle 
phases such as corrective maintenance present further challenges. Hence, 
they are out of the scope in this thesis. 

Finally, the proposed model involves integration of processes on the 
phase level. We do not integrate the processes on an activity level. Hence, 
we do not describe how to conduct risk management in agile projects. As a 
result, the model does not provide guidelines for agile risk management. 
This is a different topic that is subject to future research. 

1.4 Outline of thesis 
 
The thesis consists of three major parts.  
 
PART I presents a synthesis of the entire research and its results. It includes 
a presentation of the research problem, the research goal, the research 
method, and the research contribution. It ends with a concluding discussion 
and suggestions for future work. A list of references is provided at the very 
end. PART I is arranged in seven chapters, as follows: 

Chapter 1 introduces the domain of study, research problem, research goal 
and the research scope and limitations.  

Chapter 2 describes the research process and its methodological foundations. 

Chapter 3 presents the research contribution.  

Chapter 4 provides an extended background. It includes an overview of 
some of the basic terms and concepts used in this thesis, and of agile and risk 
management, respectively.  

Chapter 5 describes a synthesized agile and risk management model, respec-
tively. They constitute the basic constituents of the integrated model.  
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Chapter 6 presents the integration model and the integrated model. 

Chapter 7 presents conclusions and suggestions for future research. 

PART II is a collection of appendices. 

PART III presents the eight research papers that have been included in the 
thesis representing the main research contribution. 
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2 Methodological foundation and research 
process 

The present chapter discusses the methodological foundation of this re-
search. It presents the research process, its phases and the methods used. The 
chapter is structured according to the following five parts, Methodological 
foundation and research process, Questionnaire design, Sampling, and Va-
lidity. 

2.1 Methodological foundation and research process 
 
To conduct scientific research requires the use of an appropriate research 
approach. It is ultimately determined by the research question and the re-
search objectives (Robson, 2002). Hence, considering that we aim at ad-
dressing industrial needs by providing a basis for extending the risk man-
agement capability of the agile process using integration, we can establish 
that we must (a) understand the fundaments of risk management and agile 
software development, and (b) study them and their execution in practical 
and industrial settings. This implies the use of empirical research as applied 
within the behavioral sciences.  

There are several research approaches that could fall into this category of 
research, for instance design science (Hevner et al., 2004) or grounded the-
ory (Glasser and Strauss, 1967). However, due to the nature of the research 
problem and goals, the epistemological status and the context of this re-
search, we chose to proceed with an empirical-inductive approach as sug-
gested by Trochim (2006). We elaborate on this choice below. 

Empirical research can be described as a process aiming at creating a the-
ory within a domain of study (Trochim, 2006). A theory is attained by creat-
ing and testing hypotheses with empirical data in order to generate general 
statements. The empirical data is drawn from observation or experience 
(Carver et al., 2004). The empirical research process uses either the induc-
tive or the deductive method of reasoning depending on the nature and epis-
temological status of the research.  

The inductive reasoning method means that one begins with observations 
of specific phenomena to detect patterns and regularities used to formulate  
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Figure 2.1 Empirical research phases when based on inductive reasoning (Trochim, 
2006) 

preliminary hypotheses that can be further explored in order to develop some 
general conclusions or theories (Trochim, 2006). On the contrary, the deduc-
tive reasoning method proceeds from general theories, principles or premises 
to derive specific information and conclusions to be generalized instead 
(Trochim, 2006). 

The model proposed in this thesis has been developed according to the 
empirical research process following the inductive reasoning method. As 
depicted in Figure 2.1, this process consists of the following four phases, 
Observation, Pattern, Tentative hypothesis and Theory (Trochim, 2006).  

In the Observation phase the emphasis is on the collection of empirical 
facts. When following the inductive approach this means that one examines 
specific data, perhaps many pieces of specific data, as a first step towards the 
creation of a general principle or theory within the domain of study. In the 
next phase, Pattern, one identifies patterns in the collected data to be further 
explored. It involves identifying regularities or relationships between the 
facts observed in the Observation phase. The Tentative Hypothesis phase 
involves further exploration of the identified patterns by studying and verify-
ing them in new contexts. The aim is to specify a tentative hypothesis that 
allows one to examine the premises for formulating a theory or drawing gen-
eral conclusions based on the findings made so far. In the final phase, called 
Theory, one collects new empirical data and examines whether the conclu-
sions and theories as predicted by the tentative hypothesis can be supported 
in the new data. One then interprets the results to generate a theory or the 
statements to be generalized, or identifies ideas for new hypotheses or re-
search if needed. Another round of the empirical process may therefore start 
again to further develop and improve the results of this round.  

In addition to using an empirical research process based on inductive rea-
soning, this study uses an explorative research approach. When preparing a 
research project and deciding on the research approach, one must also de-
termine the epistemological status of the area of research (Karlström, 2003). 
If there is a low level of previous knowledge, an exploratory study is proba-
bly the best selection. If a little more is known and a more detailed result is 
required, a descriptive methodology might be the better selection. If much is 
known and relationships are to be confirmed, then an explanatory methodol-
ogy is probably the best selection.  
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What Karlström (2003) describes here is a research method staircase. As 
the status of knowledge in a research area increases, one steps up the stair-
case. Low levels of knowledge imply that the research community must 
strive to explore and describe the fundamentals of the area of study before 
examining the exact relationships between elements of knowledge within it. 
Considering the current status of knowledge about the integration of risk 
management and agile models, suggests that our research be initiated at the 
lower levels of the staircase. 

From the point of view of the empirical research process, explorative re-
search means that variables and relationships among variables describing the 
problem cannot be determined beforehand. Hence, the research question put 
forward in this thesis is not aimed at testing a hypothesis as prescribed by the 
explanatory research approaches using deductive reasoning (Trochim, 2006). 
On the other hand, on the basis of the results of exploratory or descriptive 
research, a hypothesis could be specified afterwards which can then be tested 
in another round of research. Descriptive research stresses the description of 
an existing variable whereby the relationships between variables are subor-
dinate, whereas in explorative research it is even more relaxed since the re-
searcher has only suppositions about the nature of the problem and therefore 
starts with identifying the variables. Both explorative and descriptive re-
search therefore addresses understanding the variables, before they and their 
relationships can be explained (Karlström, 2003). In other words, explora-
tory research can be considered a first step in identifying and validating fun-
damental concepts. Hence, when initiating new rounds of the empirical 
process, it may use either the inductive or deductive approach depending on 
the status of the results from the previous round. 

In the following, we describe each phase of the empirical research process 
as applied in this research in more detail. Our research process, its phases 
and their inherent steps are illustrated in Figure 2.2. 

2.1.1 Observation phase 
According to our empirical-inductive research approach, the Observation 
phase involves the collection and examination of specific empirical facts 
within the domain of study. Hence, we conducted a literature survey of the 
state of art and practice within risk management and agile development. The 
goal was two-fold: (a) to understand the fundamentals of each discipline, and 
(b) to investigate the agile process from a risk management perspective. 

As listed in the box of the Observation phase in Figure 2.2, it consisted of 
three steps: (1) Study literature, (2) Create comparison criteria, and (3) 
Compare agile and risk management models. 

In the first step, we studied both disciplines. To achieve both breadth and 
depth of the risk management discipline, we chose publications of renowned 
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Figure 2.2 Our research process, its phases and their inherent steps 

industrial and academic institutions, including: (1) international or organiza-
tional standards, such as the AS/NZS 4360 (Standards Australia, 2004), 
IEEE1540 (IEEE1540, 2001) and the Project Management Body of Knowl-
edge (PMI, 2004), (2) academic and/or industrial models, for instance pro-
posed by Boehm (1991), Carr et al. (1993) and Charette (1989), and (3) 
various investigations made by individual practitioners, researchers or re-
search groups, for instance by Boehm and Turner (2005), Demarco (2004), 
Englund (1997), Hulett (2001), Kontio (1999), Ropponen and Lyytinen 
(2000), Westfall (2001) and Wiegers (1998). We did the same with the agile 
discipline, where we studied well-known agile models, such as eXtreme 
Programming (Beck, 2004), Lean Software Development (Poppendieck, 
2003), OpenUP (EPF, 2007) and Scrum (Schwaber and Beedle, 2001) and 
their state of practice in depth. 

This literature survey helped us identify and establish fundamental as-
pects of the two disciplines. We used the risk management aspects as criteria 
for comparing the agile and risk management models in the second step, 
Create comparison criteria. 

Finally, in the third step, Compare agile and risk management models, we 
analyzed the risk management and agile process models using the fundamen-
tal risk management aspects as comparison criteria. This helped us to iden-
tify gaps between the two disciplines studied which recognized future re-
search challenges. The specific observations made regarding these gaps laid 
the basis not only for further exploration of patterns in the next research 
phase, but also for the entire thesis work.  
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The results of the observations made in this first research phase are pre-
sented in Paper 1 (Part III). 

2.1.2 Pattern phase 
The second research phase, Pattern, involves identifying regularities in the 
data collected and observed in the Observation phase to be further explored. 
Hence, we moved from theoretical to industrial studies by examining the 
problems identified in the literature in industrial settings. The goal was to 
identify patterns describing a typical manner of conducting agile develop-
ment and risk management in industry.  

As depicted in Figure 2.2, the research in the Pattern phase was carried 
out in two parallel paths, the Agile path and Risk management path. We 
studied the agile and risk management process models separately to establish 
their status in industry. It also included a minor study of the information 
managed in both processes. The two paths were however merged into one 
single path in the third research phase. Each path and the patterns established 
for each path are briefly described below. 

Agile path  
The Agile Path consisted of the two sub-steps, (1) Establish state of agile 
process practice and (2) Study management of software requirement infor-
mation (see steps listed in the Agile path box in Figure 2.2). The goal was to 
establish patterns describing the state of agile process practice and the in-
formation needed for communicating information about software require-
ments and their implementation within the development cycle.  

In the first step of the agile path, Establish state of agile process practice, 
we investigated the state of the agile process in three Canadian software 
organizations. We did this by comparing the industrial practice against a 
model that we synthesized from a set of current agile process models. Our 
goal was threefold: (1) to identify the state of industrial agile practice, (2) to 
compare it to the existing agile process models, and (3) to find out how the 
industry has approached both agile and heavyweight activities. 

In this step, we first studied current agile process models. However, we 
selected XP and Scrum because they were the most widely accepted models 
and because they complement each other (Charette, 2001). Together they 
constitute a comprehensive framework covering both the engineering and 
management process levels. 

We then elicited the development activities and put them into a synthe-
sized agile process model. In doing this, however, we observed that some 
customary development activities were missing. To ensure the comprehen-
siveness of our synthesized model and to fulfill our third goal, we comple-
mented it with some heavyweight software development activities taken 
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from the standard software process model (IEEE12207, 1998). In this way, 
we could enquire about their applicability in an agile context.  

Our synthesized agile model is presented in Paper 2 and Paper 3 in Part 
III. The reason why it is presented in two papers is that we had to divide the 
model into a Pre-Implementation Process Model and Iteration Implementa-
tion Process Model due to magnitude of the domain studied and the space 
restrictions. The research was however conducted in the same way for both 
models.  

After having created the synthesized models, we created a questionnaire 
for each model. Using the questionnaire, which mainly concentrated on find-
ing out whether the companies performed the activities as defined in our 
synthesized model, we then interviewed the representatives in our sample 
companies and established their state of agile process practice. The results 
led to some modifications in the synthesized models, hence representing a 
pattern of the agile state of practice. The questionnaires can be found in Ap-
pendices A-E. The results of the step Establish state of agile process prac-
tice are presented in Paper 2 and Paper 3 in Part III. 

As part of this study on the state of agile practice, we also investigated 
what requirements information is communicated both within lightweight and 
heavyweight software development in the Study management of software 
requirement information step. We did this by creating a template of informa-
tion required for describing and managing software requirements within a 
development cycle and by finding out how it was implemented in one com-
pany. We call our template Software Requirements Management Template 
(SRMT). Our primary goal was to elicit information that is needed for com-
municating information about requirements and their implementation within 
the development cycle. However, we did not aim at distinguishing which 
information is used in different development approaches. Our secondary 
goal was to find out the state of practice within the organization studied us-
ing the SRMT template as a basis.  

As a first step, we created the SRMT. Hence, we started our work by 
studying current literature in search of publications suggesting any tem-
plates. As a next step, we created a questionnaire. It focused on finding out 
the type of requirements information that was managed in industry, repre-
sented by one of the Canadian companies studied earlier. As a next step, we 
interviewed a representative from the participating company. The results 
from the interview let us establish a preliminary pattern regarding the use-
fulness of the SRMT template. The questionnaire can be found in Appendix 
F. The results of this second step are presented in Paper 7 in Part III of this 
thesis. 

Risk management path 
The Risk Management Path consisted of two steps similar to those taken in 
the Agile Path, (1) Establish state of risk management process practice and 
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(2) Study management of risk information. The goal was to establish the state 
of risk management process practice and to investigate the coverage and 
amount of risk information managed and documented in traditional and agile 
environments.  

In the first step, we investigated the status of the risk management in 37 
software organizations. We did this by comparing the industrial risk man-
agement models against a risk management process model that we synthe-
sized from a set of current risk management process models, including the 
AS/NZS 4360 (Standards Australia, 2004), IEEE 1540 (IEEE1540, 2001), 
Project Management Body of Knowledge (PMI, 2004) and the Software 
Risk Evaluation method (Williams et al, 1999). It was created by studying 
renowned risk management process models and standards and by synthesiz-
ing these models into one common model. Our goal was twofold: (1) to find 
out the status of risk management process in the industry today, and (2) to 
evaluate standard process models against the industrial practice.  

We then created a questionnaire whose questions were based on the fun-
damental risk management aspects used as comparison criteria in the first 
research phase and the synthesized risk management process model. We 
used students to make the interviews. At this time, the students attended an 
advanced software engineering course that was part of an international mas-
ter program. Because we used students in our investigation, we run the risk 
that some answers might be misunderstood. To avoid misunderstanding, 
three preventive actions were taken. First, we presented our risk manage-
ment model in detail to the students. Second, the goal of the interview, the 
questions and the questionnaire design were described and discussed in class 
together with the students. Detailed directives regarding the expected an-
swers, and possible follow-up questions were also inserted into the question-
naire. Third, each interviewee was asked to provide their name and contact 
details to allow us to contact them with follow-up questions. 

The questionnaire is presented in Appendix G. The data collected in the 
interviews helped us establish a pattern regarding the state of risk manage-
ment practice. The synthesized risk management model and the results of 
this step are presented in Paper 4. 

In the Study management of risk information sub-step, we investigated 
what information was communicated on risks in traditional and agile envi-
ronments. Our goal was to find out whether these environments differed with 
respect to the coverage and amount of information managed and docu-
mented. We did this by conducting a study of the management of risk infor-
mation within industry. 

To realize this research, we began with a study of renowned risk man-
agement process models and standards, including the AS/NZS 4360, 
IEEE1540 and Project Management Body of Knowledge. On the basis of the 
studied literature, we elicited all types of information regarding risk informa-
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tion and their management. We then structured it and put it into a template. 
It is presented in Paper 6.  

Using this template, we then created a questionnaire which focused on 
finding out: (1) the type of risk information that was managed in the industry 
today, (2) whether the traditional and agile development environments dif-
fered with respect to the information managed, and finally, (3) the state of 
practice within the organizations studied. In this way, we were able to estab-
lish patterns regarding the coverage and amount of risk information managed 
and documented in agile and traditional projects. The questionnaire is pre-
sented in Appendix H. The results of this step are presented in Paper 6. 

2.1.3 Tentative hypothesis phase 
The Tentative hypothesis phase involves further exploration of the identified 
patterns by studying and verifying them in new contexts. The aim is to spec-
ify a tentative hypothesis allowing one to examine the premises for formulat-
ing a theory or drawing general conclusions based on the findings made so 
far. Hence, we explored the patterns established regarding the agile and risk 
management state of practice in the previous research phase, including the 
synthesized models and templates, in new industrial contexts. The results 
supported all the previous findings indicating a lack of risk management in 
agile models. This allowed us to merge the Agile and Risk management paths 
into one single research path and to formulate a tentative hypothesis regard-
ing the integration of the risk management agile processes as a possible solu-
tion to address the problems identified. 

As depicted in Figure 2.2, the Tentative Hypothesis phase consisted of 
three steps: (1) Establish state of process integration in practice, (2) Elicit 
process integration criteria, and (3) Outline integrated model.  

In the first step, we explored the state of the integration of the risk man-
agement process and the software development process in industry. It was 
studied in the same 37 software organizations as previously. Our goal was 
threefold: (1) to find out whether and how the industry has integrated risk 
management with their development processes (2) to identify issues that 
might aid in improving the integrated process, and (3) to find out the differ-
ences of the practice of integration between agile and other development 
approaches. 

The research was conducted in form of interviews with the help of the 
same students and safeguards as used before. The questionnaire covered 
questions about the various aspects of integration as stated in the study goals. 
It is described in Appendix G. 

As a next step, we collected data through interviews that provided us with 
a status regarding how the industry, as represented by the 37 software or-
ganizations, has integrated risk management with their development proc-
esses.  
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In the second and third steps, we focused on formulating the tentative hy-
pothesis that would allow us to examine the premises for drawing conclu-
sions regarding integration as a solution to the lack of risk management in 
the agile model. It was first roughly elicited from the knowledge gained from 
studying the state of risk management and its integration with the software 
process in the 37 software organizations. However, its final form was elic-
ited based on the results of a new study of risk management as executed in 
an agile project at a Swedish software organization where we examined 
various scenarios of risk management in their agile process. Using these 
scenarios, we first identified process integration points based on which we 
created a basic integration model. The integration model was then used to 
outline an integrated model, that is, a model integrating the risk management 
and agile processes. These two models comprised our proposal to address 
the problem of the lack of risk management identified in our research so far. 
The data collection was conducted in the form of in-depth interviews. The 
questionnaires are presented in Appendices I-K. 

As a result of the work conducted in this phase, we were able to formulate 
a tentative hypothesis regarding integration as a solution to the problems 
addressed, which was then evaluated in the fourth and final research phase. 
The tentative hypothesis was: Our proposal for integrating the risk man-
agement and agile models is a valid solution for addressing the lack of risk 
management in agile development. The results of this research phase are 
presented in Papers 5 and 8. 

2.1.4 Theory phase 
The fourth and final research phase, called Theory, aims at examining the 

premises for formulating a theory or drawing general conclusions based on 
the findings made so far. This is realized by collecting new empirical data 
and examining whether the conclusions as predicted by the tentative hy-
pothesis can be supported in the new data.  

As depicted in Figure 2.2, this phase consisted of three steps: (1) evaluate 
the proposed model in industry, (2) identify improvements to the model, and 
(3) establish a foundation for future work.  

The overall goal of this final phase was to evaluate whether our proposal 
including the integration model and the integrated model provided a valid 
solution to address the lack of risk management in agile development in 
industry identified in our research. To accomplish this, we evaluated its 
validity against three requirements covering the integration model, integrated 
model and the question of agility (see Section 1.2 Research goals in Chapter 
1).  

The evaluation was conducted in the form of in-depth interviews with ten 
agile practitioners representing various software organizations in Sweden. 
The questionnaire is presented in Appendix L.  
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As a result of the feedback provided during the interviews, we were able 
to validate the proposed model within the frame of this research and also 
establish a foundation for future work based on the suggestions of improve-
ments provided by the interviewees. Hence, as a final result, we were able to 
generate (a) conclusions about the integration of agile and risk management 
that were applicable within the scope of this research, and (b) suggestions for 
extending the model in future research. The results of this research phase are 
presented in Paper 8. 

2.2 Questionnaire design 
 
We conducted twelve rounds of interviews each having its own question-
naire. The questionnaires can be found in Appendices A-L. 

All of the questionnaires were semi-structured and open-ended. The pur-
pose was to give freedom to respondents to answer in their own terms 
(Walker, 1985). Such type of interviewing has a positive effect in a sense 
that while interviewing, one may elicit more knowledge about the studied 
domain. Its drawback however is the fact that the interviewer must possess a 
good understanding of the domain studied, in order to adequately react to 
irrelevant answers. 

It is known that the design of a survey instrument can affect the way the 
interviewees respond and the way interviewers get an understanding of the 
interviewees’ domain (Biemer and Lyberg, 2004). To optimize the interview 
results, we made an effort to ensure good questionnaire design. It included 
for instance considering the following aspects: 
 
• Ordered questions: We made the effort to assure that each question tran-

sitioned smoothly from previous questions. Questionnaires that jump 
from one unrelated topic to another feel disjointed and are not likely to re-
sult in effective interviews. We also ordered questions with respect to 
their ease of understanding. We first asked easy and general questions, to 
be then followed by more detailed and complex ones. This allowed the in-
terviewers to follow up on interesting leads and understand the domain 
from the interviewee’s perspective. 

 
• Used cross-checking control questions: To establish correctness of the 

answers, we created several cross-checking questions in the question-
naires.  

 
• Provided expected answers. Semi-structured and open-ended interviews 

can often lead to long discussions where it may difficult to distinguish the 
actual answer to a question. They may also lead to entirely irrelevant an-
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swers if the interviewer does not react adequately. To prevent these situa-
tions from occurring, we inserted expected answers in the majority of the 
questionnaires. This helped the interviewer keep the interview aligned 
with its objectives and to conduct to more effective and efficient inter-
views. 

2.3 Sampling and profiles of studied organizations 
 
An important aspect of scientific research is sampling. To maintain the va-
lidity and the reliability one needs to consider the population and the selec-
tion of study objects (Robson, 2002).  

In order to find a representative sample in this research, we used conven-
ience sampling. Convenience sampling means that the selection of respon-
dents from a population is based on easy availability and accessibility 
(Robson, 2002).  

The studied population is represented by totally 47 software organizations 
selected based on criteria that categorized them into certain types and sizes 
of businesses, certain types of software projects. The interviewees represent-
ing the organizations studied, in turn, were selected based on several criteria 
including minimum experience of the agile and/or risk management proc-
esses and role. The minimum requirements were that they were or had been 
involved in at least one project using the agile and risk management proc-
esses in their organizations. They also represented different roles, which 
resulted in valuable data representing complementary perspectives of the 
development process (management, product owners, and developers). Note 
that the criteria were used to target the organizations and to restrict the popu-
lation to be studied. It is in this population that the sample was found. Even-
tually, the organizations and individual interviewees were randomly selected 
based on convenience sampling from this population.  

The profiles of the organizations and the roles of the interviewees are pre-
sented in Table 2.1. The black separators mark the organizations that partici-
pated in the different industrial studies. We conducted seven industrial stud-
ies in total. They are indicated in the left column of the table. The first three 
studies, conducted with three Canadian organizations involve the agile status 
and management of requirements and risk information. They are reported in 
Papers 2, 3, 6 and 7. The fourth study involving the status of the risk man-
agement process and its integration with the software development processes 
is reported in Paper 4 and 5. It was conducted in 37 software organizations. 
The study involving the creation of the integration and the integrated models 
was conducted in one Swedish software organization. It is reported in Paper 
8. The final evaluation of the two models, also reported in Paper 8, involved  
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Table 2.1 Profiles of 47 organizations and roles interviewed in the industrial studies 
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interviews with ten agile practitioners representing six software organiza-
tions. Due to the sensitivity of the material presented herein, we do not name 
any of these organizations. Some of them however are major well-known 
multinational organizations. 

Summing up, in this research we have conducted interviews with repre-
sentatives of totally 47 software organizations. In some organizations we 
interviewed several roles, hence the total number of respondents is 55. 

2.4 Validity 
 

Validity measures the accuracy of a study and its results (Robson, 2002). 
However, there exists no universal definition of validity. Its meaning differs 
depending on the discipline, school of thought, research tradition, values and 
beliefs (Kuhn, 1970) (Little, 1995) (Longino, 1990).  

Software engineering is multidisciplinary and hence influenced by several 
disciplines including logics, mathematics, engineering, social sciences, 
psychology and business administration. Consequently, this has some 
particular consequences on the concept of validity. However, Land (2006) 
argues that research in software engineering typically focuses on the 
observation of aspects involving social and psychological aspects in the real 
world rather than natural aspects. In this respect, the degree of validity 
should be measured according to the criteria that are found in the tradition of 
social sciences.  

There are four types of validity often referred to be relevant in software 
engineering research: construct validity, internal validity, external validity 
(generalizability) and reliability (Wohlin et al., 2003). They are briefly 
defined below: 

 
• Construct validity: ensures objectivity and that the data collected, 

analyzed and used reflects the phenomenon under study. It can be 
achieved by triangulating data. Data triangulation involves collecting data 
from several independent sources, for instance by interviewing more than 
one individual and by combining different types of data, for instance 
interviews and statistics (Yin, 2003).  

 
• Internal validity: ensures that the conclusions of the study are unbiased 

and based on accurate descriptions of the data. There are several ways to 
increase internal validity. For instance, by letting a respondent review the 
transcript of the interview ensures that the responses have been 
understood and interpreted correctly. Using a combination of 
triangulation techniques also reduces the risk of biased results. It could be 
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achieved by combining data, method, theory and/or observer triangulation 
(Yin, 2003).  

 
• External validity: measures the degree to which results of a study with a 

sample can be generalized to make statements about a much larger 
population outside the study. To claim external validity also requires that 
both construct and internal validity are achieved (Maxwell, 1992).  

 
• Reliability: refers to the repeatability of the study (Robson, 2002). 

Anybody should be able to follow the same procedure and arrive at the 
same conclusions. This requires that the research method is 
comprehensive and documented in detail (Yin, 2003).  
 
Below, follows an evaluation of the degree of validity that has been 

achieved so far in the work of this thesis. Validity is evaluated according to 
construct validity, internal validity external validity, and reliability. 

 
• Construct validity: To ensure construct validity, data triangulation has 

been applied during data collection. First, we have strived for achieving 
construct validity by investigating data from several independent sources. 
In the interviews, the data is represented by the responses from 55 re-
spondents. Second, by triangulating the data resulting from both literature 
studies and interviews at large contributes to overall construct validity. 

We have also collected different types of data, including qualitative and 
quantitative data. For instance, we looked for statistical figures supporting 
the qualitatively observed data.  

 
• Internal validity: Internal validity can be claimed for several reasons. We 

have applied several types of triangulation, including data, method, 
observer and theory triangulation (Yin, 2003).  

First, the accuracy of data has been ensured by data triangulation as 
described under construct validity. The interviewees have also been 
provided the opportunity to review and comment on the transcripts of the 
data collected in interviews.  

Second, method triangulation is applied by the use of various data 
analysis methods. The qualitative approach is dominating but simple 
forms of measurements have also been carried out, e.g. by analyzing the 
number of organizations using certain risk management or development 
activities and by comparing these numbers to the use of these activities as 
prescribed by existing the risk management standards and agile models. 
For instance, as is described in Chapter 5, we found that in addition to the 
planning activities prescribed by the agile models, all the studied 
organizations had added several planning activities from traditional 
development models.    
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Third, observer triangulation has been applied as the research has been 
carried out in projects where several researchers collaborated and where 
constant internal peer-reviews took place during the analysis and before 
conclusions were been drawn to ensure internal validity.  

Forth, theory triangulation has also been applied to further ensure 
internal validity. The analysis has included multiple theories and 
disciplines to compare and to ensure the internal and external consistency 
of the results. More specifically, this thesis involved the study of 
processes on both technical and organizational levels. For this reason, 
various theories on different organizational levels were used to analyze or 
explain results relating to the observations made. For instance, various 
project management standards such as the PMBoK (PMI, 2004) and 
process standards such as the CMMI (Ahern et al., 2005) were used to 
discuss the results of the various studies.  

 
• External validity: The research is still ongoing. However, the findings 

found so far should provide some useful guidelines for various organiza-
tions aiming at introducing risk management and agile processes. At this 
stage, however, there is no formal foundation for claiming general appli-
cation of the integration of the risk management and agile models. 

 
• Reliability: The research and the methods used in each step of the 

research were documented thoroughly in published research papers and 
technical reports (see Chapter 3 for more details on research publications 
and technical reports). These include descriptions of the problem(s) 
addressed, purpose and goals, research method, and results.   

 
Summing up, this thesis has strived for achieving construct validity, in-

ternal validity external validity, and reliability as described above. The state 
of the validity could also be discussed by evaluating the results according to 
Kuhn’s (1970) five criteria for distinguishing good scientific theory from 
bad scientific theory. The thesis at this stage of research could be argued to 
address three out of five of Kuhn’s criteria including accuracy, consistency 
and scope. However, it still remains to evaluate the criteria of simplicity and 
fruitfulness, which only can be answered by further validation. 
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3 Research contribution 

In this chapter, an overview of the research produced during the course of 
writing this thesis is presented. A summary of the main contribution is pre-
sented first. The publications primarily relating to the main contribution are 
presented next. All other publications are listed at the end of this chapter. 

3.1 Main research contribution 
 
The model integrating risk management and agile development presented in 
this thesis is one candidate for improving the situation concerning the lack of 
risk management in agile development in certain organizations and devel-
opment contexts. The major distinguishing features of the model are that it 
(a) provides basic guidance for integrating the processes, (b) provides a ref-
erence model to compare notes, (c) integrates the agile and risk management 
models on several organizational levels, (d) provides guidance for reasoning 
about agility with respect to the need of risk management in the specific 
development context at hand.  

The model is however still in its infancy. It does not claim to be complete.   
For this reason, the contribution of this research is that it provides a founda-
tion established in empirical investigation for extending the model to be used 
in future efforts towards integrating agile development and risk manage-
ment. 

3.2 Overview of primary publications 
 
The main contribution of this doctoral thesis is based on the results gathered 
from eight research papers. A brief description of each paper and their spe-
cific contributions is provided below. 

Paper 1: Commonalities in risk management and agile process models  
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the 2nd International Conference on Software Engineering 
Advances (ICSEA’07), France, August 2007, IEEE Computer Society Press. 
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In this paper, we investigate and analyze agile processes from a risk man-

agement perspective to find their commonalities. Although these processes 
represent different types of processes (engineering and management), we 
compare them due to the fact that agile models claim to be risk driven. Our 
goal is to establish the state of risk management in the agile model. We do it 
by creating a roadmap covering the fundamental aspects of risk manage-
ment, which we use as our comparison criteria in this study. 

This paper has two main contributions. First, we found that the agile 
models studied make some assertions about the risk management aspects 
analyzed. However, they do not provide any specific suggestions for manag-
ing risks, thus leaving many fundamental risk management aspects unat-
tended. Second, based on the results from successive studies on the integra-
tion of the two processes, we were able to establish that our roadmap cap-
tures some of the essential risk management aspects that need be considered 
when implementing a risk management program.  

Based on the results of this research, we also make suggestions on the risk 
management aspects that need be considered when adopting risk manage-
ment in agile development. These suggestions are further explored in later 
stages of this research (see Paper 5, 6, and 8). 

Although theoretical, we conclude that this paper shows evidence that 
there are openings for integrating risk management with the agile process. 
The risk management gaps found indicates a need to extend the risk man-
agement capability of the agile model. 

Paper 2: Degree of agility in the pre-implementation phase 
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the International Conference on Software Process 
(ICSP’08), Germany, May 2008. Lecture Notes in Computer Science, Q. 
Wang, D. Pfhal, D.M. Raffo (Eds.), Heidelberg, Springer-Verlag. 

 
The results of our first paper motivate the need for more research on risk 

management in agile development. In this study, we focus on the agile 
model and its status in industry. We do this by comparing the industrial prac-
tice against the Pre-Implementation Process Model, a model that we synthe-
size from a subset of current agile process models. It describes the phases 
that take place prior to implementation. Because some customary planning 
activities are missing in the studied agile process models, we complement 
the synthesized model with the activities taken from a standard heavyweight 
software process model. Our goal is three-fold: (1) to identify the state of 
industrial pre-implementation practice, (2) to compare it to the existing agile 
process models, and (3) to find out how the industry has approached both 
agile and heavyweight activities to determine the degree of agility in the 
phases taking place prior to implementation. 
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The main contribution of this work consists of an observation of the chal-
lenges of using agile processes in certain development organizations, allow-
ing us to establish that the capability of the agile models needs to be ex-
tended to address the process needs of these organizations. One of the miss-
ing capabilities concerns risk management. 

Our results reflect the state of practice within the agile pre-
implementation phases of one small and two middle-sized agile software 
projects. We found that the organizations studied have added traditional 
activities in the pre-implementation phases, indicating that a substantial 
amount of planning is conducted upfront which is typical for heavyweight 
processes. This is particularly evident in the middle-sized projects. It is 
claimed that this planning is obligatory to carry out subsequent development 
effectively. 

Hence, our findings shows evidence that the degree of agility varies in 
different types of projects. Larger, critical, fixed-budget projects involving 
for instance the evolution and maintenance of existing business critical sys-
tems are claimed to require more traditional planning. On the other hand, the 
organizations however dare introduce more agility into smaller, more inno-
vative, creative, and risky new projects.  

Paper 3: Agile implementation phase in two Canadian organizations 
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the 19th Australian Software Engineering Conference 
(ASWEC’08), Australia, March 2008, IEEE Computer Society Press. 

 
In this paper, we continue our exploration of the status of the agile devel-

opment phases by investigating the implementation phase within two Cana-
dian organizations. We do this by comparing the industrial agile implemen-
tation practice against the Implementation Process Model, an agile process 
model that is synthesized from a set of current agile process models. It is 
synthesized in the same way as the Pre-Implementation Process Model. The 
Implementation Process Model describes the phases where the actual devel-
opment takes place. Our goal is twofold: (1) to identify the state of industrial 
implementation practice and (2) to compare it to the existing agile process 
models.  

The main contribution of this paper is that we, once again, observe that 
larger projects require more guidelines for developing software than cur-
rently provided by the agile models. Hence, we establish that the capability 
of the agile model is an issue that needs to be addressed to meet the needs as 
identified in the studied organizations. 

More specifically, our results show that the studied organizations have 
adopted most of the activities as suggested in the agile models. However, 
they had to make some revisions due to the fact that some of the guidelines 
as provided by the agile models were unclear, conflicting, ambiguous or they 
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were simply missing. It is claimed that Scrum and XP do not provide full 
coverage of all software development activities, especially not for larger 
projects. Hence, they had to fill the gaps with complementary activities from 
standard development approaches. This primarily concern the activities of 
integration testing, system testing, release management, reporting, documen-
tation, task planning and guidelines regarding scalability. 

Paper 4: Software risk management: practice contra standard models 
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the 2nd IEEE International Conference on Research Chal-
lenges in Information Science (RCIS’08), Morocco, June 2008. IEEE Com-
puter Society Press. 

 
In this paper, we investigate the status of the risk management in 37 soft-

ware organizations. We do this by comparing the industrial risk management 
models against a risk management process model that we synthesize from a 
subset of current risk management process models. Our goal is twofold: (1) 
to find out the status of risk management process in the industry today, and 
(2) to evaluate the standard risk management models against the industrial 
practice. 

The main contribution of this study is that we establish the status of the 
risk management process. Our findings show that there are discrepancies 
between the industrial practice and the standard risk management models. 
The industry studied has not implemented all the activities as prescribed by 
the standard models. The standard models, on the other hand, have failed to 
identify some of the important risk management practices. 

In addition, we explore the theoretical assumptions of the roadmap cover-
ing fundamental risk management aspects as created in our initial literature 
study. The findings allow us to establish that it reflects the fundamentals of 
risk management also in the industry. 

Summing up, this paper identifies a list of issues that need to be addressed 
in both the industry and within the risk management discipline. For instance, 
our findings show that the amount of risk management depends on factors 
such as the project size, criticality, resources, and product status. Hence, 
guidelines for making appropriate process adaptations are needed. Also, 
several problems with risk management in the industry were detected includ-
ing problems with the process and its integration with other organizational 
processes, support tools, organization, knowledge management, resources, 
standardization and terminology. The problems identified hence verify that 
there is a need also from an industrial point of view to address risk manage-
ment in software development. As for the agile perspective, this paper also 
shows that the lack of risk management in agile processes as identified in 
theory is supported by the findings made in the industry. 
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Paper 5: Integrating risk management with software development: state 
of practice 
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the 2008 IAENG International Conference on Software 
Engineering (IAENG ICSE’08), China, March 2008. ISBN: 978-988-98671-
8-8. *Selected as The Best Paper Award of 2008 IAENG ICSE 

 
In this second study of the status of risk management, we explore the state 

of practice of integrating risk management with software development. The 
goals involve: (1) finding out how the industry has integrated risk manage-
ment with their development processes (2) identifying issues that might aid 
in improving the integrated process, and (3) finding out the differences be-
tween agile and other development approaches.  

The main contribution of this paper is that it merges the results of the Ag-
ile path and the Risk management path into one single research path. The 
results show that although risk management is important, its integration with 
the software development process is still in its infancy and there is a great 
need for process integration and process integration models within the soft-
ware organizations studied.  

More specifically, in this paper we study the status of the integration of 
the risk management and development processes in 37 software organiza-
tions. Essentially, our findings show that one needs to carefully consider the 
organizational levels, and their inherent development phases, activities and 
roles when considering process integration. We also establish that the inte-
gration of these processes is conducted on an ad hoc basis. The organizations 
studied have not defined any process integration model. That is, they do not 
have guidelines for how to integrate processes. Hence, there is a need to 
create a process integration model. 

Our study also reveals some problems within the process integration in 
industry. These problems primarily concern organizational issues, people, 
skills, processes, tools, resources, and knowledge management. These prob-
lems constitute an important platform for analyzing and improving the cur-
rent process integration practice. Besides identifying a set of integration 
problems, we also identify a set of critical success factors suggested for 
achieving maximal results from process integration. 

Finally, this research shows that risk management is needed in any devel-
opment model, whether traditional, agile or other. Despite the claims that 
risk management is inherent in the agile model and way of working, the re-
sults tell us that agile models do not provide explicit guidance on when, 
where or how to conduct risk management. 
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Paper 6: Communicating risk in agile and traditional environments 
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the 33rd EUROMICRO Conference on Software Engineer-
ing and Advanced Applications (SEAA’07), Germany, August 2007. IEEE 
Computer Society Press. 

 
Structured and disciplined communication is a prerequisite for the effec-

tive management of risks. In this paper, we investigate what risk manage-
ment information is communicated in traditional and agile development en-
vironments. Our goal is to find out whether there is any difference in the way 
risks are communicated. We do this by creating a template for managing risk 
information and studying the management of risk information within three 
Canadian software organizations.  

The main contribution of this research is that we create a template cover-
ing information required for managing risk information. Our results show 
that there are few differences between the information as communicated in 
the traditional and agile environments studied. We also identify some critical 
pieces of information that need be recorded to manage risks effectively.  

In addition, we find support that risk management information needs to be 
connected to the development process. Although a byproduct of this thesis 
work, this has been of relevance in terms of supporting the successive re-
search towards the proposal of an integrated model.    

Paper 7: A Template for communicating information about 
requirements and their realization 
Mira Kajko-Mattsson and Jaana Nyfjord 
In proceedings of the 2008 IAENG International Conference on Software 
Engineering (IAENG ICSE’08), China, March 2008. ISBN: 978-988-98671-
8-8. 

 
In this paper, we investigate what requirements information is communi-

cated both within lightweight and heavyweight software development. We 
do this by creating a template of information required for describing and 
managing software requirements and by investigating how it is implemented 
in one Canadian company. We call the template Software Requirements 
Management Template (SRMT). The primary goal of this research is to elicit 
information that is needed for communicating information about require-
ments and their implementation within the development cycle. The secon-
dary goal is to find out the state of practice within the organization studied 
using the SRMT template as a basis. 

Our results show that most of the information as designated in our tem-
plate is recorded by the organization studied. Based on the results of this 
study, we identify some main pieces of information considered to be of im-
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portance to record in order to manage requirements effectively. We also find 
support that requirements management information need be connected with 
the risk management process. Although a byproduct of this thesis work, the 
results have been of relevance in terms of supporting the successive research 
towards the proposal of an integrated model 

Paper 8: Outlining a model integrating risk management and agile 
development  
Jaana Nyfjord and Mira Kajko-Mattsson 
In proceedings of the 34th EUROMICRO Conference on Software Engineer-
ing and Advanced Applications (SEAA’08), Italy, September 2008. IEEE 
Computer Society Press. 

 
In this final paper, we create and evaluate an integration solution address-

ing the problems identified in previous research. It consists of an integration 
model and an integrated model. By examining various scenarios of risk 
management in an agile process within one software organization we iden-
tify integration points between the two processes. Using these, we create an 
integration model consisting of four basic integration points mapping out 
when, where and by whom risk is managed in the agile process. The integra-
tion model is then used as a basis for outlining an integrated model, that is, a 
model integrating risk management and agile development. It is demon-
strated in a practical example represented by our case company. 

Essentially, in this paper, we examine the premises for drawing the con-
clusions as predicted by our tentative hypothesis regarding the integration of 
the agile and risk management processes. More specifically, we investigate 
whether integration is a valid solution for addressing the lack of risk man-
agement in agile development by creating and evaluating the integration and 
integrated models. 

The validity of the proposed integration solution is evaluated against three 
requirements covering the integration model, integrated model and the as-
pect of maintaining agility. The evaluation is based on interviews conducted 
with ten agile practitioners in the Swedish software industry.  

Generally, our evaluation results show that the three requirements are ful-
filled. Hence, we conclude that integrating risk management and agile de-
velopment provides a valid solution to address the lack of risk management 
in the agile model. However, our solution is considered valid only under 
circumstances where the inherent risk-driven nature of the agile development 
model is insufficient. 

The need of risk management depends on several factors, but primarily it 
subsumes to project size, type of development, product complexity and 
overall project risk profile. More specifically, the results show that the inte-
gration of risk management adds most value in development contexts with 
one or several of the following characteristics: 
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• teams consisting of more than ten people  
• distributed teams 
• development of safety critical, security critical, embedded systems, other 

complex software systems, entirely new systems and/or innovative sys-
tems 

• projects with high risk exposure, e.g. depending on factors such as the 
external environment, organization, product status, technology, schedule, 
and so forth. 

 
Summing up, the main conclusions of this paper are (a) integration is a 

valid solution for addressing the current lack of risk management in agile 
development, however only in certain projects and organizations, (b) both 
the integration model and the integrated model need to be further elaborated 
in terms of the guidance they provide, and (c) the solution needs to be further 
investigated in terms of its applicability in practice.  

3.3 Other publications 
 
Other research that has been published during the course of writing this doc-
toral thesis is listed below, starting with the most recent publications first. 
Note that in publications before June 2006, the author’s name was Wäyrynen 
(maiden name). 

3.3.1 Conference and journal papers 
Nyfjord J., Aspects of Knowledge Transfer in eXtreme Programming. In 
proceedings of the Information and Resource Management Association In-
ternational Conference (IRMA’07), Canada, May 2007. 
 
Nyfjord J., Agile Development in a Developing Country: Lessons Learned 
from a Case Study in Bangladesh. In proceedings of the 6th Conference on 
Software Engineering Research and Practice in Sweden (SERPS’06), Swe-
den, October 2006. URL: http://www.cs.umu.se/serps2006/SERPS06.pdf. 
 
Lagerquist I., Lindmark M., Stirna J., Nyfjord J., Adoption of Agile Devel-
opment in Practice: A Qualitative Inquiry. In proceedings of the European 
Systems and Software Process Improvement and Innovation Conference 
2006 (EuroSPI’06), Finland, October 2006. 
 
Boström B., Wäyrynen J., Bodén M., Beznosov K., Kruchten P., Extending 
XP Practices to Support Security Requirements Engineering. In proceedings 
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of Workshop on Software Engineering for Secure Systems (SESS’06), 
China, May 2006. 
 
Henkel, M., Boström G., Wäyrynen, J., Moving from Internal to External 
Services using Aspects. In proceedings of the 1st International Conference on 
Interoperability of Enterprise Software and Applications (INTEROP-
ESA'05), Switzerland, February 2005. 
 
Boström G., Henkel, M., Wäyrynen, J., Aspects in the Agile Toolbox. Work-
shop on Software-engineering Properties of Languages and Aspect Tech-
nologies. In proceedings of the 4th International Conference on Aspect-
Oriented Software Development (AOSD'05), USA, 2005.  
 
Wäyrynen J., Bodén M., Boström G., Security Engineering and Agile Soft-
ware Development – An Impossible Marriage? In proceedings of XP Agile 
Universe (XPAU'04), Canada, August 2004. 
 
Perjons E., Wangler B., Wäyrynen J., Åhlfeldt R-M., Introducing a Process 
Manager in Healthcare: An Experience Report. Health Informatics Journal, 
No. 11, pp. 45-61, March 2005. 
 
Perjons E., Wangler B., Wäyrynen J., Åhlfeldt R-M., Introducing a Process 
Manager in Healthcare: An Experience Report. In proceedings of the 9th 
International Symposium for Health Information Management Research 
(ISHMIHR '04), UK, June 2004. 
 
Wäyrynen J., Building an Enhanced Base for Better Decision-making in 
Choosing Appropriate Software Development Methods: An Empirical As-
sessment of Agile Software Development. Doctoral Consortium Workshop. 
In proceedings of the 16th International Conference on Advanced Informa-
tion Systems Engineering (CAISE’04), Latvia, June 2004.  
 
Salinesi C., Etien A., Wäyrynen J, Towards a Systematic Propagation of 
Evolution Requirements in IS Adaptation Projects. In proceedings of the 8th 
IEEE International Enterprise Distributed Object Computing Conference 
(EDOC'04), September 2004. 
 
Salinesi C., Etien A., Wäyrynen J., Towards a Systematic Propagation of 
Evolution Requirements in IS Adaptation Projects. In proceedings of Aus-
tralasian Conference on Information Systems (ACIS'04), Australia, 2004.  
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ternational Conference on Object-Oriented Information Systems (OOIS'02), 
France, August 2002. 
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noe.org. 
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http://www.spider-center.org/upl/filer/505.pdf.  
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4 Extended background 

In this chapter, we provide an extended background of the domain of study. 
It includes definitions of some basic terms and concepts as used in this re-
search and a brief overview of agile development and software risk man-
agement, respectively. 

4.1 Methodology, method, process or process model? 
 
The distinction between methodology, method, process, and process model is 
sometimes fuzzy. They are often used as synonyms despite their large differ-
ences in meaning. The distinction is however important and useful. Gener-
ally, they are defined as:  
 
• Methodology: “a body of methods, rules and postulates employed by a 

discipline: a particular procedure or set of procedures” or “the analysis of 
the principles or procedures of inquiry in a particular field” (Merriam-
Webster, 2008) 

• Method: “implies an orderly logical arrangement usually in steps” (Mer-
riam-Webster, 2008) 

• Process: “a series of actions or operations conducing to an end” (Mer-
riam-Webster, 2008) 

• Process model: “a simplified description of a software process which is 
presented from a particular perspective” (Sommerville, 2006) 

 
The term methodology can be used in two ways. It can be used to refer to 

the study of methods, but it can also be used to describe the rules and princi-
ples for an entire family of related methods. In this research, we use it to 
describe the general principles and inherent elements of agile software de-
velopment. For this reason, it necessarily covers a larger scope than the con-
cept of method which generally is used when referring to a particular method 
within the methodology. In this respect, Scrum and eXtreme Programming 
represent two methods within the agile methodology, which also frees the 
term method from being referred to as a methodology. However, each agile 
method, in turn, specifies specific methods, practices or techniques for con-
ducting certain agile software development activities. For instance, Stories  
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Figure 4.1 Cockburn’s (2002) definition of methodology, its elements and their 
relations 

are used as a method for specifying requirements. For this reason, we do not 
use the term method to refer to individual agile methods, but we use it to 
refer to the specific development techniques or practices that each of them 
prescribe. Consequently, we need to replace the term method with another 
term when referring to any of the members of the agile methodology, such as 
Scrum or eXtreme Programming. For this purpose, we use process. A proc-
ess specifies a particular course of action intended to achieve a result by 
describing what, when, how and by whom things should be done, which 
better reflects our intentions in this research. Finally, a process model is an 
abstraction of the software process being described. In this respect, we use 
the term process model to refer to a generic description of a software proc-
ess. Our synthesized agile and risk model management models are examples 
of process models (see Chapter 4). 

In this research, we have used Cockburn’s (2002) definition of methodol-
ogy as a starting point for understanding the fundamentals of agile software 
development. Cockburn’s (2002) definition has several advantages. It re-
flects the particularities of an agile software development environment and 
the fundamental elements of agile software processes. During the course of 
our research, it has facilitated the recognition of the elements of agile soft-
ware processes such as activity, technique and role (see Figure 3). As a re-
sult, it has helped us in identifying these elements in the data collection and 
analysis of research data, and also facilitated the structuring of the research 
work and presentation of research results.  

The elements and their relationships to other elements are depicted in 
Figure 4.1. Their definitions and relationships are also described below 
(Cockburn, 2002): 
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• Role: A person who is part of the team, is involved with one or several 
activities and who beholds the skills and the personal traits needed to 
carry out the activities.   

 
• Personality: The personal traits needed attributed a particular role to carry 

out the activities.   
 
• Skill: The skills required for the role, for instance education or talent in 

particular techniques or tools. 
 
• Team: The group of roles that work together to carry out activities. 
 
• Technique: The specific procedure for how to accomplish an activity, that 

is, a method. 
 
• Tool: The means, tools or equipment used to support particular tech-

niques, requiring particular skills and which are described in some tool 
standard. 

 
• Activity: The task or tasks to be carried out by the team or by individual 

roles to produce the product. 
 
• Process: A particular course of action intended to achieve a result or 

milestone, that is, how activities fit together, often with a start and end 
condition, implying an orderly logical arrangement. 

 
• Product: An output or deliverable, i.e. what is produced with particular 

techniques in one or a set of activities and described in a particular prod-
uct standard. 

 
• Milestone: A time-related performance indicator marking work progress 

or completion, that is, marking whether milestones are met or not met at a 
particular point of time. 

 
• Standards: The conventions adopted for tools, products or techniques. 
 
• Quality: The criteria used in assessments and evaluations of the products 

or the activities. Quality can be of both quantitative and qualitative nature. 
 
• Team value: The underlying philosophy of the team.  
 

These are our definitions of some of the basic terms and concepts used in 
this thesis. In the following, we will present a brief overview of the objects 
of study, agile software development and risk management. 
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4.2 Agile software development 
 
During the last decades, developers of software intensive systems have pri-
marily applied an engineering approach to development. The traditional, 
sequential lifecycle model including rigorous planning and design upfront 
and a constant care to ensure conformity to the plan has served many soft-
ware development projects well. For instance, a discipline that has taken 
advantage of the sequential lifecycle model is security engineering (Boström 
et al., 2006). Early availability of planning and design artifacts for auditors 
to examine has facilitated the task of certifying system conformity to exter-
nal standards, and has often also made the life of the software acquirer eas-
ier.  

On the other hand, the failure rate of software projects is still alarming. 
The actual success rate of software projects is low (Standish Group, 2001). 
Much of it is due to management practices (Boehm, 1991). Software design 
is more akin to research than to construction or manufacturing, and many of 
the management paradigms adopted from these engineering fields were sim-
ply not adapted to the needs of the software domain. 

The low success rate in software projects has spawned the emergence of a 
new breed of approaches to managing projects, known collectively as agile 
software development. Agile starts with the premise that software develop-
ment is too complex and unpredictable to be planned exactly upfront and in 
advance (Schwaber and Beedle, 2001). For this reason, one must adapt the 
software development process to manage unpredictability.   

Agile software development is based on the practices of iterative and in-
cremental development, where simplicity is one of the core values (Beck, 
2004). It relies on gradual emergence of the design and the requirements, 
and emphasizes direct face-to-face communication rather than the written 
documentation of the traditional plan-driven approach. To manage unpre-
dictability, the agile model exploits quick feedback loops in the process. 
Rather than using the sequential “plan-design-build” approach, they proceed 
by multiple short “speculate-collaborate-learn” cycles (Cockburn, 2005). 

It can be said that in order for a software development process to be con-
sidered agile, it should be (Boehm and Turner, 2005): 

 
• Iterative: deliver software in small chunks of working functionality 
• Incremental: not deliver the entire product at once, but in several incre-

ments 
• Simple: it should be easy to implement and build up according to the pro-

ject needs 
• Adaptive: allow requirements changes 
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Figure 4.2 XP process (Source: XP, 2001) 

• Self-organizing: enable clients, developers and any other resources 
needed work effectively together 

• People-oriented: consider people as the most important driver of project 
success 

 
There are a number of existing agile software development processes, 

where the most known ones are eXtreme Programming (XP) (Beck, 2004), 
Scrum (Schwaber and Beedle, 2001), Lean Software Development (Pop-
pendieck, 2003), Feature Driven Development (FDD) (Palmer and Felsing, 
2002), Adaptive Software Development (ASD) (Highsmith, 2002), Crystal 
(Cockburn, 2005) and Dynamic Systems Development Method (DSDM) 
(Stapleton, 1997). Because XP and Scrum are the most widely used agile 
processes (Charette, 2001), we have chosen to base our research on them as 
representatives of the group of agile software development processes. They 
are presented in more detail below.  

4.2.1 eXtreme Programming 
eXtreme Programming is an agile software development process which pri-
marily describes techniques aimed at producing working software and robust 
software designs. 

The cornerstones of XP are a set of tightly interconnected values, prac-
tices and principles. Values are defined as high level criteria that delineate 
the purpose of any project activities in XP, that is, the practices (Beck, 
2004). A practice is a technique for developing software. Because values are 
universal and practices are situation-dependent, the XP principles are used as 
guidelines for guiding what practices should be implemented in a particular 
project situation. The values, principles and practices will not be presented 
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Figure 4.3 The Scrum process (Source: Scrum, 2003) 

here, but we refer to Beck (2000, 2004) when any of them or other specific 
XP concepts are used in the thesis. 

As depicted in Figure 4.2, the XP process is structured into short itera-
tions, preferably two-week iterations. An iteration starts with an iteration 
planning session to plan the work of the iteration. The main input consists of 
requirements, called Stories in XP (Beck, 2004). However, the input could 
also consist of the results from conducting architectural spikes. An architec-
tural spike is a very simple program to explore potential solutions to figure 
out tough technical or design problems (Beck, 2000). They are thrown away. 
The goal is to reduce the risk of a technical problem or to increase the reli-
ability of a Story estimate. Once planning of the iteration is completed the 
actual implementation starts. Here, one uses techniques suchas pair pro-
gramming, test-first programming and refactoring to develop the software. 
Acceptance tests are specified in parallel with the implementation. They are 
conducted as soon as a piece of functionality has been implemented to en-
able quick feedback on the quality of the developed software. The iteration 
ends with a formal customer approval before the functionality developed is 
released.  

4.2.2 Scrum 
Scrum, just like other agile processes, starts with the premise that software 
development is too complex and unpredictable to be planned exactly in ad-
vance. Instead, empirical process control must be applied to ensure visibility, 
inspection, and adaptation. Hence, Scrum applies the ideas of industrial 
process control theory (Schwaber and Beedle, 2001). 



 51 

Unpredictability means that some work processes cannot be perfectly 
controlled or perfectly defined. Processes with these qualities require em-
pirical process control. The basic attribute of empirical process control con-
stitutes a continuous cycle of inspecting the process for correct operation and 
results and adapting the process as needed. (Berteig, 2005) 

In Scrum terms this means that the different environmental and technical 
variables such as time, quality, requirements, resources, technologies and 
tools, and the development process must be controlled constantly in order to 
be able to adapt to changes flexibly. This is achieved through an iterative 
and incremental development process (Schwaber and Beedle, 2001). 

We will not describe Scrum in detail but refer to (Schwaber and Beedle, 
2001) when any concepts specific to Scrum are used in this thesis. However, 
Scrum's process skeleton is shown in Figure 4.3. The lower circle represents 
an iteration of development activities that occur one after another. The out-
put of each iteration is an increment of the product. The upper circle repre-
sents the daily inspection that occurs during the iteration, in which the indi-
vidual team members meet to inspect each others' activities and make appro-
priate adaptations. Driving the iteration is a list of requirements, called a 
backlog. This cycle repeats until the project is completed. 

4.3 Software risk management 
 
As business reliance on software grows, so do the business related conse-
quences of software failure (Addison and Vallabh, 2002). As we have al-
ready pointed out, many software projects take place in an unpredictable 
environment in which many pitfalls exist that may affect the successful out-
come of a project. One of them is risk.  

Risk management is a structured approach to managing uncertainty 
through a collection of methods, techniques and guidelines aimed at identify-
ing, analyzing and controlling risk (PMI, 2004). Hence, it is the application 
of appropriate tools and procedures to contain risk within acceptable limits 
(Wiegers, 1998). 

Risk management has for many years been practiced within various tradi-
tional domains such as finance, insurance, manufacturing, medicine, warfare, 
and the like. Risk management in the software engineering domain is, how-
ever, a relatively young discipline. Only during this past decade has it be-
come recognized as a best practice in the software industry (Brown, 1996) 
(Wiegers, 1998). 

Today, however, there exist several software risk management ap-
proaches, models and standards. For instance, the spiral model (Boehm, 
1988), Continuous Risk Management (SEI, 2007), IEEE 1540 Risk Man-
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agement Standard (IEEE1540, 2001), and as one of the knowledge areas in 
the Project Management Body of Knowledge (PMBoK) (2004). 

Software risk management generally follows the same structure as pre-
scribed in risk management standards and approaches in other disciplines 
(Padayachee, 2002). The first step in a typical risk management program is 
the identification of risk, usually involving the use of checklists, question-
naires or brainstorming sessions. The next step is the analysis of the risks 
identified in such a way that they can be prioritized in a meaningful manner. 
This is followed by the development of countermeasures to either prevent 
risks from affecting the project or to reduce their impact. The final step is 
risk monitoring, which ensures that the risk reducing methods are imple-
mented effectively and determines whether or not the risk-reducing tactics 
are in fact reducing risks.  

Westfall (2001) summarizes that the risk management process is an ongo-
ing part of managing the software development process. It is designed to be 
a continuous feedback loop where additional information and risk status are 
utilized to refine the project's risk list and risk management plans. 

Below, we provide a brief overview of a subset of the risk management 
models studied in this thesis. We choose these models primarily because 
they are created by international organizations recognized worldwide. In 
addition, although they present similar structure and characteristics there are 
some differences. In this way, they complement each other and hence, taken 
together they provide a more comprehensive overview. 

4.3.1 AS/NZS 4360 Risk Management Standard 
A risk is defined by the AS/NZS 4360 Risk Management Standard as “the 
possibility of something happening that impacts on your objectives. It is the 
chance to either make a gain or a loss. It is measured in terms of likelihood 
and consequence” (Standards Australia, 2004). According to the AS/NZS 
4360, effective management of risk will not only mitigate risk, but also en-
able maximizing the opportunities and achieve desired outputs.  

The AS/NZS 4360 is a generic standard. Hence, it is not specific to soft-
ware development but applies to any organization, public or private, group 
or individual. This standard specifies the elements of the risk management 
process and its inherent phases intended to cover the entire lifecycle of an 
activity. However, it emphasizes that the eventual design and implementa-
tion of the risk management process will be influenced by the varying needs 
and goals of an organization.  

The AS/NZS 4360 risk management process is described as “the system-
atic application of management policies, procedures and practices to the 
seven tasks of communicating, establishing the context, identifying, analyz-
ing, evaluating, treating, and monitor and reviewing risks” (Standards  
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Figure 4.4 Overview of the AS/NZS 4360 risk management process (Source: Stan-
dards Australia, 2004) 

Australia, 2004). Figure 4.4 provides an overview of the AS/NZS 4360 risk 
management process and its seven phases. 

4.3.2 Project Management Body of Knowledge 
Risk management in the PMBoK is defined as “the systematic process that 
identifies, analyzes and respond to risk in projects” (PMI, 2004). Its 
intention is to maximize the probability of positive effects of events and to 
minimize the probability and consequences of events with negative impact 
on the project goals. 

In the PMBoK, risk management is one of the nine knowledge areas of 
project management (PMI, 2004). The knowledge area concerns project risk 
management and describes six processes that are necessary for conducting 
risk management. They are listed and briefly described below: 

 
• Risk management planning process for deciding how to approach, plan 

and execute the risk management activities  
• Risk identification process for determining which risks might effect the 

project and documenting their characteristics 
• Qualitative risk analysis process for prioritizing risks for subsequent fur-

ther analysis or action by assessing and combining their probability of oc-
currence and impact 
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Figure 4.5 IEEE 1540 risk management process (Source: IEEE1540, 2001) 

• Quantitative risk analysis process for numerically analyzing the effect on 
overall project objectives of identified risks 

• Risk response planning process for developing options and actions to 
enhance opportunities and to reduce threats to project objectives 

• Risk monitoring and control process for tracking identified risks, moni-
toring residual risks, identifying new risks, executing risk response plans, 
and evaluating their effectiveness throughout the project life cycle 

 
The PMBoK is a general risk management standard that is intended to 

apply to any type of project. 

4.3.3 IEEE 1540 Risk Management Standard 
The IEEE 1540 Risk Management Standard (IEEE1540, 2001) uses the ISO 
risk terminology and defines risk as “as the combination of the probability of 
an event and its consequences” (ISO/IEC 73, 2002). It states that there is the 
potential for events and consequences that constitute opportunities for bene-
fit or threats to success in all types of software development undertaking.  

The IEEE 1540 is a standard particularly aimed at risk management 
within engineering. It addresses the need for a common terminology and 
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framework to communicate risk within the engineering field and it groups 
existing risk management standards in engineering to avoid redundancy 
(Charette and O’Brien, 1999). It focuses on a set of core risk management 
practices, thus providing a minimal standard for risk management in engi-
neering.  

The IEEE 1540 standard defines the risk management process as a con-
tinuous model for systematically identifying, analyzing, treating, and moni-
toring risks throughout the lifecycle of a product or service. Its purpose is to 
define and implement risk management strategies and measures, which will 
lead to actions that help a company to reduce or avoid the impact of risks 
(IEEE1540, 2001). An overview of the IEEE 1540 risk management process 
and its phases is depicted in Figure 4.5. 

4.3.4 Software Risk Evaluation Method 
The Software Risk Evaluation (SRE) is a process for identifying, analyzing, 
and developing mitigation strategies for risks in a software-intensive system 
while it is in development (Williams et al., 1999). Hence, it provides the 
guidelines for the initial phases of risk management. It is developed by the 
Software Engineering Institute (SEI) (SEI, 2008).  

The SRE follows the SEI risk management paradigm called Continuous 
Risk Management (CRM) (SEI, 2008). CRM defines risk management as a 
software engineering practice with processes, methods, and tools for 
managing project risks. It describes three steps for managing risks in a 
project:  

 
• assess continuously what can go wrong (risks) 
• determine what risks are important to deal with 
• implement strategies to deal with those risk 
 
The basic principle in CRM model is that the risks have to be taken in ac-
count in a continuous way in all phases of the project. This means that the 
risk management process never stops until the project is finished, and that 
the process is dynamic and sensitive to other changes in the project. Another 
important part of the is communication which, as depicted in Figure 4.6, is a 
core phase in the process and should be present through all phases. The risk 
management phases identify, analyze, plan, track, and control risk should 
occur continuously, concurrently and iteratively. This means that while new 
risks may be discovered, analyzed and planned for, old risks are being 
tracked and controlled.  
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Figure 4.6. Continuous Risk Management process (Source: SEI, 2008)  

The SRE addresses the identification, analysis, planning, and communica-
tion elements of the SEI risk paradigm. The SRE is typically the initial 
method used on a project. The analysis element is also covered fully by SRE 
activities. Planning elements are partially addressed through the construction 
of high-level mitigation strategy plans. The SRE also contributes signifi-
cantly to the communication element, for instance by the templates it de-
scribes for communicating risk. The remaining elements of the paradigm, 
tracking and control, are not addressed during an SRE. 
 
In this chapter an extended background to the domain of study has been pre-
sented. In the following, we will elaborate on the research results. 
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5 Synthesized models 

In this chapter, we present a synthesized agile model and a synthesized risk 
management model. They constitute a basis for outlining the integrated 
model, that is, the model integrating risk management and agile develop-
ment. 
 
This chapter is based on the research presented in Papers 2, 3, and 4. 

5.1 Creation of synthesized models 
 
In this research, we investigated the status of the agile and risk management 
models in the industry which we compared to a subset of existing agile and 
risk management models. This comparison has resulted in two synthesized 
process models: a synthesized agile process model and a synthesized risk 
management process model. They are depicted Figures 5.1 and 5.2 and pre-
sented in sections 5.2 and 5.3, respectively. 

The main reason to creating the synthesized models was the underlying 
goal of our research. We did not want to bind our integration model to a 
particular agile model or risk management standard. Hence, we decided to 
create synthesized models of both the agile development and risk manage-
ment processes, which we also compared to industrial models. In this way, 
they would represent general and more comprehensive models of the studied 
processes and also reflect their industrial state of practice as this research is 
of empirical nature. 

5.2 Synthesized agile model 
 
There is a number of existing agile development processes. However, we 
decided to base our work on eXtreme Programming and Scrum. We selected 
these because they are the most widely accepted models but also because 
they complement each other (Charette, 2001). Whereas XP has a definite 
focus on development techniques (test-driven development, refactoring, con- 
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Figure 5.1 Synthesized agile process model 

 
 

 
 
 
 
 
 
Figure 5.2 Synthesized risk management process model 

tinuous integration), Scrum concentrates on the management of software 
projects (Schwaber, 2004). Hence, together, they constitute a comprehensive 
framework covering both the engineering and management process levels. In 
creating the model, we first elicited the activities belonging to their respec-
tive phases and put them into a synthesized model. When doing this, how-
ever, we observed that some customary development activities were missing 
in both Scrum and XP. To ensure its comprehensiveness and that no activity 
would be missed in our research, we complemented the model with activities 
from the standard software process model  (IEEE12207, 1998). In this way, 
we could enquire about their applicability in an industrial agile context.  

The final result of their synthesis, including the results from the studies of 
their status in the industry, is presented in Figure 5.3 and Figure 5.4. Each 
activity is marked with its origin, where XP stands for eXtreme Program-
ming, S stands for Scrum, and HW stands for heavyweight. I stands for the 
activities elicited from industry. 

As depicted in Figure 5.1, the synthesized agile process model covers the 
entire development process and its inherent phases on two organizational 
levels: the Business and Engineering levels. The Business Level consists of 
the Product Vision Planning phase. The Engineering Level consists of the  
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Figure 5.3 Synthesized Pre-Implementation Process Model. S stands for Scrum. XP 
stands for eXtreme Programming. HW stands for heavyweight. Bullets (●) and (I) 
stands for the activities elicited from industry. 
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Figure 5.4 Synthesized Implementation Process Model. S stands for Scrum. XP 
stands for eXtreme Programming. HW stands for heavyweight. Bullets (●) and (I) 
stands for the activities elicited from industry. 

Product Roadmap and Release Planning and Implementation phases. They 
will be briefly described below. Due to space restrictions we cannot present 
the entire synthesized model in one figure, hence we have divided it into two 
figures, Figure 5.3 and 5.4. Figure 5.3 covers the following phases: Product 
Vision Planning, Product Roadmap and Release Planning, and the first part 
of the Implementation phase, called Iteration Planning. These represent the 
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phases that take place prior to implementation. We call it the Pre-
Implementation Process Model. Figure 5.4 covers the remaining part of the 
Implementation phase, that is, the Iteration Implementation phase where the 
actual implementation takes place. Hence, we call it the Implementation 
Process Model. 

5.2.1 Product vision planning 
The Product Vision Planning phase belongs to the Business Level. It is the 
first phase in the synthesized agile development process (see Figure 5.1). It 
is primarily conducted by business managers together with the product man-
agers. It involves creating a product vision plan describing the product goals, 
overall business and product structure and return on investment. The result-
ing product vision plan also guides the work carried out in subsequent plan-
ning, decision making, and development (Schwaber and Beedle, 2001). 

5.2.2 Product roadmap and release planning  
The Product Roadmap and Release Planning phase is the second develop-
ment phase in the synthesized agile model. It belongs to the Engineering 
Level and it is supervised by the product manager. It consists of three sub-
phases: Release Preparation, Product Roadmap Planning and Release Plan-
ning (see Figure 5.1).  

Release Preparation involves preparatory activities for the whole phase. 
Here, one schedules the planning meetings and gathers all the necessary 
information, including the product vision plan and high-level requirements 
specification. In the Product Roadmap Planning phase, one first makes a 
high-level product roadmap outlining future releases. One then plans the 
actual release in the Release Planning phase. Here, one first creates a high-
level plan for the identified releases which one then regularly revisits for 
more detailed planning before each release starts  (Scrum, 2003). 

5.2.3 Implementation 
The third agile development phase is the Implementation phase. It is per-
formed by a team leader together with team members. The Implementation 
phase consists of two sub-phases: Iteration Planning and Iteration Imple-
mentation (see Figure 5.1). 

Iteration Planning is conducted at the start of each iteration. It involves 
three sub-phases, Iteration Preparation, Iteration Scoping and Task Plan-
ning. Here, the team, product management and other relevant stakeholders 
meet to plan the work to be conducted in the coming iteration (Beck, 2004).  

In the Iteration Preparation sub-phase, one conducts preparatory activi-
ties for starting the iteration, that is, one schedules the iteration planning 
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meeting and collects all the necessary input to plan the iteration effectively. 
In the next two sub-phases (Iteration Scoping and Task Planning), one con-
ducts the actual iteration planning. More specifically, in the Iteration Scop-
ing phase, one studies, analyses and prioritizes the requirements planned for 
the next iteration in order to determine its scope. In the Task Planning sub-
phase, one makes an execution plan to implement the prioritized require-
ments. The Iteration Planning phase takes place during the first days of the 
iteration. 

The Iteration Implementation phase consists of four sub-phases, Iteration 
Preparation, Daily Status, Development and Iteration Completion. The It-
eration Preparation sub-phase involves making initial preparations for start-
ing the consecutive iterations. The Daily Status is a meeting that takes place 
on a day-to-day basis throughout the whole iteration. Its goal is to establish 
project status and to adjust commitments, if necessary (Schwaber and 
Beedle, 2001).  

In the Development phase, the requirements planned for the iteration are 
implemented and tested. The goal is to deliver an increment of working 
functionality (Beck, 2004). During the Iteration Completion phase, one de-
livers the functionality developed during the iteration, evaluates the results, 
and identifies the improvements to be made in the next iteration (Scrum, 
2003). 

5.2.4 Agile state of practice 
In this research, we have studied the agile state of practice in three Canadian 
software organizations. They are described in Chapter 2, section 2.4. Our 
results show that the organizations studied almost follow the synthesized 
model. There was however some discrepancies observed. Below, we list and 
describe some examples of the observed differences. The entire study is pre-
sented in Paper 2 and Paper 3. 
 
• Organizational Planning Levels: The agile models studied do not de-

scribe organizational levels of planning. Our study shows evidence that 
the organizations studied conduct planning on two levels. The levels rec-
ognized in the industry are the Business and Engineering levels. Product 
Vision Planning, as described in our model, takes place on the Business 
level, whereas the Product Roadmap and Release Planning and Iteration 
Planning take place on the Engineering level. We believe that it is a use-
ful division because it clearly communicates the purpose of the different 
planning phases. Hence, we this led us to modify our original model and 
designate two levels of planning, the Business and Engineering levels (see 
Figure 5.1). 
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• Contract management: The agile models do not suggest any contract 
writing on the developers’ level. However, this practice is spreading in 
the organizations studied. It is claimed that it is a necessary quality assur-
ance activity. We have found that the developers sign under their work 
assignments in the Iteration Planning phase (see Figure 5.3 and 5.4) cre-
ating a Team Service Level Agreement for the deliverables. At the end of 
the iteration, the deliverables provided by the developers and teams are 
measured against these agreements. In this respect, we have identified two 
additional activities relevant for the Iteration Planning and Iteration 
Completion phases. For this reason, we added the two new activities 
Write/Sign-off personal/team service level agreement in our synthesized 
model.  

 
• Activity gaps: We have also found that several of the activities that we 

have added in the synthesized model from the standard software devel-
opment model are applied in the organizations studied. The organizations 
claim that Scrum and XP do not provide full coverage of all software de-
velopment activities, especially not for larger projects. Hence, they had to 
fill the gaps by finding complementary activities from standard ap-
proaches. These concern activities such as requirements elicitation, analy-
sis and specification, architectural analysis and design, documentation 
practice, guidelines regarding scalability, risk management and thorough 
task planning.  
 
The synthesized agile process model we have built is based on XP and 

Scrum. It also reflects the state of practice of three software organizations. 
Our results show that the organizations studied have adopted an agile ap-
proach although they have added some traditional activities. Our interview-
ees claim that the degree of agility varies among projects. It depends on the 
phase in the product lifecycle, project type, its size, criticality, innovative 
character, degree of uncertainty, risk taking, permission from stakeholders’ 
side to take risk, and budget. For instance, the majority of their fixed budget 
projects follow a more traditional pre-implementation approach whereas 
other yet unfunded projects follow a more agile approach. Also, in small, 
innovative, creative and totally new projects, one has difficulties to conduct 
detailed planning in advance. Hence, one mainly outlines product vision and 
high level requirements within the pre-implementation phases and allows the 
rest to be resolved within the later phases. This observation makes us con-
clude that two different agile paths are developed: (a) one for projects requir-
ing more upfront planning, such as for instance evolution and maintenance 
projects, and (b) another one for projects requiring less formal and more 
agile planning, such as for instance totally new innovative projects. 
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5.3 Synthesized risk management model 
 
The risk management standards and models studied differ somewhat with 
respect to various risk management practices. In order not to miss anything, 
we have therefore synthesized these models into one common model in a 
similar way as we did with the agile models. Our goal was to create as com-
prehensive a process model as possible covering all the issues as suggested 
by the current risk management standards and models. As mentioned in ear-
lier chapters we have focused our studies in risk management on the IEEE 
1540, PMBoK and AS/NZS 4360 standards and the SRE method, which are 
also used in the creation of the synthesized risk management model. 

Our synthesized risk management process model consists of six phases: 
Risk Identification (RI), Risk Analysis (RA), Risk Management Planning 
(RMP), Risk Monitoring and Control (RMC), Risk Sign-Off (RSO) and Risk 
Post-Mortem Analysis (RPMA). The phases and their activities are briefly 
described below. They are also listed in Figure 5.5. Due to space restrictions, 
instead of referring to the originating standard in the figure as we did with 
the agile model, we provide it in the textual description of the model. 

5.3.1 Risk identification 
During the Risk Identification phase, one makes an inventory of potential 
risks that may have impact on the achievement of the predetermined objec-
tives (Standards Australia, 2004). As listed in Figure 5.5, the phase starts 
with preparations for the actual risk elicitation. Preparations may include 
study of relevant historical information and of the domain that is subject to 
risk exposure. The historical information includes taxonomy of risk types, 
lessons learned, and any other relevant information (Williams et al., 1999).  

One then elicits risks. The choice of the elicitation technique depends on 
the context. It may involve brainstorming, interviews, scenario analysis, 
prototyping, or some other knowledge acquisition technique (Carr et al., 
1993) (IEEE1540, 2001) (Williams et al., 1999). 

When eliciting information about risks, one first identifies them, their 
consequences, effects, sources, root causes, and categories (IEEE1540, 
2001). One then describes and records each of the identified risk (Carr et al., 
1993). Finally, one creates a list of risks and circulates it around all the rele-
vant stakeholders for possible complementary additions, improvements, and 
confirmation. 
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Figure 5.5 Synthesized risk management model 
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5.3.2 Risk analysis  
During the Risk Analysis phase, one analyzes and prioritizes risks 
(IEEE1540, 2001). As a first step, one analyzes each risk independently. 
Here, one studies the identified risk, and assesses its impact, probability, risk 
exposure and the severity (IEEE1540, 2001). The analysis can be conducted 
using different techniques, e.g. matrices, decision trees, scenario analysis, 
game theory, and sensitivity analysis (PMI, 2004).  

As a second step, one groups and analyzes the related risks to facilitate 
their collective mitigation (Carr et al., 1993). One then consolidates the risk 
prioritization and creates a top-priority risk list (Boehm, 1991). A watch list 
is also created for all other risks (Williams et al., 1999).  Based on the analy-
sis results, one suggests a preliminary plan for managing each risk. 

Finally, the prioritized risk list is circulated among the stakeholders for 
confirmation. It may be updated, if qualified changes are proposed (Williams 
et al., 1999). 

5.3.3 Risk management planning 
In the Risk Management Planning phase, one creates concrete plans deter-
mining strategies, options, and actions relevant for managing the identified 
risks (IEEE1540, 2001).  

One starts the phase with studying the risk list, the analysis results, and 
the preliminary plan (Williams et al., 1999). For each risk or risk group, one 
first determines appropriate strategies (PMI, 2004), and then creates and 
documents the following three plans:  
 
1. The Control and Monitoring Plan defining relevant measures or metrics 

for monitoring and controlling the risk (PMI, 2004). It also includes de-
termining the performance indicators for measuring the action effective-
ness (PMI, 2004). 

 
2. The Risk Action Plan determining the actions to be used for treating a 

certain risk or risk group (Standards Australia, 2004). These actions may 
be complemented with fallback actions in cases when primary actions do 
not prove effective (Williams et al., 1999). 

 
3. The Contingency Plan specifying the actions to be taken in cases when 

severe risks materialize and become a serious problem (PMI, 2004). 
Contingency plans are variants of action plans to be used when attending 
to very serious risks. 

 
Once the plans are defined, one identifies constraints, estimates the effort, 

resources, scope, schedules and budgets them, and assigns risk owners to 
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them (IEEE1540, 2001). One then combines all the three plans into one 
comprehensive Risk Management Plan (IEEE1540, 2001). 

The Risk Management Plan is used for a cross-analysis, during which one 
makes various optimizations with the purpose of maximizing the impact of 
the planned measures and minimizing the effects of the possibly conflicting 
plans (Williams et al., 1999). To ensure that the identified risks get full and 
appropriate attention, one prepares contractual agreements, where each risk 
owner’s responsibilities are specified (PMI, 2004). Finally, one circulates 
updates and confirms the risk management plan and its related documenta-
tion. 

5.3.4 Risk monitoring and control 
In the Monitor and Control phase, one continuously monitors and controls 
the risks according to the risk management plan. One also identifies new 
risks and reports them (Standards Australia, 2004).  

To make certain that risks are effectively monitored and controlled, one 
first ensures that there are risk monitoring procedures established (Standards 
Australia, 2004). For each risk or risk group, one then continuously monitors 
and records the status (PMI, 2004). In cases when it changes, one takes 
measures as specified in either the action or contingency plans. Finally, one 
updates and records the risk status (IEEE1540, 2001). 

5.3.5 Risk sign-off 
A formal Sign-Off phase is an important part of risk management assurance 
(Standards Australia, 2004). Here, one first reviews the risks and the way 
they have been mitigated. For each risk that is judged to be mitigated, one 
updates the risk management progress status, removes it from the risk list, 
and ensures that the risk list gets updated (Standards Australia, 2004). Fi-
nally, one signs it off. 

5.3.6 Risk post-mortem analysis 
In the Risk Post-Mortem Analysis phase, one collects and evaluates the risk 
management process and its results (IEEE1540, 2001). Here, one evaluates 
the information about the identified risks, their causes, treatment, the process 
used and the successes or failures of the actions taken (IEEE1540, 2001). 
Using it, one then creates or updates the organizational risk taxonomy (Carr 
et al., 1993). Finally, one identifies successes and failures in the process and 
generates lessons learned (IEEE1540, 2001). This in turn provides an impor-
tant historical feedback for improving the future risk identification and man-
agement process (Standards Australia, 2004). 
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5.3.7 Risk management state of practice 
We have studied the industrial practice of risk management within 37 soft-
ware companies. Their profiles are presented in Chapter 2, section 2.4. Our 
results show that all the organizations studied have established their risk 
management processes. They also they claim that our model was exhaustive, 
and that it does not miss any activities. However, regarding the industrial 
status of the risk management process that we propose, few organizations 
have implemented the entire process. The substantial majority of the organi-
zations only apply the initial phases of risk identification and analysis. In 
addition, more than half of the companies studied have experienced prob-
lems with their risk management processes. The problems as experienced by 
the organizations studied vary. Some examples are:  

 
• Lack of process sophistication and completeness: The risk management 

process is too simple and/or incomplete. It does not cover all aspects of 
risk management. It may only cover a subset of the phases as identified in 
our model, e.g., risk analysis or monitoring phases. 

 
• Lack of process formality/standardisation: The organizations have not 

defined a standard risk management process. The organizations do not 
manage risks in a formal way. The process relies entirely on the experi-
ence of the individuals involved in it. This leads to the fact that risks are 
not formally planned and managed, thus creating problems with analyzing 
and monitoring risks. Hence, their risk management is very ineffective. 

 
• Lack of risk management process owner: Some companies lack a role 

dedicated to risk management. This results in a fact that most of the re-
sponsibilities of the risk management process owner are managed by an 
already overburdened project manager, who, in turn, may not properly 
balance his responsibilities and priorities. 

 
• Lack of formal and standard documents for recording information about 

risks: Organizations do not have any formal and standard guidelines for 
how to document information about risks and information about their ac-
tivities. This in turn leads to non-uniform way of documenting risks, thus 
obstructing various risk management process activities. 

 
• Integration problems: Risk management is mainly conducted locally in 

the context of the software project. Hence, only a subset of risks can be 
managed. Other risks, such as environmental or organizational ones, can-
not be managed by their current risk management process model due to 
the lack of organization-wide risk management. 
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This study of the risk management state of practice has provided us with 
an important feedback for identifying several shortcomings in the existing 
risk management standards and problems with risk management in software 
development. The aforementioned problems are just a few examples of the 
problems identified. The entire study is presented in Paper 4.  
 
Summing up, this chapter has presented a synthesized agile and risk man-
agement model. They are a core part of the work of creating the integrated 
model. They comprise its two basic constituents. The model will be pre-
sented in the next chapter.  
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6 Integrating risk management and agile 
processes 

In this chapter, we outline a model integrating risk management and agile 
development. To begin with, however, we examine the agile processes from 
a risk management perspective to identify the risk management aspects that 
are absent in the agile model. We do this by using a set of fundamental risk 
management aspects as our comparison criteria. We continue by proposing a 
model for integrating the risk management and agile process models. It is 
created based on the identification of integration points between the two 
processes as elicited from studies of the integration of agile and risk man-
agement processes in the industry. Using this integration model, we then 
outline the integrated model. As a last step, we evaluate the proposed solu-
tion. The evaluation is based on expert opinion resulting from interviews that 
are conducted with agile practitioners in the Swedish software industry. Fi-
nally, we close this chapter by summarizing the research contribution. 
 
The work reported on in this chapter is based on Papers 1, 2, 3, 4, 5, and 8. 

6.1 Comparison of risk management and agile models 
 
Effective risk management prevents the likelihood that undesirable problems 
occur or it decreases the severity of their consequences, should they occur 
(IEEE1540, 2001). By identifying and attending to risks, it aids in making 
informed decisions and taking appropriate measures before risks become 
problems. Risk management helps avoid problems, rework, disasters and it 
stimulates successful project outcomes. For this reason, it should be an in-
herent component of software development (Boehm, 1988) . 

Agile software development models claim to be risk-driven  (Beck, 2004). 
They state that their iterative approach enables continuous attention to risks 
throughout the whole development project. When studying the agile and risk 
management processes, however, we have found that the agile development 
models implement few risk management practices.  
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Figure 6.1 Fundamental risk management aspects  

Extreme Programming claims to be a model that addresses risk at all lev-
els of the development process (Beck, 2004). However, risk management is 
not explicitly described anywhere in the XP model. There are no specific 
guidelines for managing risks or activities describing how to identify, ana-
lyze and control them.  

Scrum claims to be risk-driven because it is based on an iterative and in-
cremental approach enabling early and frequent feedback making it possible 
to identify and reduce risk early (Schwaber and Beedle, 2001). In contrast to 
XP, however, Scrum makes some explicit statements about risk management 
during the development process. In Scrum, risk management is described as 
a part of the planning phase, where it is stated that risk should be identified, 
assessed and actions for controlling the identified risk defined (Scrum, 
2003). The risks should be listed and planned for when defining the project. 
However, it is not explained how these risk management tasks can be carried 
out, and there are no precise guidelines for how to identify, classify, assess 
or manage risks. 

These are examples of some general observations of the state of risk man-
agement in Scrum and XP. However, in order to more exactly identify the 
aspects of risk management that are omitted requires a more systematic ex-
amination of the agile models from a risk management perspective.  

To accomplish this, we conducted an in-depth study of risk management 
standards and identified some fundamental aspects of risk management that 
we use as our comparison criteria. They are the following: (1) Risk defini-
tion, (2) Risk assessment, (3) Software lifecycle, (4) Templates, (5) 
Tools/Repositories, (6) Stakeholders, roles and responsibilities (7) Product 
status, (8) Environment, (9) Organization, and (10) Measures. Each aspect is 
listed in Figure 6.1 and briefly described below. 

 
• Risk definition: Risk is defined as an event or a condition that may affect 

the outcome of a project (IEEE1540, 2001). It is characterized with two 
distinctive elements: probability and impact (Boehm, 1991). The prob-
ability defines the likelihood that a risk event may occur. The impact de-
fines the outcome of a risk. Risk can be either a loss or a gain (an oppor-
tunity) (Standards Australia, 2004). A loss is an unwanted or negative ef-
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fect whereas a gain is a positive or progressive effect. In this comparison, 
we investigate whether and how Scrum and XP define risk. A definition is 
a prerequisite for defining the risk management process. It helps in under-
standing the process and facilitates the comparison process. 

 
• Risk assessment: To make right and informed decisions, it is of impor-

tance to correctly identify and analyze risks. Hence, one needs to classify 
and assess them (Carr et al., 1993). 

Risk taxonomies (classifications) help identify risks systematically 
and thereby facilitate the analysis process (Williams et al., 1999). How-
ever, they do not suffice for an exhaustive risk analysis. They need be 
complemented with various assessment properties (attributes) such as 
Risk Probability, Risk Impact, Risk Priority, Risk Exposure, and the like 
(Boehm, 1991). Values should be assigned to these attributes. Due to the 
fact that risk assessment is subjective, it may be difficult to assign rele-
vant values (Williams et al., 1999). Hence, guidelines for assessing risks 
in form of various techniques should be provided. 

Taxonomies, assessment attributes and techniques greatly help or-
ganizations in planning various measures such as designation of risk 
management, estimation of the mitigation effort size, and identification of 
policies to guide them. We examine if XP and Scrum specify risk tax-
onomies. We also examine if they suggest attributes and techniques for 
assessing risks.  

 
• Software lifecycle: Effort spent on mitigating risks within development 

may be wasted if one does not consider risks within the whole lifecycle 
process (IEEE1540, 2001) (PMI, 2001). Risk management activities may 
differ in various lifecycle processes. We investigate whether the agile 
models studied cover risk management within the total lifecycle process, 
what lifecycle processes they approach and whether they provide guide-
lines for these processes. 

 
• Stakeholders, roles and responsibilities: Stakeholder roles are individual 

roles or groups of roles who have a stake in or may be impacted by a 
given activity (IEEE1540, 2001). Stakeholders can either be internal or 
external (Standards Australia, 2004). Internal stakeholders include any 
managerial or technical roles participating in a project, including project 
managers, developers, testers, maintainers, product owners, business ana-
lysts and managers, quality managers and support personnel. External 
stakeholders are other roles, such as customers, contractors, suppliers and 
sponsors. 

 
• The coverage of stakeholder roles within risk management is very impor-

tant. It is only then one may be sure that all the risk sources and targets 
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have been identified and scrutinized from all possible perspectives. Des-
ignation of roles is a prerequisite for defining risk management process 
and responsibilities within the process (IRM, 2002) (IEEE1540, 2001). 
We investigate what stakeholder roles are covered by Scrum and XP, and 
which of the roles are provided guidelines for managing risks.  

 
• Supporting tools/repository: To enable effective risk information man-

agement, analysis and tracking, organizations need repositories (prefera-
bly electronic) for documenting risks and the risk management process 
(IEEE1540, 2001). They should also be able to extract important experi-
ence and lessons learned which they may in turn use in various contexts, 
such as process assessment, improvement, root cause analysis, resource 
assignment, and the like. For this, they need experience base recording 
historical risk information. We investigate whether the agile models stud-
ied suggest use of tools and repositories for documenting risk manage-
ment information. 

 
• Template: A clear, complete and correct risk description is an important 

prerequisite for its effective management (Carr et al. 1993) (Hulett, 2001). 
To aid in maximizing the quality of the risk information, one should pro-
vide guidelines for what information should be managed during the risk 
management process (Williams et al., 1999). We investigate whether the 
agile models provide suggestions for how to structure risk information. 
We also investigate the coverage of the information as managed by them.    

 
• Product status: Instances of the risk management process vary strongly 

with respect to the quality of the product, its life expectancy, and life cy-
cle stage (IEEE1540, 2001). For this reason, risk management models 
should consider the product aspects when managing risks. Risk manage-
ment may vary greatly in aged systems whose quality is undermined, life 
expectancy is low, and the system is close to retirement. We investigate if 
XP and Scrum consider product status related issues such as quality, life 
expectancy and lifecycle stage. 

 
• Environment: To implement risk management effectively, the team 

should consider the project in its cultural, social, international, political 
and physical contexts (PMI, 2004). Systems may be developed in distrib-
uted and non-distributed environments. In a non-distributed environment, 
the team(s) is(are) co-located and work(s) together. The environment is 
100% non-distributed if the customer is internal.  
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Figure 6.2 Risk management, its core and interfacing processes 

Regarding the distributed environment, it can span from having to 
deal with only external customers to having to deal with distributed teams 
in different organizations and different countries, where aspects such as 
culture can play a crucial role for the effectiveness (Hofstede, 2003). 
Hence, the degree of distribution and its associated risks should be con-
sidered in risk management. We investigate whether the agile models 
consider a distributed environment and if guidelines are provided for ad-
dressing various environmental matters.  

 
• Organization: To adopt a risk management program successfully, factors 

such as attitude towards risks, organizational maturity, competency and 
training should be considered (PMI, 2004). It is harder to implement risk 
management effectively in immature and incompetent organizations or 
with risk averse attitude (Hulett, 2001). Hence, all the stakeholders in-
volved should acquire proper training in the product they produce/acquire 
and the processes they use. We examine whether the agile models con-
sider attitude, competence and maturity and provide guidelines for dealing 
with them. 

 
• Measures: One of the main purposes of risk management is to identify 

uncertainties and take actions to either remove or transform them into ac-
ceptable risks (Xu et al., 2005). For this, one needs a portfolio of appro-
priate measures in place. Such a portfolio covers processes suggesting ac-
tivities for attending to risks, resources required for performing the proc-
esses and policies for ensuring that procedures and strategies for conduct-
ing risk management are defined and agreed upon (PMI, 2004). 
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The middle box in Figure 6.2 outlines a risk management process as 
covered by most of the risk management models and standards today, e.g. 
by the AS/NZS 4360 (2004), IEEE1540 (2001) and PMBoK (2004). To 
provide useful feedback to the organization, the process needs be inte-
grated with other organizational processes such as various lifecycle and 
measurement processes and policy management. These processes should 
continuously provide feedback on risks, their progress, resources used, ef-
fectiveness of the resources and policies chosen, and plans for contin-
gency readiness (Westfall, 2001).We investigate whether the models stud-
ied suggest risk management processes and whether they provide guide-
lines for resource management, process measurement, policy manage-
ment, and integration with other processes.  
 
The results of the comparison show that the agile models studied make 

some assertions about risk management. However, they do not provide any 
detailed suggestions for managing risks, thus leaving many areas unattended. 
The comparison results for each risk management aspect are listed and 
briefly discussed below. They are also summarized in Table 6.1. 

 
• Risk definition: The definition of risk is the same in risk management and 

agile models. However, the recognition of risk as an opportunity is not 
always as explicit in the risk management standards as in the agile mod-
els.  

 
• Risk assessment: Risk management is aimed at mitigating risks and thus 

provides well established techniques for identifying and assessing risk. 
Scrum and XP do not provide any guidance at all. In this respect, the agile 
models can learn from risk management models to ensure effective risk 
management. 

 
• Software lifecycle: None of the risk management models studied encom-

passes management of risks within other software lifecycle processes than 
development. The iterative, incremental and evolutionary approach in ag-
ile development means that in each iteration, enhancements, corrections 
and minor improvements are being made in parallel. Hence, the agile 
models cover to some extent development, enhancements and problem 
resolution in one and the same iteration. In this respect, one could argue 
that they encompass other lifecycle processes than development. How-
ever, the management of risk is not made an explicit part of the product 
lifecycle. We believe that the agile approaches should consider risk over 
the entire lifecycle.    

 
• Stakeholders, roles and responsibilities: Both XP and Scrum suggest that 

the team shares the responsibility for project success. They do not  
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Table 6.1 Results of comparison of agile and risk management models 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
however suggest particular guidance for the roles that might be relevant in 
the risk management process. In our opinion, they should explicitly identify 
and recognize all the stakeholders, roles and their responsibilities to ensure 
that all the risk sources and targets have been identified and scrutinized from 
all possible perspectives. 
 
• Template: The agile models do not suggest templates for communicating 

information about risks and their management, despite the fact that high 
risk information quality is one of the most important prerequisites for ef-
fective risk mitigation (Carr et al. 1993). In our opinion, agile process 
models should be complemented with guidance for what information to 
collect and how to structure it. 

 
• Supporting repository/tool: Neither Scrum nor XP prescribe any re-

cording of risk information. Generally, risk management models advocate 
permanent storage whereas agile models advocate temporary one. Risk 
management models suggest a risk management repository and experi-
ence base, supported by electronic tools. The agile models, on the other 
hand, mainly prescribe the informative workspace. From a risk manage-
ment perspective, permanent recording of risk information is the only way 
of assuring that all important information is being remembered, paid heed 
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to and that lessons learned can be easily disseminated to enable process 
improvement (IEEE1540, 2001). In this respect, we suggest that agile 
methods should consider the idea of permanent storage as a complement.  

 
• Product status: None of the agile models studied relates product status to 

specific risk management measures. This is an important factor to con-
sider when tailoring risk management process to specific product status 
and allocating resources to it. 

 
• Environment: The agile models studied provide some practical guidelines 

on the environmental aspects and physical context of development that 
could be used also for risk management, for instance the XP practices of 
Sit together and Informative Workspace (Beck, 2004). However, they do 
not consider distributed environments. Agile development models have 
spread to distributed environments, but more evidence is needed from a 
risk management perspective. 

 
• Organization: Regarding guidance for managing organizational issues 

such as attitudes, training, and maturity, XP provides relatively detailed 
guidance on how to deal with teambuilding, training and competence de-
velopment for instance by practices such as Whole team and Pair Pro-
gramming and by principles such as Diversity and Failure (Beck, 2004). 
We believe these could be useful also for risk management. However, 
they do not address risk management in particular. Hence, the agile mod-
els should be more active in recognizing the importance of these organ-
izational issues also for risk management purposes. It is only in this way, 
one may make sure that risk management is implemented and run in an 
effective way.  

 
• Measures: The risk management models studied suggest integration of 

risk management with measurement processes. However, they do not 
suggest any metrics or measurement models for actually measuring risk 
management nor do they provide guidance on how to integrate the proc-
esses. The agile models integrate measurement processes in their own 
specific way. Scrum uses empirical process control, implying that one 
continuously inspects the process. Hence, our conclusion is that agile 
models seem to integrate measurement models. However, concerning the 
integration with other organizational processes, such as risk management, 
there are no guidelines. We suggest that the agile models complement 
their models with suggestions for how to integrate with other organiza-
tional processes to ensure useful and valuable communication and feed-
back on information needed in the entire organization.  
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In addition, neither XP nor Scrum explicitly identifies various risk man-
agement phases. We believe that this is a serious omission. A phase such as 
the Risk Sign-Off phase is pivotal for making sure that serious risks have 
been attended to. Lack of this aspect could also lead to serious legal conse-
quences. 

As summarized in Table 6.1, the results of this comparison of the agile 
and risk management processes clearly indicate that agile development mod-
els implement few risk management practices. One can conclude that a lot 
remains to be done to make the agile models more risk-driven. 

In the following, we will use these results and the fundamental risk man-
agement aspects listed here as a starting point for reasoning about the inte-
gration of the agile and risk management models. We start by studying the 
possible ways of integration and then continue by proposing a model for 
integrating them. 

6.2 Creation of integration model 
 
By definition, an integrated process is “a series of interrelated activities that 
share and exchange data to achieve a common purpose” (Byrnes, 2006). 
Hence, in this context, integration is the activity of connecting the agile and 
risk management processes and making them communicate with each other 
to support the goal of organization-wide management of risks in the agile 
process.  

Integrating risk management with agile development requires the integra-
tion of two different types of processes, management (risk management) and 
engineering (agile). The process integration endeavor has been undertaken 
before, for instance, within the enterprise architecture and business process 
modeling fields (Zachman, 1987). However, very little has been done re-
garding the integration of processes from the two disciplines studied here, 
except for a few attempts (Armenta and Gaono, 2008). More importantly, 
there is no general integration method or process satisfying our purposes. It 
has also been stated that the integration of management and engineering 
processes needs further clarification (Chroust and Hardt, 1996). For these 
reasons, we need to create our own integration model. 

By studying various agile process scenarios in which risk management 
was executed in industry, we were able to identify several integration points 
between the two processes. By integration point, we mean anything that 
explicitly connects the two processes and realizes an exchange between them 
supporting the risk management goals of the organization.  
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Figure 6.3 Four basic process integration points of integration model 

An integration point may involve (a) means of exchange, such as people, 
tools and documents, (b) activities, such as communication, and (c) cross-
organizational flows, such as process flows, work flows and data flows.  

Because there were no general models for integrating the processes of in-
terest here, we started with the most rudimentary set of integration points as 
identified in our studies of integration in industry. Using them, we created a 
simple integration model describing four basic integration points (see Figure 
6.3). We call them (1) Organizational Levels and Process Phases, (2) Roles 
and Responsibilities, (3) Communication Channels, and (4) Process Aspects.  

6.3 Integration model 
 
In this section, we describe the integration model. It consists of four basic 
integration points. As shown in Figure 6.3, they are (1) Organizational Lev-
els and Process Phases, (2) Roles and Responsibilities, (3) Communication 
Channels, and (4) Process Aspects. Below, we briefly describe them and 
explain how we intend them to be used in the integration of the risk man-
agement and agile processes. 

6.3.1 Process phases and organizational levels 
A critical integration point involves the identification of when and where risk 
management takes place in the development process. The agile development 
process consists of several phases and it spans over several organizational 
levels. By finding out where risk management occurs clarifies the various 
points of integration between the two processes. Hence, one needs to map 
out where the risk management takes place in the agile process. It is a pre-
requisite for further integration. 
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6.3.2 Roles and responsibilities 
In the context of process integration, roles comprise a primary crossing point 
for the exchange of information between the two processes. According to 
standard risk management practice, risks should also be owned by various 
roles to ensure that they are effectively managed (PMI, 2004). Hence, to 
establish productive risk management, one needs to identify appropriate 
roles and their responsibilities in the integrated process. A role is not always 
equivalent to one specific person. One person may have several roles and 
one role may be assigned to several people. 

6.3.3 Communication channels 
Agile development and risk management are communication intensive proc-
esses. The communication gets intensified if risks are managed across the 
whole organization and several processes and process phases. To achieve 
effective communication, one needs designate appropriate communication 
channels. Such channels integrate the processes and their phases by specify-
ing the flow of communication on an organization-wide level. 

6.3.4 Process aspects 
Processes are variable and dynamic. Their instances vary due to many dif-
ferent factors affecting the process design. Hence, such factors need be con-
sidered. In this integration model, they are represented by the fundamental 
aspects of risk management as discussed in Section 6.1 and listed in Figure 
6.1. Each of these determines the magnitude of risk management required 
within the integrated process, thus aiding in adapting an instance of the inte-
grated model to the specific situation at hand. Hence, they constitute guide-
lines for making decisions on how to adapt the process according to the 
needs of risk management. The following aspects should be considered when 
tailoring instances of the integrated process: 

 
• Risk definition: constitutes a control that there exists a comprehensible 

risk definition to facilitate the communication of risk within the organiza-
tion. 

 
• Risk assessment: defines a control that there are guidelines for assessing 

risks effectively.  
 
• Software lifecycle: defines a control for designating adequate risk man-

agement activities according to the varying need of different software 
lifecycle phases. 
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• Stakeholders, roles and responsibilities: defines a control for streamlining 
the degree of involvement of various stakeholders, roles and their respon-
sibilities as determined by factors such as project size and project risk 
profile. 

 
• Supporting tools/repositories: constitutes as control for considering the 

need of tools to support effective communication of risk and risk man-
agement within an organization.  

 
• Template: constitutes a control for identifying the degree of formality of 

templates needed for recording risk and its management effectively.  
 
• Product status: defines a control for determining the amount of risk man-

agement needed with respect to the product’s quality, business value and 
life expectancy. 

 
• Environment: constitutes a control for considering how to adopt risk 

management with regard to the project’s cultural, social, political and 
physical context. 

 
• Organization: defines a control for considering organizational aspects 

such as people’s attitudes towards risk, organizational maturity, compe-
tency and training and their impact on a risk management program.  

 
• Measures: constitutes a control for determining the need for integrating 

the risk management process with other organizational processes, such as 
measurement processes, to provide useful information and feedback to the 
organization. 

 
This summarizes our integration model and its four components. It is used 

as a basis for outlining an integrated model described in the next section. 

6.4 Integrated model 
 
In the following, we present the integrated model. It is based on the knowl-
edge gained from studying various agile process scenarios in which risk 
management was executed at eTV, a Swedish software organization. We 
start with an overview of the outline of integrated model. We then describe it 
in practice using eTV as our example.  

The integrated model is illustrated in Figure 6.4. Note that we use the syn-
thesized agile and risk management models as the basic constituents of the 
integrated model (see Chapter 5 and Figure 5.1 and 5.2). 
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Figure 6.4 Integrated model 

 

6.4.1 Outline of integrated model 
The integrated model manages all risks that are encountered within the agile 
development process on an organization-wide basis. As depicted in Figure 
6.4, the agile process covers three main development phases, Product Vision 
Planning, Product Roadmap and Release Planning, and Implementation. 

Most of the risks undergo a complete risk management process within 
these development phases as mapped out in Figure 6.4. The risk manage-
ment process consists of the six phases of Risk Identification, Risk Analysis, 
Risk Management Planning, Risk Monitoring and Control, Risk Sign-Off and 
Risk Post-Mortem Analysis. Some of the risks, however, may not be fully 
managed or mitigated within a single phase. In this case, they may have to 
be transferred to the next phase, and/or get reported to an organizational 
function called Risk Management Forum (RMF). This transfer is represented 
by the double-edged arrows between the three agile development phases and 
the box representing the RMF on the left-hand side of Figure 6.4.  

The Risk Management Forum is a function for coordinating risk man-
agement across the organization. It manages any risks that cannot be man-
aged within a certain development phase and/or may have impact on other 
parts of the organization, and which promptly have to be disseminated to all 
the concerned parties, for instance other teams or organizational units. It 
consists of a cross-functional group represented by the roles responsible for 
or concerned with or otherwise capable of managing organizations-wide 
risks.   
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In the following, we provide a brief overview of the outline of the inte-
grated model. It is described according to the integration model and its four 
integration points: (1) Process Phases and Organizational Levels, (2) Roles 
and Responsibilities, (3) Communication Channels, and (4) Process Aspects. 
A more detailed description of them, including the mapping of risk man-
agement as prescribed by the Organizational Levels and Process Phases 
integration point, is provided in Section 6.5 where we present an industrial 
example of the integrated model. 

6.4.2 Process phases and organizational levels 
The integrated model covers the entire agile development process. This in-
volves integration of risk management on two organizational levels: the 
Business and Engineering levels (see synthesized agile model in Figure 5.1 
in Chapter 5). The Business Level consists of the Product Vision Planning 
phase. The Engineering Level consists of the Product Roadmap and Release 
Planning and Implementation phases. The agile phases and the management 
of risks in each phase are briefly outlined below. 

 
• Product Vision Planning: The Product Vision Planning phase is the first 

phase in the synthesized agile model (see Figure 5.1). It involves creating 
a product vision plan describing the product goals, overall business and 
product structure and return on investment. The resulting product vision 
plan guides the work carried out in subsequent planning, decision making, 
and development (Scrum, 2003). Risk management within this phase 
mainly concerns the identification and analysis of business related risks, 
such as budget and resource risks. 

 
• Product Roadmap and Release Planning: The Product Roadmap and 

Release Planning phase is the second development phase in the synthe-
sized agile model. Here, one first creates a high-level roadmap plan for 
the identified product releases which one then regularly revisits for more 
detailed planning before each release starts (Scrum, 2003). The risk man-
agement in the Product Roadmap and Release Planning phase comprises 
risk identification, risk analysis and risk action planning. It involves both 
business and technical risks.  

 
• Implementation: The third agile development phase is the Implementation 

phase. In this phase, the team, product management and other relevant 
stakeholders meet to plan the work to be conducted in the coming itera-
tion. The plan is then executed in the iteration to deliver an increment of 
working product functionality (Beck, 2004). Risk management in the Im-
plementation phase primarily covers the monitoring and controlling of the 
risks that has been transferred to this phase from previous development 
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phases. New risks are also continuously identified, analyzed and planned 
for during this phase. Risks are mainly of technical character. 

6.4.3 Roles and responsibilities 
In the integrated model, we have identified several roles having various re-
sponsibilities with respect to risk management and its communication within 
and between the various agile process phases. Generally, however, the risks 
are owned by the roles in the phase where the risk is originally identified. 
Below, we describe the roles and their responsibilities. 

 
• RMF Members own all the organization-wide risks. Their main task is to 

supervise and coordinate all the organization-wide risks and make deci-
sions on them. However, they may delegate their management to other 
roles either within the Business or Engineering levels or both.  

 
• Business Manager is responsible for managing risks at the Business Level. 

This role owns all the risks relevant for this level. However, he may dele-
gate their management to the roles in the Product Roadmap and Release 
Planning phase or Implementation phase. The choice depends on the 
character of the risk and where in the organization it is most adequately 
managed. Still however, he keeps the risk ownership till the delegated 
risks get mitigated.  

 
• Product Manager is responsible for all the risks managed in the Product 

Roadmap and Release Planning phase. This role owns all the risks rele-
vant for this level. However, similarly to the business manager, he may 
delegate their management to other roles in the organization, if needed. 
He still keeps the risk ownership till the delegated risks get mitigated.  

 
• Team Leader and Team Members are responsible for managing risks 

within the Implementation phase. The team leader supervises the risk 
management within this phase. Usually, team members own the risks that 
concern the development tasks assigned to them. However, same as with 
the risk owners in the other phases, the team may also delegate risks to 
others in the organization depending on the risk and risk management 
needs. 

6.4.4 Communication channels 
An effective management of organization-wide risks rests on how risks are 
communicated within an organization. This is because, in the integrated 
model, risk management takes place throughout the entire development 
process. Hence, to warrant effective information flow, one needs define 



 85 

communication channels.  As depicted by the double-edged arrows in Figure 
6.4, the integrated model identifies six main two-way Communication Chan-
nels. The difference between them concerns the different roles in each phase 
who act as the main senders and receivers of risk information. The channels 
are: 

 
• Product Vision Planning - RMF:  

1. The business manager reports on critical risks to the RMF for or-
ganization-wide attention.  

2. The RMF identifies risks and delegates their management to the 
business manager. 

 
• Product Vision Planning - Product Roadmap and Release Planning:  

1. The business manager reports or delegates the management of the 
risks identified within the Product Vision Planning phase to the 
product manager, who owns the risks in the Product Roadmap and 
Release Planning phase.  

2. The product manager within Product Roadmap and Release Plan-
ning reports on the management of the risks to the business man-
ager. He reports on new risks that are of relevance to the Product Vi-
sion Planning phase. 

 
• Product Roadmap and Release Planning - RMF:  

1. The product manager reports on the identified risks in the Product 
Roadmap and Release Planning phase to the RMF for organization-
wide attention.  

2. The RMF identifies risks and delegates their management to the 
product manager within the Product Roadmap and Release Planning 
phase. 

 
• Product Roadmap and Release Planning - Implementation:  

1. The product manager reports on or delegates the management of 
risks identified in the Product Roadmap and Release Planning phase 
to the team leader in the Implementation phase.  

2. The team leader in the Implementation phase continuously reports 
on the management of the risks delegated to the team by the product 
manager. The team reports on new risks that are of relevance for the 
product manager.  

 
• Product Vision Planning - Implementation: 

1. The business manager reports or delegates risks identified in the 
Product Vision Planning phase to the team leader, who manages 
them in the Implementation phase. These risks of generally of 
technical character. 
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2. The team leader in the Implementation phase reports on the man-
agement of the risks delegated to the team by the business man-
ager. The team also reports on any new risks of relevance to the 
business manager. 

 
• Implementation - RMF: 

1. The team leader reports on the risks identified in the Implementa-
tion phase to the RMF for organization-wide attention.  

2. The RMF identifies a risk and delegates its management to the 
team leader in the Implementation phase. 

6.4.5 Process aspects 
Our industrial study has helped us to identify the impact of Process Aspects 
on the integrated model. This impact is materialized in the following guid-
ance for adapting risk management in the integrated process:  

 
• Risk definition is a main prerequisite for identifying risks and deciding 

when to use the risk management process to control risk: It is of high 
relevance when making decisions on when to perform risk management 
and when to incorporate risk management into software development.  

 
• Risk assessment results identify pertinent actions for performing risk-

driven development: The risk classification and assessment techniques are 
important for knowing when and how to manage risks effectively in sub-
sequent process phases. Hence, guidelines for assessing risks are needed.  

 
• The product’s software lifecycle stage aids in designating appropriate 

risk management actions: The portfolio of risk types and risk manage-
ment activities differs considerably depending on whether a project con-
cerns new development or maintenance of a legacy system. In early life-
cycle phases, the business risks often get a higher priority value, for in-
stance due to time-to-market concerns, whereas technical risk may be of 
greater importance in the maintenance phase. This means that the process 
is adapted with regard to the prevailing risk types and their prioritization.  

 
• Designation of and coverage of stakeholders, roles and responsibilities 

are determined by factors such as project risk profile, project type and 
size: The coverage of stakeholder roles and the degree of their involve-
ment depends on the type of project, size, the risk complexity, risk scope 
and the risk criticality. In small agile projects, too many roles managing 
minor risks can lead to too much coordination and overhead. In more 
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complex cases, one needs to introduce more formality to make sure that 
that the risks get proper attention  

 
• The use of supporting tools and repositories are determined by factors 

such as project risk profile, project type, project size and team distribu-
tion: The relevance of tools and repositories when adopting risk manage-
ment depends on the size of the organization, the project needs and the 
project risk profile.  

 
• The degree of recording formality varies with respect to project risk pro-

file, project type, size, and team distribution: Templates provide relevant 
support for describing and communicating risks. However, the level of 
recording information in them varies with respect to project type, project 
size, team distribution and risk severity. In agile projects tackling low se-
verity risks, templates should always be kept very simple. The degree of 
recording formality increases as soon as the risk criticality and/or project 
or development organization grows.  

 
• Product status, life expectancy and business value help determining the 

amount of risk management process needed: The amount of attention put 
into the risk management process varies greatly depending on the product 
status, its life expectancy and business value. For instance, systems close 
to retirement do not get as much attention from the risk management per-
spective as systems that are developed from scratch. The reason is that 
risks and their criticality generally vary with the status and business value 
of the product.  

 
• Environment and the project’s physical context determine the formality of 

the risk management process: Systems that are developed in a non-
distributed environment where the team members and the customer repre-
sentative (product owner) are co-located and work closely together do not 
generally need to coordinate risk management in a formal way. However, 
if the organization is large or on the way to expand, generally require a 
more formal and conventional risk management process as distributed en-
vironments will imply more coordination. 

 
• Organizational maturity and training aids in adopting a risk management 

program successfully: Organizational maturity, such as people’s attitude 
towards risks, competency, and capability to perform risk management 
are of relevance for successful adoption of risk management. For in-
stance, training should be part of the risk management program in organi-
zations where the risk management awareness or knowledge is low. 
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Figure 6.5 The risk management process of the Architectural Forum at eTV 

 
• Software development need be integrated with other organizational proc-

esses: The development and risk management processes need be inte-
grated to provide useful feedback to the organization, especially in larger 
organizations. Hence, one needs guidelines for making such integration 
explicit. 

 
In the following, we describe the integrated model using the example of 
eTV. 

6.5 Integrated model at eTV 
 
In this section, we describe an industrial example of organization-wide risk 
management in an agile project at eTV, a Swedish software organization.  

In brief, the studied organization, here called eTV due to confidentiality 
reasons, develops a web-based system for broadcasting TV programs on the 
Internet. It has 35 employees. The development team consists of eight peo-
ple, including a product owner, a scrum master and six developers. The de-
velopment process they use is Scrum combined with the practices of Infor-
mative Workspace, Stories, Incremental Development, Test-Driven devel-
opment, Continuous Integration and Pair Programming in eXtreme Pro-
gramming. 

At eTV, all organization-wide risks are managed by the Architectural Fo-
rum (AF). The AF corresponds to the RMF in our model. Risk management 
comprises a critical part of its function.  The purpose is to effectively coor-
dinate risks that need attention on an organization-wide basis. For instance, 
the AF may coordinate the management of a critical technical risk identified 
in the Implementation phase having impact on the release schedule, and con-
sequently, on the planned system integration and delivery.  

The AF consists of a group of roles that are represented by key personnel, 
such as business and product managers, team leaders, architects, and custom- 
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Figure 6.6 Mapping of risk management in the agile Product Vision Planning phase 
at eTV 
 
ers. They meet regularly on both an incident-driven and periodic basis (every 
three weeks).  

As depicted in Figure 6.5, The AF has its own risk management process. 
Some risks may be managed in their entirety within the forum. Some other 
risks may have to be delegated and managed in co-operation with the appro-
priate role(s) active in the phase relevant for the risk. However, the AF keeps 
the principal ownership of these risks throughout their whole management. It 
has the utmost authority to sign them off. 

Regarding risk management in the Product Vision Planning phase, it 
mainly concerns business related risks. It is managed by business manage-
ment. As depicted by the two arrows in Figure 6.6, the risks that do not get 
fully mitigated at this level undergo at least the first two risk management 
phases, Risk Identification and Risk Analysis. These risks will be further 
analyzed and managed in the subsequent development phases. This means 
that they will get transferred to the Product Roadmap and Release Planning 
phase. Some of them, however, may be reported to the Architectural Forum, 
who then re-analyses them in order to determine further measures. 

The risks managed in the Product Roadmap and Release Planning phase 
initially comprise business risks. All risks in this phase are owned and man-
aged by the product manager. Most of the business risks at this level corre-
spond to the risks that have been identified in and transferred from the initial 
Product Vision Planning phase.  

 As illustrated by the different style arrows in Figure 6.7, the mapping of 
risk management in the agile process shows that the risks that cannot be 
mitigated in the Product Roadmap Planning or Release Planning sub-phases 
mainly undergo Risk Identification and Risk Analysis. In addition, the Re-
lease Planning phase also involves Risk Management Planning for determin-
ing the strategies and actions needed to mitigate the identified risks for that 
release. 

As the high-level product vision plan evolves into the product roadmap 
plan and finally into more detailed release plans, new risks may be identified 
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Figure 6.7 Mapping of risk management in the Product Roadmap and Release 
Planning phase at eTV 
 
analyzed and planned for in this phase. The result is materialized in a risk list 
and a risk management plan, supervised by the product manager. At this 
stage, risks are still mainly of business character but technical risks may also 
be identified here.  

The risks are delegated to the appropriate candidates within the organiza-
tion, if needed. However, the product manager still keeps the main owner-
ship of the risks and is the only authority to sign-off the mitigated risks. 
Hence, the resolution of the delegated risks must be reported to the product 
owner.  

The product manager may also transfer the identified risks to the Archi-
tectural Forum for further action. The transferred risks, for instance, may 
concern schedule risks that should be further coordinated and communicated 
to others in the organization. The risks of technical nature, such as issues 
concerning the implementation of certain system functionality, get trans-
ferred to the Implementation phase, where they are further analyzed, planned 
for, monitored and controlled by the team and its members.  

The Implementation phase is performed by a team leader together with 
team members. In this phase, risk management strongly varies. Some risks 
may be fully mitigated within a daily meeting, some will be mitigated within 
an iteration, whereas other risks will have to be transferred to the next itera-
tion for continued management. Despite this variety, we have identified pat-
tern of managing risks within the Implementation phase. As illustrated by the 
different style arrows in Figure 6.8, this pattern is as follows: Iteration Plan-
ning mainly involves Risk Identification, Risk Analysis and Risk Manage-
ment Planning. Risks are monitored and controlled during Daily Status and 
Development in the Iteration Implementation phase. New risks may also be 
identified during Daily Status, which are then analyzed and planned for. The  



 91 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 6.8 Mapping of risk management in the Implementation phase at eTV. 
 
Iteration Completion phase involves Risk Sign-Off and Risk Post-Mortem 
Analysis. Below, we elaborate on this.  

Risk management is continuously performed within an iteration. Risk 
monitoring, control and treatment are mainly conducted within the develop-
ment activities. Risk monitoring, however, takes place via the so-called 
“checkpoints”, where one actively inspects the status of risks. As illustrated 
in the Implementation phase of Figure 6.8, the main checkpoints are (1) It-
eration Scoping, (2) Task Planning, (3) Daily Status, (4) Development and 
(3) Iteration Completion.  

During the Iteration Scoping and Task Planning sub-phases, one studies 
the known risks and identifies the new ones. After having identified the new 
risks, one then analyzes both the new and old risks, and makes appropriate 
decisions. Some of the risks may already have become mitigated during the 
Iteration Planning. In this case, they are checked off from the risk list and 
the risk management process is terminated for those risks. For the remaining 
risks, one creates action plans.  

Once the risks have been identified and analyzed, one determines the it-
eration plan. This plan also includes a list of risks to be monitored and con-
trolled.  

Usually, one risk concerns one task or feature to be implemented. Hence, 
the risk ownership is automatically assigned to each programmer or pro-
grammer pair being responsible for that task or feature. In addition, the team 
leader has a supervising ownership for all the risks identified. The team  
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Figure 6.9 Scaling up the integrated process with Scrum of Scrum meetings at eTV. 
 
leader has also the utmost responsibility for all the remaining risks that can-
not be assigned to the team members.  

During the iteration, risks are monitored in the Daily Status phase. In this 
phase, one discusses the known risks and identifies the new ones. Regarding 
the known risks, their status is communicated to the whole team on a daily 
basis. Regarding the new risks, they are mainly identified during the daily 
meetings. Some minor risks may even be analyzed and planned for, or even 
mitigated, during a meeting. For more serious risks, however, one arranges 
special sessions or new meetings, during which one analyzes risks and de-
termines what needs to be done to mitigate them.  

Between the daily meetings, the risks are monitored and controlled by the 
risk owners in the Development phase. In addition, they are continuously 
supervised by the team leader.  

In the final checkpoint, that is, the Iteration Completion phase, one evalu-
ates the product, the process and the risks. Regarding the risks, one goes 
through the list of all the risks and analyses how they have been monitored 
and controlled, whether they have been mitigated, and one identifies the 
effects of the risk management process. In this phase, all the mitigated risks 
get signed off and removed from the risk list. The business risks get signed 
off by the product owner, whereas all the other risks get signed off by the 
team. Regarding the unmitigated risks, they are still on the risk list. This list 
constitutes an input to the next iteration. 

As a final remark, eTV is in the process of scaling up the agile project 
with more teams. This implies greater communication burden among the 
teams, the various process levels and the Architectural Forum. Regarding 
the communication among the teams, the organization is in the process of 
creating daily inter-team meetings corresponding to the Scrum of Scrum 
meetings (see Figure 6.9) (Scrum, 2003). During these meetings, the team 
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leaders meet to discuss status between the teams on a daily basis. If any ma-
jor risks are identified, then they will have to be reported to and managed by 
the Architectural Forum. 

6.6 Evaluation of integration solution 
 
In this section, we present the results of an evaluation of the proposed solu-
tion to address the lack of risk management in agile development. The 
evaluation is based on in-depth interviews that were conducted with ten agile 
practitioners in the Swedish software industry. Their profiles are presented in 
Chapter 2, section 2.4. The questionnaire is presented in Appendix L. The 
entire evaluation is also presented in Paper 8.   

Below, we briefly describe the evaluation criteria. This is followed by a 
summary and discussion of the evaluation results.  

6.6.1 Evaluation criteria 
The overall purpose was to evaluate whether the proposed solution including 
the integration model and the integrated model provide a valid solution for 
addressing the lack of risk management in agile development. To accomplish 
this, we evaluated the proposal against a set of requirements covering the 
integration model, integrated model and the question of agility. As listed in 
Chapter 1, the solution is expected to fulfill the following three require-
ments:  

 
• The integration model should provide software organizations practical 

guidance on how to integrate their risk management and agile develop-
ment processes. 

 
• The integrated model should provide a reference model for software or-

ganizations to examine their risk management and see how they compare 
to our model.  

 
• The solution should provide guidance for reasoning about agility with 

respect to risk management 
 

In the following section we discuss the results of the evaluation of the 
proposed integration solution. 
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6.6.2 Evaluation results 
 
Generally, our evaluation results show that all the three requirements are 
fulfilled. Hence, we conclude that integrating risk management and agile 
development provides a valid solution to address the lack of risk manage-
ment in the agile model. However, our solution is considered valid only un-
der circumstances where the inherent risk-driven nature of the agile devel-
opment model is insufficient. 

The need of risk management depends on several factors, but primarily it 
subsumes to project size, type of development, product complexity and 
overall project risk profile. More specifically, the results show that the inte-
gration of risk management adds most value in development contexts with 
one or several of the following characteristics: 

 
• teams consisting of more than ten people  
• distributed teams 
• development of safety critical, security critical, embedded systems, com-

plex systems, entirely new systems and/or innovative systems 
• projects with high risk exposure, e.g. depending on factors such as the 

external environment, organization, product status, technology, schedule, 
and so forth. 
 
The integration of risk management was not considered necessary in 

smaller projects developing simple software where the team was co-located. 
In these cases, it was argued that the agile process itself allowed effective 
management of risks without adding risk management to it. Below, we dis-
cuss the results of each of the three requirements, starting with the integra-
tion model. 

Integration model 
Regarding the proposed integration model, the interviewees agreed that it 
provided practical guidance for how to conduct integration. The four integra-
tion points were also considered relevant and useful. Hence, we do not mod-
ify the integration model. However, some concerns were raised regarding the 
usefulness of Communication Channels. Defining the flow of risk communi-
cation between various parts of the organization, was not considered very 
useful unless guidelines for how to communicate risks in an agile way were 
provided. We consider this a very important feedback for extending our 
model.  

A similar comment concerns the Process Aspects. Several interviewees 
requested that our proposal should include practical examples of its impact 
on the integrated process as well guidance on how to use them in the design 
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process. We consider this a very important feedback for extending our 
model. 

Integrated model 
The integrated model was considered to fulfill its purpose as a reference 
model. It was regarded useful for anybody interested in comparing their risk 
management practice. However, without providing guidelines on how to 
actually conduct agile risk management, its utility was considered limited. 
Hence, it was suggested that the integrated model was extended with guide-
lines on how to conduct agile risk management. This is also considered a 
very important advice for improving the model.  

Some other concerns raised involved the RMF function and the roles in 
the integrated model. They were considered to conflict with agile principles. 
We consider this feedback as highly relevant. However, we do not modify 
our model due to this observation. We believe that they should be an option 
and not a must, as far as other forms of achieving good communication, col-
laboration and shared project responsibility for risk management on a con-
tinuous, organization-wide basis are practiced. For instance, the RMF could 
be part of already existing cross-organizational functions in an organization 
such as the Integrating Scrums as suggested by Schwaber (2007). 

Maintaining agility 
Our model provides a solution for extending the risk management capability 
of the agile model without changing the agile base. It also provides a simple 
tool for integrating the risk management process according to the needs at 
hand and a reference model for comparing notes. For these reasons, the in-
terviewees agreed that agility would be maintained. However, it was also 
suggested how agility could be further enforced. For instance, it was pro-
posed that any direct conflicts with agile principles, such as collaboration, 
were removed or further motivated. The reason argued was that adding any 
activities to the agile process must always be clearly justified.  

In response to these comments, we wish to emphasize that none of the 
current agile models explicitly describe how to extend the agile model with 
risk management, or other processes. To fill in this gap, we therefore keep 
our model as originally described until other solutions are provided. We also 
lay emphasis on the fact that the model is made tailorable to allow the user to 
maintain any degree of agility. In addition, we clarify that the model is not 
aimed at all projects. The projects and organizations primarily concerned by 
our solution are those with the characteristics listed above, such as projects 
with distributed teams or developing complex software, or which need to 
extend the risk management capability of their agile models for any other 
reasons not detected herein. 
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6.7 Final remarks 
 
In this chapter, we have examined the agile model from a risk management 
perspective, identified and discussed the gap that exists between them, and 
proposed and evaluated a solution to reduce it. The solution that we propose 
subsumes the following contributions: 
 
• Simple integration model. Agile and risk management represent different 

types of processes. Because there are no general models for integrating 
them, we introduce a simple integration model enabling their integration. 
It is created based on empirical studies of various agile process scenarios 
in the industry in which risk management was executed. It identifies four 
basic points of process integration including a list of aspects that help de-
termining how to adapt an instance of the integrated model according to 
the risk management needs in every specific situation. Hence, the integra-
tion model consists of four components facilitating the design of an inte-
grated model, (1) a component for mapping out the risk management 
process phases in the agile process, (2) a component for defining the roles 
and their responsibilities in the integrated model, (3) a component for de-
fining the communication structure of the integrated process via commu-
nication channels, and (4) a component listing the factors that have an 
impact on the design of specific instances of the integrated process also 
allowing one to reason about the impact of integration on agility.  

 
• Integrated model. Despite the fact that risk management is of crucial im-

portance for software project success, very few models have been found 
that explicitly integrate risk management with agile development proc-
esses. We outline an agile model integrating risk management. Its two ba-
sic constituents are represented by an agile and risk management model, 
both of which are synthesized from a subset of existing models in their re-
spective domains. Hence, we do not bind the integrated model to a single 
standard. The integrated model aims at managing risks encountered 
within the development process and its inherent phases on two organiza-
tional levels, the Business and Engineering Levels. Hence, it recognizes 
the fact that risk management is a continuous organization-wide process. 
In addition, the integrated model is created using an inductive approach. It 
is based on empirical studies of risk management in agile processes in 
software organizations, thereby reflecting the industrial status of the inte-
gration of agile and risk management. Finally, the proposed model is also 
evaluated in industry. The evaluation resulted in suggestions for improv-
ing and extending the model. This feedback provides a basis for future 
work. 
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This chapter summarizes the essence of the main contributions of this thesis. 
Conclusions and suggestions of future work are presented in the next chap-
ter. 
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7 Epilogue 

Controlling risks improves essential software development features such as 
product quality, planning precision and cost-efficiency (Englund, 1997) 
(Ropponen and Lyytinen, 2000). For this reason, the inclusion of risk man-
agement in software development is an important factor to consider if one 
wishes to achieve project success (Kontio, 1999). Unfortunately, our re-
search shows that many software development models, both the traditional 
and agile ones, are not well aligned with the risk management process prac-
tices.  

In this thesis, we have addressed this by outlining a model specifically 
aimed at aligning the agile model with risk management. This is accom-
plished by integrating the agile and risk management processes. The pro-
posed solution consists of an integration model providing guidelines for 
integrating the two processes and an integrated model, that is, a reference 
model against which organizations can compare their risk management prac-
tice. In its current version, it is primarily targeted towards process engineers 
and business developers or other roles involved in process engineering and 
process improvement.  

The model has been elicited based on the results of studies of the status of 
risk management in interviews with representatives of totally 37 software 
organizations world-wide. The final outline of the solution was however 
elicited based on the study of risk management as executed in the agile proc-
ess only within one software organization. The resulting model was also 
evaluated in interviews with ten agile practitioners. As a result of this 
evaluation, we conclude that: (a) it is a valid solution for addressing the cur-
rent lack of risk management in agile development, however only in certain 
projects and organizations, (b) both the integration model and the integrated 
model needs to be further elaborated in terms of the guidance they provide, 
and (c) the model needs to be further investigated in terms of its applicability 
in practice.  

The results show that the model places risk management on specific agile 
development phases. The integrated model also suggests preliminary pat-
terns for where and when risk management takes place in the agile process. 
Also, in contrast to other existing models for including risk management in 
software development, such as the risk-driven spiral model (Boehm, 1988) 
and the approaches suggested by for instance Sliger (2006) and Li et al. 
(2006), our model recognizes risk management in development as an organi-
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zation-wide activity. It places risk management over the entire software de-
velopment lifecycle and it involves both the Business and Engineering or-
ganizational levels. The RMF and the Communication Channels adds struc-
ture to the process and help coordinate and control the organization-wide 
management of risks. Furthermore, it makes explicit that different roles are 
responsible for different types of risk as managed on different organizational 
levels and in different process phases. Finally, the Process Aspects aid in 
designing the instances of an integrated process with regard to the need of 
risk management, which is also relevant for reasoning about agility. 

The model is however still in its infancy. It needs to be further elaborated 
and complemented with more details. Hence, the premises presented herein 
must be further validated. Despite this, we believe that it already provides 
(1) a platform for communicating about risk management within agile de-
velopment, (2) a reference model for software organizations to examine their 
practices and see how they compare to the integrated model, (3) a starting 
point for researchers and industrial organizations to start defining their own 
integrated development models, and (4) a foundation for future work. 

Finally, regarding the aspect of agility the solution is intended to maintain 
a level of agility adequate for the context at hand. Essentially, agile devel-
opment and risk management both aim at the same thing, that is, helping 
development teams to do the right things in critical development situations. 
Hence, they should not be in conflict with each other. With our solution, we 
also argue that agility can be maintained and at the same time support the 
goals and practices of risk management. 
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