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Abstract 

Managing something that is not measured is difficult to near impossible and Information 

Security is not an exception. Effective measurement and reporting are required in order 

to demonstrate compliance, improve effectiveness and efficiency of controls, and ensure 

strategic alignment in an objective, reliable, and efficient manner. 

The main purpose of the report is to examine the present state of the art of information 

security measurement from an organizational standpoint and to present the reader with 

enough relevant information so as to facilitate a holistic understanding of the area. 

To a lesser degree, this document may be used as a high-level guidance on the common 

challenges of information security measurement and possible ways for addressing them, 

and on where to find more in-depth information on the subject. 

This report is produced as part of the Controlled Information Security (COINS) research 

project funded by the Swedish Civil Contingencies Agency (MSB). 

Keywords: Information Security, Security Governance, Security Management, Security 

Metrics, Security Measures, Security Measurement.  
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1 Introduction 
This chapter serves to introduce the reader to the general premise of this report as well 

as to explain its purpose, scope, and structure. 

1.1 Background 

To paraphrase the frequently quoted (and misquoted) expression by Lord Kelvin, unless 

something can be measured, our knowledge of it is insufficient. The readily understood 

implication of this in the reality of management is that our ability to manage something 

is directly dependent on our knowledge of it, and that managing something that cannot 

be (or is not being) measured is generally difficult to near impossible. 

This has become increasingly apparent in the field of information security over the past 

decade (IATAC, 2009) and measurement is, for instance, an explicit requirement in the 

ISO/IEC 27001 standard (ISO/IEC, 2005). As a consequence, a considerable number of 

research initiatives have been emerging and culminating in best practice and regulatory 

standards, methodologies, frameworks, compilations, tools and technologies, etc, being 

developed or adapted to cover/support security metrics. 

The greatest driver for this development for most organizations is the recently amplified 

regulatory environment, demanding greater transparency and accountability. However, 

organizations are also driven by internal factors, such as the needs to better justify and 

prioritize security investments, ensure good alignment between security and the overall 

organizational mission, goals, and objectives, and fine-tune effectiveness and efficiency 

of the security programmes.  

For instance, a survey by Frost & Sullivan showed that the degree of interest in security 

metrics among many companies (sample consisted of over 80) was high and increasing 

(Ayoub, 2006); while, in a global survey sponsored by ISACA, dependable metrics were 

perceived to be one of the critical elements of information security programme success 

by many security professionals and executives, though, they were also deemed difficult 

to acquire (O’Bryan, 2006). 

The emphasis on governance also entails a need for proper measurement and reporting 

on all the echelons within the organization, starting at the highest level. Another survey 

instigated by ISACA showed that organizations that are missing an information security 

governance project had identified metrics and reporting as the areas in their information 

security programmes where the lack of quality was most noticeable (Pironti, 2006). The 
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correlation shown in this study underlines the need to recognize that measurement and 

reporting are connected with management on all organizational levels. 

1.2 Motivation 

This report is produced as part of the Controlled Information Security (COINS) research 

project funded by the Swedish Civil Contingencies Agency (MSB). The aim of the COINS 

project is to support government agencies in achieving an adequate level of information 

security, with a particular focus on communication of security issues (both internally as 

well as externally). 

One earlier intermediate result of the COINS project (Hallberg & Lundholm, 2009) dealt 

with the development of information security metrics based on organizational modelling. 

Two different models were utilized to study a Swedish agency. The input for the models 

was based on review of security documentation as well as security personnel interviews 

and metrics were devised based on the analysis provided by the models. 

1.3 Purpose 

This report endeavours to investigate and outline the present state of the art of metrics 

and measurement in the field of information security as of the time of its writing, which 

is achieved through a comprehensive literature review. The goal is to provide the reader 

with enough diversified illustrative information on the subject so that an overall, holistic 

view of the state of the art can take shape and to direct the reader towards the various 

relevant sources of information if a more in-depth knowledge about some or all aspects 

of the subject matter are being sought. 

The report examines both theoretical and practical issues concerning the subject matter 

and thus may prove to be informative for both security researchers and practitioners in 

academic, industrial, and/or governmental institutions on different echelons within their 

respective organizations, but it is mainly targeted at those primarily concerned with the 

management/governance facets of information security. 

1.4 Scope 

This report aspires to provide illustrative examples of the current knowledge base, best 

practice and regulatory standards, theoretical frameworks, tools and technologies, and 

directions in research that are explicitly connected to the development, implementation, 

and maintenance of information security metrics. This report is thus intended to aid the 

reader in forming an overall, holistic view of the state of the art in information security 

metrics but is not meant to be treated as an exhaustive resource. 
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The intention with this report is also that it not be nation-specific. The implication is, for 

instance, that overviews of national standards or governmental guidelines are generally 

omitted from the report, unless said standards or guidelines have received some degree 

of international recognition. 

This document deliberately differentiates between information security management (or 

governance) and systems/software security engineering metrics, and is written with the 

former (management) perspective in mind. The engineering security metrics standpoint 

is not covered by this report, but that is not to say that all technical metrics are deemed 

irrelevant in this context (i.e. the end-state, integration, and operations of systems and 

software solutions are of relevance to this report but it is not concerned with the design 

and development thereof). 

1.5 Disposition 

The following is the list of chapters comprising this report and their brief descriptions: 

Chapter 1 – (This chapter) the introductory chapter that gives the reader a premise of 

what, why, and how this report is set to convey. 

Chapter 2 – The purpose of this chapter is to better familiarize the reader with present 

understanding of what constitutes information security metrics, and what role they play 

and what purpose they serve in the overall information security management. 

Chapter 3 – This chapter serves to give the reader an overview of relevant established 

standards and a number of research initiatives that collectively should provide a holistic 

view of the area from a more theoretical perspective. 

Chapter 4 – This chapter examines certain practical concerns connected to information 

security measurement that are of more strategic nature, including metrics prioritization, 

critical success factors, roles and responsibilities, and ROI. Methods and guidelines that 

help resolve those issues are discussed.  

Chapter 5 – This chapter examines certain practical concerns connected to information 

security measurement that are of more operational nature, including the development, 

implementation, and maintenance of metrics. Relevant methods, guidelines, tools, and 

technologies are discussed. 

Chapter 6 – This is the concluding chapter that reflects on the information compiled in 

this report, and summarizes and comments on some of the key issues discovered while 

the literature review was being conducted.  
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2 Concepts and Theory 
This chapter explains what metrics are, what constitutes "good" metrics, and how they 

can be used to enhance information security effectiveness/efficiency. The purpose is to 

provide the reader with conceptual basis needed to better understand the remainder of 

this document and to demonstrate the degree to which different publications agree (or 

disagree) in defining these concepts. 

2.1 Definition of "Metrics" 

A degree of ambiguity exists with regard to the exact definition of the term metric, or 

security metric, in the Information Security community. Generally, the terms (security) 

metric and measure tend to be used interchangeably. A trend can be observed of the 

latter progressively replacing the former in the established standards and common use 

(IATAC, 2009). 

The said ambiguity partially stems from the fact that many publications do not explicitly 

identify the context in which the term is used in the term's definition, presupposing that 

the context is readily understood in view of the nature of the publication. Confusion may 

then arise when the term is used out of the context that it was originally intended for. A 

notable case in point is the occurrence of the term security metrics in both the area of 

Information Security (IS) Management and in the area Software Engineering/Assurance, 

even though the two assume substantially dissimilar contexts. Therefore, taking care in 

specifying the context when using the generic term security metrics is advisable when it 

may not be readily understood. 

The following is a list of definitions proposed by some of the prominent publications on 

the subject: 

• Measure - A variable to which a value is assigned as the result of measurement. 

Where measurement is defined as the process of obtaining information about the 

effectiveness of Information Security Management Systems (ISMS) and controls 

using a measurement method, a measurement function, an analytical model, and 

decision criteria (ISO/IEC, 2009a). 

• (IS) Measures - the results of data collection, analysis, and reporting, which are 

based on, and monitor the accomplishment of, IS goals and objectives by means 

of quantification (Chew et al., 2008). 

• Metric - a consistent standard for measurement, the primary goal of which is to 

quantify data in order to facilitate insight (Jaquith, 2007). 
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• Metric - a proposed measure or unit of measure that is designed to facilitate 

decision making and improve performance and accountability through collection, 

analysis, and reporting of relevant data (Herrmann, 2007). 

• Metrics - broad category of tools used by decision makers to evaluate data. A 

metric is a system of related measures that facilitates the quantification of some 

particular characteristic. In simpler terms, a metric is a measurement that is 

compared to a scale or benchmark to produce a meaningful result (McIntyre et 

al., 2007). 

• Security Metrics - the standard measurement of computer security (Rosenblatt, 

2008). 

Although the specifics of the different definitions are subject to some variation, certain 

common characteristics generally emerge. Namely, metrics/measures are considered to 

be measurement standards that facilitate decision making by quantifying relevant data, 

where measurement refers to the process by which they are obtained. 

A distinction can also be drawn between a metric and a measurement (another term for 

the latter is primitive, as used by Herrmann). The underlying difference and relationship 

between the two is that the latter is more basic, it quantifies only a single dimension of 

the object of measurement that does not hold value (facilitate decision making) in itself 

(e.g. number of employees in an organizational unit that have received security training 

as required by the policy), while the former is derived from two or more of the latter to 

demonstrate an important correlation that can aid a decision (e.g. dividing the previous 

example by the total number of employees in the same organizational unit results in an 

informative measure). 

This can be refined even further. ISO/IEC 27004 identifies derived measures, which are 

a function of two or more base measures (same as the above example), and indicators, 

which are a function of two or more base/derived measures combined with a predefined 

decision criteria (i.e. targets) for measurement (though, all three layers can collectively 

be referred to as measures). Alternatively, Herrmann and certain other publications use 

the term aggregate metric when referring to measures derived from two or more other, 

simpler measures. 

This report uses the terms metrics and measures interchangeably. For the purposes of 

clarity and consistency, ISO/IEC terminology is used as the primary frame of reference, 

although the sections of this report describing other methodologies and frameworks will 

attempt to stay true to their respective terminologies as much as possible, as long as it 

does not create inconsistencies within this document. 



6 
 

2.2 Attributes of Metrics 

This section offers an extended explanation and description of what constitutes (proper) 

metrics, and possible ways of classifying them (at a high level). 

2.2.1 What constitutes "Good" Metrics 

A number of different publications on the subject, including standards, frameworks, and 

various books and articles by independent experts recommend that, in order to properly 

serve their intended purpose, information security metrics should possess certain "ideal" 

characteristics. 

One of such sets of ideal characteristics (Jelen, 2000), originally coined by John Wesner 

and sometimes cited by other sources, advises that metrics should be "SMART", that is, 

specific, measurable, attainable, repeatable, and time-dependent. Some other examples 

of proposed definitions of ideal security metric characteristics include accurate, precise, 

valid, and correct (Herrmann, 2007); meaningful, reproducible, objective and unbiased, 

and able to measure progression towards a goal (Chapin & Akridge, 2005); consistently 

measured, cheap to gather, expressed as a cardinal number or percentage and using at 

least one unit of measure, and contextually specific (Jaquith, 2007). 

Although the specific terminology among the various sources differs, it can be said that 

"good" metrics are, in general, expected to possess the following qualities: 

• Metrics should measure and communicate things that are relevant in the specific 

context for which they are intended, and be meaningful (in both the content and 

the presentation) to the expected target audience. 

• The value of metrics should obviously not exceed their cost. Measures should be 

cheap/easy enough to obtain so that potential inefficiencies of data collection do 

not pull the resources needed for subsequent stages of measurement or in other 

parts and functions of the organization. 

• The timeliness and frequency of measurement has to be appropriate for the rate 

of change of the targets of measurement so that the latency of metrics does not 

defeat their purpose. It should also be possible to track changes over time. 

• Good metrics should ideally be objective and quantifiable. This implies that they 

have to be derived from precise and reliable numeric values (and not qualitative 

assessments, which have potential for bias), and likewise be expressed by using 

readily understood and unambiguous units of measure. 
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• Metrics have to be consistently reproducible by different evaluators under similar 

circumstances and, therefore, a sufficient level of formality is expected from the 

defined measurement procedures. 

It can also be recognized that most, if not all of the above can be augmented through a 

high degree of standardization and, wherever possible, automation of the measurement 

related processes.  

2.2.2 Dimensions of Measurement 

A number of taxonomies exist that put forward high level categorizations for information 

security measures. Some prominent examples of classifications that are applicable from 

a management/organizational perspective include*†

• Governance, Management, and Technical (CISWG, 2005). 

: 

• Management, Operational, and Technical (Savola, 2007). 

• Organizational, Operational, and Technical (Seddigh et al., 2004; Stoddard et al., 

2005). 

• (Information Assurance) Programme Development, Support, Operational, and 

Effectiveness (Vaughn, Henning, & Siraj, 2003). 

• Organizational and Performance, Operational, Technological, Business Process, 

Business Value, and Compliance (Pironti, 2007). 

• Implementation, Effectiveness and Efficiency, and Business Impact (Chew et al., 

2008). 

• In (CIS, 2009), though not explicitly stated, proposed metrics can potentially be 

categorized by their target audience, which is Management, Operations, or both 

(compare this to some of the previous classification examples). 

• Classification of IS metrics using a Balanced Scorecard based taxonomy, that is, 

into Financial, Customer, Internal Business Processes, and Learning and Growth, 

also has some proponents (Jaquith, 2007). 
                                          

* Seddigh et al., Savola, and Vaughn, Henning, and Siraj, propose elaborate taxonomies consisting of 
multiple tiers. For illustrative purposes, only one (most applicable and easily comparable) tier of each 
taxonomy is listed here. Notably, Vaughn, Henning, and Siraj taxonomy includes a Technical Target 
of Assessment classification tree in addition to the Organizational Security one that is shown here. 
† This section provides only a brief overview of security metrics taxonomies and the similarities and 
dissimilarities between them. An extended discussion on the subject is provided in the Appendix A of 
this report by courtesy of Laleh Pirzadeh Irannezhad from the Chalmers University of Technology. 
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While there is no single, widely accepted unified model or terminology when it comes to 

the categorization of information security measures, even at a high level of abstraction, 

some of the above do share similarities. It can also be noted that, in some of the cases, 

there is a tendency to separate the social and the technical facets of security.  

What can be generally accepted is that metrics are multidimensional. They have lateral 

(administrative functions) and hierarchical (administrative levels) properties, where the 

lower level metrics may "roll up" into the higher level ones. They differ in the collection, 

analysis, and reporting frequency and period; where the latter can be dependent on the 

security programme's maturity, a possible means for classification in itself, as especially 

evident from (Chew et al., 2008). Metrics can also be leading or lagging indicators, that 

is, reflect either future or previous security conditions (Jansen, 2009). 

2.3 Applications of Metrics 

This section explains the roles and purpose of information security metrics in the overall 

organizational context. 

2.3.1 Security Management Component 

In most general terms, within the scope and context of this report, security metrics can 

be considered a part or extension of an organization's information security management 

system/programme. Thus, it can be said that the applications of security metrics are as 

extensive as the reach of security management in the organization (and scale over time 

accordingly). This perspective is adopted in the ISO/IEC 27004 and the NIST SP 800-55 

information security measurement standards (ISO/IEC, 2009a; Chew et al., 2008), and 

various other sources on which this report is based. 

When properly designed and implemented, metrics can be used to identify and monitor, 

evaluate and compare, and communicate and report a variety of security related issues; 

facilitating decision making with a degree of objectivity, consistency, and efficiency that 

would not otherwise be feasible. Some of the major uses of information security metrics 

from the organizational perspective include: 

• Demonstrating compliance or verifying the extent to which security requirements 

have been satisfied, with regards to both external agents (e.g. laws, regulations, 

standards, contractual obligations) and internal ones (e.g. organizational policies 

and procedures). 

• Increasing transparency and improving accountability by facilitating detection of 

specific security controls that are not properly implemented (or not at all) or are 

otherwise ineffective, and the stakeholders in charge. 
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• Improving effectiveness and efficiency of security management by providing the 

means to monitor and gauge the security posture in view of different events and 

activities, correlate implementation of particular security strategies with changes 

in posture, display trends, and quantify progress towards objectives. 

• Supporting resource allocation related decisions by providing quantitative means 

to either justify and reflect on the prior/current information security spending or 

plan and prioritize future investments. 

• Enabling quality assurance and assessment of suitability when acquiring security 

products or services from third parties and providing means to compare different 

products and services. 

Some things lend themselves to measurement better than others (i.e. some information 

is inherently easier to collect and quantify). Nonetheless, even though relative simplicity 

combined with high precision are generally considered to be some of the main merits of 

(good) measures, a strong argument can be made in favour of using statistical methods 

to simply reduce uncertainty concerning a "less tangible" target rather than to eliminate 

it completely, when the latter is not practicable, so that educated decisions about it can 

still be made (Hubbard, 2007). 

2.3.2 Relationship to Risk Management 

Security metrics share a notable relationship with risk management. It can be said that 

many of the decisions that the security metrics support are in essence risk management 

decisions, since the ultimate purpose of all security activities is management of security 

risks. Therefore, metrics can supplement specific risk management activities by directly 

contributing input for analysis as well as an organization's overall capability to deal with 

the risks it faces by facilitating continual improvements to security. Conversely, in order 

to properly direct and prioritize the information security measurement efforts in view of 

the organization's actual business risks, output from the risk assessment activities must 

be used. 

This relationship is, for instance, highlighted in the ISO/IEC 27004 standard, where it is 

both explicitly stated that an organization is required to have a sound understanding of 

the security risks it faces prior to developing metrics and performing measurement, and 

that the output of measurement can substantiate risk management processes (ISO/IEC, 

2009a). Thus, the relationship between security measures and risk management is both 

interdependent and mutually beneficial.  
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3 Standards and Initiatives 
This chapter provides an overview of established (internationally recognized) standards 

and a number of research initiatives instigated by various industry, state, and academic 

institutions, which address the subject of information security (management) metrics. 

3.1 Overview of Standards 

This section presents an overview of the relevant information security metrics related 

standards. The two main standards covered here are NIST SP 800-55 (Revision 1) and 

ISO/IEC 27004. 

3.1.1 NIST SP 800-55 

National Institute of Standards and Technology Special Publication 800-55 comprises a 

set of guidelines on the development, selection, and implementation of system- as well 

as programme-level information security measures that can be applied towards helping 

an organization to assess the state of security controls, policies, and procedures that it 

currently has in place, and make better-informed risk-based decisions with regards to 

the prioritization of security controls, allocation of security resources, and validation of 

security investments. 

The current version of the standard, published in July 2008, NIST SP 800-55 Revision 1, 

Performance Measurement Guide for Information Security (Chew et al., 2008), builds up 

on the preceding edition of the same standard that was published in 2003, NIST SP 800-

55, Security Metrics Guide for Information Technology Systems (Swanson et al., 2003), 

while also incorporating the contents of the NIST Draft SP 800-80, Guide to Developing 

Performance Metrics for Information Security, and is in alignment with security controls 

found in the NIST SP 800-53, Recommended Security Controls for Federal Information 

Systems (Ross et al., 2007). The most notable improvement in the current version over 

the previous one is the inclusion of the programme-level perspective (in addition to the 

system-level perspective) on information security measures. 

The NIST SP 800-55 Revision 1 document structure and topics covered are as follows: 

• Introduction - Explains the document's purpose, scope, audience, structure, and 

history; and also discusses the critical success factors for an Information Security 

Measurement Programme (ISMP). 

• Roles and Responsibilities - Discusses the roles and responsibilities of the key 

stakeholders in the organization with respect to the establishment and success of 

an ISMP as well as the overall Information Security Programme. 
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• Information Security Measures Background - Describes the background and 

benefits of implementation, discusses the definition and the different types of IS 

Measures, and goes further into the success factors behind an ISMP. 

• Legislative and Strategic Drivers - Explains the relationship between overall 

organizational mission, goals, and objectives, and IS performance measurement; 

and also reflects on certain legislative considerations in the U.S. context.  

• Measures Development Process - Proposes a methodology for the measures 

development process and describes it in detail step by step. Measures template 

and formulation instructions are also provided. 

• Information Security Measurement Implementation - Explains the process 

and the related success factors of the implementation of an information security 

measurement programme. 

The report also includes an Executive Summary. In addition, Appendix A provides some 

sample measures that can be tailored for specific organizational needs or be used as a 

frame of reference for creating new measures. 

One of the highlights of the standard is the inclusion of a capability maturity model that 

links the organization's IS programme maturity level to the goals (and capabilities) of 

the ISMP, as illustrated by Figure 1. 

 

Figure 1: Information Security Programme Maturity and Types of Measurement. 

As implied by the above figure, the types and primary targets of measurements in the 

organization vary depending on the level of maturity of its IS programme, as does the 
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organization's ability to perform them. For instance, the model suggests that it is more 

sensible as well as more feasible for an organization to focus on measurements of the 

security controls coverage (i.e. degree of implementation) at the earlier stages of its IS 

programme's maturity, with the main focus gradually shifting towards the effectiveness 

and efficiency measures as the coverage objectives (ideally, 100%) for various security 

controls are met. The ultimate goal is a high degree of measurement automation with 

the main focus of measurements being the impact that Information Security has on the 

organization's mission, goals, and objectives. 

The methodology proposed in NIST SP 800-55 (Rev. 1) consists of two main processes; 

the first one is concerned with the development of measures (as portrayed on Figure 2), 

while the second one addresses their implementation (as shown on Figure 3). Both of 

the processes are iterative. 

 

Figure 2: Information Security Measures Development Process. 

The measures development process serves to device the original set of measures when 

first initiated and to select/redefine the successive sets of measures upon each iteration 

depending on the organization's priorities for a given time period. The process is divided 

into two types of activities, identification of the (current) state of the IS programme in a 

larger organizational context and establishment of measures that are most appropriate 

with respect to the former. The model of the process depicted on Figure 2 illustrates the 

general relationship between the activities (e.g. information security policies, guidelines, 

and procedures are derived from goals and objectives; process implementation metrics 

are more fundamental than effectiveness and efficiency metrics; development/selection 

activities provide feedback for the related identification/definition activities, such as the 
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effectiveness/efficiency metrics facilitating (continuous) appropriate changes to policies, 

guidelines, and procedures). However, the standard does not insist that the activities be 

followed in that specific sequence. 

 

Figure 3: Information Security Measurement Programme Implementation Process. 

The measures implementation process illustrated by Figure 3 describes the initial phase, 

responsible for putting an ISMP in place; as well as the consequent iterative multi-phase 

process, which ensures that the established measures are continuously applied towards 

monitoring and improvement of information security in the organization, and tracks the 

changes introduced by the process itself with every iteration to make sure that progress 

is made.  

3.1.2 ISO/IEC 27004 

ISO/IEC 27004, Information Technology -- Security Techniques -- Information Security 

Management -- Measurement (ISO/IEC, 2009a), published December 2009, is a recent 

international standard, and as such it draws from the expertise of a number of different 

national standards authorities and experts worldwide (including the materials from NIST 

SP 800-55 Rev. 1). The standard was devised in order to address a requirement in the 

related ISO/IEC 27001, Information Technology -- Security Techniques -- Information 

Security Management Systems -- Requirements (ISO/IEC, 2005), which states that the 

effectiveness of the Information Security Management System (ISMS)*

                                          

* Information Security Management System is defined by ISO/IEC as "part of the overall management 
system, based on a business risk approach, to establish, implement, operate, monitor, review, maintain 
and improve information security", where management system is defined as a "framework of policies, 
procedures, guidelines and associated resources to achieve the objectives of the organization". 

 controls must be 

measured. Thus, ISO/IEC 27004 can be used in conjunction with ISO/IEC 27001 (as to 

demonstrate compliance with the latter), but can also be used in a standalone capacity. 

In the latter case, it serves as a guidance document for development/implementation of 

metrics that can facilitate assessment of effectiveness/compliance of existing IS controls 
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and processes, and prioritization of associated improvement plans; and to substantiate 

IS risk management and management review processes. The standard also assumes a 

more implicit, yet important to point out connection to another closely related standard, 

ISO/IEC 27005, Information Technology -- Security Techniques -- Information Security 

Risk Management (ISO/IEC, 2008); specifically, it is assumed that the organization has 

performed IS risk assessment in accordance with ISO/IEC 27005 and is aware of the IS 

risks it has to deal with when developing measures and initiating measurement.   

The ISO/IEC 27004 document structure and topics covered are as follows: 

• Introduction - Introduces the document and provides an executive summary. 

• Scope - Specifies the scope of the document. 

• Normative References - List of other ISO/IEC standards that are essential for 

the application of the document.  

• Terms and Definitions - Provides a vocabulary of applicable terms. 

• Structure of This International Standard - Explains the document structure. 

• Information Security Measurement Overview - Outlines the ISMP, including 

its place in the overall ISMS and the contributing success factors. Introduces the 

conceptual models on which the standard is based. 

• Management Responsibilities - Explains the roles and the responsibilities of 

management and relevant stakeholders with regard to ISMP. 

• Measures and Measurement Development - Describes the activities involved 

in development and selection of IS measures and measurement processes in an 

organization-specific context.  

• Measurement Operation - Describes the activities involved in the operation of 

an ISMP, including integration of ISMP into the overall ISMS, and data collection, 

storage, and verification. 

• Data Analysis and Measurement Results Reporting - Provides guidance on 

how to analyze collected data and communicate the analysis results to relevant 

stakeholders.  

• ISMP Evaluation and Improvement - Lists the related activities and provides 

guidelines for planning, identifying, and implementing appropriate improvements 

to an ISMP. 
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A template for an information security measurement construct and some measurement 

construct examples are also included in the document in Annex A and B, respectively. 

The standard advices that an organization's ISMP should be completely integrated into 

the ISMS, with all measurement related activities being coordinated with overall ISMS 

operations. The organizational and operational structure of an ISMP, including its scope 

and complexity, is dependent on the capabilities of the ISMS into which it is integrated; 

the initial scale of the measurement programme being limited to highest priority items, 

but increasing over time as the programme (as well as the overall ISMS) matures. It is 

also possible that more than one ISMP may be needed, depending on the organization's 

size. Adoption of a Plan-Do-Check-Act (PDCA) model (as specified in ISO/IEC 27001) is 

recommended in order to facilitate the implementation of an ISMP. The role of an ISMP 

and its activities in the context of the overall ISMS PDCA cycle is illustrated on Figure 4 

below. 

 

Figure 4: Measurement Inputs and Outputs in ISMS PDCA Cycle of Information 

Security Management (summarized; measurement activities are highlighted). 

ISO/IEC 27004 identifies four major processes that collectively comprise an ISMP (each 

corresponds to a specific chapter in the standard; see document structure outline above 

for a short description). They are as follows: 

• Measures and Measurement Development 

• Measurement Operation 

• Data Analysis and Measurement Results Reporting 
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• ISMP Evaluation and Improvement 

Order of execution of the above processes is not (necessarily) strictly sequential. In an 

already established ISMP, Measurement Operation and Data Analysis and Measurement 

Results Reporting are inherently continuous processes; with specific activities varying in 

frequency, depending largely on the type/object of measurement in question. Measures 

and Measurement Development as well as ISMP Evaluation and Improvement processes 

are more periodic in relation; their frequency being decided by management, depending 

on the organization's current needs and priorities. However, the first three of the above 

processes can be thought of as sequential in terms of their input-output relationships to 

one another; and the ISMP Evaluation and Improvement process can be conceptualized 

as running in parallel with all three, providing feedback for each one of them, as well as 

closing the feedback loop for the overall measurement programme. 

The basis and the suggested format for the development of measures and measurement 

is described in the standard in an especially detailed way. The document introduces and 

elaborates on a IS measurement model presented on Figure 5 below. 

 

Figure 5: Information Security Measurement Model (precisely as it is depicted in 

ISO/IEC 27004, First Edition (ISO/IEC, 2009a). 
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The IS measurement model is based on the concepts found in ISO/IEC 15939, Systems 

and software engineering -- Measurement process (ISO/IEC, 2007). The model depicts 

the relationship between the information needs of an ISMS and IS measurement, where 

the latter is broken down into a number of basic elements that, together, systematically 

comprise IS measurement; the elements and connection between them are explained in 

the standard in detail. 

The current version of the standard as of the time of this report (First Edition, published 

on December 15, 2009) suffers from a number of errors and inconsistencies throughout 

the document (e.g. on the IS measurement model portrayed on Figure 5, the upper-left 

text box includes the entry "Implementation processes, producedures"; "producedures" 

is an apparent spelling error; even when read as "procedures", as presumably intended, 

the meaning of the entry as a whole is still not readily evident as it is not identified the 

implementation of what specifically is being referred to in this instance; bearing in mind 

that a large portion of the standard is based/expands on the model in question, this can 

be viewed as a major issue). This may give rise to an impression that the release of the 

standard was rushed. One possible interpretation of the current state of ISO/IEC 27004 

may be that there is a pressing need for the availability of this standard. 

3.1.3 Other Standards 

Two additional standards that, although having a much narrower scope and applications 

than NIST SP 800-55 and ISO/IEC 27004, may be deemed relevant within the scope of 

this report are ISO/IEC 15408 and FIPS 140-2. 

ISO/IEC 15408, Information technology -- Security techniques -- Evaluation criteria for 

IT security (ISO/IEC, 2009b), otherwise known as the Common Criteria, is a three-part 

international standard that specifies a framework for evaluation of security properties of 

individual IT products. The standard defines seven Evaluation Assurance Levels (i.e. an 

indication of the depth/extent of an evaluation), which represent the level of assurance 

that the Target of Evaluation (i.e. the IT product in question) satisfies with regard to its 

Security Target (i.e. definition of the claimed security properties); Security Targets can 

be based on end-user formulated Protection Profiles (i.e. definitions of the requirements 

for particular uses of particular (types of) IT products). 

ISO/IEC 15408 establishes the basis for measurement of the assurance level of security 

provided by specific products in specific environments and, thus, can facilitate decisions 

concerning the suitability of products to particular organizational context/needs and can 

also provide a point of reference for comparing the relative levels of assurance provided 
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by similar products. However, the standard's usability can be greatly limited by the time 

and associated costs of the evaluation process (due to its complexity). 

Federal Information Processing Standards Publication 140-2, Security Requirements for 

Cryptographic Modules (FIPS, 2002), lays down a set of specifications for cryptographic 

modules used within security systems/products, defining four increasing security levels.  

In relation to ISO/IEC 15408, the standard assumes lower abstractness and a narrower 

scope. FIPS 140-2 is also connected to ISO/IEC 15408 in that it references the latter in 

respect to the operating system requirements, providing a list of Protection Profiles and 

specifying Evaluation Assurance Levels, and additional requirements. 

The Cryptographic Module Validation Program (CMVP), operated jointly by NIST and the 

Communications Security Establishment Canada (CSEC) (accredited testing laboratories 

also exist in certain European and Asian countries), provides a framework for validating 

cryptographic modules against the standard and, thus, measuring and ranking the level 

of security they provide/possess.  

FIPS 140-2 is to be superseded by its successor, FIPS 140-3, which is in a revised draft 

stage  as of the time of this writing (FIPS, 2009). FIPS 140-3 incorporates new security 

features/requirements, which account for advances in technology and security methods 

that have occurred since the publication of FIPS 140-2. 

3.2 Research Initiatives 

This section lists a number of prominent contributions to the cause of establishing more 

quantitative and rational decision-making in security management practices by different 

industry, government, and academia supported research initiatives. The efforts outlined 

here focus on various aspects of security measurement and include examples of metrics 

compilations, measurement frameworks and methodologies, collaborative forums, and 

more. This list is intended to be illustrative of the present state of the art and directions 

in research but is not meant to be exhaustive. 

The initiatives outlined here are listed by organizations where they were conceived. The 

ordering only serves to improve readability of the document and takes no other factors 

into consideration. 

3.2.1 CISWG 

Corporate Information Security Working Group, convened in 2003 by the United States 

House of Representatives sponsored Government Reform Committee, Subcommittee on 

Technology, Information Policy, Intergovernmental Relations, and the Census, delivered 
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the Report of the Best Practices and Metrics Teams in 2004, and then a revised version 

in 2005 (CISWG, 2005). 

The report is meant to produce a compilation of metrics that are practical (operationally 

actionable and economically feasible) for organizations of different types and sizes. The 

report differentiates three distinct levels of IS metrics, which are as follows: 

• Governance - metrics that address the responsibilities of the Board of Directors 

(or Trustees) and associated controls.  

• Management - metrics linked to the responsibilities of the general management 

and associated controls. 

• Technical - metrics that deal with controls contained within and executed by an 

IT environment. 

The CISWG report also separates the metrics into three different subsets, which are the 

following: 

• All - complete set of metrics established in the report; to be used as a reference 

and is stated to likely be impractical for implementation in its entirety. 

• Baseline - minimum essential set of metrics to be used as a first step on a way 

to gradual implementation of a more comprehensive metrics programme. 

• SME - metrics suitable for implementation in small and medium enterprises (500 

employees or less). 

The report acknowledges that the initial scale of the IS metrics implementation is reliant 

on the organization's present IS management capability and its potential is best realized 

over time as the capability matures. The above separation is, thus, meant to serve as a 

guidance towards gradual implementation of IS metrics, taking into account the current 

capability of the organization's IS management. 

3.2.2 CIS 

The Center for Internet Security (CIS) is a non-profit organization that seeks to provide 

consensus best practice standards and resources, intended to facilitate rational security 

decision-making. CIS has launched a security metrics initiative and formed a consensus 

team consisting of one hundred industry experts and stakeholders with a diverse set of 

backgrounds. The team produced a security metrics report in 2009 (CIS, 2009). 

The report contains in total twenty metric definitions, which are categorized and divided 

among the following six business functions: 
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• Incident Management 

• Vulnerability Management 

• Patch Management 

• Application Security 

• Configuration Management 

• Financial Metrics 

In addition to detailed metric definitions, the report offers comments regarding possible 

information sources, ways of prioritization (existing methods/tools that can facilitate it), 

aptness for automation, and possible means of visualization for each metric or category 

of metrics. 

The work continues and efforts are being made to improve the existing metrics, develop 

new metrics (for above six as well as other business functions), and establish a common 

electronic format that will enable convenient distribution of metric definitions, data sets, 

and results. 

3.2.3 @Stake 

@Stake is a (former) information security consulting company, acquired by Symantec in 

2004, that employed many established IS professionals and researched, developed, and 

applied in the industry a number of IS solutions. One of the company's contributions to 

the IS management field is the so called Business-Adjusted Risk (BAR) technique (Geer, 

Hoo, & Jaquith, 2003). 

BAR is a method for assessing application security; it classifies security defects by their 

respective vulnerability type and, in a fashion similar to an Annualized Loss Expectancy 

(ALE) calculation, determines the score based on the following two factors: 

• Business Impact - extent of damage (e.g. financial impact, negative exposure) 

that the organization would incur if the defect was exploited. 

• Risk of Exploit - ease of exploitation by attacker, considering the required level 

of expertise, available resources, etc. 

BAR classifies five separate scores for each of the above, with the total BAR score being 

the product of the two (i.e. BAR = Business Impact x Risk of Exploit). 

BAR is intentionally simplistic, making it fast but not especially precise. Although it has 

been used successfully, providing consistent results, the method's application is limited 
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by the fact that it does not quantify risk in terms of money or time and its dependence 

on present availability of known exploits (i.e. the score is highly temporal and does not 

provide a good representation of risk over time) (Jaquith, 2007). 

3.2.4 Microsoft 

A measure for assessing the security level of a software system dubbed Relative Attack 

Surface Quotient (RASQ) was originally informally introduced at Microsoft in 2003. The 

proposed measurement methodology has since been progressively developed, becoming 

increasingly better formalized, by security researchers at the Carnegie Mellon University 

(Howard, Pincus, & Wing, 2003; Manadhata & Wing, 2004; Manadhata, Kaynar, & Wing, 

2007). 

The methodology proposed and explored in the original model and subsequent research 

is based on the concept of attack surface, which is said to be the combination of actions 

performed by a system that are transparent to the user and system resources employed 

by those actions. In essence, the metric is aimed at modelling threats to a system with 

respect to attack opportunities that result from exposure of the system's attack surface 

(i.e. the more actions/resources are available to the system's users, the more potential 

attack vectors there are). The method also acknowledges and accounts for the fact that 

different types of resources available to a system have different likelihoods of becoming 

attack opportunities. 

The initial scope of the methodology was highly qualitative, aimed at measuring relative 

level of security provided by one version of a system with respect to another taking into 

account the design differences, limiting the usefulness of the model. However, over the 

years, the methodology has progressed into a more quantitative and practical metric by 

incorporating a systematic method/framework of identifying attack vectors based on an 

input/output automata model of a system. 

3.2.5 ISECOM 

The Institute for Security and Open Methodologies is a non-profit organization made up 

by a collaborative community of security experts that conducts open and neutral, peer-

reviewed security-centric research, and provides security tools, best practice standards, 

certification, and awareness training. 

One lasting, reputable research project by ISECOM is the Open Source Security Testing 

Methodology Manual (OSSTMM), which originally started out in 2000 and is still ongoing. 

OSSTMM is a consensus peer-reviewed methodology for performing operational security 

testing and measurement. It aims to incorporate and integrate with various international 
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standards, regulations, best practices, and ethical concerns. The latest finalized version 

of the manual is 3.0 (Herzog, 2010),. 

The scope of the methodology encompasses a wide range of operational security issues 

and is organized into the following five channels (modules) that comprise three security 

classes: 

• Human - Physical Security class. 

• Physical - Physical Security class. 

• Wireless - Spectrum Security class. 

• Telecommunications - Communications Security class. 

• Data Networks - Communications Security class. 

The manual provides a method for measuring operational security by the means of Risk 

Assessment Values (RAVs). RAV is a essentially an attack surface metric and, therefore, 

it is conceptually similar to RASQ, but assumes notably higher abstractness and a wider 

scope. The RAV calculates an Actual Security metric, a scale value of the overall attack 

surface, which is a function of the following three separately quantified areas: 

• Porosity - a measure of security with regard to existing "openings" in terms of 

visibility, trust, and access relationships/vectors. 

• Controls - a measure of security with regard to existing counter-measures that 

provide impact/loss protection/reduction. 

• Limitations - a measure of security in regard to known flaws and restrictions in 

the operations (porosity) and controls. 

By balancing the above three metrics, RAVs show the correlation between the extent of 

attack surface exposure and security controls (e.g. are the existing controls inadequate, 

adequate, or excessive for certain types of attacks; how much potential damage can be 

caused by a successful attack; etc). RAVs do not calculate risk, however, as they do not 

calculate probabilities. 

3.2.6 NIST 

Advancement of measurement science is stated to be part of NIST's mission and one of 

its core competencies on the institution's website*

                                          

* http://www.nist.gov 

. Apart from the previously mentioned 
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standard (NIST SP 800-55), certain other initiatives instigated by NIST have resulted in 

noteworthy contributions to security measurement. 

The Security Content Automation Protocol (SCAP) (Quinn et al., 2009) is a collection of 

specifications intended to standardize the way security software solutions communicate 

software security flaw and configuration information. SCAP incorporates several existing 

standards*

Another of NIST's projects, Software Assurance Metrics And Tool Evaluation (SAMATE), 

is concerned with, among other things, measuring the effectiveness of various software 

assurance tools and developing metrics towards that end so that it becomes possible to 

compare different tools (and their versions) and verify the claims made by their vendor 

(Black, 2007). SAMATE is at present mostly focused on Source Code Security Analyzers 

and Web Application Vulnerability Scanners, but some efforts pertaining to Binary Code 

Scanners evaluation have also been made. Project's members have over the past years 

organized and contributed to numerous workshops and conferences. SAMATE's findings 

and deliverables have resulted in a number of papers being published (e.g. Fong at al., 

2008; Okun, Guthrie, Gaucher, & Black, 2007) as well as specification documents such 

as the NIST SP 500-268 (Black, Kass, & Koo, 2007) and NIST SP 500-269 (Black, Fong, 

Okun, & Gaucher, 2008). NIST also maintains SAMATE Reference Dataset (SRD), which 

is a community repository of sample programs with documented security flaws that can 

be used to evaluate the software assurance tools (whereas by evaluating different tools 

against the same set, comparison can be made). 

 as its components, namely, XCCDF, OVAL, CPE, CCE, CVE, CVSS, and, as of 

the Revision 1 version that is currently in the draft stage, OCIL. The protocol essentially 

constitutes an approach to automating security measurement and reporting (as well as 

other aspects of operational information security management). SCAP also incorporates 

the National Vulnerabilities Database, which is a repository of standardized vulnerability 

management data managed by NIST. NIST operates SCAP Validation Program designed 

to validate a security product's ability to support certain SCAP capabilities. The protocol 

is gradually gaining widespread support. 

NIST, together with researchers from the Concordia and the George Mason universities, 

has also been working on designing security metrics and measurement approaches that 

are based on attack graphs. These efforts are, in general, conceptually similar to attack 

surface based metrics research, but they are targeted at networks rather than individual 

systems. Attack graphs provide an abstraction (model) of a network architecture, which 

allows to enumerate network vulnerabilities and their interdependencies. Metrics can be 

                                          

* A brief overview of these standards and explanation of their use is presented in Chapter 5.2. 
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created that take into account these interdependencies and possible attack paths rather 

than only measure and/or count the individual vulnerabilities (Wang, Singhal, & Jajodia, 

2007a; Wang et al., 2008). Several different metrics have been proposed based on this 

general concept, such as the attack resistance of various network configurations (Wang, 

Singhal, & Jajodia, 2007b), a quantitative assessment of network security risk based on 

known vulnerabilities (Noel, Wang, Singhal, & Jajodia, 2010), and the k-zero day safety 

metric that is based on the number of unknown vulnerabilities needed to compromise a 

network asset (Wang, Singhal, Jajodia, & Noel, 2010). 

3.2.7 SwA Forum/WG 

The Software Assurance (SwA) Forum and Working Groups (WG) are joint ventures co-

sponsored by the US Department of Homeland Security (DHS), Department of Defense 

(DoD), and NIST, created in order to facilitate collaboration among software and cyber-

security professionals. The forum follows a format similar to that of a conference, while 

the working groups function as venues for collaboration towards advancements in SwA, 

with the Measurement WG being one of them. The sessions are held semi-annually and, 

by virtue of being open to the public, include participants from governmental, industrial, 

and academic institutions alike. 

One outcome of this collaboration that is important within the scope of this document is 

the Practical Measurement Framework for Software Assurance and Information Security 

(Bartol, 2008). The framework aims to provide a common approach to measurement of 

software assurance by leveraging several existing methodologies rather than creating a 

new one, namely, NIST SP 800-55 (Revision 1), ISO/IEC 27004, ISO/IEC 15939, CMMI*

The framework is a practical guidance document rather than a prescriptive standard. It 

identifies objectives and information needs of different stakeholders, and offers a list of 

related sample metrics; provides high-level guidance and outlines a process for metrics 

implementation; and overviews useful data sources for measurement. The five featured 

methodologies are compared in the document as to aid the readers in selecting the one 

 

Measurement and Analysis Process Area, and CMMI Goal-Question-(Indicator)-Measure. 

The framework is intended to be scalable in scope and is designed to satisfy information 

needs of the relevant stakeholders at different levels within both the organizations that 

wish to acquire software products and those that supply them. 

                                          

* Capability Maturity Model Integration is a scalable process improvement method developed at the 
Software Engineering Institute of the Carnegie Mellon University. More information is available on 
the official website at http://www.sei.cmu.edu/cmmi/. 
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most suitable to their needs and/or help to translate and communicate similar concepts 

between the different methodologies that may be in use. 

3.2.8 Securitymetrics.org 

Securitymetrics.org is a community website, established in 2004 by Andrew Jaquith, for 

(and by) information security practitioners and decision-makers, which serves to further 

more empirical (rather than qualitative) security practices through the combined efforts 

of its members. The website provides a news portal, knowledge repository, and a forum 

for discussion and collaboration (in the form of a members-only mailing list). 

One notable undertaking initiated by members of the community is the Metrics Catalog 

Project. The project's objective is to maintain and continuously develop a free, publicly-

available, centralized security metrics repository, which allows its users to share, refine, 

organize, and rate metrics definitions/specifications. The metrics management platform 

on which the catalogue is based is developed by PlexLogic. 

Another noteworthy initiative incited by the securitymetrics.org community is Metricon, 

an annual conference (originally launched in 2006) dedicated to security metrics, which 

serves as a forum for re-examining past and state-of-the-art practices, and establishing 

new approaches with emphasis on practical applications. 

More detailed information, including links to the abovementioned metrics catalogue and 

the Metricon conference proceedings, is available on the website itself*

3.2.9 ISACA 

. 

ISACA (formerly known as Systems Audit and Control Association but currently referred 

to only by its acronym) is a global non-profit membership association consisting of over 

95,000 members worldwide. ISACA provides and facilitates IT and information systems 

related research, education, certification, and resource sharing and is widely recognized 

for its frameworks and best practice standards, which include the Control Objectives for 

Information and Related Technology (COBIT), IT Assurance Framework (ITAF), Risk IT, 

Val IT, and Business Model for Information Security (BMIS).  

ISACA has published a number of articles concerning information security metrics in its 

journal over the past several years. One such publication (Chapin & Akridge, 2005), for 

instance, overviews a number of traditional (i.e. commonly employed) security metrics 

and suggests a list of ideal characteristics deemed essential to devising proper security 

metrics, then concludes that, in practice, most commonly used metrics do not meet the 
                                          

* http://www.securitymetrics.org 
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criteria dictated by the ideal characteristics. Next, the paper goes on to accentuate the 

importance of and examine the possible methods/models for integrating the (capability) 

maturity aspect of a security programme into measurement, as well as the posture (i.e. 

quality of implementation of the individual programme maturity elements). 

Another example (Axelrod, 2008) starts off with a discussion on ambiguity and disparity 

between the certain proposed "ideal" definitions of metrics and what actually is or would 

be practical in real world application. The paper's main contribution is a classification of 

eight metrics categories (existence, ordinal, score, cardinal, percentage, holistic, value, 

and uncertainty) and an examination of their respective pros and cons, that is, how and 

where they are useful, what can and cannot each of the categories of measures be used 

to indicate in a meaningful way. 

Yet another example (Pironti, 2007) articulates a number of measures development and 

implementation related good practices and certain possible commonly associated pitfalls 

in a broad context of information security governance. The article puts together several 

suggestions that include using Key Performance Indicators (KPIs), keeping in mind both 

the specific target of measurement and intended audience when devising metrics (as to 

avoid unnecessary complexity resulting in ineffective metrics), accentuating consistency 

of the measurement related processes, aligning metrics with business goals, and making 

use of a baseline metrics framework (and then adding or removing measures in view of 

the evolving business risks and needs). The publication also examines different types of 

metrics and effective ways of reporting them, considering the intended audience and its 

interests and requirements. 

The IT Governance Institute (ITGI), established by ISACA, has produced two documents 

of educational nature with a broader scope, Information Security Governance: Guidance 

for Boards of Directors and Executive Management (second edition; original published in 

2002) (ITGI, 2006) and the lower level Information Security Governance: Guidance for 

Information Security Managers (ITGI, 2008). The two publications, while dealing with IS 

governance in general, advocate the use of metrics at the involved organizational levels 

and explain their place and importance in effective security governance. The documents 

are intended to be complementary, the latter extending on the former. The higher level 

document mainly suggests where metrics can be used to assess performance. The lower 

level document is more elaborative on the subject of metrics; an argument is made that 

standard IS metrics (e.g. downtime due to malicious software, number of vulnerabilities 

uncovered with network scans, percentage of servers patched, etc) as well as commonly 

used ALE calculations tend to fall short of delivering a complete and accurate picture of 

how secure the organization is overall. It is further explained that there is a tendency to 
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use metrics that are readily available regardless of how relevant or informative they are 

in actuality. Subsequently, guidance is provided on the effective measures development 

and monitoring methods, while it is generally advised that the following should be taken 

into consideration: 

• What is important to information security operations 

• The requirements of IT security management 

• The needs of business process owners 

• The requirements of senior management 

ISACA is also directing a currently ongoing project named Information Security Program 

Metrics. The goal of the project is to expand upon the Information Security Governance: 

Guidance for Boards of Directors and Executive Management report noted above and to 

further clarify the concepts related to measurement of the IS programme's performance 

as well as offer additional guidance on the development of business-oriented IS metrics 

and reports for security managers. The project is expected to be concluded in the fourth 

quarter of 2010, according to ISACA's website*

3.2.10 OWASP 

 as of the time of this writing. 

The Open Web Application Security Project is a non-profit open international community 

managed and supported by the OWASP Foundation. It is dedicated to providing forums, 

documents, and tools, which are meant to facilitate both development and operation of 

applications that are secure and trustworthy. The project is perhaps best recognized for 

its widely adopted OWASP Top Ten awareness document that lists the most critical web 

application security flaws at the time of each publication. 

The most notable contribution to the field of security measurement produced by OWASP 

is the Application Security Verification Standard (OWASP, 2009). One of the three primary 

stated objectives of the standard is to serve as a metric for the degree of trustworthiness of 

Web applications (the other two are to serve as guidance for the application security control 

developers and a basis for specifying security requirements in procurement contracts). The 

specified approach is conceptually similar to the ISO/IEC 15408 and FIPS 140-2 standards 

previously described in this chapter, with the main difference being its focus on security 

of Web applications. The framework is intended to normalize the ranges in both breadth 

and depth of assessments of Web application security (whereas Common Criteria would 

allow for more varied ranges in coverage and rigor between assessments, depending on 

                                          

* http://www.isaca.org 
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the specific Protection Profiles and/or Security Targets used). The standard defines four 

hierarchical security levels against which applications can be evaluated, while levels one 

and two are further subdivided into two subset levels each.  

OWASP lists two other security measures related projects on its website*

3.2.11 Forrester Research 

 as having the 

"alpha status" at the time of this writing. The Application Security Metrics Project's goal 

is to establish a baseline set of security metrics that are found to be effective, while the 

Web Application Security Metric using Attack Patterns Project is focused at developing a 

tool that is expected to create attack patterns based on security requirements collected 

from the user. The two projects appear to be ongoing, though, due to both still being in 

relatively early stages in development, little information has been published about them 

thus far. 

The independent research company Forrester Research has produced a sizeable amount 

of publications concerning security measurement and reporting in the past few years. A 

multitude of issues covered across these articles is often addressed with a more hands-

on approach that is founded in the outcomes of real life surveys and case studies, which 

are targeted at the industrial sector. The research conducted  by Forrester is proprietary 

and is accessible to their clients for a fee, while brief executive summaries are available 

free of charge from the company's website†

One of the publications made available by Forrester (Koetzle et al., 2006) examines the 

issues of prioritization of measurement while also providing certain guidelines regarding 

its implementation. Some of the advice given include designing metrics with (potential) 

automation in mind, emphasising individual stakeholder accountability, and focusing on 

more than just compliance metrics. The document recommends that the following areas 

be given priority when creating metrics: 

. 

• Business Continuity 

• Security Configuration Management 

• Identity Management 

• Incident Response 

• Security Awareness 

                                          

* http://www.owasp.org 
† http://www.forrester.com/rb/research 
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Another document (Kark et al., 2008), based on the outcome of a survey that consisted 

of over 20 companies with security metrics programmes in place, proposes the following 

three security metrics best practices, where the general message is that an organization 

must consider and focus on the big picture rather than get lost in technicalities: 

• Be very selective in picking the metrics  

• Think beyond the security organization  

• Focus on reporting and presentation 

The article in question also helps identify possible challenges, outlines relevant research 

and case studies, and offers supplemental material that includes a "Self-Diagnostic Tool 

For Security Metrics Capabilities". 

Numerous other instances of research that are directed at examining the current trends 

and developments, and/or establishing best practice guidelines in security measurement 

and reporting are performed and published by the company, some of which also include 

more issue-specific descriptive case studies (e.g. Case Study: Eastman Kodak Company 

Takes A Tiered-Risk Approach To Security Metrics, Case Study: Harland Clarke Turns To 

Corporate Objectives For Defining Security Metrics, Case Study: Verizon Business Builds 

An Asset-Based Security Metrics Programme, Case Study: DTCC Implements A Process-

Based Approach To Security Metrics).   
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4 Practice -- Strategy 
This chapter examines the practical considerations in information security measurement 

that include common challenges and pitfalls, as well as known methods, guidelines, and 

available resources useful in addressing them, from a more strategic perspective. 

4.1 Success Factors 

This section examines the pertinent factors and issues that have to be overcome on the 

path to a successful information security measurement programme.  

4.1.1 Roles and Responsibilities 

Possibly the most crucial factor to a successful information security metrics programme 

is the support and active involvement of senior management. Both NIST SP 800-55 and 

ISO/IEC 27004 list this success factor prior to other ones (ISO/IEC, 2009a; Chew et al., 

2008), certain other guidance documents also highlight its importance (e.g. ITGI, 2006, 

2008), and a recent study has shown that, in organizations where proper governance is 

not in place, metrics and reporting are the areas of information security that fall behind 

the most (Pironti, 2006). 

Forrester researchers assert that lack of support from senior management and difficulty 

of quantifying costs and benefits of security are the most common complaints conveyed 

by security managers (Kark, Orlov, & Bright, 2006); and it can be recognized that there 

is a connection between the two. The senior management support and participation are 

fundamental to implementing and operating an information security metrics programme 

as without them the programme is not likely to have access to the resources necessary 

for it to succeed and, furthermore, aligning the programme with higher-level objectives 

may be problematic, limiting its actual usefulness. In order to gain the support of senior 

management, however, the programme's benefits and/or necessity should be illustrated 

in terms that are meaningful to the senior management. Moreover, the programme has 

to provide results that are likewise of consequence to strategic decision making. 

Another, fairly evident and self-explanatory success factor related to stakeholders' roles 

and responsibilities is that they should be clear to the relevant stakeholders. The metric 

specifications can and should contain this information. More detailed guidance regarding 

the specific responsibilities of management/stakeholders is available in NIST SP 800-55, 

ISO/IEC 27004, and (Herrmann, 2007). 

It is also prudent to keep the number of responsibilities within manageable limits based 

on the current priorities (e.g. three metrics or fewer per stakeholder) at any given time, 

so that stakeholder are able to focus on things that are most consequential and in order 



31 
 

to maintain efficiency (Chew et al., 2008; Bartol, 2008). This is, however, often not the 

case, especially in new measurement programmes, and excessive amounts of measures 

may be produced based on what is easily obtainable rather than what can be utilized to 

satisfy actual information needs and facilitate decision making (Herrmann, 2007). 

4.1.2 Other Critical Factors 

While the active involvement of management in the measurement and reporting efforts 

at all echelons within the organization, and starting at the highest level is often deemed 

to be most fundamental to success, a number of other contributing factors that need to 

be considered can additionally be identified (ISO/IEC, 2009a; Chew et al., 2008; Bartol, 

2008; Kark et al., 2008; IATAC, 2009) and include: 

• Appropriate IS policies, procedures, and processes, which facilitate measurement 

and supply the necessary high quality data should be in place. 

• The metrics should possess a number of ideal qualities (such as those outlined in 

Section 2.2). In short, measures should be meaningful to stakeholders, efficient, 

quantitative, consistent, timely, and (able to) show correlations and trends. 

• The capability maturity of the IS management in the organization must be taken 

into account when deciding what to measure. It is usually advisable to start with 

a smaller set of metrics that probably mostly focus on compliance/coverage, and 

expand into using additional and/or more advanced metrics as the ISMP and the 

underlying ISMS mature. 

• Feedback must be sought from relevant stakeholders to verify that the produced 

measures are being used effectively. Existing measures should be evaluated and 

improved or revoked/replaced as necessary. 

• Periodic evaluation of effectiveness of an ISMP in its entirety and implementation 

identified improvements should be performed; and, obviously, should reflect any 

changes to the organization's goals/objectives and information needs. 

4.1.3 Common Challenges 

There are a number of challenges often encountered in the organizations that are about 

to implement or are already in the process of implementing an ISMP. In the DOD report 

on the state of the art of information security measurement, the authors have identified 

a number of challenges that commonly arise from the stakeholders' misconceptions and 

erroneous expectations regarding metrics (IATAC, 2009); these include: 
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• Measurement efforts are finite (while in reality a metrics programme is aimed at 

continual improvement and long term benefits). 

• Data for metrics support is readily accessible and conducive to measurement (in 

many cases, depending on the IS management's maturity, size and structure of 

the organization, et cetera, this may not be so and changes to the existing data 

collection and analysis processes may have to be made, especially toward higher 

levels of standardization, to make metrics effective and efficient). 

• Metrics provide quick returns (this again depends on factors such as maturity of 

IS management; expecting business impact metrics from an ISMS that does not 

have the capability to effectively provide them is unrealistic, for instance). 

• Metrics can be automated easily/rapidly (attempting to automate measures that 

have not yet been thoroughly tested and proven to be effective can be ultimately 

counterproductive). 

• Measures should help ensure maximum ROI (while not unreasonable per se, this 

often receives a high priority at the expense of the other facets of measurement, 

which get neglected and, ones again, the capability of IS management to deliver 

on these expectations is not always fully considered).  

It can be recognized that, same as with obtaining and maintaining the support of senior 

management, bringing about realistic expectations on their part requires communication 

of the benefits, attributes, and implications of the IS measurement in a language that is 

meaningful to them. However, that is a often challenge in itself (Kark et al., 2007). The 

lack of consensus definitions and vocabulary, and a broadly accepted model for mapping 

IS metrics to organizational structure and clearly illustrating how the lower level metrics 

can roll up into the higher level ones in a meaningful way can possibly contribute to this 

problem (although, based on the information presented in earlier chapters of the report, 

it can be recognized that efforts are being made to rectify these issues). Without a good 

model or methodology for rolling up quantitative measures, security professionals often 

struggle to find a compromise between reporting methods that are too technical for the 

senior management and ones that impair the utility of a metric due to oversimplification 

(Mimoso, 2009). 

Another two frequently relayed challenges to implementing effective IS measures (Kark, 

Orlov, & Bright, 2006; Kark et al., 2008), difficulties of finding out what to measure and 

how to quantify the costs and benefits of IS measures, are examined in greater detail in 

Sections 4.2 and 5.1, and Section 4.3 respectively. 
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4.2 Metrics Prioritization 

Security managers often tend to report information that does not facilitate strategic (or 

any) decision making for the senior management (Kark et al., 2007; Jaquith, 2007). To 

exemplify, a survey by Frost & Sullivan (Ayoub, 2006) showed that number of incidents 

was still the most common IS measurement reported to non-IT managers, which, when 

not put into context and correlated to something else, is not actually informative*

As a general prerequisite, thorough risk assessment must be performed so that there is 

a sound understanding of existing IS risks is established in the organization; which, for 

example, is assumed to be the case prior to the development and implementation of IS 

measures in the ISO/IEC 27004. Risk management frameworks, such as ISO/IEC 27005 

(ISO/IEC, 2008), OCTAVE (Alberts & Dorofee, 2003), and Risk IT (ISACA, 2009a), may 

be used to facilitate this. 

. This  

raises the question of how to determine what is and is not relevant for measurement at 

any given time. 

In order to develop and select IS metrics that measure relevant things and meaningfully 

translate into the high level organizational goals and objectives, it is generally advisable 

to start at the top. NIST SP 800-55 provides a descriptive process model that illustrates 

this well (see Section 3.1); the ISO/IEC alternative to this model is the Plan-Do-Check-

Act cycle, featured in the ISO/IEC 27004 and some other ISO/IEC standards. There are 

methodologies that can facilitate this. 

There are a number of advocates who are in favour of adapting the Balanced Scorecard 

(BSC) framework to the Information security measurement and reporting purposes. For 

instance, ISACA supports the use of the method toward this end, and practically applies 

BSC it its well known COBIT framework (ITGI, 2007) and in combination with its Risk IT 

and Val IT frameworks (ISACA, 2009b); in addition, a number of articles regarding this 

subject can be found on ISACA's website†

The Balanced Scorecard provides a planning and management system that can be used 

to align an organization's strategy with its operations, and to facilitate the measurement 

and reporting of performance against strategic goals/objectives. It also serves as a high 

. A Microsoft TechNet article (Microsoft, 2007) 

describes how BSC can possibly be adopted for IS needs. Some other advocates include 

(Peuhkurinen, 2008), (Jaquith, 2007), and (Farshchi & Douglas, 2010). 

                                          

* Although, the same survey showed that more organizations are starting to realize the importance of 
demonstrating correlations and trends, and had or were planning to implement some form of trending 
data, which indicates a positive dynamic concerning the issue. 
† http://www.isaca.org 
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level classification for metrics and a means/format for communicating results.  BSC can 

also be cascaded into organizational levels and units, where lower levels roll up into the 

higher ones. Thus, if successfully adapted to information security, BSC can help address 

some of the challenges outlined previously. 

Another top-down approach for prioritizing measures is the Goal-Question-Metric (GQM) 

promoted by Victor Basili. GQM was developed for software engineering purposes and it 

has been widely adopted in that role. However, Herrmann recommends using GQM as a 

more broad-spectrum methodology that can be applied with an organizational viewpoint 

in  mind (Herrmann, 2007). Furthermore, the approach has been further developed into  

GQM+Strategies (Basili et al., 2009), which addresses the limitations of the original and 

is meant to connect metrics to higher-level goals, and be applicable on all organizational 

levels and for different kinds of organizations. 

The GQM+Strategies extension to the underlying GQM paradigm is specifically designed 

with a multi-tiered view of organizations in mind. It is meant to bridge the gap between 

the different levels in an organization by specifying measurement goals/objectives at all 

organizational levels and helping to derive lower-level goals/objectives from the higher-

level ones, and facilitating reverse communication by providing a method and directions 

for rolling up the measurement results back to the decision makers. 

Reports such as (CISWG, 2005) and (CIS, 2009) attempt to establish a minimum set of 

core measures that can serve as a starting point for any organization. However, outside 

of the groups contributing to these reports, there is, as of yet, no general consensus on 

what basic set of IS metrics (if any) can be considered universally applicable (although, 

the metrics established in these reports can still serve as a good reference point for any 

organization). While a set of fully standardized measures would be a welcomed solution, 

mainly since it would greatly simplify measures development/selection for organizations 

with fairly new IS measurement programmes and facilitate comparative inter-enterprise 

benchmarking, there are challenges to devising such a set since organizations can have 

their own distinct goals/objectives and operating environments, and may differ in terms 

of the capability/maturity of their IS management systems. Although, this may be more 

feasible to achieve across "similar" organizations. 

Discussion on the subject of development/selection of IS metrics is continued in Section 

5.1 from a more operational perspective. 

4.3 Value of Security 

This section examines the questions concerning measurement and demonstration of the 

value provided by information security in financial terms. 
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4.3.1 Return on Investment 

Annual(ized) Loss Expectancy (ALE) has been used extensively to estimate the financial 

value provided by security controls. However, the assessment provided by the paradigm 

is founded on values that are highly speculative. For that reason, ALE is gradually falling 

out of favour and a number of sources criticize its use (e.g. ITGI, 2008; Jaquith, 2007).  

There are, however, also security experts who still advocate it. One author, for instance, 

argues that ALE can still be used as a factor in a Return On Security Investment (ROSI) 

calculation and  as the basis for prioritizing security investments (Kanhere, 2009). 

A more elaborate ROI methodology for security is introduced in (Herrmann, 2007). The 

proposed method is an aggregate metric that consists of eight different sub parameters, 

which include: 

• Problem identification and characterization 

• Total cost of the security feature, function, or control 

• Depreciation period 

• Tangible benefits 

• Intangible benefits 

• Payback period 

• Comparative analysis 

• Assumptions 

4.3.2 Value of "Intangibles" 

Some facets of information security are often considered to be intangible and, thus, not 

possible to measure. However, in many of these cases an argument to the contrary can 

also be made (Herrmann, 2007; Hubbard, 2007). 

Statistical methods can be applied in order to estimate best-case/worst-case scenarios, 

for instance, and Monte Carlo simulations can portray likely outcomes based on random 

sampling. Even though such methodologies do not translate security into financial terms 

with absolute mathematical certainty, they may still be able to facilitate decision making 

as they can, nonetheless, reduce uncertainty about facets of security that are otherwise 

left completely to chance. 
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5 Practice -- Operations 
This chapter examines the practical considerations in information security measurement 

that include common challenges and pitfalls, as well as known methods, guidelines, and 

existing tools and resources that can be utilized in order to address these issues, with a 

more operational perspective in mind. 

5.1 Metrics Development 

This section continues the discussion (from Section 4.2) on the subject of what can and 

what should be measured (and how), and how to facilitate these determinations. 

5.1.1 What Do We Measure? 

Metrics development/selection is a repeating process; measures need to be revised and 

phased out, and new ones to be introduced as the organization evolves, its environment 

changes, or its goals and performance targets change for some other reason. There are 

numerous sources that offer pre-designed IS measures and several prominent examples 

were introduced in the preceding sections of the report. One of the most comprehensive 

collections is presented in (Herrmann, 2007), which describes more than 900 ready-to-

use IS metrics. Organizations differ and metrics may have to be tailored or entirely new 

ones may have to be developed to address the unique circumstances, in which case the 

sample metrics can still be useful as a reference. Regardless, ultimately, decisions have 

to be made about what should be measured in order to satisfy the information needs of 

an organization. 

The problem can be approached in two ways, top-down or bottom-up (Payne, 2006). It 

was previously pointed out that the key benefit of a top-down approach is that it allows 

for lower-level objectives to be meaningfully derived from the higher-level ones, hence, 

resulting in better strategic alignment. The main benefit of a bottom-up approach is the 

easier identification of what is more feasible to measure. 

However, it is widely recognized (Hubbard, 2007; Jaquith, 2007; Herrmann, 2007; Kark 

et al., 2007; ITGI, 2008) that one of the major issues in IS measurement and reporting 

has to do with the fact that the reported information is often based on what is easier to 

measure instead of what is actually meaningful strategically. The senior management is 

thus left with insufficient information for making sound strategic decisions, and security 

professionals struggle to justify their budgets and make the most out of the information 

they do have available. This seems to indicate that the benefits provided by a top-down 

approach outweigh the ones provided by a bottom-up one. 
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To provide an example, in a recent study (Bryant, 2007) the IS metrics programmes of 

US DOD, Air Force, and the NASA Jet Propulsion Laboratory (JPL) were compared. Both 

the DOD and the Air Force operated from a bottom‐up orientation, the metrics collected 

in both programmes had a heavy technical focus and were generated in high quantities, 

and in both cases there were difficulties with managing the data and linking it to higher-

level objectives. Conversely, the JPL approach to IS metrics had a top-down orientation 

and the types of metrics collected were more balanced. Both the DOD and the Air Force 

programmes were perceived to be "not yet successful" by their respective organizations 

as well as the author, while the JPL's ISMP was deemed "successful and improving"*

As noted previously, it is also important to consider the capabilities (and the limitations) 

of the organization's ISMS when determining where the measurement efforts should be 

focused, as the maturity of the ISMS will have an effect on both what facets of security 

should be prioritized (e.g. measuring a control's overall effectiveness when its coverage 

is not 100% is not very meaningful) and what metrics can realistically be delivered. 

. 

5.1.2 How Do We Measure? 

It can be readily recognized that metrics adhering to "ideal" characteristics (see Section 

2.2) are generally desirable. However, in practice they often fall short of achieving them 

(Chapin & Akridge, 2005; Jaquith, 2007; Jansen, 2009). Perhaps, the two most notable 

issues can be summarized as follows: 

• Qualitative IS measures are still the norm in many organizations (Jaquith, 2007; 

Jansen, 2009), which means decisions are often based on subjective information 

and measurement processes are inefficient. 

• Quantitative IS metrics that do get produced are commonly not placed in proper 

context, and thus not utilized to full potential, or are even simple measurements 

(e.g. number of incidents) that do not show any correlation at all and are not at 

all useful for decision making as a result (Ayoub, 2006; Axelrod, 2008). 

It is generally important to understand what different measure types can and cannot be 

used to indicate (Herrmann, 2007; Jaquith, 2007; Axelrod, 2008). For instance, Boolean 

value styled checklist can be used to demonstrate existence of controls but they cannot 

effectively convey how they are performing, making decisions concerning the subject of 

                                          

* It should be acknowledged that both the DOD and the Air Force are much larger and more complex 
organizations compared to NASA's JPL, which makes security management that much more difficult 
for them in general. That, however, can be considered an even bigger reason for implementing a top-
down approach, which can facilitate better alignment throughout the complexity; instead of a bottom-
up approach, which only adds to the complexity and does little to help structure it. 
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whether they meet performance targets and, if not, how they can be improved, more or 

less impossible. To revisit the previously brought up example (Bryant, 2007), in both of 

the IS measurement programmes deemed to be currently unsuccessful, the majority of 

the measures being collected were nominal Boolean checklist-oriented questions, which 

may be another possible reason for the programmes' perceived ineffectiveness. The JPL 

metrics programme mostly measured and reported ratios. 

There are some pitfalls in the use of seemingly more statistically sound types of metrics 

as well, however. For example, averaging out performance of a number of controls may 

provide an easily understandable yet still informative measure of the overall posture of 

some organizational unit, however, it also obscures the outliers (e.g. some controls can 

be performing below the expected performance target even though the average may be 

above it; the averaged out metric obscures this kind of information) (Boyer & McQueen, 

2007; Jaquith, 2007). 

The existing information security measurement standards (i.e. ISO/IEC 27004 and NIST 

SP 800-55) do not provide comprehensive guidance on how different types of measures 

can be used effectively but there are other sources that do, such as (Jaquith, 2007) and 

(Herrmann, 2007). 

5.2 Measurement Operation 

This section examines the matters of integration of the IS measurement efforts into the 

overall organizational context from an operational standpoint. 

5.2.1 Information Sources 

A high degree of integration with the existing infrastructure and, ultimately, automation 

is normally desirable (Chew et al., 2008; Jaquith, 2007). Using higher-level frameworks 

that the organization is already using or familiar with, such as the process improvement 

frameworks (Payne, 2006; Bartol, 2008) or, for instance, COBIT (ISACA, 2009b) as the 

foundation for the measurement processes may also be advisable. 

The following is an illustrative list of the various information sources that can potentially 

supply data for information security measurement purposes (Jaquith, 2007; Chew et al., 

2008; ISO/IEC, 2009a; CIS, 2009): 

• Risk assessment results 

• Asset management systems 

• Configuration management systems 

• Patch management systems 
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• Network scanning tools 

• Change-control tracking system 

• Security event management systems 

• Security incident management systems 

• Incident reports 

• Application tracking systems 

• Penetration testing results 

• Customer relationship management 

• Financial management systems 

• Published budgets 

• Identity and access management 

• Internal and/or external audit reports 

• Questionnaires and personal interviews 

• Social engineering resistance testing results 

• Security awareness training results 

• Et cetera... 

5.2.2 Useful Technologies 

SCAP, previously briefly mentioned in Section 3.2, combines several standards/schemes 

that can facilitate automation of various IS measures (Quinn et al., 2010). The protocol 

incorporates the following components: 

• CVE - provides a common system for identifying publicly known IS vulnerabilities 

and exposures (maintained by MITRE*

• CPE - provides a common system for information technology systems, platforms, 

and packages identification (maintained by the MITRE). 

). 

• CCE - provides a common system for identifying issues associated with software 

system configurations (maintained by MITRE). 

                                          

* http://www.mitre.org/ 
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• OCIL - provides a scheme for expressing questionnaire related information (e.g. 

questions, answers, and results) (developed by MITRE). 

• OVAL - provides a language for communicating system information, such as the 

state of its configuration, vulnerabilities, etc. (developed by MITRE). 

• CVSS - provides a metric for communicating the characteristics and impact of IT 

vulnerabilities (developed by NIST). 

• XCCDF - provides a language for making security checklists and benchmarks, as 

well as and other similar documents (developed by NIST). 

NIST is also currently working on finalizing the CCSS (Scarfone & Mell, 2009) and CMSS 

(Van Ruitenbeek & Scarfone, 2009) standards, which are derived from CVSS and meant 

to serve a similar function, but focus on configuration and misuse related vulnerabilities, 

respectively. 

Some other analogous standards include CAPEC (attack pattern identification), CEE (log 

management), CWE (software weaknesses dictionary), and MAEC (malware attributes); 

further information on all four is available from MITRE's website. 

5.3 Metrics Reporting 

There are three major problems that can be identified in the common present practices 

of information security reporting. They can be summarized as follows: 

• Precise numeric values may be used to represent measures that are obtained by 

qualitative means, obscuring the nature of their foundation and the true level of 

assurance they provide (Jaquith, 2007; Jansen, 2009) 

• Measures may be reported out of context and without a baseline for comparison, 

or even simple measurements (i.e. base measures) may be reported that do not 

show any kind of correlation, which greatly (or even completely) limits the value 

of the reported information (Ayoub, 2006; Jaquith, 2007) 

• Complex, lower-level measures may be reduced to a "traffic-light" format, which 

makes measures lose many of the inherent qualities (see Section 2.2) that make 

them sought-after and necessary to begin with, due to oversimplification (Payne, 

2006; Jaquith, 2007; Mimoso, 2009). 

It can be recognized that the first two problems outlined above are, in essence, founded 

in the errors in measure design and development, and, in order to address these issues, 

the questions that the measures need to answer and the format in which the results are 
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to be presented need to be specified ahead of time (Payne, 2006). Although, as pointed 

out earlier in this report, current trends seem to indicate that these issues are becoming 

less prominent (Ayoub, 2006). 

The last problem arises from the fact that the security professionals do not always have 

appropriate established methods and procedures for rolling up the lower-level measures 

into the higher-level ones. It is generally advisable to use a tiered reporting model, with 

the level of specificity and technical detail gradually decreasing at each higher level and 

some technicalities even becoming omitted, when they do not actually facilitate decision 

making at the higher levels (Bartol, 2008; Pironti, 2007). As previously pointed out, the 

Balanced Scorecard and GQM(+Strategies) frameworks can facilitate this. 

Dashboards are becoming a fairly common and sought-after instrument for streamlining 

security measurement and reporting (Kark, McClean, & Penn, 2007). The rather obvious 

reasons for this are that they provide a way to visualize and automate metrics reporting 

that operates in near real-time, and make metrics accessible in every sense of the word 

when properly implemented (i.e. considering the common pitfalls of measures reporting 

outlined above) (Payne, 2006; Jaquith, 2007; Bartol & Bates, 2008).  
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6 Discussion 
This section provides a brief summary of the preceding sections and points out some of 

the open issues that still remain in the subject area. 

6.1 Summary 

Considerable progress has been made in the area of information security measurement 

in the recent years but in some respects it is still in its infancy. 

The information security metrics terminology and the common understanding of certain 

related concepts are stabilizing, partially due to the ISO/IEC 27004 and NIST SP 800-55 

metrics standards. This should facilitate more effective communication of related issues. 

There is, however, still a lack of general consensus with regard to certain other matters, 

such as a common classification scheme and a universal basic set of measures. Though, 

it may be questioned whether the latter is indeed feasible since organizations differ with 

regards to their objectives, operational environment, and the capability of their security 

programmes. A more realistic undertaking would possibly be to standardize the metrics 

development processes rather than the metrics themselves. 

The ISO/IEC 27004 and NIST SP 800-55 measurement standards outline processes and 

provide general guidance for metric development as well as implementation, operations, 

and programme improvement. The two standards can be said to be complementary and 

each offers something the other does not. In brief, NIST SP 800-55 better describes the 

long term, strategic perspective on security measurement, factoring in the maturity and 

capability of an organization’s security programme; ISO/IEC 27004 offers more detailed 

guidance on certain operational aspects of security measurement and is generally more 

formalized. It can also be noted that the current version of the ISO/IEC 27004 standard 

contains certain errors/omissions. This gives the impression that its release was rushed, 

possibly due to a pressing need for such a standard. 

The two information security measurement standards, even if combined, do not provide 

comprehensive guidance on all relevant issues. However, a number of other publications 

that that can be turned to for guidance exist, some of the more prominent examples of 

which can be found among the references used in this report. 

Research in the area goes on and numerous projects and initiatives exist, as do forums 

for collaboration among information security professionals from industrial, academic, as 

well as governmental institutions. Some of the more ambitious and promising initiatives 

include the attack surface and attack graph based metrics, which have the potential for 

measuring the effectiveness of an entire security system rather than individual controls, 
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although, these efforts have generally only reached the proof of concept stage and their 

real world practicability remains to be established. From a more technological viewpoint 

rather than a methodological one, tools such as SCAP and associated technologies show 

promise and offer increasingly better ways to standardize and automate the information 

security measurement and reporting processes. 

What and how to measure and report continue to be hard questions to answer for many 

organizations, and the things that get measured and reported are not always what they 

should be. Nevertheless, surveys show positive trends concerning these issues in recent 

years. Organizations are  becoming increasingly aware of the importance of information 

security measurement, and getting better at developing, implementing, and maintaining 

information security metrics. 

6.2 Open Issues 

Although much progress has been made in the subject area in the recent years towards 

establishing a common understanding as to why measurement of security effectiveness 

is important and what is involved, certain misconceptions and gaps in methodology and 

knowledge among relevant stakeholders remain. 

One prominent issue is the often perceived difficulty in “translating” lower-layer metrics 

into higher-layer ones. Top-down metrics development approaches may, in essence, be 

used to derive lower-layer measurement objectives from higher-layer ones as well as to 

establish a line of communication for reporting the results, but there is no standardized, 

commonly accepted way of doing so. This may hinder the ability to form a more holistic 

view of the security effectiveness in an organization.  

Another common issue not addressed by the current information security measurement 

standards is the appropriateness of specific data formats, units, and types (i.e. Boolean, 

ratio, etc.) of measure for particular targets of measurement.  

Possibly the greatest challenge in the measurement of security (and, indeed, in security 

management in general) is that objectives, capabilities, and the environment constantly 

change, and the security controls must be appropriately aligned with all three. Although 

it is possible to express objectives in a clear, quantitative way, and the state-of-the-art 

measurement frameworks tend to account for the capability/maturity of the information 

security management system, they do not treat the environment in a formalized and/or 

standardized way (instead, the operational context is normally established by means of 

risk management). Since the definite effectiveness/appropriateness of controls can only 

be determined in view of the environment, the level of formality of its assessment must 

reflect that of the security effectiveness metrics.   
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Appendix A 

An extended discussion on the subject of security metrics taxonomies 

by Laleh Pirzadeh Irannezhad, Chalmers University of Technology 

In the area of information security measurement, there have been a number of efforts 

aimed at identification, categorization, and classification of security measures in various 

environments. Some examples of these efforts, referred to as taxonomies, are outlined 

in the following section. 

Taxonomies 

Taxonomies provide researchers with frameworks that identify different categories of 

metrics. It can be said that “a taxonomy is a classification scheme that can serve as a 

crucial means for conducting any systematic study - to include a metrics programme” 

(Vaughn et al., 2003). As there exists no single metric capable of measuring security 

from all aspects (with an adequate level of detail), a multi-faceted security measure is 

required. This highlights the need for classification of security measures with regard to 

different security aspects. Furthermore, expressing high-level taxonomies of security 

metrics enhances the development process of composite metrics (Savola, 2007). The 

following list comprises some prominent security metrics taxonomies comprising both 

management/organizational and technical elements*

I. Organizational, Operational, and Technical (Seddigh et al., 2004; Stoddard et al., 
2005). 

:  

II. Management, Operational, and Technical (Swanson, 2001; Savola, 2007). 

III. Organizational Security and Technical Target of Assessment (Vaughn, Henning, & 
Siraj, 2003). 

IV. Governance, Management, and Technical (CISWG, 2005). 

V. Implementation, Effectiveness and Efficiency, and Business Impact (Chew et al., 
2008). 

VI. Organizational and Performance, Operational, Technological, Business Process, 

Business Value, and Compliance (Pironti, 2007). 

The next section briefly discusses the similarities and differences among the taxonomies 

listed above (referred to by the assigned numbers listed above, i.e. I to VI) and clarifies 

their main contributions. 

                                          

* Only high-level classifications are listed here.   
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Discussion 

Having a closer look at these taxonomies reveals certain similarities. There seem to be 

two general perspectives on security metrics and their usability. While technicians are 

eager to measure security at a very low (detailed) level, managers tend to evaluate the 

effectiveness of security mechanisms in terms of the impact on business (e.g. their cost 

effectiveness). This has an effect on the taxonomies and their focus.  

One early attempt on categorization of information security metrics was founded on the 

outcome and proceedings of the Workshop on Information Security System Scoring and 

Ranking (ACSA, 2001). Although no taxonomies were explicitly proposed, the workshop 

included three tracks, Organizational, Operational, and Technical, based on the areas of 

interest of the participants. This partitioning provided a foundation for security metrics 

taxonomies (I) (Seddigh et al., 2004; Stoddard et al., 2005). Technical metrics are used 

to assess technical assets, such as algorithms and products. Operational metrics are 

defined to assess operating practices and specific environments. Finally, Organizational 

metrics mainly evaluate processes and organizational programmes. 

Both NIST SP 800-26*

Vaughn et al. proposed a more inclusive metrics taxonomy based on some of the related 

research available at the time, including (ACSA, 2001). The taxonomy divides measures 

into two groups, Organizational Security and Technical Target of Assessment (III). The 

reasoning behind this classification is founded in the two main objectives of Information 

Assurance (IA) measurement, to assess an organization’s IA posture and to measure IA 

 (Swanson, 2001) and Savola’s taxonomies (II) put forward three 

main categories for IS management, Management, Operational, and Technical. NIST SP 

800-26 further subdivides these into 17 control subcategories. Another similar taxonomy 

(CISWG, 2005) defines three IS metrics categories; they are Governance, Management, 

and Technical (IV). These three taxonomies have more of an organizational/managerial 

theme. As explicitly mentioned in the NIST SP 800-26 and CISWG reports, the proposed 

technical categories assess technical security controls as applied to organizations. User 

Account Management, and Identification and Authentication can be mentioned as two 

examples from this category. However, the IS management technical category proposed 

by Savola addresses both technical and organizational perspectives. This is achieved by 

considering Technical Control metrics together with Technical Security, Dependability, 

and Trust metrics under the technical category. 

                                          

* It should be noted that this standard is no longer in use. The most current IS measures classification 
used by NIST is the one outlined in the NIST SP 800-55 (Rev. 1) standard. The classification (similar 
to that) found in NIST SP 800-26 is still used in certain NIST standards to categorize IS controls. 
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capabilities of technical assets, such as systems and products. As mentioned previously, 

there are two main perspectives on security metrics (management/organizational and 

technical), which are addressed on the highest level of abstraction in this taxonomy. In 

contrast to the taxonomies by Savola and Swanson, technical security metrics proposed 

by Vaughn et al. focus on technical objects and their security (assurance) capabilities, 

with details such as Adversary Work Factor (III). The perspective is similar to (I), with 

the difference that it considers Operational and Organizational security metrics under 

one category called Organizational Security (III). This category of metrics assesses the 

programmes and processes of organizations regarding the organizations’ programme 

development, support, management, operation, technical readiness and effectiveness, 

among other things. 

NIST SP 800-55 (Chew et al., 2008) and Pironti (V and VI) have similar approaches in 

their classification of IS metrics. Pironti’s IS measure classes include business-aligned 

quantitative measures of business processes success/failure, organizational/personnel 

and technological effectiveness. NIST SP 800-55 emphasizes the relation between IS 

programme maturity and the types of measures that can be obtained. Furthermore, it 

proposes three types of measures for IS at both system and programme levels, namely 

Implementation, Effectiveness and Efficiency and Business Impact measures (V).  

When comparing these two taxonomies (V and VI), it seems that the Organizational and 

Performance metrics by Pironti (VI) are similar to the Implementation measures by NIST 

(V). They both assess the implementation progress of IS programmes, security controls, 

and the organizations’ policies and procedures (both programme- and system-level). In 

addition, the Operational, Technological, and Compliance metrics by Pironti (VI), as well 

as Effectiveness and Efficiency measures by Chew et al. (V) all deal with implementation 

of programme-level processes and system-level security controls. The Business Impact 

measures (V), Business Process, and Business Value metrics (VI) all measure impact of 

IS activities on business and are thus the main interest of business leaders. These two 

taxonomies also follow the technical and management/organizational perspectives. 

Summary 

While there is no single, widely accepted unified model or terminology when it comes to 

the categorization of information security measures, even at a high level of abstraction, 

most of the taxonomies do share certain similarities. It can also be noted that, in some 

cases, there is a tendency to separate the social and the technical facets of security.  

The taxonomies described here were selected based on their coverage and the deemed 

appropriateness for the report. The following list includes security metrics classifications 
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containing management/organizational and technical standpoints that were decided not 

to be covered  in detail.  

• In (CIS, 2009), though not explicitly stated, proposed metrics can potentially be 

categorized by their target audience, which is Management, Operations, or both. 

• Classification of IS metrics using a Balanced Scorecard based taxonomy, that is, 

into Financial, Customer, Internal Business Processes, and Learning and Growth, 

also has some proponents (Jaquith, 2007). 

• Seddigh et al. gives a novel definition for Information Assurance, which is used 

as the basis for his taxonomy. He proposes Security, Availability, and Quality of 

Service as IA components and considers them as the first level of the taxonomy 

tree. Further, he puts Organizational, Operational, and Technical metrics under 

each of these components (Seddigh et al., 2004). 

• United States Internal Revenue Service (IRS) proposes 15 categories of security 

metrics based on FITSAF Level 3 criteria (NIST, 2000), which are Security Policy 

and Planning, Risk Management, Review of Security Controls, Rules of Behaviour, 

Life Cycle Management, Processing Authorization, Contingency Planning, Physical 

and Environmental, Personnel, Training, Access Controls, Computer Support and 

Operations, Incident Response, Documentation, and Audit Trails (Bicknell, 2001). 
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Acronyms 
ALE - Annual(ized) Loss Expectancy 

BSC - Balanced Scorecard 

CAPEC - Common Attack Pattern Enumeration and Classification 

CCE - Common Configuration Enumeration 

CCSS - Common Configuration Scoring System 

CEE - Common Event Expression 

CIS - Center for Internet Security 

CISWG - Corporate Information Security Working Group 

CMMI - Capability Maturity Model Integration 

CMSS - Common Misuse Scoring System 

CMVP - Cryptographic Module Validation Program 

COBIT - Control Objectives for Information and related Technology 

CPE - Common Platform Enumeration 

CSEC - Communications Security Establishment Canada 

CVE - Common Vulnerabilities and Exposures 

CVSS - Common Vulnerability Scoring System 

CWE - Common Weakness Enumeration 

DOD - (United States) Department of Defence 

FIPS - Federal Information Processing Standard 

GQM - Goal, Question, Metric (or Measure) 

IATAC - Information Assurance Technology Analysis Center 

IEC - International Electrotechnical Commission 

IA - Information Assurance 

IS - Information Security 
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ISECOM - Institute for Security and Open Methodologies 

ISMS - Information Security Management System 

ISMP - Information Security Measurement Programme 

ITGI - IT Governance Institute 

JPL - Jet Propulsion Laboratory 

KPI - Key Performance Indicator 

MAEC - Malware Attribute Enumerization and Characterization 

NASA - National Aeronautics and Space Administration 

NIST - National Institute of Standards and Technology 

OCIL - Open Checklist Interactive Language 

OSSTMM - Open Source Security Testing Methodology Manual 

OVAL - Open Vulnerability and Assessment Language 

OWASP - Open Web Application Security Project 

RASQ - Relative Attack Surface Quotient 

ROSI - Return On Security Investment 

SAMATE - Software Assurance Metrics And Tool Evaluation 

SCAP - Security Content Automation Protocol 

PDCA - Plan, Do, Check, Act 

ROI - Return on Investment 

SwA - Software Assurance 

WG - Working Group 

XCCDF - Extensible Configuration Checklist Description Format 
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