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1. Introduction 
Electronic surveillance is an important tool for law enforcement and may contribute to counter-terrorism 
efforts. Measures such as video cameras, wire-tapping and bugs can be used to detect, prevent and 
investigate crime. 

Four major changes in our society have prompted a need to reform both the tools of electronic 
surveillance and domestic legislation: 1) Technology. Messages are to a lesser extent travelling by copper 
cable, satellite, microwave relay link and more in fibre optic cable. While satellite and microwave relay 
links are leaking communication making these modes of communication relatively accessible with an 
antenna, interception of communication via a fibre optic cable is more problematic. Normally, the cable 
has to be accessed with the knowledge and consent of the communications service provider (CSP) at 
certain points where the communication is routed.3 2) Perceptions of threats. With the fall of the Berlin 
Wall and the dissolution of the Soviet Bloc the perceived threats have changed, shifting the focus from 
military threats to threats from non-state actors such as terrorists and criminal networks. This has led to a 
shift towards *463 more proactive, preventive measures against threats such as terrorism, in other words 
preemptive intelligence.4 3) Interpretation of human rights. Article 8 of the European Convention for the 
protection of Human Rights requires that any individual measure of surveillance has to comply with strict 
conditions and procedures set out in statutory law. The constitutional protection of the Fourth 
Amendment to the United States Constitution has proven applicable also to modern communication. 4) 
Ownership of telecommunications. In the previous era of state monopolies the State could through secret 
decrees order their CSPs to hand over communication. Private CSPs are less willing to do the same 
without a statute obliging them to. 

Surveillance that was previously kept secret is now subject to public debate. There is a fear that tools 
created for legitimate purposes such as crime control can also be used for increased or total social control. 
Do the ends justify the means? Even if the State does not aim at total social control and the actual 
surveillance is legitimate, the mere possibility of mass surveillance may lead to self-censorship and 
inhibition.5 The present article examines, from a comparative privacy perspective, systems of electronic 
surveillance which involves the retention and/or access of large quantities of data and/or communication. 
This includes data retention of traffic data and signals intelligence, the latter occasionally described as mass 
surveillance or strategic monitoring. 

                                                            
1 Chief Parliamentary Ombudsman of Sweden, Former Judge at the European Court of Human Rights. 
2 LL.D., Lecturer in Public International Law, University of Stockholm. 
3 Johnson, Loch K (2009) Introduction. In Johnson, Loch K. (Ed.), Handbook of Intelligence Studies, pp. 1-14. 
Routledge, London and New York, 2009, p. 6; Richelson, Jeffrey T. (2009) Technical Collection in the Post-
September 11 World. In Treverton, Gregory F. & Agrell, Wilhelm (Eds.), National Intelligence Systems, pp. 147-175. 
Cambridge University Press, Cambridge, 2009, p. 163. 
4 Flyghed, Janne (2005). Crime-Control in the Post-Wall Era: The Menace of Security. Journal of Scandinavian Studies in 
Criminology and Crime Prevention, vol 6, pp. 165-182, pp. 166-168, 178-179; Omand, David (2009) The Limits of 
Avowal: Secret Intelligence in an Age of Public Scrutiny. In Treverton, Gregory F. & Agrell, Wilhelm (Eds.), National 
Intelligence Systems (pp. 235-264). Cambridge University Press, Cambridge, 2009, pp. 238 and 241; 
Signalspaningskommitténs rapport "Uppföljning av signalspaningslagen", SOU 2011:13 , p. 41. 
5 Solove, Daniel J. (2006). A Taxonomy of Privacy. University of Pennsylvania Law Review, vol 154, pp. 477-560,  
p. 493. 



2. Sociological and Technological Aspects on the Privacy Discourse 
 

2.1 From Panopticon to Panspectron 
In the sociological discourse on surveillance one may find references to the model prison facility designed 
by the English philosopher Jeremy Bentham. The design assumed that the jailer can observe (-opticon) all 
(pan-) prisoners without the possibility for the prisoners to know at any given time whether they were 
under surveillance, which creates a feeling that the jailer has omniscience (infinite knowledge). The prison is a 
circular building where each cells is built against the outer wall with an inner window towards the centre 
of the building. In the centre of the prison there is a guard tower for the jailer who scrutinizes the 
prisoners and still remains unseen. In this manner the jailer can exercise control without even being 
present in the guard tower. Jeremy *464 Bentham himself described the Panopticon as a “new mode of 
obtaining power of mind over mind, in a quantity hitherto without example”.6 The philosopher, writer 
and sociologist Michel Foucault has in Discipline and Punish: The Birth of the Prison (1975) used Panopticon as 
a theoretical metaphor for how the modern society enforces discipline and control over its citizens. The 
American sociologist Gary Marx, inspired by Bentham and Foucault, calls this the maximum security society.7 
In such a society there is no public/private distinction, technology is used to influence and programme the 
daily lives of citizens.8 Databases can not only be used to link pieces of information to expose offenses 
and offenders, but also for prevention and deterrence. The screening can become routinized, broadened 
and deepened.9 Control is based on “observation, surveillance, and inspection” rather than primarily on 
physical coercion.10 

One main purpose of government intelligence is to pre-empt, prevent and combat threats. This may 
concern threats such as criminality, terrorism, political or military intentions of opposing states.11 In the 
same way, data mining aims to predict behaviour and strives to prognosticate our future *465 action. 
People who match certain profiles or patterns are deemed likely to engage in similar activities.12 It could 
be argued that predicting future human behaviour with absolute certainty is a mission impossible.13 At 
best one could predict the future with a margin of uncertainty. Predicting criminal behaviour of 
individuals or hidden intentions of other states and acting on such information is difficult to reconcile 
with traditional rule of law-principles. Nevertheless, states have assigned their intelligence agencies to pre-
empt, prevent and combats threats. Some states are trying to regulate it by legal means and this article will 
examine such attempts. 

In his dystopia 1984 (published 1949) George Orwell describes how a totalitarian regime by the year 
1984 uses propaganda and exercises brutal control over its citizens. The main tool for controlling is optical 
surveillance through a telescreen, i.e. a device integrating television and security camera capabilities. 

It is submitted that the panoptical and telescreen metaphors are inadequate to describe modern day 
surveillance, because it assumes that surveillance is made merely through optical sensors in the visible 

                                                            
6 Bentham, Jeremy, Panopticon (Preface). In Miran Bozovic (ed.), The Panopticon Writings, 
London: Verso, 1995, pp. 29-95. 
7 Marx, Gary T., La société de sécurité maximale, Déviance et société, vol 12, 2, 1998, pp. 147-166. 
8 Ibid, p. 150; see also De Hert, Paul, Balancing security and liberty within the European human rights framework. A critical 
reading of the Court’s case law in the light of surveillance and criminal law enforcement strategies after 9/11, Utrecht Law Review, 
vol 1, 1, 2005, p. 69. 
9 Marx, Gary T. & Reichman, Nancy, Routinizing the Discovery of Secrets: Computers as Informants, American Behavioral 
Scientist, vol 27, 4, 1984, pp. 423-452, pp. 425, 427 and 433. 
10 Ibid, p. 444. 
11 National Research Council, Protecting Individual Privacy in the Struggle Against Terrorists: A Framework for Program 
Assessment, National Academies Press, Washington, DC, 2008, p. 3; Proposition 2006/07:63 ”En anpassad 
försvarsunderrättelseverksamhet”, p. 17. 
12 Solove, Daniel J., I've Got Nothing to Hide and Other Misunderstandings of Privacy, San Diego Law Review, vol 44, 4, 
2007, pp. 745-772, p. 766. 
13 National Research Council, 2008, p. 2. 



spectrum. Manuel DeLanda explains how intelligence agencies are building new types of surveillance 
systems which he describes as Panspectric. In contrast to the Panopticon, the Panspectron not only 
registers the visible, but also radio, radar and microwaves. DeLanda writes the following.14 

 
There are many differences between the Panopticon and the Panspectron being assembled at the 
NSA. Instead of positioning some human bodies around a central sensor, a multiplicity of sensors is 
deployed around all bodies: its antenna farms, spy satellites and cable-traffic intercepts feed into its 
computers all the information that can be gathered. This is then processed through a series of 
“filters” or key-word watch lists. The Panspectron does not merely select certain bodies and certain 
(visual) data about them. Rather, it compiles information about all at the same time, *466 using 
computers to select the segments of data relevant to its surveillance tasks. 

 
This does not mean that modern liberal democracies are destined to become societies with total social 

control. First, one has to consider the purpose of the surveillance and how the information is used. 
Second, one could argue that social control was stronger in the pre-industrial age than it is today. Instead 
of having all segments of our lives registered in various databases, our ancestors were under the constant 
observation of their families and neighbours. Norm-breaking behavior was often instantaneously 
suppressed. Modern society offers greater possibility of anonymity and individuality due to increased 
possibilities for travel and urbanisation. Electronic surveillance can be seen as a tool to counter the loss of 
the traditional intra-human means of social control. The question is where to set the legal limit of the 
State’s powers when at the present time there are no technical limits to electronic surveillance and social 
control.15 
 

2.2 Content and Traffic Data 
Surveillance of electronic communication is often associated with wire-tapping where the police listen in 
on a phone conversation. However, such surveillance has its limitations. Modern phone and internet 
communication involves increasing use of encryption and ever increasing volumes of messages. Law 
enforcement and intelligence agencies will not be able to store and analyse the content of all the messages. 
This development is essential in understanding why law enforcement and intelligence agencies are 
focusing less on traditional wire-tapping, more on retention of traffic data and traffic analysis of 
communication patterns. 

As opposed to the content of a message, traffic data is the information used by the communication 
network to deliver the message to or from the user. In a telephone network, traffic data will reveal the 
number dialed (“to”), the originating number (“from”), the time of the call, and its duration. In the 
internet context, traffic data will similarly reveal the “to” and “from” e-mail address, the instant message 
to and from account names, and the other administrative information the computers generate *467 in the 
course of delivery.16 The present text will use the terms “content data” and “traffic data”.17 For the most 
part, it is easy to classify what is content or traffic data. However, in some cases it becomes difficult, such 
as Uniform Resource Locators (URLs) for websites. Solove has made the observation that since a URL 

                                                            
14 DeLanda, Manuel War in the Age of Intelligent Machines, Swerwe Editions, New York, 1991, pp. 205-206. 
15 Flaherty, David H., Controlling Surveillance: Can Privacy Protection be Made Effective?, Agre, Philip E. & Rotenberg, Marc 
(Eds.), Technology and Privacy: The New Landscape, 167-191, The MIT Press, Cambridge, 1998, p. 187. 
16Kerr, Orin S., Applying the Fourth Amendment to the Internet: A General Approach, Stanford Law Review, vol 62, 4, 2010, 
pp. 1005-1050, vol 62, 4, pp. 1019-1020. 
17 Other, similar terms are used. Orin Kerr makes the distinction between “content” and “envelope” information, 
ibid, p. 21. One may also find references to “metadata” (data about data),  which in this context also signifies non-
content data or “envelope information”, Proposition 2006/07:63 ”En anpassad försvarsunderrättelseverksamhet”, p. 
72. 



points to the location of particular information on the Internet, it can reveal the specific content of a 
website that people are viewing.18 

Encryption of the content of the message will not offer protection against traffic analysis of traffic 
data.19 In this way law enforcement agencies may identify the communication patterns of and the network 
of criminal groups. Intelligence agencies may find agents communicating with foreign governments 
without ever reading or listening to any messages. Traffic analysis is also used in military intelligence to 
identify the chain of command, higher staff functions, divisions, brigades and units.20 Considering that 
traffic data can be used to identify what content a person is viewing on the internet, membership of 
groups and networks, it is submitted that such data may in certain contexts be as sensitive as content data. 
The question is if the law should offer the individual identical protection of his or her traffic data as is 
afforded to content data. 

It is obvious that EU Data Retention Directive obliges the CSPs to collect and store traffic data,21 that 
may be accessed by law enforcement *468 agencies.22 Less known is that signals intelligence also involves 
significant collection and retention of traffic data. The difference is that in the case of signals intelligence it 
is the State that retains the data in large databases,23 which raises relevant privacy concerns. 

3. Protection of Privacy in Europe and the USA 
The next section makes a brief comparison between the protection under article 8 of the ECHR and the 
Fourth Amendment to the United States Constitution with particular focus on the content/non-content 
distinction. 

3.1 The European Convention on Human Rights 
Article 8 of the ECHR protects the individual’s right to respect for his private and family life, his home 
and his correspondence. The European Court of Human Rights (ECtHR) has dealt with several 
complaints concerning electronic surveillance, including three complaints concerning signals intelligence 
or “strategic monitoring” directed against international communication, Weber and Saravia v. Germany, 
Liberty and Others v. the United Kingdom and Kennedy v. the United Kingdom.24 Prior to the examination by the 
ECtHR, strategic monitoring was under review *469 by the Federal Constitutional Court in Germany. It 

                                                            
18 Solove, Daniel J (2003-2004). Reconstructing Electronic Surveillance Law. Geo. Wash. L. Rev., vol 72, pp. 1264-
1305, p. 1287; see also Kerr, 2009, p. 23. 
19 SOU 2007:76 Lagring av trafikuppgifter för brottsbekämpning, Betänkande av Trafikuppgiftsutredningen, 
Stockholm 2007, p. 132; Wirtz, James J (2009) The American Approach to intelligence studies. In Johnson, Loch K. 
(Ed.), Handbook of Intelligence Studies (pp. 28-38). Routledge, London and New York, 2009, p. 36. 
20 Agrell, Wilhelm (1998) Konsten att gissa rätt - Underättelsevetenskapens grunder, Studentlitteratur, Lund, pp. 97, 120 and 
121; Wirtz, 2009, p. 36. 
21 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data 
generated or processed in connection with the provision of publicly available electronic communications services or 
of public communications networks and amending Directive 2002/58/EC, articles 5-6. 
22 The access for national authorities to the data is to be regulated through domestic law ibid, article 4. 
23 First disclosed by media Struwe, Filip Sveriges Television (Publ.) FRA lagrar svenska telesamtal och mejl, 16 June 2008 
"http://svt.se/2.22620/1.1175152/utskriftsvanligt_format" (30 September 2011), later confirmed in Government 
inquiries such as Signalspaningskommittén, SOU 2011:13, pp. 16, 32, 63-64, 66-68. Some indications are given by the 
Preparatory works but not in the text of the law itself: Proposition 2006/07:46 "Personuppgiftsbehandling hos 
Försvarsmakten och Försvarets radioanstalt", p. 29 on traffic analysis (trafikbearbetning); Prop. 2006/07:63, p. 72 on 
“metadata”. Commented by Klamberg, Mark, FRA and the European Convention on Human Rights - A Paradigm Shift in 
Swedish Electronic Surveillance Law, Schartum, Dag Wiese (Ed.), Overvåking i en rettstat, 96-134, Fagforlaget, Bergen, 
2010. See also USA Today, NSA has massive database of Americans' phone calls, 11 May 2006, USA Today, NSA has 
massive database of Americans' phone calls, 11 May 2006 and  Newsweek, Now We Know What the Battle Was 
About, 13 December 2008. 
24 Decision as to the Admissibility of Application no. 54934/00 by Gabriele Weber and Cesar Richard Saravia against 
Germany, ECtHR, 29 June 2006; Liberty and Others v. the United Kingdom, (Application no. 58243/00), Judgment, 1 July 
2008; Kennedy v. the United Kingdom, ( Application no. 26839/05), ECtHR, Judgment, 18 May 2010. 



held that certain provisions of the legislation were incompatible or only partly compatible with the 
principles laid down in the Basic Law (the constitution).25 The law was modified and the ECtHR made its 
assessment on the law as interpreted and modified by the Federal Constitutional Court.26 

What is the scope of this protection? The ECtHR has in its case law determined that communication 
by telephone, facsimile and e-mail is covered by the notions “private life” and “correspondence”.27 
Moreover, activities of a professional or business nature are both included in the notion of “private life“.28 

3.1.1 Defining Interference 
What is to be regarded as interference with the right to privacy under Article 8(1)? Klass and Others v. 
Germany concerned secret surveillance by state authorities involving opening and inspection of mail and 
post, reading telegraphic messages, monitoring and recording telephone conversations. The Court 
considered that the question whether such surveillance measures, had been ordered or implemented in 
respect of the applicants had no bearing on the appreciation of the applicants’ status as “victims”. The 
menace of surveillance in itself to restrict free communication through the postal and telecommunication 
services, constituted for all users or potential users a direct interference with the right guaranteed by 
Article 8. The Court found that each of the applicants is entitled to claim to be the victim of a violation of 
the Convention, even *470 though he is not able to allege in support of his application that he has been 
subject to a concrete measure of surveillance.29 

The ECtHR distinguishes between content and traffic data, but both categories of information are 
protected by Article 8.30 However, metering, recording of telephone numbers dialled (traffic data), does 
not per se violate Article 8 if, for example, if it is done by the telephone company for billing purposes.31 
Data retention and signals intelligence involves the retention of large amounts of traffic data. Such data 
are included by the notion personal data.32 In S. and Marper v. the United Kingdom the Court stated that “the 
mere retention and storing of personal data by public authorities, however obtained, are to be regarded as 

                                                            
25 BVerfG, 1 BvR 2226/94 of 07/14/1999, paragraphs No. (1 - 308). 
26 Weber and Saravia v. Germany, ECtHR, 29 June 2006, paras. 12 and 63. 
27 Klass and others v. Germany, ECtHR, (Application no. 5029/71), Judgment, 6 September 1978, para. 41; Malone v. the United 
Kingdom, (Application no. 8691/79), Judgment, 2 August 1984 , para. 64; Kruslin v. France, (Application no. 11801/85), 
Judgment, 24 April 1990, para. 26; Kopp v. Switzerland, (13/1997/797/1000), Judgment, 25 March 1998, para. 50; 
Amann v. Switzerland, (Application no. 27798/95), ECtHR, Judgment, 16 February 2000, para. 44; Weber and Saravia v. 
Germany, ECtHR, 29 June 2006, para. 77; Liberty and Others, para. 56. 
28 Niemietz v. Germany, (Application no. 13710/88), Judgment, 16 December 1992, paras. 28-33; Kopp, Judgment, 25 
March 1998, para. 50; Amann v. Switzerland, ECtHR, 16 February 2000, para. 65; Rotaru v. Romania, (Application no. 
28341/95), Judgment, 4 May 2000, para. 43. 
29 Klass and others v. Germany, paras. 37-38, 41. See also Weber and Saravia v. Germany, para. 78; Liberty and Others, para. 
56; Kennedy v. the United Kingdom, ECtHR, 18 May 2010, paras. 120-129. 
30 Malone v. the United Kingdom, para. 84: By its very nature, metering is … to be distinguished from interception of 
communications, which is undesirable and illegitimate in a democratic society unless justified. The Court does not 
accept, however, that the use of data obtained from metering, whatever the circumstances and purposes, cannot give 
rise to an issue under Article 8. The records of metering contain information, in particular the numbers dialled, 
which is an integral element in the communications made by telephone. Consequently, release of that information to 
the police without the consent of the subscriber also amounts, in the opinion of the Court, to an interference with a 
right guaranteed by Article 8. See also P.G. and J.H. v. the United Kingdom, (Application no. 44787/98), Judgment, 25 
September 2001, para. 44-48 on storage and destruction of information superseded by the minimum requirements set 
out in Weber and Saravia v. Germany, ECtHR, 29 June 2006, para. 95; Liberty and Others, para. 62; see also Lagerwall, 
Anders (Fall 2008). Privacy and Secret Surveillance from a European Convention Perspective. Stockholm University, p. 
27, para. 157. 
31 P.G. and J.H. v. the United Kingdom, 25 September 2001, 25 September 2001, para. 42. 
32 Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the 
free movement of such data, article 2(a); "Integritet, Offentlighet, Informationsteknik" SOU 1997:39, , pp. 113 and 
341. 



having direct impact on the private-life interest of an individual concerned, irrespective of whether 
subsequent use is made of the data”.33 *471 

3.1.2 Legitimate Interference 
When is interference legitimate under article 8? Interference is permissible only if the measure is 1) “in 
accordance with the law”; 2) pursues certain interests; and 3) is “necessary in a democratic society”.34 

First, interference must be “in accordance with the law”, which requires that the measure should have 
some basis in domestic law. It also refers to the quality of the law in question, requiring that it should be 
1) accessible to the person concerned, who must, moreover, be able to 2) foresee its consequences for him 
or her, and 3) compatible with the rule of law.35 

Publication of the law is a way to fulfil the requirement that the law is accessible.36 In Liberty and Others 
the Court found that the U.K. Law, the 1985 Act did not set out in a form accessible to the public any 
indication of the procedure to be followed for selecting, examination, sharing, storing and destroying 
intercepted material. Thus, the law did not fulfil the requirement “in accordance with the law”.37 

The second requirement under Article 8(2) provides that the interference must pursue certain listed 
interests in order to be legitimate: national security, public safety or the economic well-being of the 
country, prevention of disorder or crime, protection of health or morals, or the protection of the rights 
and freedoms of others.38 The Court rarely challenges the aim referred to by states.39 The disputes more 
often *472 concern whether the measure has a legal basis and/or is “necessary in a democratic society”. 

Finally, an interference will be considered “necessary in a democratic society” for a legitimate aim if it 
answers a “pressing social need” and, in particular, if it is proportionate to the legitimate aim pursued and 
if the reasons adduced by the national authorities to justify it are “relevant and sufficient”.40 While it is for 
the national authorities to make the initial assessment in all these respects, the final evaluation of whether 
the interference is necessary remains subject to review by the Court for conformity with the requirements 
of the Convention.41 A margin of appreciation is left to the competent national authorities in this 
assessment. The breadth of this margin varies and depends on a number of factors including the nature of 
the Convention right in issue, its importance for the individual, the nature of the interference and the 

                                                            
33 S. and Marper v. the United Kingdom, Applications nos. 30562/04 and 30566/04, European Court of Human Rights, Judgment, 
4 December 2008, para. 121. 
34 European convention for the Protection of Human Rights and Fundamental Freedoms adopted 4 November 1950 
as amended by Protocol No. 11, article 8(2). 
35 Sunday Times v. the United Kingdom, (Application no. 6538/74), Judgment, 26 April 1979, para. 49; Malone v. the United 
Kingdom, para. 66; Kruslin, para. 27; Kopp, Judgment, 25 March 1998, para. 55; Amann v. Switzerland, ECtHR, 16 February 
2000, para. 50; Leander v. Sweden, (Application no. 9248/81), Judgment, 26 March 1987, para. 50; Rotaru, para. 52; Foxley v. 
the United Kingdom, (Application no. 33274/96), Judgment, 20 June 2000, para. 34; Segerstedt-Wiberg and others v. 
Sweden, (Application No. 62332/00), ECtHR, Judgment, 6 June 2006, para. 76; Weber and Saravia v. Germany, 
ECtHR, 29 June 2006, para. 84;  Liberty and Others, para. 59; Kennedy v. the United Kingdom, ECtHR, 18 May 2010, para. 
151. 
36 Rotaru, para. 54; Leander v. Sweden, ECtHR, 26 March 1987, paras. 52-53. 
37 Ibid, paras. 27, 48-51, 66 and 69. 
38 ECHR, article 8(2). 
39 Klass and others v. Germany, para. 46; Leander v. Sweden, ECtHR, 26 March 1987, para. 49; Weber and Saravia v. Germany, 
ECtHR, 29 June 2006, paras. 103-104; see also Lagerwall, 2008, p. 17. 
40 Silver and Others v. United Kingdom, Application no. 5947/72; 6205/73; 7052/75; 7061/75; 7107/75; 7113/75; 
7136/75, European Court of Human Rights, Judgment 25 March 1983, para. 97; One example where the Court found a 
measure disproportional is S. and Marper v. the United Kingdom, paras. 125-126. The Court found that the blanket and 
indiscriminate nature of the powers of retention of the fingerprints, cellular samples and DNA profiles of persons 
suspected but not convicted of offences, as applied in the case of the present applicants, failed to strike a fair balance 
between the competing public and private interests. Consequently, the United Kingdom had overstepped the 
acceptable margin of appreciation with the result that the measure was in violation of Article 8; Ovey, Clare & White, 
Robin C.A. (2006) The European Convention on Human Rights, Oxford University Press, Oxford, p. 232. 
41 Coster v. The United Kingdom, Application no. 24876/94, European Court of Human Rights, Judgment 18 January 2001, para. 
104; S. and Marper v. the United Kingdom, para. 101. 



object pursued by the interference. The margin will tend to be narrower where the right at stake is crucial 
to the individual’s effective enjoyment of intimate or key rights.42 National Security is an area where States 
are allowed a wide margin.43 However, the Court has affirmed the risk that a system of secret surveillance 
in the struggle against terrorism, espionage and for the protection of national security may undermine or 
even destroy democracy under the cloak of defending it. Therefore the Court *473 must be satisfied that 
there exist adequate and effective guarantees against abuse.44 

 

3.1.3 Statutory Law – the Swedish Example 
 

The bulk of the rules on secret wire-tapping (content data) and secret tele-surveillance (traffic data) in the 
context of a crime investigation are to be found in chapter 27 of Rättegångsbalken, the code of judicial 
procedure. Under this chapter, secret wire-tapping and secret tele-surveillance may only be conducted if 
someone is reasonably suspected of a criminal offence and the measure is of exceptional importance to 
the inquiry.457 Issues concerning secret wire-tapping and secret tele-surveillance are determined by the 
court upon the request of the prosecutor, i.e. a court warrant is required prior to use of such 
surveillance.46 There is a separate set of rules for intelligence targeting communications crossing Swedish 
borders. Such information may be collected by the Försvarets Radioanstalt - FRA (Swedish National 
Defence Radio Establishment) pursuant to signalspaningslagen (the Signals Intelligence Act).47 Such 
surveillance is restricted to certain aims and may be used to monitor, inter alia, international terrorism and 
international organized crime.48 In contrast to Rättegångsbalken, signals intelligence is not restricted to 
persons suspected of a criminal offence. The surveillance may include the collection of content as well as 
traffic data. Collection and retention of traffic data does not require any connection to aims such 
international terrorism, international organized crime or other threats.49 The ECtHR has received a 
complaint concerning the FRA’s signals intelligence, which among other matters raises the issue of FRA’s 
mass retention of traffic data.50 *474 

3.2 Protection Under the Fourth Amendment to the United States Constitution 
The Fourth Amendment provides the following. 
 

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable 
searches and seizures, shall not be violated; and no Warrants shall issue but upon probable cause, 
supported by Oath or affirmation, and particularly describing the place to be searched, and the persons 
or things to be seized. 

 
In comparison with article 8 of the ECHR, the Fourth Amendment concerns searches and seizures and it 
does not talk about privacy. However the two frameworks are still comparable since they both may apply 
to electronic surveillance. The Fourth Amendment has neither any explicit requirement that interference 
                                                            
42 Klass and others v. Germany, para. 49; Leander v. Sweden, ECtHR, 26 March 1987, paras. 59 and 67; Weber and Saravia v. 
Germany, ECtHR, 29 June 2006, para. 106; S. and Marper v. the United Kingdom, para. 102; Clare & White 2006, p. 233. 
43 Klass and others v. Germany, para. 48; Leander v. Sweden, ECtHR, 26 March 1987, para. 59; Segerstedt-Wiberg and others v. 
Sweden, (Application No. 62332/00), ECtHR, Judgment, 6 June 2006, para. 88 Clare & White 2006, p. 237. 
44 Klass and others v. Germany, paras. 49-50; Leander v. Sweden, ECtHR, 26 March 1987, para. 60; Weber and Saravia v. 
Germany, ECtHR, 29 June 2006, paras. 106 and 116-118. 
45 Rättegångsbalken, chapter 27, section 20. 
46 Ibid, chapter 27, section 21. 
47 Lag (2008:717) om signalspaning i försvarsunderrättelseverksamhet. 
48 Ibid, section 1(2). 
49 Ibid, section 1(3); Datainspektionens redovisning av regeringsuppdraget Fö2009/355/SUND, 26 December 2010, 
pp. 4 and 23; Klamberg, 2010, pp. 117-128. 
50 Centrum för Rättvisa v. Sweden, (Application 35252/08), ECtHR, lodged on 14 July 2008, p. 14, para. 36. 



caused by a search or seizure must be in accordance with law nor any list which describes for which 
purposes interference may be legitimate. This does not mean that such matters are irrelevant. 

3.2.1 Defining Search and the Reasonable Expectation of Privacy 
It is important to define the notion “search” in order to determine whether a surveillance measure is 
regulated by the Fourth Amendment and subject to its requirement on search warrant. 

In Katz v. United States, the Supreme Court ruled that the Fourth Amendment covered a person’s 
“reasonable expectation of privacy”, which included telephone conversations.51 The reasonable 
expectation of privacy test is a way to distinguish measures covered by the Fourth Amendment from 
measures that it does not regulate. Kerr explains that if the government conduct violates a reasonable 
expectation of privacy, then that conduct is a "search" and is legal only if justified by a search warrant or a 
specific exception to the warrant requirement such as consent or exigent circumstances. On the other 
hand, if government action does not implicate a reasonable expectation of privacy, then the Fourth 
Amendment does not regulate it and investigators can take that *475 step at any time without Fourth 
Amendment limitation.52 However, it is often difficult to know what makes an expectation of privacy 
constitutionally “reasonable” and there are different models that may be used as a guide to Fourth 
Amendment Protection.53 In other words, if there is no reasonable expectation of privacy then there is no 
search and no protection of the Fourth Amendment. 

In United States v. United States District the Supreme Court held that, under the Fourth Amendment, the 
government needed a warrant to engage in electronic surveillance for domestic criminal investigations, but 
also stated that domestic security surveillance may involve different policy and practical considerations 
from the surveillance of ordinary crime. It also stated that warrantless surveillance, though impermissible 
in domestic security cases, may be constitutional where foreign powers are involved.54 Turning to access 
to records in general and traffic data specifically the following cases are notable. In United States v. Miller, 
federal law enforcement officials issued subpoenas to two banks to produce a customer’s financial 
records.55 The Supreme Court concluded that the customer lacked a reasonable expectation of privacy in 
the financial records maintained by his bank. According to the Court, “the Fourth Amendment does not 
prohibit the obtaining of information revealed to a third party and conveyed by him to Government 
authorities”.56 In other words, by disclosing information to a third party such as a bank or a CSP, the 
subject gives up all of his Fourth Amendment rights in the information revealed,57 including data retained 
in a database or an information network. 

The ECtHR’s ruling in Malone that “envelope” information (traffic data) is protected by Article 8 may 
be contrasted with the approach chosen by the U.S. Courts. The Supreme Court ruled in Ex parte Jackson 
that the Fourth Amendment does not protect the outside of a postal *476 package.58 Similarly, the 
Supreme Court ruled in Smith v. Maryland that the content, but not the numbers dialled from a telephone 
call are protected by the Fourth Amendment. The installation and use of a pen register was not a “search” 
and no warrant was required.59 Miller and Smith are the leading cases in what has become known as the 
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“third party doctrine.”60 The Court of Appeals, Ninth Circuit held in United States v. Forrester, that the 
government did not trigger the Fourth Amendment when it had a target’s Internet Service Provider install 
a monitoring device that recorded the Internet Protocol (IP) address, to/from address for e-mails, and 
volume sent from the account. In an opinion by Judge Fisher, the Ninth Circuit concluded that this non-
content surveillance was analogous to the use of a pen register that the Supreme Court held in Smith v. 
Maryland and did not constitute a search for Fourth Amendment purposes.61 Hence, no warrant is 
required for interception of such data. In line with the aforementioned cases Kerr argues that the contents 
of online communications ordinarily should receive Fourth Amendment protection but that non-content 
information should not be protected .62 Solove finds this distinction dubious with pen registers, e-mail, IP-
addresses and URLs. Solove explains that a URL that points to the location of particular information on 
the Internet, can reveal the specific content of a website that people are viewing.63 The Fourth 
Amendment requirements on “probable cause” and “warrant” appear to cause difficulties in the U.S. 
context. At the same time as it should be recognized that it may be difficult to show probable cause when 
collecting traffic data because the initial surveillance is sometimes carried out without knowing the true 
identity of all the targets. Regardless such data it still worthy of legal protection. 

Finally, an important caveat is that just because something is a search or seizure it does not mean the 
State needs a warrant – illustrated by the consent and “plain view” doctrines. Fourth Amendment 
protection may be waived through consent.64 The plain view doctrine permits the police *477 to seize 
evidence discovered during a valid search if the incriminating nature of the item to be seized is 
immediately apparent,65 for example when Federal Government Officers screen persons at an airport. It is 
a doctrine that balances the competing concerns of protecting public safety and preventing misuse of 
government power. 66 A possible scenario related to electronic communication could be that the police has 
received a warrant to search a computer for the suspicion of a certain crime and when the they search the 
computer information of totally different crime is discovered. 

3.2.2 Statutory Law 
Electronic surveillance law in the United States is comprised primarily of two statutory regimes: (1) the 
Electronic Communications Privacy Act (ECPA),67 which is designed to regulate domestic surveillance; 
and (2) the Foreign Intelligence Surveillance Act of 1978 (FISA),68 which is designed to regulate foreign 
intelligence gathering. 

Title I of ECPA, the Wiretap Act requires the government to meet high standards in order to obtain 
authorization to intercept communications. A court order under the Act provides more protection than an 
ordinary Fourth Amendment search warrant. In addition to requiring probable cause, a warrant requires a 
specific description of where the communication will be intercepted, the type of communication, and the 
duration of the interception.69 
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With the adoption of FISA a special court (Foreign Intelligence Surveillance Court - FISC) was 
established to hear the Government’s requests for orders authorising the use of surveillance in national 
security cases. The primary purpose of FISA is to authorise the use of electronic surveillance against any 
person who qualifies as the “agent *478 of a foreign power”, which includes persons engaging in 
international terrorism.70 FISA’s protections against surveillance are much looser than those of the 
ECPA.71 Under the ECPA and the Fourth Amendment, surveillance is only authorized if there is a 
showing of probable cause that the surveillance will uncover evidence of criminal activity; under FISA, 
however, orders are granted if there is probable cause to believe that the monitored party is a “foreign 
power” or “an agent of a foreign power.”72 Even after FISA, some electronic surveillance in foreign 
security cases remains exempt from the “warrant requirement” of the Fourth amendment 

Even though the Fourth Amendment does not protect traffic data the same matter may be handled by 
statutory protection, including the Pen Register statute73 and Stored Communications Act.74 They already 
require the government to obtain a statutory court order to order an CSP to conduct monitoring even 
without Fourth Amendment protection.75 

Turning to practice, the New York Times revealed in December 2005 that President Bush had 
authorized the National Security Agency (NSA) to intercept communications entering or leaving the 
United States without first obtaining a warrant even if the communication concerned a person located in 
the United States.76 There are different views on the legality of the program. The U.S. Justice Department 
claimed justified the programme on several grounds: i) The President possesses “inherent constitutional 
authority” to order warrantless electronic surveillance against foreign threats to national security,77 ii) the 
congressional legislation - the Authorisation for Use of Military Force (AUMF) enacted in the wake of 
September 11 – confirms and supplements the *479 President’s inherent constitutional power to protect 
the nation,78 iii) warrantless eavesdropping by the NSA is consistent with FISA because it includes an 
exception which allows such surveillance when authorized by a subsequent statute – the AUMF,79 iv) the 
warrant requirement of the Fourth amendment is inapplicable in situations involving “special needs” that 
go beyond a routine interest in law enforcement.80 The main counterargument is that even if the President 
has an inherent constitutional power to protect the nation, the Congress in passing FISA not only 
regulated the President’s power to gather foreign intelligence but intended to do so comprehensively. The 
critics dispute that Congress in passing AUMF implicitly authorized the use of warrantless electronic 
surveillance of American citizens and others in the United States.81 

A second example is from May 2006 when it was disclosed that the NSA had compiled a database 
containing telephone call records of “tens of millions” of ordinary American citizens for purposes of an 
anti-terrorism data mining program.82 It has was later revealed that the NSA also collect and store 
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metadata such as the subject lines of e-mails, the times they were sent, and the addresses of both senders 
and recipients.83 Kerr argued that because the second program only involved non-content surveillance, it 
presumably did not implicate the Fourth Amendment under Smith v. Maryland.84 However, it could 
probably have been a violation of the Stored Communications Act.85 If collection of traffic data and data 
mining of such data is outside the protection of the Fourth Amendment, which laws govern such 
methods? Is it the higher standard *480 in Title I of the Electronic Communications Privacy Act86 or the 
weaker standard in the FISA? There is no clear answer to that.87 

4. Comparative Analysis and Conclusions 
The Fourth Amendment offers a greater protection than Article 8 of the ECHR to the extent that 
searches and seizures require probable cause and a warrant. This requires that the measure is covered by 
the notions “search” or “seizure”, which may explain why law enforcement agencies which use warrant-
less surveillance tend to define the notions “search” or “seizure” narrowly. This has implications for the 
content/non-content distinction. The constitutional protection under the Fourth Amendment has an all-
or-nothing character. In comparison, Article 8 of the ECHR does not require probable cause and warrant 
but it has a broader scope. Thus, there is no problem to expand the scope and protection of Article 8 to 
content as well as traffic data. 

It was argued above that traffic data may in certain contexts be as sensitive as content data. In addition, 
there is a concern that programmes involving mass retention of traffic data runs counter to important 
values in liberal democracies.  

Bignami argues that the NSA database might very well be legal under U.S. Law, but it would be clearly 
illegal under European law.88 This contention could be challenged. One has to consider that the U.S. 
Constitution, its amendments and statutes are part of one legal system as opposed to European 
framework where the relationship between the European Convention and the European domestic legal 
systems are somewhat different. One cannot analyse the U.S. system simply by looking at the Constitution 
and its amendments while ignoring statutory law. Even if the Fourth Amendment does not offer 
protection to traffic data, statute law such as the Pen Register statute and Stored Communications Act 
does. Both the U.S. system and ECHR law require that electronic surveillance measures have some basis 
in positive law. It is not enough for the state to claim that there is no prohibition. Therefore it is still 
remains to be seen how the ECtHR will rule on i) data retention of traffic data and ii) when such data is 
collected through signals intelligence. *481 
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