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Abstract
Scientific development and progress in the fields of computer science, information technology and their related disciplines,
have transformed our world into a “digital world”. Omnipresent digital devices and e-services running on numerous
versions of pervasive e-infrastructures generate a wealth of electronically stored information (ESI) from which we can
extract a great deal of potential digital evidence.

Digital evidence is sometimes even more revealing than its traditional counterpart, but at the same time it is very fragile
and volatile in nature. Preserving the integrity of digital evidence is therefore of major concern, especially when it comes
from purportedly illegal, illicit and malicious activities. The acquisition and analysis of digital evidence are also crucial
to the functioning of the digital world, regardless of the positive or negative implications of the actions and activities that
generated the evidence. All stakeholders should have the right to be assured of the accuracy of the digital forensics process
and the people involved in it. Currently they surrender these rights and have to trust the process and the individuals carrying
it out. They do not have any guarantee that intentional or unintentional conduct or modification will not affect the outcome
of the forensic process, which might compromise their other human rights as a consequence, such as their right to liberty
and even their right to life. Protecting basic human rights by ensuring the correctness of the entire forensics process, and
its output in the form of digital evidence, is thus a point of concern. The “right to a fair trial” given in Article 6 of the
European Convention as an umbrella principle that affects the forensics process, is one example of the protection of basic
human rights.

In digital forensics there are principles and models on the top (theoretical basis), acting as a platform on abstract and
generic level, in the middle, there are policies and practices and at the bottom, there are technical procedures and techniques.
During this research we worked to solve the above mentioned problems, concentrating on all three layers, by extending
the abstract models, defining best practice, and by providing new technical procedures employing latest technology. Our
work also helps to implement organisational policies.

The research was undertaken in two cycles, starting with an exploration of the theoretical basis and continuing to
procedures and techniques. The methods used to preserve the integrity of digital evidence were explored and evaluated in the
first cycle. A new technical model called PIDESC[1] was thus proposed. This can preserve the integrity of digital evidence
by orchestrating both software- and hardware-based security solutions. The model was evaluated in terms of time and cost.
The results suggest that the gains outweigh the additional cost and time. The increase in time is a constant negligible factor
of only half a millisecond on average. In the next cycle we built on our knowledge and extended the theoretical basis on
an abstract and generic level to preserve the integrity of digital evidence and to protect basic human rights as overarching
umbrella principles (2PasU[2]). We then developed specific solutions, including a formal method to select the best mobile
device forensics tool, and developed a guide for best practices to fulfil the requirements of preservation and protection.
Finally, we mapped the solutions to the proposed extended model with 2PasU, putting all the research into its context in
order to pave the way for future work in this domain.

[1] Protecting Digital Evidence Integrity by Using Smart Cards
[2] Preservation and Protection as Umbrella Principles
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Abstract  
 
Omnipresent digital devices and e-services running on numerous 
versions of pervasive e-infrastructures generate a wealth of 
electronically stored information (ESI) from which we can 
extract a great deal of potential digital evidence. Digital evidence 
is more revealing than its traditional counterpart, but at the same 
time it is very fragile and volatile in nature. Preserving the 
integrity of digital evidence is therefore of major concern.  
 
All stakeholders of digital forensics process should have the 
right to be assured of the accuracy of both the process and the 
people involved in it. Currently they surrender these rights and 
have to trust the process and the individuals carrying it out. 
Protecting basic human rights by ensuring the correctness of the 
entire forensics process, and its output in the form of digital 
evidence, is thus another problem.  
 
We undertook two cycles of design science research to solve the 
above mentioned problems, starting with an exploration of the 
theoretical basis and continuing to procedures and techniques. 
End result of the first cycle was a new technical model called 
PIDESC1. This can better preserve the integrity of digital 
evidence by orchestrating both software- and hardware-based 
security solutions. The model was evaluated in terms of time and 
cost. The results suggest that the gains outweigh the additional 
cost and time. The increase in time is a constant negligible factor 
of only half a millisecond on average. In the second cycle we 
extended the theoretical basis on both an abstract and a generic 
level to preserve the integrity of digital evidence and to protect 
basic human rights as overarching umbrella principles (2PasU2). 
We then developed specific solutions, including a formal method 
to select the best mobile device forensics tool, and a guide for 
best practices to fulfil the requirements of preservation and 
protection. Finally, we mapped the solutions to the proposed 
extended model with 2PasU, putting all the research into its 
context which provides sound and promising directions for the 
future work in this domain. 

                                                 
1 Protecting Digital Evidence Integrity by Using Smart Cards 
2 Preservation and Protection as Umbrella Principles 
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1. Introduction 

We live in a digital world of digital devices and their associated services. 
Mobile devices connected via multiple network interfaces, Global 
Positioning System (GPS) and GPS devices, keyless entry systems, contact 
and contactless cards are just a few digital devices that involve patronage of 
e-services. The internet is the backbone of our modern world, is as important 
as other utilities, such as electricity and water, and is considered a “basic 
human right” in some countries [1].  

We are not defining statutes to protect basic human rights in this research. 
Our work is on an abstract level, highlighting the need for overarching 
principles to preserve the integrity of digital evidence, and to protect basic 
human rights during the entire process of digital forensics. Digital forensics 
is a transnational problem so it cannot be confined, understood and resolved 
within a single jurisdiction. Most of the examples discussed during this 
research are from the US and other developed countries, because they are the 
pioneers in this domain.  

The orchestration of the internet and digital devices means we are 
connected not only to each other but also to the wealth of online services that 
encompass all the sectors of the contemporary world, including government, 
education, health, business, transport, and communication. Because of this 
wide acceptance and the deep penetration of digital devices and e-services 
everyone, in the normal course of their daily lives, interacts with them in one 
way or another. Everyone, whether they are a protagonist or an antagonist, 
will use some form of digital device or e-service to fulfil their daily routine. 
In doing so, they will leave a digital trace of their activity. These traces of 
user activity are useful not only for crime scene investigators but also in 
other legal activities, such as administrating, monitoring and gauging the 
quality of a digital system.  

Artefacts of user activity (e.g. internet history) may become digital 
evidence when they carry some probative value and can help in deciding or 
furthering litigation. To this end, digital forensics, a branch of forensic 
science, has emerged to recover and investigate digital artefacts. Forensic 
science in general is mainly associated with crime scenes, and digital 
forensics is similar in this regard. Digital forensics helps us to reconstruct the 
events of the past with the help of the electronically stored information (ESI) 
at hand, and thus helps the investigations and the legal proceedings. Digital 
forensics was formally defined by the Digital Forensics Research Workshop 
(DFRWS, 2001) as: 
 

“The use of scientifically derived and proven methods toward the 
preservation, collection, validation, identification, analysis, 
interpretation, documentation, and presentation of digital evidence 
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derived from digital sources for the purpose of facilitation or 
furthering the reconstruction of events found to be criminal, or 
helping to anticipate unauthorized actions shown to be disruptive to 
planned operations.” [2] 

  
According to the above definition, digital forensics pivots around the 

concept of digital evidence, which is defined by the International 
Organization on Computer Evidence (IOCE) as: 
   

  “Information stored or transmitted in binary form that may be 
relied upon in court.”[3], [4] 

  
Digital evidence is important in the context of investigation and legal 

proceedings because it is used to [5]: 
1. Prove or disprove the integrity of another piece of evidence. 
2. Prove the guilt of a party (inculpatory evidence) 
3. Prove the innocence of a party (exculpatory evidence) 

Because of the importance of digital evidence, as discussed above, there 
are standards and guidelines for its use. Digital evidence becomes 
admissible, authentic, complete, reliable and believable enough to be 
deemed useful by following these standards, guidelines and best practices 
[6].  

The authenticity of digital evidence includes the notion of “integrity 
preservation”, which is a necessary condition because in some cases even 
human lives are at stake. We therefore have to preserve the integrity of 
digital evidence during the entire life cycle of the digital forensic process, 
making it an umbrella principle.  

Digital evidence is seized from the litigating parties and taken to 
laboratories for further processing. Only the conclusions, in the form of 
reports, and not the ongoing processing taking place in the laboratories, are 
usually shared with the litigating parties, so the digital forensics process is a 
black box for the litigating parties. 

Digital forensics is based on technology and it deals with technology, but 
litigating parties are not provided with any sort of technical guarantee about 
the correctness of the process and the people involved in it. They are even 
not allowed to look inside the black box. Consequently, they have to 
surrender their basic human rights, such as their right to privacy, their right 
to knowledge, and their right to a fair trial [7], and thus they can only trust 
the process, the people involved in carrying out the process,  witnesses etc.  

Throughout the overall process, any intentional or unintentional conduct 
resulting in the modification of the digital evidence might lead to the loss of 
other human rights as a consequence [7]. The digital forensics process 
should therefore preserve the integrity of digital evidence along with 
protecting basic human rights as umbrella principles. It will elevate the 
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overall impression of judicial system and thus help to develop a satisfied 
society. 

Briefly, the research work presented in this thesis is about: 
1. Examining general digital forensic models and methodologies. 
2. Exploring and evaluating the technical methods used to protect 

the integrity of digital evidence. 
3. Extending the theoretical basis of the digital forensics process on 

an abstract level. 
4. Formulating novel formal and technical models and methods as a 

realization of the extended theoretical base in order to fulfil the 
requirements of both the preservation of the integrity and the 
eventual protection of basic human rights. 

1.1. Motivation 
Our world has been transformed into a “digital world” due to the deep 
penetration and wide acceptance of digital technologies and their associated 
services. Criminals and people from law enforcement agencies find new 
tools and technologies to aid their tasks so frequently that both are in a 
perpetual race to apply them. The field of computer crime is so broad and 
technical in nature that it has spurred an entirely new branch of forensic 
science, called digital forensics. Instead of blood, DNA and dead bodies, a 
digital forensics expert collects and analyses the digital data produced, stored 
and/or transmitted during the course of human-machine interaction. The aim 
of this branch of forensic science is the same as other forensics: to 
reconstruct the events of a crime scene for clarification and eventually to 
find, connect and prove the responsibility of the perpetrators. 

Digital forensics is a relatively new field, but it is evolving rapidly. The 
work is carried out in two areas of digital forensics in parallel. One is 
concerned with developing tools and techniques for systematically 
collecting, searching, examining, analysing and reporting digital data of 
probative value [8], and the second, which is even more important, deals 
with the development of a theoretical basis to support and guide the 
investigative process which leads to the creation of digital forensic models 
and specifications for testing forensic tools. [5], [8]. Some digital forensics 
process models are generic enough to encompass all kinds of digital crime 
scene investigations, thus providing a foundation with common 
understanding of the overall process. 

Digital forensics revolves around digital evidence. Handling digital 
evidence is more complex than traditional evidence because of its volatile, 
abstract and transformed nature. The very nature of digital evidence can 
affect its veracity. Decision makers act on the confidence they have in the 
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veracity of the digital evidence [2]. Veracity3 depends on fidelity4 and 
fidelity relies on integrity5 which can be questioned in the digital realm, 
since digital representation is always a transformation of reality [2]. An 
important conclusion drawn during the group discussion in the first DFWRS 
workshop was that “all evidence analysis relies on interpretation”  [2]. 
Attributes effecting data integrity and fidelity are further discussed in [2] to 
explain and illustrate the importance of these terms.   

If the above discussion is read closely, then the set of notions that 
includes veracity, fidelity and integrity somehow contrasts with the set of 
notions including interpretation and transformation, but all are unavoidable 
in the process of digital forensics. Due to these contrasts, it is difficult to 
comment on the correctness of digital evidence. Things become even worse 
if we add the human factor into the equation.  On these slippery grounds, 
guarding human rights also becomes difficult. 

Due to these factors, we need to further investigate the area for 
exploration, evaluation and possible extension on both fronts,6 so as to not 
only preserve the integrity of the digital evidence but also to protect basic 
human rights during the entire process of digital forensics. 

1.1.1. Theoretical Basis 
To understand the development of the theoretical basis for digital forensics, 
we will start by looking at computer forensics, which is the oldest branch of 
digital forensics. Computer forensics can be traced back to 1984 when the 
FBI and other law enforcement agencies began their programmes in this 
domain [9] [10]. The most significant challenge in this field was the lack of a 
theoretical basis by which to comment on the correctness of the overall 
investigative process. The theoretical basis includes abstract models, 
standardised procedures and protocols to carry out investigations in the 
digital realm. [2]  

Many research groups and individuals have put made efforts to formalise, 
standardise and generalise the investigative process, including the Computer 
Analysis and Response Teams (CART), Scientific Working Group on 
Digital Evidence (SWGDE), Technical Working Group on Digital Evidence 
(TWGDE), International Organization on Computer Evidence (IOCE), and 
the National Institute of Justice (NIJ), DFRWS [9][10].  

Writing down the guidelines was an effort to formalize the process. 
Without realizing the need for a general and an abstract process, the 
emphasis, during the formalization process, was on technology. Farmer and 
                                                 
3 Veracity is conformity to the facts. 
4 Fidelity is the degree of exactness with which something is copied or reproduced. 
5 Integrity is the property whereby digital data has not been altered in an unauthorized manner 
since the time it was created, transmitted, or stored by an authorized source.” [76] 
6 (i) Tools and techniques (ii) Theoretical basis 
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Venema’s [11] guidelines are an example of the early formalization 
attempts, which included steps such as freezing the scene, time travel, 
reconstruction of actions, and maintaining the chain of custody.  The 
methodology by Mandia and Prosise (both of whom worked for law 
enforcement agencies), used to conduct incident response, deals with 
computer forensics [12]. Although these guidelines and methodologies can 
be applied to many case of computer forensics they are still not generic 
enough to cover the entire spectrum of digital forensics.  

“The Forensics Process Model (2001)” [13] by the US Department of 
Justice (DoJ) can be considered the first attempt to generalize the forensics 
process to encompass the entire spectrum of digital forensics. It is important 
to note here that most of the activities discussed above were steered by 
persons and organizations somehow related to law enforcement and 
intelligence agencies. This is natural, because they were the first to realize 
the need for such an activity.  

The first attempt to generalize the digital forensics process by an 
organization led by academia rather than the law enforcement agencies [8] 
came from the “First Digital Forensics Research Workshop (DFRWS) in 
2001”. It was sponsored by the “Air Force Research Laboratory and Rome 
Research Site; Information Directorate/Defensive Information Warfare 
Branch (AFRL/IFGB)”. Its output was an abstract framework to carry out 
digital forensics activity, including steps such as, “Identification, 
Preservation, Collection, Examination, Analysis, Presentation, and Decision”  
[2].  

Based on the DFRWS framework, Mark Reith, Clint Carr, and Gregg 
Gunsch introduced another extended model called “The Abstract Digital 
Forensics Model”, including terms such as, “Identification, Preparation, 
Approach Strategy, Preservation, Collection, Examination, Analysis, 
Presentation and Returning Evidence” [8]. All the authors at the time of 
writing the abstract digital forensics model were somehow related to the US 
Air Force (USAF). Mark Reith and Clint Carr were commissioned officers 
in USAF and Gregg Gunsch was a lieutenant colonel who had retired from 
USAF [8]. Further efforts were generally inspired from these models.  

The people from intelligence or law enforcement agencies were those 
who first felt the need to generalize the forensics process. An important point 
to highlight is that the people from intelligence agencies have different 
mind-sets, where time is more critical than law since they are not usually 
dealing with ordinary delinquents but with terrorists who might be working 
to jeopardise national security or even wage war. They thus encounter the 
entire process of digital forensics from a different perspective, which does 
not involve ordinary situations in general society where fulfilling the legal 
requirements is more critical than the time spent on the resolution of a case, 
such as theft, intellectual property rights violations etc.  
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As discussed earlier, digital systems and their associated services have 
penetrated deeply into our society and are widely accepted, so it is not 
uncommon to see their use during the illegal activity of an ordinary 
criminals. Revisiting these models from a purely academic perspective is 
required. 

What we have noticed the absence of any provisions to safeguard basic 
human rights in the theoretical basis of digital forensics. For instance, after 
seizing digital evidence, law enforcement agencies might take the original 
hard disk or digital device with them to the laboratories. There are steps 
which stress the need to preserve the integrity of digital evidence and its 
chain of custody, but these procedures do not provide any guaranteeing 
mechanism to the litigating parties that: 

1. The entire process was in line with the guidelines and policies 
2. The digital evidence is not altered from seizure to presentation.  

On the contrary, litigating parties have to implicitly trust the law 
enforcement agencies, their personnel, policies, processes, technologies and 
mechanisms surrounding the digital forensic process.  Their rights, such as 
“the right to privacy” and “the right to know” the correctness of digital 
evidence, are not protected. The “correctness” of the digital evidence means 
that the evidence is produced by following guidelines and policies while 
preserving the integrity of digital evidence. 

To make the model complete we should extend it with the following two 
umbrella principles side by side, covering the entire digital forensic process: 

1. Protecting the rights of the parties involved in the litigation so 
that they can be guaranteed the correctness of the entire process 
and its output in the form of digital evidence.  

2. Preserving the integrity of digital evidence.  
These principles are also essential for the holistic security of any system 

because insiders are the greatest threat [14] and human beings are the 
weakest link [15]. This is why basic requirements, guidelines and best 
practices [16], [17] in digital forensics need to reduce human involvement as 
much as possible. 

1.1.2. Tools and Techniques 
Developing tools and techniques in the light of a theoretical basis, to 
investigate digital evidence is another interesting front of digital forensics. 
We explored these tools and techniques to see if they are consistent with the 
theoretical basis. It was noted that digital hashes were mainly used to protect 
the integrity of digital evidence [18], but a literature survey revealed that 
digital hashes are not tamper proof [19]–[24].  

An insider (e.g. a corrupt inspector) can also change the contents of a 
forensically acquired image and then modify the corresponding checksums 
on the relevant loci. By doing so they are able not only to tamper with 
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evidence, but also to avoid detection by a professional forensic tool [18]. It is 
interesting to see how this problem can be solved via conformity to the 
existing and the extended theoretical base. 

1.2. Research Problem 
The main goal of forensic science is to provide precise and accurate 
information about certain phenomena (events) based on the established 
processes and methodologies, along with the appropriate policies, best 
practices and guidelines that stem from the theoretical foundations of 
forensic science. This theoretical basis is extensively and continually 
reviewed and discussed. The majority of the digital forensics community 
finds it agreeable, acceptable and a correct reflection of reality within the 
specific scientific discipline. At the same time, the theoretical basis acts as a 
foundation for the development of the tools and techniques used to carry out 
the different activities of a forensic process.  

The correctness of these tools and techniques is anchored in their 
extensive review, testing and evaluation [16], [17]. In traditional forensics a 
trained serologist can thus comment on the correctness of DNA by using the 
paradigms, principles and general findings from molecular biology, genetics 
and probability theory that provide plausible explanations [2]. Finding 
similar analogies is rather difficult in the field of digital forensic science. 
Digital evidence as we see it on a computer display is not the real thing but a 
transformed interpretation of the reality. For instance, real evidence actually 
lies in the physical medium in the form of magnetically encoded bits. Digital 
evidence is also very fragile in nature and it can be modified without 
detection, as shown in one of our research papers [18]. Many questions 
about the correctness, veracity and integrity of digital evidence can therefore 
be raised. One possible way to answer some of these questions is to use 
already proven tools and techniques based and developed on theoretical 
foundations, however, the word “proven” is subjective and most of the tools 
have not been reviewed and tested by independent trusted third parties. 

Litigating parties do not usually require a guarantee for the integrity of 
traditional evidence; however, considering the nature of digital evidence, 
there should be guarantees about its integrity. Litigating parties should be 
able to know, understand and verify the correctness of the whole digital 
forensic process and all the people involved in it (at every stage). This will 
protect their basic rights by assuring that there is neither intentional nor 
unintentional misconduct/modification associated with the entire process, 
and/or its output in the form of digital evidence, and finally the chain of 
custody.  

As stated earlier, the theoretical foundations are the basis for the 
development of tools and techniques relevant to digital forensics 
investigations. The need to extend the theoretical foundations is not only 
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expected, but implies that tools and techniques should also be revisited and 
modified to reflect eventual changes in the theory. 

The task of this project was performed in two cycles. In the first cycle, 
tools and techniques were evaluated and extended to preserve the integrity of 
digital evidence.  

In the second cycle, the theoretical base in the form of an abstract forensic 
process model was extended with the aim of protecting basic human rights 
as an umbrella principle.  The following were thus the two related research 
questions: 

 
RQ1: How can the technical solutions be extended to better preserve 
the integrity of digital evidence? 
RQ2: How can the theoretical basis be extended to protect basic 
human rights at an abstract level? 

1.3. Objectives 
We can propose a technical solution to better preserve the integrity of 

digital evidence only after acquiring knowledge about the methods and the 
related Mobile Device Forensics (MoDeFo) tools. In this context, we need to 
assess the state-of-the-art methods being used to preserve the integrity of 
digital evidence and to evaluate the MoDeFo tools to understand the 
corresponding methods implemented in them to preserve the integrity of 
digital evidence. The following is a list of three objectives, which we 
fulfilled in order to answer RQ1 during the first cycle of our research: 

1.1 Evaluation of the methods to preserve the integrity of digital evidence. 
1.2 Evaluation of tools to perform mobile device forensics. 
1.3 Extending the technical solution to better preserve the integrity of 
digital evidence. 
All the technical solutions stem from the theoretical base, and thus 

extending the technical solutions to better preserve the integrity of digital 
evidence was not sufficient to cater for the needs of the continuously 
evolving discipline of digital forensics. In order to do so, an extension of the 
theoretical base or foundations was required, (1) to preserve the integrity of 
digital evidence, and (2) to explicate and reaffirm the need to protect basic 
human rights as the overarching guarded principles covering the forensics 
process in its entirety.  

Digital forensics is a scientific discipline that crosses national boarders 
(both the process and the consequences may be transnational) and is rooted 
in and dependent on both technical and non-technical settings. Fulfilling 
legal requirements during digital forensics is one of the non-technical 
aspects of the discipline. In order to consider and handle the requirements of 
various kinds of jurisdictions (or legal systems), the theoretical extension is 
limited to an abstract level only.  
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Proposing solutions to fulfil the requirements of preservation and 
protection at all the phases of the extended abstract digital forensics model 
with Preservation and Protection as Umbrella principles (2PasU) was our 
next objective. We limited ourselves to fulfilling these requirements for the 
first two phases of the extended model with 2PasU, (i) preparation and 
planning, and (ii) collection, and left the rest for future work. The following 
is a list of the objectives we needed in order to answer RQ2 during the 
second cycle of our research: 

2.1 Extending the abstract digital forensics process model with 
preservation and protection as two umbrella principles. 
2.2 Preserving the right to a fair trial and formally selecting the best tool 
for mobile device forensics to fulfil the requirements of the extended 
model with 2PasU in the preparation and planning sub-phase. 
2.3 Proposing a guide to best practice to fulfil the requirements of 2PasU 
at the preparation and planning phase of the extended abstract model. 
MoDeFo tools are used during the collection phase. The extended 

technical solution that preserves the integrity of digital evidence using smart 
cards suffices for the requirements of 2PasU at the collection phase. Two full 
cycles of design science research methodology were required to answer the 
above research questions. RQ1 was answered during the first cycle and RQ2 
was answered during the second cycle. 

 
Figure 1: Research in Digital Forensics 

Figure 1 shows the mental model used to handle these research questions, 
called the three E’s approach. It was inspired by the three-level hierarchical 
model for forensics research by Nobelett [10]. The model has a few 
generalized abstract principles and models to conduct digital forensic 
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investigation at the top. Several policies and practices (in the middle layer) 
are formulated on the basis of these principles, and they actually guide the 
development of many procedures and techniques in the bottom layer.  

The model, in the form of a pyramid, shows that experience learnt from 
procedures and techniques helps refine policies and practices. Similarly, the 
lessons learnt from policies and practices can help to improve principles and 
models. The circle encompassing the triangle does not have a unidirectional 
flow. Each node is connected to the other two. A movement from any node 
to the other (adjacent), in both clockwise and/or anti-clockwise directions, is 
possible. 

We have grouped principles, abstract models, policies and practices to 
make a larger generalized theoretical basis. This theoretical basis stimulates 
the development of procedures, techniques and tools by employing the latest 
technology. Tools, procedures and techniques provide feedback, and the 
necessary help in improving the theoretical base. 

To answer the research questions, we have used the three E’s approach, 
considering models, methods and tools, and techniques employed to preserve 
the integrity of digital evidence were explored and evaluated (Figure 1). The 
results of exploration and evaluation were then used to extend the tools and 
techniques to preserve the integrity of digital evidence (first cycle). The 
work in this cycle made us realize the need to protect basic human rights.  

We went back to the basic model and started to explore, evaluate and then 
extend the theoretical basis with the aim of protecting basic human rights on 
an abstract level. Solutions to fulfil the requirements of preservation and 
protection, and to conform to the extension of the abstract model, were then 
suggested. These solutions consist of formal methods by which to select the 
most appropriate tool to perform digital forensics. 
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2. Research Methodology 

2.1. Research Approach 
The area of systems security is holistic in nature. The overall security of a 
system not only depends on technological artefacts (computerized systems) 
but also on the non-technical settings, such as the human beings and 
organizations involved. Usually, non-technical settings are best studied by 
behavioural research, however this is not within the scope of this research. 
Although interaction between human beings and their organizations was not 
studied, the solution presented in this research can help to enforce the 
organizational policies, best practices and guidelines belonging to the 
theoretical basis of digital forensics.  

The research was carried out in two phases. The first phase deals with 
exploration and evaluation of the methods used to protect the integrity of 
digital evidence. In addition, this phase helped us to explore and thoroughly 
understand the theoretical foundations of digital forensics.  

In the second cycle, based on the knowledge acquired, the theoretical 
foundation was extended. This extension, in the form of an abstract digital 
forensic process model, explicated the need for the preservation of the 
integrity of digital evidence and the protection of basic human rights as 
umbrella principles (2PasU). Finally, to place all the research work in 
perspective, the solutions presented in the form of technical solution, formal 
methods and best practices were mapped to the extended abstract forensics 
model with 2PasU. 

2.1.1. Design Science and Our Research 
The work in this research falls in the problem solving domain, because the 
target is to solve the problems of preserving the integrity of digital evidence 
and protecting basic human rights as umbrella principles during the entire 
life cycle of the digital forensics process. These problems are being tackled 
on both the theoretical and technical fronts of digital forensics. Research 
aiming to solve the problems can be studied better through a “design science 
research approach [25].” According to Simon [26], design science is based 
on engineering science and the sciences of the artificial. Smith and Mark 
[27] distinguish design science from natural science as the latter attempting 
to understand reality while the former tries to create it.  

Another distinguishing characteristic of design science is the outcome, 
which is a heuristic prescription, contrary to an algorithmic prescription in 
descriptive research. The prescription is generic in nature, and should be 
used as a solution concept to generate the solution of a specific problem 
[28]. This distinction is valid and applicable to our research because we are 
also prescribing an extension (2PasU) on an abstract level, with which to 
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conduct digital forensic investigation, and thus providing a generic solution 
concept. 

Design science is rooted in technology and its products usually serve 
human purposes. The products are evaluated for their utility, performance, 
improvement and value [27]. The proposed technical solution was also based 
on technology and was evaluated for its utility, performance and 
improvement. 

Innovation is the key to design science which gives birth to new ideas, 
practices and products serving humans in more efficient ways [29]. Aken 
states that the mission of design science is to solve construction and 
improvement problems, namely to implement some innovation [30].  

Aken’s explanation of design science also corresponds with the research 
presented in this dissertation. One of the basic objectives of the research was 
to extend the theoretical basis as an innovation. The extension included the 
notions of preservation and protection at all the stages of the forensic 
process. To the litigating parties, it should give  

 Enough guarantees that the evidence was not modified from seizure 
till presentation.  

 Peepholes to the overall forensics process.  
Based on the extended theoretical base, we then built solution concepts 

involving formal methods, latest tools and technologies. They not only help 
to preserve the integrity of the digital evidence, but also to protect basic 
human rights.  

In short, the work is about improving both the technical and theoretical 
basis, and it thus fits in the domain of design science research because of its 
focus on the “improvement problem” as discussed by Aken [30].  

2.1.2. Activities and Output 
Development and evaluation were the main activities in this research, while 
models, methods and best practices were the output. To develop these 
models and methods, we explored the area to obtain knowledge about the 
constructs and concepts used in the domain of digital forensics.  

These activities are in line with Mark and Smith’s [27] concept of design 
science, which suggests that there are two design processes: develop and 
evaluate; and four types of output: constructs, models, methods and 
instantiations, where 

1. Constructs: constitute vocabulary of a specific domain. They are 
used to describe the problem and to specify its solution in a 
specific paradigm. Paradigm, according to Kuhn [31], is a set of 
construct or concepts of a specific domain. 

The theoretical bases, tools and techniques used in digital 
forensics were explored and evaluated to build our concepts 
related to this paradigm. 
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2. Models: According to March and Smith [27], these are actually 
propositions to depict relationships between the construct or 
concepts in a specific domain. They also represent situations as 
problem and solution statements. Simply speaking, they are 
description and representation of how things are and how they 
should be.  

After developing concepts, we used them to build models to: 
 Improve the preservation of digital evidence integrity. 
 Extend the theoretical basis to include the notions of 

preservation and protection. 
3. Methods: are a set of steps (guidelines) to perform a specific task 

and thus solving the problem in a specific domain. Methods are 
based on the underlying set of concepts (constructs) and the 
representation of the solution (model) [27].  

The core activities of digital forensics are carried out using the 
forensics tools. Selecting the best tool and following the best 
practices are necessary to achieve both preservation and 
protection. To this end, formal methods based on quantitative and 
decision analysis were proposed to select the best tool and the 
results were published in [32]–[34]. Design knowledge generated 
in the form of models was also used to construct guidelines for 
the best practices in mobile device forensics [35]. 

4. Instantiations: March and Smith [27] define these as the 
realization of an artefact in its environment based on concepts, 
models and methods.  

The solutions we developed were in the form of models, 
methods and guide for best practices. They were mapped to the 
right segments of the extended abstract model with 2PasU (Figure 
22). These solutions fulfil the requirements of 2PasU in the first 
two phases (the preparation, planning and collection) of the 
extended model.  

 We have briefly described the essence of the design science research and 
how our work relates to it. One can therefore see that the objectives of our 
research can be realized by following the design science approach, since we 
want to create reality by: (1) exploring the domain, (2) describing the 
problem, and (3) suggesting its solutions. 

2.2. Research Process 
In this section, we will map our research process to the process in design 
science research. Takeda et al. [36] describe the design research cycle as 
comprising of five sub-processes: (i) awareness of the problem, (ii) 
suggestion, (iii) development, (iv) evaluation and (v) conclusion. Vaishnavi 
and Kuechler [37] also distinguish five different phases while carrying out 
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research activity based on design science research approach, as shown in 
figures below. 
 

Figure 2: Design Cycle [36] 

 

 

Figure 3: Reasoning in the Design Cycle[37] 

 
1. Awareness of the Problem: familiarization with the problem and 

its associated domain is acquired during this phase. Design 
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science research is also called ‘improvement research’, and also 
demands awareness of the problem in order to suggest a solution 
to it [37]. During this phase a problem is identified by comparing 
the object under consideration with its specifications [36]. 

Awareness was the first phase in our research. Tools and 
methods used in the paradigm of digital forensics were explored 
and evaluated in order to become familiar with them and also to 
recognise the problems associated with them. These tools were 
also compared for conformity to the existing theoretical basis. 

During this phase we: (i) evaluated tools used in mobile device 
forensics [38], (ii) evaluated methods used to preserve the 
integrity of digital evidence [39], and (iii) explored tools related 
to computer forensics [18] with the aim of seeing how they 
preserve the integrity of digital evidence. 

2. Suggestion: After building a knowledge base for our domain and 
awareness of the problem during the first phase, we proposed a 
solution to the problem during the “suggestion” phase. In this 
phase: 
 Key concepts needed to solve the problem were suggested 

[36].  
 A solution to the problem was via abduction, inferred from 

the knowledge base of our domain obtained in the awareness 
of the problem phase [37]. 

The knowledge gathered during the awareness phase enabled 
us to understand the domain, its theoretical basis, and the tools 
and techniques used for digital investigation. In addition, it 
enabled us to see whether current methods and tools conform to 
existing theory [38][39].  

During this phase  we suggested a solution to  preserve the 
integrity of digital evidence and to minimize  human involvement 
while conducting digital forensics [18]. 

3. Development: During this activity, an artefact is implemented in 
the light of the suggestion phase [37]. Design science stipulates 
repeating a full design cycle for anything found unsolved during 
this phase [36]. 

Following the suggestions of PIDESC [18], we developed a 
partial solution to evaluating the performance and gauging the 
improvement of the suggested solution. 

4. Evaluation: in order to evaluate the candidate solutions for 
different criteria of performance and improvement in solution 
space, a new iteration of the design cycle is required if a problem 
is found during the evaluation stage [36]. Development, 
evaluation and suggestion phases are frequently performed 
iteratively in a typical design research approach [37]. 
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The solution (PIDESC) was evaluated [18]. It was found that a 
small increment in the overall computation time (about half a 
millisecond [18]) is introduced by following the suggested 
solution, compared with the computing process in absence of 
PIDESC. On the positive side, the solution (i) reduced human 
intervention, (ii) added authentication of the 
inspector/investigator, (iii) added non-repudiation, and (iv) 
provided a way to implement the security policies of the 
investigating organization, such as competence requirements and 
the proficiency testing of the inspectors. 

Some unsolved problems were also identified during this 
phase, including the absence of any provisions that: 
 The solution only works on preserving the integrity of 

digital evidence for the “collection” phase.  
 Preservation and protection should be two overarching 

explicit principles for the entire digital forensics process, so 
an extension of the theoretical basis in the form of an 
abstract model is required. Specific solutions should be 
suggested for each sub-phase of the model to fulfil the 
requirements of 2PasU. 

These problems provided feedback that inspired us to make 
another iteration of the design research cycle and to propose an 
extension in the theoretical basis of digital forensics. 

5. Conclusion: helps to offer a candidate solution and/or to modify 
the description of the objects [36], and marks the end of a design 
research project [37]. During this phase the knowledge acquired 
as an outcome of our research activity was shared and 
disseminated. 

Particular solutions were suggested in the form of models, 
methods and best practices, and mapped to the extended abstract 
model with 2PasU. An abstract model provides guidelines for 
people to develop their own specific solutions in the future, so the 
extension of the theoretical basis in the form of an abstract 
forensic process model and methods developed during our 
research were more important than their instantiation. Abstraction 
is also important from the perspective of development, and 
evolution in this arena is very rapid and intensive. It gives birth to 
new ideas, tools and techniques, and they can help in many ways 
in future scenarios. 
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3. From Evidence to Digital Evidence 

It is important to discuss and understand what digital evidence is, and its 
legalities, before dealing with the development of extended theories, models 
and methods. Traditional investigation revolves around traditional evidence, 
similarly digital investigation revolves around digital evidence 

As with traditional forensics, the basic aim of digital forensics is to 
investigate and/or to reconstruct the events of a crime scene for clarification 
and eventually to find, connect and fix the responsibility on its perpetrators. 
It is also important to understand the legal requirements and their 
implications concerning this area, which is the aim of this chapter. 

3.1. Legal Theory 
Legal theory is discussed in this section. This discussion will assist in the 
elicitation of the concept of evidence, which in turn provides understanding 
of the requirements used during the process of dispute resolution in a court. 
This understanding is a necessary prerequisite to extending the technical and 
theoretical basis of digital forensics. 

3.1.1. In the Court Room   
There are two parties in a legal dispute. One is called the “plaintiff or 
persecutor” and other is called “defendant or accused”. 

1. Plaintiff or Persecutor or Claimant: The term ‘plaintiff’ is 
replaced by ‘claimant’ in the United Kingdom, but is used in the US 
to represent a party who initiates a lawsuit before a court of law 
[40]. This party contends that some actions took place which require 
legal remedy. A court will issue judgement and a legal order, if 
claimant successfully proves their stance. 

2. Defendant or Defender or Accused: This is the party who is 
responsible for answering the plaintiff’s claim, and/or is formally 
accused of violating some criminal statute. The Ministry of Justice 
(UK) distinguishes two types of defendants [40]. 

a. Defendant (Civil) the person who has a claim made against 
them. They can defend this by disputing the claim or 
admitting the liabilities either partially or fully. 

b. Defendant (Criminal) the person standing trial or 
appearing for sentence. 

If the disputed events are related to violations of substantive law 
then the matter is criminal, otherwise it is civil. 

Courts establish the necessary facts (supported by evidence) and then 
apply the law of the land on them in order to resolve the dispute. In a court, 
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decisions are based on facts, and facts are proven by demonstrating the 
evidence, so evidence is the basis of prevailing legal systems.  

3.2. Evidence 
Evidence is defined as: 

 
“Any matter of fact, the effect, tendency or design of which is to 

produce in the mind a persuasion of the existence or non-existence of 
some other matter of fact”.[41] 

 
The definition above is broad and does not prescribe any method for 

making inferences from the evidence. It leaves the stage open for using logic 
and common sense. As a result any sort of evidence can be considered by the 
court, but the presentation of evidence will affect the inference process. 
There are two main characteristics of evidence: 

1. Relevance: This relationship between evidence and the fact under 
scrutiny. If a piece of evidence increases or decreases the 
probability of the fact being proved then it is relevant, otherwise 
irrelevant. The law does not define a way to tag relevance to a 
piece of evidence, this is done by logic, common sense and 
general knowledge about the world around.  

The party who produces an evidence, to prove a fact, is 
obliged to show its relevance. The challenging party is thus not 
responsible for demonstrating its irrelevance [41]. This 
phenomenon is called the “burden of proof”. 

2. Weight: the extent or the degree of relevance is the weight of 
evidence. It can also be defined as the degree to which evidence 
makes a proposition more or less probable. The form of 
generalization adopted to show the relevance of evidence will 
affect its weight. For example the bolder the generalization, the 
heavier the weight of the evidence [41]. 

3.2.1. Admissibility of Evidence 
The admissibility of evidence is connected with its relevance and weight. 
The type of the dispute and the presentation of evidence governs its relativity 
to the fact being proved [5]. Generally a relevant piece of evidence is 
admissible, but sometimes even relevant and weighty evidence might be 
deemed inadmissible because of its violations of some formal law [41]. For 
example if a conversation has been recorded conversation without the 
consent of the other party then it might be difficult to admit the recording in 
the court of law.  
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3.2.2. Integrity of Evidence 
A piece of evidence is weightless and thus inadmissible, if its origin is 
equally likely to be from a tampered or an original fact being proved. Hence 
preserving the integrity of evidence is essential for its admissibility. 

Evidential integrity is preserved by employing investigative methods that 
do not modify the evidence. The handling of evidence during the entire 
process must be performed or witnessed by people who are trustworthy, 
objective and competent [5], however, this requires further investigation in 
the digital domain and will be discussed later. 

Another factor which can help in preserving the integrity of evidence is 
called the “chain of custody” which is the history of the evidence from the 
time of seizure to the time of presentation. It involves all the information, 
including where, how and who interacted with the evidence. 

3.2.3. Classification of Evidence 
Evidence can be classified in many ways, such as being based on the type of 
fact being proved, the form it takes or the laws that govern it [5]. Routledge 
Cavendish: Evidence Lawcards (2004), classifies evidence into the following 
[41]: 

1. Circumstantial Evidence: is not an evidence of the fact at 
issue, however, it is evidence of the fact which can be used to 
infer information about the existence or non-existence of a fact 
at issue. 

2. Direct Evidence: may refer to first-hand evidence to the fact 
at issue.  

3. Documentary Evidence: refers to evidence of the contents of 
documents, including anything with information of any 
description recorded on it. 

4. Original Evidence: depending on the context, it may refer to 
first hand evidence or evidence which is not a result of 
derivative process, such as an original handwritten document. 
It may also refer to the evidence of words uttered by someone 
other than testifying witnesses. 

5. Real Evidence: the piece of evidence presented for 
examination to the finder of the fact, for example a knife 
covered in blood [5]. 

6. Hearsay: this is a statement made outside a court and 
produced as evidence in a court. For example, when person 
“A” has no direct knowledge about event, condition or thing 
“E”, but has gathered information pertaining to “E” from 
another person “B”, then it is called hearsay if uttered by “A” 
in the court of law. Such information, if presented as evidence 
in a court, will be inadmissible. 
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According to this definition, any out of court information 
becomes hearsay, thus in principle, making digital evidence 
inadmissible to a court of law as it is not a direct knowledge, 
but an interpretation of reality. The law acknowledges this, and 
makes some exceptions for hearsay such as hearsay coming 
from a sufficiently reliable source, such as data produced or 
stored by a machine during its normal course of activity even 
without human involvement, which is deemed admissible [5]. 

7. Testimony: traditionally this is the sworn statement of a 
witness in court, but there are some limitations to this 
statement. For example, children under 14 years of age cannot 
give statements under oath during a criminal trial in a court. 
[41] 

8. Expert Evidence: According to Rule 702: the testimony of 
experts is defined as the testified opinion of a person with 
knowledge, expertise, skills, training or education, provided 
that their testimony is based on (i) sufficient facts and data, (ii) 
reliable principles and methods and (iii) their reliable 
application. This type of testimony will help the trier of the 
fact to understand the evidence, or the matter of fact [42], [43]. 

Legal theory involving evidence, its properties and types has been defined 
and described in the sections above.  The forthcoming sections will discuss 
the interplay between evidence and forensic science. The basic aim of the 
discussion will be to explain, examine and analyse evidence to help the 
investigative process. 

3.3. Evidence and Forensic Science 
Science plays an important role in our daily lives and the proper functioning 
of our world is not possible without it. It is therefore highly probable and 
possible that scientific facts will be at issue during a legal dispute. This 
indicates a need or even a requirement for help from science in the courts. It 
is essential to extract, examine, demonstrate, explain and present evidence 
with an objective of proving the facts and thus helping to solve the case.  

Evidence is called scientific evidence if it is objectively obtained by 
proven scientific theories, methods and logic. A branch of science called 
‘forensic science’ evolved to achieve such an objective: scientific evidence. 
This is formally defined as “the application of scientific knowledge to legal 
problems” [44]. Carrying out forensic activity is usually not a speciality of 
the finder of the fact, so, it requires assistance from a forensic expert. The 
evidence in this case becomes forensic evidence, or a special case of expert 
evidence. 

Law and courts have set forth some principles to gauge the admissibility 
of scientific evidence. This includes, for example, Rule 702, the testimony of 
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experts (US federal rules of evidence) [42], and the Daubert standard [45], 
stipulating the following requirements: 

1. Expert testimony must be rooted in well-established scientific 
theories, methods and logic.  

2. The scientific theories, methods and logic should also be applied in a 
well-established way. 

3.3.1.  Rule 702: Testimony of Experts 
US federal rules of evidence require some properties of the testimony of 
experts to be deemed admissible to a court of law. Rule 702 states that: 

 
“A witness who is qualified as an expert by knowledge, skill, 

experience, training, or education may testify in the form of an 
opinion or otherwise if: 

1. The expert’s scientific, technical, or other specialized 
knowledge will help the trier of fact to understand the 
evidence or to determine a fact in issue; 

2. The testimony is based on sufficient facts or data; 
3. The testimony is the product of reliable principles and 

methods; and  
4. The expert has reliably applied the principles and methods 

to the facts of the case.” 
 
Rule 702 demands everything surrounding an expert testimony to be 

reliable and relevant, so not only the expert, but the scientific theories and 
their method of application, must be reliable. 

3.3.2. Daubert Standard 
The Daubert standard [45] defines the principles for expert testimony to be 
deemed admissible in a court of law. These principles are: 

1. The Judge is a gatekeeper: The trial judge will decide the 
admissibility of an expert’s testimony. They will make sure that the 
testimony is truly rooted in scientific knowledge. 

2. Relevant: The judge will make sure that the expert’s testimony is 
relevant to the fact at issue. 

3. Reliable: The expert’s methods and techniques are reliable and 
reliably applied to the fact at hand. 

4. Scientific Knowledge: The conclusion drawn in the expert’s 
testimony will be accepted as scientific knowledge if it is an 
outcome of a valid scientific methodology. Scientific methodology 
is valid if: 

a. It is open for empirical review and testing. 
b. It is based on peer reviewed published work. 
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c. Its potential error rate is known. 
d. It is subject to standards controlling its application. 
e. It is generally accepted by the relevant scientific 

community. 
In short, expert testimony is admissible if it is relevant, reliable and the 

outcome of a generally accepted and valid scientific methodology. To be 
deemed admissible, expert evidence in the field of forensic science must also 
be in line with the guidelines, standards and principles discussed above.  

Section 3.3 was about evidence from the legal perspective and the way it 
should be handled during the forensic process to be deemed admissible in a 
court of law. On the premise of this knowledge, we will now discuss digital 
evidence, a special form of evidence, and digital forensics, a branch of 
forensic science.  

3.4. Digital Evidence 
Digital evidence is defined as: 

1. “Information of probative value stored or transmitted in digital 
form”[46]. (SWDGE) 

2. “Information stored or transmitted in binary form that may be relied 
upon in court” [3]. (IOCE) 

3. “Any data stored or transmitted using a computer that supports or 
refutes a theory of how an offense occurred or that addresses critical 
elements of the offense such as intent or alibi” [47]. (Casey) 

We preferred Casey’s definition of digital evidence because definitions by 
SWDGE and IOCE disregard information which is not used as a proof but 
only to further the investigative process [47]. The definition by IOCE is 
about only one representation of computerized data out of many [47]. 
Another reason to choose Casey’s definition is the term “data”, since “data” 
is more abstract than “information” [48], thus allowing more generalization. 

Digital evidence can also be categorised into any of the types discussed in 
Section  3.2.3. This categorization depends on the nature of the digital 
evidence and facts being proved. Digital evidence is “real evidence”, for 
example, when it is a digital image used to prove the fact of its possession. It 
is “circumstantial evidence” when used to reconstruct the sequences of 
events at a crime scene, such as log files, and time stamps. Digital evidence 
inherits the complexities of physical evidence and adds more, because of its 
very nature in being a fragile, volatile and transformed interpretation of 
reality. 

3.4.1. Complexities of Digital Evidence 
1. Anonymity: Digital evidence can be more revealing than physical 

evidence because it not only contains data but also metadata. For 
example, a digital picture can also contain information about where, 
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when and how it was captured, as metadata. In most cases, however, 
digital evidence does not have any implicit information to tie it to its 
perpetrator. For example, a picture taken by a camera in 
exchangeable image format will contain actual bytes of data 
representing the image itself and metadata, such as GPS information, 
camera make and model, shutter speed and aperture value, but even 
then there will be no direct information about the person who 
captured the image.   

In an experiment to extract GPS information, we downloaded an 
image of the Santa Barbara harbour from Flickr [49] and examined 
its metadata using ExifTool by Phil Harvey [50]. We then mapped 
the resultant GPS information on Google Earth and saw the aerial 
view of the place where the picture was taken. According to Google 
Earth, it was captured near “Brophy Bros. 119 Harbor Way Santa 
Barbara, CA 93109 (805) 966-4418”. We can also see the same 
bridge on the main web page of the Brophy Bros website [51].  

With just an ordinary picture uploaded to Flickr, it was not only 
possible to find the exact place that it was taken but also other places 
of potential interest at which potential leads to solving the case may 
be found, such as websites and the telephone numbers of nearby 
places. This extra information can be used to extract more helpful 
leads which can eventually help to resolve the case at hand. 

The metadata associated with an image may provide answers to 
where, when, how and what was captured, but, most importantly, it 
is still difficult to identify the photographer. In the digital domain 
there is usually no implicit information to link particular bytes to an 
individual; unless we use other evidence, such as circumstantial 
evidence. There are some digital devices capable of producing data 
with individualizing characteristics, such as audio, video and digital 
signatures. Electronic signatures with a smart card, for example, can 
produce data with individualizing characteristics. 

In short digital evidence is usually circumstantial in nature, so it 
is usually difficult to attribute a digital activity to an individual with 
only the information present in the digital evidence. Digital evidence 
is usually one component of the overall investigative process.[47]  

2. Authenticity: Some texts define the authenticity of a digital 
evidence as meaning that the recovered data is the same as the 
original [52]. If digital evidence is recovered from the RAM of a live 
machine, then it is only a snapshot of the system at a particular time. 
Content on the RAM changes continually, and nothing original will 
be left to compare with the recovered evidence and thus to assert its 
authenticity. The situation is very similar in network forensics. 
Keeping the volatile nature of digital evidence in mind, Reed has 
defined the term more accurately as [53]: 
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Digital evidence is authentic if it can be used to satisfy a court that: 
a. Its content is unchanged. 
b. Information in it actually originates from the purported 

source. 
c. Associated metadata, e.g. timestamps, are accurate and 

unchanged. 
d. The necessary level of authentication can be achieved by 

other oral or circumstantial evidence, or by other 
technological features of the system or record. 
Even then there is no direct information to connect it to an 
individual. 

3. Integrity: Sommer [52] argues that maintaining the integrity of 
digital evidence is even more difficult than doing so for physical 
evidence because: 

a. Digital data is volatile and changes continually in computers 
and transmission lines. 

b. It is fragile and can be altered without being detected. 
c. Automated tools used during digital forensics can easily 

alter such evidence. 
Sommer’s arguments are correct in general. However, the 
digital world opens up many other opportunities to help 
preserve the integrity of digital evidence as well, such as 
secure platforms and methods to sign digital content with an 
added service of non-repudiation. 

4. Messy and Slippery: Digital evidence is a massive, messy and 
slippery form of evidence, so it is difficult to handle. Average 
volumes of data are increasing with time:  normal personal 
computers now come with hard disks capable of storing terabytes of 
data. Only a small portion of this huge amalgam is potentially 
relevant to a case. These factors make it difficult to extract, correlate 
and translate useful and important pieces of information that may be 
required for better interpretation, understanding and thus eventually 
solving a case. [47] 

5. Abstraction of Reality: Computers present us with layers and 
layers of abstraction rather than the bare hardware with which they 
are actually built. Abstraction makes computers easy to understand 
and thus easy to use. For instance, a computer disk at physical level 
in magnetic domain is real but less accessible. There are then layers 
of abstraction over this physical layer, such as disk blocks, 
contiguous files, directories and so on, to the level of letters and 
numbers. These layers of abstraction are created by software that 
may or may not have been tampered with. [54] 

Using forensic tools to extract a deleted file from a file system 
also involves many layers of abstraction from magnetic fields to 
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letters and numbers [55]. These layers of abstraction might also 
induce errors during the necessary transformations. These errors will 
consequently affect the reliability of digital evidence and thus its 
admissibility. [54] [55] 

In a nut shell, digital evidence in relation to physical evidence carries 
more probative value in the form of data along with its metadata, and thus 
has more potential to help further a case towards its decision. Digital 
evidence is more fragile and volatile than physical evidence, so it requires 
well standardized and scrutinized methods for handling, searching, 
examining and analysing. These methods should also preserve the integrity 
and authenticity of digital evidence. Such well tested and well-reviewed 
methods should also help to obtain relevant and weighty digital evidence and 
thus increase the chances of its admissibility. There is a special branch of 
forensics called digital forensics which is about the processes and methods 
used to handle digital evidence in such a way that they would be admissible 
in a court of law, thus satisfying the needs outlined above. 

3.5. Digital Evidence and Digital Forensics 
As already discussed, digital devices and their associated services are widely 
accepted and have penetrated deeply into our society, so digital evidence can 
potentially be a part of almost every crime scene. In such cases, investigators 
are usually dealing with a special type of evidence which inherits the 
complexities of physical evidence and adds more. As discussed in 
Section  3.4, digital evidence is a volatile, fragile, abstract, transformed 
interpretation of reality and prone to integrity losses, and it should be 
handled with due care, otherwise it will be deemed inadmissible in the court 
of law. 

A branch of forensic science called digital forensics emerged to handle 
digital evidence in an acceptable manner. The basic aim of digital forensics 
is to understand and reconstruct the events of a crime scene so as to clarify 
and eventually to find, relate and fix responsibility to its perpetrators. Digital 
forensics must comply with the attributes already covered by forensic 
science, such as Rule 702 and Daubert’s principle, discussed in Section  3.3. 
It also has to handle the complexities of digital evidence highlighted in 
Section  3.4.1, with the aim of extracting relevant, authentic, weighty and 
admissible evidence. 

One of the important issue in digital forensics is the building of a 
consistent and standardized abstract theoretical basis, for example in the 
form of forensic processes [8]. Many attempts have been made in this 
direction. Different forensic processes have been defined to comply with the 
guidelines, principles and best practices.  

Organizations such as the International Organization on Computer 
Evidence (IOCE) and the Digital Forensics Research Workshop (DFRWS) 
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are working to further research in this area. DFRWS organizes a workshop 
each year with the aim of sharing knowledge and thus fuelling progress in 
this domain. Due to these efforts the peer reviewed International Journal of 
Digital Evidence was born, which was a leap forward in sharing and 
publicising scientific methods, techniques and tools in the realm of digital 
forensics. Since then other journals have also emerged, including the Journal 
of Digital Investigation, International Journal of Digital Forensics and 
Incident Response and Small Scale Digital Device Forensics Journal. [47] 

Forensic processes developed with abstraction in mind will involve at 
least following phases, in one form or another: 

1. Preservation 
2. Collection 
3. Examination 
4. Analysis 

This work is about the two fronts of digital forensics (i) the theoretical 
basis, and (ii) the tools and technology. Briefly the research work includes: 

1. Standardization efforts rendered to make forensic processes 
consistent by building a theoretical basis. It also explains the 
different phases of a forensic process in detail.  

2. The use of technology to build better tools and solutions for carrying 
out forensic activities.  
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4. Related Work 

As discussed earlier, there are two fronts in the domain of digital forensics: 
one deals with the development of the theoretical basis and the other with 
tools and techniques based on the latest technology. This work is about (i) 
improving the overall process of digital forensics at the theoretical level, and 
(ii) the trustworthiness of digital evidence in the light of an enhanced 
theoretical basis employing the latest technology. According to DFRWS [2], 
these are the core areas of research and high priority challenges in the 
domain of digital forensics.  

Two out of four tracks in the first DFRWS were devoted to the theoretical 
basis and trustworthiness of digital evidence. These include: (i) definition of  
the improved model for digital forensic science, and (ii) discussion of the 
trustworthiness of digital evidence [2]. This chapter will include the research 
work in both these areas. 

4.1. Theoretical Basis 
Theoretical basis is the first and the most important building block of digital 
forensics. It is the foundation stone of digital forensic as a scientific 
discipline and all methodologies and tools stem from this. The importance of 
a theoretical basis is discussed in the literature. The following is a list of a 
few salient points, indicating the importance of a theoretical basis. 

1. Developing digital forensics processes which are mutually 
understood, observed and valid in both legal and scientific 
contexts. [56] 

2. Developing examination standards and to provide a structure to 
digital forensics. [10] 

3. Developing consistent and standardized procedures for carrying 
out digital forensics. [8] 

4. “Building taxonomy to guide and direct research. Identifying the 
area or categories that define digital forensic science”. [2] 

5. Technical research to progress in a cohesive manner in the 
domain of digital forensics. [57] 

6. Developing principles, abstractions and models to guide the 
research in digital forensics. [57] 

7. Developing a standard, generally accepted, flexible and 
technology-neutral framework for digital forensics. [58] 

8. Enhancing scientific rigor and facilitating education, application 
and research. [59] 

9. Embedding rigor, trust and reliability in this domain. [60] 
10. Facilitating consistent, effective and accurate forensic actions. 

[61] 
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11. Developing a common understanding of the scientific basis of 
digital forensics. [62] 

12. Developing a comprehensive methodology and tools with robust 
foundations to produce reliable and admissible evidence. [55] 
[63]  

Digital forensic models are one part of the theoretical basis which provide 
concise, concurrent, abstract and mutually understandable foundations upon 
which technical development can progress. These models are not a single 
process but a set of many sub-processes  [64]. M. Pollitt [62] has collected 
articles depicting the state of development in digital forensics models, in a 
somewhat chronological order. His paper introduces some data points only 
and does not sufficiently comment on the models.  

We studied the models with an emphasis on preservation and protection. 
The study was intended to find the means of preserving integrity and 
protecting basic human rights as umbrella principles in the forensics models. 
The knowledge acquired through the literature review was then used to 
enhance the existing models, and thus produce an “extended abstract digital 
forensics model with 2PasU” [65]. 

 The emphasis of the literature review was on (i) preservation of the 
integrity of digital evidence, and (ii) the protection of basic human rights 
during the entire process of digital forensics. Detailed discussion of the 
literature review, its methodology and results are published in our paper 
[65], and a brief summary is given below. 

4.1.1. Computer Forensics: An Approach to Evidence in 
Cyberspace [56] 

“Computer forensics: an approach to evidence in cyberspace” is one of the 
earliest attempts by M. Pollitt to standardize the digital forensic process by 
relating it to the traditional forensic process [56]. In his paper, Pollitt defines 
digital forensics, and describes how digital media relates to the legal 
requirements for the admissibility of physical evidence. It is a standard 
model for digital forensics and uses analogies from traditional forensics, 
which he suggests are very similar in both domains (digital and physical 
forensics). It is a unidirectional linear process model, consisting of four 
stages or sub-processes, as shown in Figure 4 and summarized below. 

1. Acquisition: is the first sub-process and involves both legal and 
technical problems. Law determines what can be seized, under what 
conditions, from whom, and from where it may be acquired. 
Technically, acquisition describes what a particular piece of 
evidence is, and where it resides in the physical medium. The output 
of acquisition is usually raw data, which is called an image. 

2. Identification: is a three steps process: (i) digital evidence resides 
on a specific piece of digital media, e.g. a hard disk; (ii) it must be 
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Acquisition

Identification

Evaluation

Admission as evidence

identifiable with respect to its logical position, e.g. C:\Deal\Brown 
Sugar.doc and (iii) the data is correctly contextualised so as to 
understand it, e.g. by using an MS Word application to read the text 
in the file. In short, during this stage media is translated to data by 
placing it in its physical context. 

3. Evaluation: requires both legal and technical judgments. In this 
stage data is placed in its proper logical context, which transforms 
the data to information. Technically, we might describe when, by 
whom and how the information was produced. Legally we can 
define who can testify to it, how it is relevant and reliable. 

4. Admission as evidence: in this phase information is put into its 
correct legal context, i.e. the judge and the jury inspect the presented 
digital evidence to see if it was properly handled during acquisition, 
identification and evaluation. If the digital evidence passes the test 
of admissibility, and carries relevance and weight, then it is admitted 
to the court of law. In a nutshell, the output of this phase is 
admissible evidence. 

 
 
 
 
 
 
 
 
 
 

 

 

 

Figure 4: Digital Forensics Process Model [56] 

Discussion 
In this paper [56], Pollitt has not discussed the importance of preserving the 
integrity of digital evidence, although it is a necessary condition in order for 
a piece of digital evidence to be deemed admissible in a court of law, as 
established by many other researchers. He neither included it as a sub-
process nor as an umbrella principle. Similar is the case with the protection 
of basic human rights. 

The author compares digital forensics with traditional forensics and draws 
analogies to build his process. While doing so he argues that traditional 
forensics has long been used for investigation. Its processes have been well 
practiced, tested and trusted to the extent that if a physical piece of evidence 
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is admitted to a court of law then judges or a jury can inspect it on their own. 
Over the passage of time, the field of traditional forensics has matured, 
giving enough exposure and experience related to physical evidence that 
judges usually do not need any explanations about the correctness of the first 
three phases (Figure 4) from an expert while testing for admissibility, 
relevance and weight. 

We think that this level of trust by the courts in the traditional forensics 
process and in the people carrying out the process has played a role in 
excluding integrity protection as an activity in his model for digital 
forensics. Moreover Pollitt has also applied an important assumption from 
traditional forensics to digital forensics, that litigating parties trust the 
correctness of the overall process and the people involved in the process.  

In traditional forensics people have to trust the expert witnesses and have 
to give away their right to know the correctness of the overall process and 
people involved in the process, because of the practical limitations and 
realities. In traditional forensics, it was impractical, for example, to take a 
whole wall to a laboratory for finger print analysis and to give the same wall 
or its replica to the litigating parties, as a guarantee that the evidence will not 
be tampered with afterwards.  

Litigating parties cannot perform the process on their own because (i) 
they do not have the pieces of evidence, and (ii) they do not have the 
necessary infrastructure and expertise to carry out the required activities. 
With digital forensics both these practical limitations might be lifted 
because: 

 It is a norm to work on replicas due to the very nature of the digital 
evidence. These replicas can also be easily shared with the litigating 
parties. 

 There are open source and free tools to carry out investigative 
activities.  

 Trusted third parties and computer literacy can also help in carrying 
out the required activities. 

There is thus the potential of carrying out at least rudimentary 
examination and analysis activity to cross examine the findings of official 
investigators. Especially when the stakes are high, litigating parties may also 
gather enough resources to conduct full scale forensics activity. At a 
minimum level, the litigating parties should at least be allowed to know, and 
be given a guarantee that the process is correct and the evidence will not be 
tampered either intentionally or unintentionally. The need to trust the 
correctness of the process and the people involved in the process as a black 
box should thus be taken away. This is also in line with Article 6 (Right of a 
Fair Trial) of the European Convention [66]. 
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4.1.2. Recovering and Examining Computer Forensics 
Evidence [10] 

Noblett et al. [10] suggest that the environment around digital forensics is 
changing and evolving rapidly, so law enforcement agencies are in need of 
standards and common technical approaches. In this context the authors 
present a model which can handle short term changes and work on a long 
term basis. It is planned as an anchor for the development of guidelines to 
handle digital evidence. The model is very abstract in nature and consists of 
a three-level hierarchy as shown in Figure 5 and discussed below. 

Figure 5: Three Level Hierarchical Model [10] 

1. Principles of examinations: are high level concepts, consensus 
approaches, collective technical practices and experience of forensic 
experts that almost always apply to every computer forensic 
investigation. 

2. Organizational Policy and Practice: are structured guidelines to 
ensure quality and efficiency while carrying out computer forensic 
investigation. “Integrity” is one of those quality parameters. 

3. Procedure and techniques: are detailed instructions for software 
packages, and for the overall investigative process, such as 
instructions about how to use specific forensics software to ensure 
the quality of the overall process. 

 
Discussion 
The authors have summarized the activities of a computer forensic process 
using a very abstract model. They have included the notion of protecting the 
integrity of the working product in their model at the middle tier. They 
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explain that integrity protection policies and practices are well established 
and pursued in traditional forensic laboratories while dealing with physical 
evidence. They also emphasise the need to follow the same behaviour in 
computer forensic laboratories.  

The authors do not include either the litigating parties as entities in the 
process nor consider altering the level of trust which litigating parties must 
have in the process and people conducting it. The overall process is still a 
kind of black box for the litigating parties. 

4.1.3. A Road Map for Digital Forensic Research [2] 
The roadmap is actually a report containing salient discussions and their 
outcomes from the first digital forensic research workshop (DFRWS) held in 
Utica, USA 2001. The major goal of this workshop was to establish a 
research community in the domain of digital forensics that would: 

 Find short-term, focused solutions, bearing in mind the practitioner’s 
requirements, and by applying scientific methods. A practitioner in 
this context is anyone who is involved in conducting the activities of 
a forensics process. 

 Address long-term needs through inspiration from the current 
paradigms. 

One of the four tracks of this workshop was dedicated to defining a 
framework for digital forensic science. Another track was dedicated to 
discussing the trustworthiness of digital evidence.  
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Table 1: Investigative Process for Digital Forensic Science 
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Framework for digital forensic science 
This is a matrix comprised of the seven major categories or classes 
represented as column titles in Table 1: Investigative Process for Digital 
Forensic Science. These classes represent a linear digital forensic process 
from identification to decision. Candidate techniques or methods belonging 
to their respective class are represented in the rows of Table 1. 
 
Trustworthiness of Digital Evidence 
First DFRWS has dedicated a full track to unearth issues effecting the 
integrity and fidelity of digital evidence and their solutions. Preservation was 
included as an umbrella principle in the framework. Devoting a full track to 
this purpose also shows the importance of the subject.  

Participants identified important issues related to the integrity and fidelity 
of digital evidence. They also enumerated following possible solutions: 

 Work from a copy. 
 Preserve data pedigree. 
 Employ cryptography as a partial solution. 
 Understand metadata clues. 
 Consider corroborating evidence. 

These solutions were defined with the assumption that any unethical 
behaviour by the people carrying out digital investigation should be 
discounted.  
Discussion 
The framework includes “preservation” as a class and also as a method in 
three classes, so participants realized that integrity preservation should be 
taken as an umbrella principle. This is why preservation is not only a method 
in all the core forensic classes but also a class on its own in the framework 
(Table 1). 

A notable assumption was made while determining solutions to mitigate 
issues concerning the trustworthiness of digital evidence: that there will be 
no unethical behaviour on the part of investigators. The solution will work as 
long as the assumption is true. The loop of trust is closed by placing absolute 
trust in the people performing digital forensic investigation (the 
investigators). Investigators are human beings so they can make mistakes, 
because to err is human. 

Although preservation is added as an umbrella principle, the overall 
process remains a black box for the litigating parties. They still have to trust 
the correctness of the overall process and the investigators. This 
phenomenon has the potential to undermine the protection of basic human 
rights.  
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4.1.4. Forensic Process [13] 
The US National Institute of Justice felt the need for an abstract and 
technology-neutral forensic process, so they defined one with four phases: 

1. Collection: involves the search for, recognition, collection and 
documentation of digital evidence. 

2. Examination: makes digital evidence visible and helps to explain its 
origin and significance. Hidden and obscured information is 
retrieved. Relevant information is extracted by data reduction. 

3. Analysis: output of examination phase is fed into this phase to 
extract significant and probative information which will become 
digital evidence. It will help in furthering the case towards its 
solution. 

4. Report: digital evidence is presented in the form of a report and it 
marks the end of digital forensic process. 

Discussion 
The NIJ has produced an abstract, linear digital investigation model. It 
highlights the need to document activities during the entire life cycle of the 
overall process. This model neither stresses the need to preserve the integrity 
of digital evidence nor to protect basic human rights. 

4.1.5. An Examination of Digital Forensic Models [8] 
In this article the authors examined digital forensic models and presented 
one of their own “An Abstract Digital Forensics Model”. Their model was 
inspired by the work of the first DFRWS. The model consists of nine phases. 

1. Identification: recognizes an incident and its type. Not a part of 
digital forensics but affects the upcoming activities. 

2. Preparation: of tools, authorizations, monitoring and management 
support. 

3. Approach Strategy: preparing an approach strategy by taking into 
account the nature of the incident and available tools and 
technology. It should maximize the collection of relevant and 
untainted digital evidence while minimizing the impact on the 
victim. 

4. Preservation: isolate, secure and preserve the state of both physical 
and digital evidence. 

5. Collection: record the physical scene and take an image of digital 
evidence. 

6. Examination: in depth and systematic search for the relevant 
evidence. 

7. Analysis: determine significance and relevance of digital evidence. 
Reconstruction and drawing conclusion on the basis of digital 
evidence. 
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8. Presentation: summarizes the findings in the form of a report while 
explaining the conclusion. 

9. Returning the Evidence: returning physical and digital property to 
the proper owner. 

Discussion 
This process is linear and tries to merge physical and digital forensic 
processes to form a broader forensics activity. It has a specific sub-process to 
handle preservation issues. Preservation is applied to both probable physical 
and digital evidence just prior to the collection sub-process. It is never a 
consideration afterwards. 

In this model, preserving the integrity of digital evidence and protecting 
basic human rights is not a principle that is guarded throughout the life cycle 
of the digital forensic process. 

4.1.6. An Integrated Digital Investigation Process [67] 
Carrier has developed a model for carrying out forensic investigation that 
also involves digital evidence. He has kept his model abstract while trying to 
capture all the necessary details of the overall forensic process so that its 
realization will become easy. The model is built on the knowledge of 
physical forensics and is applicable to both law enforcement and corporate 
investigations.  

This model consists of seventeen phases organized into five groups. A 
digital investigation group feeds back to a physical investigation group to 
help solve the case. The main focus of our research is digital forensics, so 
only the “Digital Crime Scene Investigation Phase” will be discussed. Each 
digital device is considered as a separate crime scene and the model is 
applied to each of them separately. Six sub-phases can be identified in the 
model: 

1. Preservation: involves securing entrance and exit points of the 
digital scene and preserving the digital media against any potential 
contamination and modifications. 

2. Survey: finds the obvious pieces of digital evidence for a given 
class of crime.  

3. Documentation: involves properly documenting the digital 
evidence when it is found. Integrity should be protected for later 
verification. The chain of custody should be established in this 
phase. 

4. Search and Collection: the survey phase provides information 
which is used as a seed to systematically search and subsequently 
collect additional probable digital evidence.  

5. Reconstruction: involves putting the pieces of the digital puzzle 
together. It will give the answers to what, from where, and how 
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digital evidence got there. This phase can provide additional 
information to help in searching for and identifying the perpetrators. 

6. Presentation: involves presenting the digital evidence from a 
particular digital crime scene, and explanations, to the physical 
crime scene investigation team. 

 
Discussion 
This model is unique in the sense that it suggests preserving the entire digital 
environment, including any potential digital evidence. The model 
encourages working on a replica image for both live and static systems. It is 
a good step towards protecting the integrity of the digital evidence and 
possibly providing a guarantee to the litigation parties that the evidence will 
not be modified.  

Documentation includes provisions to preserve the integrity of digital 
evidence and create a chain of custody as an umbrella principle. 

Litigating parties still have to trust the overall forensics process as a black 
box. People involved in investigation process are closing the loop of trust. 
Litigating parties do not have any mechanism to assure them about the 
correctness of the process and thus its output in the form of digital evidence. 

4.1.7. Building Theoretical Underpinnings for Digital 
Forensics Research [57] 

In this research, Mocas (author) has addressed the need to specify a cohesive 
set of characteristics for digital forensics which will lay down a foundation 
on which the technical research can progress. Mocas’s goal is to define a set 
of properties and terms that can be used as cohesive organizing principles for 
the progress, development and evaluation of research in digital forensics. 
Mocas does not present a model that includes the steps of investigation, but a 
framework for modelling characteristics of digital forensics at an abstract 
level.  
 
Initial Framework 
She argues that the security of a system depends on the relevant security 
policy. Similarly, digital forensics depends on the investigative context 
which will be different for military, legal and commercial environments, for 
example.  

1. Investigative Context: is a set of events that initiate the 
investigation, a set of constraints on the scope of investigation and a 
set of potential investigative outcome. It is shown in Figure 6 that 
constraints and potential outcomes are different for military and law 
enforcement settings. The investigative context or domain will guide 
the choice of tools and techniques deployed for digital forensics. 
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a. Set of events that initiate the investigation: are crucial to 
determining the path an investigative process will follow. 

b. Set of constraints on the scope of investigation: are laws 
and rules governing the investigation process. This set also 
includes time, cost, technical and resource limitations. 

c. Set of potential investigative outcome: includes all the 
possible outcomes of a specific investigative process in a 
specific context. Usually a sub-set is desirable, and this is 
the goal of an investigator. 

 

Figure 6: Investigative Context 

2. Properties: Some desirable properties used to frame questions, 
model behaviours, evaluate tools and procedures are the following: 

a. Integrity: digital contents are not modified intentionally or 
unintentionally without proper authorization. Usually work 
is done on a replica of the digital media so “duplication 
integrity” should also be maintained. It is a broad term and 
is implemented differently during different phases of digital 
forensics. 

b. Authentication: is a process to connect an author/owner to 
some piece of digital information (security context). For 
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example, if a picture is admitted as evidence then 
authentication connects the picture to its 
owner/photographer. Part of the process is knowing that 
electronic evidence is what its proponent claims it to be 
(legal context). For example, if I receive a letter about 
renewing my housing contract with SSSB7 then 
authentication makes sure that the letter is actually from the 
SSSB and was issued by someone with proper authority.  
In the corroboration of digital evidence, both technical and 
non-technical mechanisms are used to establish the link 
between a person and a piece of information.  

c. Reproducibility: assuring that the processes used during 
digital forensics are reproducible. Since using replicas is the 
norm, the qualification of reproducibility implies that 
anyone working with a replica should be able to reach the 
same conclusions while following the same procedure. 

d. Non-Interference: preserving the digital crime scene from 
any sort of contamination, interference and disturbance. 
Some interference is difficult to avoid, such as state 
information being changed while working with the digital 
evidence, memory being written and some data on target 
machines being changed while analysing a live network 
connection. In such a case we are more interested in 
“identifiable interference”.  

e. Minimization: is assuring that the minimum amount of data 
is processed during a digital forensic investigation. In some 
cases it is impossible to maintain minimization. This process 
is related to privacy concerns during forensic investigation. 

Discussion 
Mocas realizes the need to protect the integrity and authenticity of digital 
evidence, but according to her observations it is not the current practice. The 
definition of integrity which she has used is not implemented in current 
practices,  so it is possible, for an unethical investigator, for example, to 
modify the contents of digital evidence without proper authorization and  
even without being detected [18]. 

She argues that the integrity of a system can be upheld and proved if the 
system is seized and taken to the laboratory where it is frozen, following 
standard procedures and practices. If the system is not seized then its 
contents can change after the master image is created, and the integrity of the 
digital evidence cannot be proved afterwards. She presents a solution to this 
problem by sending the hashes to a trusted third party. 

                                                 
7 Stiftelsen Stockholms Studentbostäder, a housing company for students in Sweden. 
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Mocas stresses the need to preserve the integrity of digital evidence 
during the entire life cycle of digital forensics. As are many others, she is 
also closing the loop of trust either by trusting the individuals involved in 
digital forensics or by trusting an “independent trusted third party”. She is 
not bringing the litigating parties into the process, which could solve both 
integrity and human rights issues.  

The author states that digital evidence produced by current practices does 
not meet reproducibility criteria, and that in some cases is altogether 
impossible or infeasible. Similarly, interference is also unavoidable in some 
cases, for example mobile phones are live systems and even switching them 
on/off can have integrity implications. These factors further strengthen our 
stance about preserving integrity and protecting basic human rights during 
the entire process of digital forensics. 

4.1.8. A Hierarchical, Objectives-Based Framework for 
the Digital Investigations Process [59] 

This work is an attempt to address the need for a comprehensive, generally-
accepted, digital investigation process framework to enhance scientific rigor 
and facilitate education, application and research. The authors have created a 
multi-tier hierarchical framework and each layer represents a different level 
of abstraction. The framework has objective-based phases and sub-phases 
applicable to different layers of abstraction. Objectives can be achieved 
through different tasks. 

1. First-Tier Phases: are distinct and clearly defined. They are largely 
non-iterative and non-linear, and have feedback loops. There are five 
phases in this tier including: 

a. Preparation: involves both organizational preparation and 
individual preparation. It covers legal, technical and non-
technical preparation aspects. It includes evidence 
preservation and handling procedures as well. This phase 
can improve the quality of the investigative process and its 
output. 

b. Incident Response: consists of the detection and initial pre-
investigative response to suspected digital activity of any 
kind.  

c. Data Collection: data needed to validate an incident or 
digital crime and its impact will be collected in this phase. 
Collection will be carried out in the light of a response 
strategy and investigative plan. 
This phase also involves the notion of integrity protection 
and authenticity of digital evidence. 
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d. Data Analysis: is dedicated to conformity analysis and is 
the most important and arguably the most complex phase. It 
also deals with event reconstruction 

e. Presentation of the Findings: depending on the 
investigative objective this phase communicates the relevant 
findings to the intended audiences.  

f. Incident Closure: focuses on the closure of an 
investigation, implementing its decisions, and building on 
the acquired knowledge for subsequent investigations. 

2. Digital Investigation Principles: depending on the overall 
investigative objective, there are some principles acting as 
constraints on the overall process. These principles should not be 
considered as discrete steps, thus diminishing their impact, they 
require umbrella activities to be carried out in all the phases of the 
process such as evidence preservation, documentation, and 
investigative priority. Evidence preservation is included in all the 
phases of the first tier of this process. 

3. Second-Tier Phases: any complex process from the first tier can be 
extended to the second tier with the intention of capturing its full 
details. The authors have taken the data analysis phase to the second 
tier as an example. It has three objective-based sub-phases: (i) 
survey, (ii) extract, and (iii) examine. Every sub-phase has 
applicable layers of abstraction: for example, the survey sub-phase 
has (i) physical media, (ii) a media management event, (iii) a file 
system application, and (iv) network.  

Discussion 
The framework is helpful and important because of: 

1. Its ability to be abstract and detailed at the same time. 
2. Its flexibility to shrink and expand as required, for example layers of 

abstraction, and objectives in each layer, can be added as the 
environment around the digital investigation evolves.  

3. Its matrix of tasks and objectives. This enables experts to focus on 
investigative objectives rather than tasks, of which there are many.  
This matrix can then become more complex while capturing as 
much detail of the investigative process as possible. It can then help 
to provide automated decision support for selecting appropriate tasks 
for a specific investigative objective. 

4. Identifying principles which should be applied to the entire process 
rather than being cordoned off as distinct phases or steps and 
limiting their impact. These principles require overarching goals that 
may entail different actions during each phase of the overall 
investigative process.  
The authors have placed evidence preservation as the first phase in 
the first tier, which indicates its importance. Documentation is the 
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second important phase including chain of custody as one of the 
documents.   

The authors have captured the details of investigative process in a 
comprehensive, abstract and cohesive way. Abstraction is necessary for a 
generic framework. By adding more layers of abstractions the authors have 
also tried to cover the details, thus helping implement the framework and 
develop tools and techniques. 

Preserving the integrity of digital evidence as an umbrella principle is 
emphasised in this model, but protecting basic human rights (such as 
privacy) is not covered.  Litigating parties are still not provided with any sort 
of guarantee. They are still outsiders and have to trust the process and the 
insiders by definition. 

4.1.9. Summary of the Review 
Twenty one frameworks and models were reviewed [2], [8]–[10], [13], [55]–
[64], [67]–[72], many of which discuss the need to protect the integrity of 
digital evidence while some take it as a principle, overarching the entire 
investigative process. Table 2 is a summary of the review published and 
discussed in detail in our research paper [65]. “Yes” means that the property 
is explicitly present and “To Some Extent (TSE)” means the property is 
implicitly handled, while “No” means the absence of the property altogether. 

None of these papers clearly establishes the need to protect basic human 
rights. In the contemporary world, these rights were dealt with during 
traditional forensics, but the digital age has brought about an imbalance. 
Only one of the models [59] highlights the need to use trusted third parties to 
prove the integrity of digital evidence when there is no original to compare 
with, as in the case of a live system investigation. This is a partial solution 
because it will only cover the initial phases of the full investigative process, 
but what about the rest of them, when the evidence is in laboratories where 
the investigators (human beings, the weakest link in overall system security) 
are managing it.  

There are many places where things can go wrong, such as unintentional 
alterations and intentional modifications by, for instance, an unethical 
insider. The litigating parties should thus be provided with a chance to know 
the correctness of the entire process and the integrity of insiders. The partial 
involvement of the litigating parties as insiders (to some extent) can provide 
a chance to know and thus be assured of the protection of their basic rights. 
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Model/Framework Abstract Preservation Protection

Reith 2002 [8] Yes TSE No

Pollitt 2007 [62] No

Mocas 2004 [57] Yes Yes TSE

Carrier 2004 [58] Yes Yes TSE

Pollitt 1995 [56] Yes No TSE

Beebe 2005 [59] Yes Yes No

Ruibin 2005 [60] No

Pollitt 2004 [64] No

Palmer 2001 [2] Yes Yes No

Noblett 2000 [10] Yes Yes No

NIJ 2001 [13] Yes TSE TSE

Carrier 2003 [67] Yes Yes TSE

Agarwal 2011 [72] Yes Yes TSE

Baryamureeba 
2004 [9]  

Yes TSE TSE

Shin 2011 [70] Yes TSE No

Carrier 2003 [55] No

Kent 2006 [61] No

Ma 2011 [71] No

Stephenson 2003 
[68] 

No

Table 2: Summary of the Review 

4.1.10. Protecting Basic Human Rights 
The idea of “protecting basic human rights” is quite often reiterated in the 
previous discussion. To understand and fully grasp its need and importance, 
the following section throws some additional light on this important notion. 
First of all, traditional forensics, which has decades of heritage and 
knowledge building, selection and stratifying, is discussed in order to 
understand how this particular issue has been, and is, handled in the 
discipline and the profession. 
 
Forensic Science 
This branch of science deals with tangible physical evidence. Hundreds of 
years of experience have taught us of the need to protect basic human rights 
as an encompassing principle. Evidence produced during a forensics process 
is a form of an expert evidence which (according to Rule 702) is the testified 
opinion of a person with knowledge, expertise, skills, training or education, 
provided that their testimony is based on sufficient facts and data, reliable 
principles and methods, and their reliable application, which can help the 
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trier of the fact to understand the evidence or the matter of fact [42]. In the 
traditional forensics paradigm, the following are reasons for the litigating 
parties to trust the experts and to accept their conclusions: 

1. Practical Constraints: In physical forensics, the litigating parties 
have to trust experts who can vouch for the correct handling of 
physical evidence during the entire process. It was usually the only 
option the litigating parties have, because they cannot be provided 
with an exact replica of the physical evidence or any other artefact 
which can guarantee that the evidence will not be tampered or 
modified either intentionally or unintentionally. Similarly defendants 
do not have full access to the crime scene for their own 
investigation. Fingerprints can be lifted from a wall, but the wall 
cannot be seized as evidence. [58] 

2. Tangible: For a tangible physical evidence, such as DNA, a forensic 
serologist can comment on its correctness based on their knowledge 
of molecular biology, probability theory and genetics [2]. Based on 
these explanations, both the litigating parties and the trier of the fact 
can trust the correctness of the overall process and its output in the 
form of physical evidence. Protection is given in the form of a 
guarantee with the help of a trusted expert.  The expert witness can 
vouch for the correctness of the overall process and observe the 
insiders for any inconsistency.  

3. Trusted Third Party: The trier of the fact will consider evidence if 
all handling is performed or witnessed by individuals who are 
trustworthy, competent and objective [5].  
The trier of the fact will act as a trusted third party for the litigating 
entities. Litigating parties will contest the case through their legal 
attorneys. Their legal attorneys can question any potential 
inconsistency in the overall process. They will be satisfied, for 
example, by a serologist’s explanations in case of a DNA, as 
discussed earlier. 

 
Digital Forensics Science 
This branch of forensic science deals with intangible digital evidence. It is 
special due to: 

1. The Nature of Digital Evidence: Digital evidence is not a tangible 
object. It is transformed, and is an abstraction of the reality which 
can be easily modified without being detected.  

2. Insiders: are those who perform the investigative process. They can 
also modify the digital evidence to frame an individual who is 
innocent or to help set free an individual who is not innocent. 

3. Weakest Link: The concepts of digital forensics are very similar to 
the general concepts of security [69]. Analogies from security can 
thus be used in the digital forensics domain. The insiders are among 
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the great threats to the security of an overall system, and a human 
being is one of the weakest links. IOCE guidelines and RFC3227 
encourage the use of technology and minimizing trust in human 
beings since “to err is human” (which may be equally applicable to 
computer programming). 

4. Challenging Aspects: There are many challenging aspects of digital 
evidence [73] which can shatter the trust of litigating parties in the 
process. Commenting on the correctness of digital evidence is not as 
easy as with physical evidence, for example the case of DNA, so 
litigating parties should be involved in the overall process. This will 
also protect their right to know the correctness of the process. 

5. Law: Some courts may require that a suspect is able to analyse an 
image of the system, and therefore an image of some sort is required 
[58], implying that litigating parties have the right to analyse digital 
media on their own. 

6. Replica in Digital Domain: In the physical world, due to physical 
constraints, it was impractical to provide a replica in any form as a 
guarantee and to bring the litigating parties closer to the actual 
investigative process. They had to trust the process via witnesses and 
explanations from experts. Their rights were protected by the 
judicial system. Natural physical objects cannot be replicated, as 
discussed earlier [58]. In the digital world, however, creating and 
working on replicas is a norm, as is reducing human involvement as 
much as possible. Avoiding the placement of unnecessary trust in 
human involvement is highly recommended. 

In the case of digital forensics, there are possibilities to bring 
litigating parties closer to the investigative process, which must be 
exploited. Knowing the overall process will give a sense of 
satisfaction to the litigating parties. They can be given guarantees, 
replica of evidence can be shared, intermediate results can be 
communicated, and chain of custody documents can be shared on a 
regular basis. 

Evidence is a backbone of any judicial system. In a traditional forensic 
investigation, basic human rights were protected by the trusted third party, 
such as the trier of the case, or by a trusted witness or by trusted experts,  but 
in the case of digital evidence extreme care is necessary. 

 In a digital scenario it is difficult for litigating parties to trust the process 
as a black box. They should not be treated as complete outsiders. They 
should be provided with peepholes in order to know what is going on in the 
black box. They should be able to use the information obtained from those 
peepholes for verification of the correctness of the overall process and the 
insiders involved. This phenomenon will help to protect their basic human 
rights which include the “right to know” and many other rights which can be 
lost as a consequence of a mishandled trial.  
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Protecting basic human rights and preserving the integrity of digital 
evidence will have a synergetic effect, thus raising the level of trust in the 
overall litigation system, resulting in a satisfied society. A potential area of 
research has been identified in this review: that because of the nature of 
digital evidence human rights are at stake. Things must be put back on track.  

The first cycle of our research deals with the preservation of the integrity 
of digital evidence. The intention during the first cycle was to extend the 
functionalities of the current technical solutions to better preserve the 
integrity of digital evidence. The end of the first cycle was marked with the 
development of PIDESC. The need to extend the theoretical basis to 
preserve basic human rights gave birth to the second cycle. During the 
second cycle, current abstract forensics models were studied and an 
extension was proposed. The extended abstract model involves both 
preserving the integrity of digital evidence and protecting basic human rights 
as umbrella principles. 

4.2. Tools and Techniques 
This section reviews the tools and techniques developed to conduct digital 
forensics in a forensically sound manner. The review will focus on 
preservation of integrity in the light of the theoretical basis discussed in 
Section  4.1. 

Integrity as defined by Landwehr is “assuring that digital information is 
not modified without proper authorization” [74]. The security of an overall 
system is a holistic concept, which is why technology, law, policies, best 
practices, training, education and management should work together to 
achieve the goal. 

Technology is the focus of this section. The domain of technology, in 
general, is evolving rapidly. Progress in this domain provides many new 
opportunities, and benefitting from them is the way forward.  

While conducting digital forensics at a crime scene, an investigator will 
usually be dealing with a hostile and compromised environment. They might 
be connecting their machine to a system which might have already been 
compromised by some expert cybercriminal. The investigator will collect all 
the bytes from a digital system at a crime scene for further examination and 
analysis. These bytes might carry harmful pieces of code too. The 
investigator has to work with live systems, thus exposing their machine to all 
the potential threats of the system under investigation and still more from the 
internet. For these reasons, the inspector’s system can also be compromised 
and its integrity may be at stake, which will have a direct and negative 
impact on the output of investigative process, the digital evidence.  

The platforms being used by investigators to perform digital forensics, 
should also be trustworthy [18]. The output of the digital forensics process 
can only be relied upon if it is generated by sound methods to guard against 
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any unauthorized modification, such as by using secure integrity protection 
methods [39]. A combination of timestamps, geographic information, digital 
signatures, trusted platforms, trusted third parties, integrity-protected chain 
of custody, and trusted databases to store information for proving integrity 
are usually used, and are helpful [18], [24], [39], [57], [71]. 

In this section technical solutions will be reviewed with the help of 
following review criterion: 

1. Time Stamps: to maintain temporal integrity, an example of using 
them is discussed in [57]. 

2. Geographic Information: this is necessary so as to know which 
law of the land will apply. 

3. Digital Signatures: a better solution for integrity protection as 
compared to digital hashes [39]. 

4. Trusted Platforms: are used to protect (i) the integrity of digital 
evidence, (ii) the integrity of the platform on which the investigative 
process runs, (iii) to authenticate operators and (iv) to help enforce 
organizational policies. The roots of trust can be anchored in trusted 
platforms via trusted third parties and then extended up the entire 
process. [18] 

5. Trusted Third Parties: vouch for the digital credentials, such as 
those used in digital signatures. They should not have any direct 
interest in the outcome of the investigative process so that they can 
be trusted as neutral, unbiased and objective entities. An example of 
how to introduce them to the investigative process is discussed in 
[71] 

6. Chain of Custody and Documentation: is necessary to produce 
reliable and authentic digital evidence as stressed by the literature 
[57], [59], [67], [71]. 

7. Trusted Databases: used to store digitally signed documents 
needed to preserve the integrity of digital evidence. An example of 
their use is discussed in [18], [24], [57]. 

8. Protecting Basic Human Rights: by bringing the litigating parties 
closer to the ongoing investigative process, for example, by sharing 
the chain of custody documents during each intermediate sub-
process, and thus giving a guarantee that nothing is changed 
intentionally or unintentionally. Another method is to give litigating 
parties a replica of evidence from the digital crime scene so that they 
can run investigations on their own. This necessity was established 
in Section  4.1.10. 

In the following section, we select the relevant publications that describe 
how the concept of preservation is implemented.  
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4.2.1. Proving the Integrity of Digital Evidence with Time 
[75] 

Hosmer realized the need to protect the integrity of digital evidence after 
extraction due to its volatile and fragile nature. He uses a variant of 
Menezes’ digital integrity definition, “the property whereby digital data has 
not been altered in an unauthorized manner since the time it was created, 
transmitted, or stored by an authorized source.” [76]  

He emphasizes the need to bind the time with digital evidence while 
protecting its integrity so that its integrity can be proved several years after 
the evidence was seized independent of those who (investigator) seized it in 
the first place. After comparison of different methods to preserve the 
integrity, he suggests using digital signatures as a preferred method for 
integrity protection. 

To prove the integrity of digital evidence with time he uses three steps: 
1. Traceability of Legal Time Source: The time which is bound to the 

digital evidence should be traceable to at least one agreed upon time 
source, e.g. GMT. 

2. Time Distribution: Digital evidence is an output of a process with 
many sub-processes, so it undergoes many transformations before 
being presented in the court of law. During all those stages different 
timestamps are attached to it. All those distributed timestamps 
should have properties of continuous audit and provable traceability 
to the time source e.g. UTC. It must also be resistant to security 
attacks. 

3. Secure Digital Time stamping: has the following requirements: 
a. Time binding must occur in trusted computing 

environments. 
b. The accuracy and resolution of the clock should be 

appropriate. 
c. Calibration and the auditing of local time sources must be 

routine. 
d. Time stamps must be verifiable. 

Preserving and then later proving the integrity of digital evidence with 
time offers advantage and can answer the following questions: 

1. Who signed the digital evidence? 
2. When were the signatures made? 
3. What digital evidence was signed? 

4.2.2. Digital Evidence Collection Process in Integrity and 
Memory Information Gathering [24] 

This paper proposes three ways to protect the integrity of digital evidence 
and then compares them. 
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1. MDC Publication: Message digest codes (MDC) are posted on 
public bulletin boards which are maintained by trusted third parties, 
and read access to them is public.  
This is easy to realize but will not detect modification if the MDC of 
forged digital evidence is posted in the first place. 

2. MAC Method: Message authentication code (MAC) is created by 
the inspector (who is objective, credible, trustworthy and a person of 
integrity with the relevant qualifications and training) using their 
secret key, and appended in the chain of custody document. 
This requires more resources than the first solution but is more 
secure. Limitations are the trustworthiness and reliability of the 
inspector, and time and cost. 

3. Public Authentication System with Public Key Infrastructure 
(PKI): an inspector creates an MDC, appends it to the chain of 
custody document, then signs it digitally and transmits the result to 
an authentication centre. The authentication centre verifies the 
digital signature, appends a time stamp and keeps a copy of the 
product in an authentication database and sends another copy to the 
inspector.  
What, when and who are all bound to the digital evidence but it is a 
costly solution. 

4.2.3. Study on Digital Forensics Model Based on Data 
Fusion [71] 

This paper proposes a model which considers the time and legal constraints 
of digital investigation as a linear process. It applies the concept of the 
overarching supervision and establishment of trusted third parties to issue 
certificates in the form of politico-legal certification authority. It suggests a 
way to preserve the integrity of digital evidence by using a data fusion 
concept. This model involves the following steps: 

1. Forensics Preparation: involves preparations concerning 
personnel, tools, legal authorizations, criminal and forensics 
database systems, servers for time-stamping, authentication and 
evidence storage. 

2. Physical Forensics: seizure of potential physical containers of 
digital evidence. At this stage the digital crime scene will be frozen, 
time-stamped and digitally signed according to a multiparty digital 
scheme. 

3. Digital Forensics: during this stage evidence and supervision chains 
are created based on the data fusion method. Multiparty digital 
signature with time-stamps are embedded into them and submitted to 
evidence storage. Data fusion and evidence chains are summarized 
below: 
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a. Data Fusion based on Evidence Ring: Digital evidence is 
usually corroborative in nature. Several pieces of evidence 
together are used for reconstruction and settling the case. 
Semantic clustering techniques are used to form a ring of 
relevant digital evidence based on the information of time, 
use, device and location. Evidence from this ring is fused 
together using the relevancy formula. This formula depends 
on time relevance, the data relevance of the evidence and the 
relevance of the criminal’s behaviour. 

b. Evidence Chain: Two types of evidence chains are formed. 
One deals with the chronological order of different pieces of 
evidence used to perform timeline analysis. Relevant 
evidence are chained together based on the similarities in 
their attributes. The second type is the supervision chain. It 
satisfies the legal constraints on the digital forensics process. 

4. Forensic Supervision: is an overarching activity carried out by 
using supervision chains and storage centres in collaboration with 
trusted certification authorities. 

5. Summarize: the whole process and its remount when necessary, 
updates the forensic and criminal behaviour databases. These 
databases with the summaries are a sort of behavioural archive of 
criminals which can help in future investigations. 

6. Evidence Presentation: submit both evidence and supervision 
chains to the court. 

4.2.4. Conclusion 
All the models above involve the process of preserving the integrity of 
digital evidence to a certain level, but none realizes the need to work on a 
trusted platform. Hosmer’s model discusses the need for trusted 
environments, but, time servers are his only concern. He does not include the 
machines on which a supervisor will work. [75]. 

None of the solutions consider embedding the geographical information 
in the digital evidence. Geographical information is used to decide which 
law of the land will apply. 

Litigating parties in all the models are still outsiders. They still have to 
trust the process (as a black box), and trust insiders conducting the 
investigative processes. They are not allowed to know what is happening in 
that black box. Table 3 summarizes what we have studied and sifted from 
these frameworks and models, in the context of the criterion discussed 
above. 
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 [75] [24] [71] 

Time Stamps    

Geographic 

Information 
   

Digital Signatures    

Trusted Platforms    

Trusted Third Parties    

Chain of Custody and 

Documentation 
   

Trusted Databases    

Protecting Basic 

Human Rights 
   

Table 3: Summary of Salient Mechanisms in Different Models 

Important points from this chapter are that most of the theoretical 
frameworks and models treat the preservation of integrity as an umbrella 
principle, but only one partially discusses the importance of, and ways to, 
protect the rights of the litigating parties to know what is going on in the 
process. Most treat the litigating parties as outsiders, who are expected to 
trust the process as a black box without any peepholes. 

In the next chapter we will discuss our efforts to close the gaps identified 
in Table 3. We shall see that our solution, if tested against the benchmark 
outlined in Table 3, is also deficient in some regards, and needs further 
improvement. 
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5. Preserving the Integrity of Digital Evidence 

Methods to preserve the integrity of digital evidence and tools to conduct 
digital forensics were explored and evaluated to answer RQ1 during the first 
research cycle. It was noted that current solutions are lacking in some 
important features, as summarized in Table 3. The knowledge acquired 
during the exploration and evaluation was used to design a solution that can 
address the shortcomings of preserving the integrity of digital evidence. The 
solution was named PIDESC [18] and is discussed in this chapter. 

We decided to adopt the following line of action in order to fulfil the 
objectives of the first cycle of our research, as outlined in Section 1.3: 

1. Security methods used to protect the integrity of digital evidence by 
computer forensic tools were explored and evaluated against a 
standard criterion called ITSEC. [77] 

2. Some tools used to conduct mobile device forensics were evaluated 
by following NIST’s smart phone tool specifications version 1.1 
[78], Smart Phone Tool Test Assertions and Test Plan version 1.1 
[79]. 

3. The results of the exploration and evaluation indicated that the 
methods applied were mainly based on digital hashes, but digital 
hashes provide weaker security [39]. 

4. A new model [18] (PIDESC) was proposed to preserve the integrity 
of digital evidence during the process of digital forensics. The 
solution deals with one of the initial phases of digital forensics 
(collection), where an inspector extracts the media for subsequent 
sub-processes. The solution attempts to rectify the shortcomings 
from the initial phase of digital forensics so that the imperfections 
cannot infiltrate to the later stages of the process. 
PIDESC can also enforce organizational policies, such as policies 
developed in the light of IOCE - guidelines for best practice in the 
forensic examination of digital technology [17]. 

The next sections summarize the research conducted during all the phases 
discussed above. 

5.1. Evaluation of Methods to Preserve the 
Integrity of Digital Evidence 

Digital devices are ubiquitous, so digital evidence can come from many 
sources, including personal computers, mobile devices and the digital logs of 
a variety of digital systems. Digital evidence plays an important role in 
understanding the functioning of our digital world, regardless of its negative 
or positive implications. Preserving its integrity is thus important, especially 
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when it is related to an illegal, illicit or criminal activity and has the potential 
to further the investigative process.  

Many different methods are used to preserve the integrity of digital 
evidence. They differ in terms of their performance, accuracy, computational 
complexity and vulnerabilities. This phase of our research work has 
evaluated these methods in order to know how suitable they are for dealing 
with digital evidence [39]. This [39] fulfils Objective 1.1 in Section 1.3. The 
outcome of the evaluation will help in deciding the most appropriate general 
method to preserve the integrity of digital evidence. 

Integrity preservation methods were classified into three classes. Every 
method from each class was evaluated. The results of evaluation were also 
compared in order to select the most appropriate method. The following are 
the three classes of integrity preservation methods: 

1. Cyclic Redundancy Checks (CRCs) e.g. CRC-16 and CRC-32. 
These are primarily used for error detection. 

2. Digital Hashes, e.g. MDx and SHAx. 
3. Digital Signatures, which rely on public key cryptography and 

require PKI at its backend. 

5.1.1. Evaluation Criteria 
ITSEC [77] was used to evaluate these security methods. The security 
methods under consideration were CRC, MDx, SHAx and Digital Signature 
based on both RSA and DSA algorithms. ITSEC was used as an evaluation 
standard, It consists of nine sub-criterion used to evaluate three classes of 
integrity preservation mechanisms as shown in Figure 7 and discussed 
below: 

1. Security Properties: rendered by the method, e.g. confidentiality, 
data integrity and non-repudiation. 
None of the security methods provide confidentiality. Digital 
signatures can provide non-repudiation. CRC can provide integrity 
services but this can only work for accidental errors at the bit level 
for a block of data [80], [81]. To overcome the weakness of CRC, 
the FBI had to reapply the integrity protection services in 
Moussaoui’s case from CRC to MD5 [82]. Based on the literature 
survey [20]–[22], [83] we can say that MDx is weaker than SHAx. 
Digital signatures are more powerful than digital hashes alone 
because they use asymmetric cryptography in conjunction with 
digital hashes [84], [85]. 

2. Identification and Authentication: refers to the establishing of a 
claimed identity and controlling its access. Digital signatures use the 
concept of private and public keys. A private key is meant to be in 
the secure possession of its rightful owner. We can say that digital 
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signatures are the only method that can be used to establish identity 
and authentication.  

3. Accuracy: this is associated with the correctness of security 
methods and is evaluated by experiments to test for (1) any errors, 
(2) time taken, and (3) ability to verify security properties. 

CRC, MD, SHA-1, SHA-512 is a descending list of security 
methods based on their vulnerabilities in the light of the literature 
review. [19]–[22], [80], [81], [83], [84]. 
Digital signatures are based on public private key pairs. A private 
key is tied to an individual and is supposed to be known only to 
them. No one without the correct private key can produce the 
signatures. We have therefore rated digital signatures as the highest 
rank: the safest method of preserving the integrity of digital 
evidence. 

Figure 7: ITSEC Evaluation Model [77] 
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4. Binding of Functionality: tests whether a security method can work 
in collaboration with another method. 

CRCs are rarely used in conjunction with another security method 
and so are rated at the lowest rank. Both MDx and SHAx are used to 
supplement other security methods for enhancing security, such as 
digital signatures. SHAx is superior to MDx because they are more 
resistant to attacks. [19], [21]–[23], [83], [86]. 

5. Strength of Mechanism: relates to the strength of a method to 
withstand potential attacks. CRCs are ranked lowest, as their output 
is either 16 or 32 bits long, which is too small for low collision rates 
[87], [88]. 

MDx and SHAx are better than CRCs. SHAx is ranked higher 
than MDx because of its strength and having more bits in its output. 
SHAx is at least 32 bits more secure than MDx. [19], [21]–[23], 
[83], [86]. 

Digital signatures have a relatively high level of key space, and 
their output has more bits than other security methods.  

6. Attacks and Vulnerabilities: to which a method is resistant or 
exposed. CRCs are used to handle accidental modifications at the bit 
level for a block of data. CRCs are vulnerable to attacks, and 
integrity can be easily violated [87], [88]. 

Several vulnerabilities and attacks have been published against 
MDx and SHAx, however, SHAx is stronger than MDx because 
they require more resources than MDx [19]–[23], [83], [86]. 

7. Ease of Use: measures the complexity or simplicity of a method. 
CRCs, MDx and SHAx are usually built into the tools so they 
require less user intervention and are fully automated. All three are 
therefore equally easy to use. 

Digital signature requires more user involvement so it is the least 
easy method. 

8. Computational Efficiency: in terms of time complexity, different 
methods require different amounts of time in order to render their 
services. Digital signatures require the highest amount of time 
because: 

 They have to collaborate with other security methods, such 
as digital hashes, to render their services, so the time 
associated with other cooperating methods is added to the 
total time. 

 They require extra time to generate the key pairs at the 
beginning. 

The average time taken by security methods, except digital 
hashes, is shown in Figure 8. This shows that CRC-32 takes the least 
amount of time, due to simple mathematics. SHA-256 takes the 
greatest amount of time.  
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For digital signatures, the generation of key pairs takes an extra 
amount of time but it is a one-time constant process, thus ignored. 
Signing with a 3072 bit key takes around 35 to 37 milliseconds [89]. 
37 milliseconds are negligible compared to the time taken by the rest 
of the methods. For instance, the average time taken by SHA-256 
was around 42,992 milliseconds. 

Figure 8: Average Time to Render Integrity Services 

The following is a list of security methods in ascending order 
with respect to their computational efficiency. This list is based on 
the discussion above and on the results of our experiments shown in 
Figure 8:  CRC-32, SHA-512, CRC-16, MD5, Digital Signatures, 
SHA-1 and SHA-256. 

9. Time Binding: is the ability of a method to bind the time with its 
output. None of the methods support this. The literature suggests 
that the use of time stamps for preserving the temporal integrity of 
digital evidence [24], [71], [75] is important to build and then 
perform time-line analysis.  
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Table 4: Summary of Evaluation and Analysis 



 

57 
 

 
Table 5: Recommendations 

Table 4 is a summary of our research, and the recommendations. It is 
evident from Table 5 that a digital signature in collaboration with SHAx 
should be the  preferred choice when it comes to preserving the integrity of 
digital evidence. 

5.2. Evaluation of Tools for Mobile Device 
Forensics 

Recent advances in mobile computing have had a profound impact on every 
aspect of our contemporary world. Mobile devices are penetrating our world 
three times faster than personal computers did [90].  Mobile devices are 
playing an ever-increasing and more important role in digitizing our world. 
According to the ITU World Telecommunication/ICT Indicators Database, 
global mobile subscription has experienced an exponential growth in recent 
years. Mobile subscriptions have reached a figure of seven billion and 96 
individuals out of 100 use a mobile device [91]. Mobile broadband 
penetration will reach 84% and 21% by the end of 2014 in developed and 
developing countries respectively [91]. Figure 9 shows these statistics 
graphically. 

Through various mobile devices, we are now connected to the internet 
and to our friends, family and the people we work with. A small sample of 
activities includes travel, shopping, imaging, banking services, infotainment 
(audio and videos), surfing the web, using social media, communicating with 
others and recording videos. A user leaves footprints while using a mobile 
device. These traces are a kind of behavioural archive. A trained investigator 
can extract much needed information from these archives which; if handled 
in a forensically sound manner, can act as digital evidence in the court of 
law. Bearing in mind the importance of mobile devices in our society, the 
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picture of digital forensics would be incomplete if we didn’t explore and 
evaluate the tools used to perform mobile device forensics. 

 

Figure 9: Global Mobile Subscriptions [91] 

We evaluated the MoDeFo tools with respect to their performance, and 
also observed the methods employed by them to preserve the integrity of 
digital evidence. The evaluation helped to fulfil Objective 1.2 in Section 1.3. 
The section below highlights the results of our evaluation work which have 
been published in [38]. 

5.2.1. Mobile Device Forensics 
The benefits of mobility in cyber space are infinite, and so are the 
possibilities of its misuse [92]–[94]. “Mobile device forensics” has evolved 
as a new branch of digital forensics which specifically deals with mobile 
devices. 

5.2.1.1. Sources of Evidence 
To evaluate the MoDeFo tool we had to perform an extraction. The 
following are the three potential sources of digital evidence from a mobile 
device as described in [38]: 

1. Handset Memory 
2. SIM Memory 
3. Memory Card. 
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Memory cards can be handled with computer forensics tools, so are out of 
the scope of this research. Handset memory and SIM memory are the only 
sources studied in this research. 

Thirty five different types of data objects were extracted from these two 
sources. The following is the classification of these objects. [38]  

1. Handset Memory: 
a. PIM Entries 
b. Messaging Entries 
c. Call Logs 
d. Email Entries 
e. Internet History 
f. Standalone Files  
g. Application Related Files  
h. GPS Entries  
i. Device Information, e.g. IMEI, ESN, MEID and System 

Firmware etc. 
2. SIM Memory:  

a. Service Related Information  
b. Phonebook Information  
c. Call Information: LND  
d. Messaging Information  
e. Location Information  

5.2.2. Tool Evaluation 
Tools play an important role in mobile device forensics [95].  The output of 
a mobile device forensic tool will be deemed admissible if it is in line with 
the theoretical basis of digital forensics. Professional solutions for 
performing mobile device forensics are quite expensive, so we purchased 
only the most popular tools in the domain to develop our forensics lab in 
Stockholm University. UFED by Cellebrite  and XRY by Micro Systemation 
are used in over 60 and 90 countries respectively, which shows their 
popularity [96], [97].  UFED Physical Pro 1.1.3.8 and XRY 5.0 were 
evaluated. Evaluation was based on a NIST standard called Smartphone 
Tools Specifications Version 1.1 [78]. Tests were conducted following the 
NIST standard test plan called the Smartphone Tool Test Assertions and Test 
Plan Version 1.1 [79]. 

These specifications are divided into two categories consisting of (i) core 
requirements, (ii) optional requirements. At the time of writing this thesis, 
experiments on both the parts were completed, but, our publication [38] was 
limited to the core requirements. The results are graphically presented in 
[38] to help in selecting an appropriate tool for a specific type of digital 
evidence. 
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5.2.3. Results 
Each assertion was tested. It was a “pass” if the actual and the expected 
results were the same and “fail” otherwise. If the actual results were close to 
the expected results then it was a “pass with comments”. A detailed 
discussion of the results, including what constitutes expected and actual 
results for each experiment, can be found in [38]. Complete results were 
charted in Figure 10, where: 

 Pass is represented by 2 
 Pass with comments is represented by 1  
 Assertion not tested is represented by 0  
 Fail is represented by -1  
 Result 1 is for Nokia 5800 and SIM with XRY 5.0  
 Result 2 is for Sony Ericsson Xperia X1 and SIM with XRY 5.0  
 Result 3 is for Nokia 5800 and SIM with UFED 1.1.3.8  
 Result 4 is for Sony Ericsson Xperia X1 and SIM with UFED 

1.1.3.8 
From Figure 10, it is evident that XRY out performed UFED Physical Pro 

in most of the cases. The full chart will help investigators to select the best 
tool for a particular case.  
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Figure 10: Core Smartphone Tool Specifications (Both Tools Combined) 
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5.2.3.1. Case File Modification 
The tools were also evaluated for their ability to preserve the integrity of 
digital evidence. The following experiment was conducted (please see 
Appendix I for the screenshots). 

Procedure 
1. Forensic image of the device was obtained. 
2. The case image file was opened using a hex editor (winHex 15.6) 

and its contents were modified. 
3. The same case file was reopened with both the tools (XRY and 

UFED). 
Results 
1. XRY 5.0 was unable to detect the modification. 
2. UFED 1.1.3.8 successfully detected the modification. 

It was noted that digital hashes were used to preserve the integrity of 
digital evidence. In one of our publications we have shown that digital 
hashes are not secure enough to preserve the integrity of digital evidence 
[18].  An enhancement is thus required to handle digital evidence. In the next 
section, we discuss the results of our model which preserves the integrity of 
digital evidence by employing latest technology. 

5.3. Preserving the Integrity of Digital Evidence 
The tools for mobile device forensics use digital hashes to preserve the 
integrity of digital evidence. XRY 5.0 does not preserve the integrity of 
digital evidence at all. Tools to perform computer forensics were also 
explored. EnCase 6 and FTK Imager 2.9 were the tools of choice. 
Professional tools to perform digital forensics are often cost prohibitive, so 
only the most popular tools were purchased to build our CS28 lab in DSV9 
Stockholm University. EnCase and FTK are both quite popular in the 
forensics community. Each company trains around 6000+ investigators 
annually [98], [99]. It was realized that digital hashes are mainly used to 
preserve the integrity of digital evidence by both FTK and EnCase. EnCase 
also uses CRC to detect bit errors at the block level. 

Digital hashes are a weak method for integrity preservation, as shown in 
the literature [19]–[22], [83], [86]. They can detect unintentional 
modifications, such as communication errors, but cannot detect intentional 
modifications as shown in one of our publications [18]. To explain the case 
further, let us consider an adversary who has obtained original data “D” and 
its hash “H”. They can now modify “D” to “Dm” and hash “H” to “Hm”. 
Then they can discard both “D” and “H” and it will become difficult for the 

                                                 
8 Cyber Systems Security (CS2) 
9 Department of Computer and Systems Sciences (DSV), www.dsv.su.se 
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receiver to detect the modification by using the modified pair “Dm” and 
“Hm”.  

Current tools do not fully support the definition of integrity preservation, 
to detect any unauthorized modifications, so improvement is needed. This 
can be achieved by following the theoretical basis, such as RFC 3227 [16] 
and IOCE’s guidelines [17]. These documents stress the need for automated 
tools so as to reduce human involvement (the weakest link in security). 
Technology alone cannot solve the holistic problem of security. Security 
policies, as outlined in the theory, should be designed and implemented. 
Technology can help us in the implementation of these security policies. The 
improvement being discussed here actually extends the technical solution to 
better preserve the integrity of digital evidence, thus fulfilling our third 
objective (Objective 1.3) in Section 1.3. We have named the solution 
“protecting digital evidence integrity by using smart cards (PIDESC) [18]”. 
The section below briefly describes PIDESC along with its results. 

5.3.1. Protecting Digital Evidence Integrity by Using 
Smart Cards (PIDESC) 

The knowledge gained from the exploration and evaluation of both the 
methods to preserve the integrity of digital evidence [39] and the tools to 
perform mobile device forensics helped us to extend the technical 
solution to better preserve the integrity of digital evidence (Objective 
1.3). RFC 3227 [16] “guidelines for evidence collection and archiving” 
and “IOCE guidelines for best practice in the forensic examination of 
digital technology” [17] were used as a basis to develop PIDESC. The 
following are the salient concepts used to develop PIDESC, as 
concluded from our exploration and evaluation process [38], [39] and 
also stipulated by RFC 3227 [16] and the IOCE guidelines [17]: 
1. Human intervention should be reduced as much as possible. 
2. The tool should be open for review. 
3. Digital signatures should be used to preserve integrity. 
4. A secure platform should be used to keep important credentials safe, 

in our case this is a smartcard. 
5. The solution should facilitate implementation of an organization’s 

security policies. 
6. It should incorporate quality assurance requirements, such as 

inspector proficiency testing and competence requirements. 
7. It should help in establishing the chain of custody. It should also 

help in fixing responsibility and non-repudiation. 
8. It should also comply with Sections 4 and 5 of RFC 3227, discussing 

the archiving process, and the tools required to perform digital 
forensics, respectively [16]. 
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The following section will explain the PIDESC model and its ability to 
preserve the integrity of digital evidence. The solution requires some pre-
conditions to operate: 

1. PKI is up and running 
2. The investigator will be issued a smartcard with their credentials by 

following the quality assurance requirements of IOCE guidelines. 
[17] 

3. The tool has a valid interface to communicate with the smartcard 
4. The tool should only operate after authenticating the inspector. 
5. The tool should be able to communicate with PKI and the trusted 

third party’s back end servers to securely publish the chain of 
custody and digital signature and thus ensuring the integrity of 
digital evidence. 

5.3.2. Procedure   
PIDESC recommends the following steps to achieve better integrity 
preservation (also shown in Figure 11). 

1. The investigator should first authenticate and then configure and 
prepare the tool for extraction. The tool should then take the control 
and perform the following actions. 

2. It should extract the digital evidence and generate a hash to be later 
signed in conjunction with the smartcard. The signature should also 
consider additional information along with the hash, such as where, 
when, by whom and what evidence is collected. This signature will 
be appended with the evidence later. 

3. Add the signature to the chain of custody. 
4. Send it to the authentication servers and/or log the entire process if 

un-successful, e.g. due to communication problems. 
5. Authentication server will add a time stamp to preserve the temporal 

integrity and store it. 
6. Any institute in need of integrity verification will contact the 

authentication server. 

5.3.3. Analysis 
This section analyzes the solution (PIDESC) against the benchmark 
established in Table 3: Summary of Salient Mechanisms in Different Models  
(Section  4.2.4). 

Table 6 shows that PIDESC embeds geographical information but was 
not automated. We used smartcards as a trusted platform to store private user 
credentials safely. Smartcards can only authenticate the inspector, and 
cannot check the integrity of the underlying platform on which all the 
software and service run. It is necessary to be proactive regarding security, 
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so the solution should also safeguard the integrity of the underlying 
platform.  
 
 

Figure 11: PIDESC Model and the Way it Works 

Table 6 shows that timestamps were considered by all four solutions. 
Geographic information is not handled by any of them automatically, only 
PIDESC takes care of it where the inspector provides it manually. Human 
intervention to supply geographic information needs to be further reduced, 
which is why we say that geographic information is not fully supported by 
PIDESC and thus a question mark is used to depict this feature.  A 
requirement to digitally sign the evidence is stipulated by all the solutions, 
however PIDESC is the only one which uses a secure platform for this 
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purpose. Although PIDESC uses a smart card to authenticate the inspector, 
the platform on which forensics activities are carried out (e.g. investigator’s 
computer) still needs to be authenticated, which is why a question mark is 
used for this feature. One possible solution might be the use of a trusted 
platform module (TPM). Use of trusted third parties to ensure the integrity of 
digital evidence is stressed by all the solutions. The need to establish a chain 
of custody is considered by all the solutions except “proving the integrity of 
digital evidence with time” [75]. None of the solutions explicitly states the 
need to protect basic human rights, for instance by bringing the litigating 
parties closer to the ongoing forensics process. PIDESC gives some sort of 
guarantee that the evidence cannot be modified after being seized, by 
publishing the chain of custody and the digital signatures to a trusted third 
party. PIDESC only works on the collection sub-process, however, so it does 
not fully protect basic human rights for the entire length of the forensics 
process and thus a question mark is placed against this feature. 

 [75]10 [24]11 [71]12 [18]13 

Time Stamps     

Geographic 

Information 
   

 

Digital Signatures     

Trusted Platforms     

Trusted Third 

Parties 
   

 

Chain of Custody 

and Documentation 
   

 

Trusted Databases     

Protecting Basic 

Human Rights 
   

 

Table 6: Summary of Salient Mechanisms in Different Models 

Litigating parties are provided with a partial guarantee that the evidence 
will not be modified, with the help of automation and sending integrity 
checks instantly to authentication servers. This mechanism can safeguard 
against any intentional or unintentional modification on behalf of an insider. 
The litigating parties must still trust the overall process, however, and they 
are not brought closer to the ongoing forensic activities. No authentic 
intermediate information is shared with them. Such information can be used 
as a guarantee.  The following improvements are thus needed: 

                                                 
10 Proving the integrity of digital evidence with time 
11 Digital evidence collection process in integrity and memory information gathering 
12 Study of digital forensics model based on data fusion 
13 Protecting Digital Evidence Integrity by Using Smart Cards 
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1. Bring litigating parties closer to the forensic process. They should 
have peepholes to see what is going on inside the black box. It is 
important to protect their basic human rights. 

2. Take care of the integrity of the underlying platform by using trusted 
computing concepts. 

The research carried out during the first cycle of design science made it 
clear that: 

1. Evolution in the field of computer science means that any technical 
solution will only work for a limited period of time.  

2. The development of all the specific solutions stems from the 
theoretical basis. 

The knowledge acquired during the first cycle stimulated us to consider 
that it is far more important to extend the theoretical basis to include the 
notions of preservation of the integrity of digital evidence and protection of 
basic human rights as umbrella principles. Extension in the theoretical basis 
should be on an abstract level so that it can work independently of any 
jurisdiction, technology and timeframe.  

The problems mentioned in the paragraph above were actually 
unanswered during the first cycle of our research, so another full cycle of 
design science research was conducted, where we extended the theoretical 
basis as an extended abstract digital forensics model with 2PasU. Some 
specific solutions were also built to fulfil the requirements of 2PasU. These 
solutions work on some initial sub-processes of the extended model. The 
forthcoming chapter will discuss the results of the extension and also the 
solutions which were built to fulfil the requirements of 2PasU. 
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6. Extending the Theoretical Basis 

The second cycle of the research deals with the extension of the theoretical 
basis. It was inspired by the knowledge acquired during the extension of the 
technical solution in the form of PIDESC.  In the three level hierarchal 
model  [10], principles of examination are in the top layer, driving policies 
and practices at the middle level which in turn guide procedures and 
techniques at the bottom level.  

Preserving the integrity of digital evidence and protecting basic human 
rights must be overarching umbrella principles (2PasU) encompassing the 
entire forensics process. 2PasU should be at the top level of the hierarchal 
model [10] so as to have a trickledown effect on all the layers below. To 
achieve Objective 2.1, we extended the theoretical basis in the form of an 
extended abstract digital forensics model with 2PasU [65].  

We continued our research for providing solutions to: (i) preserve the 
right of a fair trial and to formally select the most appropriate tool for mobile 
device forensics [34], and (ii) to produce a guide for best practices based on 
the relevance of mobile digital evidence as it relates to case types [35]. Both 
these solutions ([34], [35]) work on the middle layer of the hierarchal model 
[10] and on the first sub-process (preparation and planning) of the extended 
model with 2PasU [65], as explained in Section 6.1. These solutions fulfil 
Objectives 2.2 and 2.3 respectively. 

Digital forensic process models capture important concepts along with 
their relationships to the real world system. Principles of examinations are 
incorporated in them and so the abstract models at the top level [10] are 
important, as they can act as a common foundation to guide the development 
and evolution of both the middle and the bottom layers. In light of the survey 
of the models to conduct digital forensics and the knowledge acquired during 
the first cycle, the abstract digital forensic process model was extended to 
include 2PasU.  

6.1. An Extended Abstract Digital Forensics 
Model with 2PasU 

The extended abstract model with 2PasU and its results are discussed in this 
section. This includes the reasons to extend the theoretical basis and its 
benefits. As a consequence of the survey of twenty forensics models and 
frameworks [2], [8]–[10], [13], [55]–[62], [64], [67]–[72], following are the 
five logical reasons to extend the abstract digital forensic model to include 
2PasU: 

1. Protecting basic human rights as an explicit overarching umbrella 
principle for the entire forensic process was not considered. The 
important assumption behind the exclusion was that the people 
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responsible and the forensic process are both trustworthy [2]. 
Conversely it might not be the case in the real world, thus it 
becomes important to protect basic human rights because: 

a.  “Insiders are the greatest threat to the security of the overall 
system” [14] is a concept we have borrowed from the 
domain of information security which is equally applicable 
to the domain of digital forensics. 

b. Privacy is an important basic human right to be protected 
during the entire length of the digital forensic process.  

i. It is a broad and difficult term to define and confine 
to a specific boundary [100]. Privacy can take two 
forms (i) hard privacy: the right to share as little 
personal data as possible; and (ii) soft privacy: if the 
subject has to give the control of their personal data 
then, instead of just trusting the competence and the 
honesty of those who control the data, they must 
know what is being seized and how it is being 
processed [101]. To this end, national and 
international legislation for privacy protection come 
into play, which are even more restrictive for digital 
investigation in civilian law enforcement settings 
[102]–[108]. 

ii. The presence of research contributions in the form 
of specialized solutions to privacy [109]–[116] 
demands an effort to generalize them at the top level 
in the form of an abstract model. 

c. Litigating parties should be brought closer to the ongoing 
process, thus establishing their right to know. The 
establishing of the right to know can also help to ensure the 
right to a fair trial. Forensic investigation, if not done 
properly, can effect/damage many other basic human rights 
stipulated by UN universal declaration of human rights 
[117] as a consequence of wrong decisions, as seen in, for 
example, the “Amero Case” and “IT Alibi”[118].  

2. Most of the forensic models and frameworks are conceived by 
individuals with a military background. They usually work in an 
“Investigative Context in Military Settings” [57] which has different 
constraints and potential outcomes or goals than “Investigative 
Context in Law Enforcement Settings”[57]. In military settings time 
is the most important constraint, and compliance with the law is the 
least [57].  Preservation and protection are thus given the least 
priority in military settings, which is reflected in current models, and 
needs ratification. 
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Digital devices are enjoying deep penetration and wide 
acceptance in the modern world and their use is so profound that 
they have literally been transformed to digital behavioural archives 
[32], [33], [47], [119]. More than eighty percent (80%) of cases in 
the courts of law involve digital evidence,  so examination of the 
abstract forensic models from the “investigative context of civilian 
law enforcement settings” [57] is the need of the hour. 

3. Preserving the integrity of evidence becomes even more relevant and 
important in digital domain because: 

a. Digital evidence is massive, messy, slippery, abstract and a 
transformed interpretation of reality. 

b. Digital evidence is more revealing than traditional physical 
evidence since it contains both data and metadata. 

c. It is a well-known fact that evidence can and has been 
manufactured, planted and/or taken out of context to 
wrongly convict or acquit people [120]. 

d. Normally people behave carefully over the phone or on 
paper about what they say or commit, but they behave less 
carefully when interacting with digital systems [120]. 

e. Evidence is even more compelling than eye witness 
testimony [120].  

4. Some models consider preservation, but as a discrete sub-process, 
usually discussed just prior to the extraction/collection sub-phase. 
Decision makers act on their trust in the veracity of the digital 
evidence [2]. It is important to note that veracity relies on fidelity 
and fidelity depends on the integrity of digital evidence [2].  
Preserving the integrity of digital evidence for the entire length of 
digital forensic process is thus a necessary attribute.  

5. The definition of a mental model indicates that it captures the 
important concepts and their relationships as they exist in the real 
world system [121], however, most of the abstract process models 
are conceived as a collection of sub-processes arranged in a 
unidirectional linear process model. Some do not capture the 
concept and others do not capture relationships as they exist in the 
real world digital investigation, especially in the context of 
preservation and protection. An abstract model capturing the proper 
relationships, especially in the context of 2PasU, is thus required. 
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6.1.1. The Model 
Figure 12 is our abstract model using 2PasU, while capturing the important 
concepts along with their relationships as they are in real world digital 
investigation. The model consists of four core forensic sub-processes 
(green), three significant forensic sub-processes (blue) and two sub-
processes as overarching umbrella principles (grey).The abstract model with 
2PasU is inspired by Reith’s model [8] and adds the concepts of preservation 
and protection as an extension.  

 

Figure 12: An Extended Abstract Digital Forensics Model with 2PasU 

6.1.2. Discussion 
The extended abstract model using 2PasU (Figure 12) includes preservation 
and protection as umbrella principles, which addresses Objective 2.1. 
Policies practices, tools and techniques are inspired by the theoretical basis 
(models and principles) [10]. The model thus paves the foundation for the 
subsequent development of policies, practices, tools and techniques with due 
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diligence to the aforementioned important qualitative attributes (addressing 
Objectives 2.2 and 2.3).  

The next sub-sections helps (i) to formally select the best tool for mobile 
device forensics, and with (ii) a survey and guide for best practices in mobile 
device forensics at the level of the first sub-process (preparation and 
planning). The model is abstract and the formal techniques are generic 
enough to be expanded to include other types of digital devices and forensic 
investigations, such as triage etc. 

6.2. Application of Formal Methods to Select the 
Best Tool for Mobile Device Forensics 

The omnipresence of mobile devices with their associated services and 
capabilities has transformed them into personal digital behavioural archives 
containing a wealth of potential digital evidence. These devices can play a 
significant role in any forensic investigation. Applying formal methods for 
selecting the best tool to perform mobile device forensics can: 

1. Decrease the room for subjectivity, and 
2. Increase the chances of reaching the right conclusions and thus the 

proper settlement of a case (right to a fair trial).  
The generic formal selection technique presented in this research can 

operate on the preparation and planning (P&P) sub-phase of the forensic 
model with 2PasU. The technique advocated in our research fulfils Objective 
2.2. 

The investigator, during the P&P sub-phase, has to make a decision to 
select the most appropriate forensics tool for the job at hand. This decision 
was historically based on heuristics because: 

1. Performance evaluation of the forensics tools by a neutral trusted 
third party was absent. 

2. NIST realised the need and started a program to evaluate the 
performance of these tools as a trusted third party, however, 
different mobile devices were used for the evaluation of the 
forensics tools, and thus the results cannot be used to compare 
different forensics tools and then select the best one. 

In the context of comparing and selecting the best tool, different tools 
were evaluated using the same mobile devices, thus giving them equal 
playing fields. Evaluation results were then used to formally compare and 
select the most appropriate tool. The procedure and the results of evaluation 
and selection were published in two papers [32] and [34].  

One of our paper [32] compares the tools based on their performance 
using the concepts of quantitative analysis, including confidence interval, 
margin of error and hypothesis testing. An important assumption during the 
quantitative analysis and hypothesis testing was that every type of digital 
evidence is equally relevant in furthering or solving a particular investigation 
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[32].  In the real world this assumption does not hold true, so we built upon 
our knowledge from [32] and produced another solution [34] which balances 
the requirements of both the performance of the tool and the relevance of the 
evidence, before formally selecting the most appropriate tool. Formal 
methods of decision analysis are applied to select the most appropriate tool, 
which operates best for most of the relevant types of digital evidence in a 
particular type of investigation. The following section discusses the results 
of both these solutions [32], [34]. 

6.2.1. Evaluating and Comparing Tools for Mobile Device 
Forensics using Quantitative Analysis 

To achieve objectivity and repeatability, instead of heuristics formal 
quantitative methods should be used to compare and then to select the right 
forensic tool. The tools were evaluated using Carrier’s [55] requirements 
which were condensed to “Reliability”, “Accuracy” and “Integrity 
Preservation” [38]. The results of reliability assurance levels have been 
published in [38], so the thrust of [33] was reduced to accuracy and integrity 
preservation. 

To judge the level of integrity preservation, the tools were tested to 
determine whether they can detect modification in the image containing 
potential digital evidence. The results were not encouraging, because 
integrity preservation methods were either absent altogether or weak 
(Section 5.3.2.1). 

6.2.1.1. Margin of Error and Confidence Interval 
To measure accuracy, formal quantitative methods (described below) were 
used. Forensic tools work on the layers of abstraction and under certain rules 
set for a specific input, they produce output with some margin of error [55]. 
A confidence interval was thus computed to measure the accuracy and the 
margin of error (MoE). These measurements were based on the tool’s 
successful extraction proportions. Mobile devices were populated with data 
in a controlled lab environment, and then the candidate tools were used to 
forensically extract the data. Forensics extraction means an extraction 
process that does not contaminate the original medium. A confidence level 
of 95% was used for all the measurements.  
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The following equations were used to compute MoE and CI: 

  Equation 1 

 ∝ ∗
1

 Equation 2 

  Equation 3 

Whereas: 
CI = Confidence interval 
MoE = Margin of error 
p = Proportion of successful extractions 
x = number of objects retrieved successfully 
n = total number of objects populated 
zα/2 = 1.96 for 95% confidence level when n≥30 [122] 
Nineteen different types of digital evidence were identified, which were 

classified into seven classes. MoE and CI were calculated for: 
1. All nineteen types of evidence individually. The tool that performs 

the best (least MoE and best CI) for “x” type of evidence should be 
selected to process that “x” type of evidence during an 
investigation.  

2. All seven classes of evidence individually. The basic assumption 
was that all the types of evidence in a class are equally relevant to 
solving a case. 

The tool that performs the best for a specific class “x” should be 
selected to process that “x” class in an investigation. 

3. All the types of evidence combined. This was called cumulative 
MoE and CI. The basic assumption was that all nineteen types of 
evidence have equal relevance for solving a case. 

The tool with the best results in terms of least cumulative MoE 
and best cumulative CI should be selected for an investigation. 

6.2.1.2. Hypothesis Testing 
MoE and CI are generic and formal methods, and their results can be used to 
compare the accuracy of forensic tools, however, the comparison is still not 
obvious and automatic. The investigator still has to do some manual 
mathematics to compare the tools. 

Inferential statistics were chosen to overcome the above problem. One-
tailed hypothesis testing with 95% confidence level was used to formally 
compare the performance of the tools and eventually to select the tool that 
performs better. Hypothesis testing was also conducted for all the types of 
evidence, (i) individually, (ii) for each class of evidence and (iii) 
cumulatively for all the types of evidence with the same assumptions as for 
MoE and CI. 
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The following equations were used to perform hypothesis testing: 

  Equation 4 

 ∗
1 1

 Equation 5 

 1  Equation 6 

  Equation 7 

  Equation 8 

  Equation 9 

Whereas: 
1x , is the total number of objects retrieved by XRY 
2x , is the total number of objects retrieved by UFED 

21 nn  , is the total number of objects populated in the mobile device 
We have tested the following hypothesis: 
Right Tailed Test 
: Null hypothesis 
:  Alternate hypothesis 

Left Tailed Test 
: Null hypothesis 
:  Alternate hypothesis 

6.2.1.3. Discussion 
The techniques used during this research are generic and equally applicable 
to other types of digital investigation. The results of the hypothesis testing 
showed that XRY performed better for most types of digital evidence, both 
individually and cumulatively, which is also indicated in Figure 13. 

The results and conclusions drawn from this research are valid for 
individual types of evidence, however the assumption that all types of 
evidence are equally important in resolving a case does not hold true in real 
world scenarios. Every type of digital evidence carries a different level of 
relevance to further or solve a particular type of investigation. Current 
research demands further extension, not only to capture the level of 
relevance but also to balance both the factors of relevance and performance 
while selecting the best tool for an investigation. 
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Figure 13: Visualization of Hypothesis Testing Results 
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6.2.2. Right to a Fair Trial and Selection of the Right Tool 
for Mobile Device Forensics 

The results of the research in [33] can be used to select the best tool for each 
individual type of evidence which might translate into a requirement for 
many tools in an investigation, but in the real world, an investigator 
sometimes has to select just one tool during the P&P phase, for example, due 
to the constraints of an “on field” investigation. 

Selection of the wrong tool can lead to improper and or incomplete 
extractions, integrity violations, and wrong conclusions and eventually 
compromise the right to a fair trial. The set of mobile device forensics tools 
is growing rapidly, which makes the selection increasingly complex.  

In a particular type of investigation, the selection of the tool depends on 
its accuracy in retrieving most of the relevant types of digital evidence. The 
accuracy of the tool, independent of its relevance, is measured via the 
successful extraction proportions of the tool under discussion, however, 
tagging the factor of relevance to each type of digital evidence in a specific 
type of investigation is not straightforward because each case is unique. 

It was noted that investigations associated with digital devices can be 
classified into seven major types by generalization [123]. The generalization 
is based on similarities in an investigation. This means that a general level of 
the relevance of a specific type of digital evidence in a particular type of 
investigation can be captured. 

A worldwide survey was conducted to capture the level of relevance. 
According to their experience, every respondent tagged the level of 
relevance to each of the nineteen types of digital evidence (classified in our 
publication [38]) for each of the seven types of investigation. The response 
dataset was quite encouraging, and consisted of 5,772 responses from 55 
serious respondents. From these responses, the normalized factors of 
relevance for all types of digital evidence in all the types of investigations 
were computed. Performance measures from [33] and the factors of 
relevance were balanced for all types of evidence using decision analysis. 
This enabled the selection of the best tool with the best accuracy to extract 
most of the relevant types of digital evidence for a specific type of 
investigation. The results were published in our paper, “Right of a Fair Trial 
and Selection of the Right Tool for Mobile Device Forensics” [34]. The 
paper helped to achieve Objective 2.2. The forthcoming section discusses the 
methodology used in this research [34] and also its [34] results. 

6.2.2.1. Decision Analysis 
Decision analysis is based on subjective probability and the appropriate 
measures of preference under uncertainty or subjective utility [124], [125]. It 
is a generic and formal method of analysing complex decision problems 
which we can also use to select the best forensic tool.  
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Probability: 
We had already performed quantitative determination of performance in 
terms of successful proportions of accurate extractions [32]. Alternative 
forensic tools were relationally connected in terms of their performance 
using hypothesis testing. Relational connections were necessary to build a 
multi-criteria decision tree, which was subsequently used to perform multi-
criteria decision analysis. 
Utility: 
Utility is the measure of the degree of satisfaction, and utility function maps 
the outcome with respect to this degree of satisfaction [124]. The results of 
the survey helped us to measure the experts’ degree of satisfaction with the 
relevance of “x” evidence in “y” investigation; whereas “x” can be any of 
the nineteen types of digital evidence and “y” can be any of the seven types 
of investigations. 

In the model, there were nineteen criteria and two alternatives which were 
connected by using the following two types of functions: 

1. Individual utility function, capturing the performance results from 
hypothesis testing. Normalized z-scores were used to relationally 
connect and compare two alternatives together with respect to 
performance by using the equation below: 

 1 2 /  Equation 10 

Whereas: Alt1 and Alt2 are the two alternative forensics tools and zi 

are the normalized z-scores showing the performance of the tools. 
2. The additive global utility function aggregates all the individual 

utility functions using the following equation. 

  Equation 11 

Whereas: “w” is the weight, not in the legal sense, but 
representing the level of relevance and “u” is the individual utility 
function for “i” type of digital evidence. Weights were also 
normalized in such a way that ∑w 1 and a weight of “1” 
represented maximum relevance and “0” represented none. 

The above mathematical foundation and results were necessary to build 
the Multi-Criteria Decision Tree which was subsequently used for multi-
criteria decision analysis. 
Multi-Criteria Decision Model: 
The problem was represented using a multi-criteria decision tree. All types 
of evidence were represented by nodes (all types of digital evidence and 
their classes) and the edges actually carried the weight or the level of 
relevance. Alternatives (forensic tools) were connected to each node 
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(representing a criterion “CR x”) with the help of the individual utility 
function as shown in Figure 14. 

Figure 14: Mental Model Representing a Criterion along with its 
Associations 

6.2.2.2. Performance and Relevance 
The measure of the performance of the forensic tool and the relevance of the 
digital evidence for a specific type of investigation were the two parameters 
required to build a multi-criteria decision tree.  

Experiments were conducted to capture the first parameter, the 
performance measures of the forensic tools in terms of z-scores. These z-
scores were subsequently used to logically connect the two tools for every 
criterion, e.g. (SMS: Alt1 > Alt2 + zsms/Σ|zj|) Normalized z-scores were used 
to reduce subjective interpretation. The results were summarized in the form 
of two tables. Table 7 above depicts the results of the evaluation and a 
comparison of the forensic tools using Xperia as a mobile device. 

Normalized z-scores bring granularity in the description of the 
performance and objectivity during the interpretation of the results. The 
following is the list of equations used to populate the data in Table 7. 

 

 

x = number of objects extracted 
n = number of total objects populated 
“1” is for XRY and “2” is for UFED 

Equation 12 

 1  Equation 13 

 ∗
1 1

 Equation 14 

  Equation 15 

CR 1 wi ui(x) 

Alt1

Alt2



80 
 

 

Table 7: Relationally Connecting Performance of MoDeFo Tools using 
Xperia14,15 

                                                 
14 Sony Xperia X1 
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The second parameter, the relevance of the evidence to further or solve a 
particular type of digital investigation, was captured using a world-wide 
survey. Experts in the domain of digital forensics were requested to tag the 
level of relevance to all nineteen types of evidence during all seven types of 
digital investigation.  Classification of the types of evidence and types of 
digital investigation can be found in [38], [123] respectively.   

To capture the level of relevance, a ratio scale of eleven points, from zero 
(0) to ten (10), was used. Zero means not relevant and ten means most 
relevant.  

The factor of relevance was used as the weight assigned to the edges of 
the decision tree. The decision model was implemented by DecideIT [123]. 
DecideIT was selected because it eases the complex mathematical 
calculations, and it was freely available. DecideIT takes normalized weights, 
so the factors of relevance were also normalized on two levels: (i) within 
each class of digital evidence (intra class), and (ii) for each class of digital 
evidence (inter class) using the following equations respectively.  

 
∑

 Equation 16 

Whereas: 
wd is the normalized weight of a digital evidence belonging to a specific 
class of digital evidence.  
wi is the weight of a digital evidence 
k is the total number of types of digital evidence in a particular class of 
digital evidence. 

 
∑

∑
 Equation 17 

Whereas: 
wc is the normalized weight of a class of digital evidence. 
k is the total number of types of digital evidence in a particular class of 
digital evidence. 
n is the total number of digital evidence types in all the classes:  
n = 19.  
The results are summarized in the tables below (Table 8and Table 9). 
 
 
 
 
 
 
 

                                                                                                                   
15 Some columns in the table are hidden to make space for the required column(s). Hidden 
columns can be viewed in [32] 
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Table 8: Normalized Relevance of Digital Evidence for Every Type of Digital 
Investigation 
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Classes of Digital Evidence

Normalized Relevance for all the Classes of Digital Evidence 

Drug Trafficking Rape  Murder Credit Card Harassment
Espionage/ 

Eavesdropping 
Child Pornography 

PIM Entries  0.22061  0.20930 0.23635 0.21380  0.21824  0.20613  0.18388 

Messages  0.20576  0.22034 0.19329 0.17616  0.20473  0.16396  0.18427 

Call Logs  0.12160  0.13297 0.11469 0.10109  0.12766  0.10814  0.10765 

Emails  0.06814  0.06357 0.06341 0.06389  0.06856  0.05861  0.06376 

Internet History  0.09052  0.08394 0.09677 0.11929  0.09456  0.10239  0.12966 

Standalone Files  0.16725  0.19274 0.15500 0.13749  0.17830  0.16665  0.17915 

Application Files  0.12611  0.09715 0.14049 0.18829  0.10794  0.19412  0.15163 

Table 9: Normalized Relevance of Classes of Digital Evidence for Every 
Type of Investigation 

6.2.2.3. Evaluation 
The results of the performance evaluation and relevance measures were 
captured in an MCD tree. It had nineteen nodes for each type of digital 
evidence and seven nodes for each of the class of digital evidence. Both the 
alternatives were connected to each of the nineteen nodes using Equation 10.  

Normalized relevance scores were used as weights for each edge in the 
tree. A total of fourteen (14) multi-criteria decision analysis trees were built 
because we had seven types of investigations and two types of mobile 
devices. Figure 15 is the depiction of just one of the fourteen models. 

DecideIT was used to balance the factors of performance and relevance 
for evaluation, and consequently helped in the selection of the most 
appropriate tool. Evaluation was based on (i) expected utility, (ii) cardinal 
ranking, and (iii) total ranking. DecideIT produced the output of the 
evaluation in the form of graphs. Visualization of the results aided the 
selection process. 
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Figure 15: MCD Model for Credit Card Theft 

Expected Utility:  
Two forensic tools were evaluated using pair wise analysis on their expected 
utility. DecideIT, by default, takes a 5% indifference interval and 20% 
evaluation steps to calculate the cutting hull values of an expected utility 
graph. The evaluation results are shown as a two dimensional graph (Figure 
16). 

The upper portion (positive y-axis) shows the difference in expected 
values when Alt1 was made as good as possible, while the lower potion 
(negative y-axis) shows the same for Alt2. Mathematically speaking 
DecideIT computes the difference using Equation 18. 
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Figure 16: Expected Utility Graph for Xperia X1 in Credit Card 
Investigation 

 

 
2

 Equation 18 

Whereas: 
δ EU A1 EU A2  
max δ  means the difference in the expected utilities of Alt1 and Alt2 

when Alt1 is made as good as possible in relation to Alt2. Whereas 
max δ 	∈ 1,1 . 
min δ  means the difference of expected utilities of Alt1 and Alt2 when 
Alt1 is made as bad as possible in relation to Alt2. 
Relative strength is shown by the middle line in the expected utilities 
graph. To interpret the results we use the concept of dominance. Alt1 
strongly dominates Alt2 if min δ 0, it markedly dominates if 
mid δ 0 and finally it weakly dominates if max δ 0. 
EU(Ai) is obtained by the following equation [124]. 

⋯ ⋯ ⋯
 

Equation 19 

We had fourteen graphs for expected utility evaluation results. Figure 16 
is one, where Xperia was used as a mobile device. At zero percent 
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contraction both max δ  and mid δ  are greater than zero, thus the 
conclusion at this level of contraction is that Alt1 is markedly better than 
Alt2. At 80.33% contraction, however, all max δ , mid δ  and 
min δ  are greater than zero and thus Alt1 strongly dominates Alt2 at this 
point. 
Total Ranking: 
Total ranking is the evaluation of user defined indifference intervals for 
different alternatives. An indifference interval is the percentage difference of 
expected utility to the point where one alternative becomes better than the 
other.  

By default DecideIT takes a 5% indifference interval. The image of the 
results is provided in such a way that the best alternative is placed at the top 
while the rest follow according to their rank. The figure below (left) is one of 
the fourteen total ranking graphs at 10% indifference interval. It indicates 
that Atl1 is better for investigating credit card frauds where both the factors 
of performance and relevance are balanced. 

Figure 17: Total (Left) and Cardinal Ranking (Right) for Xperia X1 in 
Credit Card Investigation 

Cardinal Ranking: 
Cardinal ranking tells us the detailed relationship between different 
alternatives. Expected utilities at 0% contraction by using the normal mode 
(both performance and relevance are contracted) were calculated and 
represented visually in the figure above (right). It is one of the fourteen 
graphs we obtained. 

6.2.2.4. Results and Discussion 
The following is a figure with all the expected utility graphs for both tools 
while working on both the mobile devices. The max δ , mid δ  and 
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min δ  are all greater than zero at around 80% level of contraction (hull is 
cut). This indicates that at cutting hull values, Alt1 is the better choice for all 
types of investigations. 

Type of 
Investigation 

Expected Utility Graph 
for Nokia 5800 

Expected Utility Graph 
for Xperia X1 

Child 
Pornography 

 

Credit Card 
Fraud 

Drug 
Trafficking 
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Espionage 

 

Harassment 

 

Murder 

 

Rape 

 

Figure 18: Expected Utility Graphs for Evaluation 

The technique presented in this paper is a formal, generic and 
mathematical realization of the requirements of 2PasU at the very first sub-
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phase called “preparation and planning”.  It can be extended to include (i) 
more alternatives, (ii) more digital devices, and (iii) more types of digital 
investigations. The technique is also applicable to other types of digital 
forensic tools, such as computer forensic tools. Ultimately a reference 
manual with a wider set of digital devices and digital forensic tools can be 
created.  

Both the above papers [32], [34] help in the selection of the right forensic 
tool during the P&P sub-phase of the extended model with 2PasU [65]. 
Selection of the best tool based on a formal method can potentially prepare 
investigators for performing their duties efficiently and help reach to the 
correct conclusions. Following the formal techniques presented in these 
papers is important because the right decisions at the start of the forensic 
process will have a positive trickledown effect on all the subsequent sub-
phases. 

The results of our publications [32], [34] can help to ensure the right to a 
fair trial by helping to select the best tool for mobile device forensics and 
thus fulfilling Objective 2.2. The following section discusses the guide for 
best practices based on the relevance of mobile digital evidence [35]. 

6.3. Quantifying Relevance of Mobile Digital 
Evidence as They Relate to Case Types: A 
Survey and a Guide for Best Practices 

The first stage of P&P was enabling the investigator to formally select the 
best tool. During the second stage, a guide for best practices based on the 
relevance of digital evidence to a specific type of investigation was proposed 
[35] so as to help the investigator. The guide for best practice [35] also helps 
to fulfil Objective 2.3. Generalizing and quantifying the relevance of digital 
evidence as it relates to a specific cast type was not straightforward, because 
it is a subjective matter and every type of investigation has many unique 
attributes (criminal behaviour is one of them).   

To formulate the necessary guide, a worldwide survey to quantify the 
relevance of different types of evidence (such as SMS) for different types of 
investigations (such as child pornography) was conducted. We conducted the 
survey using the snowball sampling technique [35]. The basic assumption 
for starting the survey was that every type of evidence has different level of 
relevance for furthering or solving a particular type of case. Ninety seven 
percent (97%) of the respondents confirmed our assumption. 

The results of the survey and the number of participants were 
encouraging. After cleansing the data, we had 55 serious respondents and 
5,772 responses. The size of the dataset was reasonable for analyse and then 
defining: by generalization, a relevance-based guide to the best practices for 
mobile device forensics. Following the guide will mean that the investigator 
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has a better chance of finding evidence. These initial findings can help to 
unearth the remaining evidence, spending less time and effort.  

To test the reliability of the guide, the impact of responses from the 
participants with more than five years of experience in digital forensics was 
analysed, using one hundred and thirty three (133) instances of One-Way 
Analysis of Variance (ANOVA) tests. ANOVA tests are used to analyse the 
difference between group means and to compare their statistical significance. 
The results indicated that the guide reflected consensus on a general level, 
and experience did not have a significant impact on the outcome. 

6.3.1. Survey 
Although every case is unique, we can still categorise them in different 
classes depending on their commonalities.  Nineteen types of digital 
evidence [38] and seven types of crimes [123] associated with mobile 
devices were classified, and so capturing the level of relevance of each type 
of evidence for every type of investigation was now possible. 

Figure 19: Mental Model to Quantify the Relevance of Digital Evidence 

A survey was designed to capture the level of relevance by relying on the 
experience of the experts in this domain. The survey provided feedback 
which was used in the form of a guide, to reduce the initial set of data to be 
processed to reach to the correct conclusions. This is shown in Figure 19. 
The arrow with an arch represents the feedback loop that generates 
SAOBP16. IC stands for “in court ”, OC stands for “out of court” The digital 
forensics process is represented by ten numbered arrow heads. AB is the 

                                                 
16 SAOBP stands for Shahzad, Abe and Oliver Best Practices for Mobile Device Forensics 
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actual data that was reduced to produce digital evidence CD. A’B’ is the 
reduced set of data due to SAOBP, which produced the same evidence. 

6.3.1.1. Scale and Sample Size 
To capture the level of relevance a ratio scale with eleven points, from zero 
to ten, was used. The minimum (zero) means that the type of evidence is not 
relevant to the type of investigation while the maximum (ten) means it is the 
most relevant. 

The following equation [126] was used to calculate a reasonable size of 
sample for our survey.   

 
∝

 Equation 20 

Where: 
Z∝ = Z-Score of a normal distribution. This is 1.96 for a normal 

distribution with a 95% confidence interval. 
σ = Standard deviation. The population standard deviation was unknown, 
so we used the initial survey results to calculate the estimated value. Its 
value was equal to 2.82. 
E = Standard error. In our study we were comfortable with a 0.9 to 1.0 
unit difference from the population mean µ. 
n = Sample Size. This is equal to 47 if we use a 0.9 unit difference from 
the population mean and 30 if we use 1. In reality, we had more than 50 
participants for almost every question for our survey. 

6.3.1.2. Data Cleansing 
Before applying any method for analysis, we had to test one hundred and 
thirty three sets (19*7=133) of responses for normality. At α = 0.01 we did 
not have enough evidence to reject the null hypothesis (normal distribution) 
in the majority of the cases (eighty six (86), seventy eight (78) and eighty 
seven (87) cases out of one hundred and thirty three (133)) with D'Agostino 
Kurtosis, D'Agostino Skewness and Jarque-Bera methods respectively. It 
was concluded that an approximately normal distribution is followed by the 
entire set of data with 5,772 responses. 

To obtain a robust level of approximation for the level of relevance, the 
data was cleaned for: 

1. Any incomplete responses. 
2. Any outliers. 

To remove the outliers, all the responses were arranged into seven tables 
corresponding to each type of investigation. Each table had nineteen rows 
for each type of digital evidence and eleven columns for each level of 
relevance from zero to ten.  
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The proportion of the participants voting for each level of relevance was 
computed using the equation below, then the data was arranged in ascending 
order of proportion. Using the bottom up approach, all the groups of voters 
were selected until ∑p 	0.9, ensuring the representation of 90% 
respondents.  

 
∑100

 Equation 21 

Such that: 
∑ 1 for i = 0, 1, 2, 3 … 10 and stands for the number of votes 
for a particular level of relevance. 

6.3.1.3. Results and Discussion 
The survey helped to gather responses from a wide set of domain experts 
with respect to age, gender, areas of interest and experience. Table 10 is a 
summary of the respondents’ demographic details. 

Weighted average relevance for each type of evidence was calculated and 
then all types of evidence were arranged in descending order of their 
relevance. All the types of evidence were grouped into five grades from 
Grade “A” to “E” by using the following equations. 

 /5  Equation 22 

  Equation 23 

 : 1, 2, 3, 4, 5  Equation 24 

Whereas: 
RL = The maximum level of relevance acquired by any type of digital 
evidence for a specific type of investigation. 
RL = The minimum level of relevance acquired by any type of digital 
evidence for a specific type of investigation. 
By using the step size from Equation 22, five different levels of relevance 
in descending order were obtained from Equation 23 and Equation 24. 
The group of digital evidence at level L1 has a range of relevance which 

was greater than 80% of the entire range. For the sake of simplicity and to 
convey the message clearly, this is called a Grade “A” type of digital 
evidence, the most relevant type of digital evidence in furthering or solving 
the specific type of investigation being studied. The grading is as follows: 

1. L1 are called Grade “A” evidence. 
2. L2 are called Grade “B” evidence. 
3. L3 are called Grade “C” evidence. 
4. L4 are called Grade “D” evidence. 
5. L5 are called Grade “E” evidence. 
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Table 10: Demographics 

Seven tables for each type of investigation were formulated, following the 
convention discussed above. Each of the seven tables contained graded sets 
of digital evidence. One of the seven charts and tables showing the results of 
drug trafficking is presented here. 

 
 
 
 
 
 
 
 

Demographics 

 Response 
Total 

Response 
Percent 

Gender 
Male 53 96.4 % 
Female 2 3.6 % 
Total Respondents 55  

Age 

Below 18 0 0 % 
18 – 25 0 0 % 
26 – 30 2 3.6 % 
31 – 35 9 16.4 % 
36 – 40 8 14.5 % 
41 – 45 14 25.5 % 
46 – 50 9 16.4 % 
Above 50 13 23.6 % 
Total Respondents 55  

Areas of 
Interest 

Computer Forensics 52 94.5 % 
SSDD Forensics 30 54.5 % 
Network Forensics 16 29.1 % 
Forensic Data Analysis 35 63.6 % 
Others 6 10.9 % 
Total Respondents 55  

Experience 
(Years) 

0 – 2 5 9.3 % 
3 – 5 16 29.6 % 
6 – 10 25 46.3 % 
11 – 15 4 7.4 % 
15 + 4 7.4 % 
Total Respondents 54  
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Grade Types of Evidence 0 1 2 3 4 5 6 7 8 9 10 
Weighted 
Average 

Prop. 
Rel. 

Grade 
A 

SMS 4 8 38 9.68 0.076 
Phonebook/Contacts 5 11 32 9.56 0.075 
Audio Calls 7 5 12 23 9.09 0.072 
MMS 2 3 3 5 7 27 8.83 0.070 
Graphics/Pictures(GPS) 3 5 10 9 21 8.77 0.069 
Email Entries 3 6 9 11 17 8.65 0.068 

Grade 
B 

EMS 
  

5 
 

2 3 3 4 7 7 16 7.62 
0.060 

Grade 
C 

Video Files 4 5 6 10 8 5 8 7.04 0.055 
Video Calls 5 5 2 8 2 5 6 12 6.36 0.050 
Memo/Notes 7 4 5 6 10 3 5 8 6.31 0.050 
Calendar Entries 7 8 10 3 7 4 7 6.30 0.050 
URLs Visited 4 3 13 6 9 3 3 5 6.20 0.049 
Tasks/To-Do-Lists 5 7 3 5 5 9 6 8 5.83 0.046 

Grade 
D 

Audio Files 4 6 4 8 3 7 4 3 6 5.42 0.043 
Bookmarks/Favourites 4 8 4 13 5 6 3 4 5.30 0.042 
Excel Files 8 5 3 3 6 5 8 3 5 4.98 0.039 

Grade 
E 

Word Files 3 8 5 5 3 7 5 7 5 4.35 0.034 
PDF 6 8 9 6 7 7 4 3.57 0.028 
PowerPoint Files 10 6 10 6 6 6 3 3.11 0.024 

Table 11: Relevance of Digital Evidence for Drug Trafficking Investigation 

 

Figure 20: Relevance of Digital Evidence for Drug Trafficking 

Proportional relevance was also computed for each type of evidence 
using Equation 25. This is shown in the last column of each table. It can be 
used for resource allocation using Equation 26.  

 
∑

 Equation 25 

 ∗  Equation 26 
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Whereas: 
i = 1, 2, 3 … 19 

 are the resources required for current (ith) digital evidence. 
 is the proportional relevance of the current (ith) digital evidence. 
 are the total resources at an expert’s disposal. 

6.3.1.4. SAO Best Practices for Mobile Device Forensics 

SAO17 Best Practices (SAOBP) for mobile device was created by 
generalizing and summarizing the information from all the seven tables. 
Based on the level of relevance, it is actually a prioritized and graded list of 
digital evidence for all the seven types of investigation described in Table 
12. 

The following is the list of all the abbreviations with their corresponding 
full names, used in Table 12. Drug Trafficking (DT), Murder (MRD), Rape 
(RP), Credit Card Fraud (CCF), Harassment (HMT), 
Espionage/Eavesdropping (EE), Child Pornography (CP), SMS, 
Phonebook/Contacts (PBC), Audio Calls (ADC), MMS, Graphics/Pictures 
(GP), Email Entries (EML), EMS, Video Files (VDF), Video Calls (VDC), 
Memo/Notes (MN), Calendar Entries (CDR), URLs Visited (URLV), 
Tasks/To-Do-Lists (TTD), Audio Files (ADF), Bookmarks/Favourites 
(BKF), Excel Files (EXL), Word Files (DOC), PDF, PowerPoint Files 
(PPT). 
 

DT RP MRD CCF HMT EE CP 

Grade 
A 

SMS, PBC,
ADC 

MMS, GP, 
EML 

SMS, GP, 
PBC 

MMS, ADC

SMS, PBC, 
ADC 

MMS, EML

SMS, EML, 
PBC 

URLV, 
MMS 

SMS, MMS, 
PBC 

ADC, EML, 
GP 

EMS 

ADC, PBC, 
SMS 
EML 

GP, VDF, 
URLV 

BKF, EML, 
SMS, MMS 

Grade 
B 

EMS VDF, EMS, 
EML 
VDC 

GP, CDR, 
EMS 
MN 

ADC, BKF, 
EXL 
GP 

VDF, VDC, 
ADF 
CDR 

GP, ADF, 
MMS 
VDF 

PBC, EMS, 
ADC 

Grade 
C 

VDF, VDC, 
MN 

CDR, 
URLV, 

TTD 

CDR, ADF, 
URLV 

URLV, VDF, 
TTD, VDC 

DOC, EMS, 
MN 

CDR, TTD 

MN, URLV, 
TTD 
BKF 

URLV VDC 

Grade 
D 

ADF, BKF, 
EXL 

MN, TTD, 
BKF 

BKF, ADF PDF, VDC, 
VDF 

DOC DOC, EMS, 
MN 

EXL, PDF 

CDR, ADF, 
MN 
DOC 

Grade 
E 

DOC, PDF, 
PPT 

DOC, EXL, 
PDF 
PPT 

DOC, PDF, 
EXL 
PPT 

ADF, PPT PPT, PDF, 
EXL 

BKF, CDR, 
TTD 

VDC, PPT 

PPT, TTD, 
EXL 
PDF 

Table 12: SAO Best Practices for Mobile Device Forensics 

                                                 
17 Shahzad, Abe and Oliver (SAO) 
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Some of the important findings from Table 12 are: (i) SMS is a Grade 
“A” type of digital evidence for all the types of investigations, (ii) MMS is a 
Grade “A” type of digital evidence for all but the EE type of investigation, 
where it is a Grade “B” type of digital evidence, (iii) PBC is a Grade “A” 
type of digital evidence for all but the CP type of digital investigation where 
it belongs to Grade “B”, and (iv) ADC is Grade “B” digital evidence for 
CCF and CP while it is a Grade “A” type of digital evidence for the rest of 
the five types of investigations. 

One way ANOVA tests were performed to further test the impact of 
experience on the proposed SAOBP. We used five groups of respondents 
(Table 10), so the responses were all ordered with respect to the experience 
into five groups, in order to perform the test by following the procedure 
below: 

1. Null hypothesis (Ho: µ1 = µ2 = µ3 = µ4 = µ5) was accepted if there 
was not enough evidence in the form of p-value >  0.05 and F <  F-
critical which means there is no significance difference between the 
means of all the five groups at 0.05 level of significance.  

2. Alternate hypothesis (H1: µ1 ≠ µ2 ≠ µ3 ≠ µ4 ≠ µ5) was accepted 
where we had enough evidence in the form of p-value < 0.05 and F 
> F-critical which means at least one sample has a different mean.  

Test results indicated a lack of sufficient evidence to reject “Ho” for most 
of the cases: 118/133 (88.72%). In general, it can thus be concluded that 
experience did not have significant impact on the overall outcome of 
SAOBP at the significance level of 0.05. All the raw data, and the results of 
both Normality and ANOVA tests are publically available18. 

Using SAOBP and the pre-raid information, investigators can prepare 
themselves during the P&P sub-phase to concentrate on the most relevant 
types of digital evidence. This can potentially help them to optimize the 
resources using Equation 26 to improve the overall performance of the 
forensic process. By doing so, the investigators will have a better chance to 
find to the relevant evidence with an optimized amount of time and effort. 

The last question of the survey asked for expert comments and 
suggestions. The most important suggestion was to extend the classification 
of digital evidence to include evidence related to user applications, such as 
Skype, Twitter and Facebook. The technique can also be extended to include 
digital evidence from other types of digital devices and to include more 
types of digital investigations, thus making this guide comprehensive. 

                                                 
18 http://cs2lab.dsv.su.se/datasets/ or http://cyberforensics.newhaven.edu  (under 
datasets) 
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7. Conclusion 

The first cycle of our research culminated with a technical solution to better 
preserve the integrity of digital evidence. This solution works at the bottom 
of the three layer hierarchal model [10]. Extension of the theoretical basis to 
include 2PasU works at the top layer, while the formal method to select the 
most appropriate tool and the guide for best practices works on the middle 
layer of the hierarchal model [10]. In short our research covers the entire 
spectrum of digital forensics as stipulated by the model [10]. 

The objectives outlined in Section 1.3 were realized with the help of 
seven research publications. The results of the research are discussed in 
Chapter 5 and Chapter 6. Table 13 shows the mapping of our research with 
all objectives. 

Objective Research Contribution 
1.1 [39] 
1.2 [38] 
1.3 [18] 
2.1 [65] 
2.2 [32], [34] 
2.3 [35] 

Table 13: Mapping of Objectives and our Research Contributions 

 A number of papers were produced during this research, and seven are 
included in this thesis. This section concludes the discussion by mapping all 
those papers in our abstract model with 2PasU and thus showing the 
necessary level of coherence in all the research work carried out over a total 
span of five years. 

According to Matt Might [127] a tiny little dent made in the boundary of 
human knowledge (Figure 21) is actually a PhD. Our part in that dent is the 
abstract model using 2PasU and the techniques explained in the seven papers 
included in this thesis. These techniques work on the P&P and Collection 
sub-phases to fulfil the requirements of 2PasU.   

“Extended Abstract Digital Forensics Model with Preservation and 
Protection as Umbrella Principles (2PasU) – Paper A” stresses the need to 
preserve the integrity of digital evidence and to protect basic human rights 
during the entire forensic process as umbrella principles. The first sub-
process of our model is called “Preparation and Planning (P&P)”. During 
this phase the investigators prepare themselves for the forthcoming forensic 
activity. Decisions made during this phase will have a trickledown effect on 
all the six subsequent sub-phases,  so taking the right decision(s) at this stage 
is important.  

During the P&P sub-process, one of the important decisions involves 
selecting the most appropriate tool(s) to carry out the activities of the 
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forensic investigation. Selecting the best tool is important for complete and 
proper extraction while holding the probative value of the digital evidence 
by protecting its integrity. This type of evidence is necessary to ensure 
proper analysis, correct interpretation, the correct conclusions and ultimately 
upholding the right to a fair trial. 

 

Figure 21: Illustration of a PhD 

 
“A Method and a Case Study for the Selection of the Best Available 

Tool for Mobile Device Forensics Using Decision Analysis – Paper D”  is 
based on decision analysis. In this paper a generic and formal approach to 
selecting the best tool is presented. Performance and relevance were the two 
important factors used to build the decision tree, which was subsequently 
used to perform decision analysis. The formal approach followed in this 
technique of selection removes subjectivity. Failing to select the best tool 
can easily lead to wrong conclusions and thus the right to a fair trial can be 
compromised. 

“Evaluating and Comparing Tools for Mobile Device Forensics using 
Quantitative Analysis – Paper B” formally compares the tools based on 
their performance. z-scores from this research were normalized and used to 
build the decision tree and to perform decision analysis for selecting the best 
tool. 

A worldwide survey was conducted to capture the level of relevance for 
all nineteen type of digital evidence during each of the seven types of digital 
investigations. The result set was fairly large (5,772 responses) for 
generalizing and “Quantifying relevance of mobile digital evidence as they 
relate to case types: A survey and a guide for best practices – Paper C”. 
Levels of relevance from this survey were normalized and used to build the 
decision tree and to perform decision analysis for selecting the best tool. 

Human Knowledge 

PhD
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Figure 22: The PhD Work in its Perspective  

“Evaluation of Some Tools for Extracting e-Evidence from Mobile 
Devices – Paper E” and “Evaluation of Security Methods for Ensuring the 
Integrity of Digital Evidence – Paper F” was written to formally examine 
(i) the methods employed to preserve the integrity of digital evidence, and 
(ii) the level of integrity protection provided by the tools. The results 
encouraged us to suggest a technical solution called “Protecting Digital 
Evidence Integrity by Using Smart Cards (PIDESC) – Paper G”. This 
model works during the collection sub-phase and fulfils the requirements of 
2PasU by (i) preserving the integrity, (ii) providing a way to enforce the 
policies about competence requirements and proficiency testing, and (iii) 
uploading the chain of custody with digital signature having the information 
about “what” was processed and “how” it was processed. The model thus 
helps to ensure the right of privacy and a fair trial.  

All our research that was published in the peer reviewed journals and 
conferences, and their relationships, are summarized in Figure 22. Work was 
undertaken on the first two out of seven sub-phases of the model with 
2PasU, during this PhD.  
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The technical solution (PIDESC) proposes the use of smart cards to better 
preserve the integrity of digital evidence. Smart cards can authenticate only 
the inspectors. Although authenticating the inspector is important but 
ensuring the integrity of the underlying platform (the software and the 
hardware on which all the forensics software run) is also equally important. 
In the future, we need to investigate the use of a trusted platform module 
which can help to authenticate the underlying platform alongside the 
authentication of the inspector by smart card. 

We also want to extend the capabilities of the solution presented in 
PIDESC to automate the population of GPS information automatically, and 
to share the forensically acquired image and/or the output of integrity 
preservation services to the litigating parties. This will bring the litigating 
parties even closer to the on-going investigative process. 

Decision analysis is the formal method used to select the best tool for 
mobile device forensics. Since the technique is sufficiently generic, it can be 
used to encompass more types of digital evidence, investigations and digital 
devices. This implies that an extension of the underlying data set is also 
required to study the use of the same technique in the domain of computer 
forensics.  

There is a similar case with our guide for best practices, which for now is 
limited to mobile device forensics. In the future we intend to expand the 
underlying dataset to cover the spectrum of computer forensics, thus 
producing a guide for best practices based on the relevance of evidence in 
the domain of computer forensics. 

In general, we will need to explore the solutions to fulfil the requirements 
of 2PasU for all the remaining five sub-phases of the extended model with 
2PasU [65], however, during this research we have only worked on the first 
two sub-processes of the model with 2PasU in order to illustrate the possible 
challenges, open questions and caveats, as well as the advantages and the 
feasibility of the proposed solution that points to extending the research for 
the remaining five sub-phases in a profitable manner. 
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Appendix I 

Figure 1: XRY sample case file content BEFORE modification 

 
Figure 2: WINHEX sample case file content BEFORE modification 

 
Figure 3: WINHEX sample case file content AFTER modification 
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Figure 4: XRY sample case file content AFTER modification 

 
Figure 5: UFED sample case file content BEFORE modification 
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Figure 6: WINHEX sample case file content BEFORE modification 

Figure 7: WINHEX sample case file content AFTER modification 
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Figure 8: UFED sample case file content AFTER modification 
 
 


	ularinvestigation. From 55 serious participants, a dataset of 5,772 responsesregarding the relevance of nineteen types of digital evidence for all seventypes of digital investigations was obtained. The results showed that (i) SMSbelongs to the most relevant types of digital evidence for all seven types ofinvestigations; (ii) MMS belongs to the most relevant types of digitalevidence for all types of digital investigations except espionage andeavesdropping where it is the second most relevant type of digital evidence;(iii) Phonebook and Contacts is the most relevant type of digital evidence forall types of digital investigations except child pornography; (iv) Audio Callsis the most relevant type of digital evidence for all types of digitalinvestigations except credit card fraud and child pornography; and (v)Standalone Files are the least relevant type of digital evidence for most ofthe digital investigations. The size of the response dataset was reasonable foranalysing and then delineating by generalization, relevance-based bestpractices for mobile device forensics, which can supplement any forensicsprocess model, including digital triage. For the
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