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Abstract 

Internet of Things (IoT) is on the verge of experiencing a paradigm shift, the 

focus of which is the integration of people, services, context information, 

and things in the Connected Society, thus enabling Internet of Everything 

(IoE). Hundreds of billions of things will be connected to IoT/IoE by 2020. 

This massive immersion of things paves the way for sensing and analysing 

anything, anytime and anywhere. This everywhere computing coupled with 

Internet or web-enabled services have allowed access to a vast amount of 

distributed context information from heterogeneous sources. This enormous 

amount of context information will remain under-utilized if not properly 

managed. Therefore, this thesis proposes a new approach of logical-

clustering as opposed to physical clustering aimed at enabling efficient con-

text information management. 

However, applying this new approach requires many research challenges 

to be met. By adhering to a design science research method, this thesis ad-

dresses these challenges and proposes solutions to them. The thesis first out-

lines the architecture for realizing logical-clustering topology for which a 

two-tier hierarchical-distributed hash table (DHT) based system architecture 

and a Software Defined Networking (SDN)-like approach are utilized 

whereby the clustering identifications are managed on the top-level overlay 

(as context storage) and heterogeneous context information sources are con-

trolled via the bottom level. The feasibility of the architecture has been prov-

en with an ns-3 simulation tool. The next challenge is to enable scalable 

clustering identification dissemination, for which a distributed Pub-

lish/Subscribe (PubSub) model is developed. The massive number of im-

mersed nodes further necessitates a dynamic self-organized system. The 

thesis concludes by proposing new algorithms with regard to autonomic 

management of IoT to bring about the self-organization. These algorithms 

enable to structure the logical-clustering topology in an organized way with 

minimal intervention from outside sources and further ensure that it evolves 

correctly. A distributed IoT context information-sharing platform, Media-

Sense, is employed and extended to prove the feasibility of the dynamic 

PubSub model and the correctness of self-organized algorithms and to utilize 

them as context storage. Promising results have provided a high number of 

PubSub messages per second and fast subscription matching. Self-

organization further enabled logical-clustering to evolve correctly and pro-
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vided results on a par with the existing MediaSense for entity joining and 

high discovery rates for non-concurrent entity joining.  

The increase in context information requires its proper management. Be-

ing able to cluster (i.e. filter) heterogeneous context information based on 

context similarity can help to avoid under-utilization of resources. This the-

sis presents an accumulation of work which can be comprehended as a step 

towards realizing the vision of logical-clustering topology. 
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1 Introduction 

Recently, the penetration of pervasive devices has been mounting and this 

phenomenal upsurge of pervasive devices has put people at the centre of 

information sharing. This escalation coupled with easy access to high-speed 

Internet has revolutionized the way people interact with the physical world. 

This has provided the foundations where any situation can be sensed and 

analysed anywhere for anything anytime. Hundreds of billions of things are 

expected to be connected to the Internet. Ericsson predicts about 500 billion 

devices will be connected by 2020 [1], whereas others estimate over 200 

billion things alone for the Internet of Things (IoT) landscape [2]. This huge 

amount of things, i.e. entities, coupled with spontaneous human participation 

and Internet-enabled services in the Connected Society drive the notion of 

crowdsourcing. Ericsson envisions such engagement in real time as the driv-

er of 5G in the form of the Networked Society [3]. Everything is evolving 

towards an Internet of Everything (IoE) paradigm- the seamlessly Connected 

Society, the goal of which is to integrate people, services, data (context in-

formation) and things in the Connected Society [2]. This shift in paradigm is 

not limited to the scale of connected things only but also expands in its 

scope. Such expansion of scope involves, but is not limited to, agriculture, 

traffic management, environmental monitoring, home automation, health 

care, security surveillance, education, social activities, etc. 

 

This wide range of applicability in everywhere computing has enabled dis-

tributed dissemination and acquisition of heterogeneous context information 

from physical objects. However, as the trend of everywhere computing 

evolves, the massive participation of connected things in real-time commu-

nication pushes towards a vast network of context information. This enor-

mous amount of context information will remain under-utilized if not man-

aged properly [4][5]. For instance, according to IBM, 90% of data generated 

in IoT is never utilized or managed [6]. This mandates research into context 

information management. The need to manage such context information for 

a future network world was stressed by Gellersen et al. [7]. Context-centric 

approaches to realizing the relationship between things have been explored 

for a global IoT by Walters [8]. This thesis further explores a context-based 

approach to creating relationships between distributed things in order to 

manage the ever-increasing amount of distributed context information. Clus-

tering is one of the useful techniques for organizing and exploring data 
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which is widely used in almost every discipline [9][10]. This thesis proposes 

exploiting clustering to organize ever-increasing context information in the 

IoT landscape. Since the context information is heterogeneous and distribut-

ed, similar context information might be produced remotely. Furthermore, a 

single sensing device might produce different context information at differ-

ent times. In view of this, this thesis proposes logical-clustering as opposed 

to physical clustering. Physical clustering is based on physical nearness but 

fails to cluster similar information remotely. Logical-clustering can be de-

fined as: 

 

Context Entities CE1 and CE2 form a cluster if the respective Context In-

formation CIa and CIb are similar. 

 

The aim is to explore logical-clustering topology to manage the ever-

increasing network of context information efficiently. To this end, this thesis 

presents an accumulation of work, such as architecture for logical-clustering 

topology, a model enabling scalable Publish/Subscribe and self-organization 

algorithms of the based vision.  

1.1 Motivation 

Context has been extensively used in distributed computing with the emer-

gence of mobile computing. Use of context was limited to location in the 

early stages, but Schmidt [11] et al. have shown that context is not limited to 

location only and offers more than location. Many definitions of context 

have been proposed since then but that of Dey and Abowd [12] is widely 

accepted. They have extended the earlier definition of context as follows: 

 

“Context is any information that can be used to characterize the situation 

of an entity. An entity is a person, place, or object that is considered rele-

vant to the interaction between a user and an application, including the 

user and applications themselves”. 

 

Inspired by this definition, Walters has further refined the definition and 

extended it to the IoT scenario which is known as context information: 

  

“Any subset of information that can be used to characterize the situation 

of an entity as well as its relationship with other entities including the en-

tity itself”. 

 

Here, considering Walters‟s definition [8] this research only looks at the 

subset of information that can be used to characterize the situation of an 
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entity, i.e. it is interested particularly in the current flow of information from 

distributed entities. Therefore, this thesis defines context information as: 

 

“Any flow of information that characterizes current situation of an enti-

ty”. 

 

The landscape of mobile computing has radically changed and is now rapid-

ly pushing towards a seamlessly connected world. Realizing a future seam-

lessly connected world where hundreds of billions of devices, i.e. entities, 

exist will give rise to a vast network of context information. This is by and 

large facilitated by the distributed dissemination and acquisition of context 

information from enormous entities which leads towards an Internet of Eve-

rything, i.e. crowdsourcing. This thesis therefore defines the following as the 

properties of crowdsourcing: 

 

 People 

 Pervasive devices 

 Internet or Web-enabled services 

 Surrounding things 

 Context information 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: IoE/crowdsourcing 

Figure 1 depicts how heterogeneous context information is produced; how-

ever, managing the vast amount of heterogeneous context information from 

the future IoT, i.e. IoE/crowdsourcing, is unfeasible with current approaches 

[4][9]. Furthermore, according to IBM, 90% of current data in IoT is never 

utilized or acted upon [6]. Clustering is one of the approaches which enables 

efficient management of data, i.e. context information [5][9][10]. However, 
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most of the clustering approaches are centralized and based on location 

nearness (physical clustering) [13][14]. Moreover, there is no clustering 

algorithm that can solve large-scale problems globally [15]. This thesis pro-

poses a distributed clustering approach, namely logical-clustering. The idea 

is to cluster entities (e.g. things in the IoT landscape) based on similar con-

text as opposed to physical (location-based) clustering of entities.  

Research into fulfilling pervasive computing requirements such as scalable 

sharing of context information in real-time has motivated Distributed Hash 

Table (DHT) based approaches, such as MediaSense [16] and SCOPE [17]. 

The goal of both these approaches is to provide unified API to facilitate an 

efficient and scalable platform for creating applications based on context 

information. Distributed approaches offer certain advantages over central-

ized approaches; for example, liberating locating service portals from DNS, 

no central failure, fewer configurations and errors, etc. [8]. Furthermore, 

controlling the ever-increasing entities in a heterogeneous IoT scenario in 

unfeasible with a flat DHT structure and hierarchical DHT (H-DHT) offers 

better management of entities than flat DHT [18].  

A future IoT, i.e. IoE, should comprise different devices with different capa-

bilities and different communication patterns. Such a complex and heteroge-

neous system would require flexible, dynamic and efficient configuration 

and management of network. Software-Defined Networking (SDN) aims at 

offering such configuration and management [19]. This emerging paradigm 

utilizes a logically centralized controller (i.e. sink) to monitor the overall 

behaviour of a network [20]. SDN was initially proposed for a wired net-

work to decouple data and control panel; however, it has recently been ex-

tended to wireless sensor networks and mobile networks [19][20]. Separa-

tion of the data and control panel resembles the idea of two-tier H-DHTs. By 

being able to cluster distributed entities based on similar context infor-

mation, this thesis focuses on separating cluster identification and context 

information into two tiers of H-DHTs. Clustering identification which is 

henceforth called context-ID would reside in the controllers (sinks), i.e. top-

level overlay, and each entity (endpoint) would hold its own context infor-

mation (CI) locally, i.e. bottom-level overlay (see Figure 2). Furthermore, 

each context-ID would act as a virtual entity for both tiers of the system (see 

Figure 3). This CI and context-ID separation would allow minimizing vol-

ume of context information for a large-scale communication. This would 

further enable efficient management of context information, and would en-

sure proper utilization of context information.   

Figure 2 shows how context information management is envisioned in 

this thesis. Entities and corresponding context information are managed via 

the bottom tier; and clusters (corresponding to context-ID, i.e. clustering 

identification) and sinks (controllers) are managed on the top tier. Figure 3 

further illustrates the approach (see details in section 4.5).  
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Figure 2: Two-tier management 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Entity management 

1.2 Problem Statement 

The escalation of entities in an IoT scenario brings forth a dynamic envi-

ronment where enormous amounts of distributed and heterogeneous context 

information are produced. This vast distributed context information faces 

challenges of efficient management and utilization. It can be minimized via 

distributed clustering. Distributed context information clustering (logical- 

clustering) requires many research challenges to be resolved. The first chal-

lenge is to provide an architecture that reflects the real-world scenario and 

that does not bring unnecessary overload to the existing network. As a con-

sequence of proliferation of entities, the distributed environment where the 

entities interact becomes dynamic and context information therefore changes 
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and evolves over time. Therefore, the next challenge is to provide a mecha-

nism which enables scalable and dynamic dissemination of context infor-

mation to the endpoints in real time. The rapidly changing dynamic envi-

ronment further requires awareness of the changes and dynamism; i.e. the 

entities should be able to organize themselves. Thus, the final challenge on 

which the thesis focuses is to provide self-organization to the proposed logi-

cal-clustering topology.  

1.3 Research Question   

The research question that is central to the accumulated work in this thesis 

and future work can be summarized as: 

 

How can a self-organizing logical-clustering topology be realized to-

wards efficiently managing a vast network of distributed context infor-

mation? 

 

The research question can be answered through a set of criteria enabling 

logical-clustering topology. They are answered through several sub-

questions which are fundamental in accomplishing the objectives the thesis 

has set.  

 

i. What kind of system architecture can enable logical-clustering topolo-

gy? The answer to this question will help the understanding of how 

distributed clustering can be done based on similar context, as op-

posed to physical clustering. The question has been answered 

through incorporating a two-tier H-DHT model which further bor-

rows an SDN concept to verify the logical-clustering concept and 

outlines further development scenarios for achieving real-time man-

agement of context information.  

 

The question has been addressed mostly in paper I.  

  

ii. How can scalable and fast dissemination of clustering identification be 

facilitated and adaptability to dynamic environments realized? This 

question is central to countering the challenge of the distribution of 

heterogeneous context information and realizing dynamism in logi-

cal-clustering. It further examines if a distributed Publish/Subscribe 

model can unravel these challenges.  

 

The question is answered in papers III and IV.  
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iii. How can the context entities and sinks be organized without minimal 

intervention from outside sources? The purpose of this question is to 

investigate whether self-organization can be supported with logical-

clustering. Self-organization would enable automatic and seamless 

integration of entities in the system, reconfiguration of entities in 

cases of failure, and optimization of logical-clustering objectives. 

The answer to this question allows further understanding of how au-

tonomic management of Internet of Things can be achieved. 

 

Paper V answers this question.  

 

iv. How will logical-clustering perform in real-world scenarios in terms 

of reliability, scalability and reachability? Answering this question 

would enable to verify the network performance of the logical-

clustering concept.  

 

Paper II takes care of this question. 

1.4 Research Ethics 

This thesis is largely concerned with context information of distributed enti-

ties, and does not deal with private and sensitive data. Schmidt [11] advises 

that context information should be obtained when users explicitly participate 

in providing data or if users agree to allow a system to acquire data. There-

fore, this thesis only considers context information that would be made 

available to the systems by the users or any free publicly available data. By 

no means does it exploit private and sensitive data. Moreover, the thesis has 

not acquired any data from outside sources. All the data were created by 

simulations on personal computers. The simulations were mostly carried out 

on free software ns-3 [21] and open source platform- MediaSense [22]. A 

student licence from MATLAB was available to the author through his con-

nection with his previous employer. Other tools used in this thesis, namely 

PREMOLA and SPIN, are also freely available [23]. 

1.5 Thesis Structure 

The thesis is organized into chapters as follows: 

 

Chapter 1: INTRODUCTION to the thesis with a description of the research 

problem based on earlier studies. The thesis then suggests a solution to the 
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research problem. This chapter also states the problem statement and formu-

lates the research question based on the publications.  

 

Chapter 2: RELATED WORK presents a review of earlier literature studies 

that relate to the publications. This helps to demonstrate the subject areas 

studied in this thesis.  

 

Chapter 3: RESEARCH METHOD serves the purpose of outlining the cho-

sen research method and describing how the method was applied to shape 

the final thesis.   

 

Chapter 4: AN ARCHITECTURE FOR ENABLING LOGICAL-

CLUSTERING describes the system that has been designed for a distributed 

clustering approach. It also includes an implementation plan and further 

verifies the correctness of the model by PROMELA and SPIN combination.  

 

Chapter 5: DISTRIBUTED PUBLISH/SUBSCRIBE MODEL outlines a 

distributed Publish/Subscribe (PubSub) model to cater for the ever-

increasing heterogeneous context sources. This chapter extends the current 

MediaSense platform to enable scalable PubSub bases on a peer-to-peer 

(p2p) infrastructure. This chapter further shows the viability of dynamism in 

the PubSub model.   

 

Chapter 6: SUPPORTING SELF-ORGANIZATION TOWARDS AUTO-

NOMIC MANAGEMENT OF IoT describes an approach to catering for the 

massive amount of participating entities to bring about self-organization. 

This chapter demonstrates the self-* capabilities that were designed and de-

veloped in order to enable logical-clustering to evolve correctly in dynamic 

environments.  

 

Chapter 7: NETWORK PERFORMANCE illustrates the performance of the 

logical-clustering approach based on ns-3 simulation, which reflects the real-

world scenario.  

 

Chapter 8: CONCLUSIONS concludes the thesis by reviewing the publica-

tions. The research sub-questions posed in chapter 1 are revisited and discus-

sions and comparisons with prior work are shown. The most interesting find-

ings are discussed and future work outlined.   
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2 Related Work 

The goal of this chapter is to address the main challenges in providing solu-

tion regarding logical-clustering. Researches into Internet of Things until 

now have focused on creating architectures for connecting entities and pro-

visioning context information [24][25]. They began by extending wireless 

sensor networks (WSNs) into an IoT perspective. Approaches such as e-

SENSE [26] further looked into organizing context information for dynamic 

WSNs. This thesis focuses on utilizing the context information provisioned 

from IoT entities and enabling distributed context information clustering, i.e. 

logical-clustering. To this end, this chapter serves the purpose of providing 

an insight into the earlier literature studies and how each related work con-

tributes towards shaping logical-clustering topology. This chapter also corre-

sponds to the problem explication and outlining requirements parts of design 

science research method as explained in section 3.2. The chapter begins by 

outlining the fundamental problem, i.e. the need to minimize the volume of 

context information. It then looks at the clustering approaches addressed in 

the WSN domain. 

The chapter then proceeds to highlight the advantages of the Distributed 

Hash Table (DHT) and its importance in creating distributed computing. It 

further shows the blend of WSN and DHT, and how hierarchical DHT offers 

advantages over flat DHT. It then illustrates the Software-Defined Network-

ing (SDN) approach in WSN and thereby in the IoT domain, and shows how 

a logically centralized controller (sink) helps in managing a massive amount 

of entities on a large scale.  

The chapter then focuses on approaches to disseminating clustering identifi-

cation by employing the Publish/Subscribe model. The chapter concludes by 

examining principles that contribute to supporting self-organization in the 

logical-clustering approach and outlines critical challenges in realizing auto-

nomic management of Internet of Things.  

The key concepts that require to realizing the logical-clustering topology are 

listed below: 

 Future IoT 

 Clustering approaches 

 Distributed Hash Tables 

 Software Defined Networking 

 Publish/Subscribe model 

 Autonomic computing 
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2.1 Paradigm Shift towards Internet of Everything  

The vision of an Internet of Things was of billions of things [24][27]; how-

ever, a recent upsurge of social networks, mobile/pervasive devices, Internet 

or Web-enabled services has enabled unprecedented human participation in 

real-time communication. This spontaneous human participation was envi-

sioned by Zambonelli [28] and he suggested that future pervasive computing 

would be driven by distributed collaboration which would enrich the urban 

networks. Zambonelli termed this as crowdsourcing. Boulos et al. call it 

human-in-the-loop-sensing [29], and Sheth terms it citizen sensor networks 

[30]. This corresponds to recent escalation in pervasive devices penetration. 

This rise coupled with affordable, easy and high-speed Internet availability 

has paved the way for everywhere computing for everything. It will also 

transform future society in the form of the Networked Society envisioned by 

Ericsson [3]. Furthermore, it enables the integration of people, services, per-

vasive devices, surrounding things, and context information, leading to a 

paradigm shift in the form of Internet of Everything [2].  

This ultimate connected society is expected to give rise to a vast network 

of information [24][25][31]. Previous literature on provisioning this in-

cludes, for example, Walters [8][24], who adopts a context-centric approach. 

The approaches so far have discussed provisioning context information, cre-

ating adaptive context-driven applications and providing automatic connec-

tivity between entities regardless of physical location. None of the approach-

es discusses managing the ever-increasing volume of context information. 

This motivated this thesis to look into distributed clustering of context in-

formation in the envisioned Internet of Everything or crowdsourcing. Clus-

tering as one of the techniques for minimizing the volume of context-

information has also been outlined by Walters [24] and further by Tsai et al. 

[5]. 

2.2 Clustering  

Increase of context information in the Internet of Everything or crowdsourc-

ing landscape corresponds to sensing and analysing any situation anywhere, 

as Zambonelli envisioned in [28]. Sensing information from distributed col-

laboration is enabled not only by sensing devices (e.g. sensors and actua-

tors), but other sources as well: for example, a tweet feed can be considered 

as sensor data [32]. Data clustering has been widely used for over half a 

century. The purpose is to group entities that are alike [9][10]. Such group-

ing of entities is one of the fundamental modes of understanding and learn-

ing, as Jain outlined [9]. Clustering also helps to analyse and organize the 
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data. It therefore has broad appeal and usefulness in many disciplines includ-

ing a wide field of computer science [10]. 

Clustering of sensor data has also been widely studied in wireless sensor 

networks. Heinzelman et al. [33] were the first to study clustering protocols 

in sensor networks. Their proposed LEACH routing protocol‟s objective was 

mainly to achieve network longevity and decrease energy dissemination. 

Other researchers have either proposed new protocols based on this or fur-

ther modified the LEACH protocol to achieve the same objectives. Cluster-

ing in sensor networks by and large focuses on reducing energy consump-

tion, stabilizing networks, efficient routing, etc. Clustering can be used to 

aggregate data as shown in [13][14][34]. However, data aggregation through 

clustering is also intended to reduce energy consumption and increase the 

scalability and robustness of networks. Inter-cluster communication is lim-

ited to cluster-heads and results in communication bandwidth saving and in 

reducing message exchanges between sensors [13][14]. Lombriser et al. [34] 

presented distributed processing of context for dynamic WSNs. Their pro-

posed e-SENSE computes context information from sensor networks. Sen-

sors are clustered according to same context activity but limited to neigh-

bouring sensors; however, e-SENSE does not solve large-scale sensor net-

work issues. Mottola and Picco in [35] introduced the logical neighbourhood 

of sensor nodes which replaced the physical neighbourhood concept. How-

ever, their solution is a programming language abstraction where nodes are 

said to be in the logical neighbourhood if certain attributes are satisfied. A 

programmer defines the nodes‟ attributes and the data segment that can be 

part of a neighbourhood. Therefore, it does not explicitly solve the real-time 

distributed context information-sharing issue.  

The approaches discussed above do not meet the distributed requirement 

of clustering and furthermore there is no clustering approach that solves 

large-scale problems globally. There is a need for an approach to the large-

scale distributed management of context information. This necessity required 

research into different approaches such as logical-clustering. 

2.3 Distributed Support for Entity Management 

Support for managing massive entities has mostly explored centralized or 

broker-based architectures [8][24]. Centralization approaches provide a sin-

gle portal for data aggregation and dissemination such as SenseWeb [36], 

but raise the issue of scalability in terms of large-scale entity management. 

Other approaches tried to compensate for this issue but again failed to guar-

antee real-time provisioning of context information [24]. Adherence to these 

approaches fails to meet the challenges the everywhere computing demands 

as summarized by Hadim and Mohamed [37]. A move towards future IoT 
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requires distributed support for managing a vast collection of entities [4][8]. 

Moreover, centralized web service portals mostly employ a Domain Name 

System (DNS) [8]. This approach raises issues such as the availability of 

DNS, susceptibility to Denial of Service (DoS) attack, configuration errors, 

etc. In search of an alternative distributed approach, Pappas et al. [38] pro-

posed a Distributed Hash Table (DHT) overlay-based solution to provide 

support for an enormous amount of entities. DHT can counter the centraliza-

tion-dependency issue, provide scalability, resolve endpoints, and dynamic 

self-organization issues, etc. [8]. DHT also supports a heterogeneous plat-

form which can be used to build dynamic, self-organizing and open Internet 

of Things [8][24]. The blend of DHT and WSN was first realized by Fersi et 

al. [39], and Walters [8][24] further showed the applicability of DHT in IoT 

domain to realize a dynamic, decentralized and self-organizing IoT for real-

time communication.  

DHT can be further divided into flat DHTs and hierarchical DHTs (H-

DHTs). In H-DHTs, entities are organized in layers. This division of entities 

into tiers helps to organize the ever-increasing entities efficiently; further-

more, H-DHT provides better fault separation, more effective bandwidth 

utilization, better adaptation to the underlying physical network and reduc-

tion of the lookup path length [18]. Zoels et al. [18] further showed that a 

two-tier H-DHT can be employed as an optimal solution for efficient man-

agement of cost-effective entities. Two-tier H-DHT divides the entities into 

super-entities and regular entities. Therefore, a two-tier H-DHT manages the 

super-entities on the top tier and the bottom tier manages other regular enti-

ties. In each of the tiers, different DHT approaches, for example Chord, Pas-

try, P-Grid, can be explored [18].  

In order to realize a distributed clustering approach, the advantages (de-

scribed above) offered by H-DHT can be applied whereby clustering identi-

fication (context-ID) can be managed on the top tier and context information 

can be managed on the bottom tier (see Figure 2 and Figure 3). Chapter 4 

explains this in detail.  

2.4 Applying Software-Defined Networking 

Although penetration of entities is always upsurging in the Internet of Things 

domain and the trend is expected to continue, it causes complexities in the 

network and difficulties in managing the current and future IoT network. 

Entities are expected to join and leave the network anytime and the network 

needs to adapt and develop network-wide policies for adoption [40]. Soft-

ware Defined Networking (SDN) aims at countering the above-mentioned 

challenges [19][20][41]. This emerging paradigm capitalizes a logically cen-

tralized controller, considered as the brain of the network, a concept to man-
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age the overall behaviour of network. It is expected to reduce the complexi-

ties and difficulties to configure and manage a network. OpenFlow is the 

enabler for SDN [19][42]. OpenFlow decouples the control and data plane of 

the system that it operates. SDN was initially envisaged for wired network; 

however, the versatility and potential of SDN have been explored in other 

areas as well such as wireless sensor networks [43], mobile network [19], 

and Bernardos et al. [44] proposed an SDN-like architecture for wireless and 

mobile networks. They also portrayed the key benefits and challenges of 

adopting SDN in mobile networks. 

Mahmud and Rahmani [43] were the first to explore OpenFlow with sen-

sor networks and they have proven that the OpenFlow-based sensor, Flow-

Sensor, performs better than typical sensors in terms of performance and 

management of the overall network. This was further shown by Oliveira et 

al. [20], who proposed a TinyOS-based SDN framework, TinySDN, specifi-

cally for use in TinyOS-based WSN. TinySDN illustrates different issues 

concerned with sensor networks, many of which are also of concern for IoT 

since IoT heavily involves sensor networks: for example, network lifetime 

management, energy consumption, latency, reducing control traffic, etc. 

Being able to reduce control traffic improves the control flow and data flow. 

Furthermore, TinySDN employs multiple controllers for sensor networks for 

controlling the overall behaviour of the system. It would be unfeasible for a 

single controller to control and manage ever-increasing nodes [45]. In re-

sponse to this, Tootoonchian and Ganjali [45] were the first to suggest sever-

al distributed controllers could control massive nodes in wired networks and 

Schmid and Suomela [46] also explored multiple controllers for wireless 

sensor networks. Exploring multiple controllers helps in reducing control 

traffic for enormous amounts of nodes, as shown by Oliveira et al. [20]. The-

se several controllers should be logically centralized to comply with the 

SDN vision and should enable controlling and having an overall view of the 

system. Many SDN controllers can utilize overlays with distributed state; 

moreover, these controllers can also employ DHTs [41]. Utilizing overlays 

with SDN offers flexibility and application control in terms of managing and 

controlling the system [41].  

Controlling heterogeneous entities and networks such as those in IoT 

raises many challenges that can be resolved via SDN, as Martinez-Julia and 

Skarmeta described [47]. Existing and future IoT invites heterogeneity; this 

heterogeneity is not limited to entities only but also involves the network in 

which entities immerse. Connecting these heterogeneous entities and net-

works causes many complexities and difficulties, but they could be coun-

tered by deploying SDN in IoT [47]. The need for SDN in IoT was further 

outlined by Zhang [48]. Figure 4 shows an example of how SDN can be 

incorporated with IoT. The figure shows how two IoT entities communicate 

in SDN-enabled networks. Entity controllers are registered with the IoT con-

troller which is responsible for establishing connection between IoT entities. 
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The IoT controller then communicates with SDN controller to finalize the 

connection and to start communication between entities [47]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: IoT integration in SDN [47] 

2.5 Enabling Context Dissemination  

IoT is built on a vast collection of dynamic context information [8]. This 

dynamic context information also relates to heterogeneity. The information 

necessitates scalable and flexible distribution among entities, i.e. endpoints. 

Although there have been many centralized approaches such as those re-

viewed by Walters [8], they fail to meet the challenges in IoT portrayed by 

Hadim and Mohamed [37]. Distributed Hash Table (DHT)-based systems 

are deemed to provide the scalability and flexibility required by IoT. To 

disseminate real-time context information, and to counter the scalability and 

heterogeneity in IoT, Kanter et al. [16] proposed a distributed real-time con-

text sharing platform, MediaSense. MediaSense explores a Distributed Con-

text eXchange Protocol (DCXP) which enables real-time and reliable appli-

cation [49]. MediaSense caters for massive context information dissemina-

tion by utilizing DHTs and peer-to-peer (p2p)-based algorithms. Its response 

time is deemed adequate for real-time communication [16].  

 Typically RSS or ATOM feeds are used to disseminate news or event 

notification on the Internet. However, Publish/Subscribe (PubSub) systems 

are seen as enablers for sharing distributed context information [50]. Le Sub-

scribe, for example, is a web-based extremely fast PubSub model which was 

created with the dynamic web content in mind by Fabret et al. [51]. They 

envisioned that most of the information in future would be on the web. Alt-

hough their proposed PubSub model caters for dynamic web content it fails 
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to satisfy the distributed requirement. Moreover, it is also required to meet 

the mobility requirement which was explored by Zarko et al. [52]. Their 

PubSub model focused on real-time data delivery and energy saving for mo-

bile crowdsensing. The feasibility of scalability and mobility was further 

explored in [53][54] with the ToPSS PubSub model. However, the model 

fails to cater for the heterogeneity issue. ToPSS also requires a large memory 

to store the event notification, which is a drawback in resource-constrained 

devices such as Raspberry Pi. Figure 5 shows a typical example of a PubSub 

model.  

 

 

 

 

 

 

Figure 5: Typical PubSub model 

The PubSub model is usually divided into two types: (1) topic-based and 

(2) content based. Subscribers to the topic-based model cannot choose the 

type of events that are of interest to them; all topics connected to a subject 

are notified to a subscriber. In content-based systems, subscribers have the 

freedom to choose the events of interest, thus enjoying more flexibility and 

usefulness than the topic-based model can offer. Tootoonchian et al. [45] 

exploited this PubSub model to enable physically distributed but logically 

synchronized controllers for OpenFlow, which is known as HyperFlow.  

2.6 Towards Autonomic Management 

The number of participating nodes is expected to escalate, and this immer-

sion of nodes in IoT necessitates an understanding of dynamism [55]. One of 

the challenges in IoT is to adapt to fast-changing environments and be aware 

of any changes. The key is to organize a system such that it can respond to 

changing environments and stabilize the system in situations uncalled for 

[4]. For example, network connectivity, bandwidth, insertion and deletion of 

information, joining and leaving of a node/device, etc. are some of the 

changes that are expected in IoT [2][4][55]. Any distributed system requires 

changes to be treated in an organized way; however, most of these changes 

are not predictable. Therefore, it is imperative that the system organizes it-

self in such cases. This implies that a system (part of IoT) should be self-

organized and outside sources left mostly out of the loop [4].  The self-

organization phenomenon exists in a wide range of disciplines extending 

from physics to biology [56][57].  It has also attracted attention from com-
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puter science and is now a very active research area [57]. Some case studies 

for self-organization in computer science have been presented in [56] which 

are inspired by nature. This reflects the vision of autonomic computing that 

was coined by IBM [58]. They envisioned automatic computing as a grand 

challenge and outlined four aspects as the core of autonomic computting: 

self-configuration, self-optimization, self-healing, and self-protection [58]. 

The requirement for these self-* capabilities in massively distributed systems 

has been further discussed [59].  One of the requirements of autonomic man-

agement in Future Internet is to bring about self-organization [60][61]. 

Self-organization means that a system should execute its tasks even when 

there is minimal or no support at all from outside sources. However, the 

system should be able to interact with outside sources and run a periodic 

algorithm to rectify errors and make the system aware of faults. Thus, the 

system will be able to evolve next time it encounters similar errors and re-

duce outside intervention as much as possible. Therefore, self-organization is 

defined in this thesis as a system that:  

 

“evolves correctly, adapts to dynamic situations, stabilizes itself in un-

predicted situations, and pre-protects itself against probable attacks”. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Structure of an autonomic element [58] 

 

Figure 6 shows the structure of an autonomic element. The self-* aspects 

of a self-organized system need to be managed by a manager which will 

enable interaction with other organized elements and/or outside sources (e.g. 

human administrators). The manager will enable the analysis, planning and 

execution of the high-level objectives (policies) set by outside sources and it 

will further allow an organized element to interact with another organized 

element inside the system. 
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2.7 Summary 

In order to realize distributed context information clustering, fusion of archi-

tectures, methods and algorithms to provide support for massive entity man-

agement, catering dissemination of context information, supporting dyna-

mism of the inherent network are required. This chapter described the back-

ground and related work to efficient management of context information on 

future IoT, i.e. IoE. The need for a new approach was discussed with respect 

to an apparent paradigm shift leading to IoE and its challenges. The chapter 

then discussed literature on analysing and organizing context information by 

means of clustering. The inevitable complexities and difficulties were illus-

trated for current and future heterogeneous IoT. Efficient dissemination of 

context information was described by means of a PubSub model. The chap-

ter concluded by portraying an approach to organizing massive dynamic 

entities with minimal outside help, i.e. scope of autonomic management of 

entities was demonstrated. This raised issues such as developing architecture 

to realize the distributed clustering, its probable performance in the real-

world scenario, disseminating distributed information and developing mech-

anisms to support correct evolution of massive dynamic nodes. The follow-

ing chapters (4, 5, 6, 7) discuss the aforementioned issues.  
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3 Research Method 

This chapter serves the purpose of outlining the chosen research method and 

describing how the method was applied to shape the final thesis.  

3.1 Overview 

According to the Oxford English Dictionary, research
1
 is: 

 

The systematic investigation into and study of materials and sources in 

order to establish facts and reach new conclusions. 

 

The definition has four parts: (i) systematic investigation, (ii) study of 

sources, (iii) establishment of facts and (iv) reaching new conclusions. Lo-

gan states that much of this systematic investigation lies in getting to know 

the unknowns [62]; Demeyer [63] notes that research in computer science is 

about studying artefacts that humans design. An artefact is a way of address-

ing a practical problem which humans perceive [64]. Humans study the 

sources of problems, try to reach a new conclusion about the problem by 

establishing facts and finally design artefacts to address the problems. An 

artefact includes a physical object, e.g. hammers, cars, and software system 

e.g. logic to designing databases, algorithms, design guidelines, etc. 

[64][65]. Design science, a strand of design research, as a research method 

seeks to create and realize artefacts through which research problems can be 

solved [64].  

Design science seeks to develop generalize a working solution that is able to 

produce and communicate new knowledge. This makes it different from 

design. Figure 7 shows the process of creating artefacts with a design science 

research method. This process follows a series of steps, from problem expli-

cation to requirements definition to evaluation of the designed and devel-

oped artefact. This thesis also follows these stages.   

 

 

 

 

 1
http://www.oxforddictionaries.com/definition/english/research 
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Figure 7: Process of creating artefacts in design science method [64] 

3.2 Applying Design Science 

This methodological framework consists of methods applied to each of the 

stages presented in Figure 7. The artefact evaluated in this thesis for realiz-

ing an approach towards self-organizing distributed context information 

clustering in an IoT landscape is achieved with the design science method. 

The research strategy is predominantly quantitative. The artefact is imple-

mented and evaluated on a network simulator tool, namely ns-3 (corresponds 

to research sub-question iv) and a scalable and versatile IoT platform, name-

ly MediaSense (corresponds to research sub-questions ii and iii).  

3.2.1 Problem Explication 

The first step in research is to explicate a problem. This was done in chapter 

1 and the problem subsequently detailed in each of the publications listed 

earlier. A literature study of existing solutions to clustering was undertaken 

and further current approaches related to increase in context information in 
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IoT documented. A system based on current standards, tests and results was 

found for building the artefact.  

3.2.2 Requirements Definition 

The requirements for the artefact are a set of approaches, methods and algo-

rithms for supporting self-organizing distributed context information cluster-

ing for autonomic management of IoT. The first necessity is an architecture 

that helps to realize the distributed clustering, i.e. logical-clustering. The 

next is to share the clustering identification and context information with the 

distributed context entities. The final requirement is organizing the sinks that 

are responsible for controlling the context entities. Each of these require-

ments is further detailed in chapters corresponding to the respective publica-

tions.    

3.2.3 Design and Develop Artefact 

Mindful of the requirements described in earlier studies, this thesis first de-

signed the system architecture. The architecture was verified with a versatile 

and useful combination of PROMELA and SPIN [66][67][68]. A network 

simulator-3 (ns-3)-based representation of the system was designed and de-

veloped to verify its correctness and network performance in a real-world 

scenario. Following this, an agile development of the artefact was adopted 

through iterative stages. The iterative approach helped to improve the func-

tionalities of the artefact. Each of the functions of the artefact was outlined 

in the corresponding publications.  

3.2.4 Demonstrate Artefact 

The purpose of the demonstration was to convey to the audience the novelty 

and usefulness of the idea. In this respect, the thesis can be divided into two 

parts. The first part of the artefact was demonstrated via MATLAB and ns-3 

simulations. The goal was to demonstrate the network performance of the 

developed system. Since real-world experiments are often expensive and 

time-consuming [63], simulations were employed to demonstrate the arte-

fact. Different simulation scenarios were employed in order to verify the 

correctness and feasibility of the artefact. The second part was demonstrated 

on a so-called IoT platform, MediaSense. The second part too considered 

different real-world scenarios to test the artefact. Earlier studies were con-

sulted to design test cases and were compared with the developed artefact. 

The comparison helped to show whether the developed artefact contributed 

to the research community and could solve any real-life problem.  
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3.2.5 Evaluate Artefact 

The nature of the evaluation in this thesis was predominantly quantitative.  

The experimental set-ups that were carried out during the demonstration 

stage were evaluated against quantitative data. The data were collected via 

several simulations of different scenarios. The data, i.e. performance meas-

urements, were compared with the standard approach if applicable or with 

similar approaches to justify their usefulness and novelty. The evaluation of 

the artefact did not rely on a single unique platform. Furthermore, a different 

set of artefacts was evaluated in the publications outlined in chapters 4, 5, 6 

and 7. Each chapter illustrates the evaluation of each approach and compares 

it with similar previous and current approaches whenever applicable. 
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4 An Architecture for Enabling Logical-
Clustering 

The motivation for a new approach, namely logical-clustering, by examining 

current and expected future scenarios has been discussed in chapter 2. The 

realization of logical-clustering necessitates architecture capable of real-time 

and scalable communication. In response, this chapter presents a system 

architecture capable of enabling distributed context information clustering. 

This chapter further examines a DHT-based system for which a scalable 

DCXP-enabled MediaSense framework was explored. Moreover, to control 

the enormous amount of nodes, an SDN-like approach has been exploited. 

The chapter begins with a definition of concepts, followed by the architec-

ture. The validity and feasibility of the architecture were explored in publica-

tions I and II (see Author Contributions) and this chapter illustrates the con-

tribution. 

4.1 Key Concepts 

Some of the key concepts or technical terms that are associated with this 

thesis are demonstrated in Table 1.  

 

Table 1: Main concepts' definition  

Concept Definition 

Entity A thing in IoT landscape, e.g. sensor 

or a physical object which is capable 

of contributing  context 

Flow Short for flow of context from entity 

Flow  entity OpenFlow/SDN-enabled entity 

Virtual entity A logical representation of a cluster 

in logical-clustering 

Sink  A controller (physical sink) that 

manages underlying entities (e.g. an 



23 

 

SDN or IoT controller) 

Logical-sink Physically distributed but logically 

synchronized physical sinks 

4.2 Hierarchical DHT 

Any move towards future IoT i.e. IoE requires managing enormous number 

of nodes. Centralized approaches fail to scale well as outlined in chapter 2 

and Pappas et al. in [38] proposed DHT-based distributed approach to coun-

ter the challenge of supporting massive nodes. DHTs provide several ad-

vantages such as no centralization-dependency, provide scalability, end-

points address resolving, range query and dynamic self-organization issue, 

etc. MediaSense is a DHT-based overlay solution which offers a scalable, 

decentralized, fast, flexible, lightweight and seamless platform [16]. This 

peer-to-peer (p2p) MediaSense framework is implemented using Distributed 

Context eXchange Protocol (DCXP). MediaSense and DCXP are described 

later in this chapter. 

 Hierarchical DHT (H-DHT) has been deemed a better option than flat 

DHT. H-DHTs offer certain advantages over flat DHTs such as better fault 

separation, more effective bandwidth utilization, better adaptation to the 

underlying physical network and reduction of the lookup path length [18]. 

H-DHT explores layering to organize entities. This thesis has exploited a 

two tier H-DHT-based architecture. The idea is to manage the controller 

(sink) and cluster heads on the top tier and context information and context 

entities on the bottom tier, as shown in Figure 8. 

4.3 Logical-Sink 

Managing the ever-increasing number of nodes would be unfeasible for a 

single controller. The single controller is also vulnerable to single-point fail-

ure. Tootoonchian and Ganjali [45] proposed exploring several physically 

distributed controllers to manage enormous nodes. These controllers were 

physically distributed but logically synchronized and this thesis defines the 

concept as logical-sink. Another advantage of utilizing logical-sink is that 

each sinks can do processing locally, and then other sinks are notified of the 

local event changes and thereby synchronized. This synchronization is 

achieved via a Publish/Subscribe model. Moreover, overlays are deemed to 

be scalable and robust and can be utilized for context information provision-

ing [24]. Overlays can be explored as SDN controllers as outlined by 

Tarkoma [41]. This allows flexibility and scalable control, and DHTs can 
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also be exploited with SDN controllers [41]. Therefore, controllers (sinks in 

Figure 8) are DHTs that are responsible for controlling the underlying net-

works and entities. Sinks, i.e. logical-sink, are also responsible for decisions 

about clustering, and for assigning ID to each entity, flow of context infor-

mation, cluster, etc. This is discussed in detail later in this chapter. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8: Two tier H-DHT concept 

4.4 DCXP 

The Distributed Context eXchange Protocol was initially built for the Ambi-

ent Networks project [49]. DCXP enables real-time context dissemination 

between end-nodes that are DCXP-capable. DCXP further utilizes a Univer-

sal Context Identifier (UCI) to register an entity and other entities resolve the 

UCI to fetch context information. This naming scheme, i.e. UCI, is akin to a 

Uniform Resource Identifier (URI) and stored on the overlay as a Distributed 

Hash Table [24][25][37]. One of the advantages of utilizing UCI is that an 

entity can register several UCIs using DCXP [10]. The current DCXP con-

sists of several primitives such as REGISTER_UCI, RESOLVE_UCI, GET, 

SUBSCRIBE, and NOTIFY [16][49]. The DCXP-capable entities that form 

a network are a Distributed Hash Table (DHT) overlay. All participating 

entities are located logically in a DHT ring. ID for each entity is usually 

created by hashing the IP address. This means an entity with context infor-

mation registers a UCI on the DCXP network by using the REGISTER_UCI 

primitive; other entities resolve the UCI by using the RESOLVE_UCI primi-

tive. Depending on the need, entity can fetch instant context information or 

subscribe for future and continuous context information. The protocol is very 

simple to use. 
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MediaSense is an IoT platform aimed at enabling scalable context infor-

mation sharing. MediaSense employs the DCXP protocol to share the con-

text information. Figure 9 gives an idea how MediaSense works with DCXP 

(with entity A, B and C). MediaSense is a peer-to-peer (p2p)-based context 

sharing IoT platform. As with most p2p systems, MediaSense exploits a 

rendezvous host, i.e. a bootstrapping node, to enable communication be-

tween entities. The rendezvous node or the bootstrapping entity must be 

initialized before any entity can join or leave the MediaSense platform. After 

registering a UCI, an entity needs to set the context information which other 

entities can get after resolving the UCI. MediaSense has its own primitive 

function, the so-called SET, to set the data, i.e. context information. The 

entity then notifies other entities about this new set of context information. 

Other entities depending on the need GET and/or SUBSCRIBE the context 

information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9: MediaSense and DCXP 

By utilizing the MediaSense DCXP removes any need for dependence on 

the IP address and underlying physical network infrastructure. This paves the 

way for running on a varying collection of heterogeneous networks. Support-

ing heterogeneous networks is one of the fundamental requirements for cur-

rent and future IoT. 

The ability of a single entity to register several UCIs provides a way of 

achieving logical-sink. Moreover, the register and resolve primitives allow 

MediaSense to be utilized as a PubSub model. This thesis has further ex-

tended the primitives to achieving a scalable Publish/Subscribe model. This 

enables dissemination of context information among distributed context enti-

ties.  



26 

 

4.5 The System Model 

Before the system model to enable logical-clustering is presented, some def-

initions need to be provided.  

  

Entity-ID: Each entity should be uniquely identified, meaning entities 

should have unique IDs. There are different ways of obtaining the ID; for 

example, it can be chosen randomly or can be obtained by hashing the sensor 

IP or MAC address [39]. The p2p infrastructure that MediaSense is built 

upon supports both random ID and hashing of IP addresses. Moreover, it can 

support and scale up to 2
160

 entities which is more than IPv6 addresses can 

afford. This is more than able to support the hundreds of billions of entities 

envisioned in the future IoT landscape. 

 

Flow-ID: Flow from each entity logically identified by flow-ID. Flow can be 

defined depending on the requirements of a particular implementation [42]. 

The flow-ID is the flow of context information from a particular entity to the 

sink. Flow-ID will remain unchanged if an entity is interested in the same 

flow of information. OpenFlow defines flow-tables which consist of match-

fields (i.e. packet header), action sets and statistics. Flow is defined by the 

packet header and flow-ID is defined by the action field.  

 

Context-ID: Cluster in logical-clustering topology is identified by context-

ID. Context-ID is a means of clustering similar data. Logical-sink publishes 

context-ID to the Internet and any interested entity can subscribe to the con-

text-ID.  

 

Virtual flow-entity: Sink that is part of a cluster virtually acts as a flow-

entity with very high-computational capabilities. This eliminates the burden 

of choosing or electing a cluster head. This virtual flow-entity can be thought 

as the cluster head (one for each cluster). These virtual flow-entities, i.e. 

cluster,heads, are organized in the top-tier overlay and form a DHT. 

 

Context flow-table: Match fields of OpenFlow flow-tables can be pro-

grammed, i.e. defined according to the particular research requirement [42]. 

On this basis a new flow-table, namely context flow-table, has been intro-

duced which consists of flow-entity‟s entity-ID, flow-ID and context-ID. 

 

As illustrated earlier, a two-tier DHTs network is explored in this thesis 

and on the top-tier overlay clustering identifications, i.e. context-IDs are 

stored and in the bottom level, the flow-entities form another DHT. Figure 

10 shows a sample communication between three clusters and the logical-

sink. Each cluster is also supplied with a virtual flow-entity which also cor-
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responds to the cluster head. This exploitation of virtual flow-entity elimi-

nates the need for electing or choosing a cluster head. All physical sinks 

inside a logical-sink and logical-sinks are synchronized with the overall be-

haviour of the network which means a flow-entity does not need to bother 

about the physical sink it communicates with. Section 4.5.1 describes how 

the communication takes place. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10: Example of two-tier network 

4.5.1 Communication 

The entities in the IoT landscape can be both mobile and fixed. Entities 

communicate with the nearby physical sink; if there is no possibility of di-

rect communication such as sensors in rural areas with no or less Internet 

connectivity, the communication can still take place if those sensors can 

collaborate with nearby sensors. This is known as overlay hop [39]. Fixed 

entities usually communicate with same physical sinks nearby but mobile 

entities communicate with different sinks at different times and situations. 

Communication between a flow-entity and a sink is shown in Figure 11. The 

communication can be further divided into three: sink-to-entity, entity-to-

sink and sink-to-sink. Sink-to-entity communication occurs in the forward 

path. Since sink has better communication capabilities and can communicate 

with flow-entities directly, the sink-to-entity communication is straightfor-

ward. However, in case of any exception of the above, the communication 

can still take place through distributed collaboration. Entities communicate 

with the logical-sink in the reverse path via overlay hop. Entities that are not 

part of a specific cluster can collaborate with other entities to enable entities 

to reach nearby logical-sink. Sink-to-sink communication inside a logical 
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network can be further divided into two: physical and virtual sink-to-sink. A 

PubSub messaging communication model has been employed to enable 

communication between sinks, thus achieving synchronization between 

sinks (chapter 5). Furthermore, if there is Sn (>=2) number of physical sinks 

inside a logical-sink and the total number of logical-sinks is L; the total 

number of exchanged messages can be calculated by the following formula: 

 

    … … … (1) 

Nc is the total of clusters and M is the total messages required per second.  

Furthermore, each logical-sink requires (L-1) PubSub messages to synchro-

nize between logical-sinks. Publication I details how this is achieved. 

 

 

 

 

 

 

 

 

 

 

 

Figure 11: Communication between entity and sink 

 

 

 

 

 

 

 

 

 

 

Figure 12: Communication between sinks 

4.5.2 Implementation 

An entity can be either mobile or fixed. Both types of flow-entities have 

been taken into consideration as part of the implementation. The logical-sink 

controls and manages flow-entity traffic, which is also a gateway to the In-

ternet. The flow-table of a flow-entity contains flow-entries and flow routing 
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is decided by the action sets. Flows are defined by the match fields and in-

struction fields dictate the way in which the flow of context information 

should be routed; updating of flows is handled by the statistics field. Flows 

of context information from flow-entities are matched in each flow-entry; 

flow-ID is defined by the instruction set if not already existing, and flows are 

updated by statistics. Statistics is responsible for checking if the current flow 

matches the past flows; otherwise for any mismatch a new flow-ID is de-

fined. Flows are then forwarded to the logical-sink which includes the flow-

ID and the logical-sink assesses flow-ID and returns the corresponding con-

text-ID. If no entity-ID is available for the flow-entity, an ID is assigned. If 

the contacted physical sink does not contain a context-ID for the current 

flow-ID, a corresponding context-ID is returned by communicating with 

other physical sinks. Matching for context-ID follows the Publish/Subscribe 

subscription algorithm that is described in section 5.3.1. The logical-sink 

updates the context flow-table with the entity-ID, flow-ID and context-ID. It 

further notifies other sinks by publishing all the changes in each sink and 

gets synchronized thereby. A new context-ID is defined in case a match for 

received flow-ID is not found and is then published to other networks. Any 

entity (person, device or service) interested in the context-ID can subscribe 

to the context-ID. The algorithm for the above is as follows: 

 

 Flow-entity match-fields define the flow and the action defines the 

flow-ID 

 Flow-ID is forwarded to the nearby physical sink S1 

 S1 resolves flow-ID and returns corresponding context-ID 

 S1 returns the entity-ID if not already assigned  

 S1 forwards the request to other physical sinks (S2, S3… Sn) if no 

match found in S1 

 If no context-ID is found then a new context-ID is defined and pub-

lished to other networks 

 Logical-sink returns the context-ID to the requested flow-entity 

 Regular and context flow-tables are updated by the logical-sink 

 Statistics check for any flow mismatch„ new flow-ID is defined in case 

of any mismatch   

4.5.3 Sample Scenario 

A MATLAB simulation-based model was shown as a sample implementa-

tion scenario where physically distributed entities were clustered logically 

based on context similarity. Context similarity was based on maximum 

string similarity in randomly created strings. Both mobile and fixed entities 

were taken into consideration to illustrate the logical-clustering concept. 
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Figure 13 illustrates a sample MATLAB implementation. This highlights 

how logical-clustering of entities based on context similarity can be realized. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13: Sample scenario 

4.5.4 Entities Joining 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 14: Entities joining 

Figure 13 showed a sample scenario for a static environment, i.e. entities 

joining were not considered. This is shown in Figure 14 where 10 entities 

(depicted by the numbers 1 to 10) join the existing network. This particular 

scenario illustrates that entities (1 and 9) have joined an existing cluster; 

entities (3, 5, 6, 7 and 10) and the rest of the entities have created two new 

clusters respectively. Different colours distinguish them. Flow-IDs of the 
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newly joined entities are sent to the nearby sinks and all logical-sinks share 

the available context-IDs and logical-sinks possess knowledge about each 

context-ID. Whenever a match is found for a context-ID, new entities sub-

scribe to the context-ID. If no match is found, logical-sink defines new con-

text-ID based on the received flow-IDs and context similarity. 

4.6 Model Checking 

The system model that was presented in the section 4.5 has been verified by 

the combination of PROMELA and SPIN. This combination was explored 

earlier for simulation and verification of the system model in [66][67][68]. 

This combination offers versatility and is very useful for model checking 

which has been used extensively for modelling and verifying communication 

protocols [43]. Figure 15 depicts the flow chart of the proposed model as 

explained in section 4.5.2. 

4.6.1.1 Context-ID Match Algorithm 

The algorithm for context-ID matching is shown below and defines the 

mechanism for communication between entities and sinks. Flow sending and 

receiving from entities defined in the first process (proctype node), and the 

mechanism for logical-sink is defined in the second process (proctype sink). 

 

/*Algorithm for context-ID definition or matching*/ 

 

bool flow_id, entity_id, context_id; 

proctype node(chan in, out) { 

#define node_add  /*define address of the entity node*/ 

int flow; /*flow*/ 

bool chk;  

xs src_node; /*send channel of source node*/ 

xr sink_add; /*receive channel of sink*/ 

in?input_port,dst_add; /*Channel sends input port number 

and destination address*/ 

if 

:: (src_node == node_add && flow! =Null) -> out!flow; 

goto flow_match; /*if address is authenticated and flow 

is not empty, send flow to check for context information 

matching*/ 

fi; 

flow_match: in?flow 

if  
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:: (chk = true) -> goto flow_send2flowtable; /*if flow 

is for matching, send to flow table*/ 

:: (chk = false) -> goto flow_drop; /*check if flow is 

to be dropped*/ 

fi; 

flow_drop: in?flow 

if 

:: (chk = true) -> skip; /*flow is dropped*/ 

:: (chk = false) -> flow_send2sink; /*Context infor-

mation is forwarded to the nearby physical sink*/ 

fi; 

flow_send2flowtable: in?flow 

if 

:: (input_port == 1) -> write(match_fields); /*If flow 

is not empty, update the match fields*/ 

:: (input_port == 2) write(instructions_set); /*Update 

instructions set and define the flow-ID*/ 

:: (input_port == 3) write(stat); /*Update Statistics- 

store flow information*/ 

:: goto flow_send2sink; /*flow is ready to be sent to 

the nearby sink*/ 

else -> skip; /*Drop flow, if empty*/ 

fi; 

flow_send2sink: in?flow 

read(sink_add); /*Get the address of the nearby sink*/ 

read(match_fields); /*Check the match fields for flow*/ 

read(instructions_set); /*Check for flow-ID*/ 

read(stat); /*Check for any flow mismatch*/ 

if 

:: (flow_id = true) -> goto context_flowtable; /*If 

flow_id is found then insert to the context flow table*/ 

fi; 

context_flowtable: 

read(instructions_set);/*Update the context flow table’s 

flow-ID field*/ 

end; /*End the process*/ 

} 

proctype sink(chan in,out) { 

#define dst_add /*Define the current sink address*/ 

if(dst_add == sink_add && flow! =Null) -> goto 

flow_match; /*If the sink address is authenticated and 

flow is not empty, then check for flow matching*/ 

fi; 

flow_match: in?flow 



33 

 

read(match_fields); /*Check the match fields for flow*/ 

read(instructions_set); /*Check for flow-ID*/ 

read(stat); /*Check for any flow mismatch*/ 

if 

:: (flow_id = true) -> out!context_id /*If flow-ID 

matches any existing context, send the context-ID*/ 

:: (entity_id = false) ->write(entity_id) /*If no enti-

ty-ID is assigned, assign the entity-ID*/ 

:: out!entity_id; /*Send the entity-ID*/ 

:: goto context_flowtable; /*Go to the context flow ta-

ble to update the table fields*/ 

:: goto publish; /*Go to publish if context-ID is ready 

to be published*/ 

::else goto sink_n; /*If flow does not match any con-

text-ID in the current sink, go to other sinks*/ 

fi; 

sink_n: in?flow_id 

if 

:: (flow_id = true) -> out!context_id /*If flow-ID 

matches any existing context, send the context-ID*/ 

:: goto context_flowtable; /*Go to the context flow ta-

ble to update the table fields*/ 

:: goto publish; /*Go to publish if context-ID ready to 

be published*/  

::else write(context_id); /*If no context-ID found for 

the flow, define a new context-ID*/ 

fi; 

context_flowtable: in?flow_id,entity_id,context_id 

write(stat); /*Update the statistics with IDs*/ 

publish: in?context_id  

if 

:: (context_id = false) -> write(context_id); /*If con-

text-ID is not yet published, publish the ID*/ 

fi; 

end; /*End the process*/ 

} 

init { /*Initialize the processes*/ 

 chan send = [2] of {int, bool}; /*Send channel would 

carry two different type of messages*/ 

 chan rcv = [2] of {int, bool}; /*Receive channel would 

carry two different type of messages*/ 

 run node(send,rcv); /*run the node process*/ 

 run sink(send,rcv); /*run the sink process*/ 

} 



34 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15: Flow chart 

4.7 Summary 

This chapter explored the main contribution towards the creation of architec-

ture capable of real-time and scalable communication for distributed cluster-

ing of entities. The chapter detailed requirements for such a solution and its 

feasibility in answer to research sub-question I. A two-tier H-DHT model 

along with physically distributed but logically synchronized sinks, i.e. logi-

cal-sink, was proposed. A DHT overlay-based solution was explored to ena-

ble logical-sink and DCXP protocol was exploited. This will be explored in a 

later chapter. The chapter further proposed an algorithm to enable logical-

clustering which can be achieved by incorporating SDN (this is a future 
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work). The chapter then showed a sample scenario of the proposed concept 

based on a MATLAB simulation. The chapter ended by providing verifica-

tion of the model by employing a PROMELA and SPIN combination. Fur-

ther reading on this chapter can be found in publications I and II. The archi-

tecture demonstrated in this chapter is the main artefact of this thesis; how-

ever, there are other artefacts that are required to be developed to realize the 

main artefact. The following two chapters (5 and 6) demonstrate two such 

artefacts and finally chapter 7 illustrates the network performance of the 

logical-clustering topology based on an ns-3 simulation.   
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5 Distributed Publish/Subscribe Model 

Section 2.5 discussed earlier approaches to enable dissemination of context 

information and further presented the need for new and improved models to 

enable heterogeneous context information dissemination. In response, this 

chapter presents a distributed PubSub to fulfil the requirements for scalable 

heterogeneous context information dissemination. The chapter explores and 

further extends the DCXP protocol to enable a scalable PubSub model (see 

publication III) within the MediaSense framework. Furthermore, the model 

was evaluated to counter the dynamic environment (see publication IV). The 

PubSub algorithms were evaluated on a scalable peer-to-peer based platform 

namely MediaSense. The chapter introduces a DCXP-enabled MediaSense 

platform and then demonstrates the viability of MediaSense in the logical-

clustering approach. The chapter then proceeds to describe algorithms to 

enable the scalable PubSub model and an evaluation of the approach con-

cludes.  

5.1 Overview 

Figure 5 showed a typical PubSub model. Usually a publisher publishes to 

the event dispatcher which in turn notifies the subscribers about events. The 

event dispatcher is also responsible for notifying subscribers about event 

changes. Event changes could be new values about subscribed events or 

deletion of the subscribed items. Furthermore, equation 1 is responsible for 

synchronizing a logical-sink. The total number of messages, M, is the deter-

miner for logical-clustering synchronization. HyperFlow can achieve at most 

PubSub 1000 messages per second in its PubSub model. In chapter 7, it can 

be seen that because of the random movement of entities and interferences 

there were some inconsistent results. As there was only one sink in the de-

signed network, multiple sinks might resolve the issue as seen in other ap-

proaches [45]. Moreover, dispatching clustering identification in logical-

clustering requires employing a PubSub model. Clustering identifications are 

dispatched on the event dispatcher and interested entities subscribe to the 

clusters.  
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5.2 DCXP-Enabled MediaSense platform 

Section 4.4 described DCXP and MediaSense. MediaSense uses a p2p infra-

structure and is implemented in JAVA. DCXP is employed to distribute 

information between all the entities that are using the platform. Figure 16 

gives a sample scenario where two entities are engaged in context infor-

mation sharing. Entity A registers a UCI in MediaSense using the Registra-

tor class and entity B resolves the UCI by using the Resolver class to fetch 

context information associated with the resolved UCI. However, an entity 

needs to know the UCI prior to resolving (this has been resolved now in 

paper V).   

 

 

 

 

 

 

 

 

Figure 16: MediaSense registering and resolving UCI 

5.3 Approach 

The modelling of a PubSub model within the DCXP-enabled MediaSense 

framework is enabled through entity registering as UCI and interested enti-

ties resolving the UCI. This is shown in Figure 17. Here, entities refer to 

sinks in logical-sink. Entity can be realized as logical-sink too. This is possi-

ble because of the versatility DCXP offers. An entity can register several 

UCIs with the help of DCXP in MediaSense. This flexibility enables an enti-

ty to register, i.e. publish information to different entities at the same time. 

The information communicated could be the same for different entities or 

different for the same entity. In this approach a logical-sink registers itself as 

UCI and the context-IDs (clustering identifications) associated with the logi-

cal-sink as UCI data. Another logical-sink residing remotely resolves the 

UCI and fetches the context-IDs. This is shown in Figure 18. Logical-sink is 

responsible for collection of context information from distributed entities, 

e.g. sensors, mobile devices and other physical objects that produce context 

information, and are responsible for creating the context-IDs based on the 

context similarity (see Figure 17). Logical-sink needs to be synchronized as 

well: i.e. changes in a physical sink should be synchronized with other phys-
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ical sink(s). This synchronization can be achieved by the MediaSense Pub-

Sub model too. Figure 19 illustrates this. In this later case, a physical sink is 

registered as UCI and changes inside the sink are shared with other physical 

sinks over MediaSense. When a sink (either physical or logical) subscribes 

to a UCI, the sink is entitled to fetch current and continuous information 

from the subscribed UCI. Therefore, the approach could be evaluated for 

both these purposes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 17: DCXP-enabled MediaSense as PubSub model 

 

 

 

 

 

 

 

 

 

 

Figure 18: Approach to utilizing MediaSense 

However, the current DCXP-enabled MediaSense implementation does not 

support the registration of context information along with the UCI at the 

same time. Rather it collects context information and this is sent over Medi-

aSense as a message by invoking DCXP SET and GET primitives. This ap-

proach incurs delay in publishing and subscribing context-IDs as there could 

be millions of context-IDs to be published and subscribed. Hence, the Medi-

aSense platform has been extended in such a manner that the context infor-

mation can be registered at the same time as UCI. Therefore, whenever a 

sink is registered, its context information is also registered in parallel. This 
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enables faster and real-time synchronization of context information. Also, 

changes in the sink can be updated with the MediaSense Updater class. Al-

gorithms for publishing and subscriptions are shown in section 5.3.1. 

 

 

 

 

 

 

 

 

 

 

Figure 19: Logical-sink synchronization 

5.3.1 Algorithms 

Figures 20 and 21 show the algorithms for UCI and context information 

publishing and subscription. The algorithm for publishing begins by initializ-

ing the MediaSense platform and starting the MediaSense bootstrap node. 

The node needs to be initiated only once inside a network (see Figure 9). The 

time needed to set MediaSense up is not included in the evaluation, since it 

is assumed that MediaSense entities are already up and running. The algo-

rithm next checks if the UCI is registered. UCI is updated with new and old 

context information if it is already registered. Otherwise, UCI is registered 

along with its context information. The registered UCI can be deleted and a 

logical-sink in essence can register multiple UCIs at the same time. This 

gives flexibility; for example, an entity acting as both physical sink (part of 

logical-sink) and logical-sink (while communicating with other logical-

sinks) can communicate with other entities using different UCIs. The regis-

tered UCIs are saved on the MediaSense platform which means the context 

information is never lost, as long as the UCI is not deleted, when an entity is 

down or fails. This guarantees no central point of failure. 

Figure 21 shows the algorithm for resolving UCI for subscription. The algo-

rithm first resolves the context information from the UCI if it exists. The 

algorithm then fetches context-IDs until the list is empty. The context-ID 

that is to be subscribed is then checked against the fetched context-IDs and a 

notification message sent to the subscription requestor when a match is 

found. If the UCI to be resolved is non-existent then a message is sent that 

UCI does not exist.  
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Figure 20: Algorithm for UCI and context information registration 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 21: Algorithm for resolving UCI and context information  

Algorithm UCIRegistration for publishing 

Initialize MediaSense platform 

Run the MediaSense bootstrap node 

if UCI is not registered then 

 Invoke Registrator class 

Initialize registration and add UCI invoking MediaSense 

platform’s registerUCI method 

Add context information 

else if 

Invoke Updater class 

Initialize Updating and update UCI invoking MediaSense 

platform’s update method 

Update context information 

end if 

end UCIRegistration 

Algorithm UCIResolve for subscription 

Initialize MediaSense platform 

if UCI exists then 

 Invoke Resolver class 

 Initialize resolve and resolve UCI invoking MediaSense plat-

form’s resolveUCI method 

 Resolve context information 

while context-ID list is not empty 

get context-ID 

if list contains context-ID 

subscription matched 

end if 

 end while 

else if 

 UCI does not exist 

end if 

end UCIResolve 
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5.4 Evaluation 

This section presents performance measurements of the approach demon-

strated in this chapter. The approach, i.e. a distributed PubSub model, is thus 

evaluated and compared with earlier approaches with respect to mostly 

quantitative aspects such as the number of event messages published, time 

required for subscription matching, etc. The evaluation reflects one of the 

goals of this thesis, which is to share context information fast and in real 

time. The evaluation starts by depicting extended MediaSense performance 

in relation to current MediaSense. The performance of the PubSub model 

can be divided into two parts: (i) PubSub for the context-IDs sharing in logi-

cal-clustering for which each published context-ID is matched for subscrip-

tion and (ii) PubSub for logical-sink synchronization for which all the 

changes are published to the other physical sinks.  

 

Table 2: Required time for publishing 

# of published 

context-IDs 

Current 

MediaSense 

Extended 

MediaSense 
% improvement 

1000 7.34 ms 4.17 ms 76 

10000 8.93 ms 5.37 ms 66 

100000 10.74 ms 6.23 ms 72 

200000 11.65 ms 6.69 ms 74 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 22: Publishing time difference in MediaSense (current vs. extended) 
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5.4.1 Current vs. Extended MediaSense 

Adhering to current MediaSense means that each context-ID needs to be 

registered as UCI for sharing context-IDs. This would sustain delay. Table 2 

summarizes the time required to publish items, i.e. context-IDs on current 

and extended MediaSense platforms. It can be clearly seen that current Me-

diaSense takes longer than the extended MediaSense- if context-IDs are pub-

lished as UCIs. Therefore, it is efficient to register context-IDs as context 

information and sink as UCI. This would give an improvement of nearly 

74%. Figure 22 illustrates this.  

5.4.2 MediaSense for Logical-Clustering 

The PubSub model that was explored by HyperFlow and initially proposed 

for logical-clustering could communicate a maximum of 1000 messages/sec 

for PubSub events. However, improved results have been achieved with this 

distributed PubSub model. It can support as many as 3537 messages/sec. 

This particular result has been obtained by running the PubSub for one se-

cond and the result is the average for multiple simulations. The rest of this 

section will demonstrate the performance of the PubSub model for various 

scenarios and under the assumption that all the MediaSense entities are al-

ready up and running. In order to evaluate its performance three PCs were 

used with one PC acting as host sink and the remaining two as recipient 

sinks. The results were obtained by simulating multiple times and the aver-

age results are presented. Subscription matching time is shown in logarith-

mic scale and in milliseconds (ms).  

Figure 23 shows an evaluation of the designed PubSub model for different 

numbers of published context-IDs. For this particular scenario, each of the 

published context-IDs is matched for subscription on the recipient sinks. 

Both sinks demonstrate similar performance. The PubSub model provides 

PubSub messages per second of around 2911, 1789, and 931 for context-IDs 

size of 10K, 50K, and 100K respectively. As expected, with the increase size 

of published items, i.e. context-IDs, time for subscription matching increases 

and number of messages per second decreases. However, PubSub messages 

per second are reduced only by one-third (33%) whereas the magnitude of 

the context-ID increases ten-fold (900%). Subscription matching usually 

suffers when published items increase, as demonstrated by earlier models 

[51][54][69][70].  

Figure 24 shows the performance for subscription matching for context-IDs. 

Similar performance is demonstrated by both sinks. Subscription matching 

increases by 86% for a hundred-fold increase in published items.  

Figure 25 shows subscription matching time for a single context-ID. The 
i
th 

context-ID is matched from i-size of the context-ID. Interestingly, in this 

particular case sinks demonstrate slightly different performance. The differ-
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ence can largely be seen at the beginning (for 100K) and for 1 million. It 

took 8.76 ms to match the one-millionth context-ID. Most of the existing 

PubSub models are centralized and fail to scale well in the distributed sce-

narios. However, distributed PubSub model such as the PARDES large-scale 

PubSub system [69] demonstrated that one publication can be matched in 

4.25 ms for 200K subscriptions, although for this designed distributed Pub-

Sub model within the MediaSense framework subscription is matched 

against published items and the result illustrates that it takes 7.71 ms to 

match 200,000
th
 item for 200K published items in real time. This increase is 

perhaps because of the time required to resolve UCI with large context-IDs. 

In Figure 26, it can be seen that PARDES increases by 54%, 89%, and 125% 

when subscriptions increase from 25K to 50K, 50K to 100K, and 100K to 

200K respectively. The increase rate is very large compared with Media-

Sense‟s PubSub model which increases nominally by about 7%. PARDES 

failed to demonstrate results beyond 200K and if minimum increase rate is 

taken into consideration (as PARDES always demonstrates higher increase 

rate compared to MediaSense) and plotted then PARDES takes over Media-

Sense from 500K and beyond. The PubSub model within MediaSense exhib-

its 99% improvement compared with PARDES for 2 million context-IDs 

matching. This result signifies that the designed and developed distributed 

PubSub in this chapter satisfies the distributed large-scale scenario. 

Table 3: Subscription matching 

# of 

context-

IDs  

 

Le Subscribe 

(Counting) MediaSense 
% improve-

ment 

500 K 85 ms 14.76 ms 476 

1 million 350 ms 16.22 ms 2058 

Table 4: PubSub messages/sec 

# of 

context-

IDs  

 

Le Subscribe 

(Counting) MediaSense 
% improve-

ment 

15 K 621 3151 407 

1 million 7 91 1200 

 

The scalability efficiency can further be seen from Table 3 and 4. As men-

tioned earlier, PubSub messages/sec decrease with an increase in published 

items. The PubSub model outperforms Le Subscribe‟s countering algorithm 

which is a very efficient and fast PubSub system [51]. This PubSub model 

achieves 2058% and 1200% increase in subscription matching and PubSub 
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messages/sec respectively. Although other algorithms of Le Subscribe per-

form better than its counting algorithm, they exclude a proportion of sub-

scriptions to achieve this. This approach is in contrast to the approach illus-

trated in this chapter and does not exclude any context-ID (i.e. subscription); 

hence other algorithms were not considered for comparison.   

  

 

 

 

 

 

 

 

 

 

 

 

Figure 23: PubSub messages per second 

 

 

 

 

 

 

 

 

 

 

Figure 24: Subscription matching 

 

 

 

 

 

 

 

 

 

 

Figure 25: Subscription matching for i
th

 item 
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Figure 26: Subscription matching time comparisons 

5.4.3 MediaSense for Logical-Sink 

Logical-sink synchronization does not require matching for published items. 

Logical-sink synchronization implies that each physical sink within logical-

sink communicates with other sinks. As many as 9032 event changes per 

second can be obtained if no matching operation is required. This is a further 

improvement by a factor of nearly three (about 155% in percentage terms) 

compared with PubSub messages per second. This number corresponds to M 

in equation 1 which determines how many sinks and clusters can be pro-

cessed per second. This overwhelming number makes the designed PubSub 

model a very competent and efficient tool in current and future IoT, especial-

ly for the purpose of logical-clustering. 

5.4.4 Dynamism in PubSub  

A dynamic environment was not considered for the above evaluations alt-

hough it is one of the challenges in any distributed real-time communication. 

In the light of this, this section examines if the designed PubSub model can 

fulfil the demand of future IoT dynamism. The PubSub model was further 

extended to counter the dynamism in PubSub. The performance evaluations 

are shown in the remainder of this section. Figure 27 shows the context-ID 

insertion scenario for a solved UCI. The time for insertion increases with the 

increased number of context-IDs and this is to be expected. Average time for 

context-ID insertion increases by merely 40% for a 9900% increase in the 

number of context-IDs. Furthermore, this increase follows particular pat-

terns; for example, context-ID increases by about 6% when the size of con-

text-ID increases from 5K to 10K, 10K to 20K and 50K to 100K. This pat-

tern could be very significant in IoT as it allows prediction of the outcome. 

Table 5 shows this.  
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Figure 27: Average time for context-ID insertion (I) 

Table 5: Insertion time % increase 

# of context-

IDs increase 

1K to 

5K 

10K to 

20K 

 

20K to 

50K 

 

50K to 

100K 

1K to 

100K 

% increase in 

average time 

for insertion 

15 6 
 

4 

 

5 
40 

 

Table 6: Published time % increase (I) 

# of context-

IDs increase 

 

1K to 

2K 

 

5K to 

10K 

 

10K 

to 

20K 

 

20K 

to 

30K 

 

25K 

to 

50K 

 

50K to 

100K 

 

100K to 

200K 

% increase in 

published 

time 
6 6 

 

5 

 

4 

 

4 

 

4 6 

Table 7: Published time % increase (II) 

# of context-

IDs increase 

 

1K 

to 

5K 

 

2K 

to 

10K 

 

10K 

to 

50K 

 

25K to 

100K 

% increase 

in published 

time 

18 17 16 

 

12 
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Table 8: Subscription matching % increase (I) 

# of context-

IDs increase 

 

1K 

to 

5K 

 

2K 

to 

5K 

 

5K 

to 

10K 

 

10K 

to 

25K 

 

25K 

to 

50K 

 

50K to 

100K 

% increase 

in 

subscription 

matching 

15 20 18 

 

 

19 

 

 

15 

 

 

14 

Table 9: Subscription matching % increase (II) 

# of context-

IDs increase 

 

100K 

to 

200K 

 

250K 

to 

500K 

 

500K to 

1 m 

 

1 m 

to 2 

m 

% increase in 

subscription 

matching 

10 9 9 

 

11 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 28: Average time for context-ID insertion (II) 

Figure 27 has been evaluated with very small stored context-ID, and in fig-

ure 28 it is further investigated if stored context-ID for a UCI has any impact 

on average context-ID insertion. Thus the number of stored context-IDs in a 

UCI increases from 1 to 100K and the average time for context-ID insertion 

varies merely by around 3% and by just 7% when the number of stored con-

text-IDs in a UCI increases from 1 to 100K. These numbers are minimal 

compared with the increase in stored context-ID and do not represent a bot-

tleneck for context-ID insertion. 
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5.4.5 Prediction in PubSub 

The above evaluations suggest that results usually follow specific patterns. 

For example, time for subscription matching and published items increases 

nominally with a visible pattern. In the light of this, this section examines if 

any formula can be defined which would help to pre-determine the outcome 

of the results as in equation 1. The real-time IoT is always dynamic and it is 

a great advantage if the PubSub model is able to predict the outcome. This 

intelligence in the PubSub model offers flexibility with respect to predictions 

such as the time for subscription matching and published time increase.  In 

Table 6, it can be seen that published time increases between 4% and 6% for 

a 100% increase in the context-ID size. This can also be seen from Table 7. 

For example, published time increases by about 5±1% for each 100% in-

crease in published items. The increase is about 16% to 18% when published 

items increase by 400%. Therefore, the following formula for published time 

increase can be formulated in the designed PubSub model: 

 

 ... … … (2) 

 

   where P_Ti is the published time increase and P_If is the percentage in-

crease factor (for example, for a 100% increase P_If would be one and for a 

400% increase P_If would be four). Equation 2 would allow prediction of the 

nearest time for published items. Time for subscription matching usually 

varies, as seen from Table 8. This could be related to the PubSub model‟s 

battle for bandwidth for resolving UCI. This battle for bandwidth might not 

provide any stable equation for subscription matching.  Nevertheless, tables 

8 and 9  make it possible to formulate a near optimal equation for subscrip-

tion matching.  

  

        … … …    (3) 

 

 is the subscription matching increase. Equation 3 is true only when 

each published context-ID is matched. However, in Table 8, it can be seen 

that subscription matching increases by about 10% for 
i
th context-ID sub-

scription matching from i-size of the context-ID. These formulas are very 

advantageous for creating self-organized systems where a system adminis-

trator can program the system so that it evolves correctly. They also enable 

assessment of the system to see if any fluctuation occurs.  
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5.5 Summary 

Enabling distributed context information sharing in logical-clustering ap-

proach requires exploring the Publish/Subscribe messaging model. This 

chapter presented a PubSub model which satisfied requirements for dissemi-

nating scalable and fast context information in real time. The chapter first 

depicted the algorithms which enable a distributed PubSub model. It ad-

dressed research sub-question ii. The chapter then provided an evaluation of 

the PubSub model in the form of simulations which were performed for dif-

ferent scenarios on different PCs. Simulation results suggest that the ap-

proach depicted in this chapter enables a fast, dynamic and scalable PubSub 

model. Furthermore, the simulation results were compared with earlier ap-

proaches and proved that the designed PubSub model within the MediaSense 

framework performs better than the approaches presented in section 2.5. The 

contributions of this chapter can be found in detail in publications III and IV. 

Moreover, analysis of the simulation results meant some formulas could be 

formulated which allow prediction of the PubSub model‟s outcome. Being 

able to disseminate distributed context information as presented in this chap-

ter counters two of the major challenges in the logical-clustering approach. 

A solution to two of the challenges, i.e. disseminating context-IDs (cluster-

ing identifications) and synchronizing physically distributed sinks, has been 

provided in this chapter. However, the dissemination and synchronization 

evolution, i.e. management of the overall system, should be done with mini-

mal intervention from outside sources. The next chapter discusses adapting 

to dynamic changes and enabling correct evolution, i.e. supporting self-

organization within logical-clustering.  
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6 Supporting Self-Organization towards 
Enabling Autonomic Management of IoT 

Section 2.6 motivated, by means of a discussion based on current theories 

and related work, the need to provide support for self-organization that leads 

to autonomic computing. Massive immersion of entities from heterogeneous 

networks needs appropriate management via capable managers, i.e. sinks. 

However, the sinks are required to provide the capabilities that support self-

organization. In response, this chapter describes the design and development 

of algorithms that support self-organization in logical-clustering approach 

(see paper V). The eventual goal is to enable autonomic management with 

minimal intervention from outside sources. 

The chapter first discusses self-organization support for logical-clustering. 

The chapter then depicts the algorithms that are responsible for implement-

ing the capabilities necessary for the self-* aspect of an autonomic manager 

(sink). The chapter evaluates the algorithms by means of simulation to 

demonstrate the performance of the developed algorithms. A detailed discus-

sion about this chapter can be found in publication V.  

6.1 Overview 

Figure 6 showed the structure of an autonomic entity inspired by the IBM 

vision. Several self-* capabilities constitute a self-organized system. How-

ever, these self-* capabilities can be summed into the four aspects of auto-

nomic computing i.e. self-configuration, self-optimization, self-healing, and 

self-protection. Table 10 analyses each of these self-* aspects. A manager or 

sink manages these self-* aspects of a self-organized system. This facilitates 

collaboration with other organized entities and/or outside sources (e.g. hu-

man administrator or another sink). Such a manager aids analysis, planning 

and execution of the high-level objectives (policies) set by outside sources 

and it further permits an organized element to cooperate with another orga-

nized element inside the system. Here, the manager corresponds to a sink in 

the logical-clustering approach and can further be comprehended as an IoT 

controller as depicted in Figure 4. 
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Table 10: Self-aspects of an autonomic entity [58] 

Aspects Capabilities 

Self-Configuration 

A new entity joins; advertises itself and 

discovers other entities 

Adjusts and integrates automatically and 

seamlessly according to the high-level 

objectives (policies) set by outside 

sources 

Self-Optimization 

An entity should be able to optimize the 

local operation parameters according to 

global policies set by outside sources 

Learning and altering policies adapted by 

others 

Should be able to adjust in case of policy 

conflict 

Self-Healing 

Reconfigurations of the entities in case 

of failures 

Redeem for configuration and 

optimization failures 

Self-Protection 

An entity should be able to protect itself 

from outside and undesirable attack 

Ensures security for communication 

between entities 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 29: Life-cycle of an autonomic computer 

An autonomic manager or sink first of all analyses whenever an entity joins 

the system, then plans actions to be performed and finally executes based on 

the global objectives initially set by outside sources. This activity of joining 

and execution is considered as a control loop (the red arrows in Figure 30 

correspond to this). To sum up, these behaviours i.e. self-* capabilities of 

autonomic computing resemble a control loop which is executed based on 

the identified policies. This is shown in Figure 29. The policies (objectives) 
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are responsible for implementing the self-* capabilities. These policies are 

included within the system initially by outside sources; new policies are 

added and adopted as the system evolves and comes across new problems. 

Addition and adoption usually require learning, i.e. awareness (through at-

taining knowledge) of each organized entity.  

This chapter, as outlined in publication V, focuses on designing and develop-

ing the self-* aspects to support self-organization with logical-clustering 

topology, thereby enabling autonomic computing of IoT. However, this 

chapter does not focus on the self-protection aspect, which is beyond the 

scope of this thesis. The correctness of the designed and developed algo-

rithms is demonstrated on an IoT platform, MediaSense. That means the 

MediaSense platform has been explored as a manager, i.e. autonomic man-

ager as shown in Figure 30. The goal is to enable an IoT controller by ex-

ploring the DCXP-enabled MediaSense. To this end, three self-* aspects 

have been developed and added as extended primitive functions to the exist-

ing DCXP-enabled MediaSense platform. Section 6.2 describes how self-

organization can be supported in logical-clustering by employing the auto-

nomic computing concept. Chapter 5 portrayed how MediaSense can be 

utilized for the logical-clustering concept. However, MediaSense as an IoT 

platform does not possess all the competences that an SDN controller re-

quires, and so it can be considered here as an IoT controller similar to that 

shown earlier in Figure 4. 

6.2 Self-Organization Support for Logical-Clustering 

Logical-sinks are fundamental in the logical-clustering topology as discussed 

earlier in chapter 4 (see section 4.3) as sinks are required to provide func-

tionalities for controlling (creation, insertion, deletion) the clusters. Sinks 

further require discovering and collaborating with other available sinks, and 

should also self-organize. In a dynamic and real-time IoT, it is of great im-

portance that sinks are able to organize themselves with minimal support 

from outside sources. Furthermore, logical-clustering topology involves real-

time communication where it is imperative that it evolves correctly and au-

tomatically in real time. A sink, as in any other system, first joins the system 

which is also the first operation in the control loop. The MediaSense plat-

form analyses the policies associated with the join request. During this oper-

ation, the MediaSense platform implements the self-* algorithms. The sink is 

adapted based on the outcome of the algorithms after which the sink is ready 

for execution. The platform is aware all of these actions as specified in Fig-

ure 30. The operations demonstrated in Figure 30 can be summed up as fol-

lows: 
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 A sink joins 

 Platform analyses the policies, i.e. evaluates the self-* algorithms 

 Platform further adapts the sink based on the policies‟ outcome 

 Sink is ready for execution (after this stage sink is said to be orga-

nized sink) 

 Platform has awareness of all these actions 

 

Figure 31 shows how the concept can contribute towards enabling autonom-

ic management of IoT by incorporating MediaSense as an IoT controller. An 

entity, i.e. a thing in IoT, will be connected to the scalable and versatile Me-

diaSense platform and will be organized by the self-* algorithms automati-

cally. The algorithms that implement the self-* capabilities are shown in the 

following section 6.3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 30: Supporting self-organization with logical-clustering 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 31: Autonomic management of IoT 
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6.3 Self-* Capable Algorithms 

As mentioned earlier the self-protection aspect has not yet been explored, 

and therefore the rest of the self-* aspects (self-configuration, self-healing, 

self-optimization) are described below. 

6.3.1 Self-Configuration 

Self-configuration means that an entity should be able to configure itself 

whenever the entity joins. The self-configuration as illustrated in Table 10 

necessitates that it should be able to announce itself and discover other 

available entities or let others discover them inside the system. The goal of 

this self-* aspect is to ensure automatic and seamless integration with the 

joined system. This particular goal of the self-organization system has been 

achieved via employing the PubSub model which was illustrated in section 

5.3. A new primitive function was designed and developed by extending the 

DCXP protocol, namely joinUCI, to achieve the goal. A bootstrapping node 

needs to be initialized before any communication can take place in Media-

Sense. This bootstrapping node has been exploited to define a global pub-

lisher, i.e. global_uci in MediaSense, and each entity whenever attempts to 

join the platform by employing the extended joinUCI primitive function 

automatically subscribes to the publisher without knowing which entity cur-

rently provisions the global_uci (see Figure 32). This newly joined entity is 

seamlessly integrated with the global_uci and existing entities are automati-

cally discovered after a certain time.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 32: Discovering entities 

Several steps constitute the self-configuration algorithm. The steps are listed 

below:  
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 Sink joins 

 Configure global_uci (at beginning on MediaSense bootstrap entity) 

 Sink configuration 

 Check for self-healing, i.e. re-configuration 

 Discover other sinks   

Each of the algorithms is depicted in the following figures.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Algorithm registering global_uci 

begin 

  initiate bootstrap_MediaSense 

  if global_uci exists 

    renew global_uci 

  elseif 

    register global_uci (based on PubSub’s pub-

lisher algorithm) 

  endif 

  run bootstrap_MediaSense 

  start P2P Communication on the bootstrap IP 

address and bootport 

end 

Algorithm sink_join 

begin 

  create an instance of MediaSensePlatform 

  initialize platform with network settings 

(Bootstrap IP address, bootport, local port) 

  while MediaSense is bootstrapped 

    declare UCI (i.e. identity of the node) 

    invoke MediaSensePlatform’s joinUCI 

     if MediaSensePlatform’s selfHealing is true 

      if the UCI is not listed on global_uci 

       publish on global_uci by invoking       

MediaSensePlatform’s config method 

       return the UCI’s current configuration 

status 

      endif 

     elseif 

      register the UCI on MediaSense platform 

      publish on global_uci by invoking Media-

SensePlatform’s config function 

     endif 

    invoke MediaSensePlatform’s selfConfiguration 

    synchronizes with the existing UCIs every T 

seconds 

  endwhile  

end 
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Figure 33: Self-configuration algorithms (a, b, c) 

Figure 33(a) illustrates the algorithm for configuring and exploiting glob-

al_uci as a publisher. Global_uci can be either merged or renewed depending 

on requirements (different situations might require a different policy) when-

ever MediaSense is bootstrapped. Global_uci is renewed for the approach 

depicted in this thesis which ensures a fresh copy of global_uci. Global_uci 

stores all the available sinks as published items and each entity that joins a 

MediaSense platform and invokes the MediaSense platform‟s selfConfig 

(see Figure 33(c)) primitive function is automatically subscribed to the glob-

al_uci. This is further illustrated in Figure 32. 

As mentioned previously, each sink that joins the MediaSense platform is 

recognized as UCI. Therefore, every time a new sink joins, it fetches all the 

available UCIs, i.e. sinks. Figure 33(b) depicts the algorithm for sink joining. 

In this process, at the beginning a sink must initialize the MediaSense plat-

form along with the network settings to utilize its functionalities. Sink identi-

fication is declared which is then used to join the platform. Before an entity 

can join the platform by invoking the joinUCI function a reconfiguration 

check is carried out which checks if the UCI attempting to join already exists 

with this particular sink- if so, then the sink is reconfigured with the previous 

configuration (see Figure 34), and if there is no identity duplication from this 

host then the UCI gets registered on the MediaSense platform and published 

on the global_uci which enables other sinks to discover it. By invoking the 

selfConfig function of MediaSense platform, the joined sink can automati-

cally discover other obtainable entities on MediaSense every T seconds. 

Discovery of sinks follows the idea presented for MediaSense‟s subscription 

(see Figure 21). A new primitive function, DISCOVER, in DCXP has been 

added to enable discovery. DCXP lacked this functionality, which is used to 

discover entities in DCXP-enabled platforms (paper V discusses this). First 

the global_uci is resolved by MediaSense‟s subscription algorithm. Each of 

Algorithm sink_discovery 

begin 

   resolve global_uci (based on PubSub’s sub-

scription algorithm) 

   read the subscribeable UCIs 

   store the UCI to the global_uci 

   update global_uci 

   merge or renew depending on the configuration 

    subscription is synchronized whenever this 

method is invoked 

end 
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the stored UCIs is read and the existing UCI is added to the global_uci, when 

the global_uci is resolved. Global_uci is updated after adding the current 

UCI. Based on the configuration requirement, global_uci is either merged or 

renewed. Whenever this function implementing this algorithm is invoked, 

subscription is matched. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 34: Algorithm for sink reconfiguration 

6.3.2 Self-Healing 

Reconfiguration of an entity in the case of failure is ensured by employing 

the self-healing algorithms. This also corresponds to the healing for the other 

two self-* aspects. Existence of UCI is checked via invoking the self-healing 

I. Algorithm sink_duplication_check 

begin 

  resolves the UCI 

  fetches associated information 

  if the sink id is found with the fetched 

information 

   returns true   

  elseif 

   returns false 

  endif 

end 

 

II. Algorithm sink_reconfigure 

 

begin 

  resolves the UCI 

  fetches associated information 

  if uci exists in the current MediaSense 

   reconfigure the node and fetch previously 

existing data 

  elseif 

   start uci registration 

   while register 

     invoke selfConfiguration 

   endwhile  

  endif 

end 
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function when an entity tries to join. Moreover, this algorithm is responsible 

for reconfiguring with a previous configuration whenever a down sink for 

some reason is up again. Figure 34 depicts the algorithm. Two parameters 

are required for the first part of the algorithm, namely the UCI and sink-ID 

which return a boolean value. In this procedure, it first resolves the UCI 

which fetches the information associated with this particular UCI. If the 

fetched information contains the host ID then this function returns true; oth-

erwise a false value is returned. The second part of the self-healing algorithm 

follows a similar procedure and requires resolving the UCI and its associated 

information. Following this, the algorithm reconfigures the sink with previ-

ously existing data if UCI exists on MediaSense. Otherwise, in the case of 

UCI‟s non-existence, UCI gets registered on the platform and selfConfigura-

tion is called so that it can execute the self-configuration algorithm as dis-

cussed in section 6.3.1.  

6.3.3 Self-Optimization 

An entity should optimize itself according to the policies set by the manager 

and self-optimization is responsible for such tasks. Self-optimization is fur-

ther required to ensure that each entity performs to its best ability and effi-

ciency. Here, this refers to optimizing context-IDs associated with logical-

sink. In the case of logical-clustering topology, this algorithm is employed to 

support autonomic dynamism. This refers to automatic insertion or deletion 

of context-ID which enables awareness in the sinks. Each sink is responsible 

for creating new context-IDs in real time; therefore, each is required to opti-

mize itself by injecting new context-IDs at regular intervals. Each sink is 

also required to remove context-IDs automatically if needed. Moreover, at 

times it might be necessary to remove a particular context-ID after a speci-

fied time, and the algorithm should have the awareness. Figure 35 demon-

strates the algorithm. Insertion and deletion of context-IDs are the two main 

parts of this algorithm. The algorithm resolves the UCI in the first part of 

this procedure, and checks if any new context-IDs are to be inserted. The 

class that implements the Insert ContextID Policies gets invoked, when there 

are next context-IDs found for insertion. Different policies may be executed 

depending on the requirement.  The policies automatically and periodically 

insert the new context-IDs, integrate seamlessly with existing context-IDs 

and synchronizes with other sinks, in the case of logical-clustering. Depend-

ing on requirements, a particular context-ID (if a timestamp for time to live 

(TTL) is attached) can be deleted or all context-IDs may be deleted; the al-

gorithms also deal with these events. The procedure executes these policies 

and optimizes the sink. 
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Figure 35: Algorithm for sink optimization 

6.4 Evaluation 

Several algorithms have been designed and developed to achieve the goal of 

this chapter; furthermore, two new primitive functions have been added to 

the DCXP protocol, namely joinUCI and DISCOVER. These two functions 

have been deployed in the extended MediaSense platform. This section pre-

sents the performance evaluation of the designed and developed algorithms 

for enabling self-* capabilities with logical-clustering topology. Measure-

ments are shown in logarithmic scale and in milliseconds; the mean µ and 

standard deviation σ values are depicted in tables. In terms of self-

organization the evaluation is divided into two. In the first part, time re-

Algorithm sink_optimization 

I. Insert context-ID 

begin 

  resolves the UCI 

  checks for new context-IDs 

  if new context-IDs are found 

    insert new context-IDs in the UCI and ad-

justs seamlessly with existing context-IDs 

    invoke Insert ContextID Policies  

  endif 

 end 

II. Delete context-ID 

begin 

  resolves the UCI 

  checks for context-IDs to be deleted 

  if context-IDs need to deleted 

    delete existing context-IDs in the UCI and 

adjusts seamlessly with existing context-IDs 

    invoke Delete ContextID Policies 

     if single context-ID with a TTL 

      delete context-ID 

     eleseif 

 delete context-IDs 

     endif 

    endif 

  endif 

end 
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quired for self-healing i.e. duplication check and reconfiguration, is not con-

sidered and only time required for self-configuration is considered, and the 

second part includes time required for self-healing (see section 6.3.2).  Me-

diaSense incurs a delay if self-* algorithms are employed. This, however, is 

what is expected of self-* algorithms, as an entity goes through the lifecycle 

of autonomic computing (see Figure 29 and Figure 30) en route to becoming 

organized, i.e. a managed entity. The performance, however, remains on a 

par with current MediaSense performance. 

 

Table 11: Entity-join performance 

 

 

 

 

 

 

Table 12: Entity discovery (dynamic) 

 

 

 

5000 nodes 
3000 nodes 1000 nodes 

Nodes 
discovered 4990 2997 1000 

Accuracy 99.8 % 99.9 % 100 % 

 

Table 13: Discovery accuracy (concurrent) 

 

 

 
µ 

Σ Accuracy 

3000 nodes 1699 110.4513 56.63 % 

2000 nodes 1195 97.4664 59.75 % 

 

Tables 11 to 13 illustrate performance evaluation of the algorithms for dif-

ferent scenarios. Table 12 indicates that discovery accuracy is very high and 

near to 100 % for all three simulated cases; however, these measurements 

were made when entities were joining sequentially, i.e. one after another. 

Concurrent entities joining were not considered where entities competed to 

  

MediaSense 

(Current) 

MediaSense 

(Self-

Configuration) 

MediaSense 

(Self-

Organization) 

µ 1.59 1.69 1.88 

Σ 0.0522 0.0459 0.0338 
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access MediaSense platform resources. Table 13 shows the discovery accu-

racy for 3000 and 2000 concurrent entities joining. Arithmetical mean is 

1699, 1195 and standard deviation is 110.4513, 97.4664; and the discovery 

accuracy drops to 56.63 % and 59.75 % respectively. This drop in discovery 

accuracy necessitates designing and developing a load-balancing and sched-

uling algorithm. Self-healing also provides 100% accuracy for duplication 

checks. More performance evaluations are discussed in detail in publication 

V.  

6.5 Summary 

One of the goals of this thesis was to make sure logical-clustering topology 

evolved correctly and automatically, i.e. optimized itself. The chapter pre-

sented the design and development of several algorithms to fulfil this partic-

ular goal. Although the optimization presented in this chapter still needs 

improvement (more policies need to be explored), as of now this algorithm 

(along with other two algorithms) allows us to structure the logical-

clustering topology correctly. A sink in logical-sink requires synchronizing 

with other sink(s). Thus far, this was done manually, as shown in previous 

chapters. Now it is possible to synchronize the logical-sink automatically 

and periodically. According to the experiments performed, the algorithm has 

successfully achieved automatic insertion and deletion of context-IDs. 

Network stability and resilience are two of the main components of a system. 

Self-organized algorithms, as presented in this chapter, were able to structure 

the logical-clustering topology and the topology was able to evolve correctly 

without any central point of failure. It was able to stabilize itself immediately 

after discovery failure. Global_uci holds information about each existing 

sink and this information is accessible to each entity subscribed to this glob-

al_uci. This makes the system resilient to failure, i.e. no central point of fail-

ure. When a sink failed or left the network and attempted to re-join the sys-

tem, all previous information was fetched immediately. Self-healing‟s 100 % 

success rate also attests to the system‟s stability and resilience. Further re-

sults for these algorithms are presented in publication V.  

The contribution of this chapter answers research sub-question iii. The chap-

ter further addresses the requirements presented in section 2.6 based on ear-

lier literature. The algorithms presented in this chapter can be realized as a 

template for enabling autonomic computing as outlined in Figure 31. 
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7 Network Performance 

The architecture to enable logical-clustering has been, by examining current 

and expected future scenario, proposed in chapter 4. This chapter attempts to 

evaluate the logical-clustering based on ns-3 (network simulator) simulation. 

Contributions of this chapter can be found in publication II. 

7.1 Overview 

Network performance in real-time communication becomes an important 

consideration as the number of entities increases. This chapter focuses on 

investigating a few of the significant network performance metrics of logi-

cal-clustering topology. An OpenFlow-enabled network of wireless sensor 

networks (WSNs) was designed and evaluated on an ns-3 simulation tool 

(Figure 36). WSNs are integral in the IoT landscape and hence were em-

ployed for demonstration purposes. NS-3 tends to provide results which 

reflect a real-world scenario. Here, this OpenFlow-based sensor refers to 

flow-entity. The flows from these entities were measured in terms of mean 

delay, jitter and packet loss ratio to verify the reliability, scalability and 

reachability of the designed network. Performance was measured with 

FlowMonitor - a network monitoring framework for ns-3.The main contribu-

tions of this chapter are: 

 Design of a WSN of logical-clustering of flow-entities in ns-3 

 Verify reliability 

 Verify reachability  

 Examine scalability of the network for increased number of entities 

and clusters 

7.2 Simulated Network 

A network was designed and simulated in the ns-3 simulator. Simulation 

parameters are tabulated in Table 15. Figure 36 shows the network that was 

designed and simulated in ns-3. Three WSNs are designed as seen in Figure 

36. Network 1 employs fixed nodes whereas network 2 and 3 nodes are mo-
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bile (randomly moving). Each network was facilitated with one gateway and 

an OpenFlow controller connecting the gateways. Each network has 20 sen-

sor nodes (nodes and entities are used interchangeably).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 36: An ns-3 simulated network 

Table 14: Simulation parameters 

Parameter Value 

Number of Networks 3 

Number of Nodes 60 

Number of Clusters 3* 

Nodes per Cluster 9* 

Flow Rate (per second) 8* 

Packet Size 512* bytes 

Routing Static 

Propagation Path Loss Model Fixed RSS Loss Model 

Delay Model Constant Speed Propagation Delay Model 

Error Model ns-3 YANS Error Model 

Sensors Mobility Model Random Walk 2d Mobility Model 

Receiver Noise Factor 10.25 dB 

Received Signal Strength (RSS) -95 dBm 

Total Number of Transmitted Packets 2000 

Physical Model IEEE 802.11b 

Data Rate 1 Mbps 

 = varies in different simulations 
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7.3 Evaluation 

Here, evaluation of the logical-clustering topology corresponds to research 

sub-question iv. The goal of which is to verify behaviour of the designed 

system in real world scenario. Different simulation scenarios have been per-

formed to evaluate scalability, reliability and reachability in real-time com-

munication. FlowMonitor, a networking monitoring framework for ns-3, has 

been examined to measure performance of the system. FlowMonitor enables 

to analyse different networking performance metrics such as packet loss 

ratio, latency etc. between the endpoints at the application level [72]. Few of 

the performance metrics (mean delay and packer loss ratio) have been shown 

below for difference scenarios such as varying rate of information flow from 

entities and varying number of entities in a cluster (cluster and group are 

used interchangeably in this chapter). Detailed performance measurements 

of the ns-3 simulations can be found in paper II.  

7.3.1 Varying Information Flow 

Performance measurements for varying information flow from entities are 

illustrated in Figures 37 and 38. The information flow in ns-3 corresponds to 

packet per second (p/s) sent from one node, i.e. entity. For this particular 

evaluation, three clusters (groups) were used and each cluster was facilitated 

by nine entities. Entities in each cluster are distributed over the three net-

works and are thus logically clustered. Packet size was kept unchanged for 

this scenario at 512 bytes.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 37: Mean delay for each cluster for varying information flow 
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Figure 38: Packet loss ratio for each cluster for varying information flow 

7.3.1.1 Delay 

The performance of mean delay for each cluster for different information 

flow rates is shown in Figure 37. Information flow rate is shown on the x-

axis which varies between 6 and 11 p/s and mean delay is shown on the y-

axis. Each group, i.e. cluster, qualitatively demonstrated similar performance 

for information flow rate up to 10 p/s. For 83% information flow rate in-

crease, mean delay for clusters 1, 2 and 3 increased by 0.3172s, 0.2629s and 

0.2166s respectively. Mean delay did not incur much fluctuation.  

7.3.1.2 Packet Loss Ratio 

The reachability of a packet depends on how much information has been 

successfully delivered between entities. Reachability would be an important 

performance metrics in real-time context sharing. Such reachability can be 

measured by calculating packet delivery success or loss between endpoints. 

In view of this, Figure 38 shows the packet loss ratio of each cluster. Each 

cluster more or less demonstrated a similar pattern in reachability for infor-

mation flow rate up to 10 p/s. However, the first cluster showed a rise in the 

information reachability for flow rate of 11 p/s. Reachability did not sustain 

a high fluctuation for information flow rate up to 10 p/s for the packet size of 

512 bytes.  This assurance of high reachability of information can further be 

seen from the fact that clusters 1, 2 and 3 incur packet loss ratio increased by 

0.0635, 0.0285 and 0.0205 respectively compared with flow rate of 6 p/s. In 

terms of percentage, the rise is about 20% compared with 83 % proliferation 

in the flow rate. This high reachability of packet would be very useful in 

real-time context information sharing and ensure sharing of a rich amount of 

context information.  
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7.3.2 Effect of Increasing Entities per Cluster and Cluster Size 

Reliability and reachability were discussed for different information flow 

rates in the previous section. The performance evaluation was done for a 

fixed number of entities per cluster and cluster size was constant, and alt-

hough information flow rate will always fluctuate in the current and future 

Internet of Things scenario, at the same time the entities responsible for data 

acquisition will also vary. Different context information will be generated 

which requires different clustering of contexts, i.e. groups of data. Therefore, 

with respect to the growing number of entities and clusters for real-time con-

text information management, scalability becomes an important issue. To 

this end, this section verifies the effect of increasing entities per cluster and 

cluster size.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 39: Mean delay for different number of entities per cluster 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 40: Mean delay for various sizes of clusters 
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7.3.2.1 Delay 

Mean delay performance for different numbers of entities per cluster is 

demonstrated in Figure 39 for a constant information flow rate of 10 p/s. 

Mean delay increased by 15% and 22% when the entity per cluster was dou-

bled and tripled (i.e. 200% increase) respectively. This indicates that logical-

clustering topology can scale well for an increased number of entities per 

cluster. Cluster size was kept constant for evaluation of Figure 39 and the 

effect of increasing the cluster size is shown in Figure 40 for constant entity 

per cluster and different information flow rate. Mean delay increase was 

nominal, as illustrated by Figure 40. Cluster size of six demonstrated 6% and 

19% compared with cluster size of three for the information flow rate of 5 

p/s and 8 p/s respectively. For an information flow rate increase of 60% and 

doubled cluster size, fluctuation in delay was only 13%. However, because 

of probable wireless interferences and random nodes‟ movement, mean de-

lay decreased for cluster size of six with flow rate 9 p/s. Packet losses for 

this particular scenario were higher. The results portrayed in this section 

suggest that the proposed logical-clustering topology can provide scalability 

for delay in terms of growing entity per cluster and growing cluster size. 

7.3.2.2 Packet Loss Ratio 

Scalability and high context information delivery are also important along 

with reliable context information delivery. In view of this, packet loss ratio 

performance for different numbers of entities per cluster is shown in Figure 

41. Packer loss ratio increased by 22% for 100% increase in entity per clus-

ter and when the entity per cluster was tripled, i.e. increased by 200% (to the 

maximum volume of the designed network), packet loss ratio increased by 

48 % for cluster 2. Further, Figure 42 illustrates that cluster size of six com-

pared with cluster size of three (100% increase) exhibits packet loss ratio 

degradation of only 26 % and 33 % for flow rates of 5 p/s and 8 p/s respec-

tively. This allows us to realize scalability for reachability as well. 

 

 

 

 

 

 

 

 

 

 

 

Figure 41: Packet loss ratio for different number of nodes per group 
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Figure 42: Packet loss ratio for varying number of groups 

7.3.3 Packet Size vs. Information Flow Rate 

The results that have been demonstrated so far in this chapter relate to a pre-

cise packet size of 512 bytes. For this particular packet size, performance 

metrics resulted in better performance when the information flow rate was 

below or equal to 10 p/s. However, the information flow rate increased by 

338%, i.e. up to 35 p/s, when packet size was halved, i.e. when packet size 

was 256 bytes. This upsurge in the information flow rate understandably 

increased the mean delay as a result of amplified received packets at the 

endpoints. Interestingly and importantly, information flow reachability de-

creased by 15 %. The goal of this measurement was to check the effect of 

packet size on information flow rate in an ns-3 simulation environment. It is 

clear that packet size dictates the information flow rate and reachability. 

7.4 Summary 

In summary, this chapter has presented a simulation model of the logical-

clustering concept. The simulation model was designed with an ns-3 simula-

tion tool. The goal was to evaluate the proposed concept to find out how it 

would perform in a real-world scenario. The simulated network was evaluat-

ed for different scenarios. In line with the challenges a future network would 

encounter, logical-clustering was evaluated for scalability, reliability and 

reachability. In particular, mean delay, jitter and packet loss ratio for varying 

information flow rate and different cluster size and entity per cluster were 

examined. The simulation model, however, could be improved further by 

exploiting H-DHT and logical-sink in ns-3. However, at the time of this par-

ticular work, ns-3 did not have support for these. Furthermore, incorporating 
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these two elements would improve the performance of the logical-clustering 

approach. The contribution of this chapter enables us to answer research sub-

question iv and further evaluation of the approach can be found in publica-

tion II.  
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8 Conclusions 

This chapter serves the purpose of summarizing the contributions of this 

thesis towards addressing challenges associated with the future Internet of 

Things; realizing a paradigm shift towards Internet of Everything or 

crowdsourcing. The research included in this thesis has grounded the vision 

of self-organizing distributed context information clustering, i.e. logical-

clustering topology. Moving towards fulfilling the vision, the thesis has been 

able to answer the research question. In particular, it has addressed challeng-

es such as an architecture enabling logical-clustering topology, a perfor-

mance evaluation of logical-clustering which reflects the real-world scenar-

io, a Publish/Subscribe-based messaging communication solution that dis-

seminates context-IDs and enables logical-sink synchronization, and finally 

supporting self-organization with logical-clustering. By being able to counter 

the above-mentioned challenges, the research question, which is to realize 

logical-clustering topology to manage the ever-increasing distributed and 

heterogeneous context information and to self-organize context entities in 

scalable manner in real-time, has been realized. However, the limitation that 

is still an open research issue relates to implementing the proposed context-

based clustering algorithm as software defined networking (SDN) concepts 

need to be adopted. This chapter finally discusses further research challenges 

associated with the based vision of this thesis.  

The core of this thesis addresses the challenge which current and future 

Internet of Things is expected to stumble upon. The ever-increasing connect-

ed devices and projected hundreds of billions of devices constitute a vast 

amount of context information. A logical-clustering approach has been pro-

posed for efficiently managing and utilizing the vast network of context in-

formation and organizing the context entities in a manner that is scalable in 

real time. Thus, several artefacts have been designed and developed which 

are spread over the five publications. Contributions from these publications 

constitute the thesis which eventually answers the research question. To-

wards realizing self-organizing distributed context information clustering, 

this thesis primarily addressed four research sub-questions with respect to 

the overall research question. (i) What kind of system architecture can ena-

ble logical-clustering topology? (ii) How can scalable and fast dissemination 

of clustering identification be facilitated and adaptability to dynamic envi-

ronments realized? (iii) How can the context entities and sinks be organized 

without minimal intervention from outside sources? (iv) How will logical-
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clustering perform in real-world scenarios in terms of reliability, scalability 

and reachability? 

The first research sub-question has been answered in chapter 4 and publi-

cation I; publication II partly addresses this question. The question has been 

answered through incorporating a two-tier H-DHTs model which borrows an 

SDN concept. A scalable system has been built which verifies the logical-

clustering concept and outlines further development scenarios for achieving 

real-time acquisition and dissemination of context information. The architec-

ture has been verified by means of a combination of PROMELA and SPIN. 

Furthermore, a MATLAB simulation of logical-clustering based on context 

similarity has been presented to demonstrate a proof of concept.  

The second research sub-question has been answered in publications III 

and IV. To answer this question, a distributed PubSub model has been de-

veloped and presented in chapter 5; this approach can enable a high percent-

age of context information dissemination in real time. The developed artefact 

has resulted in scalable and fast real-time context information dissemination 

which also enables dynamism in the PubSub model. The model has been 

compared with earlier approaches and results suggest that the approach pre-

sented in this thesis outperforms earlier approaches in terms of fast subscrip-

tion matching and high PubSub messages per second. By means of analysing 

results, formulas for predicting the outcomes of the metrics for the PubSub 

model have been presented.  

The third research sub-question that this thesis addresses was answered in 

publication V and presented in chapter 6. The question has been answered by 

employing the autonomic computing vision‟s self-organization algorithms 

and three of the four self-* aspects of the autonomic computing were de-

signed and developed in order to support self-organization with logical-

clustering. Promising results suggest that it is possible to structure logical-

clustering topology in an organized way and further correct evolution can be 

ensured with minimal intervention from outside sources. The DCXP proto-

col was further extended and two new primitive functions were introduced 

en route to supporting self-organization with logical-clustering. The results 

can be comprehended as a template to enable autonomic computing in IoT.  

The last research sub-question has been answered via publication II and 

presented in chapter 7. An OpenFlow-based logical-clustering simulation 

model was designed with an ns-3 simulation tool which helps to demonstrate 

the real-world performance of the proposed concept. Results suggest that it 

is possible to realize logical-clustering without encountering unnecessary 

delay and packet loss ratio. The simulation model further illustrated the ne-

cessity of logical-sink as random movement and wireless interferences have 

resulted in packet losses in some cases.  

By answering the above questions, the thesis has achieved facilitation of 

self-organization of logical-clustering topology. However, improvement of 

the ultimate grounded vision of logical-clustering topology can be achieved 
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through further research which requires countering some other challenges. 

Some of the challenges in this regard are presented in section 8.1. 

8.1 Future Work 

The idea of logical-clustering was proposed in this thesis and the research 

reported thus far is a step towards fulfilling the vision. However, the vision 

of fully functional self-organized logical-clustering topology still requires 

some considerable research work. First, a context-based clustering algorithm 

needs to be designed and developed to enable clustering based on context 

similarity. A context-proximity algorithm as shown by Walters [8] can be 

extended to achieve this. 

This thesis has not discussed policies in organizing logical-clustering. A 

fully self-optimized system requires adaptation of new policies, and optimiz-

ing the system accordingly. Moreover, autonomic management of IoT would 

only be possible through exploring further policies. Integrating policies into 

the manager requires a more flexible and concrete manager. This could be 

achieved by deploying the Software-Defined Networking (SDN) concept 

and thus incorporating an SDN controller along with an IoT controller. Re-

sults in this thesis suggest that MediaSense is a viable candidate for an IoT 

controller and a more capable SDN controller needs to be incorporated.  

This thesis has contributed to designing and developing a template for 

self-* aspects, and these self-* aspects need to be adapted on the basis of 

awareness. This awareness should come from all the stages as depicted in 

Figure 30. Learning plays an integral part in building the awareness. The 

managers should be able to learn new policies and create awareness of the 

learned policies in other nodes. An approach for a learned manager is still an 

open issue which can be implemented along with SDN. 

Unique identification of each entity is another important and open re-

search issue in the Internet of Things landscape which needs to be addressed. 

However, uniquely identifying billions of nodes is not easy to implement 

[71]. The p2p infrastructure that the adopted MediaSense platform in this 

thesis employs can provide 2
160

 unique IDs which are more than IPv6 can 

provide, and this number is deemed to be sufficient to provide hundreds of 

billions of unique IDs. However, these IDs are very difficult to remember for 

a human and UCI can be a potential solution. Moreover, context-IDs in logi-

cal-clustering should be unique and humans should be able to access these 

context-IDs easily. Therefore, it is necessary to define a naming scheme 

along with UCI which will ensure unique identification of entity in the IoT 

landscape.  

The results for discovery of entities, as shown in section 6.4, suggested con-

current joining entities suffer performance degradation because of competi-
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tion for resources within the MediaSense platform. This necessitates explor-

ing load-balancing and scheduling algorithms for sinks.  

The heterogeneous interoperability of the system also remains a chal-

lenge. IoT heavily involves cross-platform communication; therefore, it is 

necessary to research the cross-platform behaviour of the system too. This 

means developing and evaluating artefacts for different platforms such as 

Android, iOS, Windows, etc. This would finally enable heterogeneous in-

teroperability of logical-clustering topology. 
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