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Rarely has something been so important and so talked about with less clarity

and less apparent understanding than this phenomenon.  

- Michael Hayden
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1. Introduction

1.1 Background 

In April  2007, a  Soviet  World War II  memorial  was moved from Tallinn,

Estonia,  to  its  suburbs.  As a reaction to  this,  hackers  began attacking the

websites of the government, Estonia's biggest bank and several newspapers in

the  country.  The  attacks  were  so  called  Distributed  Denial  of  Service

(hereinafter DDOS) attacks. DDOS attacks are characterized by an attacker

denying  legitimate  users  of  a  certain  service  access  to  that  service,  for

instance by “flooding” a network to prevent legitimate network traffic.1 In the

attacks  at  hand,  users  wanting  to  reach  the  government  websites  were

redirected to images of Soviet soldiers or simply were not able to reach the

website in question. As a result of the attack, emergency communication lines

became unavailable for a short period.2 The hackers hijacked up to 85 000

computers from all around the world to carry out the attacks, but experts have

established that the computers initiating the attacks had Russian IP addresses.

Russia  has  denied  any  involvement  and  Russian  officials  have  called

accusations of involvement unfounded. Thus, it is uncertain who conducted

the attacks and exactly from where they originated.3 

After  these  incidents  in  Estonia,  NATO  established  a  permanent  Internet

defence agency in the country called the Cooperative Cyber Defence Center

of  Excellence  (hereinafter  CCDCOE).  CCDCOE  is  an  “international

military organization with a mission to enhance the capability, cooperation

and information sharing among NATO, its member nations and partners in

cyber defence  by  virtue  of  education,  research  and  development,  lessons

1 Lau, F., Rubin, S. H., Smith, M. H., & Trajkovic, L., (2000), Distributed denial of service 
attacks, in Systems, Man, and Cybernetics, 2000 IEEE International Conference, 
pp. 2275-2280.

2 Bussolati, N., (2015), The Rise of Non-State Actors in Cyberwarfare, in Cyberwar, Law 
and Ethics for Virtual Conflicts, Eds. Ohlin, J. D., Govern, K., Finkelstein, C., Oxford 
University Press, p. 102.

3 See e.g., O'Connell, M., (2012), Cyber Security without Cyber War, Journal of Conflict 

and Security Law, Oxford University Press, pp. 192-193 and Rid, T., (2013), Cyber War 

will not take place, Oxford University Press, pp. 8-9.  
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learned  and  consultation”.4 Amongst  other  things,  CCDCOE  brought

together  international  law  scholars  and  practitioners  to  create  the  Tallinn

Manual on the International Law Applicable to Cyber Warfare (hereinafter

Tallinn Manual), launched in 2009. 

In 2010, Iranian nuclear centrifuges were infected by the Stuxnet worm, a

virus so complex and sophisticated that all evidence led experts to believe

that it was originating from state-backed professionals.5 The virus caused the

nuclear centrifuges to spin far more rapidly than they should and therefore

harmed the centrifuges. The extent of the physical damage is uncertain but

several  hundred  centrifuges  were  shut  down.6 It  should  be  noted that  the

Stuxnet worm infected several computers manufactured by Siemens, 40% of

which is believed existed outside Iran at the time of the attack7 and up to 5%

of the entire  world's  computers may have been infected by Stuxnet.8 The

incident was allegedly a joint US-Israeli operation but it is still unclear whom

to attribute the actions to.9

The Tallinn and Stuxnet incidents are two significant examples, but during

the last decade numerous of cyber incidents have taken place.10 The threat of

4 Stated objective of the Cooperative Cyber Defence Center of Excellence, available at 
https://ccdcoe.org (last assessed 18 May 2015).

5 See e.g., Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, p. 37, Falliere, N., Murchu O. L., Chien, E., (2011), W32 Stuxnet 
Dossier, Symantech, version 1.4, available at 
http://www.symantec.com/content/en/us/enterprise/media/
security_response/whitepapers/w32_stuxnet_dossier.pdf (last assessed 18 May 2015) and 
Matrosov, A., Rodionov, E., Harley, D., & Malcho, J., (2010), Stuxnet under the 
microscope, ESET, white paper, revision 1.31, p. 70, available at 
http://www.eset.com/us/resources/white-papers/Stuxnet_Under_the_Microscope.pdf (last 
assessed 18 May 2015).

6 Richmond, J., (2011), Evolving Battlefields: Does Stuxnet Demonstrate a Need for 
Modifications to the Law of Armed Conflict, Fordham International Law Journal, pp. 851, 
857-859.

7 O'Connell, M., (2012), Cyber Security without Cyber War, Journal of Conflict and 

Security Law, Oxford University Press, p. 194.

8 Matrosov, A., Rodionov, E., Harley, D., & Malcho, J., (2010), Stuxnet under the 
microscope, ESET, white apper, revision 1.31, p. 15.

9 See e.g., Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, p. 37-38, O'Connell, M., (2012), Cyber Security without Cyber War, 
Journal of Conflict and Security Law, Oxford University Press, p. 194, Lachow, I., 
(2010), Stuxnet Enigma: Implications for the Future of Cybersecurity, Georgetown 
Journal of International Affairs, p. 119 and Sanger, D., (2012) Obama Order Sped Up 
Wave of Cyberattacks Against Iran, New York Times.

10 O'Conell, M., (2012), Cyber Security without Cyber War, Journal of Conflict and Security 
Law, Oxford University Press, p. 192-194.
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a cyber attack grows in the same pace as the world's increasing dependence

on internet access.11 Also the different views on how, and to which extent,

international  law  is  applicable  in  the  cyber  context  are  increasing.  The

evolution of military technology is rapid  which is partly why cyber attacks

challenge traditional  public  international law. International law is dynamic

and it has been argued that the UN Charter also can be seen as such.12 Due to

the  unclearness  and  contested  nature  of  cyber  attacks  it  is  important  to

provide an overview of if and when cyber attacks can trigger the right to use

force in self-defence under the existing legal framework.

1.2 Purpose and Research Questions

The main objective of this thesis is to examine and present existing views

concerning the rules in relation to the questions if and when cyber attacks

might  reach the threshold of  armed attacks.  The purpose of  this  thesis  is

therefore to answer the following questions; 

• What constitutes a cyber attack?   

• Is it possible to reach the threshold of an armed attack by launching a

cyber attack? If so, at what point?  

• If a cyber attack can be seen as an armed attack, what is the lawful

self-defence? 

• What does the lack of consensus mean for the development of Public

International Law of the cybersphere? 

1.3 Method and Material 

All legal systems have sources of law. Legal sources give authority to the

rules  and  principles  of  its  legal  system  and  legal  method  is  a  way  of

identifying  and  applying  the  legal  sources.  The  application  of  the  legal

11 Wortham, A., (2011-2012), Should Cyber Exploitation Ever Constitute a Demonstration 
of Hostile Intent That May Violate UN Charter Provisions Prohibiting the Threat or Use 
of Force?, Federal Communications Law Journal, pp. 650-651 and Rid, T., (2013), Cyber 
War will not take place, Oxford University Press, p. 6.

12 Bring, O, (2014), The use of force under the UN Charter: Modification and Reform 
through Practice or Consensus, in International Law and Changing Perceptions of 
Security, Liber Amicorum Said Mahmoudi, Eds. Ebbesson, J, Jacobsson, M, Klamberg, 
M, Langlet, D, Wrange, P, Brill | Nijhoff, pp. 2-3 and 13.
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method is dependent on the material used and vice versa. Therefore, method

and material will be dealt with together in this section. 

This thesis is legal dogmatic in nature, that is to say that the thesis gives an

account of the current international law regarding cyber attacks on the basis

of the legal sources recognized in international law. Material acknowledged

as legal sources in the international legal system is recounted in Article 38 of

the  Statute  of  the  International  Court  of  Justice  and  they  are  treaties,

customary  international  law,  general  principles,  judicial  decisions  and

doctrine.

The  essential  treaty  for  this  thesis  is  the  Charter  of  the  United  Nations

(hereinafter UN Charter). There is need for some teleological interpretation

of the provisions of the UN Charter most relevant for this thesis, Article 2(4)

and 51, since the wording of the provisions are not comprising all aspects of

them. As can be read in Article 31(1) of the Vienna Convention on the law of

treaties, “[a] treaty shall be interpreted in good faith in accordance with the

ordinary meaning to be given to the terms of the treaty in their context and in

the light of its object and purpose.” Thus, the purpose of the treaty need to be

derived  from  the  treaty  as  a  whole.  Teleological  interpretation  has  been

recognized both in international rulings and in relation to the UN Charter.13

However, when the UN Charter was drafted neither internet nor cyber attacks

existed and therefore it might not always be appropriate to turn to the purpose

of the UN Charter in order to analyze the legal problems in regard to cyber

warfare.

To establish customary international law and thereby a legally binding norm,

both opinio juris and state practice is necessary. The opinio juris requirement

denotes states having a sense of being bound by a certain obligation and the

state practice requires states to act in accordance with that. In the Nicaragua

Case,  the  International  Court  of  Justice  (hereinafter  ICJ)  explained  that

“customary international law continues to exist alongside treaty law” and

therefore the UN Charter provisions on self-defence need to be interpreted in

13 Simma, B., (2002). The Charter of The United Nations, A Commentary. Oxford 
University Press, p. 31. 
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the light of customary international law.14 However, there does not yet exist

any customary international law regarding cyber attacks. Consequently, the

customary law in regard to armed attack in general is relevant, in order to

examine  if  and  when  a  cyber  attack  could  amount  to  what  has  been

established to be an armed attack in customary international law.

Likewise, no judicial decisions concerning cyber attacks exist but some cases

from  the  ICJ  will  anyhow  be  used  to  support  the  argumentation  made.

However, the decisions of the ICJ is only binding upon the parties and in

respect to the specifics in each case.15 Therefore,  the significance of these

cases are unestablished in the cyber context.

Two important documents used in this thesis are the Tallinn Manual and the

Draft Articles on Responsibility of States for Internationally Wrongful Acts

(hereinafter  Draft  Articles).16 Both  documents  are  attempts  to  codify

customary international law in the subjects they cover, the international law

applicable to cyber warfare and state responsibility. The background of the

Tallinn Manual has been explained above and will be discussed further in the

source criticism section. The Draft Articles is a non-binding report produced

by the International Law Commission (hereinafter ILC), established 1948 by

the United Nations General Assembly (hereinafter UNGA) for the promotion

of  the  progressive  development  of  international  law  and  its  codification.

Despite  the  fact  that  these  documents  to  a  great  extent  try  to  serve  as

codifications of customary international law, they are produced by experts

and  can  therefore  not  be  treated  as  absolute  customary  international  law.

However,  customary  international  law  can  hardly  ever  be  treated  as

completely absolute due to its complex nature. As described by Roberto Ago,

former member and chairman of the International Law Commission,  “it is

one thing to define a rule and the content of the obligation it imposes, and

another to determine whether that  obligation has been violated and what

14 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 176.

15 Statute of the International Court of Justice, Article 59.
16 The International Law Commission's Draft Articles on Responsibility of States for 

Internationally Wrongful Acts, in Report of the International Law Commission, 53rd 
session, (Apr. 23-June 1,July 2-Aug. 10, 2001), General Assembly Official Records, 56th 
session, supp. no. 10, UN Doc. A/56/10.
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should be the consequences of the violation”.17  

Above all, academia has played an important role since this thesis covers an

area  of  international  law  which  is  ambiguous  and  other  sources  dealing

specifically with cyber attacks do not yet exist. The thesis aims to critically

analyze the different views taken by legal scholars concerning cyber attacks

in  the  context  of  armed  attacks.  The books  and articles  used  is  far  from

exhaustive and, as will  be brought up in the problem discussion below, is

clearly representing a western view of cyber attacks and international law.

However,   in the selection of relevant books and articles the focus has been

academia covering the research questions of this thesis. Due to the substantial

selection  of  existing  articles  and  lack  of  diversity  when  it  comes  to  the

authors  legal  cultures,  the  aim  has  been  to  use  articles  published  in

recognized legal journals to gain legal authority. Owing to the ambiguity of

the topic of this thesis, books and some articles have given an overview of it

but  in  addition,  several  articles  have  together  provided  more  details  and

deeper insight.

1.4 Delimitation 

This thesis will focus on wether, and if so when, a cyber attack can surpass

the threshold of an armed attack and thereby when an act in self defense can

be justified under article 51 of the UN Charter.  Hence,  the  jus ad bellum

issues of cyber attacks will be the main focus of the thesis and the jus in bello

issues will not be covered. Consequently, the thesis will primarily examine

the scope between article 2(4) and article 51 of the UN Charter.

As  a  result  of  the  this  delimitation,  it  should  also  be  noted  that  the

international humanitarian law (hereinafter IHL) defines the term “attack”, a

jus  in  bello  term,  which  should  not  be  confused  with  the  concept  of  an

“armed attack”, a jus ad bellum term.18 In article 49(1) of the First Additional

Protocol to the Geneva Conventions (hereinafter AP I), attack is given the

17 Draft Articles on State Responsibility, General Commentary, para. 2. 
18 Fleck, D., (2013), Searching for International Rules Applicable to Cyber Warfare - A 

Critical First Assessment of the New Tallinn Manual, Journal of Conflict and Security 

Law, Oxford University Press, p. 340.
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meaning of “acts of violence against the adversary, whether in offense or in

defence”.19 This is a rather wide definition, the scope of this provision covers

also counter-attacks since the focus is on how the attack effects the civilian

population. However, it is stated in the commentary to the Tallinn Manual

that it is  “the use of violence against a target” that is of importance to the

notion of a cyber armed attack, which excludes other military operations such

as cyber espionage from the term attack.20

Furthermore, state parties to the AP I are obliged to determine whether new

weapons,  means or  methods of  warfare is  prohibited  by international  law

when  studying,  developing,  acquiring  or  adopting  such  new  weapons.21

Accordingly, cyber warfare might need such an assessment but since cyber

attacks amounting to the use of force is anyhow prohibited under the UN

Charter, the legality of cyber warfare under IHL will not be discussed in this

thesis.

Questions with reference to jurisdiction and cyber space will not be covered

in this thesis.22

1.5 Problem Discussion and Source Criticism 

As  mentioned  under  section  1.3,  not  all  sources  acknowledged  in

international  law have been used to answer the  research questions of this

thesis due to the fact that they do not exist in regard to the cybersphere. There

is no treaty and there are no incidents where attribution has been possible

which results  in  unclarity in  regard to customary international  law on the

matter and as a result no case has been put before the ICJ.

The Tallinn Manual is the result of NATO CCDCOE inviting an independent

19 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the 
Protection of Victims of International Armed Conflicts (Protocol I), 8 June 1977.

20 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 30, para. 2.

21 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the 
Protection of Victims of International Armed Conflicts (Protocol I), 8 June 1977, 
Article 36.

22 For further reading on the subject, see e.g., Wrange, P., (2014), Intervention in National 
and Private Cyberspace and International Law, in International Law and Changing 
Perceptions of Security, Liber Amicorum Said Mahmoudi, Eds. Ebbesson, J., Jacobsson, 
M., Klamberg, M., Langlet, D., Wrange, P, Brill | Nijhoff, Leiden, pp. 308-311.
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group  of  experts  to  produce  it.  Being  an  academic  study,  established  by

experts,  it  has  no  legally  binding  force.  Neither  does  NATO  fund  the

CCDCOE, nor is the CCDCOE part of NATO's command or force structure

but the CCDCOE is part of a wider framework supporting NATO Command

Arrangements.23 This connection to NATO might deprive the Tallinn Manual

its  impartiality  even  though  the  group  of  experts  are  supposed  to  be

independent.  The  experts  are  exclusively  from  Western  countries  and

therefore it might have been easier for them to agree to certain standards of

international law than if also the East had been represented.

The  same  problem  applies  to  articles  used  in  this  thesis,  they  are

predominantly  written  by  authors  from the  West.  To  try  to  offer  a  more

balanced picture, sources should have been from an eastern perspective but to

get hold of such articles has proven to pose a bigger challenge than expected.

This  thesis  brings  up  two  important  cyber  incidents  but  it  should  be

emphasized that no state has ever officially accused another state of being

behind a cyber attack or been able to unequivocally attribute such actions to

another state. Due to the lack of state practice the views presented in this

thesis are speculative.

1.6 Disposition

The thesis will begin with defining the concepts of use of force, armed attack

and the inherent right to self-defence. Then the thesis attempts to provide an

overview of different views of what constitutes a cyber attack. The reader is

assumed to have some basic knowledge in public international law but with a

clear picture of these definitions the reader can easier absorb the rest of the

thesis. Then follows four different approaches on if and when a cyber attack

can constitute an armed attack with the purpose of providing the reader with

the existing legal arguments on the matter. Furthermore, the problems with

attribution,  state  responsibility  and  non-state  actors  constitute  substantial

sections of the thesis since, in order to lawfully respond to cyber  attacks,

23 Tallinn Manual on the International Law Applicable to Cyber Warfare, Introduction, p. 
16.
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these issues need to be resolved. Lastly, a section containing a summarizing

discussion of the thesis will be made followed by a conclusion which tries to

answer the research questions asked. 
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2. Definitions

In  order  to  examine  the  legal  status  of  cyber  attacks,  the  existing  legal

framework need to be reviewed. Therefore, the notion of the use of force and

armed attacks will be examined initially. 

2.1 The Use of Force

The use of force is prohibited under the Article 2(4) of the UN Charter, which

states that:

“All Members shall  refrain in their international relations  

from the threat or use of force against the territorial integrity 

or  political  independence  of  any  state,  or  in  any  other  

manner  inconsistent  with  the  Purposes  of  the  United  

Nations.”24

This article has historically been seen as an absolute prohibition on the use of

force but “[t]he paragraph is complex in its structure[,] and nearly all of its

key terms raise questions of interpretation”.25 The UN Charter was created

after  two world wars  and hence  there had been no consistent  practice  of

abstaining  from the  use of  kinetic  force.26 Instead  of  war,  the  prohibition

speaks of  use  of  force  which  is  a  wider  concept  than war,  also covering

measures  that  does  not  reach up to  acts  of  war.27 By the  wording of  the

article, it applies only to members of the UN. However, the prohibition of the

use of force applies to non-member states through customary international

law.28 The provision targets international  relations and thus only relates to

force between states.29 Use of force within a state is not covered by Article

24 Charter of the United Nations, Article 2(4).
25 Schachter, O., (1984), The right of states to use armed force, Michigan Law Review, p. 

1624.

26 Kinetic energy is the energy of motion. Kinetic force is the ”traditional”, physical force of 
movement, for instance by firering a firearm or setting off a bomb resulting in an 
explosion.

27 Dinstein, Y., (2005), War, Agression and Self-Defence, Cambridge University Press, p. 85.
28 Schmitt, M., (2011), Cyber Operations and the Jus ad Bellum Revisited, Villanova Law 

Review, p. 578.
29 Dinstein, Y., (2005), War, Agression and Self-Defence, Cambridge University Press, p. 85.
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2(4) unless rebels establish a stable “de facto regime”.30 

Paragraph 7 of the Preamble to the UN Charter states that armed force shall

not be resorted to. Economic sanctions is one way to put pressure on states

breaching international  law31 and  if  it  would  be  regarded  as  force  in  the

meaning of Article 2(4) there would not be many legal alternatives left for

such pressure. The term force in Article 2(4), even if not entirely undisputed,

therefore comprises armed force leaving out economic or political pressure.32 

As enunciated in the  Nicaragua case,33 indirect use of force is also covered

by the provision.34 Furthermore, the ICJ has explained that threatening to use

such force that is prohibited according to the provision, is likewise illegal.35

Exceptions to the prohibition on the use of force can only be made if (i) the

United  Nations  Security  Council  (hereinafter  UNSC)  authorizes  it  under

chapter VII of the UN Charter36 or (ii) if a state acts in self-defense/collective

self-defence of an armed attack.37 There are different views among scholars

whether humanitarian intervention can be seen as a permitted exception to the

prohibition on the use of force but this will not be elaborated upon due to the

delimitation of this thesis. 

It is important to distinguish the rather wide notion of the use of force from

the more narrow distinctions of armed attack or aggression. Therefore the

latter two will be elaborated upon in the following.

30 Randelzhofer, A., (2002) Article 2(4), The Charter of the United Nations, A Commentary, 

Ed. Simma, B., Oxford University Press, p. 121.

31 Joyner, D. H., (2015), International Legal Limits on the Ability of States to Lawfully 
Impose International Economic/Financial Sanctions, Economic Sanctions under 
International Law, TMC Asser Press, pp. 83-93.

32 Randelzhofer, A., (2002) Article 2(4), The Charter of the United Nations, A Commentary, 
Ed. Simma, B., Oxford University Press, pp. 117-118.

33 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 191.

34 UNGA resolution 2625 (XXV) 24 October 1970, paras. 8-9 and Randelzhofer, A., (2002) 
Article 2(4), The Charter of the United Nations, A Commentary, Ed. Simma, B., Oxford 
University Press, p. 119.

35 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion of 8 July 1996, 
I.C.J. Reports 1996, para. 47.

36 Charter of the United Nations, Article 39.
37 Charter of the United Nations, Article 51.
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2.2 Armed Attacks and the Inherent Right to Self-Defence

Article 51 of the UN Charter codifies customary law and the inherent right to

self-defence when subjected to an armed attack by stating that:38

“Nothing in  the  present  Charter  shall  impair the inherent  

right  of  individual  or  collective  self-defence  if  an  armed  

attack occurs against a Member of the United Nations[...]”39

The notion of armed attacks is more narrow than the use of force. An armed

attack always constitutes a use of force but it is not always that the use of

force amounts to an armed attack.40 Therefore, it is necessary to “distinguish

the most grave forms of the use of force (those constituting an armed attack)

from less grave forms”.41 The scale  and effect  of the attack are the most

essential factors when determining whether the threshold of an armed attack

has been reached.42

Neither  the UN Charter  nor  any other treaty  defines  the  notion of  armed

attack.  The notions of armed attack and aggression are not identical even if

some scholars seem to have that conception.43 The term aggression has been

defined by the UNGA as  “...the use of armed force by a State against the

sovereignty, territorial integrity or political independence of another State,

or  in  any  other  manner  inconsistent  with  the  Charter  of  the United

Nations...”.44 Since this definition was given in a resolution by the UNGA, it

constitutes a recommendation and not binding law. Some states within the

Special  Committee which worked out the definition, strongly opposed the

inclusion of armed attack but the committee were of the view that an armed

38 The customary status of this right was confirmed in Military and Paramilitary Activities 
in and against Nicaragua (Nicaragua v. United States of America) (Merits), Judgement of 
27 June 1986, I.C.J. Reports 1986, para. 176.

39 Charter of the United Nations, Article 51.
40 Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A Commentary, 

Ed. Simma, B., Oxford University Press, p.  p. 796.
41 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 191.
42 Ibid, para. 195.
43 Graham, D. E., (2010), Cyber Threats and the Law of War, Journal of National Security 

Law & Policy, p. 90.
44 UNGA resolution 3314 (XXIX) 14 December 1974, Article 1.
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attack is to be considered the most serious form of aggression.45 

Article  3  of  the  UNGA's  Definition  of  Aggression  recounts  acts  that

constitutes  acts  of  aggressions.  These  are,  inter  alia,  invasions,

bombardments,  cross-border  shootings  and  blockades.46 The  list  is  not

exhaustive, in the sense that the UNSC may determine that additional acts are

acts of aggression.47

In the  Nicaragua case,  the ICJ stated that it  “appears now to be general

agreement  on the  nature of  the acts which can be treated as constituting

armed attacks”.48 This statement has been criticized owing to the fact that the

court did not provide any definition of their own, despite a longterm unclarity

of the notion.49 

In the same case, the ICJ confirmed that customary law requires that a state

exercising its right to self-defence under Article 51 need to act necessary and

proportionate  in  relation  to  the  armed  attack  inducing  the  right  to  self-

defense.50

The accumulation of events theory means that in situations where there are a

series  of  incidents,  individually  falling  below  the  threshold  of  an  armed

attack, aggregated they might constitute an armed attack. The accumulation

of  events  theory  is  undefined  and  there  is  a  reluctance  both  among  the

UNSC, states and scholars to recognize it51 but it has been used by the ICJ

even if it has never been benamed as such by the court. In the Nicaragua case

the court said that the lack of information regarding the circumstances and

motivations made it “difficult to decide whether they may be treated for legal

45 Randelzhofer, A., (2002) Article 2(4), The Charter of the United Nations, A Commentary, 
Ed. Simma, B., Oxford University Press,  p. 795.

46 UNGA resolution 3314 (XXIX) 14 December 1974, Article 3.
47 UNGA resolution 3314 (XXIX) 14 December 1974, Article 4.
48 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 195.
49 Randelzhofer, A., (2002) Article 2(4), The Charter of the United Nations, A Commentary, 

Ed. Simma, B., Oxford University Press, p. 795. 
50 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 176.
51 Nolte, G., (2013), Multipurpose Self-Defence, Proportionality Disoriented: A Response 

to David Kretzmer, European Journal of International Law, p. 286.
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purposes  as  amounting,  singly  or  collectively,  to  an  'armed  attack'”.52

Moreover,  in  the  Oil  Platforms case,  the  court  stated  that  “even  taken

cumulatively […] these incidents do not seem to the Court to constitute an

armed attack […] of the kind that the Court […] qualified as a “most grave”

form of the use of force”.53 Hence, it appears that a series of incidents may at

least have some significance to the assessment of whether a state has been

subjected to an armed attack. 

It is only pursuant an armed attack that there is a right to self-defence, an

exception to the prohibition of the use of force, and therefore it is of utter

importance that what constitutes an armed attack is clarified. The ambiguous

nature of the notion armed attack consequently leads to even more ambiguity

when determining if a cyber attack can reach up to its threshold. 

2.3 Cyber Attack

The term Computer Network Attacks (hereinafter CNA) has been defined by

the US Department of Defense as: 

“[A]ctions taken through the use of computer networks to  

disrupt,  deny,  degrade or  destroy information resident  in  

computers and computer networks,  or the computers and  

networks themselves”.54 

The definition has been accepted and used by others. For instance, NATO has

adopted the same definition of CNA as the US Department of Defense, with

an added note saying that  “[a] computer network attack is a type of cyber

attack”.55 The note enlarges the scope of cyber attacks since it regards a CNA

as just one type of cyber attack. Beyond this, NATO's Glossary of Terms fails

to further define cyber attack, the term is unfortunately not used anywhere

else in the document.  The question of what NATO consider to be a cyber

52 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 231.

53 Case Concerning Oil Platforms  (Islamic Republic of Iran v. United States of America), 
Judgement of 6 November 2003, I.C.J. Reports 2003, para. 64.

54 US Department of Defense, Dictionary of Military and Associated Terms, 8 November 
2010 (as Amended Through 15 November 2012), Washington DC.

55 NATO Standardization Agency, NATO Glossary of Terms and Definitions (AAP-6) 
(2010), at 2-C-12. 
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attack in addition to CNAs is thus left unanswered. 

The  US  National  Research  Council's  (hereinafter  NRC) definition  is  also

clearly  influenced by the definition of the US Department of Defence. The

NRC defines cyber attack as “deliberate actions to alter,  disrupt,  deceive,

degrade, or destroy computer systems or networks or the information and/or

programs  resident  in  or  transiting  these  systems  or  networks”.56 This

definition is distinguished from the previous definitions by the three words

deliberate, alter and deceive, which gives the term slightly more preciseness.

It should be noted that the NRC definition regards  cyber attacks whilst the

US  Department  of  Defense  and  NATO  definitions  concerns  computer

network attacks. 

The  Tallinn  Manual,  in  its  rule  30,  defines  cyber  attack  as  “a  cyber

operation,  whether  offensive  or  defensive,  that  is  reasonably  expected  to

cause injury or death to persons or damage or destruction to objects”.57 This

definition contains a entirely different wording than the definitions above and

is more  focused on the outcome of  the attack,  as  will  be discussed more

below.  

Russian and American experts have, in a policy report, defined cyber attack

as  “an  offensive  use  of  a  cyber  weapon  intended  to  harm a  designated

target”58 and commentators suggested that cyber attack should be defined as

“any action taken to undermine the functions of a computer network for a

political or national security purpose”.59 

With this, it seems clear that there is a lack of uniformity of the definitions

and it is not possible to find an existing common definition of the term cyber

attack. It has not been agreed upon which term to define and this in it itself is

problematic.  Defining  CNA similarly  to  the  US  Department  of  Defense,

56 National Research Council, Eds. Owens, W., Dam, K., and Lin, H., (2009), Technology, 
Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack Capabilities. 

57 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 30.

58 Godwin III, J. B., Kulpin, A., Rauscher, K. F., Yaschenko, V., (2014), Policy report, 
Russia-U.S. Bilateral on Cybersecurity: Critical Terminology Foundations 2, East West 
Institute and the Information Security Institute, p. 44.

59 Hathaway, O., Crootof, R., Levitz, P., Nix, H, Nowlan, A., Perdue, W., Spiegel, J., (2012),
The Law of Cyber Attack, California Law Review, p. 10.
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NATO and the NRC is appropriate when the aim is to properly describe such

an  incident  and  distinguishing  it  from  other  activity  conducted  in  the

cybersphere. However, it should be noted that the definition of CNA is non-

legal whereas the Tallinn Manual attempts to provide a legal definition. Both

the descriptive and legal aspects given in all these definitions are important,

but  the  Tallinn  Manual's  definition of  cyber  attack  seems to  be  the  most

relevant in the international law context due to its legal nature. Even if it may

be  difficult  to  determine  when  a  cyber  attack  has  occurred  and  when  it

amounts to an armed attack,  the definition in the Tallinn Manual with its

focus  on  the  consequences  sets  a  more  detail  standard  than  the  other

definitions. Notable is the fact that none of these definitions brings in the two

seemingly  important  factors  of  actors  and duration  of  the  attack  into  the

equation of cyber attacks. 

It has been written, in regard to armed attacks, that “it goes without saying

that a far-reaching consensus on the meaning of this notion is of the utmost

significance  for the effectiveness of the rules of international  law on war

prevention”.60 A clear  definition  agreed  upon  in  the  international  society

concerning cyber attacks would in the same way, if not even more, contribute

to efficiency in international law. Such a definition would contribute to the

creation of customary law which, as explained above, develops from state

practice and opinio juris. Thus, claims would stand upon the same objective

ground and would be treated equally with the same possibility to justification

of prior wrongdoings. Most importantly, if there is to be a comprehensive

international prohibition on cyber attacks or CNAs some kind of definition is

required.

60 Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A Commentary, 
Ed. Simma, B., Oxford University Press, p. 794.
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3. Different Approaches to Cyber Attacks

3.1 Applicability of the UN Charter in the Cyber Context 

There  does  not  exist  any  treaty  provisions  specifically  concerning  cyber

attacks.61 In respect  of information communication technology, a  group of

governmental experts have written a UN report in which they found,  inter

alia, that  “[i]nternational law, and in particular, the Charter of the United

Nations,  is  applicable  and  essential”.62 ICJ  expressed  in  the  Nuclear

Weapons advisory opinion, concerning the UN Charter article 2(4) and article

51, that:

“These  provisions  do  not  refer  to  specific  weapons.  They  

apply to any use of force, regardless the weapons employed.  

The Charter neither expressly prohibits, nor permits, the use 

of any specific weapon, including nuclear weapons.”63

The Tallinn  Manual  presupposes  that  the  UN Charter  is  applicable  in  the

cyber context and thus, it seems to have been accepted that the UN Charter is

applicable in the cybersphere.64 

3.2 Cyber Attacks as a Use of Force

By qualifying as armed attacks, acts also constitutes a use of force. In Rule 11

of the Tallinn Manual, it is stated that:

”A cyber operation constitutes a use of force when its scale 

61 Tallinn Manual on the International Law Applicable to Cyber Warfare, introduction, p. 5 
and Wrange, P., (2014), Intervention in National and Private Cyberspace and 
International Law, in International Law and Changing Perceptions of Security, Liber 
Amicorum Said Mahmoudi, Eds. Ebbesson, J., Jacobsson, M., Klamberg, M., Langlet, D., 
Wrange, P, Brill | Nijhoff, p. 310.

62 UNGA, Group of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security, (24 June 2013), UN 
Doc A/68/98.

63 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion of 8 July 1996, 
I.C.J. Reports 1996, para. 39.

64 Bring, O., (2014), The use of force under the UN Charter: Modification and Reform 
through Practice or Consensus, in International Law and Changing Perceptions of 
Security, Liber Amicorum Said Mahmoudi, Eds. Ebbesson, J., Jacobsson, M., Klamberg, 
M., Langlet, D., Wrange, P., Brill | Nijhoff, Leiden, p. 13.
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and effects are comparable to non-cyber operations rising to

the level of a use of force”.65 

Scale and effect, the two factors that the ICJ regards as decisive to determine

whether an  armed attack  has  occurred,  has  by the  International  Group of

Experts been considered as relevant and useful also for the determination of

whether the threshold of the use of force has been reached.66 The scale and

effects are the quantitative and qualitative elements of an attack. Parameters

which can contribute to the assessment of whether a cyber, or any military,

operation constitutes a use of force are, inter alia, (i) severity, (ii) immediacy,

(iii) directness, (iv) invasiveness, (v) measurability of effects, (vi) military

character,  (vii)  state  involvement  and  (viii)  presumptive  legality.67 These

factors were originally proposed in an influential article by professor Michael

Schmitt, whom later led the International Group of Experts.68 According to

the International Group of Experts, “the international community's probable

assessment of whether the operations violate the prohibition of the use of

force” is essential and precaution should be taken in relation to this probable

assessment.69 The  term  international  community  is  not  defined  and  even

though it is often used in academia and other fields, it is a wide and vague

term.  To  use  the  term  in  a  context  of  this  importance  without  further

clarification is insufficient, although one understands in what direction it is

intended  to  be  understood.  Rather,  referring  to  states,  international

organizations, non-governmental organizations or such explicit terms would

have been more on the point.

The  International  Group  of  Experts  agreed  that  “non-destructive  cyber

psychological  operations  intended  solely  to  undermine  confidence  in  a

government  or  economy” does  not  amount  to  the  use  of  force.70 By

65 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 11.
66 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 11, para. 1.
67 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 11, paras. 9-10.
68 Schmitt, M., (1999), Computer Network Attack and the Use of Force in International 

Law: Thoughts on a Normative Framework, Columbia Journal of Transnational Law, 
pp. 914-915. 

69 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 11, para. 8.

70 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
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analogizing  the  ICJ's  conclusion  in  the  Nicaragua case,  that  funding  of

guerillas which engaged in prohibited activity against another state was not a

use of force,71 the International  Group of Experts  reasoned that funding a

hacktivist  group72 carrying  out  cyber  operations  as  part  of  an  insurgency

would  likewise  not  amount  to  the  use  of  force.  Such  funding  would  be

regarded as a  breach against  the principle  of non-intervention.73 However,

providing malware and necessary training to conduct cyber attacks to such

groups would qualify as use of force,74 based on the ICJ's reasoning in the

Nicaragua case.75

Article 2(4) is a prohibition and not remedial in its nature. Responses to a

breach of the provision may include economic sanctions, counter measures,

action by the UNSC and self-defence. The law of self-defence according to

Article 51 is relying on the use of force reaching up to the threshold of an

armed attack and this will be addressed in the cyber context below.

3.3 Cyber Attacks as Armed Attacks

As explained above, Article  51 of the UN Charter applies when an attack

reaches the point where it is not only considered a use of force, but also rises

up to the threshold of an armed attack. At that point, the attacked state's right

to self-defence is triggered. There are different views on if, and if so when,

this happens.76 These different approaches will be examined below.

3.3.1 The Consequence based Approach

The most common approach today is the consequence based approach.77 For

accompanying Rule 11, para. 3.
71 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 228.
72 Hacktivism is to be understood as hacking or technically breaking into a computer system 

with political motives.
73 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 11, para. 3.
74 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 11, para. 4.
75 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 228.
76 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge University 

Press, p. 75.
77 Ibid.
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instance, professor Michael Schmitt is clearly taking the consequence based

approach. He has expressed that: 

“To constitute an armed attack, the CNA must be intended to

directly cause physical damage to tangible objects or injury 

to human beings.”78

Likewise,  amongst  others,  professsor  Yoram Dinstein and scholar Heather

Harrisson Dinniss favors the consequence based approach.79

The  most  detailed  elaboration  of  the  consequence  based  approach  is  the

Tallinn Manual. Rule 13 of the Tallinn Manual states that: 

“A State that is the target of a cyber operation that rises to 

the level of an armed attack may exercise its inherent right of 

self-defence. Whether a cyber operation constitutes an armed

attack depends on its scale and effects”.80 

The International Group of Experts classified some consequences as clearly

reaching up the threshold of an armed attack, namely such use of force that

“injures or kills persons or damages or destroys property”.81 In other words,

obvious physical damage in the real world. Some acts were contrarily agreed

to never qualify as armed attacks, such as cyber intelligence gathering, cyber

theft and brief or periodic interruption of non-essential cyber services.82

In regard to such consequences that do not entail death, injury or destruction,

the International Group of Experts did not agree upon whether they can be

regarded as armed attacks. Both the view that harm to persons or physical

78 Schmitt, M.,  (1999), Computer network attack and the use of force in international law: 

thoughts on a normative framework, Columbia Journal of Transnational Law, p. 935.

79 Dinstein, Y., (2002), Computer Network Attacks and Self-Defense, International Law 

Studies Series US Naval War College, p. 105 and Harrison Dinniss, H., (2012), Cyber 

Warfare and the Laws of War, Cambridge University Press, p. 81.

80 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 13.
81 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 13, para. 6.
82 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 11, para. 4.
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damage to property is required for characterizing a cyber attack as an armed

attack  and the  view that  the  extent  mattered  more  than  the  nature  of  the

consequences following a cyber attack was represented amongst the group.83 

Despite the ambiguity of the accumulation of events theory, the International

Group of Experts agreed that, if there is convincing evidence that several

smaller scale cyber incidents together might have  “the requisite scale”, it

might amount to an armed attack.84 This view seem to be the prevailing view

also in academia.85

It was not agreed upon within the International Group of Experts whether

purpose or motive are essential for the determination of a cyber incident as an

armed attack. Some of the experts were of the view that the consequences

must  have  been  intended,  whilst  others  argued  that  the  intention  of  the

attacker  is  irrelevant  and  the  scale  and  effects  are  the  only  factors  of

significance.86

In short, according to the consequence based approach there need to be an

effect in the physical world with a relatively immediate causation to the cyber

attack with severe consequences for a cyber attack to reach the threshold of

an armed attack.  A problem with the consequence based approach is  that

many  severe  cyber  attacks  will  not  cause any of  these  consequences  and

would thereby disqualify as armed attack, consequently not leading to the

right to self-defence.87 As stated above, this problem divided the International

Group of Experts.88 A common example of this is a cyber attack targeted

against  a  stock  exchange  resulting  in  a  market  crash.  On  one  hand,  the

consequence  is  financial  loss  and  thus  the  narrow  consequence  based

83 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 9.

84 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 9.

85 See e.g., Tsagourias, N., (2012), Cyber attacks, self-defence and the problem of 
attribution, Journal of Conflict and Security Law, Oxford University Press, p. 5. 

86 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, paras. 11 and 19. 

87 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge University 
Press, p. 75.

88 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 9.
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approach would  disqualify  it  as  an  armed attack.  On the  other  hand,  the

attack  would  lead  to  catastrophic  consequences  and  some  arguing  for  a

broader consequence based approach would regard this as an armed attack.

However, countermeasures are still an option if such cyber attacks amounts

to the use of force.

To explicate the consequence based approach, it will now be applied to the

Tallinn  and  Stuxnet  incidents.  Firstly,  the  attack  in  Estonia  led  to  severe

consequences, specifically since Estonia is one of the world's most internet

dependent countries. However, the consequences were difficult to quantify

because of the nature of the attack. Mostly there were DDoS attacks, rather

than physical damage or destruction of data.  The fact  that the emergency

communication lines were unavailable, even for a short period of time, might

have resulted in casualties but this has never been claimed nor affirmed. If a

causal  relationship  would  have  been  found  between  the  attack  and

individuals dying because  of not  acquiring vital  care,  the  attack could  be

considered an armed attack according to the consequence based approach.

The view of the International Group of Experts is that the Tallinn incident did

not reach the scale and effects necessary in order to consider it as an armed

attack.89 Harrisson Dinniss takes the same position, she does not regard the

Tallinn incident as causing damage to property or persons of sufficient scale

and effect to qualify as an armed attack despite the disruptive nature of it.90 

Secondly, the Stuxnet worm apparently and significantly damaged property

and the attack might therefore  prima facie be regarded as an armed attack

according  to  the  consequence  based  approach.  Without  any  deeper

elaboration  in  the  commentary  to  the  Tallinn  Manual,  some amongst  the

International Group of Experts stated that they were of the view that Stuxnet

amounted to  an armed attack.91 Harrisson Dinniss argues that because the

actual effect of the property damage in Iran was moderate, it did not stop or

89 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 13.

90 Harrison Dinniss, H, (2012), Cyber Warfare and the Laws of War, Cambridge University 
Press, p. 81.

91 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 13.
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delay the building up of enriched uranium, the scale and effect of the incident

did  not  amount  to  such  gravity  as  amounting  to  an  armed  attack

notwithstanding it being a use of force.92

3.3.2 The Target based or Strict Liability Approach  

One of the early authors on this subject,  Walter Sharp,  has stated

that:  

“The mere  penetration  by  a  state  into sensitive  computer  

systems  such  as  early  warning  or  command  and  control  

systems,  missile  defense  computer  systems,  and  other  

computers  that  maintain  the  safety  and  reliability  of  a  

nuclear stockpile, should by their very nature be presumed a 

demonstration of hostile intent”.93

Eric Talbot Jensen is another scholar of a similar view, regarding the target of

the attack as what should define the threat and appropriate response. He is

also of the view that the identity of the attacker is irrelevant and that it should

be  permitted  to  respond  quickly  to  a  cyber  attack  targeting  critical

infrastructure.94 

In other words, just targeting a critical infrastructure is enough to trigger the

right to self-defence according to this approach. What constitutes a critical

infrastructure is up to each state, which gives states an incentive to define it

broadly.  Electricity  generation  and  distribution,  supplying  of  water,

telecommunication and health care are examples of what can be regarded as

critical infrastructure. Leaving the determination of critical infrastructure to

states might result in contempt of the rule of law. The target based approach

has been criticized for establishing a dangerous standard by triggering the

92 Harrison Dinniss, H, (2012), Cyber Warfare and the Laws of War, Cambridge University 
Press, pp. 81-82.

93 Sharp, W. G., (1999), CyberSpace and the Use of Force, Aegis Research Corporation, 

p. 130.

94 Talbot Jensen, E., (2002), Computer Attacks on Critical National Infrastructure: A Use of 
Force invoking the Right of Self-defense, Stanford Journal of International Law, p. 234.
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right to self-defense when a sensitive computer system is malfunctioning.95 It

is not always clear whether a cyber attack has taken place and even if it might

seem like it has, such malfunctions can  be a result of defective software or

operator  errors.  In  such  cases,  using  force  in  self-defence  appears  to  be

premature and could lead to  the building up of a  tense situation between

states without reason.  Furthermore, with the target based approach, hostile

intent would include cyber espionage. As of today, the lawfulness of cyber

espionage  is  disputed.  It  has  been  argued  that  cyber  espionage  is  not

prohibited  under  international  law.96 Contrary,  it  has  been  suggested  that

espionage involving “unauthorized access to servers and other computers in

a foreign state generally constitutes illegal interventions into the sovereignty

of that state”.97 Hence, the later view appears to correspond with the target

based approach.

In the reality we live in today, the target based approach would essentially

mean that states would be given the possibility to react with force in self-

defence  to  a  wide  range  of  intrusions  which  would  not  be  in  line  with

maintaining the international peace and security. 

Then there is also the question how the target based approach would deal

with  critical  infrastructure  which  is  privatized.  Would  such  an  attack  fall

outside  the  scope  of  self-defence  or  would  it  be  an  attack  on  the  state?

Dinstein is of the opinion that it is immaterial whether the target is civilian

and that “a devastating impact would vouchsafe the classification of the act

as an armed attack”.98 

By applying the target based approach to the Tallinn incident, the incident

95 Robertson, H. B., (2002), Self-Defense against Computer Network Attack under 
International Law, in Computer Network Attack and International Law, Eds. Schmitt, M. 
N., and O'Donell, B. T., Naval War College, p. 137.

96 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge University 
Press, p. 81.

97 Wrange, P., (2014), Intervention in National and Private Cyberspace and International 
Law, in International Law and Changing Perceptions of Security, Liber Amicorum Said 
Mahmoudi, Eds. Ebbesson, J., Jacobsson, M., Klamberg, M., Langlet, D., Wrange, P, 
Brill | Nijhoff, Leiden, p. 322.

98  Dinstein, Y., (2002), Computer Network Attacks and Self-Defense, International Law 

Studies Series US Naval War College, p. 106. 
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would not necessarily reach the threshold of an armed attack.  The targets

were websites of the government, a bank and newspapers. As such, it is not

certain  that  they  would  qualify  as  critical  infrastructure.  Emergency

communication lines could however be considered critical infrastructure. As

stated above, it is up to the State to define what constitute such infrastructure

and therefore it would, according to the target based approach, be possible to

argue that that an armed attack occurred in Estonia 2007.

During the Stuxnet incident in Iran, the targets of the attack were uranium

enriching nuclear centrifuges. As such, it is likely that they qualify as critical

infrastructure and therefore that the incident  according to the target based

approach would have been an armed attack.

3.3.3 The Means or Instruments based Approach

The means based approach focuses on the means used to engage in a cyber

attack  by  assessing  whether  the  damage  caused  would  typically  and

previously have been caused only by a kinetic attack.99 This approach has

long been used to separate traditional armed force from economic or political

pressure.100  

The means based approach is a relatively simple way of  determining whether

a traditional armed attack has occurred but it has been criticized for being

inadequate in relation to cyber attacks due to this simplified assessment.101

The  means  based  approach  somewhat  resembles  the  consequence  based

approach because the consequences of kinetic force are often severe injuring

of  persons  or  damaging  of  property.  The  resemblances  between  the  two

approaches becomes evident with the statement of professor Bring, that cyber

operations causing damage “which in its effects is equivalent to that caused

by  military  force  (through  explosive  and  kinetic  energy)” and  leads  to

99  Graham, D. E., (2010), Cyber Threats and the Law of War, Journal of National Security 
Law & Policy, p. 91.

100 Gosnell Handler, S., (2012), The New Cyber Face of Battle: Developing a Legal 
Approach to Accomodate Emerging Trends in Warfare, Stanford Journal of International 
Law, pp. 226-227.

101 Schmitt, M., (1999), Computer Network Attack and the Use of Force in International 
Law: Thoughts on a Normative Framework, Columbia Journal of Transnational Law, pp. 
911-912.
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extensive  property  damage,  structural  damage  or  killing  of  people  is  a

prohibited use of force.102 Thus, Bring appears to merge the means based and

the consequence based approach, even if he seems to lean more towards the

consequence based approach.

As explained in the Nicaragua case, the critical factors determining whether

an armed attack has occurred are the scale and effects of the triggering attack.

Assessing the attack on these grounds rather than the means used to conduct

the attack seems more suitable and in line with customary international law.

By applying the means based approach on the incidents in Estonia and Iran,

the  similarities with the  consequence  based approach becomes even more

evident. During the Tallinn incident, the DDoS would not previously have

been caused by a kinetic attack. With kinetic force servers and telephone lines

could  have  been  bombarded  but  that  would  have  resulted  in  damaged

property. The attacks against websites and telecommunication lines in Estonia

were temporary and reversible, which could not have been possible by using

kinetic force. Consequently, the Tallinn incident would not be considered an

armed attack according to the means based approach. The Stuxnet incident

however,  resulted  in  destruction  of  the  attacked  centrifuges  which  would

have  been  conceivable  with  kinetic  force  as  well.  Therefore  the  Stuxnet

incident could qualify as an armed attack when applying the means based

approach. 

3.3.4 A Cyber Attack can never constitute an Armed Attack

So far, the examined approaches have all concluded that a cyber attack under

certain circumstances may reach the threshold of an armed attack. However,

there is also an approach according to which a cyber attack can never rise up

to the level of an armed attack and thus never trigger the right to self-defence.

Article 41 of the UN Charter reads as follows:

102 Bring, O., (2014), The use of force under the UN Charter: Modification and Reform 
through Practice or Consensus, in International Law and Changing Perceptions of 
Security, Liber Amicorum Said Mahmoudi, Eds. Ebbesson, J., Jacobsson, M., Klamberg, 
M., Langlet, D., Wrange, P., Brill | Nijhoff, p. 11.
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“The  Security  Council  may  decide  what  measures  not  

involving the use of armed force are to be employed to give  

effect to its decisions, and it may call upon the Members of the

United Nations to apply such measures. These may include  

complete or partial interruption of economic relations and of 

rail, sea, air, postal, telegraphic, radio, and other means of  

communication, and the severance of diplomatic relations.”

The article concerns non forcible measures and, as explained above, actions

that do  not amount to the use of force can never reach the threshold of an

armed attack. A textual interpretation of Article 41 would suggest that cyber

attacks  never  can  be  regarded  as  armed  attacks  since  other  means  of

communication does not involve the use of force. 

It has also been suggested that cyber attacks can not be regarded as armed

attacks due to the fact that cyber attacks are not launched with the aim of

taking lives and to answer such attack with the use of force in self-defence

would be disproportional and therefore a cyber attack could practically never

reach up to the threshold of an armed attack.103

This approach has been described as “an initial presumption” that might not

be suitable today.104 The approach interprets other means of communication

very broadly whilst commentary on Article 41 focuses on the legal basis for

non-military  enforcements  measures  leaving  out  what  actually  constitutes

other means of communication.105 When creating the UN Charter in 1945,

internet and cyber attacks were non existing and the implications of complete

or partial interruption of such systems could not have been envisaged by the

drafters.  This  approach  is  not  in  accordance  with  the  existing  military

technology or reflecting most scholar's view today, that a cyber attack under

103 May, L., (2015), The Nature of War and the Idea of ”Cyberwar”, in Cyberwar, Law and 
Ethics for Virtual Conflicts, Eds. Ohlin, J. D., Govern, K., Finkelstein, C., Oxford 
University Press, p. 14.

104 Robertson, H. B., (2002), Self-Defense against Computer Network Attack under 
International Law, in Computer Network Attack and International Law, Eds. Schmitt, M. 
N., and O'Donell, B. T., Naval War College, Newport, p. 133. 

105 Randelzhofer, A., (2002) Article 2(4), The Charter of the United Nations, A 
Commentary, Ed. Simma, B., Oxford University Press, pp. 735-749.
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specific circumstances might reach up to the threshold of an armed attack. It

seems unreasonable and inappropriate to claim that owing to the nature of the

attack, there is no possible way it can amount to an armed attack and thus that

cyber attacks should be excluded from the law of self-defence.

It is self-evident that by applying this approach, neither the Tallinn nor the

Stuxnet incident would be regarded as an armed attack and could therefore

not trigger the right to self-defence.
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4. Attribution and State Responsibility 

4.1 Attribution in General 

Assuming that a cyber attack can reach the threshold of an armed attack and

the inherent  right of self-defence is  triggered,  it  is  crucial  to attribute the

cyber  attack  in  order  to  determine  to  whom  the  self-defence  should  be

directed. 

The law of state responsibility is dealt with in a non-binding report of the

International  Law  Commission,  Draft  Articles,  which  largely  reflects

customary international law. The Draft  Articles establishes that in order to

give rise to state responsibility,106 internationally wrongful  acts have to be

attributable to a state and constitute a breach of an international obligation. 107

Internationally  wrongful  acts  can  be  attributed  to  states  in  several  ways.

Conduct  of  state  organs  and  persons  or  entities  exercising  elements  of

governmental authority acting in that capacity is considered acts of states.108

If a state organ, person or entity exercising governmental authority acts ultra

vires,  beyond  its  powers,  or  acts  contrarily  to  instructions,  that  is  still

considered an act of state if the action is taken in official capacity, according

to  the  Draft  Articles.109 In  the  arbitral  award  in  the  Youmans case,  state

responsibility for acts of  ultra vires was established.110 The case concerned

American  citizens  which  were  held  captive  in  a  house  in  Mexico.  After

pressure from American authorities, the Mexican government sent militia to

the  house  in  order  to  rescue  the  Americans.  However,  contrary  to  the

instructions, the militia started firing upon and killed the American citizens.

Since the militia was acting in official  capacity, the acts perpetrated  ultra

vires were attributed to the state. 

106 Draft Articles on State Responsibility, Article 1.
107 Draft Articles on State Responsibility, Article 2.
108 Draft Articles on State Responsibility, Articles 4 and 5.
109 Draft Articles on State Responsibility, Article 7.
110 Thomas H. Youmans (U.S.A.) v. United Mexican States, Arbitral Award of 23 November 

1926, UN Reports of International Arbitral Rewards, vol. IV, pp. 110-117. 
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Acts can also be attributed to a state if the acting person or group is acting

under the state's direct and effective control,111 a threshold established in the

Nicaragua case.112 The  effective  control  criteria  should  according  to  the

commentary to the Draft Articles be interpreted extensively, some level of

control is enough to attribute the acts to a state.113 However, the ICJ stated in

the  Nicaragua case that  “even the general control [...] over a force with a

high degree of dependency on it” without further evidence, would not amount

to effective control.114 A third view of required control was presented by the

International Criminal Tribunal for the former Yugoslavia (hereinafter ICTY)

in the Tadić case, namely the lower threshold overall control.115 However, the

ICTY established the overall control threshold when distinguishing whether

or not the armed conflict at hand was international. Later the ICJ addressed

these differing thresholds of required control in the  Bosnia Genocide  case.

The ICJ concluded that, for the purpose of attribution under the law of state

responsibility, the effective control threshold was the accurate one.116 

States are typically not responsible for conduct of insurrectional movements

but can be so if not taking necessary steps to prevent such conduct, a form of

due  diligence  responsibility.  However,  if  an  insurrectional  movement

becomes  the  new government,  their  acts  can  be  attributed  to  the  state.117

Furthermore, internationally wrongful acts can be attributable to a state if the

state  acknowledges  and  adopts  the  conduct  as  its  own,118 such  as  in  the

Tehran  Hostage case.119 Acknowledgement  and  adoption  are  cumulative

requirements which need to be more than mere support or endorsement.120

What happened in the Tehran Hostage case was that Iranian students took 52

111 Draft Articles on State Responsibility, Article 8.
112 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 115. 
113 Draft Articles on State Responsibility, Commentary accompanying Article 8, paras. 3-9.
114 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 115. 
115 Prosecutor v Duško Tadić, A. Ch., ICTY, Judgement of 15 July 1999, para. 131.

116 Case Concerning the Application of the Convention on the Prevention and Punishment 
of the Crime of Genocide (Bosnia and Herzegovina v Serbia and Montenegro), 
Judgement of 26 February 2007, I.C.J. Reports 2007, paras. 402-407.

117 Draft Articles on State Responsibility, Article 10.
118 Draft Articles on State Responsibility, Article 11.
119 Case concerning United States Diplomatic and Consular Staff in Tehran (United States 

of America v. Iran), Judgement of 24 May 1980, I.C.J. Reports 1980. 
120  Draft Articles on State Responsibility, Commentary accompanying Article 11, para. 6.
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American diplomats in Teheran hostage which led the embassy to request

help and assistance from the police. No help arrived, no measures were taken

against  the  students  and  in  addition  to  this,  after  a  few  days  Ayatollah

Khomeini and other organs of the Iranian state gave the students approval.

Therefore, the ICJ considered the students as agents of the Iranian state for

whose acts Iran itself was internationally responsible. 

4.2 Attribution of Cyber Attacks

With  the  delimitation  of  this  thesis,  the  relevant  international  obligation

which is  breached by a cyber attack amounting to an armed attack is  the

prohibition  on  the  use  of  force  and  thus  a  violation  of  the  UN Charter.

However, other breaches such as violations of IHL could also result in an

internationally  wrongful  acts  but  will  not  be  covered  in  this  thesis.  As

mentioned above, self-defence is only lawful when the triggering attack is

attributable to a state. 

It has been said that attribution is “a luxury unavailable in the cyber attack

era” and that “it is possible to predict that, in many cases, attribution for the

attack will not be possible”.121 

Attributing cyber attacks are difficult and of these difficulties especially three

factors have been pointed out. Firstly, sophisticated methods to anonymize

cyber attacks are often used to hide the identity of the attacker. Secondly,

cyber attacks can be launched from and through computers from different

jurisdictions around the world. Thirdly, cyber attacks can occur in a blink of

an eye as opposed to the time consuming work of attributing it.122 The Tallinn

incident  shows an example of the complexities of attribution since up to  

85  000 computers  from all  around  the  world  were  used  to  carry  out  the

attacks. 

Then  there  is  also  the  problem  of  obtaining  evidence  and  the  question

121 Talbot Jensen, E., (2002), Computer Attacks on Critical National Infrastructure: A Use 
of Force invoking the Right of Self-defense, Stanford Journal of International Law, p. 232.

122 Tsagourias, N., (2012), Cyber attacks, self-defence and the problem of attribution, 
Journal of Conflict and Security Law, Oxford University Press, p.  5.
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regarding the assessment standards of such evidence. In the  Corfu Channel

case, in which similar problems of collecting evidence from within another

state's territory was at  hand, the ICJ allowed  “a more liberal recourse to

inferences of fact and circumstantial evidence”.123 Furthermore, the ICJ stated

in  the  Bosnia  Genocide case  that  claims  against  states  involving

exceptionally  grave  charges  has  long  been  recognized  as  requiring  fully

conclusive evidence and that  “[t]he same standard applies to the proof of

attribution for such acts”.124 

States have a responsibility to take appropriate steps to protect the rights of

other states. In the  Corfu Channel  case, the ICJ stated that states have an

obligation “not to allow knowingly its territory to be used for acts contrary

to  the  rights  of  other  States”.125 Later,  in  the  Nicaragua case,  the  ICJ

confirmed  that  “[b]etween  independent  States,  respect  for  territorial

sovereignty is an essential foundation of international relations”.126 This has

been inferred by the International Group of Experts to the cyber context in

Rule 5 of the Tallinn Manual, which says that states are not allowed to permit

its cyber infrastructure to be used for prohibited acts against other states. 

In the Tallinn Manual, the International Group of Experts elaborates upon the

way of attributing cyber attacks in order to establish state responsibility. In

accordance with Article 8 of the Draft Articles, the Tallinn Manual requires

that  for a state to be considered responsible  for a cyber  attack,  the cyber

attack  needs  to  be  attributable  to  the  state  and  constitute  a  breach  of  an

international  obligation.127 In  the  commentary,  the  International  Group  of

Experts  to  a  high  degree  conform  to  the  existing  framework  of  state

responsibility. Prohibited conduct of state organs and non-state organs, when

123 The Corfu Channel Case (United Kingdom v Albania) (Merits), Judgement of 9 April 
1949, I.C.J. Reports 1949, p. 18. 

124 Case Concerning the Application of the Convention on the Prevention and Punishment 
of the Crime of Genocide (Bosnia and Herzegovina v Serbia and Montenegro), 
Judgement of 26 February 2007, I.C.J. Reports 2007, para. 209, referring to The Corfu 
Channel Case (United Kingdom v Albania) (Merits), Judgement of 9 April 1949, I.C.J. 
Reports 1949, p. 17.

125 The Corfu Channel Case (United Kingdom v Albania) (Merits), Judgement of 9 April 
1949, I.C.J. Reports 1949, p. 22.

126 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 202.

127 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 6. 
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exercising governmental authority, is attributable to that state.128 For instance,

conduct  of  private  corporations  authorized  by the  government  to  conduct

offensive  cyber  network  operations  against  another  state  or  to  engage  in

cyber intelligence gathering can be attributed to the authorizing state.129 

The  International  Group  of  Experts  found Article  8  of  the  Draft  Articles

especially important in the cyber context.  When the government contracts

with a private company to conduct cyber operations, such conduct will be

attributable to the state.130 However, the International Group of Experts does

not seem to agree upon the requisite control needed of non-state actors for

attribution  to  be  possible.  The  Nicaragua  case's  effective  control  test131

applies but the International Group of Experts do not rule out that the less

strict overall control requirement from the Tadić case132 could be adopted in

the  cyber  context.133 Furthermore,  the  International  Group of  Experts  has

exemplified when state responsibility may occur under Article 11 of the Draft

Articles. If non-state actors would engage in cyber operations against a state

and then another state would support and with its cyber capabilities protect

the  non-state  actors  against  counter  cyber operations,  attribution could  be

made to the supporting state.134 

In the Tallinn Manual, it is expressed that ultra vires acts in the cybersphere,

if breaching international law, triggers state responsibility,135 a view which is

in accordance with the Draft Articles.136 However, when attribution is made

based on Article 11 of the Draft Articles, when prohibited conduct of non-

state actors is acknowledged and adopted by a state, ultra vires acts can not

128  Draft Articles on State Responsibility, Articles 4 and 5. 
129 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 6, para. 8.
130 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 6, para. 9.
131 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 

States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 115. 
132 Prosecutor v Duško Tadić, A. Ch., ICTY, Judgement of 15 July 1999, para. 131.
133 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 6, para. 10. 
134 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 6, para. 14. 
135 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

accompanying Rule 6, para. 7. 
136 Draft Articles on State Responsibility, Article 7. 
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attach state responsibility.137 

The  Tallinn  Manual  sets  up  these  quite  clear  rules  for  when  to  attribute

prohibited  conduct  to  states  by  applying  the  Draft  Articles  in  the  cyber

context.  However,  Rule  6  of  the  Tallinn  Manual  is  only  useful  when the

origin of the cyber attack is known and the problems with attributing cyber

attacks  is  not  solved by applying the already existing framework of  state

responsibility. As comprised in Articles 7 and 8 of the Tallinn Manual, there

is no clear or easy way to circumvent these problems. Attribution can not be

based  on  the  mere  fact  that  a  cyber  operation  was  launched  from

governmental  cyber infrastructure,  this  is  just  an indication that  that  state

might be associated with the operation.138 Would a cyber operation be routed

through a state's cyber infrastructure, that routed cyber operation would not

presuppose  any  involvement  from  the  state.139 Thus,  the  problems  with

attribution in the cyber context remains despite the efforts of the International

Group of Experts to elucidate them.

Scholars  have  suggested,  in  order  to  get  around  these  difficulties  of

attributing  cyber  attacks,  that  international  law should  permit  resorting to

self-defence without first attributing and characterizing the attack.140 There is

also the view that multilateral international agreements should be created in

order to establish the alternatives available for attacked states and to establish

international  cooperation  when  it  comes  to  law  enforcement  for  cyber

attacks.141 This approach has been taken by the US. Russia, China and other

Eastern  states  have  favored  some  kind  of  binding  treaty  to  deal  with

hostilities in cyberspace which could,  inter alia, cover questions regarding

137 Schmitt, M. N., (2013), Cyber Activities and the Law of Countermeasures, in Peacetime 

Regime for State Activities in Cyberspace, Ed. Katharina Ziolkowski, International Law, 

International Relations and Diplomacy, NATO CCD COE Publication, p. 673. 

138 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 7. 
139 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 8.
140 Talbot Jensen, E., (2002), Computer Attacks on Critical National Infrastructure: A Use 

of Force invoking the Right of Self-defense, Stanford Journal of International Law, p. 240 
and Condron, S. M., (2006), Getting It Right: Protecting American Critical Infrastructure 
in Cyberspace, Harvard Journal of Law and Technology, p. 415.

141 Creekman, D. M., (2001), Helpless America - An Examination of the Legal Options 
Available to the United States in Response to Varying Types of Cyber-Attacks from China,
American University International Law Review, p. 681. 
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attribution. As of today, the closest thing to these suggestions is a convention

on cybercrime created by the Council of Europe, the European Convention

on Cybercrime. This convention has been ratified by 45 states and is open to

non member states. However, it only regulates cyber crimes by requiring the

parties to criminalize hacking and other illicit cyber activities such as cyber

fraud and does not cover cyber hostilities or cyber warfare. Russia, Israel and

China  are  amongst  those  countries  that  has  not  ratified  the  European

Convention on Cybercrime. A treaty concerning cyber warfare has not only

been discussed amongst  states but has naturally been subject  of academic

debate as well.142 

No  one  has  come  up  with  a  perfectly  good  solution  to  the  problems  of

attributing  cyber  attacks.  To  create  a  possibility  of  self-defence  without

attribution seems to be disregarding the existing law of state responsibility.

One of the main objectives behind attribution is to identify the attacker in

order  to  direct  the  self-defence  against  the  right  actor.  The  right  to  self-

defence  has  traditionally  been  requiring  a  rather  high  threshold  with  an

absolute  requirement  of  attribution  and  to  allow  self-defence  without

attribution  would  widen the  scope of  self-defence.  It  appears  that  such  a

solution could potentially weaken the concept of armed attacks. Furthermore,

it  could trigger situations of mere tensions to outright cyber war between

states that would not, according to the legal framework of today, have been

able to engage in such activities. The wider right of self-defence might be

abused by states for political reasons which would be contrary to the purpose

to minimize  the  use of  force  in  international  relations.  Thus,  self-defence

without attribution would be a threat to the international peace.

Negotiating some sort of law enforcement agreement or even a cyber treaty

concerned  with  the  jus  ad  bellum issues  would  be  a  better  alternative.

However, negotiating is hard if real and substantial results are to be expected.

142 See e.g., Hughes, R., (2010), A treaty for cyberspace, International Affairs, pp. 523-541 

and Arimatsu, L., (2012), A treaty for governing cyber-weapons: Potential benefits and 

practical limitations, 4th International Conference on Cyber Conflict (CYCON), Eds. 

Czosseck, C., Ottis, R., Ziolkowski, K., NATO CCD COE Publications, pp. 91-109. 
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5. The Use of Force in Self-Defence 

5.1 Necessity, Proportionality and Immediacy

According  to  three  of  the  four  approaches  elaborated  upon  above,  under

certain circumstances,  a cyber attack can reach the threshold of an armed

attack.  After  attributing  the  cyber  attack  to  a  state,  as  required  under

international law, despite above mentioned suggestions of scholars, necessity,

proportionality  and  immediacy  need  to  be  taken  in  to  account  when

exercising the inherent right to self-defence.

The  principles  of  necessity  and  proportionality  were  confirmed  to  have

customary law status by the ICJ in the  Nicaragua case in which the court

declared that:

“For  example,  [the  UN  Charter]  does  not  contain  any  

specific  rule  whereby  self-defence  would  warrant  only  

measures which are proportional to the armed attack and  

necessary  to  respond  to  it,  a  rule  well  established  in

customary international law.”143

Firstly, the necessity requirement means that the defence has to be strictly

necessary.144 Thus, no other viable option should be available when resorting

to the use of force.145 In the  Caroline case, the US Secretary of State at the

time,  Daniel  Webster  captured  the  necessity  requirement  when  described

threats or attacks as “instant, overwhelming and leaving no choice of means,

and  no  moment  for  deliberation” for  self-defence  to  be  considered

necessary.146 Secondly, the principle of proportionality entails that the means

and extent of the self-defence needs to be proportionate  in relation to the

gravity  of  the  armed  attack.147 To  determine  whether  the  self-defence  is

143 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 176.

144 Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A Commentary, 
Ed. Simma, B., Oxford University Press, p. 805.

145 Dinstein, Y., (2005), War, Agression and Self-Defence, Cambridge University Press, 
p. 237.

146 Letter from U.S. Secretary of State, Daniel Webster, to Lord Ashburton (Aug. 6, 1842) 
available at http://avalon.law.yale.edu/19th_century/br-1842d.asp (last assessed 18 May 
2015).

147 Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A Commentary, 
Ed. Simma, B., Oxford University Press, p. 805.
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proportionate it needs to be compared to the attack. Likewise, casualties and

damage sustained from use of force in self-defence need to be proportional to

the damage sustained from the triggering attack.148 Thirdly, the immediacy

requirement implicates that the self-defence may not be undertaken to long

after the armed attack but within some reasonable time after it occurred.149

Even if a cyber attack's scale and effects would amount to an armed attack

and  trigger  the  inherent  right  to  act  in  self-defence,  the  requirements  of

necessity, proportionality and immediacy might be difficult to fulfill in the

cyber context. To assess the necessity of self-defence, the attack has to be

attributed to a specific source, a state or a non-state actor.150 This is one of the

greatest challenges when it comes to cyber attacks due to the difficulties of

identifying  the  attacker  and the  technology makes  it  nearly  impossible  to

attribute a cyber attack.151

Another problem is that self-defence in response to a cyber attack has been

suggested only to be proportionate in regard to the triggering attack under

extreme circumstances, such as attacks with catastrophic results.152 In order to

accurately  assess  the  triggering  attack,  ensure  that  the  self-defence  is

necessary and proportionate and exhausting other non-forcible options such

as diplomatic negotiations, time will inevitably pass. Cyber attacks can be

conducted immediately, so to respond after days, weeks or months after the

triggering attack might not be in line with the immediacy requirement. The

Tallinn Manual has adopted the three conditions of necessity, proportionality

and immediacy in its Articles 14 and 15. 

As of today, no definitive attribution of a cyber attack has been made and

self-defence  would  most  probably  not  be  proportionate  nor  necessary  in

relation to the ascertained cyber attacks. Would any of the cyber incidents

pass the necessity and proportionality requirements, it is uncertain whether

148 Dinstein, Y., (2005), War, Agression and Self-Defence, Cambridge University Press, 
p. 237.

149 Ibid, p. 242.
150 Dinstein, Y., (2002), Computer Network Attacks and Self-Defense, International Law 

Studies Series US Naval War College, p. 109.
151 Condron, S. M., (2007), Getting It Right: Protecting American Critical Infrastructure in 

Cyberspace, Harvard Journal of Law and Technology, p. 415.
152 Dinstein, Y., (2002), Computer Network Attacks and Self-Defense, International Law 

Studies Series US Naval War College, p. 110.
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the self-defence would have been immediate enough.

5.2 The Nature of Self-Defence against Cyber Attacks

Throughout history, kinetic use of force amounting to an armed attack has

been met with kinetic self-defence. With the rapid development of military

technology, this presumption does not correspond to the current situation. If a

non-kinetic attack is launched, can a state respond in self-defence through a

kinetic  attack?  Conversely,  can  the  self-defence  be  non-kinetic  if  the

triggering attack is kinetic?

In the commentary to the Tallinn Manual the International Group of Experts

answers these two questions in the positive. Their view is that the right to use

force in self-defence applies to kinetic as well as non-kinetic armed attacks153

and that there is no need for the triggering attack and the self-defence to be of

the same kind.154 

Even if  nuclear weapons are kinetic  in nature,  opposed to the non-kinetic

nature  of cyber attacks,  the reasoning of the ICJ in the  Nuclear weapons

advisory opinion is relevant since both nuclear and cyber warfare involves

non-traditional  military  technology.  The  Court  expressed  that  the  use  of

nuclear weapons in self-defence is not excluded under all circumstances, but

that  it  can be legal  under  international law,  given that the use of force is

proportionate as well as meeting the requirements of IHL.155 Similarly, it can

be argued that cyber attacks can be resorted to in self-defence in response to

an armed attack, when proportionate and in accordance with IHL. 

Professor Larry May questions whether self-defence pursuing a cyber attack

should ever be permitted to involve killing or wounding of persons156 which

153 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 3.

154 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 14, para. 5.

155 Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion of 8 July 1996, 
I.C.J. Reports 1996, para. 42.

156 May, L., (2015), The Nature of War and the Idea of ”Cyberwar”, in Cyberwar, Law and 
Ethics for Virtual Conflicts, Eds. Ohlin, J. D., Govern, K., Finkelstein, C., Oxford 
University Press, pp. 6-9.
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is in line with a proportionality assessment. For instance, assuming that the

Stuxnet  incident  would  reach  up  to  the  threshold  of  an  armed  attack,

triggering the right  to  self-defence,  it  would seem disproportionate  to kill

persons  as  a  response  to  destruction  of  property,  even  if  large-scale  and

comprehensive. Likewise, Dinstein assumes, without going in deeper on the

matter, that self-defence can consist of both kinetic and non-kinetic measures

as long as it is proportionate to the triggering act.157

It seems that scholars agree upon that rather than fixating entirely on kinetic

or non-kinetic force, the crucial factor is proportionality. If proportionate, a

cyber  attack  may  trigger  a  kinetic  use  of  force  in  self-defence  and

contrariwise, a kinetic armed attack may trigger cyber use of force in self-

defence.

5.3 The Temporal Dimension of Self-Defence

Vice Admiral Cebrowski, President of the US Naval War College, has like

many before him asked the question whether “international law require us to

wait until lives are lost or property damaged before we may engage in acts of

self-defence?”.158 This question has divided scholars for a long time and there

is still no consensus on exactly when a state may resort to self-defence, which

leaves the matter of anticipatory self-defence an unsettled one.159 

Before moving on, the terms anticipatory and pre-emptive self-defence need

some clarification.  The concepts of these terms are quite confusing in the

legal literature,160 especially after the Bush doctrine was formulated.161 For

the  purpose  of  this  thesis,  anticipatory  self-defence  means self-defence  in

157 Dinstein, Y., (2002), Computer Network Attacks and Self-Defense, International Law 
Studies Series US Naval War College, p. 109.

158 US Naval War Collage Symposium, Computer Network ”Attack” and International Law, 
convened at the Naval War Collage, Newport, Rhode Island, June 22-25, 1999.

159 Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A Commentary, 

Ed. Simma, B., Oxford University Press, p. 803.

160 See e.g., Gill, T. D., (2006), The temporal dimension of self-defence: anticipation, pre-
emption, prevention and immediacy, Journal of Conflict and Security Law, p. 363 and 
Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge University 
Press, p. 91.

161 Gray, C. D., (2008), International law and the use of force, Oxford University Press, 
pp. 160-165.
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response of an armed attack at  the  point  of  being launched,  an imminent

attack,  and pre-emptive  self-defence  is  given the  meaning of  self-defence

with the purpose of pre-empting an attack,  thus more remote in time and

more preventive in its nature. This is  visualized in the picture below. The

term preventive self-defence also occurs in academia but for the purpose of

this thesis preventive self-defence is comprised in the term pre-emptive self-

defence.

5.3.1 Anticipatory Self-Defence

A textual interpretation of Article 51 of the UN Charter, that the right to self-

defence is triggered“if an armed attack occurs”, leads to the assumption that

an armed attack actually must take place before a state can resort to self-

defence.162 Since  self-defence is  an exception  to  the  use of force,  a  strict

reading of the provision appears appropriate. Accordingly, the UN Charter

does not allow for anticipatory self-defence. Already in 1947 professor Josef

L. Kunz wrote that Article 51 of the UN Charter  “constitutes an important

progress by limiting the right of […] self-defence to the one case of armed

attack against a member of the U.N.”.163 Thus, Kunz was of the view that

with the creation of Article 51 the use of force would be prevented in a higher

degree than before the existence of the UN Charter. 

Dinstein  agrees  with  that  Article  51 of  the  UN Charter  literally  does  not

162 Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A Commentary, 
Ed. Simma, B., Oxford University Press, p. 803.

163 Kunz, J. L., (1947), Individual and Collective Self-Defense in Article 51 of the Charter 
of the United Nations, American Journal of International Law, p. 877.
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legitimate self-defence until after an armed attack has occurred. His view,

however, is that an armed attack “need not start with the opening of fire on

the aggrieved party” and that the essential  factor is  “whether the die has

been cast”. With what he calls the right to resort to interceptive self-defence,

Dinstein expands the concept of when an armed attack can be said to have

occurred.  As an example he paints up a scenario in which a missile site's

radar is locked on a target in preparation for fire. If it would be obvious to an

unbiased observer that an armed attack is incipient or will be initialized any

minute, self-defence would in Dinstein's view be lawful and states would not

need  to  “wait  impotently  for  the  inescapable  blow”.164 His  theory  on

interceptive self-defence is thus very theoretical. In practice it would be hard

to,  in a  situation where an attack is  imminent,  make an assessment  as an

unbiased observer. 

Furthermore, some suggest that since Article 51 of the UN Charter speaks of

the right to self-defence as inherent, anticipatory self-defence is comprised in

the customary law of self-defence.165 Some has come to this conclusion since

“common sense, rather than textual literalism” according to their view is the

best  way  to  interpret  international  legal  norms.166 Proponents  of  the

anticipatory self-defence doctrine argues that a textual interpretation ignores

both  the  drafting  history  of  Article  51  of  the  UN  Charter  and  that  the

provision  was  not  intended  to  cover  all  aspects  of  self-defence.167 The

statement of Daniel Webster in the Caroline case, that the attack need to be

“instant, overwhelming and leaving no choice of means, and no moment for

deliberation”,168 is  one  of  the  most  used  arguments  for  anticipatory  self-

defence. However, the attack in the Caroline case was not anticipatory at all,

but on-going. Therefore, Webster's famous words should be reserved for strict

164 Dinstein, Y., (2002), Computer Network Attacks and Self-Defense, International Law 
Studies Series US Naval War College, pp. 110-111. 

165 See e.g., Sklerov, M. J., (2009), Solving the Dilemma of State Responses to 
Cyberattacks: A Justification for the Use of Active Defenses against States Who Neglect 
Their Duty to Prevent. Military Law Review, p. 33 and Harrison Dinniss, H., (2012), 
Cyber Warfare and the Laws of War, Cambridge University Press, p. 88.

166 Franck, T. M., (2002), Recourse to force: state action against threats and armed attacks, 
Cambridge University Press, pp. 97-108.

167 Gill, T. D., (2006), The temporal dimension of self-defence: anticipation, pre-emption, 
prevention and immediacy, Journal of Conflict and Security Law, p. 364.

168 Letter from U.S. Secretary of State, Daniel Webster, to Lord Ashburton (Aug. 6, 1842).
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necessity argumentation, even though necessity and anticipatory self-defence

might be hard to distinguish at times.

The ICJ has not yet expressed its view on the matter of anticipatory self-

defence. In the Nicaragua case, none of the parties had raised the question of

anticipatory self-defence and therefore the ICJ expressed that they would not

give its view of the issue.169 In the Armed Activities case, the ICJ continued to

stay away from expressing its view due to the same reason.170 However, it has

been articulated in UN reports that despite the wording of Article 51 of the

UN Charter,  “according to  long established international  law” there is  a

right to resort to anticipatory self-defence171 and that  “imminent threats are

fully covered by Article 51”.172

From state practice it can not be ascertained whether a right of anticipatory

self-defence exists. In particular the Six Day War of 1967, and Israel's attack

on Egyptian airbases after indications from Egypt that they had the intention

of eliminating Israel, is referred to in order to demonstrate a situation where

anticipatory  self-defence  has  been accepted.173 However,  anticipatory  self-

defence has never been invoked under the UN Charter  and most scholars

argue that the predominant state practice does not support anticipatory self-

defence.174

According to Schmitt, anticipatory self-defence is permitted against a CNA

under three specific and cumulative circumstances. Firstly, the attack need to

be part of an overall operation culminating in an armed attack. Secondly, the

CNA should be an irrevocable step in an imminent and probably unavoidable

169 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 194.

170 Case Concerning Armed Activities on the Territory of the Congo (Democratic Republic 
of the Congo v. Uganda), Judgement of 19 December 2005, I.C. J. Reports 2005, 
para. 143.

171 United Nation Report of the High-level Panel on Threats, Challenges and Change, A 
more secure world: our shared responsibility, (2004), UN Doc A/59/565, para. 188.

172 United Nations Report of the Secretary-General,  In larger freedom: towards 
development, security and human rights for all, (2005), UN Doc A/59/2005, para. 124 

173 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, pp. 85-86.

174 See e.g., Randelzhofer, A., (2002) Article 51, The Charter of the United Nations, A 
Commentary, Ed. Simma, B., Oxford University Press, p. 804 and  Gray, C. D., (2008), 
International law and the use of force, Oxford University Press, p. 161.
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attack.  Thirdly,  acting in anticipatory self-defence must  be during the last

possible window of opportunity in order to effectively counter the attack.175 

The Tallinn Manual,  articulates  that  the  right  to  use  force  in  self-defence

triggers when a cyber armed attack occurs or is imminent.176 The majority of

the International Group of Experts argues for the legality of anticipatory self-

defence and are of the view that  “a State need not wait idly as the enemy

prepares  to  attack”,177 which  resembles  Dinstein's  argumentation  for

interceptive  self-defence.  Moreover,  the  International  Group  of  Experts

adopts  Schmitt's  standard  of  the  last  feasible  window of  opportunity  and

argues that such a window may occur just before but sometimes long before

the attack in question.178 

5.3.2 Pre-Emptive Self-Defence, the Bush Doctrine

Under  the  Bush  administration,  two  security  strategy  documents  were

released with the purpose of enlarging the right to self-defence.179 The latter

of these two documents was distinguished from the former in the sense that it

did not make any explicit references to international law,180 but  both attempts

to include the possibility of pre-empting armed attacks in the right to resort to

self-defence. The US government were quite clear on the matter by stating,

inter  alia,  that  “[w]e  must  adapt  the  concept  of  imminent  threat  to  the

capabilities and objectives of today’s adversaries”181 and that “[t]o forestall

or  prevent  [...]  hostile  acts  by  our  adversaries,  the  United  States  will,  if

175 Schmitt, M., (1999), Computer Network Attack and the Use of Force in International 
Law: Thoughts on a Normative Framework, Columbia Journal of Transnational Law, pp. 
932-933.

176 Tallinn Manual on the International Law Applicable to Cyber Warfare, Rule 15. 
177 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

Accompanying Rule 15, para. 2. 
178 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 

Accompanying Rule 15, para. 4.
179 White House, The National Security Strategy of the United States of America, (2002), 

available at http://www.state.gov/documents/organization/63562.pdf (last assessed 18 
May 2015) and White House, The National Security Strategy of the United States of 
America, (2006), available at http://www.state.gov/documents/organization/64884.pdf 
(last assessed 18 May 2015).

180 Gray, C., (2006), The Bush doctrine revisited: The 2006 national security strategy of the 
USA, Chinese Journal of International Law, p. 561.

181 White House, The National Security Strategy of the United States of America, (2002), 
p. 15, available at http://www.state.gov/documents/organization/63562.pdf (last assessed 
6 May 2015).
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necessary,  act  preemptively  in  exercising  our  inherent  right  of  self-

defense”.182 

The UN does not support the Bush doctrine of pre-emptive self-defence. The

view of the UN is, naturally, that it is only the UNSC that should act pre-

emptively.183 The UN does  “not favour the rewriting or reinterpretation of

Article 51.”184 The Bush doctrine of the right of pre-emptive self-defence has

been criticized for having no basis in law185 and neither state practice,186 nor

the majority of legal scholars supports such a right.187 

There  has  been  discussions  of  the  US  potentially  carrying  on  with  the

doctrine of pre-emptive self-defence, in relation to cyber attacks.188 In the US

National  Security  Strategy  of  2015,  the  danger  of  disruptive  and  even

destructive  cyber  attacks  is  emphasized.  However,  it  is  stated  that  self-

defence should be consistent with international law189 and accordingly, acting

pre-emptively to a cyber attack is not lawful. 

In summation, pre-emptive self-defence does not appear to be conceivable

but anticipatory self-defence might. However, it seems practically difficult to

prove that a cyber armed attack is anticipated and therefore anticipatory self-

defence may not be relevant in relation to cyber attacks. 

182 White House, The National Security Strategy of the United States of America, (2006), 
p. 18 available at http://www.state.gov/documents/organization/64884.pdf (last assessed 6 
May 2015.

183 United Nation Report of the High-level Panel on Threats, Challenges and Change, A 
more secure world: our shared responsibility, (2004), UN Doc A/59/565, paras. 189-192 
and United Nations Report of the Secretary-General,  In larger freedom: towards 
development, security and human rights for all, (2005), UN Doc A/59/2005, para. 125.

184 United Nation Report of the High-level Panel on Threats, Challenges and Change, A 
more secure world: our shared responsibility, (2004), UN Doc A/59/565, para. 192.

185 Greenwood, C., (2003), International Law and the Pre-emptive Use of Force: 
Afghanistan, Al-Qaida, and Iraq, San Diego International Law Journal, p. 15 and 
Brownlie, I., (2008), Principles of Public International Law, Oxford University Press, 
p. 734.

186 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, Cambridge, p. 92.

187 See e.g., Tsagourias, N., (2010), Necessity and the Use of Force: A Special Regime, 
Netherlands Yearbook of International Law, pp. 20-21 and Tallinn Manual on the 
International Law Applicable to Cyber Warfare, Commentary Accompanying Rule 15, 
para. 7 

188 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, pp. 92-93. 

189 White House, The National Security Strategy of the United States of America, (2015), 
pp. 12-13, available at http://nssarchive.us/wp-content/uploads/2015/02/2015.pdf (last 
assessed 18 May 2015.

49

http://nssarchive.us/wp-content/uploads/2015/02/2015.pdf
http://www.state.gov/documents/organization/64884.pdf


6. Non-State Actors

As with much of the previously analyzed aspects of cyber attacks, it is not

entirely clear whether the possibility to resort to self-defence exists in relation

to non-state actors (hereinafter NSAs) conducting military actions without

state  complicity.  In today's world this question is  of utter  importance,  not

only in the cyber context. 

By the formulation of Article 2(4) of the UN Charter, it can be understood

that the provision covers international relations between member states and

thus, only conduct between states. However, Article 51 of the UN Charter

only focuses on the occurrence of an armed attack, leaving out any specific

reference to the source of such an attack. This discrepancy can be understood

in two ways. On the one hand, Articles 2(4) and 51 are correlated, an armed

attack is an exception of the prohibition on the use of force. Therefore, with a

restrictive point of view, the right to resort to self-defence only applies when

the attacker is a state since Article 2(4) literally states so. On the other hand,

due to the inherent nature of Article 51 and ICJ's statement which recognizes

that  the  Charter  does  not  contain  all  rules  established  by  customary  law

regarding the right to self-defence,190 some argue for a broad right of self-

defence and the possibility of NSAs to carry out armed attacks.191

The ICJ has been criticized for causing more confusion than clarification of

this matter.192 In the Wall advisory opinion, the ICJ expressed that: 

“Article 51 of the Charter thus recognizes the existence of an 

inherent right of self-defence in the case of armed attack by 

one  State  against  another  State.  However,  Israel  does  not  

claim that the attacks against it are imputable to a foreign  

State.”193 

190 Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United 
States of America) (Merits), Judgement of 27 June 1986, I.C.J. Reports 1986, para. 176.

191 Dinstein, Y., (2005), War, Agression and Self-Defence, Cambridge University Press, 
p. 201 and Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, p. 96.

192 Harrison Dinniss, H., (2012), Cyber Warfare and the Laws of War, Cambridge 
University Press, p. 96. 

193 Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory, 
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Then one year later in the Armed Activities case, the ICJ concluded that the

attacks of the case were not attributable to the Democratic Republic of the

Congo and therefore:

”[T]he  Court  [found]  that  the  legal  and  factual  circum-

stances for the exercise of a right of self-defence by Uganda 

against the DRC were not present.” 194

The  fact  that  the  ICJ  has  been  so  vague  and  did  not  clarify  this  highly

controversial matter has been criticized by many, even by its own judges.195

In a separate opinion, Judge Kooijman expressed that he is of the view that

armed attacks surely can be carried out by NSAs, that the UN Charter does

not require a state to attack for the right of self-defence to be triggered and

that therefore it “would be unreasonable to deny the attacked State the right

to self- defence”.196 

Shortly after the terrorist attacks by Al Qaeda in the US 11 September 2001,

the UNSC, adopted resolutions 1368 and 1373 in which the inherent right of

self-defence  was  recognized  and  reaffirmed.197 However,  nowhere  in  the

resolutions it was defined who conducted the armed attacks and consequently

against  whom the  self-defence should be directed.  These resolutions were

controversial  and  some  argues  that  it  was  the  first  time  states  officially

established  the  right  to  self-defence  in  relation  to  NSAs.  Previously,  the

concept  of  self-defence  against  NSAs  would  have  been  unacceptable  for

many states and commentators.198 

The issue of cyber attacks, amounting to armed attacks, launched from NSAs

Advisory Opinion of 9 July 2004,, I.C.J. Reports 2004, para. 139.
194 Case Concerning Armed Activities on the Territory of the Congo (Democratic Republic 

of the Congo v. Uganda), Judgement of 19 December 2005, I.C. J. Reports 2005, 
para. 147.

195 Case Concerning Armed Activities on the Territory of the Congo (Democratic Republic 
of the Congo v. Uganda), Separate Opinion of Judge Koojimans, para. 25 and Case 
Concerning Armed Activities on the Territory of the Congo (Democratic Republic of the 
Congo v. Uganda), Separate Opinion of Judge Simma, para. 8. 

196 Separate Opinion of Judge Koojimans in Case Concerning Armed Activities on the 
Territory of the Congo (Democratic Republic of the Congo v. Uganda), para. 30.

197 UNSC resolution 1368, UN Doc S/RES/1368 (12 September 2001) and UNSC 
resolution 1373, UN Doc S/RES/1373 (28 September 2001).

198 Gray, C. D., (2008), International law and the use of force, Oxford University Press, 
p. 199.
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without the possibility to attribute those actions to a state has been discussed

within the International Group of Experts as well. By referring to the above

mentioned resolutions from the UNSC and state practice, the majority of the

International Group of Experts argued that the right to self-defence against

NSAs  has  been  established.199 According  to  the  International  Group  of

Experts' interpretation of the judicial decisions from the ICJ, the court “does

not  seem  to  have  been  prepared  to  adopt  the  same  approach”.200

Furthermore, the International Group of Experts did not agree upon whether

self-defence against NSAs on the territory of a state is lawful without that

state's permission but the group emphasized that great consideration has to be

taken to the principle of sovereignty when resorting to self-defence against

NSAs.201 With this, the International Group of Experts did not contribute to

any  clarification  to  or  deeper  analysis  of  the  matter  of  resorting  to  self-

defence against NSAs.

Schmitt agrees with that the law governing the resort to armed military force

by  States  typically  has  been  interpreted  restrictively202 but  he  suggested

already in 1998 that the  jus ad bellum would need to evolve to effectively

meet the challenges of security threats from NSAs, either by  “blurring the

state/non-state  actor  distinction  or  sharpening  it  by  a  new  body  of  law

governing  actions  against  non-state  actors”.203 The  need  for  evolution

however appear to remain. 

Situations when self-defence is resorted to against the state in which territory

attacking NSAs operates  and when self-defence  is  resorted  to  against  the

NSAs themselves need to be distinguished from each other.204 It  could be

199 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, paras. 16-17. 

200 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, para. 17. 

201 Tallinn Manual on the International Law Applicable to Cyber Warfare, Commentary 
accompanying Rule 13, paras. 23-24.  

202 Schmitt, M. N., (2003), Bellum Americanum Revisited: US Security Strategy and the Jus 
ad Bellum, Military Law Review, p. 380.

203 Schmitt, M. N., (1998), Bellum Americanum: The US view of Twenty-first Century war 
and its possible implications for the law of armed conflict, Michigan Journal of 
International Law, pp. 1073-1074.

204 Trapp, K. N., (2007), Back to basics: necessity, proportionality, and the right of self-
defence against non-state terrorist actors, International and Comparative Law Quarterly, 
p. 142.

52



concluded  that  using  force  against  another  state  without  attributing  the

triggering attacks to the state is prohibited under the UN Charter. To use force

in self-defence against NSAs in another state's territory has been explained as

constituting an attack on that state as as much as the NSAs.205 Indeed, such

use of force would violate that state's sovereignty and territorial integrity206

but with the consent of the state it would be lawful. The difficult question

would consequently be whether it is lawful to resort to self-defence against

NSAs in a state which does not consent to it. As an example, the US has used

force against the Islamic State in Iraq and the Levant (hereinafter ISIL) in

both Iraq and Syria. The US airstrikes in Iraq begun in August 2014 after the

Iraqi government requested so and would therefore be permitted under the

UN Charter as collective self-defence under Article 51.207 On the contrary, the

Syrian government has not given its consent for the US to use force on its

territory against the ISIL and despite this, US began launching attacks against

the ISIL in Syria  in September 2014.208 In its resolution 2170, the UNSC

called on states to take different measures in order to suppress the ISIL but

did not authorize the use of force.209 ISIL does not only resort to kinetic force

but  has  also  recruited  hackers.  In  early  2015,  a  group  calling  itself  the

CyberCaliphate hacked the Twitter and YouTube accounts of the US Central

Military  Command  publishing  ISIL  sympathizing  and  threatening

statements.210 Seeing the atrocious acts the ISIL is carrying out on the ground

in Iraq and Syria, the threat the NSAs might pose in the cybersphere should

not be underrated. 

As was the case with the Tallinn incident, cyber attacks can be launched from

several  different places around the world and the conduct  is  likely illegal

205 O'Connell, M. E., (2013), Dangerous Departures, American Journal of International 
Law, p. 383.

206 Trapp, K. N., (2007), Back to basics: necessity, proportionality, and the right of self-
defence against non-state terrorist actors, International and Comparative Law Quarterly, 
p. 145.

207 Hakimi, M., (2015), Defensive Force against Non-State Actors: The State of Play, 
International Law Studies, p. 20.

208 Ibid, p. 21. 
209 UNSC resolution 2170, UN Doc S/RES/2170 (15 August 2014).
210 Graham Harrison, E., (2015), Could Isis's 'cyber caliphate' unleash a deadly attack on 
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under  national  law  in  most  of  those  countries.  In  such  situations,  the

requirements of  necessity, proportionality and immediacy in regard to the

use of force in self-defence may, together with the fact that force would need

to  be  used  in  several  countries,  be  unfitting  in  order  to  answer  to  NSAs

conducting cyber attacks.

Today, acts which if conducted by states would amount to armed attacks are

being  conducted  by  NSAs,  for  instance  the  ISIL.  It  indeed  seems

unreasonable that self-defence should not be a lawful way of responding to

such conduct and it appears that the UN Charter does not prohibit it. If the

use of force in self-defence is to be resorted to against NSAs it seems that the

target must be the NSA and not the state in which the NSA operates in. The

principles  of  state  sovereignty  and  territorial  integrity  are  of  utmost

importance when using force in self-defence against NSAs. However, there is

naturally a difference between bombardment in the territory of another state

and destruction of a computer. This might prove to be an advantage in the

cyber context since consent from foreign states probably will be given more

willingly when the self-defence is less invasive and non-kinetic. Furthermore,

the matter of NSAs is ambiguous and clarification from the ICJ is required. 
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7. Summary and Discussion

The complexity and diversity of cyber attacks makes them hard to fit in the

existing legal framework on the use of force, armed attacks and the inherent

right to self-defence. Cyber attacks can result in mere inconvenience or can

have devastating consequences such as the killing or injuring of persons or

damaging of property. Both states and NSAs can launch a cyber attack and

target everything and everyone, individuals, objects or even entire societies. 

In order to understand the legal aspect of cyber attacks, the concept of cyber

attacks itself need to be understood. There is no legally binding definition of

what  constitutes  a  cyber  attack  today.  It  seems  like  the  term  CNA is

descriptive in nature, which in some circumstances might be relevant, but in

order to answer the questions on legality of the use of force in self-defence a

legal definition of cyber attack is required. As of today, it appears that the

best attempt in giving a legal definition of what constitutes a cyber attack is

Rule 30 of the Tallinn Manual. It covers both offensive and defensive cyber

operations that, reasonably expected, results in physical damage. 

Rule  30  of  the  Tallinn  Manual  however  fails  to  include  or  assess  the

important  factors  of  actors  and  duration  of  the  cyber  attack.  In  terms  of

duration, two aspects are important to clarify. Firstly, cyber attacks can be

launched in a  blink of  an eye and sometimes have  consequences that  are

instantaneous  and  reversible.  Secondly,  the  temporal  dimension  of  self-

defence  against  armed  attacks  in  general  and  cyber  attacks  in  particular

appears to be in need of clarification.

The legal definition does not itself contribute to the assessment whether a

cyber attack can amount to an armed attack but in order to continue to that

question, it first has to be concluded that a cyber attack has taken place. As

mentioned above, if there is to be a comprehensive international prohibition

regarding cyber attacks a legal definition needs to be agreed upon. 

After a cyber attack has occurred, it has to be analyzed further in order to

understand its legal consequences. Today, four main approaches exist on the
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question if, how and when a cyber attack can reach the threshold of an armed

attack. Some argue that a cyber attack never can constitute an armed attack.

To exclude all cyber operations, regardless of the impact it has, only because

the operation does not comply with the traditional way of using force can not

seem to serve as a possible approach. This would leave states with a choice

either to abide by the international framework and abstain from using force,

although the attack might be severe with highly dangerous outcomes, or to

respond  in  self-defence  and  violate  international  law.  If  international  law

should  be  able  to  apply  to  the  military  technology  which  is  constantly

evolving, it needs to be able to adapt to those evolvements. Hence, leaving

out this approach, the consequence based approach, the target based approach

and the means based approach remains. 

The target based approach appears to correspond well with the principle of

sovereignty since the mere targeting of critical infrastructure would trigger

the right to self-defence. However, the most fundamental argument against

this approach is that it might be dangerous in practice. Firstly, distinguishing

between a cyber attack against critical infrastructure and malfunctions of it is

not always easy and it is not desirable that these two situations are confused

with each other. Secondly, this approach would mean that the concept of self-

defence would be widened and a great deal of conduct would be regarded as

hostile.  These  factors  could  possibility  escalate  and  destabilize  situations

between states, thereby contributing to unstable international relations which

would not promote the international peace. 

The means based approach does not seem to adequately correspond with the

scale and effects requirements established in the Nicaragua case since it only

focuses  on  whether  the  damage  normally  would  have  been  caused  by  a

kinetic  attack.  As  the  determining  factor  it  seem  insufficient,  but  if  the

damage traditionally would have been caused by a kinetic attack could be one

of several factors to consider when assessing cyber attacks. 

It occurs as if a more profound evaluation of cyber attacks can be done by

applying the consequence based approach. By looking at the effects in the

physical world, as partly in accordance with the means based approach, it is
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relatively simple to assess cyber attacks. The consequence based approach is

the  approach which  best  appears to  balance  the  right  of  states,  to  defend

themselves against armed attacks, and the international peace and security in

the world. It has its disadvantages, since it does not cover situations lacking

physical  damage which still  might  be severe.  However,  that  is  something

which actually might contribute to more stable relations between states and

not  escalating  matters  unless  under  extreme  conditions.  Altogether,  the

consequence based approach seems to be the most  adequate and effective

way of legally addressing cyber attacks and most in line with the purpose of

the UN.

The  force  used  in  self-defence  need  to  be  necessary,  proportionate  and

immediate which might pose a problem in the cyber context. Then, if any of

these  factors  prevents  an  unnecessary,  proportionate  or  unreasonably  late

response to a cyber attack reaching up to the threshold of an armed attack it

would contribute to maintaining international peace. Whether the force used

in self-defence should be non-kinetic  or kinetic  depends on the particular

circumstances  in  each situation and should be assessed on a case-by-case

basis. Irrespective of the nature of the self-defence, it need to comply with the

requirements  of  necessity  and  proportionality.  Self-defence  seems  to  be

possible to resort to after a cyber armed attack has occurred or in accordance

with the concept of anticipatory self-defence, just at the point of the cyber

attack  being  launched.  However,  acting  pre-emptively  is  not  considered

lawful by most and it would be especially difficult to prove that pre-emptive

self-defence  responding  to  a  cyber  armed  attack  would  be  necessary  and

proportionate. In practice it can be hard to detect a cyber attack which is yet

to be launched and therefore anticipatory self-defence against cyber attacks

might not be the self-defence we will most likely see in the future. 

As does the work of many scholars and commentators, this thesis claims that

the  most  difficult  issue  in  relation  to  cyber  warfare  is  attributing  cyber

attacks.  With  the  legal  framework  of  today,  cyber  attacks  need  to  be

attributed to states in order for those states to lawfully resort to self-defence.

The rules of attribution assumes that it is technically and practically possible
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to identify the source of the attack and the Tallinn Manual does not propose

any solution to the problem of attributing cyber attacks. These technical and

practical difficulties naturally result in legal difficulties. Neither the efforts of

scholars does resolve the matter. The proposal to make self-defence lawful

without  first  attributing  the  cyber  attack  is  not  acceptable  since  the

consequences of such a widening of the concept of self-defence could lead to

chaos and anarchy in the cybersphere. If it was lawful to resort to the use of

force without having to attribute the triggering attack, in order to sidestep the

existing prohibition on the use of force,  states could claim that  they have

been subjected to a cyber armed attack when it  is in fact  due to political

agendas  the  force  is  resorted  to.  With  this  comes  the  risk  of  devastating

damage and shattered international relations. Rather, it seems as states need

to  cooperate  in  solving  these  problems.  As  mentioned  above,  there  is  an

ongoing discussion amongst both states and scholars whether a cyber treaty

or a law enforcement agreement should be worked out. 

It  appears  that  the  ILC,  with  its  mandate  of  progressive  codification  of

international  law,  could  play  an  important  role  in  the  evolvements  of

international law in the cybersphere. The ILC could formulate a structured

and clarified proposal on how international law should meet the challenges of

cyber warfare. Since these issues are of utter importance for the international

peace and security, there might be a need for the UN to initiate a conference

where state negotiations could take place with the objective of achieving a

legally  binding  agreement.  The  lack  of  consensus  amongst  states  might

aggravate such negotiations but attempts should in any case be made. It may

require  time, as seen with the UN Climate Change Conference which has

proceeded for twenty one years. 

Furthermore, from the examination made in this thesis of it, the non-binding

Tallinn Manual seems to have enough legal authority to pose as a foundation

for  the  ILC  and  during  negotiations.  However,  it  has  a  clear  western

perspective of the issues at hand which is why it is important to involve other

perceptions as well.
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8. Conclusion

To conclude,  the  best  way of  legally  understanding the term cyber attack

would be using the definition found in the Tallinn Manual, which states that

“a  cyber  operation,  whether  offensive  or  defensive,  that  is  reasonably

expected to cause injury or death to persons or damage or destruction to

objects” is  a  cyber  attack.  This  definition  is  not  ultimate  and  should  be

subject to further elaboration and clarifications in order to answer all legal

questions  which  may  arise  regarding  cyber  attacks  amounting  to  armed

attacks. A cyber attack could possibly reach the threshold of an armed attack

by causing  physical  damage to persons or  property with severe scale  and

effects.  Then,  theoretically,  the  inherent  right  of  self-defence  is  triggered.

However, due to the requirement of attributing an armed attack in order to

resort  to  self-defence  under  the  existing  legal  framework  and  technical

difficulties to do so, it  might be difficult to act in self-defence to a cyber

armed attack. Furthermore, there is a huge lack of consensus regarding these

issues  which  might  pose  a  problem  during  any  attempts  of  negotiations.

Because of this lack of consensus on these matters, there might be a risk that

the developments of international law stagnates in the cyber context which

further could create a no mans land in the cybersphere. Altogether, it seems

that the ILC and the UN have to make vigorous efforts to clarify and evolve

international law in the cybersphere in order to unambiguously answer the

question whether cyber  armed attacks can trigger the right  to self-defence

under the UN Charter.
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