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Abstract 

Mobile devices and virtualized appliances in the Internet of Things can be end nodes on 
varying networks owned by different parties over time, while still seamlessly participating in 
licit or illicit activities. Digital Forensics and Incident Response (DFIR) tools today struggle 
to perform digital investigations in such loosely controlled networked environments as they 
face several challenges including: scarcity of resources, availability, trust, privacy, data 
volumes, velocity and variety. In this paper we analyze the state of research in DFIR in 
networked environments, identifying the challenges facing DFIR tools particularly in loosely 
controlled network environments. We present the requirements for a system to address these 
challenges at the various steps of the typical digital investigation methodology. From this we 
identify the need for support from Peer to Peer (P2P) overlays and discuss their relative 
merits and drawbacks in order to identify those that would best support DFIR in loosely 
controlled networked environments. Finally we incorporate both structured and unstructured 
P2P overlays in various capacities in our architecture in order to organize devices in loosely 
controlled networks, using context information, thus enabling efficient capture, analysis and 
reporting of artifacts of use in digital investigations. 
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1. Introduction 

“Any networked organization is likely to suffer e ither sporadic or constant 
compromise”.[1] Today, it is a commonly accepted idea in security circles that security 
measures put in place to protect against , or reduce the effects of malicious activity, do 
eventually fail. Security breaches are inevitable. An integral way to react to their 
inevitability is to learn from them as they happen, or in the worst case, after they have 
come their completion. It is for this reason that Digital Forensics and Incident Response 
(DFIR) techniques have increasingly intermingled, and become critically important in 
the overall “security posture” of every organization, information system, or individual. 
This is because there is an aspect of learning and understanding of malicious activity 
that occurs in digital investigations, and is channeled into Incident Response 
mechanisms in order to effect an appropriate reaction. This is even more evident in 
dynamic environments such as those consisting of networked devices, particularly if 
they are not under the definitive control of an administrative unit and involve 
connectivity to public networks such as the Internet. Moreover, it is challenging to 
perform digital forensics and incident response techniques in such environments due to 
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this lack of full control, as a lack of full control implies a lack of trust in the 
environment, which is critical for a digital investigation. 
 

1.1. Defining Loosely Controlled Networked Environments 

Extending from the term used in [2], a loosely controlled networked environment is 
characterized by private devices belonging to users, making use of publicly available, 
shared network and computing infrastructure that are provided by a service provider.  
There is a trade-off between the users and the service providers on how much control 
either party has over participating devices and the services provided.[3] From the users’ 
perspective they own the devices, while the infrastructure is shared with others, but 
owned by the service provider. In such an environment, where there is a shared 
infrastructure, division of responsibilities and potentially different intentions , two main 
adversarial models can be considered, that is, the “Honest but Curious” adversary and 
the malicious adversary.[4, 5] The “Honest but Curious” adversary follows the designed 
protocol, however she goes further  to pursue goals of self-interest that may contradict 
the system’s other participants goals. Service providers generally fall into this category 
as is explained later. The malicious adversary behaves arbitrarily and always attempts 
to break the prescribed protocol of a system. Any maliciously acting participant , be it 
the service provider, an external actor or any other user sharing the infrastructure , could 
be classified in this category. 

Cloud infrastructures, mobile devices and ad hoc network installations inherently 
embody the accessibility of priva te appliances to public network and computing 
resources that are usually controlled by either known or unknown third party entities. 
Thus the term “Loosely-controlled” stems from this fact that there are a lot of user-end 
devices (appliances) that run off network and computing resources that are not entirely 
in their control.  
 
1.2. Control in Cloud Infrastructures, Mobile Devices and Ad hoc installations  

With mobile devices, the level of control that the user has of the cellular  network that 
they use is rather limited. Baseband operations are highly restricted on mobile devices 
and are usually only accessible to the kernel of the mobile operating system and the 
SIM card. Operations from user space are generally not permitted. Even in terms of 
software development, baseband related applications are only developed by trusted 
manufacturer related entities and docume ntation is generally rather scarce. This could 
be a measure of security, however it is also a loss of control over connectivity 
capabilities of a mobile device. This means that users have to trust the manufacturer 
and the service provider that they will not undertake further activities contrary to the 
user’s objectives, as seen in the “Honest but curious” adversarial model, in using their 
privileged control over the baseband connectivity options. Profit-motivated objectives 
such as is seen in [2] can provide the impetus to service providers to act in this manner, 
thus diminishing the trust that the user has due to the loss of control of certain 
functionality of their devices. 

Additionally, users are often accustomed to connecting their mobile devices to other 
networks such as Wi-Fi networks at home, at workplaces, at friends’ houses, or even at 
public places such as schools, restaurants and public transportation hubs. Mobile 
devices may also be connected to other non-standard forms of networks such as with 
Near Field Communication enabled devices. In many cases these networks are not 
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under the control of the mobile device owner and thus the activities occurring over the 
network, whether licit or illicit, may not be under the control of the device owner.  

In some cases it may be said that the service provider that maintains control over the 
network is known by the user to a certain extent, such as in the case of Wi-Fi networks 
at workplaces, restaurants and public transportation hubs. However, mobile devices 
may also participate in ad hoc networks that may be Wi-Fi based (such as with gaming 
devices) or Bluetooth based (such as Bluetooth personal area networks). Other small 
scale embedded devices, of the Internet of Things type, may also participate in 
spontaneously changing ad hoc networks. In such cases, there is more uncertainty as to 
who controls the intermediate devices, the border gateway and onward connectivity to 
the Internet.  

With public cloud services there are varying levels of control of the appliances or 
network connectivity that one has. [3] With Software as a Service (SaaS) offerings, such 
as Gmail or Google Docs one only has control over the specific application 
functionality and it’s settings as exposed to the user by the service operator. Platform as 
a Service (PaaS) providers such as Heroku offer further capabilities such that the user 
can control the configuration and running of certain applications, such as webservers 
and development tools, however they cannot control actual host devices, operating 
systems or networking capabilities to a great extent.[6] Infrastructure as a Service 
(IaaS) operators such as Amazon Web Services, offer the most control in that the user 
can customize and deploy a variety of machines, configure the operating system, the 
applications, network topologies and other intermediate networking device capabilities 
to a significant extent. However, in general all public cloud service resources are shared 
among several users. In such multi-tenant infrastructures, an individual user does not 
know exactly which other user is making use of the same physical hardware, or whether 
they are malicious or benign, thus the infrastructure and the services provided cannot be 
trusted entirely.[3]  

In all the above cases it can be seen that though a user may make use of certain 
resources, such as network or computing resources , they may not be in full control of 
these resources. Furthermore, the users have no knowledge of which other devices are 
sharing the same resources, or what other activities may be occurring on these shared 
resources. This lack of full control or knowledge of the state of resources poses a  
challenge to the users in that they must trust the service provider, the centrally 
administered infrastructure provided and other participating users , despite the risk of an 
“honest but curious” adversary or a malicious adversary. In such a case this is 
problematic for undertaking forensic investigations in such an environment. It can be 
seen that collecting evidence in a forensically sound manner , or undertaking forensic 
analysis with such constraints is a difficult task due to the lack of control, and thus trust 
in such an environment of shared and distributed resources and responsibilities.[7] 

Even in the case of a known provider of such shared resources, trust must be placed 
in the provider to ensure implementation of suitable security measures , as well as 
appropriate monitoring and forensics capabilities being in place. However, placing full 
trust in the service provider is generally not considered a good security strategy given 
the “Honest but Curious” adversary model.[4][5] Many service providers are said to be 
“Honest but Curious” that is, they provide customers with resources, but they can also 
make use of the data that one puts onto their resources , usually as metadata, either to 
improve their services or to be sold off to other willing buyers.  
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1.3. The Need for Independently Controlled DFIR Mechanisms 

More critical, is the issue of security lapses among these provided services of 
computing, storage and interconnectivity. As a user of these services, one would expect 
security mechanisms to be put in place. Most serious vendors would provide these in 
the form of firewalls, intrusion detection systems and back-up, or fail-over mechanisms. 
However, users of these services may also want other more reactive mechanisms that 
could enable them to perform forensic activities [8] in order to understand malicious 
activity, prosecute culprits, or respond to security incidents dynamically and rapidly. 
Moreover, if the service provider is also deemed to secretly harbor malicious intent, 
then private users need to either have their own set of services to provide these digital 
forensics and incident response (DFIR) mechanisms, or have a means to enforce that a 
provider provides such either through law or contract. 

In the scenarios described in the previous section, where the controller of the 
network is not specifically known and fully trusted, the best security strategy is to 
assume that their motives are adversarial, given the possibility of an “Honest but 
Curious” adversary or a malicious adversary as earlier described. Thus, a “defense in 
depth”[9] approach, whereby one implements their own security mechanisms in 
addition to those provided by the service provider , is the preferred alternative. 

Further to this, there has recently been a significant increase in malicious activity 
perpetrated over networks through malware and the exploitation of vulnerabilities. 
Examples of these include Ghostnet  [10], Operation Aurora [11], Stuxnet [12], Zeus 
[13], Duqu [14], Flame [15], Regin [16], and Dendroid [17]. It took a significant 
amount of time to discover these sophisticated malicious activities as they by-passed 
common preventive security measures implemented by the organizations or their 
service providers. The Mandiant M-Trends 2014 report [18] indicates that in 2013 it 
took on average 229 days (approx. 7.5 months) to discover a security breach. The 
Mandiant M-Trends 2013 Report [19] indicates that it is the analysis process (in the 
form of digital forensics, reverse engineering and code reviews) over several months or 
years, that has eventually exposed malicious activity, rather than traditional security 
mechanisms. 

Individuals and organizations interested in the normal operation of their business 
processes using cloud infrastructures, or supported through mobile networks, are not yet 
able to detect sophisticated attacks. [18] They are not equipped with dedicated digital 
investigations personnel, or incident responders to analyze particular incidences of 
surreptitious malware.[20] The service providers are also usually more interested in the 
performance of their hardware and software with only some interest in implementing 
defensive security measures such as firewalls and intrusion detection systems. They are 
generally not yet capable of providing a full set of reactive security measures such as 
digital forensics and incident response on a large scale to all their customers. They may 
only do this in a generic fashion on their backend servers , if their infrastructure itself is 
affected. It is significantly more difficult to deal with an incident affecting client 
devices/ appliances affecting a large number of their customers –  more so in a timely 
manner. Furthermore, these client devices/appliances are not always equipped with 
capabilities to understand and respond to attacks, particularly in cloud infrastructures 
and mobile devices which are usually directed at performing very specific tasks due to 
limited resource availability. 

Redding[21] developed an architecture for providing DFIR procedures supported 
through a structured P2P overlay using JXTA within the controlled environment o f an 
organization. It does not handle the trust, security and privacy concerns of a loosely 
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controlled network environment brought about in shared resources and conflicting 
goals. Furthermore it makes use of a single structured P2P overlay that is not built for 
resource constrained devices, high performance, network throughput or dea ling with 
large amounts of data – that are typically needed in loosely controlled network 
environments. Thus, there is a need to find ways of providing these reactive services o f 
digital forensics and incident response directly to the customers for their constrained 
devices/appliances within loosely controlled networked environments in an easy to use 
manner – perhaps in an independent and automated fashion. This would empower the 
individual entities such that they may be able to analyze, investigate and respond to 
malicious activities on their own devices and networks (physical or virtual) to their own 
contentment without the initial need for a centralized infrastructure or specialized 
technical digital investigation expertise – that is in increasingly short supply in the 
industry. 
 
1.4. Contribution 

The term “Loosely Controlled” networked environments has been described as being 
characterized with private devices sharing public resources. This results in challenges 
of trust, security, privacy and resource availability. We have identified that cloud 
infrastructures and mobile devices exhibit this nature of being exposed to loosely 
controlled networked environments  and further exhibit the presence of large amounts of 
data. It has been seen that there is an increase in malicious activity and that current 
preventive security measures are not as effective in discovering new sophisticated 
malicious activity. More reactive approaches such as digital forensics and incident 
response are needed, however they require a lot of infrastructure , computational 
resources and technical expertise that service providers are not yet willing to invest in. 

The alternative is to introduce automation and distribution directly among the 
appliances in order to improve performance of the currently manual or semi-automated 
tasks required of a digital investigative process.  The challenge facing this option is that 
most appliances that are involved in loosely controlled network environments are 
largely limited in terms of resources. Furthermore, due to the lack of trust in the service 
provider, combined with the inherent nature of such devices to shift across networks, 
there is a need for an independent and collaborative means of performing a digital 
investigation without relying fully on a third-party provided centralized infrastructure.  

In this paper, we highlight the challenges facing digital forensics and incident 
response in loosely controlled networked environments. We identify the need for a 
trusted independent infrastructure to support the digital investigation process in such an 
environment and posit that P2P overlays can assist in this. We outline the requirements 
of such a P2P system for DFIR purposes, considering both structured and unstructured 
P2P overlays. Finally, we propose improvements for the LEIA architecture [22] using 
ideas from [23, 24, 25, 26, 27] and [28], that would enable the distribution of 
information in such a network, thus enabling a more effective system for performing 
digital forensics and incident response in a collaborative manner in loosely controlled 
network environments. 
 

1.5. Overview 

The rest of this paper is organized as follows: In Section 2 we describe background 
concepts and other studies related to digital forensics in networked environments and 
peer to peer overlays. Section 3 focuses on identifying the challenges that face digital 
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forensics and incident response in loosely controlled networked environments. The 
various overlays and the challenges that they address at the different stages of the 
digital forensics process model are addressed in Section 4. In Section 5 we describe the 
architecture and the proposed enhancements that are needed to support digital forensics 
and incident response in loosely controlled environments. Finally in Section 6 a nd 7, we 
present our conclusions and outline future work, respectively. 
 

2. Background and Related Work 

In this section we briefly look into the various bodies of knowledge that encompass the 
focus of our study. We highlight the typical digital investigation workflow and how it is 
applied in networked environments. We also analyze key contributions in the developments 
of digital investigations in loosely controlled network environments such as those among 
cloud appliances and mobile devices. Research efforts regarding the management of 
information from incident investigations and P2P overlays in order to assist in enabling 
automation through tool interoperability and machine-to-machine communication are also 
discussed in this section. 
 

2.1. Digital Forensics and Incident Response in Networked Environments 

Digital investigations come into play when security measures fail to detect or prevent 
malicious activity. Digital investigations follow a prescribed work flow termed as the 
“Digital Forensics Process” model that involves identification and acquisition of 
evidence, analysis of the evidence, and reporting or remediation.[29] Incident Response 
is also sometimes included as part of the Digital Forensics process either as part of the 
initial stages of identification and collection of evidence, as part of the remediation 
process, or both.[30]. This is specifically noted in digital investigations in networked 
environments where in many cases the malicious activity is persistent and continues 
while the investigation proceeds.[31] The importance of preparation for the eventuality 
of malicious activity occurring, the detection of its first signs from multiple sources, the 
subsequent forensic analysis and rapid response, are also emphasized in cases involving 
networked environments.[31] This done through implementing monitoring and data 
collection mechanisms at strategic points in the networked environment in order to 
detect malicious activity as early as possible as well as store data that can be analyzed 
further in a forensic manner. Rapid response is needed since malicious activity is 
usually discovered while it proceeds [31], and remediative actions such as blocking 
communications or killing communicating processes may be required to be effected as 
soon as possible in order to reduce possible damage. 

As with “Big Data”, DFIR in networked environments faces the same challenges of 
“Volume, Velocity and Variety”. [32] Typical cases in networked environments involve 
several devices, generating, transmitting or storing several terabytes of data in varying 
heterogeneous formats in different locations. This has called for research into ways of 
tackling these problems which started with the development of distributed digital 
forensics architectures. [33] There have been several follow up developments in the 
form of tools as seen in [34, 35, 36, 37], evidence storage and exchange formats [38] 
[39] [40] [41] [42]  and networks forensics architectures for large scale networks with 
rapid remote evidence acquisition, storage  and processing at the focus as seen in [43] 
[44] [45] [46] [47]. All of these innovative ideas are premised on the grounds of a 
controlled network environment such as that in an enterprise. To the best of our 
knowledge, there has been only one study [22] that provides for DFIR architectures for 
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less controlled environments, encompassing the digital forensics process model. This 
study mainly makes use of 2 P2P overlays to enable automation of some parts of the 
digital forensics process model, but still relies on a centralized backend for data storage 
and analysis. We extend upon this by adding further decentralization of other phases of 
the digital forensics process model through harnessing the strengths of a variety of P2P 
overlays. We thus edge closer to enabling independent and automated digital 
investigations through the full decentralization of the digital forensics process model in 
loosely controlled network environments. 

Nevertheless, specific efforts in the loosely controlled network environments space 
within DFIR in cloud environments and mobile devices have been made in recent years. 
The main focus has been to understand these relatively new potential digital crime 
scenes. To this effect, there have been several studies mapping out the areas such as 
[48] [49] [50] [51] [52] [53] [54] mapping out cloud environments; [55], [56] and [57] 
have discussed the challenges that DFIR faces in mobile environments.  

While discerning these environments, efforts have also been made at trying to semi-
automate the manual investigative techniques that are being developed. Detection, or 
identification of malicious activity has been a major focus, as malicious activity is a 
moving target and is always changing. This obliges researchers to continuously look 
into new detection methods. Notable efforts made here include [58] [59] [60] [61] [62] 
[63] [64]. Individual efforts on the semi-automation of collection of evidence and 
analysis have also been made such as [65] [66] [67] [68]. 

While previous research has identified the specific challenges facing DFIR in these 
environments, we focus on the challenges that would face an independent, automated 
distributed system that performs digital forensics and incident response in such loosely 
controlled networked environments. Furthermore, previous research has contributed to 
the progress of specific challenges in individual contributions towards identification, 
collection and analysis of specific artifacts of evidence of malicious activity in these 
environments. We bring these together in a unified distributed architecture that spans 
the entire digital forensics process model making use of the strengths of multiple P2P 
overlays in order to enable independent and automated digital investigations in such 
loosely controlled networked environments without relying on a centralized 
infrastructure that is under the control of a third-party. 
 

2.2. Incident and Investigation Information Management and Exchange 

In digital investigations that involve multiple sources of evidence, or several entities 
(devices, individuals or organizations), there is need to manage this information. There 
are several reasons for this. The main reason is to maintain the “c hain of custody” and 
the forensic soundness of the evidentiary data being collected. Other prominent reasons 
in recent times include the need to handle large amounts of data, the need to distribute 
evidence data for analysis among larger teams, and the need to share information on the 
understanding of the latest threats or breaches that have been discovered in order to 
assist others, and the greater security community at large. 

On the front of maintaining the chain of custody and forensic soundness, while a lso 
being able to distribute evidence to others to share analysis tasks there have been efforts 
such as [38] [40] [41] [42]. High level metadata about the evidence involved in the case 
and the investigators performing the analysis. Some metadata about art ifacts within the 
evidence container are also maintained with the aim to allow for the same evidence 
storage container to be shared with other investigators who may plug the evidence into 
other tools to perform further analysis. The aim being to facilitate exchange of evidence 
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in order to enable distribution of forensic analysis tasks. This has allowed for semi-
automation of the collection and some parts of the forensic analysis as is seen in the 
initial development of [69] [44] [45]. However these tasks are still largely dependent on 
human operators to confirm the identification of incidents and perform the analysis of 
the evidence. The improvements on [44], resulting in [46] could be argued to be closer 
to automating the triage process, thus enabling simple identification and initial analysis , 
however, similar to the others it is still reliant on being in a controlled environment and 
having a centralized evidence storage infrastructure. 

Sharing information about malicious activities in order to inform other entities who 
might be able to react faster in detecting and understanding these threats has also seen 
some recent developments. The aim of this was to standardize  the description of certain 
artifacts that indicate the occurrence of a certain security incident in order to facilitate 
automated detection, collection and analysis of such events. An initial IETF standard on 
the Incident Object Description Exchange Format (IODEF)  [70] was proposed but not 
actively taken up. In recent times the Indicators of Compromise (IoC) standard [71] 
[72] [73] proposed by Mandiant has seen better uptake by the security community. 
There have also been other initiatives by the Mitre Corporation such as the Cyber 
Observable eXpression (CybOX) [74], Digital Forensic Analysis eXpression (DFAX) 
[75], Structured Threat Information eXpression (STIX) [76] and Trusted Automated 
eXchange of Indicator Information (TAXII). [77] These efforts work together in order 
to standardize threat information and digital forensics art ifacts such that they can be 
shared among entities (devices, individuals and organizations) in a machine digestible 
format while still being human readable, thus enabling information exchange. 

As proposed in the TAXII standard [77], there are three main models for sharing 
incident related information: A unidirectional centralized mode, a bi-directional 
centralized mode and a peer-to-peer mode. In this paper we draw upon the inspiration 
of the this peer-to-peer mode in order to develop an architecture for the sharing of 
incident information and digital forensics artifacts (threat intelligence information) in 
order to enable faster and more effective incident response. The peer-to-peer nature 
would enable the independent exchange of information and distribution of forensics 
artifacts without relying on a centralized infrastructure that may be under the control of 
the service provider. While the TAXII standard does not specify a particular P2P 
overlay we analyze several overlays in order to determine the most suitable ones. 
 
2.3. Peer to Peer Architectures 

Computer systems and network architectures that rely on a centralized infrastructure 
suffer from the major drawback of having a single point of failure.  Most, if not all, 
digital forensics and incident response architectures , so far, rely on having a centralized 
incident information source, evidence storage location, or forensic analysis repository.  
Redding proposed a peer-to-peer system to perform the entire digital forensics process 
flow, but did not go into the particular P2P protocols enabling the infrastructure. 
Furthermore, this work was aimed at a controlled network environment within the 
confines of an organization. Pringle and Burgess [47] proposed a distributed storage 
platform (filesystem) with inherent assurances of integrity and provisions for 
performing forensic processing in a distributed manner. Though it allows for distributed 
storage and processing, the presented filesystem seems to be  built for a controlled 
network environment as there is mention of administrative personnel and production 
grade servers in use as individual peers. In the loosely controlled network environment 
that we describe the devices involved, such as mobile devices and cloud appliances are 
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resource constrained by definition and need to be able to perform their DFIR tasks in an 
independent way - devoid of a centralized infrastructure or administrative control.  To 
this effect we aim to do this using a Peer to Peer (P2P) architecture making use of a set 
of different overlays. This enables the delegation of what would have been server-side 
tasks to individual peer devices, such that they can act as both clients and servers 
depending on their circumstances. This could potentially spread the load a nd also 
remediate the problem of a single point of failure. 

P2P overlays are generally categorized into three basic classes according to the 
logical architecture of the network of participating nodes that they create. These 
categories are : Structured overlays, Unstructured overlays and Hybrid overlays [78] 
[79] [80] [81]. Further to this, there are various flavours of these 3 general categories 
that attempt to make the individual overlays either tend towards being more centralized 
or more decentralized, for the sake of robustness of the network functionality based on 
the needs of the particular application area of the overlay. [79] 

Structured overlays are termed as such due to the organized (structured) placement of 
resources (data or computational resources) and resource discovery information within 
the overlay network in ordered manner. The idea behind this is to ensure that resources 
can always be found at a distinct location, thus making queries for these resources more 
efficient. The most common way of achieving this structured organization is through 
the use of Distributed Hash Tables (DHT’s), whereby hashing algorithms are used to 
create key-value pairs that represent the addressing information and the resource itself, 
respectively. In general a DHT is a large table of key-value pairs that is split into pieces 
and stored at different nodes participating in the overlay. The determination of the 
hashing algorithm used, and thus the “nearness” (distance) metric that determines the 
node where the specific key-value pair will reside is chosen according to the needs of 
the application.  A simplistic example of this nearness could be the amount of similarity 
between the hash value of the node’s address and the key (the hash value) of a certain 
piece of data or resource address). Structured overlays attempt to ensure that there is 
uniform distribution of the load among the peers, however this may not always be the 
case. Overloading of certain parts of the overlay could occur  [82] depending on the 
properties of the hashing algorithm and the data or resource addressing sche me used. 
Uniformly distributed hashing algorithms are preferably used to attempt to avoid this 
overloading, however it may still occur due to the characteristics of the P igeonhole 
problem in hashing algorithms. It should be noted that this overloading may be 
intentional or unintentional, and is only problematic if it occurs unintentionally.  
Another drawback is the deterministic nature of the node discovery and resource 
placement that makes it easy to determine the location of an object and modify or 
replace it, thus causing security concerns particularly in terms of integrity and 
availability. [82] The main advantage of structured overlays is that they provide 
deterministic and usually more efficient look-up/ searching performance. Examples of 
well-known structured overlays include: Chord [82], Kademlia [83] and Pastry [84] 

Unstructured overlays revolve upon the idea that either their search/look-up process, 
or the nodes where resources are found stored at are non-deterministic. In terms of the 
look-up (peer discovery) process, it may be that the peer queries a specific centralized 
registry service, or that it uses bounded flooding techniques (E.g. Time-To-Live - TTL 
values, or time-bound gossiping) to find a node. The resource placement/ locations in 
unstructured overlays are always random.  Due to this randomness in locating resources, 
redundancy of data /resources is a necessary and be neficial requirement that enhances 
the reliability of unstructured overlays. The randomness and redundancy in turn also 
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contribute to the security of the system in terms of integrity and availability in that they 
make it a little more difficult to determine the exact location of a resource in order to 
maliciously modify it. The main drawback of unstructured overlays is the possibility of 
flooding the network with query messages for difficult to find resource objects. The 
combination of the use of TTL’s and redundancy usually prevents this. Examples of 
well-known unstructured overlays include: Gnutella [85], BitTorrent [86], Cyclon [24] 
and FastTrack (Kazaa). 

Hybrid overlays are said to make use of both structured and unstructured overlay 
paradigms for different aspects of their functionality. In most cases the search/look-up 
(node discovery) process is that which follows a structured overlay paradigm, while the 
resource placement follows an unstructured mode of operation. In this way search 
performance improves due to the use of structured overlays and availability is achieved 
through redundancy in the unstructured overlay paradigm. Well known examples that 
follow this unstructured and structured overlay combination include Structella [87] and 
Kelips [88]. Hierarchical overlays, such as the proprietary Skype protocol, are also 
sometimes considered as a particular form of hybrid overlay , in that they make use of 
multiple tiers of often different overlay paradigms in an attempt to organize the network 
in a particular manner. Not much is known of the Skype protocol, however it is known 
to have a layer of distributed super-peers to ensure availability and robustness of the 
overall network. 

Traditionally, P2P overlays have been built to support distributed messaging, file 
sharing and computation.[89] When considering the suitability of specific P2P overlays 
for performing particular tasks, several key elements related to the routing and 
reliability of the system need to be taken into account [79] [81] [89]. Some of these key 
elements include: Node Interaction Frameworks, Peer Discovery, Overlay Maintenance, 
Resource P lacement and Look-up, Network Resilience, Security and specific overlay 
functionality. These elements are described below: 

i. Node Interaction Framework : Depending on the functionality required of the 
system, a centralized, unstructured, structured or hybrid means of interaction may 
be utilized. Commonly used interaction frameworks include: Centralized 
registration, Distributed Hash Table (DHT) based addressing, Publish-Subscribe 
dissemination, Flooding and Epidemic dissemination. 

ii. Peer Discovery : This is the process of identifying other nodes in the overlay. It is 
usually a process done when a node intends to communicate with another node, 
join an overlay, or at the initial commencement procedures of an overlay network 
when attempting to find other peers to join. 

iii. Overlay Maintenance: This is the process whereby a network overlay accepts the 
joining of a new node, or deals with the consequences of the departure of a node 
from the overlay. The admission procedure entails the registration and addressing 
of a node as well as assigning it tasks, while the departure procedure deals with the 
deregistration and notification to others of the node’s departure, as well as 
reassignment of the tasks that the departing node previously held. 

iv. Resource Placement and Lookup: This entails the registration, addressing of 
particular resources that are to be designated, or found at particular nodes. It also 
involves the searching process with the aim of locating a particular resource. 

v. Network Resilience : This is the ability of the network to withstand high levels of 
churn, that is the joining and departure of large numbers of nodes at rapid rates. 
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This usually seen as an issue of availability and scalability of the overlay’s service 
being provided. It is usually facilitated through redundancy, load balancing and 
fault tolerance recovery mechanisms in order to maintain reasonable levels of 
performance without noticeable degradation. 

vi.  Security : This is the capability of a system to be able to maintain control over its 
operations such that it is not susceptible to performing in an unexpected manner. 
This is usually attained through achieving confidentiality, integrity, authentication, 
authorization, accountability and non-repudiation according to the system’s needs. 

vii.  Specific Overlay Functionality : This is the most important element in determining 
the suitability of an overlay. This is because the specific required functionality 
dictates the extent of the choices of all the other core elements described above. 

P2P overlay networks in general need to perform message exchange in order to 
facilitate the aforementioned key elements. In particular, they often need to perform 
message exchange in order achieve the Specific Overlay Functionality. Some of the 
commonly seen functionality include: information dissemination, aggregation of data, 
data streaming, file-sharing, text searching, network optimization and delegated 
processing. 

In order to achieve this specific functionality, which in the case at hand is to perform 
digital investigations in an independent and automated manner, further information 
needs to be shared and exchanged, other than node and resource addressing 
information. This extra data that is to be collected and shared is usually termed as 
context information.[27] This is usually used to inform the overlay network on how it 
should organize or reorganize itself in a more efficient manner to facilitate the required 
specific functionality. In our case this specific functionality is to enable the independent 
automation of the phases of the digital forensics process model. More specifically: 
evidence triage phase, evidence acquisition and storage, analysis, documentation and 
remediation. The distribution of this context information with DHT-based structured 
overlays as the underlying platform has been addressed with DCXP [26, 27] and the 
KBR API [90]. We make use of these ideas  of sharing context information and combine 
the strengths of various other structured, unstructured and hybrid P2P overlays in order 
to apply them for specific uses to enhance our digital forensics and incident response 
system [22] that previously maintained a centralized backend. In this way we organize 
the underlying network in a more efficient manner to support further decentralization 
and automation of the digital investigation process within loosely controlled networked 
environments. 
 

3. Requirements and Challenges 

Performing digital investigations in loosely controlled networked environments with 
the aim of achieving automation and independence from a centralized, or otherwise 
third-party controlled infrastructure faces certain requirements and challenges. These 
can be categorized into 3 main groups: Those related to the actual digital forensics and 
incident response requirements; the concerns around the security of the forensics 
process in a loosely controlled environment; and the challenges brought about through 
using distributed systems to tackle the large amounts of data that are typical of loosely 
controlled networked environments. Some initial ideas on the challenges have been 
identified in [29] and [21], however they are largely aimed at networked environments 
within the full administrative control of an enterprise. 
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3.1. Digital Forensics and Incident Response Functionality 

The phases of the digital forensics process model [30] are necessary functionality of 
any system tasked to perform digital investigations. In this section we describe the 
details of each individual phase. Redding’s architecture[21] is also based on the digital 
forensics process model, however the triage phase [57] was not dealt and the evidence 
collection, analysis and reporting were limited to network based evidence sources. We 
thus review the phases of the digital forensics process model, as described below in 
order to cater for multiple evidence sources as are commonly found in loosely 
controlled networked environments. 

 Triage and identification of potential evidence sources : This capability revolves 
around the ability to rapidly discern the available sources of potential evidence 
sources (e.g. disk, memory or network) and if possible isolate the particular 
logical objects within these evidence sources that could be indicative of evidence 
of the activity being purported. 

 Acquisition of digital evidence: This involves the collection of an evidence source 
in a complete, accurate and forensic sound manner. In certain cases completeness 
may not be possible, however it should be shown that the collection process 
procured as much as possible of the evidence source. Additionally it should be 
shown that the process did not significantly modify the resultant copy in as much 
as making the evidence not admissible in a court of law. Furthermore, future 
checks on the forensic soundness of the acquired evidence source should be made 
possible. This is usually done through the use of hashing techniques performed on 
the evidence data as it is collected.  Provision for the extensibility of the 
acquisition capabilities should be present as new methods of acquisition  are 
developed, or new sources of evidence may be discovered. 

 Analysis of the different evidence pieces collected : The functionality here would 
involve the parsing of the different data sources in order to extract information; 
reduction of data in order to exclude that which can be confidently understood as 
excess (such as with “known system files”); correlation with external databases as 
well as correlation across acquired evidence sets; reverse engineering of 
malicious code or network traffic; recovery of keys, passwords and breaking 
cryptography. The components handling the analytical capabilities should be 
extensible as new methods of analyzing data are still being developed. 

 Provision for reporting on the outcomes of the entire process : This is a key 
component of the overall digital investigation process and should be incorporated 
at all stages of the process within the system (Triage, Acquisition, Analysis and 
Remediation, Recovery, or recourse to legal proceedings). 

 Remediation, or further collection of evidence: This functionality involves the 
actions that are taken after some understanding of the purported malicious event 
is gained. It may involve thwarting the malicious activity through blocking ports, 
deleting of files, killing of processes or modifying configuration files , among 
other procedures. It may also involve recovery mechanisms such as the 
restoration of data from backups. In certain cases , further triage and collection of 
evidence may be required in order to gain deeper insight into the malicious events 
in order to the advance the investigation. 
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It should be noted that these elements of the standard digital forensics process model 
are not necessarily sequential in nature. In some circumstances it may require that they 
occur in parallel and iteratively. 
 

3.2. Security Considerations Around the Digital Forensics Process 

For any system, and in particular a system charged with the responsibility of 
performing digital investigation related activities, the security of the system is 
important. Security is based on the trust that can be placed in the system to perform as 
is intended. Further to this, digital forensics has specific obligations that call for the 
need of the information being dealt with in a digital investigation to be trustworthy.  
This is because the data is eventually used to attribute malicious activity to the 
responsible actors and could result in criminal justice repercussions including fines, 
imprisonment or other similar punishments. It is imperative that the integrity of the data 
is trusted as it may determine whether punishment is rightfully meted to the culprit or 
wrongfully to an innocent party. In Redding’s architecture [21] security and thus trust is 
provided among peers in a controlled environme nt through the use of a centralized 
Public Key Infrastructure. In a loosely controlled network environment, as it has been 
shown earlier, the users would not want to trust a centralized infrastructure provided by 
a third party due to the possibility of the m being an “honest but curious” adversary. In 
this section we consider the elements that are needed to achieve the necessary state of 
trustworthiness in a distributed system tasked to perform digital investigations in a 
loosely controlled network environme nt. It should be noted that both the system itself 
and the data it interacts with need to be considered. 

The trustworthiness of the system impacts the trustworthiness of the data. The 
following are properties of the system that would contribute towards ensuring trust: 

 Integrity of the system performing the collection, storage or analysis of the data. 
This means that data collected should be remain unmodified from the time it is 
acquired from the source , throughout the rest of the digital investigation process. 
Care should be taken that the means of acquisition is not compromised such that 
the data collected is manipulated while undergoing the acquisition process. 

 Accuracy and reliability of analysis procedures implemented in the system. In 
order to be able to trust the results of a system performing the analysis in a digital 
investigation, the methods need to be accurate and reliable. This means that the 
methods used should be replicable in a scientific manner giving results that are 
acceptable by experts of the domain area, as is required of the Daubert Standard. 

 Authentication, authorization , accountability and non-repudiation are necessary in 
order to ensure the chain of custody is maintained and can be traced. 

 Privacy or Confidentiality enforcement by the system on the data that is being 
collected, stored and analyzed. This is perhaps the greatest concern for such a 
system with respect to its uptake among users. This is because the devices that 
commonly make use of loosely controlled networked environments are private 
devices. Such devices are often filled with large amounts personally identifiable or 
company data that is considered confidential, and if found in the wrong hands 
could be detrimental to the owners of the devices or the actual data. A compromise 
must be reached in order to maintain the secrecy and anonymity of such data while 
also allowing for evidence linked to malicious activity to be made available for the 
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due process of the prosecution of perpetrators to be accomplished. Unauthorized 
access to the data within the system should be prevented. 

The trustworthiness of the potentially evidentiary data collected itself also plays a 
major role. Though this is not particular to loosely connected network environments it 
is well worth noting its importance in the realm of digital investigation. The 
trustworthiness of the data in itself relies on its completeness and in its integrity.  

 Completeness is considered synonymous with integrity of the data, however in 
digital investigations today it is often next to impossible to ensure that all the 
potential evidentiary information has been collected. In loosely controlled 
environments the fact that devices may change networks, or disappear off the 
network all together could affect the completeness of evidence collection. For 
example in a cloud environment if an appliance instance is terminated and re-
initialized in a different cluster certain evidence may be lost.  As completeness may 
be difficult to achieve, the correct identification and collection of data that is most 
likely to be useful to the investigation may be an alternate strategy to this tackling 
this issue. Another strategy may be to ensure availability through the replication of 
data among peers to ensure that forensic acquisition may be completed desp ite the 
disappearance of a device. 

 Data Integrity is usually maintained through the maintenance of hash values held 
in a secure manner. Potential evidentiary data is usually hashed as it is collected in 
order to ensure that it is maintained as is, and any modifications to it can be 
detected through the mismatch of any future hashes procured. 

 

3.3. Distributed Systems and “Big Data” Concerns  

As described earlier in loosely controlled network environments there is a lack of trust in a 
centralized or third party entity to provide digital forensics services, thus there is a need for an 
independent and automated means of providing these services. However, loosely controlled 
network environments are also prone to having large amounts of data being transmitted, 
processed or stored among a variety of resource constrained devices. Digital investigations 
today in such environments also have to deal with these same large amounts of data being 
created , transmitted or stored among these heterogeneous devices.[33] The architecture in 
[22] proposed a centrally controlled scalable distributed filesystem as a backend for capturing 
and processing large amounts of digital evidence from devices in a loosely controlled network 
environment. Thus, we need to consider the factors that would play a part in achieving a 
further distributed system that can provide digital investigation services among large amounts 
of data and devices in an independent and automated manner devoid of a centrally controlled 
infrastructure. The facts that we consider are described below: 

 Independent infrastructure and Self Organization: Due to the nature of loosely 
controlled networked environments, there is no trust in any particular centralized 
controlled coordinator or owner of the network. This results in the need for the 
individual participating peer nodes to be able to organize themselves in such a way that 
they can perform the required digital forensics and incident response procedures as much 
as possible without necessarily having a centralized infrastructure. 

 Availability: In loosely controlled networked environments, network connectivity may be 
erratic as devices switch between networks or are terminated and reinitialized elsewhere. 
This means that the availability of certain services could suffer if a device suddenly is 
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unreachable. Thus, particular responsibilities should not be vested in individual devices. 
Redundancy is necessary in order to ensure that services are not unnecessarily 
interrupted. 

 Scalability : Loosely controlled networked environments may not be bounded by 
the number of devices that are participating in the service. Thus a DFIR system 
focusing on such environment should be able to scale upwards or downwards, in 
terms of the number of devices, without a significantly noticeable degradation of 
performance. 

 Universality : Due the lack of standardization and presence of proprietary formats, 
many devices that may be present in a loosely controlled environment today may 
be of widely varying specifications. This may be in terms of hardware capabilities, 
resources available, Operating System in use, file systems used, applications 
present or networking protocols used. Thus , a DFIR system for such an 
environment should be able to cope with such varied heterogeneity and be able to 
function normally. 

 Responsiveness: In order to effectively perform in a decentralized environment, 
participating devices in such a system need to be able communicate with each other 
in order to maintain the organized structure of the overlay in the event of new 
nodes joining and others leaving. Such a decentralized system also needs to be able  
to rapidly react to the violation of security policies and communicate via message 
exchange schemes to notify other participating devices in order to ensure that the 
required DFIR procedures are initialized appropriately and proceed as expected at 
the affected nodes. 

 

4. Peer to Peer Overlay Considerations for Supporting DFIR 

As previously discussed, the standard DFIR process model is generally composed of 5 
phases (Triage, Acquisition, Analysis, Reporting and Remediation). In this section we discuss 
the goals of these phases and how certain P2P overlays may be able to assist in achieving and 
independent and automated architecture for providing digital investigation services in loosely 
controlled networked environments. Within the scope of the different phases of the digital 
forensic process, we take into consideration several of the requirements described in the 
previous section, such as: achieving an independent infrastructure, availability, scalability, 
dealing with large amounts of data, privacy and security.  
 

4.1. Triage and Evidence Identification 

Triage involves the identification of the most indicative and beneficial sources of evidence 
in an attempt to reduce the amount of potential evidentiary information that is to be acquired. 
In certain cases this may involve performing live text searches on live running disks or 
memory in incident response activities on multiple machines in parallel as seen in [46] in 
order to identify particular devices for full acquisition and further analysis. It may also 
involve the comparison of hashes of files within a potential source of evidence against file 
hashes of known files. This common in trying to remove well known system files from disk-
based evidence. 

In order to perform triage activities that involve text searching, or querying for specific 
types of data, we posit that the use of structured overlays, particularly making use of 
distributed hash tables could assist in this process. This is because DHT-based overlays are 
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said to provide deterministic search times in the order of O(log n). This could prove to be 
beneficial in providing the ability to search over a decentralized network such as is the case. 

For triage to be successful, replication of the data to be searched is also necessary for 
availability through redundancy, in case a certain node goes offline. This replication of data 
sources such as disk data, memory or network traffic can be resource intensive and thus rather 
difficult to achieve. Two methods are proposed here: Piecewise replication, whereby entire 
evidence sources are split into smaller chunks (pieces) and individually replicated across 
several devices; the other strategy is Metadata replication whereby detailed core 
characteristics of the evidence data sources are maintained at each data source as well as 
being replicated across multiple devices. It is yet to be tested whether either of these methods, 
or both in tandem could prove successful. 

In order to achieve this replication, either structured or unstructured overlays may be used. 
Unstructured overlays (such as BitTorrent and gossip based algorithms) are more commonly 
inherently built with replication capabilities, however DHT-based structured overlays may 
also be used. In the case of structured overlays the choice of where the replicas are stored 
needs to be decided, while in unstructured overlays it is usually rather a matter of random 
placement. 

As identified in [27], DHT’s may suffer from scalability and reliability issues in networks 
where there is a high amount of churn. In such cases the main suggested approach is to 
introduce a flavour of a centralized infrastructure through the use of some “super peers”. 
These super peers are to be nodes that are better endowed with resources as well as having 
more stable network connectivity in order to buttress the overall network. On the other hand, 
unstructured overlays, particularly those making use of gossiping protocols are generally built 
to be able to withstand networks with high amounts of churn and are known to produce 
eventual convergence of data.[25] [91] 
 

4.2. Evidence Acquisition 

The aim of this phase is to obtain as much evidentiary data (disk, memory, network 
traffic, or logical abstractions of these) as possible , as fast as possible from a digital 
crime scene in a forensically sound manner and to maintain this forensic soundness 
throughout the chain of custody. Forensic soundness of the acquisition has traditionally 
been achieved by making use of tools that can be scientifically proven not to modify the 
data source while performing a low-level copy of the data. That is, the method used to 
perform the copy can be replicated showing the same results and that this means of 
copying is accepted by the domain experts and the scientific body in the domain of 
concern. This ensconces a level of trust that is required of the tools and techniques used 
in the digital forensics process. In addition to this , the integrity of the collected 
evidence is proven not to have been modified subsequently, through obtaining a hash 
value for the data as it is collected. This allows for the chain of custody to be 
maintained as the evidence data can be passed through the prescribed hash function 
later in order to ascertain whether it has been modified or not. 

In live and highly dynamic  networked environments where rapid incident response is 
required [31] it is sometimes not entirely possible to ensure that the evidence source has 
not been modified. [92][93] In such cases, which are becoming more common, care 
must be taken to ensure that as little as possible is modified and that all procedures 
undertaken are thoroughly documented. This is commonly experienced with the 
acquisition of live memory, live mission critical production systems that cannot be 
taken offline, and with mobile devices. 
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In any networked environment and in particularly a loosely connected one, it is of 
essence that acquisition be performed as rapidly as possible and that the evidence data 
is made available in a redundant form should any given node depart from the network.  
In addition to this the evidence data should also be made available in a form that can be 
used in the subsequent analysis phase, preferably in a form that is machine digestible  
and also possibly human readable. 

As acquisition and subsequent storage of the evidence data is to be performed over 
networks and necessarily requires speed, an unstructured overlay such as the BitTorrent 
protocol is a likely front-runner candidate. This is because it is a greedy algorithm that 
ensures that transmission of data occurs in multiple streams and at the highest 
bandwidth available. Additionally, it offers high availability through the replication of 
pieces, particularly favouring the pieces that are less commonly available thus 
improving the availability of the data on the overlay. Further to this, the BitTorrent 
protocol performs hashing of the pieces of data that it distributes for integrity which 
would provide benefits for an environment  that routinely makes use of hashes of data 
such as is seen in digital forensics. 

BitTorrent draws part of its stability of peers being able to discover pieces of data 
distributed across the network through the use of trackers. Trackers are more stable 
peers that keep track of which peers contain which pieces of files. This is oriented 
towards being a more centralized infrastructure, though there are always multiple 
trackers. There is a possibility of a single point of failure here as there are usually not 
too many trackers in a BitTorrent network, thus a solution to mitigate this potential 
problem could be either to increase the number of trackers, or to distribute the tracker 
capabilities within a structured overlay such as those making use of distributed hash 
tables (DHT’s). This could provide a more stable tracker overlay such that peer 
discovery may be distributed but still providing a reasonably fast look-up process. As 
trackers are usually not found in extremely large orders of magnitude such a structured 
overlay may be a suitable modification to the standard BitTorrent protocol. 

Other unstructured overlays making use of gossiping protocols may also play a role 
here in ensuring that the discovery of evidence data stored at a peer is more of a random 
process rather than a deterministic one. The motivation for this being to make it more 
difficult for an attacker to determine where the evidence is stored in the case that they 
are attempting to purge any evidence of their presence, as is common. 

As discussed in the previous section, the acquisition and transmission of large sizes 
of evidence data (such as with disk and memory dumps) may introduce a bottle-neck 
and thus metadata may be collected instead of the actual full evidence source. The 
acceptability of metadata in judicial proceedings is still under discussion, however in an 
enterprise scenario where rapid incident response and remediation depends on the 
analysis of data (or metadata), it may be more prudent to make use of the metadata as it 
can be acquired faster. 
 
4.3. Analysis 

Current analysis processes include indexing of data for searching purposes, parsing 
data structures, correlating data from multiple data sources, creating timelines of 
events, analyzing communication patterns, analyzing malware capabilities, reverse 
engineering and attempting to break cryptographic protocols.  To a large extent these 
procedures are highly manual and at best only parts of them have been semi-automated. 
To this end, it is difficult to suggest a particular form of P2P overlay that may assist in 
performing these tasks. However , it should be noted that for many of these tasks large 
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amounts of computing power are needed, thus strategies related to processing large 
amounts of heterogeneous data would be beneficial for this phase.  “Big Data” 
processing frameworks such as MapReduce, Apache Spark and graph processing 
techniques could be used to assist some of these tasks through pattern matching and 
machine learning. 

Mobilizing large amounts of computing power for a specific task in a loosely 
connected network environment may be difficult, however it may be possible to use a 
peer to peer overlay to share information thus identifying peers that are better endowed 
with resources. Distributed processing tasks may then be assigned to these better 
endowed peers. In order to achieve this sharing of information of stability parameters of 
peers, either a structured overlay, or an unstructured overlay may be used. A structured 
overlay may be motivated for privacy reasons such that particular data is only sent to 
and processed by a particular set of known identifiable peers that are within the DHT 
that is constantly cross-referenced.  On the other hand, unstructured overlays such as 
those based on gossiping may be preferred due to the wider extent that gossiping can 
reach such that there is a greater likelihood of discovering some peers that might be 
significantly better endowed with resources. A hierarchical type of overlay making use 
of both categories could also be an option in order to achieve the best from both sides. 
In addition to this, a dedicated set of super-peers may also be introduced in order to 
enhance the stability , scalability and availability of the network. This also ties in well 
with the idea of having a hierarchical overlay in the same vein as the proprietary Skype 
protocol. 
 

4.4. Reporting 

This phase is highly tied to the previous phases and it is difficult to identify how a 
particular P2P overlay may assist with task. Hypothetically, documentation related 
tasks may be carried out with the help of a structured overlay in such a way that results 
of the previous phases are maintained as part of the data that can be reached through the 
addressing system of key-value pairs in a DHT. This could make it easier to search for 
documented facts in a similar way to text searching may be enhanced in the triage phase 
through the use of a structured overlay. The actual documentation tasks of producing a 
report is difficult to justify the need of a specific P2P overlay to assist its automation in 
a within a loosely connected networked environment. This is because it is more of a 
manual, human driven task that results as a by-product of all the other tasks. 
 

4.5. Remediation 

Practically this phase involves the updating of firewall rules, blocking ports on host 
systems, forcefully killing certain processes, quarantining certain executable files, 
modifying certain configuration files, isolating certain devices , changing user 
privileges, locking out certain users or even initiating the acquisition process of anothe r 
set of evidence sources. The outcome is usually specific and directed towards a specific 
known entity or group of entities. This could include an identifiable device, or a logical 
entity on a computer system such as a configuration file, a port, a user or user group. 

As these remediating actions are usually specific and directed , we posit that a 
“Publish-Subscribe” (pub-sub) form of overlay may be able to facilitate this directed 
information flow of actions to be performed without the need for a dedicated 
centralized source of information. Devices that are involved in the malicious activity 
could be automatically subscribed to push notifications from the set of peers that 
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perform the analysis activities. The pub-sub type of overlay can be supported by an 
underlying structured overlay (such as Scribe [94]), an unstructured overlay (such as 
Tera [95]), or building its own entire overlay (such as SpiderCast [28]) in order to 
support the dissemination of messages to the required destinations. 

In a loosely controlled network environment where security and privacy are key 
concerns a pub-sub overlay must consider whether the routing of messages to the 
intended destination will require routing through uninterested peers, or even worse 
malicious peers. For this reason it is imperative that cryptography is used to hide the 
message and to ensure the integrity of the message being disseminated. In this sense, a 
public key infrastructure , or a PGP-based infrastructure could help in ensuring such 
cryptographic mechanisms are in place. In addition to this , for security reasons, 
redundancy of the message should also be considered, that is, the message should be 
sent through multiple routes such that there is a higher likelihood that the message gets 
to the intended recipient and is not maliciously dropped on the way. 
 

5. An Architecture for DFIR in Loosely Controlled Environments 

In this section we describe the architecture of a system intended to perform digital 
forensics and incident response activities in loosely controlled networked environments. The 
system architecture is based on the functional needs and requirements as identified and 
discussed in previous sections of this study. The main focus is directed towards the use of 
various P2P overlays within the system, while also making reference to prior work of the 
LEIA architecture [22], as well as incorporating the use of the DCXP protocol [26][27] to 
manage the information distributed by the structured overlays. 

The architecture itself is based on the 4-tiered architecture of Live Evidence Information 
Aggregator (LEIA) that was built for remote evidence acquisition and processing. The use of 
P2P overlays was proposed in this prior study, mainly focusing on the use of gossiping 
protocols and the BitTorrent protocol in the evidence acquisition phase in order to improve 
the speed of the acquisition process and thus overall digital investigation process. In this 
study we extend this to add further uses of P2P overlays for a variety of purposes within the 
digital investigation process that could be particularly useful in loosely controlled networked 
environments. Table 1 summarizes the propositions and challenges addressed, with further 
explanatory details in the Section 5.2: 

Table 1. Proposed P2P Overlays and Challenges Addressed 

Propositions Challenges addressed 

Structured overlays in the Triage phase, and in 
supporting trackers for the BitTorrent protocol in 
the Acquisition phase. 

Independent infrastructure, Availability, 
Scalability, Responsiveness 

A hierarchical overlay consisting of both DHT-
based overlays and gossiping protocols to 
facilitate identification of better endowed peers 
to be used in the Analysis phase; 

Independent infrastructure, Availability. 
Scalability, dealing with large amounts 
of data 

Structured overlays making use of DHTs for 
maintaining a searchable index of facts 
identified in the analysis phase such that they 
can be used for reporting purposes. 

Independent infrastructure, Availability, 
Scalability 
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A Publish-Subscribe based overlay to facilitate 
the transmission of the remediation actions to 
the concerned nodes. 

Responsiveness, Privacy 

 

5.1. The LEIA Architecture  

In order to explain the adjustments that equip this architecture for loosely controlled 
networked environments we briefly explain the original below. The architecture is made up of 
4-tiers as explained below and as shown in Figure 1. 

 The Host-based Hypervisor system (HbH): This is a privileged virtual machine 
monitoring layer between the physical system resources and the software performing the 
operational activities of the devices. It is intended to be the first point of detection of 
malicious activity through the use of an embedded IDS, as well as the initial point at 
which potential evidentiary information is acquired from the actual source, such as, disk 
drives, RAM memory and network interface cards. The evidence is to be collected and 
stored in a universally accepted format such as AFF4. As hypervisors are built to interact 
with physical devices from a lower more privileged layer of the system, they are a 
suitable source of evidence acquisition from a more trusted source. The use of Virtual 
Machine Introspection to facilitate evidence acquisition also goes to show their 
suitability. Additionally, they are known to have a smaller footprint, thus reducing the 
area of attack and improving the security of the system. 

 The Peer-to-Peer Distribution Architecture (P2P-da): This is a combination of 
unstructured overlays making use of gossiping protocols and an adaptation of the 
BitTorrent protocol. The gossiping protocols facilitate the collection and dissemination 
of metadata sourced at individual nodes in order to determine if malicious activity is 
occurring, as well as to initiate the forensic acquisition process. The gossiping protocols 
also enable sharing of the utility metrics among the individual peers in order to organize 
the network in a hierarchical manner to facilitate transmission to peers with better 
resource capabilities. The adaptation of the BitTorrent protocol is used to ensure that 
acquisition is performed as rapidly as possible over the network, directing the acquired 
data to a distributed storage cluster termed as the Cloud based back-end. Availability of 
this data is enhanced through the replication afforded through both the gossiping 
protocol design and the inherent replication in the BitTorrent protocol. 

 The Cloud-based Back-end (CBB): This is a centralized, but distributed large scale data 
store adapted from the Hadoop Distributed FileSystem (HDFS). The aim of this sub-
system is to enable large scale data processing on potentially evidentiary data collected 
from various heterogeneous sources. The forms of processing discussed previously 
involve known file filtering, pattern matching and correlation of evidence from multiple 
sources. Due to its distributed nature and inbuilt replication capabilities it enables 
flexibility, scalability and availability 

 The Law-Enforcement Controller (CBB): This subsystem provides the interface for law 
enforcement personnel to perform complex queries in order to gather information related 
to ongoing investigations. The queries are aimed at improving the analysis procedures 
through determining specific information that may be sought after such as the events on 
other evidence sources that occurred before a known event, or the parties communicating 
with a known suspected party. The query language is intended to be based on SPARQL 
as the original uniform evidence format was described to make use of the Resource 
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Description Format (RDF) and the Web Ontology Language (OWL) to correlate events 
from multiple evidence sources. 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. The LEIA Architecture 

The LEIA architecture was built for to automate the evidence collection and analysis 
procedures as well as to improve the overall digital investigation speed. It is aimed at an 
environment that is devoid of an administrative controller of the systems, however it still 
makes use of a centralized infrastructure in order to store and process the potential evidentiary 
information. In the following section we discuss improvements to the LEIA architecture in 
order to introduce further functionality for digital investigations supported by P2P overlays. 
These enhancements also improve the independence of the overall infrastructure in a loosely 
controlled networked environment, while still maintaining the digital forensics and incident 
response aims. 
 

5.2. Support for Loosely Controlled Networked Environments 

We incorporate a variety of P2P overlays in order to attain a more stable independent and 
automated digital forensics and incident response system for loosely controlled network 
environments. In the following sub-sections we describe some of the functionality of these 
proposed P2P overlays as well as the capabilities that they improve and challenges they 
address. 
 

5.2.1. Enhancements to Support Triage 

The use of a structured overlay that makes use of DHT’s is proposed here in order to 
make use of the search performance of DHTs. Triage requires quick searching and 
identification of potential evidence. 

Assuming the use of a structured overlay such as the Chord [82] overlay, identifiers 
of data items would be hashed and placed at the node whose hashed identifier is close 
to, but less than that of the data item. The node where the data is stored and the 
preceding node are notified of the presence of the new data item, and their respective 
hash tables are updated. Data is replicated for the sake of availability at 2 other nodes. 
This is done by incrementing the data item identifier by 1 and performing a hash on this 
value, thus the 3 copies of the same data get 3 different identifiers and thus 3 different 
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pseudo-random locations within the overlay. This is done in a similar fashion as is seen 
in the DCXP protocol over the Chord overlay. 

For the purposes of triage, metadata of events and objects are collected by the HbH 
peers in the form of CybOX [74] elements. (CybOX notation is chosen to facilitate 
machine digestibility in the analysis phase). These pieces of CybOX metadata are given 
identifiers. These identifiers are hashed and stored within the Chord DHT at their 
designated node. The individual metadata is replicated and transmitted along to the 
peers where the replicated hash-identifier will be stored. In this way the metadata can 
be sourced first hand through the DHT and if it fails to find this particular node, the 
replica can be found in one hop as the replicated data will be found on the node 
containing the and the “replica identifier”. In this way metadata is distributed around 
the overlay and searching can be performed in the same way that data look-ups are 
performed, and availability is improved through replication. 

 
5.2.2. Enhancements to distribute the BitTorrent Trackers  

In a file-sharing scenario using the BitTorrent protocol, the work of the trackers is to 
keep track of which peers have possession of which files, and thus which pieces of a 
file. The trackers act as a centralized directory service in order to find the relevant 
peers. There are usually a small fixed number of independent trackers that keep track of 
an individual file. As the BitTorrent protocol used in the LEIA architecture is based on 
the same tracker characteristics and functionality, it could be prone to being a single 
point of failure , particularly if the trackers are few.  Furthermore centralized trackers 
would pose a problem of scalability should the need arise to expand the network. 

An improvement to this would be to distribute the tracker service into a structured 
overlay making use of distributed hash tables (such as Chord). This could be done 
through storing the hashed identifier of the evidence data pieces, or files as the key, and 
the hash of the actual location of the file as the value. Similarly, availability of the 
service can be achieved through the replication of this key-value pair at multiple 
locations, as is described in the previous section with triage related metadata using the 
strategy in the DCXP protocol. If a node leaves the overlay a replica is made from one 
of the available copies in order to maintain a fixed number of replicas always available. 
 

5.2.3. Enhancements for Distributed Processing for Evidence Analysis  

The main need for the analysis process is the provision of large amounts of 
computational power. This may be achieved by organizing the network in such a 
hierarchical manner such that nodes with less computational power can transmit and 
store their evidence data items for processing at these nodes. The LEIA architecture 
previously provided for this sharing of information of utility metrics through epidemic 
(gossiping) protocols thus ensuring that utility metrics are widely shared. Once the 
hierarchical topology is achieved, the addressing and discovery of suitable more stable 
nodes could be achieved through a DHT based addressing scheme. In this way epidemic 
protocols such as Cyclon [24] can work together to update the DHT’s with the values of 
the addressing information, while the look-up process to determine where the set of 
peers where the data can be sent for processing can be possibly done with fewer hops 
than with a gossiping protocol. The actual transmission of the data would be done using 
the BitTorrent protocol whereby the torrent file (or the reflection as in the LEIA 
terminology) is forwarded to the more stable peer (or set of peers) which can then 
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request from the DHT for the locations of the individual pieces. In effect this produces 
a form of hierarchical overlay that makes use of 3 different overlays. In addition to this, 
super-peers that are built to be stable, may be added to the network in order to ensure 
that there are always more stable peers. This could be argued to be a drawback - adding 
a controlled entity within the environment - however the benefits of greater  network 
stability would overrule this. 
 
5.2.4. Enhancements for Evidence Storage and Report Generation 

As has been mentioned earlier, the use of P2P over lays to assist in automating the 
generation of reports for digital investigations is limited. However, a case may be made 
for storing facts derived from the analysis phase within a distributed hash table (DHT) 
based overlay such as Chord. In this way the information is distributed to multiple 
nodes for redundancy purposes and is easily searchable. In this way report generation 
can be assisted through the search and retrieval of this data that is then compiled. 
The insertion of derived facts into a DHT for storage would be initiated by the peers 
performing the analysis. These stored data items would obtain an identifier from the 
process of hashing the actual data. The location where the hashed identifier would be 
stored would be determined through a suitably decided distance function such as that 
seen in the Chord overlay where the closeness in similarity of the hashes determines the 
storage location. 
 
5.2.5. Enhancements for Remediation 

The main focus of remediation is to facilitate some form of response or reaction  to 
the malicious activity. As established earlier in this study, such actions are usually 
specific and directed and thus we propose the use of a publish-subscribe form of 
overlay where devices that are either evidence sources, or have been implicated in 
malicious activity are subscribed to response actions that are generated by the nodes 
performing the analysis of the evidence data. The enrollment to the response actions 
may happen during the triage, acquisition or the analysis phase depending on when an 
entity is determined to be implicated in the malicious activity.  We propose the use of 
the SpiderCast[28] overlay due to its ability to route messages only through “interested” 
parties (thus fostering privacy), as well as its high resistance to churn. SpiderCast is 
also appropriate because of its “per-topic” overlay connectivity. This would be suitable 
as malicious activity usually has a motive and a target, which would correspond to a 
single “topic”; and it is uncommon to receive, multiple forms of attacks that are 
unrelated. Response action messages should also be encrypted and signed to avoid 
manipulation from unintended sources. 
 

5.2.6. Support for Interchange of Structured Overlays and Self-Organization  

Structured overlays are used so far especially in supporting triage and acquisition. 
Together with this, some of the DCXP protocol functionality can also be incorporated. 
As DCXP supports the interchanging of the underlying overlay as long as it is DHT-
based, it can be seen that the Chord overlay could be substituted for another should 
there be a need based on further functionality needed. Furthermore context -sensitive 
self-organization of DHT-based overlays is also supported in the DCXP protocol, thus 
it can be seen that the overlay can re-organize the network so as to improve 
performance, or routing efficiency particularly for the acquisition phase. 
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Figure 2. The LEIA Architecture with supporting P2P Overlays 

As can be seem in Figure 2 the functionality of the centralized Cloud-based Back-end 
(CBB) and the Law Enforcement Controller can possibly be absorbed through distributing 
their capabilities among the HbH peers as well as with support from the super peers (HbH 
Master peers) that are equipped with more resources and better network stability. 
 

6. Conclusions 
Automating digital forensics and incident response mechanisms in loosely controlled 

networked environments is a difficult task to achieve. This is mainly because of the 
shared infrastructure, shared responsibilities, conflicting goals and the lack of trust in 
the other parties interacting within the loosely controlled networked environment , 
particularly with the service provider as they have privileged access to resources. 
Additionally, the availability of potential evidence sources is also seen to be a major 
problem as devices in such environments are in a state of flux in terms of their network 
connectivity. Furthermore devices common to such environments are often strapped for 
resources such as processing power, storage, working memory and battery power – 
which may also affect their availability. The strict requirements of digital investigations 
conflict with the characteristics of such an environment in that they require control, 
trust, stability and availability of potential evidence sources (suspected devices), as well 
as of the mechanisms used to facilitate the digital investigation. In particular, the 
evidence triage, collection, reporting and analysis methods used need to be highly 
trustable, reproducible and acceptable by the domain experts , as suggested by the 
Daubert Standard. The presence of large amounts of private data (either personally 
identifiable, or confidential company information) also poses a problem. This is 
because such data, otherwise considered private, may necessarily be implicated in 
criminal proceedings and thus a trade-off must be arrived at in which the data is held 
confidentially unless there is reasonable certainty that it is considered of evidentiary 
value. 

In this paper we have identified the challenges facing tools for providing Digital 
Forensics and Incident Response (DFIR) services in loosely controlled networked 
environments such as deficiencies in availability, the lack of trust, the scarcity of 
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resources and the presence of lots of private data. Together with this we have also 
identified the challenges linked to the increasing amounts of devices and data generated 
in such dynamic environments. The need for scalability (upwards and downwards), the 
capacity to deal with heterogeneity, the need for automation of digital investigation 
mechanisms and collaboration among devices through commonly understood machine 
digestible formats have been identified. Consequently, from these challenges, we have 
identified the requirements for a system to be able to perform digital forensics and 
incident response in loosely controlled networked environments.  

Further to this we have drawn from the field of peer to peer (P2P) networking in 
order to advance the field of digital investigations. The aims of most P2P overlays are 
underpinned with availability, scalability and performance in the face of unpredictable 
network churn, providing distributed services in a stable manner. That is, they provide 
stable services in an unstable distributed environment despite the lack of centralized 
control.  Drawing from the strengths from different types of P2P overlays, we propose 
the use of multiple of P2P overlays in order to support the different phases of the 
typical digital investigation process model. Through carefully selecting a combination 
of structured, unstructured and hybrid overlay topologies , based on their strengths in 
different areas, we proposed an architecture as well as enhancements to this architecture 
in order to provide capabilities that allow for enabling digital investigation in loosely 
controlled network environments.  In this way we extend [21] and [22] by using multiple 
P2P overlays to provide decentralization and automation to more phases of the digital 
forensics process model.  
 

7. Future Work 

Though this use of P2P networks to support digital forensics and incident response  is 
a step forward, there are still further improvements that can be made in  order to truly 
achieve independent and automated digital investigations in loosely controlled network 
environments. For one, further study needs to be conducted into the cryptographic 
protocols to be used in order to achieve the necessary security that such a system needs. 
The use of a PGP public key infrastructure as well as threshold cryptography are being 
studied in order to integrate them into this architecture. In addition to this the actual 
implementation and testing of the actual overlays is yet to be done. This would enable 
us to practically determine the suitability of the chosen overlays for their respective 
designated functions. Finally, further benefits relative to P2P network self-organization 
may be derived through harnessing the information that they exchange.  
 

Acknowledgments 

Much gratitude to Theo Kanter, Rahim Rahmani, Panagiotis Papapetrou and the 
anonymous reviewers for the comprehensive and insightful feedback that helped 
improve this paper. 
 

References 

[1] R. Bejtlich, The Practice of Network Security Monitoring: Understanding Incident Detection and Response. 

No Starch Press, 2013. 

[2] L. Lei, Z. Zhong, C. Lin, and X. Shen, “Operator controlled device-to-device communications in LTE-

advanced networks,” IEEE Wireless Communications, vol. 19, no. 3, pp. 96–104, 2012. 

[3] W. Jansen and T. Grance, “Guidelines on Security and Privacy in Public Cloud Computing,” Gaithersburg, 
MD, 2011. 



International Journal of Security and Its Applications 

V ol.10, No.1 (2016) 

 

 

410   Copy right ⓒ 2016 SERSC 

[4] L. Kissner, D. Song, M. Blum, D. Boneh, and M. Reiter, “Privacy -Preserving Distributed Information 

Sharing,” Science, no. July, 2006. 

[5] O. Goldreich, Foundations of Cryptography: Basic Techniques. 2003. 

[6] B. Kepes, “Understanding the Cloud Computing Stack SaaS, Paas, IaaS,” pp. 1–20, 2013. 

[7] J. Dykstra and A. T. Sherman, “Design and implementation of FROST: Digital forensic tools for the 
OpenStack cloud computing platform,” Digital Investigation, vol. 10, no. SUPPL., pp. S87–S95, Aug. 2013. 

[8] S. Zawoad and R. Hasan, “A Trustworthy Cloud Forensics Environment,” in Advances in Digital Forensics 

XI, 2015, pp. 271–285. 

[9] U.S. Department of Homeland Security, “Recommended Practice : Improving Industrial Control Systems 

Cybersecurity with Defense-In-Depth Strategies,” no. October, p. 44, 2009. 
[10] G. Walton, S. Nagaraja, R. Deibert, R. Rohozinski, A. Manchanda, and N. Villeneuve, “Tracking GhostNet: 

Investigating a Cyber Espionage Network,” Information Warfare Monitor, no. March 29, pp. 1–53, 2009. 

[11] McAfee Labs, “Protecting Your Critical Assets Lessons Learned from ‘Operation Aurora,’” 2010. 

[12] N. Falliere, L. O. Murchu, and E. Chien, “W32 . Stuxnet Dossier,” vol. 4, no. February, pp. 1–69, 2011. 
[13] B. Stone-Gross, “The Lifecycle of Peer-to-Peer ( Gameover ) ZeuS,” 2012. 

[14] Symantec, “W32.Duqu The precursor to the next Stuxnet,” 2011. 

[15] KyWIper Analysis Team, “Skywiper (a.K.a Flame a.K.a Flamer): a Complex Malware for Targeted Attacks,” 

Budapest, 2012. 

[16] Kaspersky Lab, “The Regin Platform: Nation-State Ownage of GSM Networks,” 2014. 
[17] P. Coogan, “Android RATs Branch out with Dendroid,” Symantec Official Blog - Security Response Blog, 

2014. [Online]. Available: http://www.symantec.com/connect/blogs/android-rats-branch-out-dendroid. 

[Accessed: 01-Mar-2015]. 

[18] Mandiant, “M -Trends: Beyond the Breach - 2014 Threat Report,” 2014, 2014. 

[19] Mandiant® Intelligence CenterTM, “Mandiant, APT1: Exposing One of China’s Cyber Espionage Units,” 
Report, pp. 1–76, 2013. 

[20] McAfee Labs, “Combating Small Business Security Threats : How SMBs Can Fight Cybercrime,” McAfee 

WhitePaper, 2011. 

[21] S. Redding, “Using Peer-to-Peer Technology for Network Forensics,” in Advances in Digital Forensics, vol. 

194, Boston: Kluwer Academic Publishers, 2005, pp. 141–152. 
[22] I. Homem, S. Dosis, and O. Popov, “LEIA: The Live Evidence Information Aggregator: Towards efficient 

cyber-law enforcement,” in World Congress on Internet Security (WorldCIS-2013), 2013, pp. 156–161. 

[23] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek, and H. Balakrishnan, “Chord: A Scalable Peer-to-Peer 

Lookup Service for Internet Applications,” Conference on Applications, technologies, architectures, and 
protocols for computer communications (SIGCOMM ’01), pp. 149–160, 2001. 

[24] S. Voulgaris, D. Gavidia, and M. Steen, “CYCLON: Inexpensive Membership Management for Unstructured 

P2P Overlays,” Journal of Network and Systems Management, vol. 13, no. 2, pp. 197–217, Jun. 2005. 

[25] M. Jelasity, S. Voulgaris, R. Guerraoui, A.-M. Kermarrec, and M. van Steen, “Gossip-based peer sampling,” 

ACM Transactions on Computer Systems (TOCS), vol. 25, no. 3, pp. 1–36, 2007. 
[26] T. Kanter, S. Pettersson, S. Forsström, V. Kardeby, R. Norling, J. Walters, and P. Österberg, “Distributed 

context support for ubiquitous mobile awareness services,” 2009 4th International Conference on 

Communications and Networking in China, CHINACOM 2009, pp. 869–873, 2009. 

[27] M. Swenson, “A Distributed Approach to Context -Aware Networks,” KTH - Royal institute of Technology, 

2007. 
[28] G. Chockler, R. Melamed, Y. Tock, and R. Vitenberg, “SpiderCast: A Scalable Interest -Aware Overlay for 

Topic-Based Pub/Sub Communication,” Proceedings of the 2007 Inaugural International Conference on 

Distributed Event-Based Systems (DEBS), no. 2, pp. 14–25, 2007. 

[29] G. Palmer, “A Road Map for Digital Forensic Research,” in Proceedings of the Digital Forensic Research 

Workshop, 2001, 2001. 
[30] N. L. Beebe and J. G. Clark, “A hierarchical, objectives-based framework for the digital investigations 

process,” Digital Investigation, vol. 2, no. 2, pp. 147–167, Jun. 2005. 

[31] E. S. Pilli,  R. C. Joshi, and R. Niyogi, “Network forensic frameworks: Survey and research challenges,” 

Digital Investigation, vol. 7, no. 1–2, pp. 14–27, Oct. 2010. 
[32] D. Laney, “3D Data Management: Controlling Data Volume, Velocity and Variety,” Application Delivery 

Strategies, vol. 949, no. February 2001, p. 4, 2001. 

[33] V. Roussev and G. G. Richard III, “Breaking the Performance Wall: The Case for Distributed Digital 

Forensics,” Digital Forensics Research Workshop, pp. 1–16, 2004. 

[34] E. Casey, “Network traffic as a source of evidence: Tool strengths, weaknesses, and future needs,” Digital 
Investigation, vol. 1, pp. 28–43, 2004. 

[35] E. Casey and A. Stanley, “Tool review - Remote forensic preservation and examination tools,” Digital 

Investigation, vol. 1, pp. 284–297, 2004. 



International Journal of Security and Its Applications 

V ol.10, No.1 (2016) 

 

 

Copyright ⓒ 2016 SERSC 411 

[36] B. J. Nikkel, “A portable network forensic evidence collector,” Digital Investigation, vol. 3, no. 3, pp. 127–

135, Sep. 2006. 

[37] M. I. Cohen, “PyFlag – An advanced network forensic framework,” Digital Investigation, vol. 5, no. SUPPL., 

pp. S112–S120, Sep. 2008. 

[38] P. Turner, “Unification of digital evidence from disparate sources (Digital Evidence Bags),” Digital 
Investigation, vol. 2, no. 3, pp. 223–228, Sep. 2005. 

[39] P. Turner, “Applying a forensic approach to incident response, network investigation and system 

administration using Digital Evidence Bags,” Digital Investigation, vol. 4, no. 1, pp. 30–35, Mar. 2007. 

[40] S. L. Garfinkel, D. J. Malan, K.-A. Dubec, C. C. Stevens, and C. Pham, “Advanced Forensic Format: An 

Open, Extensible Format for Disk Imaging,” In Advances  in Digital Forensics II: FIP International 
Conference on Digital Forensics, vol. 222, pp. 17–31, 2006. 

[41] M. Cohen, S. Garfinkel, and B. Schatz, “Extending the advanced forensic format to accommodate multiple 

data sources, logical evidence, arbitrary information and forensic workflow,” Digital Investigation, vol. 6, pp. 

S57–S68, Sep. 2009. 
[42] S. Garfinkel, “Digital forensics XML and the DFXML toolset,” Digital Investigation, vol. 8, no. 3–4, pp. 161–

174, Feb. 2012. 

[43] K. Shanmugasundaram, N. Memon, A. Savant, and H. Bronnimann, “ForNet : A Distributed Forensics 

Network,” in Proceedings of the second international workshop on mathematical methods models and 

architectures for computer networks security (MMM–ACNS 2003), 2003, vol. LNCS 2776, pp. 1–16. 
[44] M. I. Cohen, D. Bilby, and G. Caronni, “Distributed forensics and incident response in the enterprise,” in 

Digital Investigation, 2011, vol. 8, pp. S101–S110. 

[45] R. A. F. a F. Bhoedjang, A. R. R. van Ballegooij,  H. M. A. M. a Van  Beek, J. C. C. van Schie, F. W. W. 

Dillema, R. B. B. Van Baar, F. A. a. Ouwendijk, and M. Streppel, “Engineering an online computer forensic 

service,” Digital Investigation, vol. 9, no. 2, pp. 96–108, Nov. 2012. 
[46] A. Moser and M. I. Cohen, “Hunting in the enterprise: Forensic triage and incident response,” Digital 

Investigation, vol. 10, no. 2, pp. 89–98, Sep. 2013. 

[47] N. Pringle and M. Burgess, “Information assurance in a distributed forensic cluster,” Digital Investigation, 

vol. 11, no. SUPPL. 1, pp. S36–S44, May 2014. 

[48] S. D. Wolthusen, “Overcast: Forensic discovery in cloud environments,” IMF 2009 - 5th International 
Conference on IT Security Incident Management and IT Forensics - Conference Proceedings, pp. 3–9, 2009. 

[49] S. Biggs and S. Vidalis, “Cloud computing: The impact on digital forensic investigations,” International 

Conference for nternet Technology and Secured Transactions, pp. 1–6, 2009. 

[50] J. Dykstra and A. T. A. Sherman, “Understanding issues in cloud forensics: two hypothetical case studies,” 
Journal of Network Forensics 2011, pp. 1–10, 2011. 

[51] K. Ruan, J. Carthy, T. Kechadi, and M. Crosbie, “Cloud Forensics.,” Advances in digital forensics VII, 2012. 

[52] S. Zawoad and R. Hasan, “Cloud Forensics: A Meta-Study of Challenges, Approaches, and Open Problems,” 

arXiv preprint arXiv:1302.6312, pp. 1–15, 2013. 

[53] A. K. Mishra, P. Matta, E. S. Pilli, and R. C. Joshi, “Cloud forensics: State-of-the-art and research 
challenges,” Proceedings - 2012 International Symposium on Cloud and Services Computing, ISCOS 2012, 

pp. 164–170, 2013. 

[54] A. Pichan, M. Lazarescu, and S. T. Soh, “Cloud forensics: Technical challenges, solutions and comparative 

analysis,” Digital Investigation, vol. 13, pp. 38–57, 2015. 

[55] W. Jansen, A. Delaitre, and L. Moenner, “Overcoming impediments to cell phone forensics,” Proceedings of 
the Annual Hawaii International Conference on System Sciences, 2008. 

[56] J. Oberheide and F. Jahanian, “When mobile is harder than fixed (and vice versa): Demystifying Security 

Challenges in Mobile Environments,” Proceedings of the Eleventh Workshop on Mobile Computing Systems 

& Applications - HotMobile ’10, p. 43, 2010. 

[57] R. P. Mislan, E. Casey, and G. C. Kessler, “The growing need for on-scene triage of mobile devices,” Digital 
Investigation, vol. 6, no. 3–4, pp. 112–124, 2010. 

[58] J. Cheng, S. H. Y. Wong, H. Yang, and S. Lu, “SmartSiren: Virus Detection and Alert for Smartphones,” 

Proceedings of the 5th international conference on Mobile systems, applications and services - MobiSys ’07, 

p. 258, 2007. 
[59] J. Oberheide, A. Arbor, E. Cooke, and J. Flinn, “Virtualized In-Cloud Security Services for Mobile Devices 

Categories and Subject Descriptors,” pp. 31–35, 2008. 

[60] W. Enck, M. Ongtang, and P. McDaniel, “On lightweight mobile phone application certification,” 

Proceedings of the 16th ACM conference on Computer and communications security - CCS ’09, pp. 235–245, 

2009. 
[61] G. Portokalidis, P. Homburg, K. Anagnostakis, and H. Bos, “Paranoid Android: Versatile Protection For 

Smartphones,” Annual Computer Security Applications Conference (ACSAC), pp. 347–356, 2010. 

[62] A. Shabtai, U. Kanonov, Y. Elovici, C. Glezer, and Y. Weiss, “‘Andromaly’: A behavioral malware detection 



International Journal of Security and Its Applications 

V ol.10, No.1 (2016) 

 

 

412   Copy right ⓒ 2016 SERSC 

framework for android devices,” Journal of Intelligent Information Systems, vol. 38, no. 1, pp. 161–190, 2012. 

[63] S. Zonouz, A. Houmansadra, R. Berthiera, N. Borisova, and W. Sanders, “Secloud: A cloud-based 

comprehensive and lightweight security solution for smartphones,” Computers and Security, vol. 37, pp. 215–

227, 2013. 

[64] M. Guido, J. Ondricek, J. Grover, D. Wilburn, T. Nguyen, and A. Hunt, “Automated identification of installed 
malicious Android applications,” Digital Investigation, vol. 10, no. SUPPL., pp. S96–S104, 2013. 

[65] A. Simão, F. Sícoli,  L. Melo, F. Deus, and R. Sousa Júnior, “Acquisition and Analysis of Digital Evidence in 

Android Smartphones,” The International Journal of Forensic Computer Science, vol. 6, no. 1, pp. 28–43, 

Dec. 2011. 

[66] J. Sylve, A. Case, L. Marziale, and G. G. Richard, “Acquisition and analysis of volatile memory from android 
devices,” Digital Investigation, vol. 8, no. 3–4, pp. 175–184, Feb. 2012. 

[67] J. Grover, “Android forensics: Automated data collection and reporting from a mobile device,” Digital 

Investigation, vol. 10, pp. S12–S20, Aug. 2013. 

[68] A. Feizollah, N. B. Anuar, R. Salleh, and A. W. A. Wahab, “A review on feature selection in mobile malware 
detection,” Digital Investigation, vol. 13, pp. 22–37, 2015. 

[69] W. Alink, R. A. F. Bhoedjang, P. A. Boncz, and A. P. de Vries, “XIRAF - XML-based indexing and querying 

for digital forensics,” Digital Investigation, vol. 3, pp. 50–58, Sep. 2006. 

[70] R. Danyliw, J. Meijer, and Y. Demchenko, “RFC5070 - The Incident Object Description Exchange Format,” 

IETF, 2007. 
[71] Mandiant, “OpenIOC - An Open Framework for Sharing Threat Intelligence.” . 

[72] W. Gragido, “Understanding Indicators of Compromise (IOC),” RSA Research -Speaking of Security - 

Security Operations, 2013. [Online]. Available: https://blogs.rsa.com/understanding-indicators-of-

compromise-ioc-part-i/. [Accessed: 01-Apr-2015]. 

[73] H.-Y. Lock, “Using IOC (Indicators of Compromise) in Malware Forensics,” SANS Institute, 2013. 
[74] L. Obrst, P. Chase, and R. Markeloff, “Developing an Ontology of the Cyber Security Domain,” Seventh 

International Conference on Semantic Technologies for. Intelligence, Defense, and Security – STIDS 2012., 

pp. 49–56, 2012. 

[75] E. Casey, G. Back, and S. Barnum, “Leveraging CybOXTM to standardize representation and exchange of 

digital forensic information,” Digital Investigation, vol. 12, pp. S102–S110, 2015. 
[76] S. Barnum, “Standardizing cyber threat intelligence information with the Structured Threat Information 

eXpression (STIXTM),” MITRE Corporation, July , pp. 1–20, 2012. 

[77] J. Connolly, M. Davidson, and C. Schmidt, “The Trusted Automated eXchange of Indicator Information ( 

TAXII TM ),” 2014. 
[78] R. Schollmeier, C. Networks, and T. Universität , “A Definition of Peer-to-Peer Networking for the 

Classification of Peer-to- Peer Architectures and Applications,” pp. 2–3, 2002. 

[79] C. Wang and B. Li, “Peer-to-Peer Overlay Networks : A Survey,” pp. 1–12, 2003. 

[80] R. Ranjan, A. Harwood, and R. Buyya, “Peer-to-peer-based resource discovery in global grids: A tutorial,” 

IEEE Communications Surveys and Tutorials, vol. 10, no. 2. pp. 6–33, 2008. 
[81] E. K. Lua, J. Crowcroft, M. Pias, R. Sharma, and S. Lim, “A Survey and Comparison of Peer-to-Peer Overlay 

Network Schemes,” no. March, 2004. 

[82] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek, and H. B. Ý, “Chord : A Scalable Peer-to-peer Lookup 

Service for Internet,” pp. 149–160, 2001. 

[83] P. Maymounkov and D. Mazières, “Kademlia: A Peer-to-peer Information System Based on the XOR 
Metric,” in 1st International Workshop on Peer-to-peer Systems (IPTPS’01), 2001. 

[84] A. Rowstron and P. Druschel, “Pastry: Scalable, Decentralized Object Location, and Routing for Large-Scale 

Peer-to-Peer Systems,” Middleware 2001, vol. 2218, no. November 2001, pp. 329–350, 2001. 

[85] T. Klingberg and R. Manfredi, “Gnutella Protocol Development,” 2002. 

[86] B. Cohen, “Incentives build robustness in BitTorrent,” Workshop on Economics of Peer-to-Peer systems, 
2003. 

[87] M. Castro, M. Costa, and A. Rowstron, “Should we build Gnutella on a structured overlay?,” ACM 

SIGCOMM Computer Communication Review, vol. 34, no. 1, p. 131, 2004. 

[88] I. Gupta, K. Birman, P. Linga, A. Demers, R. van Renesse, M. Kaashoek, I. Stoica, and R. Van Renesse, 
“Kelips: Building an Efficient and Stable P2P DHT through Increased Memory and Background Overhead,” 

Peer-to-Peer Systems II, vol. 2735, no. 1, pp. 160–169, 2003. 

[89] M. Kelaskar, V. Matossian, P. Mehra, D. Paul, and M. Parashar, “A Study of Discovery Mechanisms for Peer-

to-Peer Applications,” 2nd IEEE/ACM International Symposium on Cluster Computing and the Grid 

(CCGRID’02), pp. 444–444. 
[90] F. Dabek, B. Zhao, P. Druschel, J.  Kubiatowicz, and I.  Stoica, “Towards a Common API for Structured Peer-

to-Peer Overlays,” pp. 33–44, 2003. 

[91] M. Jelasity, A. Montresor, and O. Babaoglu, “Gossip-based aggregation in large dynamic networks,” ACM 



International Journal of Security and Its Applications 

V ol.10, No.1 (2016) 

 

 

Copyright ⓒ 2016 SERSC 413 

Transactions on Computer Systems, vol. 23, no. 3, pp. 219–252, 2005. 

[92] M. M. Pollitt, “Triage: A practical solution or admission of failure,” Digital Investigation, vol. 10, no. 2, pp. 

87–88, Sep. 2013. 

[93] E. Casey, “Triage in digital forensics,” Digital Investigation, vol. 10, no. 2, pp. 85–86, Sep. 2013. 

[94] M. Castro, P. Druschel, A. M. Kermarrec, and A. I. T. Rowstron, “Scribe: A large-scale and decentralized 
application-level multicast infrastructure,” IEEE Journal on Selected Areas in Communications, vol. 20, no. 8, 

pp. 1489–1499, 2002. 

[95] R. Baldoni, S. a Ruberti, L. Querzoni, and S. Tucci-piergiovanni, “TERA : Topic-based Event Routing for 

peer-to-peer,” International Conference on Distributed Event-Based Systems (DEBS), pp. 2–13, 2007. 

 

Authors 
 

Irvin Homem is a PhD student at the Department of Computer and 
System Sciences, Stockholm University. He holds a MSc. degree in 
Information Security from the Royal Institute of Technology (KTH, 
Sweden) and has worked at Deloitte  (Eastern Africa) as a Business 
Analyst. His current area of research focuses on the automation of 
digital forensics on mobile devices and cloud infrastructures using 
peer to peer networks, intrusion detection systems, hypervisors , big 
data processing frameworks and semantic web technologies. 

 
 

Theo Kanter, earned a Ph.D. in computer communications, from 
the Royal Institute of Technology. Theo has held a number of  
leading positions in telecommunications research. From 1999 to  
2007, he was a senior scientist at Ericsson Research. He is now a  
professor at the Department of Computer and System Sciences at  
Stockholm University, where he leads research in adaptive and 
context-aware mobile communication, service architectures and self-
organizing application infrastructures. 

 
 

Rahim Rahmani earned a Ph.D. in communications in heterogeneous 
networks and he is an Associate Professor of Computer Science at the 
Department of Computer and System Sciences at Stockholm University, 
where his research focuses on Collaborative ubiquitous services and 
context-aware mobile communication and service architectures and self-
organizing application infrastructures. He is a member of the editorial 
board of International Journal of Wireless Networking and 
Communications. 

 
 
 



International Journal of Security and Its Applications 

V ol.10, No.1 (2016) 

 

 

414   Copy right ⓒ 2016 SERSC 

 


