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Abstract

This paper evaluates the efficiency, effectiveness, and completeness of information security

policies (ISPs) generated by OpenAI’s GPT-4 model compared to those crafted by human

experts, focusing on Small and midsize enterprises (SMEs) and smaller public organizations.

The study reveals that GPT-4 can generate ISPs that closely match the quality of

expert-generated ones, demonstrating no significant difference in efficiency, effectiveness,

and completeness. The comparative analysis and double-blind evaluation by an expert panel

suggest that employing GPT-generated drafts as a preliminary step, followed by expert

auditing and customization, could be a viable strategy for organizations, mainly due to the

time-consuming and costly nature of developing ISPs. Furthermore, our results highlight the

potential applicability of using GPTs to generate ISPs in Swedish, broadening the usability of

AI in crafting security policies across different languages. However, while GPT-4 can produce

initial drafts efficiently, the study indicates a need for these AI-generated documents to

undergo a thorough review by information security experts to ensure they meet specific

organizational requirements and keep pace with evolving cyber threats. This approach

promises a novel and cost-effective method for SMEs and smaller public organizations to

develop robust information security frameworks.

Keywords: Information security, IT security, IT-security policies, ChatGPT, GPT4, Artificial

intelligence, Policy



Synopsis

Background

Cybersecurity presents a critical challenge for large and small organizations, with increasing

data breaches leading to significant financial and data losses. Developing effective

information security policies is essential but complex, compounded by human error and

outdated technology. Small and midsize enterprises (SMEs) and smaller public entities are

especially at risk due to limited resources and cybersecurity expertise. The rise of artificial

intelligence, particularly large language models (LLMs) like GPT-4 developed by OpenAI,

offers new ways for generating robust information-security policies (ISP), potentially

enhancing real-time threat detection and response and making the policies more efficient,

effective, and comprehensive. This study focuses on the efficacy of GPT-generated security

policies for SMEs and smaller organizations, comparing the efficiency, effectiveness, and

completeness of AI-generated ISPs to human expert-generated ones.

Problem

Despite the promise of AI to be a valuable tool in information security-related work, it comes

with its challenges. There is a significant gap in understanding how organizations and experts

can use these models as a tool to develop better information security policies. Many smaller

organizations need more expertise to develop their ISPs, and employing consultants can be

time-consuming and costly. Little research has been done on these models’ abilities to

comprehend an organization's information security needs and, based on these needs, to

develop a suitable information-security policy. Furthermore, investigating AI's capability to

generate ISPs in Swedish is crucial for ensuring that these policies are well-suited to the local

language and context, given that little research has been done in this regard.

Research Question

The thesis aims to narrow the gap in the current research by posing the question: How do

information security policies generated by a custom-trained GPT-4 model compare in



effectiveness, efficiency, and completeness to those crafted by industry professionals for SMEs

and smaller public organizations? A peripheral part of our study also evaluates the abilities of

GPT-4 to not only act as an expert and understand the information security needs of an

organization based on limited information but also its ability to evaluate its own output. The

secondary research question is: How effectively can a custom-trained GPT-4 model evaluate

its own generated information security policy?

Method

The study's methodology involves conducting a comparative analysis between ISPs generated

by GPT-4 and those crafted by human experts. An expert panel will be utilized for a

double-blind evaluation of both types of ISPs. This approach assesses each policy's efficiency,

effectiveness, and completeness through empirical data collection. The foundation of our

study is based on a real-world context, for which we have compiled extensive information on

an actual organization. This has allowed us to create an anonymized profile of the

organization and its current ISP, which will serve as a benchmark for comparing against the

ISP generated by GPT-4.

Result

The study's findings reveal a nuanced comparison between ISPs generated by AI, explicitly

using a custom-trained GPT-4 model, and those crafted by human experts. Quantitatively, the

AI-generated and expert-generated ISPs did not show significant differences in efficiency,

effectiveness, and completeness. Developing a comprehensive ISP can be time-consuming

and costly. The results section emphasizes the potential to use GPT-generated policies due to

their potential time savings. The results of our secondary experiment show that our prototype

consistently rated the policies higher in all aspects.

Discussion

The discussion section explores our findings' implications, emphasizing AI's potential to

automate the development of comprehensive and adaptable security policies. Despite the lack

of significant quantitative differences, qualitative insights suggest that AI-generated ISPs are

adept at addressing complex and evolving security challenges. This reflects a broader



potential for AI to support the technical requirements of cybersecurity and enhance strategic

security management within organizations. The study also underscores the use of

investigating AI's ability to generate ISPs in languages other than English, like Swedish,

ensuring that these policies are well-suited to the local language and context, thereby

broadening the usability of AI in crafting security policies across different languages and

regions.
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1 Introduction

1.1 Background

Cybersecurity is a serious threat to businesses and organizations of all sizes. Data breaches are

increasing, and the consequences can be devastating. Effective information security policies

(ISPs) are essential for protecting data and systems from cyberattacks. However, developing

comprehensive and effective information security policies can be challenging (Masrek et al.,

2020). Information Systems (IS) and Information Technology (IT) security are becoming

increasingly important as organizations face many IS/IT security threats and risks. Security

breaches can lead to devastating consequences and result in financial loss and loss of critical

data (Ogbanufe et al., 2021). However, many organizations fail to implement adequate

information security measures to protect their most valuable asset - their information

(Maynard, 2010). Larger organizations often have dedicated resources to support their

information security work and the financial resources required to bring in information security

experts. Still, even large organizations end up experiencing security breaches due to various

factors such as human error, outdated technology, or lack of awareness (Doherty et al., 2009),

something that has been apparent in the attacks against organizations like TietoEvry in

Sweden, affecting everything from large and small private organizations to public

organizations (SVT, 2024).

SMEs and smaller public organizations, such as municipalities or smaller public authorities,

are particularly vulnerable to cyber threats due to their limited resources and lack of expertise

in cybersecurity (Alharbi et al., 2021; Antunes et al., 2021). Many SMEs and municipalities

increasingly depend on technology for business operations, exposing them to IS/IT security

threats (Sadok et al., 2020). Developing and managing information security inside an

organization can be very demanding and resource-intensive, leading SMEs and smaller public

organizations not to implement sufficient security measures against potential cybersecurity

threats and risks. The increasing adoption of AI, particularly Large Language Models (LLMs)

like GPT-4, opens up new possibilities for addressing this issue by automating the generation

of effective information security policies. However, as with any technological advancement,

both benefits and challenges are associated with GPT-generated ISPs (Morla, 2019). One
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benefit of AI is its ability to quickly analyze and process large amounts of data, enabling

organizations to detect and respond to cyber threats in real-time (Naik et al., 2022). This could

allow organizations to use AI’s abilities to develop comprehensive and effective ISPs based

on large amounts of data. However, there is a need to evaluate the efficacy of these policies to

ensure that they are truly robust and reliable. This study aims to evaluate the efficiency,

effectiveness, and completeness of GPT-generated information-security policies for SMEs and

smaller public organizations.

AI, specifically GPT models, has significantly contributed to various fields, including

cybersecurity. These advancements can be manifested by Big Data, Blockchain technology,

and Behavioral Analytics, to name a few (Morla, 2019). Applying AI techniques in analyzing,

detecting, and fighting cyberattacks has proven effective and efficient (Naik et al., 2022).

Previous studies have investigated and evaluated the use of GPT models and ChatGPT, the

interactive chat interface developed by OpenAI, for both good and malicious purposes related

to cybersecurity. A selection of the applications includes the usage of the tool to support Chief

Information Security Officers (CISOs) in their work (Prasad et al., 2023), to develop malware

(McKee & Noever, 2022), and to design and develop false-data injection attacks

(Al-Hawawreh et al., 2023).

1.2 Problem Statement

One problem with creating ISPs is that it can be time-consuming and costly. It is also

challenging to ensure that all employees follow the policies. McIntosh et al. (2023) highlight

that despite the significance of implementing effective Governance, Risk, and Compliance

(GRC) policies to mitigate risks, many organizations fail to implement adequate strategies due

to the complex regulatory landscape, lack of cybersecurity professionals, and the accelerated

technological advancements that require even more sophisticated security strategies. Chatbots

and AI can automate and streamline the creation and management of ISPs and even surpass

human-level experts in crafting efficient, effective, and adaptable security policies (McIntosh

et al., 2023).

However, using such technologies in cybersecurity is relatively new and challenging.

Concerns about AI-generated policies' reliability, accuracy, and adaptability to complex
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regulatory and organizational needs are yet to be fully addressed. This uncertainty

underscores the importance of our study within the research field of Cybersecurity, which

aims to critically evaluate AI-generated ISPs compared to those developed by human experts.

There has been minimal research on GPT-4 for creating ISPs in Swedish. McIntosh et al.

(2023) emphasize the necessity of further studies to assess GPT-4's ability to produce various

types of policies and to explore its capabilities in additional languages. Understanding the

effectiveness and suitability of these models in languages beyond English is crucial for

determining their potential applications in diverse linguistic contexts.

1.3 Research Question

The question we want to answer is:

● "How do information security policies generated by a custom-trained GPT-4 model

compare in effectiveness, efficiency, and completeness to those crafted by industry

professionals for SMEs and smaller public organizations?”

Subquestion:

● “How effectively can a custom-trained GPT-4 model evaluate its own generated

information security policy?”

1.4 Aim & Contribution

The study intends to explore the potential risks, threats, and opportunities of utilizing AI,

more specifically ChatGPT in cybersecurity, thereby providing valuable insights into their

practical application and implications in ISP development. The research is expected to

contribute to the understanding of AI's role in cybersecurity, particularly in policy generation.

This study aims to provide empirical evidence on the efficiency, comprehensiveness, and

effectiveness of GPT-generated ISPs compared to those created by human experts. The study

seeks to inform practitioners and policymakers about the viability of integrating AI into the

policy-development process, potentially leading to more dynamic, adaptive, and cost-effective

cybersecurity strategies.

This study holds significant promise for SMEs and smaller public organizations, which often
3
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grapple with limited resources and the growing complexity of cybersecurity threats. By

leveraging AI technology, specifically GPT-4, to generate ISPs, SMEs can access

cost-effective, efficient, and dynamically adaptable cybersecurity frameworks. This addresses

the resource constraints and ensures their cybersecurity measures are up-to-date and

comprehensive. The research aims to demonstrate the practical utility of AI in simplifying and

enhancing the cybersecurity of SMEs. By providing empirical evidence on the effectiveness,

efficiency, and completeness of AI-generated policies, this study can guide SMEs in adopting

AI-driven approaches to cybersecurity, thereby improving their defenses against cyber threats

in an increasingly digital business landscape.

1.5 Delimitations

The study assesses ISPs generated by GPT-4 compared with those crafted by human experts,

focusing exclusively on the current capabilities of the AI model. It does not consider potential

future technological advancements, which could significantly alter the landscape of

information security management. Prompting techniques and contextual data were employed

to enhance the AI-generated ISPs but did not explore improvements to the model itself. The

evaluation, conducted by human experts, aims to determine the efficiency, effectiveness (in

terms of policy content), and completeness of these policies. However, it does not assess the

practical implementability of these policies within organizations. Furthermore, our research is

confined to small and medium-sized enterprises (SMEs) and smaller public organizations,

limiting its applicability to more extensive or different types of entities.

Additionally, while this study focuses on GPT-4, it does not assess other AI models or

alternatives that could potentially generate ISPs. Incorporating AI self-assessment offers

innovative insights into the model's self-critical abilities and areas for future model

enhancement, especially in self-evaluation and policy generation adaptation. Reproducibility

concerns with LLM and GPT models due to their unique, non-deterministic outputs are

addressed by thoroughly documenting the model's setup and training data.
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2 Literature Review
The work is conducted within the research area of Cybersecurity, specifically focused on

information security. This topic revolves around protecting information from attackers by

developing physical, logical, and administrative measures to ensure critical information's

confidentiality, integrity, and availability. This section of the paper conducts a thorough

literature review of previous works related to the research.

2.1 Information-Security Policies

One of the most critical resources for many organizations is their information (Masrek et al.,

2020). Many organizations today depend more on their technology to access and protect vital

information (Flowerday & Tuyikeze, 2016). An ISP is a set of measures and management

regulations implemented to safeguard and protect an organization's information (Masrek et al.,

2020). However, the International Standards Organization’s (ISO) policy for information

security, ISO/IEC 27002 (2013), states that the objective of an ISP is to provide management

in an organization with necessary support and direction related to business requirements and

regulations when dealing with information security (Flowerday & Tuyikeze, 2016).

Stewart & Lacey (2012) criticize the technocratic perspective approach to information

security, where information security is viewed through the lens of technical experts.

Flowerday & Tuyikeze (2016) highlight that many organizations fail to recognize the

importance of developing an effective ISP. They illustrate this by pointing out that many

IT-security professionals overemphasize security requirements, not considering business risks

and requirements such as loss of customers or reputational damage. Many previous studies

have focused on the content and structure of ISPs, but they have not provided details on

developing effective ISPs. This lack of guidance often results in SMEs and smaller public

organizations adopting readily available templates found online or trying to adapt policies

implemented by other organizations, leading to inefficient policies that do not specifically

detail the organization's needs and context (Flowerday & Tuyikeze, 2016).

In the early stages of ISP development, costs are primarily due to drafting documents, which

includes estimating the needed content, development time, and resource costs. According to
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the Society for Technical Communication, developing a standard technical documentation

page typically takes about one hour, but experienced developers estimate two to five hours per

page (Lineman, 2009). Labor costs include personnel expenses and overhead for researching,

writing, and publishing policies (Bizmanualz, n.d.). Often, a technical writer handles this, but

managers with relevant knowledge must take on these duties in smaller enterprises without

such a resource.

2.1.1 Evaluating Information Security Policies

Many regulations, guidelines, and standards, such as ISO27001 or The Standard of Good

Practice for Information Security, detail how organizations should engage with information

security from a management perspective, developing mechanisms and procedures for

protecting critical information. Many previous works have tried to develop ways to

qualitatively and quantitatively measure the effectiveness of information security controls

(Alharbi et al., 2022; Ortalo & Deswarte, 1998; Santander Peláez, 2010).

Maynard (2010) introduces the Strategic Information Security Policy Quality Model

(SISPQM), consisting of three key components:

1. A model of stakeholder involvement in security policy quality assessment: This

component emphasizes the importance of involving various stakeholders within an

organization in the quality assessment process of ISPs. By engaging a diverse group of

stakeholders, the model ensures that multiple perspectives are considered, which can

lead to a more comprehensive and effective evaluation of policy quality.

2. A model of quality factors and characteristics: This part of the model identifies and

outlines the specific aspects and characteristics that define the quality of ISPs. These

factors and characteristics serve as criteria for evaluating the effectiveness,

comprehensiveness, and appropriateness of the policies in place.

3. A high-level model of security-policy development: This component provides a

framework for developing ISPs within an organization. It outlines the stages and

considerations in creating policies strategically aligned with the organization's goals

and meeting security, relevance, and effectiveness quality standards.
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Figure 1: Information Security Policy Quality Components (Maynard, 2010)

2.1.2 ISP Efficiency

This criterion assesses the resources, both in terms of time and cost, required to develop and

implement ISPs. It aims to understand if AI-generated policies offer a more resource-efficient

approach than conventional methods (Maynard, 2010).

2.1.3 ISP Effectiveness

The evaluation of the capability of these policies to identify and mitigate cybersecurity risks

accurately. This involves examining how well the AI-generated policies can protect against

known threats and vulnerabilities within an IT infrastructure (McIntosh et al., 2023).

2.1.4 ISP Completeness

The extent to which the policies cover all necessary aspects of cybersecurity risk management

and compliance standards, ensuring no critical area is overlooked. It also meets all user

requirements (Maynard, 2010).
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2.2 AI and ChatGPT

AI is a branch of computer science dedicated to creating systems capable of performing tasks

that typically require human intelligence (Glover, 2024). These tasks include

problem-solving, pattern recognition, learning, decision-making, and natural language

understanding. According to IBM (IBM, n.d.) AI is not just about robots; it is a broader

technology that enables machines to understand, learn from, and interact with the external

world intelligently and adaptively. AI is seen not just as individual, isolated systems but as

inherently social entities that must navigate and interact within complex, dynamic

environments (Alonso, 2014). AI is implemented in various fields, from healthcare for

diagnostic purposes to customer service as chatbots, such as ChatGPT.

While AI has revolutionized many industries by improving efficiency and productivity, it also

has the potential to make humans more lazy and reliant on automated systems. As AI takes

over repetitive and mundane tasks, people may become less motivated to engage actively in

work, leading to a decline in critical thinking and problem-solving skills. The over-reliance on

AI can also introduce new vulnerabilities and risks, making humans more susceptible to

manipulation and security breaches. Balancing the use of AI while maintaining human skills

and initiative is crucial (AI for Social Good, 2024).

ChatGPT, a pre-trained LLM developed by OpenAI, is a conversational AI that generates

human-like text responses. It is a specialized version of the broader GPT technology. It

utilizes deep learning algorithms, including natural language processing (NLP), to understand

and produce natural language (Zamfirescu-Pereira et al., 2023). GPTs work by analyzing vast

amounts of text data and learning quality standards for predicting the next word in a sentence,

given all the previous words, enabling them to generate coherent and contextually relevant

text passages (OpenAI, n.d.). ChatGPT, building upon the foundation laid by GPT, is

explicitly fine-tuned for generating conversational responses, enabling it to engage in

dialogues that closely mimic human interaction.

2.3 LLMs and Cybersecurity

LLMs have gained significant attention and recognition for their impressive capabilities in

various NLP tasks. LLMs are a type of machine-learning model that has been trained on vast
8
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amounts of text data. They can understand and generate language by predicting the next word

in a sentence given the words that precede it, learning patterns, grammar, and even some

aspects of knowledge from their training data (Shanahan, 2024; Zamfirescu-Pereira et al.,

2023). LLMs have been utilized in cybersecurity for a range of different use cases, including

capture-the-flag challenges (CTF), meaning to find specific text strings, or “flags,” using

system vulnerabilities (Tann et al., 2023), developing cyber Threat-Intelligence Graph (TIG)

(Sewak et al., 2023), as a defense against phishing attacks (Yoo & Cho, 2022) and as a tool

for security awareness and training (Ansari et al., 2022). LLMs, such as ChatGPT, have

revolutionized generative text by enabling the model to accurately understand and interpret

user requests and generate appropriate responses in natural human language (Alawida et al.,

2023).

Kaheh et al. (2023) developed a conversational AI agent called Cyber Sentinel, which utilizes

GPT-4. The agent is designed to provide support to the user in a range of different

security-related actions in response to a digital threat. The authors employ a framework with

four core components: an Indicators of Compromise (IOC) database, a conversational agent, a

Security Information and Event Management (SIEM) module powered by Wazuh, an

open-source security platform, and an LLM. The authors present various use cases for Cyber

Sentinel, including real-time collaboration and knowledge sharing, incident triage and

investigation, threat-intelligence analysis, security-policy management, and security and

awareness training. The authors highlight that although there are many benefits to a

conversational agent such as Cyber Sentinel, they also acknowledge that there is a potential

for misuse, such as spreading inaccurate or false information. Some of the main limitations of

the system include human oversight and decision-making (Kaheh et al., 2023). As other

authors have pointed out, ChatGPT or similar systems cannot be held accountable (Lund &

Wang, 2023), something that is essential in critical decision-making; indeed, they can also

provide output that is false or made up (Liu et al., 2023; Haman & Školník, 2023).

2.4 GPT Models and Policy Generation

McIntosh et al. (2023) investigate the usage of GPT-4 to develop GRC policies. The study

evaluates a GPT-4-generated cybersecurity policy against best practices from established

security vendors, explicitly focusing on ransomware attacks and simulating GRC

decision-making by employing a game-theoretic approach, measuring the effectiveness,
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efficiency, and completeness of the policies generated by GPT-4. The authors highlight some

issues in their study: the lack of standardized formats for cybersecurity-policy

recommendations and the complexity and evolving nature of ransomware attacks. The study

relies on industry reports to simulate GRC decision-making due to the difficulty of directly

obtaining GRC policies, which often contain sensitive information. The authors conclude their

study shows promising results in using GPT-4 generated policies.

Shaffstall (2023) addresses the shortcomings of the standard IS-3 policy within an

organization by formulating a cybersecurity policy tailored to its specific requirements. By

incorporating and leveraging ChatGPT, developing policy frameworks and outlining steps for

implementation and compliance became significantly more user-friendly for individuals who

are not cybersecurity experts, and it simplifies the process for professionals in the field as well

Shaffstall (2023).

2.5 Evaluating GPT-Generated Output

Evaluating the output generated by GPT models is crucial to ensuring that the generated ISPs

are accurate, comprehensive, and aligned with ethical standards. Furthermore, organizations

need to assess the adaptability and scalability of GPT-generated ISPs to different contexts and

evolving cyber threats. McIntosh et al. (2023) evaluate the efficiency, effectiveness, and

completeness of a GPT-generated GRC policy using a simplified version of game theory. The

authors use the Jaccard similarity coefficient, a statistic used to assess the similarity of

different sample sets and measure the completeness of the generated policies, comparing the

GPT-generated version with the human-generated version.

To evaluate the reliability of ChatGPT, Shen et al. (2023) conducted a large-scale

measurement of its performance in a generic Quality Assurance (QA) scenario. ChatGPT's

reliability varied across domains, particularly underperforming in law and science questions.

The authors evaluated the results using ten widely used QA datasets and found that ChatGPT

tends to make meaningless guesses rather than rejecting unanswerable questions. The

vulnerability of ChatGPT to adversarial attacks and the potential security risks associated with

its usage further highlight the importance of evaluating and strengthening the reliability and

security of LLMs like GPT-4.
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Several works have explored the use of ChatGPT and GPT models within the medical sector

to support healthcare professionals in everything from providing answers to patients medical

inquiries to medical ethics and medical advice (Balas et al., 2024; Haupt & Marks, 2023; Yan

et al., 2024). In their paper, Balas et al. (2024) evaluate the output of GPT-4 using a panel of

experts. Their findings reveal that the model cannot understand nuanced and complex ethical

issues and highlight the need to refine it before it can be practically applied in a clinical

setting.

Alawida et al. (2023) conducted a comprehensive study of ChatGPT, evaluating some of its

limitations, ethical aspects, risks, and threats. The study highlights the potential ethical issues

that could arise with using ChatGPT, especially in sensitive domains, emphasizing the need

for careful evaluation and verification of the content generated by ChatGPT. They present

some potential cybersecurity risks and concerns related to using ChatGPT, citing the potential

for misuse of the model for generating fake news, spreading disinformation, and

impersonating individuals. The authors also note that ChatGPT can support security

professionals in security-related tasks, improving their productivity. Still, they highlight the

need to introduce strict measures to ensure responsible and ethical use as steps to mitigate

potential risks.

Hosking et al. (2024) criticize human feedback as a gold standard when evaluating LLMs and

developing training objectives. Using single preference scores has become a standard when

benchmarking open-ended generation by LLMs such as ChatGPT benchmark open-ended

generation. Using a single-preference score is not transparent and does not detail the

evaluator's decision-making process. The authors point to some aspects, such as the human

evaluator's tendency to base their judgment and evaluation on superficial properties when

evaluating the output of the model or their tendency to take shortcuts to make the task easier.

The authors conclude that human evaluation is necessary but that humans can be subject to

bias, leading to unsatisfactory results when evaluating the output. Further, they propose that

some of these limitations can be partially mitigated using a curated and trained group of

evaluators (Hosking et al., 2024).
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3 Research Design
This section of the paper covers the research strategy and the chosen methodology for

analyzing the results of the study. It describes how the prototype was developed and the

experiment was designed, covering the use of a mixed-methods approach to analyze the

results from the experiment. The prototype is a custom-trained GPT, using the GPT-4 model

to craft an ISP that meets the requirements of an organization based on organizational context.

3.1 Research Strategy

This section outlines the chosen methodological framework to answer the primary question of

the thesis: “How do information security policies generated by a custom-trained GPT-4 model

compare in effectiveness, efficiency, and completeness to those crafted by industry

professionals for SMEs and smaller public organizations?”. The central point of the thesis

focuses on a comparative analysis of the efficiency, effectiveness, and completeness of the

contents of an AI-generated ISP compared to one developed by a human expert. As a

peripheral part of the study, an attempt is made to answer the secondary research question:

“How effectively can a custom-trained GPT-4 model evaluate its own generated information

security policy?”

To answer these questions, the study employs a quantitative research methodology

complemented by qualitative insights guided by the principles outlined by Denscombe (2010)

and Hjerm et al. (2014). A prototype that creates an AI-generated policy using a generative

chatbot was developed. The study recruited a panel of experts to evaluate the two different

ISPs, human-made and AI-generated, without knowing which one is which and without

knowing that one of the ISPs is AI-generated. The context given to the experts was that the

study was evaluating two different methods and frameworks of developing ISPs to evaluate

them against each other. The experts were then asked to rank the ISPs based on different

criteria to evaluate their efficiency, effectiveness, adaptability, and completeness. When

reviewing and comparing the ISPs, the experts were split into two groups and randomized the

order in which the policies were presented to each group to mitigate biases from policy

presentation order. Despite the valuable diversity of the expert panel, their varied backgrounds

introduce potential biases in evaluating what constitutes an effective policy. The analysis
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acknowledges the iterative nature of real-world policy development, contrasting it with the

approach of comparing singular policy iterations, indicating the results reflect initial

generation capabilities and are not universally applicable across different organizational

contexts due to varying security needs and regulations.

The study will conduct a parallel experiment in which the custom-trained GPT-4 will receive

the same case study as the experts and be tasked with the exact instructions as the human

experts. To answer the secondary question, the evaluation of the human experts will be

compared with that of the custom-trained GPT-4. Incorporating AI self-assessment offers

innovative insights into the model's self-critical abilities and areas for future model

enhancement, especially in self-evaluation and policy generation adaptation. Reproducibility

concerns with LLM and GPT models due to their unique, non-deterministic outputs are

addressed by thoroughly documenting the model's setup and training data.

3.1.1 Expert Panel Recruitment

To ensure the reliability and validity of the study, a panel of five experts in information

security was recruited. The recruitment process involved identifying individuals with

significant expertise in cybersecurity, particularly in developing and evaluating information

security policies (ISPs). The average number of years of experience across the panel of

experts is 18.6 years. The minimum experience among the panelists is six years in the field.

Expert ID Role Years of experience
1 Former Information- and IT Security Expert 40
2 Senior Information Security Consultant 13
3 Information Security Consultant 6
4 Delivery Manager Cybersecurity & Law 28
5 Information Security Officer 6

Table 1: Expert Panel Information

3.1.2 Mixed Method and Experimental Design

The mixed method approach is well-suited to addressing the research question: "How do

AI-generated IT-security policies compare effectiveness and comprehensiveness to those

created by human cybersecurity experts for SMEs and smaller public organizations?"

Denscombe (2010, pp. 137-151) emphasizes the value of mixed methods in gaining a deeper,

more comprehensive understanding of complex research problems. Integrating quantitative
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assessments of AI-generated policies' efficiency, effectiveness, adaptability, and completeness

with qualitative insights from cybersecurity experts enables us to capture a holistic view of

the potential and limitations of using AI for policy development in SMEs.

The quantitative aspect of the mixed method provides a solid foundation for objective

comparison. It allows for effectiveness measurement by evaluating the extent to which the

policies address known security threats and vulnerabilities, efficiency by assessing the time

and resources required to develop and implement these policies (Lineman, 2009), and

completeness by examining the coverage of essential security aspects and compliance

standards. This data is pivotal for answering the research question by offering direct data on

the comparative value of AI-generated policies.

However, the quantitative data alone might not capture the full spectrum of factors that

influence the adoption and success of ISPs within SMEs and smaller public organizations.

This is where the qualitative component of the mixed method becomes relevant. Engaging

with cybersecurity experts through qualitative methods provides deeper insights into

AI-generated policies' challenges and potential advantages. This nuanced understanding

complements the quantitative analysis by shedding light on AI's real-world applicability and

potential limitations in policy development, thus offering a more complete answer to the

research question.

The core of the methodology distinguishes between independent and dependent variables,

which is essential for clarifying the experimental design. Experimental designs are

appropriate when research conditions allow for the manipulation of an independent variable

while mitigating the impact of confounding variables (Denscombe, 2010, p.66). The

independent variable is the source of the ISP generation, contrasting AI-generated policies

with those devised by human experts. “The independent variable is the one that impacts the

dependent variable.” (Denscombe, 2010, p.66). This distinction allows us to directly examine

the influence of the policy's origin on its perceived quality.

The dependent variables: efficiency, effectiveness, and completeness, serve as the metrics for

evaluation. “The dependent variable is the factor that alters due to changes to the independent

variable.”(Denscombe, 2010, p.66). These are measured through the quantitative analysis of
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how well policies address security threats, resource allocation, and compliance standards and

the qualitative insights provided by cybersecurity experts. This approach not only facilitates a

detailed comparison of the policies' merits but also incorporates the concept of triangulation,

enhancing the validity of the findings by allowing qualitative and quantitative data to inform

and corroborate each other.

Hjerm et al. (2014, pp. 186-190) advocate for an approach that transcends the limitations of

purely quantitative or qualitative research by using the strengths of both. Denzin (2015) and

Denscombe (2010, pp. 346-351) discuss the concept of triangulation, or the use of multiple

methods to study the same phenomenon, to enhance the validity of research findings. In the

research of ISPs, triangulation through mixed methods enables cross-validation where

qualitative insights and vice versa can corroborate quantitative findings.

Muskat et al. (2012) used a mixed methodology case employing a

qualitative-quantitative-qualitative approach to further strengthen the use of mixed methods.

This approach integrates qualitative work with expert interviews for data collection, a

quantitative analysis of the interviews, and a qualitative method for analyzing and presenting

results. Including a quantitative step was instrumental in leading to unexpected findings,

reducing researcher bias, and enhancing the credibility of the findings (Muskat et al., 2012).

3.1.3 Prototype

The approach will center on custom-training a GPT from OpenAI with a dataset of existing

ISPs and information-security regulations. This specialized training aims to equip the AI with

a deep understanding of the structure, language, and critical elements that constitute effective

and comprehensive ISPs. The prototype aims to generate new ISPs based on the specialized

training it has received.

The training process involved customizing GPT-4 through an extensive dataset curated from

diverse, authoritative sources within cybersecurity. This dataset comprised:

- Existing IT-Security Policies and Information-Security Regulations: Providing AI

with a solid foundation in IT security's established norms and practices.
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- MSB Guidelines and ISO Standards: These were incorporated to ensure that the

AI-generated policies adhered to national and international regulatory frameworks and

industry best practices.

- Organizational Policy Documents and Academic Research: Offering insights into

the strategic considerations and theoretical underpinnings that inform effective

IT-security policy development.

The objective was to create a prototype capable of generating ISPs that were not only

technically and legally sound but also practical and adaptable to an organization's specific

needs. The ultimate output was a set of new, AI-generated ISPs. The custom GPT,

CyberSecurityGuard Svenska, has been configured using ExpertPrompting techniques, as

outlined by Xu et al. (2023). As noted by the authors, the quality of the answers by an LLM

can be drastically improved by using the right kinds of prompting techniques.

ExpertPrompting is a technique that conditions the model to take on the identity of a

distinguished expert, allowing for more detailed and thorough answers. In their paper, Xu et

al. (2023) show that by using this technique, they receive more detailed explanations than

Vanilla prompting, the basic technique of giving a language model straightforward, direct

instructions without additional context or advanced methods to influence its responses. In the

prototype, Chain-of-Thought prompting techniques were also used to elicit reasoning in

LLMs. Chain-of-Thought prompting has been shown to improve performance and achieve

high accuracy in solving complex tasks requiring common sense and symbolic reasoning (Wei

et al., 2023). See Appendix A for a detailed breakdown of the configuration of the prototype.

The SecureBERT study (Aghaei et al., 2022) demonstrated that domain-specific language

models have shown remarkable capability in understanding and processing

cybersecurity-related content, offering a promising foundation for this innovative approach.

By tailoring ChatGPT specifically for ISP creation, the study aims to harness the model's

advanced generative capabilities to produce comprehensive, precise, and up-to-date policies.

This method promises to streamline the policy-development process by automating the

generation of initial drafts and introducing adaptability and customization. Moreover, the

ability of such a custom model to continuously learn and improve over time, adapting to new

threats, organizational requirements, and uses, positions it as a dynamic tool capable of

evolving (Aghaei et al., 2022).
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The research conducted by McIntosh et al. (2023) on using GPT-4 to create cybersecurity

policies exemplifies that GPT-4 can be trained with special data to develop policies that are

both thorough and in line with current cybersecurity rules. Their method involves selecting

datasets that fully represent cybersecurity issues and refining the AI model with prompts

based on expert feedback. This strategy highlights GPT's ability to adapt and respond to

complex security challenges, suggesting a valuable method for creating robust and current

cybersecurity policies to better protect against risks in the fast-changing digital world. Their

findings support the aim to custom-train a GPT model for ISP generation by using specific

prompts to train the GPT (McIntosh et al., 2023).

3.1.4 The Experiment Design and Execution

Adopting Denscombe’s perspective on experiments, which emphasizes the manipulation of

one variable to observe its effect on another (Denscombe, 2010, p.66). The experiment is

designed to compare the outcomes of ISP generation between two distinct, independent

variables: AI-generated policies from the custom-trained GPT-4 model and human-crafted

policies gathered from industry professionals.

Figure 2: Organizational Context Development Process
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The experimental design aimed to critically evaluate the efficacy and applicability of

AI-generated ISPs within a defined organizational context. To accomplish this, data was

collected through web crawlers, targeting a municipal organization's XML sitemap. Text was

later extracted from selected PDF documents, which were analyzed and contextualized using

natural language processing (NLP) techniques. This enabled us to gather a vast array of

information quickly and efficiently. The collected data provided an invaluable foundation for

the AI's training and crafting of a detailed, anonymized organizational profile. This profile

offered insights into the municipality's operational environment, IT infrastructure, and

existing cybersecurity measures, which aimed to create a realistic scenario against which the

policies could be evaluated.

To ensure a robust analysis that matched the research scale and low sample size, a diverse

group of cybersecurity professionals participated in the evaluation process by snowball

sampling and purposive sampling (Denscombe, 2010, p.35). One expert was contacted, who

then referred to more experts within the field. They were also hand-picked for the topic based

on their known professions.

The core of the experimental methodology was a blind evaluation, wherein these experts were

presented with anonymized policies, one generated by the custom-trained GPT-4 model and

the other crafted by human professionals. Notably, the origins of these policies were

concealed to eliminate any biases, compelling the experts to focus solely on the policies'

content and their applicability to the provided organizational profile.

This experimental framework provided a structured pathway for assessing the quality and

applicability of AI-generated policies. It introduced an innovative angle to the evaluation

process through the AI self-assessment phase. Here, the AI analyzed its generated policy

against predefined criteria, mirroring the assessment process undertaken by human experts.

This additional layer enriched the understanding of the AI's capabilities and served as a

sub-question to the overarching research inquiry, exploring the AI's ability to self-evaluate its

own policy. Answering the subquestion: How effectively can a custom-trained GPT-4 model

evaluate its own generated information security policy? To answer this question, a secondary

experiment was conducted where the same, slightly modified instructions were given to the

custom GPT, the two policies, and the organizational description.
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Incorporating AI self-assessment offers innovative insights into the model's self-critical

abilities and areas for future model enhancement, especially in self-evaluation and policy

generation adaptation. The reproducibility concerns with LLM and GPT models due to their

unique, non-deterministic outputs are addressed by thoroughly documenting the model's setup

and training data.

3.2 Data Collection

To obtain a diverse and representative sample of ISPs, the following data collection methods

will be utilized:

Data was collected through questionnaires with open and closed questions. Both Denscombe

(2010) and Hjerm et al. (2014) highlight the value of closed questions for obtaining

quantifiable, structured data that can be easily analyzed and compared. Conversely, open

questions allow for unstructured, qualitative data that capture the depth, nuances, and

complexities of respondents' opinions and experiences. They also emphasize selecting

research methods that align with the study's objectives. In evaluating ISPs, the study aims to

assess the measurable aspects of policy effectiveness and cybersecurity experts' subjective

experiences and opinions.

Denscombe (2010, p.156) Says that questionnaires are highly effective when conducted with

many respondents across diverse locations, especially for collecting straightforward and

uncontroversial information. They are ideal for obtaining standardized data without the need

for personal interaction. Successful survey deployment depends on respondents' ability to

understand the questions, considering factors like age and language, and requires a social

climate that encourages honest responses.

In the context of the study, although the number of respondents is smaller due to the targeted

sampling strategy, using a questionnaire remains a strategic choice. This approach allows us

to maintain the rigor and depth required for the experimental design. The questionnaire is not

typical; it demands significant engagement from respondents, approximately one hour, to

thoroughly read and analyze the provided material.
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Moreover, using a questionnaire, despite a smaller sample size, aligns well with the need for

high-quality, focused responses that are crucial for the success of experimental research. It

ensures that every response is reflective and informed, contributing valuable insights into the

study. Additionally, the questionnaires' structured nature helps minimize response variability,

which is particularly beneficial in an experimental setup where control over variables is key.

3.3 Data Analysis

In alignment with the methodological framework established by Denscombe (2010), the

approach to analyzing the data collected from the experiment will be to combine quantitative

(QUAN) and qualitative (QUAL) analyses. This dual approach allows us to capture the use of

AI-generated ISPs more fully than those generated by human experts. This is also described

by Hjerm et al. (2014, pp. 187-188) in their discussion of the third model, specifically the fifth

strategy known as the "Concurrent Nested Strategy." According to Hjerm et al., this strategy

employs one type of analysis to enhance the other by emphasizing particular aspects of the

study, allowing for a more nuanced understanding and strengthening the validity and

reliability.

The QUAN part of the analysis will use statistical techniques to discern significant disparities

across the evaluation criteria, thus providing objective measurements of the policies'

effectiveness, efficiency, and completeness. Concurrently, the QUAL component will involve

a content analysis of open-ended responses from experts, aiming to surface insights into the

perceived strengths and weaknesses of the policies under review (Denscombe, 2010).

3.3.1 Quantitative Analysis (QUAN)

In the study, with only a few respondents, the scope for extensive quantitative statistical

analysis is limited due to reduced statistical power and potential issues with

representativeness. Despite these limitations, QUAN analysis will still play a crucial role in

objectively evaluating experts' perceptions concerning the effectiveness, efficiency and

completeness of AI-generated and expert-generated ISPs. Descriptive statistics such as means,

medians, and standard deviations will be calculated to summarize the data collected through

questionnaires. These measures are essential for providing an overview of the central

tendencies in the experts' evaluations.
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The QUAN analysis will use these descriptive statistics to provide a foundational

understanding of the central tendencies within the collected responses. Additionally, the small

sample size may constrain the use of complex inferential statistics. A paired T-test will be

conducted to distinguish if there are any differences between the origins of the policy

generation. The t-test was ideal for the study as it does not directly depend on the number of

respondents and compares the means of the two independent policies. It is well-suited for

analyzing data like the Likert-scale responses and ensures independence between the

compared groups. A Shapiro-Wilk test will be conducted to verify that the data is suitable for

a T-test.

3.3.2 Qualitative Analysis (QUAL)

The qualitative analysis becomes particularly significant with a few respondents, as it allows

for a deeper exploration of each expert's detailed feedback and perspectives. Content analysis

will be employed to analyze the open-ended responses from the questionnaires. This process

will involve identifying concepts and themes related to the perceived strengths and

weaknesses of AI-generated and expert-generated ISPs.

With the limited respondents, each expert's input is highly valuable and can provide rich,

in-depth data. The QUAL analysis will focus on extracting insights and nuanced

understanding from these responses. This approach will also help contextualize and interpret

the findings from the QUAN analysis, particularly explaining the rationale behind the experts'

ratings. The QUAL data will be important in understanding the specific reasons behind the

experts' assessments. This enhanced focus on qualitative analysis helps mitigate the

limitations of the small sample size.

3.3.3 Integration of QUAN and QUAL

QUAN analysis often fails to explore the underlying motivations, emotions, or tacit

knowledge that can influence the effectiveness of information security policies. Such

elements are typically unquantifiable but can significantly impact policy adoption and

efficacy. On the other hand, QUAL methods excel at uncovering these deeper insights,

providing a rich understanding of subjective experiences and complex phenomena.

(Denscombe, 2010). However, QUAL approaches are not without their drawbacks. They can

be highly subjective, relying heavily on the researcher's interpretations and biases. This

subjectivity can lead to inconsistencies in how data are understood and reported. Additionally,
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QUAL methods may not always be suitable for generalizing findings across larger

populations or different organizational contexts, as they often focus on detailed exploration

within specific cases (Denscombe, 2010).

Integrating QUAN and QUAL approaches helps mitigate these limitations. The dual approach

ensures a thorough analysis of the expert evaluations, allowing us to draw well-rounded

conclusions about AI's comparative completeness, effectiveness, and efficiency versus

expert-generated ISPs. By leveraging QUAN as the main analytical tool, supplemented by the

complementary nature of QUAL for deeper insights, the aim is to offer a balanced and

comprehensive assessment. This mixed-methods approach allows us to ascertain the statistical

differences between AI and expert-generated policies and understand the qualitative reasons

behind these differences.

3.4 Alternative Methods

While a case-study approach could offer in-depth insights into the intricacies of policy

creation and implementation within a specific organizational context, highlighting the

real-world application, complexity, and process insights of ISPs, this method was ultimately

not selected for the research. The primary reason for this decision lies in the scope and

objectives of the study, which aims to evaluate the efficiency, effectiveness, and completeness

of GPT-generated information security policies in a more generalized and comparative

manner. A case study, while rich in qualitative detail and context-specific understanding,

might limit the broader applicability of the findings across different organizational contexts.

Furthermore, the focus on generating and comparing policies using a custom-trained GPT

model necessitates a methodology incorporating quantitative and qualitative analyses on a

scale that a single or limited number of case studies might not adequately support.

Semi-structured interviews could have provided in-depth qualitative insights into the

development of ISPs by directly capturing expert opinions and experiences. This approach

would allow for a nuanced exploration of the factors influencing policy effectiveness and the

potential advantages of AI-generated policies over other methods. However, the study's focus

on evaluating the comparative efficiency, effectiveness, and completeness of AI-generated

versus expert-generated policies required a method that could capture a broader range of data

and perspectives in a structured manner. As such, a mixed-method approach that enables
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quantitative analysis and qualitative insights without relying solely on the detailed narratives

that interviews provide was chosen.

3.5 Ethics

The study adheres to strict research, emphasizing transparency and objectivity. The accurate

and clear presentation of results will be ensured, regardless of their alignment with initial

hypotheses, and a critical approach will be used throughout the analysis. The methodology, to

be detailed in full, will adhere to ethical guidelines, including GDPR compliance for

participant confidentiality. Additionally, all data and documentation will be securely archived

for transparency and to facilitate potential future replication and scrutiny of the research

process. This approach will align with the principles of good research practice outlined by

(Vetenskapsrådet, 2017), ensuring the study contributes to the field and does so with ethical

integrity.

This research acknowledges the limitation of evaluating a single AI-generated policy, which

may not capture the full potential of AI in policy generation. Ethical considerations include

anonymizing proprietary policy content and obtaining explicit consent from all contributors of

expert-generated policies. Moreover, as Appendix B shows, the study will be transparent

about the AI's training data to address potential biases.

Another ethical consideration to consider is the transparency surrounding the true nature of

the study towards the participating experts. The panel was told that they would evaluate two

different methodologies and frameworks for developing ISPs. By concealing the true nature

of the comparison between a GPT-generated policy and a human-generated one, we sought to

create a level playing field and gather more unbiased, reliable feedback on the actual

performance of the AI in generating comprehensive and effective ISPs. This approach was

important in validating the findings and providing an honest assessment of the capabilities of

AI in this context. However, one could argue that sharing this information beforehand

might’ve helped the experts to better evaluate the two ISPs under heavier scrutiny.
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3.6 Software Tools

In the study, various software tools were utilized to enhance the efficiency and structure of the

research and writing processes. ChatGPT was employed to summarize information and

brainstorm, which expedited the writing process. Grammarly Pro was used for grammar and

style checks. Elicit, an AI-powered search engine for finding academic papers, assisted in the

efficiency of the literature review, while Mendeley and Zotero were used for reference

management and citation organization. Data analysis and context extraction were conducted

using Python in Google Colab. Additionally, Artologik Survey & Report was used to design

and distribute the surveys. Google Drive applications such as Docs and Sheets were used for

collaborative writing and data organization.

24



4 Results
Initially, comparing the rankings for each policy started by simply calculating the mean of the

ratings from the experts on each of the survey questions (presented in Table 1) to visually

represent the two policies against each other. The results of this initial visualization are

presented in Figure 3. The experts ranked each of the survey questions on a Likert scale

between 1 (strongly disagree) to 5 (strongly agree), with the ability to indicate that they did

not have enough information by scoring a 0 (Do not know, Not applicable).

Questions Source Theme

Q1
The policy ensures the optimal use of resources (time, budget, and
personnel) for security measures. Alharbi et al., 2022 Efficiency

Q2
The effectiveness of security controls and measures introduced by the
policy can be easily measured and monitored.

Ortalo & Deswarte,
1998 Efficiency

Q3
The policy uses easy-to-understand language and avoids industry
jargon.

Maynard &
Ruighaver, 2006 Effectiveness

Q4

The information security policy effectively addresses current and
emerging security threats and vulnerabilities specific to the
organization.

Maynard &
Ruighaver, 2006 /
Qureshi, 2011 Effectiveness

Q5
The policy clearly defines roles and responsibilities for all
stakeholders involved in information security. Alharbi et al., 2022 Effectiveness

Q6
The policy effectively facilitates compliance with relevant legal,
regulatory, and industry standards.

McIntosh et al.,
2023 Effectiveness

Q7
The policy supports achieving the organization's strategic objectives
while ensuring security. Alharbi et al., 2022 Effectiveness

Q8 The policy accurately describes the purpose of the document. Maynard, 2010 Completeness

Q9
The policy comprehensively details important processes and
procedures for maintaining information security. Maynard, 2010 Completeness

Q10

The information security policy covers all critical areas of
information security, including access control, incident response, and
data protection.

Maynard &
Ruighaver, 2006 Completeness

Q11
The policy provides a clear framework for continuous improvement
and adaptation to changing security landscapes.

Santander Peláez,
2021 Completeness

Table 2: Numerically Ranked Survey Questions

The results presented in Figure 3 compare the average scores of Policy A, the

human-generated one (denoted by HU), and B, the AI-generated one (denoted by AI), across

the 11 questions. Policy A scored higher in questions 1, 2, 4, 6, 7, 9, and 11, while Policy B

scored higher in questions 5 and 8. Both policies had the same average score for question 3.

Policy A generally performed better on more questions, though Policy B had higher scores in

a few significant cases. However, the differences appear quite small, not indicating a systemic

difference between the two policies.
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Figure 3: Visualization of Average Scores Across All Questions

Table 2 presents the average scores of the expert ratings, as already presented in Figure 3,

across the 11 questions between the two policies grouped by their overarching categories. The

total average score is summed up, policy A receiving a total average of 2.73 and policy B

2.74. Again, this result indicates that the two policies are almost identical in terms of overall

score.

Question Category A (HU) B (AI)
Q1 Efficiency 1.80 2.50
Q2 Efficiency 2.80 2.20
Q3 Effectiveness 3.60 3.60
Q4 Effectiveness 3.00 1.60
Q5 Effectiveness 2.40 3.80
Q6 Effectiveness 2.40 1.60
Q7 Effectiveness 2.80 2.40
Q8 Completeness 3.60 3.80
Q9 Completeness 2.60 2.80
Q10 Completeness 2.80 3.00
Q11 Completeness 2.20 2.80
Total 2.73 2.74

Table 3: Average Scores Across All Questions

The questions were then grouped based on their overarching category to visualize the

differences in efficiency, effectiveness, and completeness, as well as to compare the total

average score between Policy A and Policy B. Figure 4 shows Policy B scoring slightly

higher in Efficiency (2.35 vs. 2.30) and significantly higher in Completeness (3.10 vs. 2.80).

Policy A scores higher in Effectiveness (2.84 vs. 2.60). The total average scores are almost
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identical, with Policy A at 2.65 and Policy B at 2.68. These findings imply that while Policy

A is more effective, Policy B offers greater completeness and slightly better efficiency,

making each policy advantageous in different contexts.

Figure 4: Visualization of Average Scores Per Category

To visualize the dispersion of the rankings from the mean, the combined standard deviation

for each category and the total standard deviation for all categories were calculated. The

figure shows that Policy A has lower variability for Efficiency (0.78) and Completeness

(1.08) than Policy B, with 1.33 and 1.27, respectively. Regarding Effectiveness, Policy B

(0.80) had more consistent evaluations than Policy A (1.05). Overall, the total standard

deviation is lower for Policy A (0.97) than for Policy B (1.13), indicating that expert opinions

on Policy A were generally more consistent. The results can be seen in Figure 5.
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Figure 5: Visualization of Standard Deviation Per Category

After the initial data visualization, the investigation sought to determine whether there was a

statistically significant difference between the expert rankings of the two policies. To do this,

a paired t-test was set out to be conducted. Before conducting the paired t-test, a Shapiro-Wilk

test was conducted to validate the normality of the distribution across the rankings of policy A

and policy B and confirm the appropriateness of using a paired t-test. The Shapiro-Wilk test

results for columns A and B showed p-values of 0.586 and 0.394, respectively. Since these

p-values are greater than the typical alpha level of 0.05, the null hypothesis of normality for

both columns was not rejected. This suggests that the data in columns 'A' and 'B' are normally

distributed.

Shapiro Result Statistic P-value

A 0.9454321265220642 0.5862889885902405

B 0.9283658266067505 0.3945596516132355

Table 4: Shapiro-Wilk Test Results

An independent paired t-test was conducted to determine the statistical significance of the

differences in perceptions of both ISPs. The t-test produced a t-statistic of -0.0388, indicating

a minimal difference between the mean responses of the two groups, with a p-value of 0.9698,

based on 10 degrees of freedom.
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The considerably high p-value, well above the accepted significance threshold of 0.05,

indicates a lack of statistical evidence to reject the null hypothesis. This suggests that there are

no significant differences in how the two groups perceive the security policy's Efficiency,

Effectiveness, and Completeness. The high p-value implies that any variations observed

between the groups can be attributed to random fluctuations within the sample rather than

genuine differences in the broader population.

T-result P-value df

-0.0388 0.9698 10

Table 5: Paired T-Test Result of Expert Ratings

Once the evaluations from the expert panel had been analyzed, the results were compared to

the GPT-generated evaluations. To compare the results, the evaluation experiment was run

five times independently, starting a new conversation with the custom GPT for each

evaluation. The ratings were then added to a spreadsheet and calculated, following the same

procedure as the expert ratings.

Figure 6: GPT Evaluation vs Expert Evaluation, All Questions
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Question GPT: A (HU) Expert: A (HU) GPT: B (AI) Expert: B (AI)
Q1 3.60 1.80 3.20 2.50
Q2 3.00 2.80 3.00 2.20
Q3 4.00 3.60 4.40 3.60
Q4 4.00 3.00 4.00 1.60
Q5 4.80 2.40 4.80 3.80
Q6 4.40 2.40 4.40 1.60
Q7 4.00 2.80 4.20 2.40
Q8 4.80 3.60 4.80 3.80
Q9 4.20 2.60 4.40 2.80
Q10 4.00 2.80 4.80 3.00
Q11 3.60 2.20 3.80 2.80
Table 6: GPT Evaluation vs Expert Evaluation, All Questions

The results of the GPT evaluation show that the AI consistently ranked both policies higher

on all questions, individually and when grouped, to show the comparisons on efficiency,

effectiveness, and completeness, as seen in Figure 7.

Figure 7: GPT Evaluation vs Expert Evaluation, Categories

An independent paired t-test was also conducted to determine the GPT's evaluation of the two

policies. The t-test yielded a t-statistic of 1.4056 and a p-value of 0.1901, based on 10 degrees

of freedom. The p-value, although closer to the significance threshold than the expert's

p-value, still exceeds the commonly accepted level of 0.05. This outcome indicates

insufficient statistical evidence to reject the null hypothesis.

T-result P-value df

1.4056 0.1901 10

Table 7: Paired T-Test Result of GPT Ratings
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5 Discussion
In this section of our paper, we discuss the results and compare and contrast our results to

those of previous works. As our results show, we did not find a significant difference between

the human and the GPT-generated policies.

Efficiency

In our research, we define efficiency as the resources in terms of time and cost required to

develop an ISP. This definition of ISP efficiency is inspired by the work of McIntosh et al.

(2023). The authors consider factors such as personnel, technology, and training expenses in

their efficiency calculation. Guided by this definition of ISP efficiency, we developed survey

questions inspired by the works of Alharbi et al. (2022) and Ortalo & Deswarte (1998), which

help us quantify some of the efficiency aspects of the content in our policies. As illustrated in

Figure 4, we could not conclude any discernible difference in the expert’s evaluation of the

efficiency aspect of each of the two policies. One notable difference appears in the standard

deviation between the two policies; however, this can be attributed to one of the experts

giving one of the questions a score of 0 (“Do not know, not applicable”). Given our small

sample size, we excluded the answer to not negatively skew the overall score (Hjerm et al.,

2014, p.173). To get a deeper understanding of some aspects that affect cost and time

requirements when developing an ISP, we included an open question to our experts where

they could openly describe some of the important aspects that affect time and cost when

developing an ISP (see Appendix A).

One of the focuses of our research question is on comparing the efficiency of information

security policies (ISPs) generated by a custom-trained GPT-4 model to those crafted by

industry professionals for SMEs and smaller public organizations. Previous works indicate

that developing and implementing an ISP is a time-consuming and costly endeavor, and as

illustrated by the answers from our experts, it requires many resources, "Security experts'

time, which is often a scarce and expensive resource, the need to take time from the

organization's staff to understand how the organization operates, developing underlying

guidelines and instructions, training all personnel." (Expert 1). Additionally, the actual

process of drafting an ISP is labor-intensive. According to Lineman D. (2009), crafting one
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page of an ISP can require two to five hours. Echoing this, an expert in our study stated, "The

actual writing and reviews themselves are not particularly costly. It might take around 20

hours for one person to draft the document and make corrections after review by

management/board.” Despite the straightforward nature of the writing process, the time

commitment can accumulate quickly. The GPT-generated policy presents a compelling,

cost-effective alternative considering the relatively high costs. There is potential to lighten the

financial and time constraints associated with developing ISPs, making it an attractive option

for SMEs.

Effectiveness

The effectiveness of an ISP, as defined by McIntosh et al. (2023), includes its ability to

mitigate cybersecurity risks effectively. Using this definition, we expanded upon and

developed questions covering different effectiveness aspects. One such factor is the policy's

ability to be understood by those it applies to (Maynard & Ruighaver, 2006). The results show

that the experts ranked both policies equally high in Q3, which covers this specific aspect. In

evaluating the effectiveness, we examine the policies ability to address current and emergent

threats (Maynard & Ruighaver, 2006; Qureshi, 2012), its ability to clearly define roles and

responsibilities (Alharbi et al., 2022), the ability to facilitate compliance with legal and

regulatory standard (McIntosh et al., 2023), and the policies ability to align the strategic goals

of the organization with its security needs (Alharbi et al., 2022).

For Policy B, feedback suggested a more specific language to enhance its practical

applicability. In Q4, Expert 1 noted, "The policy is too general. It feels more like a

compilation of various concepts within information security." This critique reflects a broader

issue where the policy, while broad and inclusive, lacks the detailed directives necessary to

guide actionable steps. Conversely, Policy A was critiqued for lacking comprehensive detail

that could impact its effectiveness. A telling observation from Q3 highlighted this shortfall:

"The businesses must monitor the world around them and keep an eye on their vulnerabilities,

(...) But the direct responsibility is still unclear" (Expert 2).

While both policies provide a clear understanding, Policy A would benefit from incorporating

more detailed guidance, while Policy B needs to expand its content to ensure all necessary

security measures are covered. In summary, the experts ranked policy A slightly higher in
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terms of effectiveness than policy B. Comparing our findings to those of McIntosh et al.

(2023), the GPT-generated policy scores slightly higher than the human-generated one,

indicating similar findings.

Completeness

The concept of completeness in the context of ISPs encompasses the extent to which these

policies comprehensively address all necessary security measures to mitigate risks. In

evaluating GPT-4's capability to generate ISPs, the focus on completeness is crucial,

especially for SMEs and smaller public organizations, which often need more resources to

develop and customize these policies thoroughly. Questions Q8-Q11 cover the topic of

completeness in our paper. Studies by Santander Peláez (2010), Maynard (2010), and

Maynard & Ruighaver (2006) acted as inspiration for our questions.

The experts ranked Policy B slightly higher than Policy A and marked the highest margin of

difference between the policies among the three topics assessed. The standard deviation

scores of 1.08 and 1.27 indicate a large variation in expert opinions. For instance, while one

expert consistently rated all questions related to this topic on Policy B with a score of 1,

another expert gave the same policy and set of questions an average rating of 4.25. Despite

these variations, no systematic differences were found on the topic, suggesting that experts

may have subjective interpretations regarding what constitutes completeness in ISPs.

Further analysis of the open-ended comments from experts highlights recurring issues across

the evaluated policies. Comments on Policy A such as "It states that legal requirements must

be met, but it does not specify which laws and regulations are to be complied with" (Q8)

(Expert 1) and "There is no indication of how continuous improvement is to be conducted"

(Q11) (Expert 2) illustrate the lack of detailed instructions and clarity regarding legal and

procedural responsibilities. Similarly, for Policy B, remarks like "There is no information on

who is responsible for monitoring security work and how often it should be done" (Q11)

(Expert 1) and "There is a lack of how to monitor threats and vulnerabilities, which may or

may not happen." (Q11) (Expert 2) emphasize gaps in outlining operational details. These

critiques underline a significant challenge in achieving completeness in ISPs.
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GPT Self-Evaluation

The GPT consistently rated both policies positively across all categories compared to experts,

as shown in Figures 6 and 7, but the t-test indicates that these differences do not reflect a

consistent bias across the sample. While the GPT has a slightly more favorable view,

particularly regarding policy effectiveness, this optimism does not translate into a statistically

significant deviation from expert assessments.

This closer margin to statistical significance in the GPT's ratings could indicate that the AI is

more sensitive to certain policy attributes, or it may follow a consistent internal logic when

rating the policy's efficiency, effectiveness, and completeness. The GPT's systematic approach

to evaluation could yield more reproducible results than the potentially more subjective and

varied interpretations of human experts.

The GPT's slightly more optimistic ratings and closer p-value might reflect an inherent

characteristic of the AI's evaluation process rather than a definitive superiority over human

judgment. Therefore, the use of GPT for policy evaluation is generally corroborative to

human expert analysis, but it should be recognized that GPTs might only partially capture the

nuanced judgments experienced professionals provide. In our study, our prototype received

the same instructions as the experts, slightly adjusted to remove unnecessary instructions; the

entire prompt can be seen in Appendix G - GPT Self-Evaluation. The GPT self-evaluation

was run five times to simulate the five experts. The results were then collated, and an average

score was calculated. One major advantage of using AI to evaluate its own output, as well as

that of human-generated ISPs, is that it can be run thousands of times, together with further

instructions or adjustments to improve its accuracy and reliability. However, this was not the

primary objective of our study but poses a potentially interesting future study to further

improve the capabilities of GPT self-evaluation.

Limitations

The study involved a relatively small panel of just five experts, all chosen for their

information security expertise. Despite their expertise, as Hosking et al. (2024) highlight,

human evaluators often introduce bias. To minimize this, we informed the evaluators that they

were assessing various methodologies and processes for developing Information Security
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Policies (ISPs), not revealing the true nature of the comparison between a GPT-generated

policy and a human-generated one. This was done to prevent preconceived notions about the

sources from influencing their evaluations. Conducting a more extensive experiment with a

larger panel would require significant resources and time for recruitment, validation of

expertise, and coordination.

Another challenge was the validation of outputs from our prototype. Before commencing the

main study, we could not validate the prototype's output with an information security expert.

In a parallel experiment, we provided identical information and instructions to our prototype

and the experts, allowing the GPT to evaluate policies based on the provided organizational

context. We also faced difficulties validating the quality of the human-generated policy used

in our study. To address this, we chose a policy that is currently active, recently implemented,

and updated within the organization. Additionally, our study faces limitations related to the

unpredictability of GPT-generated content. We attempted to control for this by using a

custom-trained GPT model and consistent prompting, though this approach may affect the

reproducibility of our results.

Lastly, the scope of our study is another limitation; it focuses solely on the content quality of a

single document. Real-world information security is a complex, iterative, and

multi-stakeholder process, as illustrated by the SISPQM model (Maynard, 2010). This means

our study may not fully capture the dynamics and challenges involved in broader information

security management.

Implications

The study on GPT-4-generated information security policies (ISPs) presents important ethical

and societal implications. AI-generated ISPs can significantly enhance efficiency and provide

high-quality security measures, especially benefiting SMEs and smaller public organizations

that often lack resources and expertise. However, there are ethical concerns regarding

potential biases in AI outputs and the risk of over-reliance on AI, which could diminish

human expertise in developing security policies. Relying heavily on AI might result in the

erosion of human expertise in cybersecurity.
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Overreliance on AI in cybersecurity can erode human expertise. Professionals may become

less engaged in policy development, leading to a decline in critical thinking and analytical

skills needed to address complex security threats. This dependency can result in inadequate

preparation for novel attacks or situations where AI fails, as security experts might neglect to

critically analyze threats and develop nuanced measures, relying instead on AI-generated

recommendations. Maintaining a balance between AI use and human oversight is crucial.

Societal benefits include democratizing access to robust ISPs, thereby improving

cybersecurity resilience across various sectors. This technology can bridge the gap for smaller

entities, enabling them to implement comprehensive security measures that were previously

inaccessible due to cost or resource constraints. However, ensuring human oversight and

thorough vetting of AI-generated policies is essential to maintain ethical standards, contextual

relevance, and adaptability to specific organizational needs.

AI tools such as our prototype should be seen as an aid and a supportive tool for organizations

and professionals to enable them to develop initial drafts for ISPs quickly. However, we again

want to reiterate and highlight the need for human experts to validate and thoroughly review

the output in order to ensure its reliability. A potential consequence of relying too heavily on

AI to deliver comprehensive, applicable, and reliable ISPs could lead to security frameworks

that are lacking or not properly anchored in reality, leading to poor results and deficient

information security.

Future research
Potential future works could conduct a large-scale study, including more experts, to improve

the results' validity, reliability, and accuracy. Our work is limited to evaluating the contents of

a single document; further research could explore the evaluation of a collection of policies

meant to work as a cohesive framework covering more detailed aspects of information

security. Similarly, conducting a similar study evaluating other policies or strategic documents

is valuable. Future researchers could also evaluate policies in languages other than Swedish.

Another interesting inquiry could be made into the ability of GPT-4 to evaluate ISP's given

organizational context. In our study, we made a limited attempt at using GPT-4 to evaluate the

two ISPs using multi-shot prompting, a technique where the model is provided with examples

to understand the desired format of the response. However, one major opportunity for future
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research would be to do a large-scale test where the prompts could be iterated and improved

to achieve higher accuracy in evaluating ISPs. Further, by allowing GPT-4 to refine its outputs

through a feedback loop based on its self-evaluation, researchers can analyze how the quality

of policies improves over time. Future research could also compare the performance of GPT-4

with other AI models.

6 Conclusion
The research comprehensively evaluated the potential of GPT-4 in generating information

security policies for SMEs and smaller public organizations compared to those crafted by

human experts. The study did not find a significant difference between information security

policies (ISPs) generated by experts and those produced by GPT-4, highlighting the potential

of AI in this field. We acknowledge that developing and implementing comprehensive ISPs

alongside supporting documents, processes, guidelines, and training requires expertise and

knowledge; our study does not cover the applicability and effective implementation of a

GPT-generated policy. The analysis reveals that AI-generated policies can match and, in

certain aspects, exceed the traditional approaches regarding efficiency, effectiveness, and

completeness. The quantitative and qualitative evaluations conducted via a double-blind

expert panel did not show significant differences between the two sets of policies, suggesting

that GPT-4 can effectively approximate human expertise in this domain. Given the

time-consuming and costly nature of creating ISPs, our results suggest a novel approach for

leveraging GPT-generated drafts as a preliminary step before expert auditing and

implementation.

Furthermore, our method shows applicability for creating ISPs in Swedish, demonstrating the

versatility of GPTs across different languages and paving the way for future research using

GPT-4 in the cybersecurity field in languages other than English. However, it is important to

note that while GPT-4 can efficiently generate first drafts, our research also indicates that it

may need to be more reliable to evaluate the quality of ISPs. Organizations should thus ensure

that these AI-generated documents undergo a thorough review by information security experts

to tailor them to specific organizational needs and to keep pace with evolving cyber threats.

Lastly, as AI technology evolves, ongoing evaluation will be essential to ensure these tools

remain effective against the rapidly changing landscape of cyber threats.
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Appendix A - Survey Questions
Questions (Eng) Questions (Swe) Paper source Theme Sub-theme
How many years of experience do you have
working with information security?

Hur många år av erfarenhet har du av att
arbeta med informationssäkerhet? Demographic

What factors and aspects cost time and money in
the development of an information security
policy?

Vilka faktorer och aspekter kostar tid och
pengar i utvecklingen av en
informationssäkerhetspolicy? Efficiency

The policy ensures the optimal use of resources
(time, budget, and personnel) for security
measures.

Policyn säkerställer optimal användning av
resurser (tid, budget och personal) för
säkerhetsåtgärder. Alharbi et al., 2022 Efficiency Efficiency

The effectiveness of security controls and
measures introduced by the policy can be easily
measured and monitored.

Effektiviteten hos säkerhetskontroller och
åtgärder som införs av policyn kan lätt mätas
och övervakas. Ortalo & Deswarte, 1998 Efficiency Maintainability

The policy uses easy-to-understand language and
avoids industry jargon.

Policyn använder lättförståeligt språk och
undviker branschjargong. Maynard & Ruighaver, 2006 Effectiveness Understandability

The information security policy effectively
addresses current and emerging security threats
and vulnerabilities specific to the organization.

Informationsäkerhetspolicyn tar effektivt itu
med aktuella och framväxande säkerhetshot
och sårbarheter specifika för organisationen.

Maynard & Ruighaver, 2006
/ Qureshi, 2011 Effectiveness Changeability

The policy clearly defines roles and
responsibilities for all stakeholders involved in
information security.

Policyn definierar tydligt roller och ansvar
för alla intressenter som är involverade i
informationssäkerhet. Alharbi et al., 2022 Effectiveness Maintainability

The policy effectively facilitates compliance with
relevant legal, regulatory, and industry standards.

Policyn underlättar effektivt efterlevnad av
relevanta lagar, föreskrifter och
branschstandarder. McIntosh et al., 2023 Effectiveness Compliance

The policy supports the achievement of the
organization's strategic objectives while ensuring
security.

Policyn stödjer uppnåendet av
organisationens strategiska mål samtidigt
som säkerheten säkerställs. Alharbi et al., 2022 Effectiveness Suitability
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The policy accurately describes the purpose of
the document.

Policyn beskriver noggrant syftet med
dokumentet. Maynard, 2010 Completeness Functionality

The policy comprehensively detail important
processes and procedures for maintaining
information security.

Policyn detaljerar omfattande viktiga
processer och förfaranden för att upprätthålla
informationssäkerhet. Maynard, 2010 Completeness Completeness

The information security policy covers all critical
areas of information security, including access
control, incident response, and data protection.

Informationsäkerhetspolicyn täcker alla
kritiska områden inom informationssäkerhet,
inklusive åtkomstkontroll, incidenthantering
och dataskydd. Maynard & Ruighaver, 2006 Completeness Completeness

The policy provides a clear framework for
continuous improvement and adaptation to
changing security landscapes.

Policyn tillhandahåller en tydlig ram för
kontinuerlig förbättring och anpassning till
föränderliga säkerhetslandskap. Santander Peláez, 2021 Completeness Maintainability
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Appendix B - Custom GPT
Custom GPT

An image of the configuration of our prototype

Custom instructions

As an expert in information and cybersecurity with a specialization in the Swedish

language, CybersecurityGuard Svenska excels in creating detailed information security

policies for diverse organizational needs, ensuring a strong security framework, all

presented in Swedish. Before addressing any task or responding to inquiries, it will lay

out a clear, step-by-step process detailing how it will proceed to provide the correct

answer, including the rationale behind each step. This preparatory explanation aims to

give users a comprehensive understanding of the approach and the logical foundation for

the actions taken. Following the provision of answers or the development of security

policies, it will elucidate the reasoning behind each part of the response, relying on a

solid foundation of knowledge from specifically trained files. This method ensures users

not only receive pertinent recommendations but also grasp the underlying reasons,

informed by current industry standards, regulations, and insights into risk management,

data protection, and threat mitigation. CybersecurityGuard Svenska communicates with the

professionalism and precision of an information security expert, making complex

cybersecurity concepts clear and understandable in Swedish, ideal for those seeking

authoritative and well-substantiated advice on information security in the Swedish

milieu.
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Training data

Myndigheten för Samhällsskydd och Beredskap

1. Metodstöd för systematiskt informationssäkerhetsarbete, accessed 2024-02-28,

available at:

https://www.informationssakerhet.se/siteassets/metodstod-for-lis/metodstod-for-syste

matiskt-informationssakerhetsarbete---en-oversikt.pdf

2. Bilaga – Framgångsfaktorer och exempel, accessed 2024-02-28, available at:

https://www.informationssakerhet.se/siteassets/mediegalleriet/bilaga-framgangsfaktore

r-och-exempel.docx.pdf

3. Ledningens roll inom informationssäkerhet, accessed 2024-02-28, available at:

https://www.informationssakerhet.se/siteassets/metodstod-for-lis/ledningens-roll-inom

-informationssakerhet---ett-stod-for-dig-med-en-ledande-funktion.pdf

4. Informationssäkerhetspolic - exempelmall, accessed 2024-02-27, available at:

https://www.str.se/globalassets/andra-sidor/gdpr/exempelmall-infosakpolicy-fran-msb.

pdf

International Standards Organization

1. ISO/IEC 27001:2005, accessed 2024-03-08, available at

https://elj0na.wordpress.com/wp-content/uploads/2015/02/iso-27001.pdf

National Institute of Standards and Technology

1. The NIST Cybersecurity Framework (CSF) 2.0, accessed 2024-03-19, available at:

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

Information Security Policies

1. INFORMATIONSSÄKERHETSPOLICY, Kraftkonsult, accessed 2024-02-27,

available at: https://www.kraftkonsult.nu/media/mwwhhcqh/d001kk-2-332.pdf

2. Informationssäkerhetspolicy för Ystads kommun F 17:01, accessed 2024-02-27,

available at:

https://www.ystad.se/public/documents/e/a97ee5fa-721b-4515-af98-87221f59a7cc/8f0

b7094-4ec9-40f4-be00-5bb067eb2c87#:~:text=God%20informationss%C3%A4kerhet

%20fr%C3%A4mjar%20verksamheternas%20funktionalitet,kommunens%20informat

ionshantering%20och%20IT%2Dsystem

3. Informationssäkerhetspolicy Söderköping kommun, accessed 2024-02-27, available

at:
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https://www.soderkoping.se/globalassets/documents/06-kommun-och-politik/06-styra
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Appendix C - Context Extraction

A visualization of the Organizational Context Extraction

1. After we had identified an organization that had an information security policy that

met our requirements, we went to the organization's website in order to access relevant

PDF documents to extract organizational context to be used for our organization

description.

2. We accessed the public XML sitemap of the organization's website and downloaded

the file, which contains a list of all the links found on the organization’s website.

3. Loading this script into a Google Collab instance, we ran the following Python code in

order to extract all the PDF files from the website:

import os

import requests

from xml.etree import ElementTree as ET

# Define the path where you want to save PDF files

save_path = '/path'

# Ensure the save_path exists, create if it doesn't

os.makedirs(save_path, exist_ok=True)
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# Step 2: Parse the XML file to extract URLs

sitemap_file_path = '/sitemap.xml' # Update this path

tree = ET.parse(sitemap_file_path)

root = tree.getroot()

# XML namespaces (if any) need to be handled. Adjust the namespace in the

findall method accordingly.

namespace = {'ns': 'http://www.sitemaps.org/schemas/sitemap/0.9'}

# Step 3: Filter for PDF URLs

pdf_urls = [url.text for url in root.findall('.//ns:url/ns:loc',

namespaces=namespace) if url.text.endswith('.pdf')]

# Step 4: Download each PDF and save it

for url in pdf_urls:

pdf_filename = url.split('/')[-1]

pdf_save_path = os.path.join(save_path, pdf_filename)

# Check if the file already exists to skip downloading

if not os.path.exists(pdf_save_path):

response = requests.get(url)

if response.status_code == 200:

try:

with open(pdf_save_path, 'wb') as f:

f.write(response.content)

print(f'Downloaded: {pdf_filename}')

except OSError as e:

print(f'Skipped (OSError for file name): {pdf_filename}')

else:

print(f'Failed to download: {url}')

else:

print(f'Skipped (already exists): {pdf_filename}')

4. This resulted in a total of 1467 PDF documents which were saved to cloud storage.

5. Having saved all the PDF files on a cloud storage, we ran a second script which runs

through each of the PDF files to extract context and save it to a CSV file:

!pip install spacy pymupdf

!python -m spacy download sv_core_news_sm # Download the Swedish

model

import spacy

from spacy.matcher import PhraseMatcher
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import fitz # PyMuPDF, for working with PDFs

import os

import csv # For CSV file operations

from datetime import datetime # For generating a timestamp

nlp = spacy.load("sv_core_news_sm") # Load the Swedish NLP model

# Define Swedish keywords related to information security contexts

categories = {

"Organisationens Mål": ["strategi", "mål", "vision"],

"Policy och riktlinjer": ["policy", "riktlinjer",

"styrdokument"],

"Regelverk och Lagkrav": ["lagkrav", "regler", "GDPR"],

"Riskbedömning": ["riskanalys", "hot", "sårbarheter"],

"Tillgångsinventering": ["inventering", "tillgångar",

"resurser"],

"Affärsprocesser": ["verksamhetsprocesser", "datahantering"],

"Organisationsstruktur": ["organisationsstruktur", "roller",

"ansvar"],

"Säkerhetsåtgärder": ["säkerhetsåtgärder", "kontroller"],

"Incidenthantering": ["incidenthantering", "krisplan"],

"Användarhantering": ["behörighet", "autentisering",

"åtkomstkontroll"],

"Dataklassificering": ["dataklassificering", "dataskydd"],

"Utbildning och Medvetenhet": ["utbildning",

"säkerhetsmedvetenhet"],

"Tredjepartshantering": ["leverantörsrisker", "tredjepart"],

"Fysisk Säkerhet": ["fysisk säkerhet", "tillträdeskontroll"],

"Teknisk Infrastruktur": ["infrastruktur", "nätverksarkitektur",

"system"],

"Revision och Efterlevnad": ["revision", "efterlevnad"],

"Feedback och Förbättring": ["feedback", "kontinuerlig

förbättring"],

"Integritetskrav": ["integritet", "personuppgifter"],

"Verksamhetspåverkan": ["verksamhetspåverkan", "BIA"],

"Ändringshantering": ["ändringshantering",

"förändringsprocesser"]

}

# Prepare the PhraseMatcher with the spaCy model and add the

keywords

matcher = PhraseMatcher(nlp.vocab, attr="LOWER")
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for category, keywords in categories.items():

patterns = [nlp.make_doc(keyword) for keyword in keywords]

matcher.add(category, patterns)

def extract_text_from_pdf(pdf_path):

text = ''

try:

doc = fitz.open(pdf_path)

for page in doc:

text += page.get_text()

except (fitz.EmptyFileError, RuntimeError) as e:

print(f"Could not read {pdf_path}: {e}")

return text

def analyze_context_in_chunks(text, matcher, chunk_size=500000,

window_size=50):

contexts = {}

for i in range(0, len(text), chunk_size):

chunk = text[i:i+chunk_size]

doc = nlp(chunk)

matches = matcher(doc)

for match_id, start, end in matches:

rule_id = nlp.vocab.strings[match_id]

span = doc[start:end]

# Expand the span to capture more context around the

keyword

start_context = max(start - window_size, 0)

end_context = min(end + window_size, len(doc))

context_span = doc[start_context:end_context]

# Extract the text of the expanded span as the context

context = context_span.text

# Append the context to the appropriate category

if rule_id in contexts:

contexts[rule_id].append(context)

else:

contexts[rule_id] = [context]

return contexts

# Paths for PDF files
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pdf_dir = '/file_directory'

# Generate a timestamp for the output file name

timestamp = datetime.now().strftime("%Y%m%d_%H%M%S")

output_csv_path = f'/output_path/context_analysis_{timestamp}.csv'

# CSV file setup

with open(output_csv_path, mode='w', newline='', encoding='utf-8')

as csv_file:

writer = csv.writer(csv_file, escapechar='\\',

quoting=csv.QUOTE_ALL)

writer.writerow(['PDF File', 'Category', 'Term', 'Context'])

# Iterate through PDFs, extract text, and analyze contexts

for pdf_file in os.listdir(pdf_dir):

if pdf_file.endswith('.pdf'):

pdf_path = os.path.join(pdf_dir, pdf_file)

text = extract_text_from_pdf(pdf_path)

if text: # Proceed only if text extraction was

successful

contexts = analyze_context_in_chunks(text, matcher)

# Test print to display some context outputs

for category, context_list in contexts.items():

for context in context_list[:3]: # Print the

first 3 contexts of each category for this document

print(f"Sample Context for '{category}' in

'{pdf_file}': {context[:100]}...") # Print first 100 characters of

context for brevity

writer.writerow([pdf_file, category, '',

context]) # Actual writing to CSV

print(f"Context analysis completed. Results saved to

{output_csv_path}")

5.1. The script begins by installing spacy for NLP tasks and pymupdf (imported as

fitz), which is used for reading PDF files.

5.1.1. In then proceeds to loading the Swedish NLP Model: It uses SpaCy

to load a Swedish language model, which is crucial for processing

Swedish text effectively.
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5.1.2. Keyword Setup: A dictionary (categories) is defined, mapping

categories related to information security (like "Organisationens Mål"

and "Policy och riktlinjer") to relevant Swedish keywords.

5.2. Phrase Matching: The script uses SpaCy's PhraseMatcher to set up a matcher

object that will look for the specified keywords within the text. These

keywords help identify relevant information according to the predefined

categories.

5.3. PDF Text Extraction: The extract_text_from_pdf function reads the text from

each page of a given PDF file and combines it into a single string.

5.4. Text Analysis: The analyze_context_in_chunks function processes the text in

chunks (to manage large texts) using the SpaCy model, matches phrases, and

extracts contexts around these matches. This involves expanding the text

around a keyword to capture a broader context, which might be relevant for

understanding the use or implication of the keyword.

5.5. File Handling and Output: The script is set up to read all PDF files from a

specified directory, extract text, and analyze it for the context of the keywords.

Each identified context is then saved into a CSV file along with metadata like

the PDF filename and the category of the keyword. The results include a

sample of the contexts for quick review, and they are logged to the CSV file.

5.6. Logging and Completion: Finally, the script prints a completion message and

the location of the output file, which stores the analysis results. This file is

named with a timestamp to differentiate between different runs.

6. The resulting CSV file consists of 5890 rows of data that include meta-data such as the

file name, the context category, the term identified, and the extracted context around

the word. The CSV file, together with a selection of PDF documents documenting the

organization’s information security-related policies, were uploaded to ChatGPT.

7. Using all this contextual data, ChatGPT was then prompted to produce an anonymized

organizational description of the selected organization.
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Appendix D - Policy A

Informationssäkerhet, policy
1. Inledning
Policyn beskriver de övergripande principer som ska gälla för informationssäkerhetsarbetet
inom organisationen. Informationssäkerhetspolicyn gäller för hantering av all information, i
alla
dess former i organisationen inklusive bolag och för de som arbetar på
uppdrag av organisationen. Det sistnämnda ska regleras genom avtal.

Informationssäkerhetsarbetet styrs av organisationens ledningssystem för
informationssäkerhet utformat utifrån ISO/IEC 27000 och organisationens verksamhetskrav
samt gällande författningar. Ledningssystemet består av styrande dokument som utgörs av
denna policy med tillhörande regler och eventuella rutiner samt tillämpningsanvisningar.

Arbetet med informationssäkerhet ska vara långsiktigt, systematiskt och kontinuerligt

Denna policy gäller för hela organisationen med dess bolag; alla anställda, förtroendevalda
och andra som har behörighet att använda organisationens information.

1.1 Begreppsförklaring

Informationstillgångar: Allt som innehåller information samt allt och alla som bär på
information. T ex mobiltelefoner, verksamhetssystem och medarbetare

Informationssäkerhet: Är den säkerhet som omfattar våra informationstillgångar och
förmågan att upprätthålla önskad konfidentialitet, riktighet och tillgänglighet.

Konfidentiell: Information som inte får nås eller avslöjas för någon obehörig. Oftast gäller
det innehållet in en informationstillgång men ibland är även tillgångens existens hemlig

Riktighet: Innebär att informationen inte får ändras av obehöriga, inte av misstag och inte på
grund av en funktionsstörning.

Tillgänglighet: Innebär att informationen går att nyttjas av behörig användare när det
behövs och så mycket det behövs.

Spårbarhet: Aktiviteter ska kunna härledas i efterhand. Vem som har utfört aktiviteten, vad
som har skett samt var aktiviteten har utförts. I möjlig mån ska det även kunna spåras hur
aktivitetens utfördes.
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LIS: Ledningssystem för informationssäkerhet. En metod för att arbeta övergripande och
systematiskt med informationssäkerhet. Metoden bygger på standarderna i 27000-serien och
rekommenderas av Myndigheten för samhällsskydd och beredskap.

Verksamhetssystem: I vissa fall även kallat informationssystem, är de system som insamlar,
lagrar, bearbetar eller distribuerar och presenterar information.

2. Syfte och mål
Syftet med informationssäkerhetspolicyn är att beskriva hur organisationen ska uppnå en
god informationssäkerhet.

2.1
Organisationens informationssäkerhetsarbete ska skydda informationen inom verksamheten
mot yttre och inre hot. Skyddet ska vara anpassat till skyddsvärdet, risk och lagkrav och
därigenom möjliggöra för organisationens verksamheter att uppnå sina mål. Följande mål är
styrande för informationssäkerheten i organisationen.

Säker och riskbaserad informationshantering: Informationstillgångar klassificeras och
riskbedöms samt hanteras utifrån dess skyddsbehov, så att den är riktig och tillgänglig när
den behövs och skyddas mot obehörig åtkomst. Det för att värna verksamhetens förmåga att
utföra sitt uppdrag och skydda individer mot skada men lika viktigt är att värna integriteten för
kunderna. Kunderna ska känna trygghet i hur kommunen omhändertar deras intressen
avseende integritet och säkerhet i behandlingen av dennes uppgifter.

God informationssäkerhetskultur: Behovet av skydd av information bedöms och är en
central del i arbetet på alla nivåer i verksamheten utifrån de risker och hot som finns mot
informationen och medarbetare är medvetna om sitt ansvar som användare.

Effektiv incidenthantering: Organisationen har förmåga att hindra, hantera och lära av
allvarliga informationssäkerhetsincidenter.

Robust informationshantering: Verksamheterna, IT och IT infrastrukturen är riskbedömda
och har planerat för vilka åtgärder som ska vidtas vid avbrott, störningar och kriser.

Handlingsplan: Informationssäkerhetsaspekter ska beaktas i handlingsplaner och
verksamhetsplaner.

3. Ansvar och organisation
Beslutande organ för organisationen fastställer den informationssäkerhetspolicy som ska
gälla för organisationen.

Styrelsen ansvarar för att organisationens informationssäkerhetspolicy och riktlinjer för
informationssäkerhet utarbetas och hålls aktuella samt beslutar om regler för
informationssäkerhet.
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Styrelsen ansvarar också för samordningen av informationssäkerhetsarbetet i organisations
koncernen.

Varje beslutande organ och ledningsgrupp är, utifrån denna policy och de övergripande
direktiven, ansvarig för informationssäkerheten inom sitt verksamhetsområde och ska inom
ramen för den administrativa sammanslutningens ledningssystem där så är nödvändigt anta
verksamhetsspecifika styrdokument för informationssäkerhet.

Alla medarbetare har ett ansvar för att säkerheten fungerar genom att följa uppställda
säkerhetsregler. Det samma gäller även när tillfällig personal eller extern aktör/
uppdragstagare anlitas. Den som upptäcker brister i informationssäkerheten ska snarast
uppmärksamma sin närmaste chef. Alla medarbetare ska kunna rapportera händelser som
kan göra att informationstillgångar utsätts för risker.

4. Arbetssätt och skyddsåtgärder
I den mån det är möjligt ska organisationen arbeta enligt LIS. LIS ska anpassas efter
verksamheten.

Organisationens verksamheter ska arbeta med att identifiera informationstillgångar och dess
flöden. Informationstillgångarna ska klassificeras enligt LIS.

Alla informationstillgångar ska ha en ägare. Informationsägaren ansvarar för klassificeringen
och ställer de säkerhetskrav som behövs för att nå önskad säkerhet.

Verksamheterna ska omvärldsbevaka och genomföra risk- och sårbarhetsanalyser vid
införandet av nya verksamhetssystem och vid förändringar. Vid behov ska verksamheterna
vidta nödvändiga åtgärder för att se till att informationstillgångarna har rätt skydd, vidare ska
verksamheterna följa upp och dokumentera incidenter och vidtagna åtgärder kring dessa.

Organisationen ska ställa krav på informationssäkerhet vid upphandling, utveckling,
användning och avveckling av verksamhetssystem. De krav som ställts ska även följas upp.
Relevanta säkerhetskrav ska gälla vid såväl intern som extern drift av verksamhetssystem.
Viss säkerhetsklassad information kan kräva säkerhetsskyddad upphandling (SUA).

Verksamheterna ska arbeta med kontinuitetsplanering och ha beredskap för avbrott,
påfrestande situationer. Detta gäller även när externa aktörer för informationshantering
anlitas. Samhällsviktiga verksamheter ska kunna upprätthållas på acceptabel nivå vid olika
typer av störningar och krissituationer. Det är viktigt att alla har ett högt
säkerhetsmedvetande och kritiskt ifrågasätter händelser som kan påverka
informationssäkerheten.

Ansvariga enligt detta dokument ska följa upp att beslutade åtgärder är genomförda, att
uppsatta mål är uppfyllda, att regler och riktlinjer följs samt att styrdokument vid behov
revideras.
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5. Uppföljning och revidering

Informationssäkerhetspolicyn ska revideras vart fjärde år eller vid behov. I samband med
revideringen ska tillhörande riktlinjer och tillämpningsanvisningar revideras på motsvarande
sätt.
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Appendix E - Policy B

1. Inledning
Information är en kritisk tillgång som kräver skydd för att säkerställa vår organisations
effektivitet och skydda våra intressenters intressen. Denna policy utgör ryggraden i vårt
åtagande att skydda denna information från alla former av hot, oavsett om de är interna eller
externa, avsiktliga eller oavsiktliga.

2. Syfte och Omfattning
Syftet med denna policy är att:

● Fastställa en organisationsspecifik ram för informationssäkerhet.
● Skydda organisationens tillgångar och varumärkesrykte.
● Uppfylla lagkrav och regulatoriska skyldigheter.

Policyn gäller för alla medarbetare, inklusive heltids-, deltids- och tillfällig personal, konsulter,
underleverantörer och alla andra som har tillgång till organisationens informationssystem och
-nätverk.

3. Definitioner
För att säkerställa en gemensam förståelse och enhetlig användning av termer inom
informationssäkerhetsarbetet, definieras härmed följande nyckelbegrepp:

● Informationssäkerhet: Skyddet av information från obehörig åtkomst, avslöjande,
förändring, förstörelse eller förlust för att säkerställa konfidentialitet, integritet och
tillgänglighet.

● Konfidentialitet: Garantin att information endast är tillgänglig för de personer som är
behöriga att se den och att den inte oavsiktligt eller avsiktligt avslöjas till obehöriga
parter.

● Integritet: Säkerställandet av att information är korrekt och fullständig samt skyddad
mot obehörig modifiering.

● Tillgänglighet: Säkerställandet av att information och dess bärare är tillgängliga och
användbara vid behov av behöriga användare.

● Riskhantering: Processen att identifiera, utvärdera och åtgärda risker som kan
påverka organisationens informationstillgångar och därmed dess verksamhet.

● Säkerhetsincident: En händelse som faktiskt eller potentiellt undergräver
informationssäkerheten och därmed kan leda till oavsiktlig eller obehörig avslöjande,
modifiering, förlust eller förstörelse av information.

● Personuppgifter: All information som direkt eller indirekt kan identifiera en levande
person, i enlighet med gällande dataskyddslagstiftning.
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● Systemägare: Den person eller roll inom organisationen som är ansvarig för att
säkerställa att ett specifikt IT-system eller informationsresurs uppfyller
organisationens krav på informationssäkerhet.

4. Mål
Målen med denna policy är att:

● Förhindra kompromettering av våra informationssystem.
● Garantera integriteten och konfidentialiteten hos vår information.
● Säkerställa att affärskontinuiteten upprätthålls även vid säkerhetsincidenter.

5. Roller och Ansvar
En effektiv informationssäkerhetspolicy kräver tydligt definierade roller och ansvar. Här
nedan beskrivs de centrala rollerna och deras ansvar inom informationssäkerhetsarbetet:

● Informationssäkerhetschef (CISO): Ansvarar för att leda och koordinera
organisationens övergripande arbete med informationssäkerhet. CISO är ansvarig för
att utveckla, implementera och upprätthålla säkerhetspolicyer, riktlinjer och kontroller.

● Systemägare: Ansvariga för de enskilda informationssystemen eller
informationsresurserna inom organisationen. Systemägarnas ansvar inkluderar att
säkerställa att systemen uppfyller säkerhetskraven, genomföra riskanalyser och vidta
nödvändiga säkerhetsåtgärder.

● Dataskyddsombud (DPO): Om tillämpligt, ansvarar för att övervaka efterlevnaden
av dataskyddsförordningen (GDPR) samt andra lagar och regler om dataskydd. DPO
bistår med rådgivning och är kontaktpunkt för dataskyddsfrågor.

● IT-chef: Ansvarar för den tekniska aspekten av informationssäkerheten, inklusive
system- och nätverkssäkerhet. IT-chefen samarbetar nära med CISO för att
implementera tekniska kontroller och säkerhetsåtgärder.

● Användare/Medarbetare: Alla som har tillgång till organisationens
informationssystem är ansvariga för att hantera information på ett säkert sätt och följa
de säkerhetspolicyer och riktlinjer som fastställts.

● Säkerhetsteam/Incident Response Team: Ett team som består av medarbetare från
olika avdelningar (t.ex. IT, HR, juridik) som är tränade och förberedda att hantera
säkerhetsincidenter. Teamets ansvar inkluderar att identifiera, analysera, åtgärda och
rapportera incidenter för att minimera skador och återställa normal verksamhet.

Det är viktigt att notera att informationssäkerhetsansvaret inte endast ligger hos
säkerhetspersonalen utan är en delad skyldighet bland alla medarbetare inom
organisationen.

6. Principer för Informationssäkerhet
Vi följer följande principer för att säkerställa informationssäkerhet:
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● Minsta privilegium: Tillgång till information begränsas till de som behöver den för att
utföra sina arbetsuppgifter.

● Riskhantering: Kontinuerlig identifiering och bedömning av säkerhetsrisker.
● Förebyggande åtgärder: Proaktivt arbete för att förhindra säkerhetsincidenter.

7. Riskhantering
Riskhanteringsprocessen innefattar:

● Identifiering av potentiella risker.
● Bedömning och prioritering av risker baserat på sannolikhet och konsekvens.
● Implementering av åtgärder för att mildra accepterade risker.

8. Skyddsåtgärder
Skyddsåtgärder inkluderar, men är inte begränsade till, kryptering, brandväggar,
antivirusprogram och fysiska säkerhetsåtgärder som åtkomstkontroller och säkerhetspass.

9. Hantering av Incidenter
En formaliserad incidenthanteringsprocess ska finnas för att säkerställa snabb identifiering,
svar och återhämtning från säkerhetsincidenter. Detta inkluderar dokumentation och
utvärdering av incidenter för framtida förebyggande.

10. Kommunikation och Utbildning
Utbildningsprogram för informationssäkerhet ska hållas årligen för alla anställda för att höja
medvetenheten och säkerställa att de är informerade om policyer, procedurer och hot.

11. Uppföljning och Översyn
Denna policy och alla tillhörande säkerhetsåtgärder ska granskas årligen för att säkerställa
att de fortsätter att vara relevanta och effektiva. Eventuella ändringar eller uppdateringar ska
godkännas av högsta ledningen.

12. Efterlevnad
Alla medarbetare och kontrakterade tredje parter är skyldiga att följa denna policy. Brott mot
policyn kan resultera i disciplinära åtgärder, upp till och inklusive uppsägning och rättsliga
åtgärder.

Genom att följa denna policy säkerställer vi att vår information hålls säker, vilket i sin tur
skyddar vår verksamhet, våra anställda och våra kunder från skador som orsakas av
säkerhetsincidenter.
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Appendix F - Expert Instructions
Hej!
Vi är nu redo att distribuera vår studie till er experter. Avsätt en tid för att sitta ned och
genomföra själva studien. Vi föreslår en ostörd miljö där du har möjlighet att läsa matrialet i
lugn och ro och svara på enkäten. Vi beräknar att det tar ca 60 minuter att delta i studien. Gå
gärna igenom matrialet och svara på enkäten så snart du har möjlighet.

Om du har några frågor eller funderingar, eller om du inte kommer åt filerna eller enkäten kan
du nå oss genom att svara på detta mail eller via telefon på [telefonnummer].

Utvärderingen kommer att gå till på följande sätt:
● Vi har delat 3st PDF-filer med dig, två stycken policies och en

organisationsbeskrivning. Du kommer åt filerna antingen genom att följa länken nedan
eller genom att ladda ned dem från detta mail.

● Läs igenom organisationsbeskrivningen för att sätta dig in i kontexten och få en bild
av den organisation som dessa två policies är framtagna för.

● Läs sedan igenom Policy A.
● Gå till vår enkät som du hittar via länken nedan och läs igenom instruktionerna.
● Svara på frågorna och bedöm Policy A.
● När du svarat på alla frågor så kommer du sedan bli ombedd att svara på frågor om

Policy B, läs nu igenom Policy B och svara på samma frågor igen, men denna om
Policy B.

Länk för att få tillgång till filerna:
[Länk till Google Drive]

Länk till enkät: [Link]
Användarnamn: [Username]
Lösenord: [Password]

Vi är otroligt tacksamma att du ställer upp och deltar i denna studie, och när studien väl är
genomförd och publicerad kommer vi att dela resultatet med de som är intresserade.

Stort tack!
Oskar Malm Wiklund & Måns Strandberg
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Appendix G - GPT Self-Evaluation
When setting up our experiment to let our custom GPT-4 evaluate the two policies against

each other, we gave the prototype the same instructions as our experts, slightly adjusted to be

more adapted to remove unnecessary information and instructions that were not relevant. We

set up the prompts as multi-shot prompts with detailed instructions. First, we set up the

evaluation with an initial prompt where we attached all the relevant files, such as both the

policies and the organizational profile. After an initial response, in which the GPT confirmed

that it had read and accessed all the files, we then gave it further instructions to conduct the

actual evaluation using the same questions and rating system as our experts.

Stept 1: Initialize the evaluation

1. Jag har delat 3st PDF-filer med dig, två stycken policies och en

organisationsbeskrivning.

2. Läs igenom organisationsbeskrivningen för att sätta dig in i

kontexten och få en bild av den organisation som dessa två policies

är framtagna för.

3. Läs sedan igenom Policy A.

4. Svara på frågorna och bedöm Policy A enligt instruktioner som

finns i filen "Utvärdering av informationssäkerhetspolicys"

5. Läs nu igenom Policy B och svara på samma frågor igen, men denna

gång om Policy B.

Step 2: Conducting the evaluation

Bedöm Policy A och Policy B utifrån de 11 frågorna nedan på en

likert skala mellan 0-5 enligt följande format:

1 = Instämmer inte alls

2 = Instämmer inte

3 = Neutral

4 = Instämmer

5 = Instämmer helt

0 = Vet ej, Ej applicerbart
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1. Policyn säkerställer optimal användning av resurser (tid, budget

och personal) för säkerhetsåtgärder.

2. Effektiviteten hos säkerhetskontroller och åtgärder som införs

av policyn kan lätt mätas och övervakas.

3. Policyn använder lättförståeligt språk och undviker

branschjargong.

4. Informationsäkerhetspolicyn tar effektivt itu med aktuella och

framväxande säkerhetshot och sårbarheter specifika för

organisationen.

5. Policyn definierar tydligt roller och ansvar för alla

intressenter som är involverade i informationssäkerhet.

6. Policyn underlättar effektivt efterlevnad av relevanta lagar,

föreskrifter och branschstandarder.

7. Policyn stödjer uppnåendet av organisationens strategiska mål

samtidigt som säkerheten säkerställs.

8. Policyn beskriver noggrant syftet med dokumentet.

9. Policyn detaljerar omfattande viktiga processer och förfaranden

för att upprätthålla informationssäkerhet.

10. Informationsäkerhetspolicyn täcker alla kritiska områden inom

informationssäkerhet, inklusive åtkomstkontroll, incidenthantering

och dataskydd.

11. Policyn tillhandahåller en tydlig ram för kontinuerlig

förbättring och anpassning till föränderliga säkerhetslandskap.
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