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Abstract

Introduction Security Information and Event Management (SIEM) systems play a crucial role
in detecting, managing, and mitigating security incidents, yet selecting an appropriate SIEM
solution remains a complex challenge. This study introduces Mean Time to Resolution (MTTR)
which is used to measure an organization’s efficiency in detecting, diagnosing, and resolving
security incidents, with a low MTTR indicating a more effective incident response. However,
there is limited empirical research on how different tiers of SIEM systems
(basic/intermediate/advanced), in terms of capability and complexity influence MTTR in
practice, which further complicates the selection process for organizations. This study
compares Cisco’s Splunk Enterprise Security (advanced), Graylog’s Graylog Open
(intermediate), and One Identity’s Syslog-ng (basic) to determine their effectiveness in
reducing MTTR and incident management.

Research Question How does Splunk Enterprise compare to Syslog-ng and Graylog Open
in reducing Mean Time to Resolution (MTTR) in practical incident management scenarios?

Method The PowerShell-based framework Invoke-AtomicRedTeam is used to simulate
security incidents in a laboratory experiment to measure and compare Mean Time to Detect
(MTTD) and Mean Time to Acknowledge (MTTA) of each SIEM system under controlled
conditions. Mean Time to Investigation (MTTI) was excluded due to its reliance on human
expertise and organizational processes, which are difficult to standardize in a simulated
setting. The research follows a quantitative approach, analyzing log timestamps and
descriptive statistical measures to evaluate each SIEM solution’s performance in practical
incident scenarios. The study aims to provide organizations with practical insights into how
different SIEM tiers perform in reducing MTTR, supporting more informed decision-making in
SIEM selection and implementation.

Results The experiment’s result revealed a clear trend where higher-tier SIEM systems
exhibited longer Mean Time to Detect (MTTD) values, Syslog-ng achieved the lowest MTTD.
Between Graylog Open and Splunk Enterprise, Graylog Open had a lower MTTD with Splunk
Enterprise demonstrating a 21% higher MTTD but was the most consistent, averaging a 25%
lower standard deviation than Graylog Open. While in terms of Mean Time to Acknowledge
(MTTA), Graylog Open significantly outperformed Splunk Enterprise, potentially due to
differences in alert delivery methods and search time processes, with Syslog-ng having the
highest MTTA due to having a fixed value of 1800 seconds (30 minutes).

Discussion The findings highlight the trade-offs between detection speed, index time
processing, as well as operational reliability across SIEM tiers. The basic SIEM system,
Syslog-ng, was the fastest but showed the limitations of relying on manual log review. The
advanced SIEM system, Splunk Enterprise, offers rich search and correlation capabilities and
consistency, but was slowest potentially due to more index time processes. The intermediate
system Graylog Open was faster than Splunk Enterprise but exhibited reliability issues in its
alerting functionality and lacked advanced data analysis and manipulation features.

Keywords: SIEM (Security Information and Event Management), Splunk Enterprise, MTTD
(Mean Time to Detect), MTTA (Mean Time to Acknowledge), Mean Time to Resolution (MTTR)



Synopsis

Background

The background presents the current cybersecurity landscape, highlighting the need for
organizations to enhance their incident management capabilities, SIEM systems, their role
in threat detection, log management, incident response. Additionally, Mean Time to
Resolution (MTTR) is introduced as a key metric for measuring incident response efficiency.

Problem

The problem section addresses the lack of systematic cybersecurity work in publicly
administered organizations and how SIEM systems enhance threat visibility and mitigation.
The challenges in SIEM selection, the knowledge gap regarding how different SIEM tiers
impact MTTR, and the lack of empirical studies comparing SIEM effectiveness is presented.
With the goal to provide insights to support organizations in choosing a suitable SIEM
system based on security and operational requirements.

Research Question
How does Splunk Enterprise compare to Syslog-ng and Graylog Open in reducing Mean
Time to Resolution (MTTR) in practical incident management scenarios?

Method

This study compares the Mean Time to Detect (MTTD) and Mean Time to Acknowledge
(MTTA) of three tiers of SIEM systems: Cisco’s Splunk Enterprise Security (advanced),
Graylog’s Graylog Open (intermediate), and One Identity’s Syslog-ng (basic). A quantitative
experimental approach is used, conducting controlled security incident simulations in a
laboratory environment to analyze MTTR differences.

Primary data: Log timestamps, email alerts and incident metrics recorded during the
simulated incidents.

Secondary data: SIEM documentation, industry reports, and academic literature.

Analysis: Descriptive statistical methods to compare SIEM performance based on MTTR.

Results

Syslog-ng achieved the lowest MTTD but the highest MTTA due to a fixed value of 1800
seconds (30 minutes). Between Splunk Enterprise and Graylog Open, Graylog Open
demonstrated the shortest MTTA and the second lowest MTTD. Splunk Enterprise had the
highest MTTD and second highest MTTA but provided greater consistency with a lower
MTTD standard deviation than Graylog Open.

Discussion

The findings suggest that SIEM system tier directly affects MTTR components, with
advanced systems offering richer analysis at the cost of speed due to more index time
processes. Intermediate systems such as Graylog Open may provide faster detection and
acknowledgment but lack certain enterprise-grade features and had some alerting reliability
issues. Syslog-ng had the fastest MTTD but highlighted the inefficiencies of relying on
manual log review.
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Distributed Denial of Service

JSON JavaScript Object Notation
MTTD Mean Time to Detection
MTTA Mean Time to Acknowledge
MTTI Mean Time to Investigate
MTTR Mean Time to Resolution

MITRE ATT@CK

MITRE Adversarial Tactics, Techniques, and
Common Knowledge

PUA Potentially Unwanted Application

SIEM Security Information and Event Management
SOC Security Operations Center

SPL Search Processing Language (Splunk)

VM Virtual Machine

Vi




List of Figures

Figure 4.1: NXLog Configuration File (NXI0g.CONF)........ccovviiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee 13

Figure 4.2: Splunk Universal Forwarder Input Configuration for Windows Event Log

Forwarding (INPULS.CONT) ....eeiiiiiiiiiiiiiiiieeeeeeeeeeee et 14
Figure 4.3: Syslog-ng TCP Configuration (syslog-ng.Conf)............cccueevieiiiiiiiiiiiiiiiiiiiieiienne. 15
Figure 4.4: Syslog-ng Destination Configuration (syslog-ng.conf) ...........cccccviiiiiiiiieniinnnnn, 15
Figure 4.5: Syslog-ng Log Path Configuration, linking “s_net” and “d_logs” ........................ 15
Figure 4.6: Graylog Email Configuration for Alert Forwarding (server.conf).........ccccccccveee... 16
Figure 4.7: Graylog Input Configuration “GELF_TCP” ..........ccoiiiiiiiiiiiiiiiiiiiiieiiieeieeeeeeeeeeee 17
Figure 4.8: Configuration of Windows 10 Brute Force Alert in Splunk Enterprise ................ 22

Figure 4.9: Configuration of Notifications for Windows 10 Brute Force Alert in Splunk

] =Y o] == SRR 23
Figure 4.10: Configuration of Windows 10 Brute Force Alert in Graylog Open (1) ............... 24
Figure 4.11: Configuration of Windows 10 Brute Force Alert in Graylog Open (2)................ 24

Figure 4.12: Configuration of Notifications for Windows 10 Brute Force Alert in Graylog Open

Figure 4.14: Example of PowerShell Script Execution Logging of an Invoke-Atomic Test ... 27
Figure 4.15: Email Alert Generated by Splunk Enterprise ............ccccoevvviiiiiiiiiiiiiiieeeeees 29
Figure 4.16: Email Alert Generated by Graylog Open. ..........ccovvvviiiiiiiiiiiiiiiiiiiiiiieeeieeeeeeeee 30

Figure 5.1: Mean, Median, and Standard Deviation of Mean Time to Detect (MTTD) per SIEM
System for each Simulated Incident...............oooiiiiii s 32

Figure 5.2: Mean, Median, and Standard Deviation of Mean Time to Detect (MTTD) Across
Splunk Enterprise and Graylog Open for each Simulated Incident..................ccoooooei. 33

Figure 5.3: Average Mean Time to Detect (MTTD) per SIEM System (All Incidents)........... 34

Vii



Figure 5.4: Mean, Median, and Standard Deviation of Mean Time to Acknowledge (MTTA)
Across Splunk Enterprise and Graylog Open for each Simulated Incident .......................... 36

Figure 5.5: Average Mean Time to Acknowledge (MTTA) for Splunk Enterprise and Graylog

OPEN (Al INCIAENTS) ... e e e e e et e e e e e e e e rar s 37
Figure 6.1: Example of Log Entries Received by Syslog-ng (remote.log) .........cccceeeeeiiinnn. 41
Figure 6.2: Email Generated by the Bash Script Containing the Log Entry Matching the
Specified Search STFNG..........uu i e 41
Figure 6.3: Timestamps and Corresponding Log Entries that Triggered Alerts Recorded by the
Bash Script (AlerS.10Q) .....coooiiiiiee e 41
Figure 6.4: Example of Email Error Graylog OpPen ..........cceiiiiiiiiiiiiiiiiee e 44

viii



List of Tables

Table 4.1: Alerts Implemented in Splunk Enterprise and Graylog Open............ccccccceeeeenn.. 20

Table 5.1: Mean, Median, and Standard Deviation of Mean Time to Detect (MTTD) per SIEM
System for each Simulated Incident..............ooo o 31

Table 5.2: Mean, Median, and Standard Deviation of Mean Time to Acknowledge (MTTA) per
SIEM System for each Simulated Incident ... 35



Contents

Abstract iii
Synopsis iv
Acknowledgments v
Abbreviations Vi
List of Figures vii
List of Tables ix
Contents X
1 Introduction
1 PTODIEIM . L. 2
1.2 ReSEarch QUESTION........coiiiiiiiie et 2
2 Extended Background 3
2.1 Events and INCIAENTS .........oooiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeee et 3
2.2 InCident ManagemENt.........cuiiiiiiiiiiiiiiiiie ettt 3
2.3 Centralized LOGQiNg . ..coooeeiiieeiiicee e 4
2.4 Incident Metrics Mean Time t0 X (MTTX) ..ccouviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 4
Ak I oo o] 0 £ = 1 £ 5
2.6 SYSIOGNG .ttt a e aaeaaaees 5
A A1 = 1Y, (oTe I @] oT=T o B PP PP 6
2.8 SPIUNK ENTEIPIISE ..cviiiie it e et e e e e e e a b a e e e 6
2.9 Previous REeSEAICN .........ooviiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 6
3 Method 9
3.1 ReSearch Strat@gy........coouuiiiiiiiiiiiiiiiiiie e 9
3.2 Data Collection Method ............coo i 9
3.3 Data Analysis Method .............oooiiiiiiiiiiiiieee e 10
3.4 Ethical ConSIiderations...........couui i 11
4 Method Application 12
4.1 Virtual Machine Configuration ...................ueuuiiiiiiiiiiiiiiiii e 12
4.2 Compromised Windows 10 Endpoint Configuration...............cccccccuemieimiemmiiiiiiiiiinnnnns 12
VARG ISV [oTe B oo T @7 o] 0110 T8 =1 (o] o 15
4.4 Graylog Open CONfIGUIrAtION..........coiiiiiiiiiie e 16
4.5 Splunk Enterprise Configuration ..................uuueueeeiuiieiiiiiiiiiiiiiiiiiieieeieeeeeeeeeeeeeeeeeeenees 17
4.6 Selection of INCIAeNt MEtriCS.......coooiiiiiiiie e 17
4.7 Simulated Security INCIAENTS ..........oooiiiiiii e 18
4.8 Alerting in Splunk Enterprise and Graylog Open ............ceoiiiiiiiiiiiiieee e 19



4.9 Testing Protocol and Data ColleCtion ..o, 26

Results 31
Discussion 38
6.1 Analysis of Mean Time to DeteCt (MTTD) ......cooviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee 38
6.2 Practical Implications of Low and High Mean Time to Detect (MTTD) ..........ccc....... 39
6.3 Analysis of Mean Time to Acknowledge (MTTA) ..o, 40
6.4 Alert Quality and Its impact on Mean Time to Resolution (MTTR) ......ccovvvviiiiiiiinnnnnee. 42
6.5 Limitations and Critiques of Mean Time to X (MTTx) Metrics........ccccoeeeviiiiiiiiieeneenn. 43
6.6 Additional Reflections and Observations ..............ooouviiiiiiiiiiiiiece e 43
6.7 Result-related Ethical Considerations.............ccuevvviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e 44
S T 0] o o1 1= o o IS 45
6.9 FUIUIE RESEAICH ......ei e 46
Bibliography 47
Appendices 53
Appendix A - Incident Reporting Template ..., 53
Appendix B - Template for Recording Results from Invoke-Atomic Tests...........ccceeeeee.. 54
Appendix C - Brute Force Credentials of Single Active Directory Domain Users via SMB:
T1110.001-1 TESE RESUILS ....ceeiiiiii e e e e e e e e eeaenes 55
Appendix D - Paste and Run Technique: T1566.002-1 Test Results............ccccceevevennnnn.n. 56
Appendix E - Potentially Unwanted Applications (PUA): T1204.002-8 Test Results ........ 57
Appendix F - Indicator Removal on Host: Clear Windows Event Logs: T1070.001-1 Test
RESUILS ...t e e e e e e e e e ettt e e e e e e e e e et e e e e e e e eaaraa s 58

Xi



1 Introduction

Proactive and efficient security measures are essential in today’s digital landscape, where
ensuring 24/7 availability is critical and service disruptions can be both damaging and costly
for businesses of all sizes. When a service disruption occurs, the main tasks are minimizing
downtime, maintaining service availability, and addressing the issues promptly to ensure
business continuity. Therefore, incident management is a critical aspect of modern IT
operations (Chen et al., 2020). As organizations increasingly adopt enterprise-grade IT
infrastructures, Security information and event management (SIEM) systems, which collect,
analyze, and store log data from various sources, combined with effective incident
management procedures for dealing with, and learning from information security incidents, are
essential in reducing the impact of security breaches while improving an organization’s
security posture (Chen et al., 2020; International Organization for Standardization, 2014; Karie
& Sikos, 2022).

Despite significant advancements in information security technologies, incidents
remain unavoidable due to the continuous evolution of threats, meaning, no system is entirely
immune to security breaches, and organizations with poorly structured incident management
procedures face an elevated risk of a security breach, which can lead to severe reputational
damage and a loss of market competitiveness (Karie & Sikos, 2022; Faikha, 2020).

According to Cybersakerhetkollen 2024, a report conducted by the Swedish Civil
Contingencies Agency (Myndigheten for samhallsskydd och beredskap, MSB), which report
on the current state and progress of systematic cybersecurity work in Swedish publicly
administered organizations, showed alarming results that almost six out of ten organizations
lack the most basic elements of systematic cybersecurity work. Only 8 out of 120 organizations
included in the report, achieved MSB’s “level 3”, which is defined as an indication of whether
an organization would meet MSB’s regulatory cyber security requirements. Based on these
results, MSB determined that the improvement of the cybersecurity work is going too slowly
and proceeded to present strict recommendations to gain momentum forward in improving the
cyber security work. Among these, MSB emphasized the importance of proactive funding,
noting that investing in cybersecurity initiatives is more cost-effective than managing the
consequences of security incidents. Additionally, the report highlighted the need for efficient
security efforts through increased collaboration with the private sector to develop and procure
tools, technologies, and services to strengthen critical societal cybersecurity operations
(Myndigheten fér samhallsskydd och beredskap, 2024a).

Given MSB’s recommendations, organizations are encouraged to strengthen their
security posture, which could be achieved by implementing a SIEM system (Cross, 2024;
Faikha, 2020). However, according to Nabil et al. (2017) the process of selecting and
implementing a SIEM system is described as both complex and challenging, requiring a
thorough evaluation of functional and technical capabilities, operational needs, and
compliance requirements. Due to this complexity, organizations often struggle to determine
which SIEM system best aligns with their security needs.

SIEM systems can be categorized into different tiers based on general factors such as
capability, complexity, integration options, and cost. These tiers range from basic log collectors
to fully integrated systems with advanced analytics and rich search and correlation features.
As capabilities vary, so does each system’s potential to effectively support an organization's
security operations.



When selecting a SIEM system, the goal should be to improve the organization’s
incident management capabilities. This can be achieved by evaluating SIEM tools and incident
management procedures with the help of incident metrics (MTTx). One such incident metric
is Mean Time to Resolution (MTTR), which measures the average time required to detect,
diagnose, and fully resolve a security incident (Raza, 2024a). MTTR serves as an indicator of
an organization’s incident response efficiency, reflecting its ability to restore services and
mitigate the impact of failures or security breaches (Raza, 2024a). A low MTTR indicates
reduced downtime, which minimizes financial losses and enhances user experience, while a
high MTTR leads to customer dissatisfaction and for service providers, potential contractual
penalties due to too much downtime (Raza, 2024a; Rumburg, 2018). From a cybersecurity
perspective, MTTR is a critical measure of how effectively a Security Operations Center (SOC)
can detect, contain, and resolve security incidents. A shorter MTTR minimizes the potential
damage from cyberattacks, while prolonged response times allow attackers to persist within a
compromised system, increasing the risk of data breaches and operational disruptions (Raza,
2024a).

1.1 Problem

Despite Mean Time to Resolution (MTTR) being a commonly used metric for measuring
incident management efficiency, limited empirical data exists on how different SIEM tiers
influence MTTR in practice (Raza, 2024a; Rumburg, 2018). According to Tendel et al. (2014),
there is a need for objective, systematic comparisons of how different tools, such as SIEM
systems perform in practical incident scenarios and their impact on MTTR, this thesis aims to
address this need by comparing three tiers of SIEM systems:

e Advanced - Cisco’s Splunk Enterprise
¢ Intermediate - Graylog’s Graylog Open
e Basic - One Identity’s Syslog-ng

Through a hands-on experiment, the goal is to evaluate their effectiveness in incident
management and effectiveness in reducing MTTR, highlighting both their strengths and
limitations. The findings aim to provide organizations with practical insights to help
organizations select the most suitable SIEM system based on their security and operational
requirements.

1.2 Research Question

How does Splunk Enterprise compare to Syslog-ng and Graylog Open in reducing Mean Time
to Resolution (MTTR) in practical incident management scenarios?



2 Extended Background

2.1 Events and Incidents

In modern enterprise-grade IT architectures, daily operations generate a continuous flow of
system, network and service-related data commonly referred to as events. Events indicating
a security breach are classified as information security events or security events (International
Organization for Standardization, 2014: Karie & Sikos, 2022). If a security event poses a
significant risk to an organization’s confidentiality, integrity, and availability (CIA), the event is
classified as an information security incident or security incident (International Organization
for Standardization, 2014; Karie & Sikos, 2022). The severity of such incidents varies
depending on their potential impact, typically following classifications such as Low, Medium,
High, and Critical (Chen et al., 2020). For example, a temporary increase in latency might be
classified as low, while a datacenter power outage would be classified as critical (Chen et al.,
2020).

Security incidents can also be categorized by the tactics and techniques used by
adversaries. MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) is
a well-known framework that categorizes adversary tactics, techniques, and procedures
based on real-world cyber threat observations. This framework consists of 14 attack phases,
each representing a stage in an adversary’s attack lifecycle, which helps organizations
understand and enhance their threat detection, response, and mitigation strategies. In this
study, the simulated security incidents are based on the MITRE ATT&CK framework, ensuring
that selected incidents reflect real-world threats organizations commonly face (Karie & Sikos,
2022; MITRE, 2024). For a more detailed description of cyber incidents and the MITRE
ATT&CK framework, see Bhuyan et al. (2020), Karie and Sikos (2022), and MITRE (2024).

2.2 Incident Management

The incident management process typically consists of three key steps: Incident Reporting,
Incident Triage, and Incident Mitigation, including pre-incident activities such as planning and
preparing and post-incident activities consisting of learning from incidents (Chen et al., 2020;
Tgndel et al., 2014).

1. Incident Reporting — The process of detecting and documenting anomalies, service
disruptions or security events. This can be performed either manually or automatically,
depending on the capabilities of the security infrastructure. Incidents are often reported
in the form of tickets such as the example provided in Appendix A (Australian Signals
Directorate, 2024).

2. Incident Triage - The process of classifying an incident and assigning it to the
appropriate personnel for further analysis and investigation.

3. Incident Mitigation - The response and recovery phase, where corrective actions are
implemented to resolve the issue and restore normal service (Chen et al., 2020).



2.3 Centralized Logging

Why are logs important? Logs provide an audit trail of system activities, events, and changes
to the system, and are often necessary for regulatory requirements (International Organization
for Standardization, 2012; Sharif, 2022). Centralized logging refers to the practice of collecting
log data from various systems, services and devices into a single, centralized repository
providing a comprehensive and holistic overview. By collecting logs into a centralized system,
the Security Operations Center (SOC), responsible for monitoring and improving an
organization’s cyber security posture, can monitor network activities and conduct problem
identification across different systems and services. This enables easier incident detection
and mitigation since the SOC no longer has to manage multiple log data sources which reduce
downtime (Scapicchio et al., 2024; Siddiqui, 2023; Vainio, 2018). The challenges associated
with centralized logging are managing the vast amount of data coming in from diverse sources,
while only collecting and ingesting the necessary data without unnecessary logs taking up
space and resources. SIEM systems have log filtering options to mitigate this problem
(Siddiqui, 2023). For a more detailed description of centralized logging, see Vainio (2018).

2.4 Incident Metrics Mean Time to X (MTTx)

Security incidents occur regularly, making effective tracking and measurement essential for
improving incident triage and mitigation (Karie & Sikos, 2022). To assess the efficiency of
incident management processes and tools, organizations rely on incident metrics (Raza,
2024). These metrics are commonly derived from the Mean Time to X (MTTx) family,
sometimes referred to as “MTTR and friends” (Davidovi¢, 2021).

Mean Time to Resolution (MTTR) can divided into multiple incident metrics such as:

Mean Time to Detection (MTTD) - The time it takes to detect a security incident (1):

— — . 1
MTTD = TIncident detection TInczdent start A

Mean Time to Acknowledge (MTTA) - The time it takes to acknowledge an incident after the
system issued an alert (2):

. 2
MTTA = TAlert acknowledged ~— TAlert creation @

Mean Time to Investigation (MTTI) - The investigation time between MTTD and MTTR (3):

MTTI =MTTR — MTTD (3)

Mean Time to Resolution (MTTR) - Often used interchangeably with Mean Time to recovery,
tracks the total time it takes to detect, acknowledge, investigate and resolve a security incident,
and can be calculated by either (4) for a number of incidents or (5) for a single incident:

MTTR — Tpowntime (4)

Number of incidents




MTTR = MTTD + MTTA + MTT/ (5)

(Karie & Sikos, 2022; Kidd, 2025).

In this thesis, the metrics MTTD, MTTA, and MTTR are used to evaluate the
performance of Splunk Enterprise, Graylog Open, and Syslog-ng in detecting and generating
alerts during simulated security incidents.

2.5 Log Formats

Windows Event Log is the native logging format for Windows operating systems, responsible
for recording system, security and application events. Each log entry contains metadata
including Event ID, timestamp, source, and severity level, stored in the “.evtx” file format.
These logs can be accessed via the Windows Event Viewer or forwarded to external log
management systems for further analysis (SolarWinds, n.d.). In this study, Windows Event
Logs serve as the primary data source, and these logs are regarded as one of the most
effective data sources for detecting and mitigating security incidents and provide critical
forensic evidence for investigating cybercrime in Windows environments (Dwyer & Truta,
2013; Ibrahim et al., 2012). For a more detailed description of Windows Event Logs, see Dwyer
and Truta (2013) and SolarWinds (n.d.).

The Syslog Protocol is a standardized protocol used for log message transmission
across networked devices and systems. It is widely used in log management and SIEM
systems due to its flexibility, scalability, and broad support across platforms (Gerhards, 2009;
Vainio, 2018). The Syslog Protocol allows devices such as servers, routers, and firewalls to
send event messages to a centralized log server. The protocol supports different severity
levels and message structures, making it a widely adopted solution for system monitoring and
security auditing. In this study, the Syslog protocol is used as the primary log format received
by Syslog-ng. For a more detailed explanation of the Syslog Protocol and the original Syslog
daemon, see Gerhards (2009) and Vainio (2018).

The Graylog Extended Log Format (GELF) was developed for application-level logging
and to address the limitations of the Syslog Protocol by supporting larger payloads, structured
data, and built-in compression. Unlike traditional Syslog, which is constrained by fixed
message lengths and lacks structured data handling, GELF enables the transmission of
JSON-formatted messages, incorporating key metadata such as host information,
timestamps, log levels, and optional backtraces for debugging (Graylog, 2025¢). In this study,
GELF is used as the primary log format for Graylog Open.

Since SIEM systems vary in their support for Windows Event Logs, log forwarders are
used to convert them into the appropriate format for each system. Splunk ingests Windows
Event Logs directly via its Universal Forwarder (Splunk, 2025c), whereas Syslog-ng requires
them to be converted into syslog format, and Graylog Open commonly processes logs in GELF
format, with a log collecting agent such as NXLog used in this thesis to handle the converting
and forwarding of logs to both Syslog-ng and Graylog Open (NXLog, 2022).

2.6 Syslog-ng

Syslog-ng is a free, open-source log management tool that enhances the functionality of the
original syslog daemon by improving log collection, filtering, encryption, and routing. It
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supports multiple log formats, including Syslog, JSON, and Journald, and offers advanced log
processing capabilities such as regular expressions, Boolean filtering, and message rewriting.
Logs collected by Syslog-ng can be stored in SQL and NoSQL databases (e.g., MongoDB) or
forwarded to centralized SIEM platforms for further analysis. Syslog-ng is accessed and
configured via the command line on a Linux based system. To read more about Syslog-ng,
see One Ildentity (2024) and Vainio (2018).

2.7 Graylog Open

Graylog Open is an open-source log management and analysis platform that provides
centralized logging, real-time searching, data visualization and alerting features. It uses a
configuration consisting of Graylog Data Node for log storage, MongoDB for metadata and
configuration management, and a Graylog server for log processing and management. A note
about Graylog Open’s configuration, sometimes Elasticsearch is used instead of Graylog Data
Node for log storage as in Talikka (2019) and Sustic et al. (2022).

Graylog Open is capable of ingesting logs in multiple formats such as Syslog, GELF
(Graylog Extended Log Format), JSON, and more. Logs are collected through configured
inputs, processed via pipelines, and indexed with the help of streams. The Graylog web
interface, typically accessible at “http://<hostname>:9000", allows users to analyze and
visualize logs, configure, and set up alerts, while supporting dashboard configuration for
ongoing monitoring. To write search queries, Graylog uses a syntax described similarly to the
Lucene syntax (Graylog 2025b). To read more about Graylog Open, see Graylog (2025b),
Talikka (2019) and Sustic et al. (2022).

2.8 Splunk Enterprise

Splunk Enterprise is a commercial SIEM platform that provides centralized logging, storage,
advanced data analysis and alerting features. Splunk Enterprise is a fully integrated system
that manages log collection, storage, indexing, and analysis without external dependencies.
Logs can be ingested using Splunk Universal Forwarders, which collect and transmit data to
a centralized Splunk instance. Alternatively, a full Splunk instance can be configured as a log
forwarder. Logs are stored in Splunk Enterprise’s proprietary database, which allows indexing
and real-time search capabilities.

Splunk supports various log formats, including Syslog, JSON, XML, and CSV, with
additional functionality available through custom parsers, plugins, and add-ons. Users interact
with Splunk via a web-based interface, typically accessible at “http://<hostname>:8000", which
provides the user access to dashboards, visualizations, custom reports and an advanced
search function utilizing Splunk Processing Language (SPL), a powerful, proprietary query
language designed for log and event data analysis (Splunk, 2017). To read more about Splunk
Enterprise, see Splunk (2025e) and Vainio (2018).

2.9 Previous Research

Tendel et al. (2014) examines how large organizations manage security incident response in
practice, comparing their approaches to the ISO/IEC 27035 standard. The study highlights the
need for improved tool development and systematic evaluations of existing tools, particularly
regarding usability and accuracy in incident detection and response. Furthermore, the study



emphasizes the necessity of additional guidance such as an overview of commonly used
incident detection and response tools, their respective strengths, and limitations, and how they
compare. Furthermore, Tgndel et al. (2014) suggests that metrics are underutilized in incident
management, despite reported benefits from measurement.

At a broad level, various technology sites provide high-level comparative analyses of
SIEM systems like Splunk and Graylog. These comparisons typically focus on aspects such
as features, deployment options, scalability, incident management, pricing, and user
experience (GeeksforGeeks, 2023; Graylog, 2025a; McDaniel, 2024).

More structured evaluations, such as Gartner’s annual Magic Quadrant for Security
Information and Event Management (Davies et al., 2024; Gartner Peer Insights, n.d.), provide
a detailed assessment of SIEM systems based on factors like core capabilities, vendor
strategy, and market presence. These evaluations are primarily based on Gartner’s
independent research, vendor briefings, and structured customer references. However, as
high-level commercial assessments, they may not always offer the granular, empirical analysis
needed for organizations to make fully informed, context-specific decisions.

To address this limitation, academic research has proposed structured evaluation
frameworks for SIEM selection. Nabil et al. (2017) present a framework that categorizes
functional and technical criteria for SIEM evaluation. Functional criteria assess whether a
SIEM provides essential security features, whereas technical criteria focus on aspects such
as scalability, log ingestion rate, and integration capabilities.

Similarly, Hase (2024 ) conducted a systematic literature review on SIEM selection and
proposed a structured methodology for evaluating SIEM systems. This framework defines
prerequisites for evaluation, essential SIEM capabilities, and a scoring method for comparing
systems. While such frameworks aid organizations in selection processes, they do not
explicitly examine the practical differences in detection and alerting capabilities across SIEM
implementation levels. This thesis aims to address these gaps by systematically comparing
different tiers of SIEM systems in practical incident scenarios with the help of incident metrics
from the Mean Time to X (MTTx) family.

Expanding on empirical SIEM evaluations, Sustic et al. (2022) compares Graylog with
the ELK Stack consisting of Elasticsearch, Logstash and Kibana, focusing on their
performance, scalability, and alerting functionalities. The findings indicate that ELK Stack
offers superior stability, response time, and reliability, while Graylog is easier to maintain and
better suited for centralized log management with enhanced security and alerting capabilities.
This study provides a useful benchmark for Graylog, which can be used when comparing
Graylog with Splunk.

Some direct empirical comparisons exist between Graylog and the free version of
Splunk. Vazéo et al. (2019; 2021) analyzes the implementation of open-source SIEM systems
in compliance with GDPR, comparing log correlation and alerting mechanisms in Splunk Free,
ELK Stack, Graylog, and OSSIM. As the study is limited to the free version of Splunk, its
findings are not directly applicable to this thesis, which utilizes Splunk Enterprise. However,
even if the Splunk version differs, the insights on Graylog’s alerting and correlation capabilities
can still be relevant when comparing it to Splunk Enterprise in this thesis.

Hanikat (2018) investigates centralized log management systems, including Splunk,
Graylog, and ELK Stack, comparing them based on Stack Overflow discussions,
implementation cost, scalability, and whether they are open-source or proprietary. The study
identifies ELK Stack as the most suitable solution for EPM Data AB due to cost constraints
requiring an open-source approach.



Some empirical evaluations of Splunk Enterprise exist with Hristov et al. (2021)
exploring the use of Splunk Enterprise for detecting Distributed Denial-of-Service (DDoS)
attacks on loT devices. Their study focuses on real-time network activity monitoring, using
Splunk Enterprise to correlate security events and generate alerts for malicious activity. The
research highlights the detection of the Mirai botnet, a well-known loT malware used in large-
scale DDoS attacks. The findings demonstrate Splunk Enterprise’s capabilities in incident
detection and response through real-time monitoring and alerting.



3 Method

3.1 Research Strategy

In this study, case studies, simulations, and experiments are discussed as potential empirical
research strategies. For a more detailed description of research strategies, see, Johannesson
and Perjons (2021) and Denscombe (2021).

Initially, an approach utilizing a case study, described in Johannesson and Perjons
(2021), seemed appropriate in addressing the research question, as it would allow for an
analysis of how Organizations use Splunk Enterprise in practice, and evaluating its
effectiveness in reducing Mean Time to Resolution (MTTR) compared to previous SIEM
systems. However, upon further evaluation, this approach proved impractical for several
reasons. A case study lacks control over variables, making it difficult to analyze security
incidents where factors such as incident type and system configuration were similar across
Splunk Enterprise, Graylog Open and Syslog-ng. This would hinder a direct, systematic
comparison of their incident response performance. Also, case studies tend to rely on
qualitative data, which is not ideal for evaluating incident metrics like MTTR. Lastly, obtaining
real-world data from organizations and SOC teams proved difficult due to confidentiality and
compliance restrictions, limiting access to meaningful insights (Denscombe, 2021). Therefore,
case studies were deemed unsuitable for this research.

Given that this study aims to evaluate how different SIEM systems, Splunk Enterprise,
Graylog Open and Syslog-ng impact MTTR in practical incident management scenarios, an
experiment as described in Johannesson and Perjons (2021), was deemed the most
appropriate research strategy. According to Johannesson and Perjons (2021) and
Denscombe (2021), a laboratory experiment allows for the collection of empirical, quantifiable
data on how Splunk compares to Syslog-ng and Graylog Open in practical incident
management scenarios and would enable a controlled, measurable and repeatable
assessment of each SIEM system’s performance in handling security incidents, within a
structured testing environment. Unlike case studies, a laboratory experiment ensures strict
control over variables, allowing standardization of key factors such as security incident type
and system setup, which makes the results consistent and replicable (Denscombe, 2021).

While empirical research strategies investigate naturally occurring phenomena, a
simulation is particularly useful in scenarios where real-world experimentation is hazardous,
expensive, or impractical (Johannesson & Perjons, 2021). In this study, security incidents are
simulated within a lab environment to ensure that the security incidents are recreated in a
safe, structured, and measurable way that allows controlled testing and analysis without
operational and confidentiality risks.

3.2 Data Collection Method

In this study, inferviews, observations, and document analysis are discussed as potential data
collection methods. For a more detailed description of data collection methods, see,
Johannesson and Perjons (2021) and Denscombe (2021).

In the context of this study, interviews described in Johannesson & Perjons (2021),
could provide in-depth insights into Splunk Enterprise’s impact on SOC workflow, by asking
questions about how it is used in incident management, and how Splunk Enterprise has
influenced their Mean Time to Resolution (MTTR). These answers could contribute to
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discussing Splunk Enterprise’s effectiveness in reducing MTTR. However, the drawbacks of
interviews are that they are quite time consuming and would not provide quantitative data on
Splunk Enterprise’s effectiveness in reducing MTTR in practical incident management
scenarios (Johannesson & Perjons, 2021). Given these limitations, interviews were not
selected as a primary data collection method for this study.

According to Johannesson and Perjons (2021), systematic observation is when
researchers observe the same phenomenon, using a structured checklist called observation
schedule to systematically record events and interactions. Systematic observation was
selected because it allows for structured, repeatable monitoring of measurable events, such
as the time taken to detect and alert to incidents. This approach enhances consistency by
ensuring standardized data collection.

In this study, systematic observation is employed to observe a laboratory experiment
where the incident management performance of Splunk Enterprise, Graylog Open, and
Syslog-ng is evaluated under controlled conditions.

Document analysis is a systematic method for reviewing and interpreting documents
as a source of empirical data and offers a broader understanding of each SIEM system’s
intended use cases and real-world applicability, which helps validate and enrich the empirical
results gathered from systematic observation (Johannesson & Perjons, 2021).

In this study, document analysis is used to evaluate SIEM documentation such as
Splunk Enterprise, Graylog Open, and Syslog-ng technical manuals, academic literature, and
industry reports, alongside observations from a lab experiment, with the goal of conducting a
comprehensive assessment of how each SIEM solution performs in incident management
scenarios.

3.3 Data Analysis Method

This study collects and processes quantitative data, in the form of logs and timestamps with
the goal of calculating the Mean Time to Resolution (MTTR) for different practical incident
scenarios. There are various kinds of quantitative data as described in Johannesson and
Perjons (2021) and Denscombe (2021). This study will focus on ratio data which has a zero
in its scale, meaning an MTTR of zero represents an incident being resolved instantly.

In this study, descriptive statistics, as described in Johannesson and Perjons (2021),
will be used to analyze and compare the MTTR of SIEM systems. Key statistical measures
relevant to the study include:

e Mean - Provides the overall average time for each incident, for each SIEM system.

e Median - Ildentifies the central value, reducing the impact of extreme outliers in
resolution times.

e Standard Deviation - Measures the consistency of SIEM performance by showing how
much times vary.

The results will be displayed in tables and bar charts, which allow for easy comparison

of SIEM performance. By using descriptive statistics, this study ensures that findings are
systematically structured and easy to interpret (Johannesson & Perjons, 2021).
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3.4 Ethical Considerations

This thesis is conducted in collaboration with Conscia AB, a company specializing in mission-
critical IT infrastructure and cybersecurity, primarily based on Cisco solutions (Conscia, 2025).
The study focuses on Cisco’s recently acquired SIEM system, Splunk, with the objective of
investigating and providing Conscia AB with a foundation that supports Splunk’s usability.
While Conscia AB provided guidance, mentorship, and access to their lab environment, the
study was conducted independently, with no obligations to present any SIEM solution in a
favorable manner. Additionally, full permission was granted to report results objectively,
regardless of the outcome of the SIEM performance comparisons.

The feasibility of this experiment was made possible through access to Conscia AB’s
lab environment, which provided a controlled and secure setting for testing SIEM tools without
interfering, or endangering production systems, ensuring that each SIEM was assessed under
identical conditions. Conscia AB allowed the testing of simulated security incidents in their
environment. In ensuring the integrity and objectivity of this study, the ethical considerations
are aligned with the fundamental principles of research integrity according to ALLEA (2023).

This study upholds reliability by ensuring the quality and rigor of research design,
methodology, analysis, and resource utilization. The laboratory experiment follows a
structured and repeatable methodology, ensuring that each SIEM system, Splunk Enterprise,
Graylog Open, and Syslog-ng is evaluated under identical conditions. The research process
is clearly documented, allowing for potential replication and validation by future researchers.

Honesty is maintained throughout the entire research process, from data collection to
analysis and reporting. The results are presented objectively and transparently, without
favoring any SIEM system. Although this thesis is conducted in collaboration with Conscia AB,
the research is conducted independently, with no external influence on study design, data
interpretation, or conclusions. Findings are reported fully and fairly, regardless of the
performance differences observed among the SIEM tools.

Respect is upheld by ensuring ethical and responsible handling of research subjects
and materials. Since this study does not involve human participants or real-world production
environments, data privacy and confidentiality concerns are minimized. Additionally, all third-
party sources, including SIEM documentation, research papers, and cybersecurity
frameworks (e.g., MITRE ATT&CK), are properly cited and acknowledged, ensuring respect
for intellectual contributions.

The author takes full accountability for the entire research process, from the initial
study design to the final presentation of results. All experimental procedures, data collection
methods, and analytical approaches are transparently documented. The study’s societal
impact is also considered by comparing SIEM systems in a structured manner, this research
contributes to enhancing cybersecurity decision-making in organizations. Furthermore,
findings are shared responsibly, ensuring that conclusions are accurate, reproducible, and
beneficial to the cybersecurity community.
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4 Method Application

4.1 Virtual Machine Configuration

For this experiment, the following virtual machine (VM) setup was implemented: Splunk
Enterprise, Syslog-ng and Graylog Open were deployed on separate virtual machines. Splunk
Enterprise was integrated within Conscia AB’s lab environment, while Syslog-ng and Graylog
Open were deployed and configured in Conscia AB’s VM infrastructure. The systems were
configured to receive logs from an additional Windows 10 VM, which functioned as the
compromised endpoint, and the source of the simulated security incidents. All virtual
machines, including the Windows 10 VM, were allocated identical resources, 12 vCPU cores,
24 GB RAM, 50 GB storage, except for Splunk Enterprise, which had increased storage
capacity due to its centralized deployment.

4.2 Compromised Windows 10 Endpoint Configuration

To simulate security incidents, a virtual machine (VM) running Windows 10 (version 22H2 OS
Build 19045.5608) to function as a compromised endpoint. The PowerShell-based framework
Invoke-AtomicRedTeam was used to execute Atomic Red Team tests, which are simulated
security incidents mapped to the MITRE ATT@CK Framework introduced in Section 2.1
(MITRE, 2024). The installation followed the guidelines provided by Atomic Red Team (2025).

Log forwarding from the Windows 10 VM was managed though the implementation of
a log collection agent NXLog, which was configured to forward Windows event logs in GELF
format to Graylog Open and in Syslog format to Syslog-ng (Figure 4.1) (NXLog, 2022).

For integration with Splunk Enterprise, a Splunk Universal Forwarder (version 9.4.1),
was installed in conjunction with the Splunk Add-on for Microsoft Windows, to enable
forwarding of Windows event logs to the Splunk Enterprise server. This was configured by
editing the “inputs.conf” file as seen in Figure 4.2 (Splunk, 2025c; Splunk 2025d). Both NXLog
and Splunk Universal Forwarder operated using TCP for reliable log transmission.
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<Extension gelf>»
Module xm gelf

</Extension>
<Input in>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QuerylList>h
<Query Id="8">%
<Select Path="Application">»*</Select>)
<Select Path="System">»*</Select>)
<Select Path="Security"»*</Select>"
<Select Path="Microsoft-Windows-PowerShell/Operational”»*</Selects)
<Select Path="Microsoft-Windows-Windows Defender/Operational"»*</Select>)
<fQuery>,
</QuerylList>
</Input>
<Output out>
Module om_tcp
Host ]
Port 12281
OutputType GELF_TCP

</Output>

<Dutput syslog outs>
Module om tcp
Host |
Port 5514
Exec to_syslog bsd();
</Output>

<Route windows logs>»
Path in =» out, syslog_out
</Route>

Figure 4.1: NXLog Configuration File (nxlog.conf)
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#HHHHEE 05 Logs #HHEHE
[WinEventlog://Application]
disabled = @

start_from = oldest
current_only = @
checkpointInterval = 5
renderXml=true

index = gurra3

[WinEventlLog://Security]

disabled = 8@

start_from = oldest

current_only = @

evt_resolve_ad obj 1

checkpointInterval 5

blacklistl = EventCode="4662" Message="0Object Type:(?!\s*groupPolicyContainer)"
blacklist2 = EventCode="566" Message="Object Type:(?!\s*groupPolicyContainer)"
renderXml=true

index = gurral

[WinEventLog://System]
disabled = 8
start_from = oldest
current_only = @
checkpointInterval = 5
renderXml=true

index = gurral

[WinEventlLog://Microsoft-Windows-Windows Defender/Operational]
disabled = @

index = gurral

evt_resolve ad obj =1

[WinEventlog://Microsoft-Windows-PowerShell/Operational]
disabled = 8

index = gurral

evt_resolve ad obj =1

Figure 4.2: Splunk Universal Forwarder Input Configuration for Windows Event Log
Forwarding (inputs.conf)
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4.3 Syslog-ng Configuration

Syslog-ng (version 4.8.1-1) was deployed on a Debian GNU/Linux 12 (bookworm) VM,
following the installation procedures outlined by BearlyChilly (2024). The Syslog-ng
configuration file “syslog-ng.conf” was modified to enable log reception over TCP on port 5514
(Figure 4.3). A dedicated log destination, “d_logs” was configured to specify the storage
location for incoming logs (Figure 4.4), and a log path was defined to establish the connection
between the log source “s_net” and the designated storage destination “d_logs” (Figure 4.5).
To facilitate structured log storage, a log directory was created at “/var/log/syslog-ng/”. The
configuration was validated by confirming the successful reception of logs in the file
‘remote.log” stored at “/var/log/syslog-ng/remote.log”

: from remote machine you should uncomrment
e source line.
tep(ip(0.0.0.0) port(5514)): i:

-

14 ; # Listen for TCF logs
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th. log™)

=~ Hh
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=
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Figure 4.5: Syslog-ng Log Path Configuration, linking “s_net” and “d_logs”
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4.4 Graylog Open configuration

The Graylog Open (Version 6.1.7-1) configuration was deployed on a Debian GNU/Linux 12
(bookworm) VM and consisted of MongoDB (version 7.0.16) for metadata and configuration
data, alongside Graylog Datanode (Version 6.1.7-1) for built-in log storage and search
capabilities, with Graylog for log management, following the installation procedures as
described in (Graylog, 2025c). Furthermore, email transport was configured to enable alert
creation via email, by editing the Graylog server configuration file, “server.conf’ (Figure 4.6).
Additionally, an input named “GELF_TCP” was created to receive GELF format logs on default
port 12201 via the Graylog web interface (Figure 4.7).

mail suth

_emaill from email = graylo glexample . com

Figure 4.6: Graylog Email Configuration for Alert Forwarding (server.conf)
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GELF_TCP

On node v 591996d7 / gurra2.gurra2.com

bind address: 8.60_8.8
charset_name: UTF-8
decompress_size limit: B3BRGOR
max_message_size: 2097152
number worker threads: 12
override_source: <empty>

port: 12201

recv_buffer size: 1048576
tcp_keepalive: false

tls cert file: <empty=

tls client_auth: disabled
tls_client_auth_cert_file: <empty=
tls _enable: false

tls key file: <empty=

tls key password:#*%%%*w%

use null delimiter: true

Figure 4.7: Graylog Input Configuration “GELF_TCP”

4.5 Splunk Enterprise Configuration

The Splunk Enterprise deployment (version: 9.3.2), was pre-existing within Conscia AB’s IT
lab infrastructure on an Ubuntu based VM. To ensure experimental logs remain separate from
other organizational data, a dedicated index was created to house logs from the Splunk
Universal Forwarder on the Compromised Windows 10 Endpoint. For a detailed explanation
on how to install Splunk Enterprise, see (Splunk, 2022).

4.6 Selection of Incident Metrics

When simulating security incidents and comparing SIEM systems, Mean Time to Investigation
(MTTI), part of Mean Time to Resolution (MTTR), proved unreliable due to several factors. In
a controlled experiment, the cause of an incident would be predetermined, which eliminates a
substantial part of the investigation process which is finding the source and cause of the
incident (Karie & Sikos, 2022). Furthermore, MTTI is influenced by human response time and
the skill of the analyst managing the incident. Prior research highlights professional experience
as a critical factor in effective incident analysis, with studies showing that less experienced
employees may require twice as long to resolve critical incidents compared to senior staff
(Aguilar, 2023; Kurowski & Frings, 2011). Additionally, organizational incident management
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processes differ across organizations, further complicating the measurement of MTTI (Tgndel
et al., 2014). Given these limitations, this study prioritizes:

Mean Time to Detect (MTTD): The time it takes for a SIEM system to register and alert
on an incident.

Mean Time to Acknowledge (MTTA): The time taken for an analyst/system to
acknowledge the alert.

Alert quality in relation to incident classification and its role in supporting subsequent
investigation and mitigation efforts.

The importance of minimizing MTTD is emphasized by Schwartz (2015), who argues

that early detection is a prerequisite for effective incident mitigation. Furthermore, MTTA
evaluates the capabilities of the monitoring and alerting mechanism of the SIEM system
(Raza, 2025).

4.7 Simulated Security Incidents

To evaluate the effectiveness of different SIEM systems in reducing Mean Time to Resolution
(MTTR), specific security incidents were simulated based on established criteria. Each
incident was selected to ensure its relevance and feasibility for the study and had to meet the
following conditions:

Aligned with the MITRE ATT&CK Framework - Each incident corresponds to a
recognized adversarial tactic, technique, or procedure (MITRE, 2024).

Detectable by SIEM systems - the incident must produce logs that can be ingested
and processed by the SIEM systems.

Trigger a defined event - the incident must generate a specific log entry indicating a
potential security breach, serving as the initial detection point.

Based on these criteria, the following security incidents were selected for testing:

“Brute force” - Brute Force Credentials of single Active Directory domain users via
SMB: T1110.001-1: This test simulates a brute-force attack targeting a single Active
Directory user account via SMB authentication. The attack attempts five preset
passwords against the IPC$ share on a domain controller, which produces five failed
authentication attempts (Red Canary, 2024; MITRE, 2024).

“Phishing” - Paste and run technique: T1566.002-1: This test automates the Win+R
(Run dialog) command to paste and execute a PowerShell command which opens the
calculator application calc.exe, simulating a social engineering, phishing attack where
users are tricked into running malicious scripts (Red Canary, 2024; MITRE, 2024). For
more detailed explanations and examples of this attack, see Farouq (2024) and Madjar
(2024).

“PUA” - Potentially Unwanted Applications (PUA): T1204.002-8: This test simulates

the download of a Potentially Unwanted Application (PUA). While not classified as
malware, PUAs can degrade system performance and introduce security risks.

18



Windows Defender should detect and block the application from downloading (Red
Canary, 2024; MITRE, 2024).

e “Clear logs” - Indicator Removal on Host: Clear Windows Event Logs: T1070.001-1:
This test simulates an adversary clearing Windows Event Logs to conceal intrusion
activity. The test executes the “wevtutil cl system/application/security” command to
erase either system, application, or security logs (Red Canary, 2024; MITRE, 2024).

4.8 Alerting in Splunk Enterprise and Graylog Open

Effective alerting is a fundamental feature of SIEM systems, assisting SOC teams to detect
and respond to security incidents. Both Splunk Enterprise and Graylog Open provide alerting
functions, but they differ in their syntax and execution methods, Syslog-ng does not have any
built-in alerting functions.

Splunk supports several types of alerts, including real-time and scheduled alerts as
described in Hristov et al. (2021). Real-time alerts in Splunk monitor events before they are
fully indexed, which requires significantly more system resources. As a result, real-time
alerting is rarely used in practice. The marginal time saved by using real-time alerts over
frequent scheduled searches is not considered worth the additional resource cost. In this
study, Scheduled alerts were used, executing a search every minute and analyzing the last
five minutes of data (Figures 4.8 & 4.10). This interval was selected to balance timely threat
detection with performance efficiency, ensuring alerts capture relevant security events without
excessive system load. Splunk alerts are created using Splunk Processing Language (SPL)
and can trigger email notifications, webhook actions, or add the alert to a list of recently
triggered alerts for further investigation (Figure 4.9). To read more about Alerting in Splunk
Enterprise, see (Splunk 2025b).

Graylog also provides a rule-based alerting system, where conditions are defined using
a search query based on the Graylog syntax instead of SPL, in combination with functions
such as “Count()”, Boolean operators (AND, OR, NOT) and comparison operators (<, <=, >,
>=, I=). Alerts in Graylog can be similarly configured to trigger when a specific event frequency
is exceeded (Figures 4.10 & 4.11). Similar to Splunk Enterprise, Graylog Open alerts can be
delivered via email, webhook integrations, and are logged in the system automatically under
the alerts page (Figures 4.12 & 4.13). Syslog-ng does not have any native alerting features.
For the security incidents discussed in Section 4.7, the following alerts were created in Splunk
Enterprise and Graylog Open (Table 4.1).
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Invoke-Atomic Test: [ Alert Name: SIEM: Query: Trigger
Condition:
Brute Force SMB Brute Splunk index = “gurra3” Number of
Credentials of single | Force Alert Enterprise | EventCode="4625" Results > 4
Active Directory
domain users via
SMB: T1110.001-1
Graylog EventlD:4625 Count() > 4
Open
Paste and run Phishing Paste | Splunk index="gurra3” Number of
technique: and Run Alert Enterprise | EventCode="4104" Results > 0
T1566.002-1 ‘ec”
Graylog EventlD:4104 AND “- | Count() >0
Open ec’
Potentially Unwanted | Potentially Splunk index = “gurra3” Number of
Applications (PUA): | Unwanted Enterprise | EventCode="1116" Results > 0
T1204.002-8 Applications
(PUA) Alert
Graylog EventlD:1116 Count() >0
Open
Indicator Removal on | Windows Splunk index = “gurra3” Number of
Host: Clear Windows | Security Log Enterprise | EventCode="1102" Results > 0
Event Logs: Cleared Alert
T1070.001-1
Graylog EventlD:1102 Count() >0
Open

Table 4.1: Alerts Implemented in Splunk Enterprise and Graylog Open
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The alerts in Table 4.1 are designed to detect security incidents based on log event patterns
and threshold conditions. The following descriptions outline their purpose:

SMB Brute Force Alert: Detects logs with Event ID 4625, which indicates failed login
attempts. By detecting repeated authentication failures, this alert helps identify
unauthorized access attempts. (Graylog, 2025e; Hristov et al., 2021; Red Canary,
2024).

Phishing Paste and Run Alert: Detects logs with Event ID 4104, which is PowerShell
script block events that contain encoded commands “-ec”, commonly used in the
attacks described earlier in Farouq (2024) and Madjar (2024). Encoded commands
can be used to hide the actual command, making it unreadable without decoding. The
Invoke-Atomic test uses a base64 encoded string, “YwWBhAGwWAYwWAUAGUAEeABIAA”
which decoded to ASCII returns “calc.exe” (Graylog, 2025e; Red Canary, 2024).

Potentially Unwanted Applications (PUA) Alert: Detects logs with Event ID 1116, which
indicates that Windows Defender has identified and blocked a Potentially Unwanted
Application (PUA) (Graylog, 2025€; Red Canary, 2024).

Windows Security Log Cleared Alert: Detects logs with Event ID 1102, which indicates
that the Windows Security Audit Log has been cleared. Clearing event logs is a
common tactic used by attackers to cover their tracks and remove evidence of
malicious activity (Graylog, 2025e; Red Canary, 2024).
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Edit Alert

Ssttings

Alert  Windows 10 SME Erute Force Alert

Description Brute Force Credentials of single Active Directory domain users via SME: TIMO.OCH

Alert type Scheduled Real-time

Run on Cron Schedule =

Time Range Last & minutes »

Cron Expression

day at BFM].

Expires

Trigger Conditions

Trigder alert when MNumber of Re:

Trigger

Throttle

Suppress triggering for : minutefs) ¥

Trigger Actions

+ Add Actions «

Cancel

Figure 4.8: Configuration of Windows 10 Brute Force Alert in Splunk Enterprise
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Edit Alert

When triggered Add to Triggered Alerts
Send email

To

Comma separate
Email addre

Priority High «

Subject  Splunk Alert: $name$

mail subject, and
e can include tokens that insert
text based on the results of the s=arch.

The alert condition for '$named’
ras triggered.

Ihelude 1=+ Link to Alert ~“| Link to Results

[] search String [ Inline

[ ] Trigner [] attach csv

Condition

[«] Trigger Time  [] Attach PDF

~| Allow Emphy

Attachiment

Cancel

Figure 4.9: Configuration of Notifications for Windows 10 Brute Force Alert in Splunk
Enterprise
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Filter
Add information to filter the log messages that are relevant for this Event Definition.
Search Query

Event|D:4625

Search query that Messages should match. You can use the same syntax as in the Search page, including declaring Query Parameters
from Lookup Tables by using the $newParameter$ syntax.

Streams (Optional)
Default Stream | x
Select streams the search should include. Searches in all streams if empty.
Search within the last S

5 minutes =

[JJ Use Cron Scheduling

Schedule this event with a Quartz cron expression

Execute search every

1 minutes ~
Enable
Should this event definition be executed automatically?
Create Events for Definition if...
O Filter has results
@ Aggregation of results reaches a threshold
Aggregation

Summarize log messages matching the Filter defined above by using a function. You can optionally group the Filter results by identical field values.

Figure 4.10: Configuration of Windows 10 Brute Force Alert in Graylog Open (1)

Aggregation
Summarize log messages matching the Filter defined above by using a function. You can optionally group the Filter results by identical field values.
Group by Field(s) (optional)

Select...

Select Fields that Graylog should use to group Filter results when they have identical values. Example:
Assuming you created a Filter with all failed log-in attempts in your network, Graylog could alert you when there are more than 5 failed log-in attempts overall.
Now, add username as Group by Field and Graylog will alert you for each username with more than 5 failed log-in attempts.

Create Events for Definition
Messages must meet  all of the following rules:

If Is Threshold

count() Select Field (Optiona = 4

Condition summary

Condition is valid

Preview: count() » 4

Figure 4.11: Configuration of Windows 10 Brute Force Alert in Graylog Open (2)
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Title
Windows 10 SMB Brute Force Alert
Title to identify this Notification.

Description (Optionzl)

Longer description for this Notification.

Notification Type
Email Notification
Choose the type of Notification to create.
Subject
Graylog event notification: ${event_definition_title}

The subject that should be used for the email notification.

Reply-To (Optional)

The email address that recipients should use for replies.
) Use lookup table for Reply To email

Sender (Optional)

The email address that should be used as the notification sender. Leave it empty to use the default sender address.

Figure 4.12: Configuration of Notifications for Windows 10 Brute Force Alert in Graylog Open
(1)
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Email recipient(s)

Add email addresses that will receive this Notification.
] Use lookup table for Email Recipients
Time zone for date/time values

UTC

Time zone used for timestamps in the email body.

Body Template
L)
1  --- [Event Definition] --------------commvmmmomamn
2 Title: S{event_definition_title}
3 Description: %{event_definition_description}
4 Type: 5S{event_definition_type}
5 --- [Ewent] --------mmmmmm e
6 Alert Replay: S{http_external_urilalerts/5{event.id}/replay-search
7 Timestamp: S{event._timestamp}
8 Message: S{event_message}
9  Source: S{event.source}
18 Key: s{event_key}
11 Priority: S{event_priority}
12 Alert: S{event_alert}
13 Timestamp Processing: {event.timestamp}
14 Timerange Start: S{event.timerange_start}
15 Timerange End: S{event.timerange_end}
The template that will be used to generate the email body.
HTML Body Template

<table width="100%" border="0" cellpadding="18" cellspacing="8" style="background-color:#f3f2f9;border:none;line-height:1.2"=<thody=
=tr style="line-height:1.5"==<th colspan="2" style="background-color:#eteted"=Event Definition=/th=</tr=

<tr==<td width="200px"=Title</td=<td=5{event_definition_titlel}=/td==/tr=
<tr=<td=Description=/td=<td=5{event_definition_description}=/td=</tr=

<tr=<td>Type</td=<td>5{event_definition_type}=/td=</tr=

=/thody==</tahle=

<br f=<table width="1008%" border="8" cellpadding="18" cellspacing="8" style="background-color:#f5f3f9;border:none;line-height:1.2"=<tbody=
<tr=<th colspan="2" style="background-color:#e6e6e6;line-height:1.5"=Event</th==/tr=

<tr=<td=Alert Replay</td==td=5{http_external_uri}alerts/${event.id} /replay-search=/td==/tr=

18  <tr=<td width="200px">Timestamp=/td==td=5{event.timestamp}=/td==/tr=

11  <tr=<td=Message=/td=<td=%{event.message}</td=< /tr=

12 =tre=<td=Sources/td=<td=5{event._source}e«/td==/tr=

13 <tre=td=Key=/td=<td=${event key}</td==/tr>

14 <tr=<td=Priority</td=<td=5{event_priority}</td=</tr=

15  <tr=<td=Alert=/td=<td=5{event_alert}=/td==/tr=

O o s [

The template that will be used to generate the email HTML body.

Figure 4.13: Configuration of Notifications for Windows 10 Brute Force Alert in Graylog Open
(2)

4.9 Testing Protocol and Data Collection

A structured testing protocol was implemented to ensure consistency across all incident
simulations. Prior to the execution of an Invoke-Atomic test such as Brute force T1110.001-1,
prerequisites were checked with “Invoke-AtomicTest T1110.001-1 -CheckPreregs” to ensure
that the test could be executed correctly. The test was then executed using “Invoke-
AtomicTest T1110.001-1” (Atomic Red Team, 2025).

To accurately measure the execution time of the simulated attack, the PowerShell
script below records the timestamps immediately before and after the execution of the attack.
The “Get-Date” cmdlet is used to store the start and end times in the “$start” and “$end"
variables, respectively. The results are printed in the console (Figure 4.14). The Mean Time
to Detect (MTTD) measurement begins from the moment the Invoke-Atomic test is executed.

Sstart = Get-Date
Invoke-AtomicTest T1110.001-1
$end = Get-Date

Write-Output “Started: S$start”
Write-Output “Ended: Send”

26



tart Get-Date
1118.881-1

RedTeam\atomics

Force Credentials of single Active Directory domain users wia SMB

Force Credentials of single Active Directory domain users wia SMB

Figure 4.14: Example of PowerShell Script Execution Logging of an Invoke-Atomic Test

In this study, “Incident Detection Time” is defined as the moment when the SIEM
system generated an app-based alert.

MTTD was calculated as the time difference between the start of the Invoke-Atomic
test (Test Start Time) and the moment the SIEM system detected a suspicious activity and
triggered an application alert (Incident Detection Time), as seen in (6):

— — - 6
MTTD = Tlncident Detection Time TTest Start Time ©)

Mean Time to Acknowledge (MTTA) was measured as the time elapsed between the
SIEM system’s Incident Detection Time and the moment the corresponding email alert was
received. The exact email reception time was retrieved using Gmail’s “Show original” function
and Microsoft Outlook’s “View message details” function which provides the full message
header and delivery timestamp.

While MTTA is typically defined as the time between alert generation (via email, Slack,
webhook, etc.) and the point at which an analyst acknowledges the alert (Karie & Sikos, 2022;
Kidd, 2025), this study adopts a slightly modified approach. Here, MTTA is measured as the
time between MTTD and Email Alert Received Time, as seen in (7):

MTTA =Tgmaii atert Recieved Time — MTTD (7)

This represents the earliest moment a technician could become aware of the issue.
This excludes human delay factors such as analyst availability, focusing on system
responsiveness and eliminating inconsistencies caused by staffing or workload variations. See
Figures 4.15 and 4.16 for examples of email alerts.

In the case of Syslog-ng, which lacks native alerting functionality, a log monitoring
schedule of one hour was used to simulate a manual monitoring process. MTTD was
measured by noting the timestamp of the last log entry generated by the corresponding
Invoke-Atomic test. For example, the Invoke-Atomic test Brute force T1110.001-1 produces
five failed login attempts, in this case, the timestamp of the fifth and last failed login event was
used as the detection time reference point. To note, Syslog-ng does not provide native support
for recipient-side timestamping, and a compromise was made to use the log’s original
timestamp instead.

Syslog-ng’'s MTTA was estimated by adding an average detection delay to its MTTD
as seen in (8). In scenarios where logs are reviewed manually once per hour, and incidents
are assumed to occur randomly within that one-hour window, would result in an average
detection delay of 30 minutes when using manual log review:
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MTTD =¥ — 30 minutes ®)

Therefore, Syslog-ng’s MTTA can be approximated by adding a fixed value of 30
minutes to Syslog-ng’s MTTD to account for this delay, as seen in (9):

MTTAsysi09-ng =MTTDsys109-ng + 30 minutes (©)

All the time stamps were logged in an Excel document (Table 4.2). After each test, the
test command was executed again with the “-Cleanup” parameter to restore the system to its
pre-test state by removing temporary files and resetting modified system parameters (Atomic
Red Team, 2025).

Each of the four security incidents was executed five times per SIEM system. This
allowed for the calculation of mean, median and standard deviation for MTTD and MTTA.

The primary data including logs, timestamps, email alerts and incident metrics
recorded during the simulated incidents, were manually collected and analyzed using
Microsoft Excel, Windows Snipping Tool, Splunk Enterprise, Syslog-ng and Graylog Open. Al
tools were not involved in interpreting or analyzing the results.
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Splunk Alert: SMB Brute Force Alert

& lsl SMB_Bru...04-17.pdf

¥ Hag prioritet

5% Det har meddelandet &r pa Engelska
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=
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The alert condition for 'SME Brute Force Alert' was triggered.

Alert: SmB Brute Force Alert
Trigger Time:  09:33:03 +0000 on April 17, 2023,

e resUlts

If wou believe you've received thiz email in error, please see vour Splunk administrator.
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< Swara 4, Swara alla ~ Widarebefordra

Figure 4.15: Email Alert Generated by Splunk Enterprise
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Graylog event notification: SMB Brute Force Alert o «

till g =
Event Definitien
Title 5MB Brute Force Alert
Description Brute Force Cradentials of single Active Directory domain users via SME: T1110.001-1
Type aggregation-v1
Event
sertRepiy C T ——
Timestamp 2025-04-10T12:21:01 8162
Message SMB Brute Force Alert count{)=5.0
Source QUIFa 2. QUIra2 . COM
Key
Priarity 3
Alert true
Timestamp Processing 2025-04-10T12:21:01 8162
Timerange Start 2025-04-10T12:16:01 B16Z
Timerange End 2025-04-10T12:21:01 8162
Source Streams [E7bBala2c433r21178239508, D00000000000000000000001]
Flelds

Figure 4.16: Email Alert Generated by Graylog Open.
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5 Results

Full raw data for all incidents is presented in Appendix C-F. Summary of results for the
measurement of Mean Time to Detect (MTTD) and Mean Time to Acknowledge (MTTA)
provided in Table 5.1 and 5.2. The experiment was conducted 2025-04-23.

SIEM Incident Type Mean MTTD (sec) | Median Standard Deviation
System MTTD (sec) | MTTD (sec)
Splunk T1110.001-1 60 62 7
Enterprise
T1566.002-1 45 41 11
T1204.002-8 30 29 14
T1070.001-1 43 44 21
Average 445 44 13.25
Graylog T1110.001-1 56 57 7
Open
T1566.002-1 24 21 21
T1204.002-8 33 27 23
T1070.001-1 34 26 20
Average 36.75 32.75 17.75
I'SYSIogeRg | T1110.001-1 17 17 0
T1566.002-1 3 2 2
T1204.002-8 3 2 1
T1070.001-1 1 1 0
Average 6 55 0.75

Table 5.1: Mean, Median, and Standard Deviation of Mean Time to Detect (MTTD) per SIEM
System for each Simulated Incident

Table 5.1 presents the average Mean, Median, and Standard Deviation of MTTD per
SIEM System across four simulated incidents. Syslog-ng had the lowest average MTTD
overall at 6 seconds, with the smallest variability as indicated by its standard deviation of 0.75
seconds. Graylog Open had a faster average MTTD at 36.75 seconds, versus Splunk
Enterprise’s at 44.5 seconds. Graylog Open had a higher variability in its results with a
standard deviation of 17.75 seconds versus Splunk Enterprise’s 13.25 seconds.
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Mean, Median, and Standard Deviation of Mean Time to
Detect (MTTD) per SIEM System for each Simulated
Incident
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Figure 5.1: Mean, Median, and Standard Deviation of Mean Time to Detect (MTTD) per
SIEM System for each Simulated Incident

Figure 5.1 offers a visual comparison of the results from Table 5.1. The column chart
illustrates the differences in MTTD and variability across systems, with Syslog-ng showing
lower detection times compared to Graylog Open and Splunk Enterprise.
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Mean, Median, and Standard Deviation of Mean Time to
Detect (MTTD) Across Splunk Enterprise and Graylog
Open for each Simulated Incident
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Figure 5.2: Mean, Median, and Standard Deviation of Mean Time to Detect (MTTD) Across
Splunk Enterprise and Graylog Open for each Simulated Incident

Figure 5.2 shows a closer comparison between Splunk Enterprise and Graylog Open
based on the results from Table 5.1. Syslog-ng was excluded from the chart due to distorting
the visualization scale, making it difficult to meaningfully compare the other two other SIEM
systems. The column chart shows similar average MTTD between Splunk Enterprise and
Graylog Open for Incident Brute force (T1110.001-1), with Graylog Open measuring better
detection times for incidents Phishing (T1566.002-1) and Clear logs (T1070.001-1), while
Splunk Enterprise outperformed Graylog Open for Incident PUA (T1204.002-8).
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Average Mean Time to Detect (MTTD) per SIEM System
(All Incidents)
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Figure 5.3: Average Mean Time to Detect (MTTD) per SIEM System (All Incidents)

Figure 5.3 shows a visual comparison of the average MTTD across all four simulated
incidents per SIEM systems, based on data from Table 5.1.
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SIEM Incident Type Mean MTTA (sec) | Median Standard Deviation
System MTTA (sec) | MTTA (sec)
Splunk T1110.001-1 28 22 9
Enterprise
T1566.002-1 28 22 14
T1204.002-8 47 21 57
T1070.001-1 33 34 12
Average 34 24.75 23
Graylog T1110.001-1 1 1 0
Open
T1566.002-1 2 1 2
T1204.002-8 1 1 0
T1070.001-1 1 1 1
Average 1.25 1 0.75
I'SYSIogTHg | T1110.001-1 1800 1800 0
T1566.002-1 1800 1800 0
T1204.002-8 1800 1800 0
T1070.001-1 1800 1800 0
Average 1800 1800 0

Table 5.2: Mean, Median, and Standard Deviation of Mean Time to Acknowledge (MTTA)
per SIEM System for each Simulated Incident

Table 5.2 presents the average Mean, Median, and Standard Deviation of MTTA per
SIEM System across four simulated incidents. Graylog Open had the lowest average MTTA
at 1.25 seconds with a standard deviation of 0.75 seconds. Splunk Enterprise had an average
MTTA of 34 seconds and a standard deviation of 23 seconds. Syslog-ng, which lacks native
alerting features, had a fixed MTTA of 1800 seconds (30 minutes), due to the manual log
observation schedule of one hour resulting in the average detection delay.
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Mean, Median, and Standard Deviation of Mean Time to
Acknowledge (MTTA) Across Splunk Enterprise and
Graylog Open for each Simulated Incident
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Figure 5.4: Mean, Median, and Standard Deviation of Mean Time to Acknowledge (MTTA)
Across Splunk Enterprise and Graylog Open for each Simulated Incident

Figure 5.4 shows a visual comparison of the results from Table 5.2, illustrating the
differences in acknowledging time and variability between Splunk Enterprise and Graylog
Open. Syslog-ng was excluded from the chart due to distorting the visualization scale, making
it difficult to meaningfully compare the other two other SIEM systems. The column chart
highlights that Graylog Open achieved lower acknowledging times compared to Splunk
Enterprise.
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Average Mean Time to Acknowledge (MTTA) for Splunk
Enterprise and Graylog Open (All Incidents)
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Figure 5.5: Average Mean Time to Acknowledge (MTTA) for Splunk Enterprise and Graylog
Open (All Incidents)

Figure 5.5 Shows a visual comparison of the average MTTD across all four simulated
incidents for Splunk Enterprise and Graylog Open, based on data from Table 5.1. Syslog-ng
was excluded from the chart due to distorting the visualization scale, making it difficult to
meaningfully compare the other two other SIEM systems
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6 Discussion

6.1 Analysis of Mean Time to Detect (MTTD)

Looking at the Mean Time to Detect (MTTD) results presented in Table 5.1, a general trend
was observed: higher-tier SIEM systems tended to exhibit higher MTTD values. The basic
SIEM system, Syslog-ng, achieved the lowest MTTD, with an average detection time of 6
seconds. The intermediate SIEM system, Graylog, had an average MTTD of 36.75 seconds,
while the advanced SIEM system, Splunk Enterprise, exhibited an approximately 21% higher
MTTD of 44.5 seconds than Graylog Open. However, Splunk Enterprise demonstrated lower
variability in its detection times, with an average standard deviation 25% lower than Graylog
Open across all incidents, except for incident Clear logs (T1070.001-1), where Splunk
Enterprise and Graylog Open performed similarly. To note, the alerts were configured with a
one-minute search window as mentioned in section 4.8, which may explain some of the
variance observed in the MTTD results. This is due to the Invoke-Atomic tests being executed
at random seconds within each minute, as shown in Table 5.1.

When deciding on how to conduct the measurement of MTTD, it was possible to use
either the “Test Start Time” or “Test End Time” of the Invoke-Atomic test as shown in Figure
4.14 and Appendix B. After testing, it showed if the Test End Time was used, the SIEM system
might detect an incident before the test finished, and therefore resulting in a negative MTTD.
Considering that real-world incidents can persist for several days, and waiting until an incident
(e.g., Distributed Denial-of-Service DDoS attack) would end, would not yield an accurate
measurement, as logs are continuously generated and received throughout the duration of the
incident. Therefore, the Test Start Time was selected as the reference point for the beginning
of the MTTD measurement.

Returning to the results, Syslog-ng’s low MTTD appears impressive. However, in this
study, Syslog-ng was configured as a raw log collector, serving as a basic log aggregation tool
used alongside a manual log review process. Syslog-ng was set up to receive logs sent directly
from the compromised Windows 10 endpoint, without any parsing, enrichment, or correlation.
It functioned similarly to a mailbox that receives letters and passes them on to the recipient.
In this study, logs were considered “detected” as soon as they were received by Syslog-ng,
even though, in a real-world scenario, manual review could delay detection by hours or even
days.

In this study, unlike Splunk Enterprise and Graylog Open, Syslog-ng’s incident
detection relies entirely on human analysis. Syslog-ng was included in this study to illustrate
the limitations of relying solely on manual log review. To enable measurement of MTTD,
Syslog-ng’s Incident Detection Time was defined as the moment logs indicating an incident
was received, not when they were reviewed. Returning to the mailbox analogy, the reference
point for measurement was defined as the delivery time for the letter, rather than when it was
opened and read. Consequently, Syslog-ng's MTTD can be considered artificially low, as it
only reflects the moment logs are received, without any processing or correlation. Therefore,
Syslog-ng’s MTTD reflects the earliest point at which an analyst, through manual log review,
could have detected the incident, not that Syslog-ng itself has identified it. For this reason, the
comparison to Splunk Enterprise and Graylog Open is not entirely fair, as those systems
actively analyze logs to detect incidents automatically, whereas Syslog-ng does not. Syslog-
ng’'s MTTD is therefore more of a theoretical best case, assuming immediate human review,
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which is unrealistic in most operational environments, as the human factor was entirely
excluded from the measurement.

Reuvisiting the general trend that higher-tier SIEM systems tended to exhibit higher
MTTD values, the approximately 21% increase in MTTD observed for Splunk Enterprise may
be attributed to its index-time processing during log ingestion. Tasks such as timestamping,
event processing, and field extraction introduce a brief delay before the data becomes fully
searchable (Splunk, 2023). Splunk Enterprise is designed for powerful search and correlation
capabilities, which could explain the higher MTTD, as detection can only occur after indexing
is complete. This delay could potentially be mitigated by enabling real-time alerts, as
discussed in Section 4.8, although this approach would require significantly higher system
resources and is therefore not widely adopted by Splunk Enterprise users. In summary, Splunk
Enterprise sacrifices some speed in favor of offering rich and comprehensive search
functionality and data manipulation.

Graylog Open’s lower MTTD could be attributed to its lighter ingestion model, Graylog
Open collects logs from inputs, such as the one configured in Section 4.5, applies basic
parsing, and then stores the logs (Graylog, 2025d). These inputs are designed to be
lightweight and fast, which could contribute to a lower MTTD. By default, Graylog Open does
not perform heavy processing during log ingestion, resulting in a simpler workflow that consists
of receiving log inputs, storing the logs, searching, and generating alerts. This streamlined
process enables faster handling at the cost of reduced search depth and flexibility. This trade-
off is understandable, given that Graylog Open does not have access to a powerful query
language like Search Processing Language (SPL) that Splunk Enterprise offers.

In summary, Splunk Enterprise exhibited a higher MTTD compared to Graylog Open,
potentially due to its index time processes, which introduce small delays before events
become searchable (Splunk 2023). In contrast, Graylog Open’s lighter input-based ingestion
model enabled faster detection times. Syslog-ng demonstrated the lowest MTTD values by
immediately receiving logs without performing any form of processing or correlation.

6.2 Practical Implications of Low and High Mean Time to
Detect (MTTD)

In practice, a low Mean Time to Detect (MTTD) is an indication of an organization’s incident
management capacity and the efficiency of its monitoring tools in identifying faults (Raza,
2024b). While according to Schwartz (2015), a lower MTTD is desirable, it raises the question
of whether the experiment’'s MTTD results were sufficient in the context of real-world threats?
According to Campbell (2024) a ransomware attack, which could originate from similar
incidents such as Phishing (T1566.002-1) and PUA (T1204.002-8), can encrypt 100,000 files
in minutes or less, enabling it to rapidly disable business operations. This highlights a critical
need for robust detection mechanisms. A delay in detection can increase the potential damage
to the affected system (e.g., more files being encrypted or the ransomware spreading to other
devices on the same network), whereas early detection can play a crucial role in containing
the threat and limiting its impact. For this reason, reliance on manual log review has declined,
as mentioned in Vainio (2018), due to its inherent latency and inefficiency.

Aguilar (2023) reported an average MTTR for critical incidents of approximately five
hours after implementing organizational improvements. If an MTTD of 1-minute accounts for
just 0.33% of those five hours, it represents a small portion of the overall response process
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consisting of: MTTR = MTTD + MTTA + MTTI. Nevertheless, this brief detection window can
still be critical in initiating an effective and timely response (Schwartz, 2015).

6.3 Analysis of Mean Time to Acknowledge (MTTA)

When analyzing the Mean Time to Acknowledge (MTTA) results presented in Table 5.2,
Graylog Open demonstrated a significantly better performance than Splunk Enterprise. First,
when an alert is triggered in Splunk Enterprise, it contacts an external Microsoft mail server
with the required information. The Microsoft mail server then assembles the email and sends
it to the recipient. In contrast, Graylog Open was configured to use Gmail for alert notifications,
due to safety concerns and to avoid using a company email address with an external, non-
approved program. The observed difference in MTTA could possibly be attributed to Graylog
Open having a more efficient alert processing mechanism than Splunk Enterprise, which
executes additional search-time operations that may introduce delays in alert generation. The
difference is unlikely to be caused by email delivery speed, as an independent test showed no
significant difference between Gmail and Microsoft Outlook in delivery time.

Pivoting to Syslog-ng, which in this experiment had a fixed MTTA of 1800 seconds (30
minutes), since a log observation schedule of one hour would result in an average MTTA of
30 minutes as mentioned in Section 4.9. However, this approach has limitations, particularly
when incidents occur outside of business hours or during holidays, which could lead to a
potential MTTA of 16 hours or more. In addition to the unrealistic assumption that an analyst
would review the logs every hour, 24/7, 365 days a year, this approach also does not account
for the practical difficulty of detecting incremental or slowly developing incidents by simply
scanning the past hour’s logs. Detection of these incidents would be difficult and highly
unreliable, as these patterns are often difficult to spot manually.

For instance, the Invoke-Atomic test Brute Force (T1110.001-1) performs five rapid
login attempts, making detection easy due to the clustered log entries. In contrast, if failed
login attempts were attempted over a longer period, identifying them manually would be more
difficult without automated correlation or threshold-based detection mechanisms. Tools like
Splunk Enterprise, for example, can highlight such patterns using its Search Processing
Language (SPL) functions, such as “stats count”, to aggregate and analyze event frequency.

Typically, Syslog-ng is used either to collect and forward logs to systems with greater
analytical capabilities or by smaller organizations that perform reactive log reviews only during
incident investigations, with little to no proactive detection or prevention. In this study, such a
setup was deliberately chosen to facilitate discussion around the limitations of relying on
manual log review within a SIEM context. It is worth noting that parameters such as the log
review method and frequency could be adjusted to suit different study scopes or operational
environments.

While Syslog-ng lacks native detection and alerting features, some enhancements
could be implemented to improve its responsiveness to certain events. One such
enhancement, though not applied in this study due to constraints discussed later, involves
using a simple Bash script to monitor log entries for specific patterns. For instance, the
following script monitors the log file “remote.log” for the string “The audit log was cleared.”,
which is an indication of incident Clear Logs (T1070.001-1), as seen in Figure 6.1. Upon
detection, it sends an email containing the log related to the incident and adds the incident to
a local file “Alerts.log” as shown in Figures 6.2 and 6.3:
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#!/bin/bash
LOG_FILE="/var/log/syslog-ng/remote.log"
EMAIL="user@example.com"
ALERT LOG="/home/gurral/Desktop/alerts.log”
tail -F "$LOG_FILE" |\
while read line; do
echo "$line" | grep -gq "The audit log was cleared."
if [ $? -eq 0 ]; then
echo "$line" | mail -s "Alert: Audit log cleared" "SEMAIL"
echo “$(date): $line” >> “SALERT LOG”
fi
done

gurral@gurral:/var/log/syslog-ng$ sudo tail -f remote.log
apr 23 13:01:54 [ Vicrosoft-Windows-Eventlog[1372] :|The audit log was cleared. ISubject: Security ID:  S-1-5-21-2485942239-
2963083645-461272594-1001 Account Name:  Gustav Domain Name: DESKTOP - Logon ID: @x19878
Apr 23 13:06:21 172.27.50.38 Microsoft-Windows-Security-Auditing[944]: An account was successfully logged on. Subject: Security ID;
5-1-5-18 Account Name: peskrop NN Account Domain: WORKGROUP Logon ID: 0x3E7  Log
on Information: Logon Type: 5 Restricted Admin Mode: - Virtual Account: No Elevated ToK
en: Yes Impersonation Level: Impersonation New Logon: Security ID: 5-1-5-18 Account Name
: SYSTEM Account Domain: NT AUTHORITY Logon ID: @x3E7 Linked Logon ID: oxe
Network Account Name: - Network Account Domain: - Logon GUID: { 0000 -02000-0000 } P
ocess Information: Process ID: @x39c  Process Name: C:\Windows\System32\services.exe Network Information:
orkstation Name: - Source Network Address: - Source Port: - Detailed Authentication Information: Logg
n Process: Advapi Authentication Package: Negotiate Transited Services: - Package Name (NTLM only): A
Key Length: ] This event is generated when a logon session is created. It is generated on the computer that was acceg
sed. The subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the §
erver service, or a local process such as Winlogon.exe or Services.exe. The logon type field indicates the kind of logon that occurred. 7
he most common types are 2 (interactive) and 3 (network). The New Logon fields indicate the account for whom the new logon was created, i
.e. the account that was logged on. The network fields indicate where a remote logon request originated. Workstation name is not always g
vailable and may be left blank in some cases. The impersonation level field indicates the extent to which a process in the logon session
can impersonate. The authentication information fields provide detailed information about this specific logon request. - Logon GUID
is a unique identifier that can be used to correlate this event with a KDC event. - Transited services indicate which intermediate sex
vices have participated in this logon request. - Package name indicates which sub-protocol was used among the NTLM protocols. L
Key length indicates the length of the generated session key. This will be @ if no session key was requested

Figure 6.1: Example of Log Entries Received by Syslog-ng (remote.log)

gurral@gurral:/var/mail$ tail gurral

To:

User-Agent: mail (GNU Mailutils 3.15)
Date: Sun, 11 May 2025 13:12:14 +@2ee
Message-Id: <E1uE4b0-00018k-23@gurral>

May 11 11:12:14 _Mic:msoft—winduws—Euentlug[1372]: The audit log was cleared. Subject: Security ID
:15-1-5-21-2405942239-2963083645-461272594-1601  Account Name:  Gustav Domain Name: peskTor
Logon ID: @x194775

--1746961934-eximdsn-468656016--

Figure 6.2: Email Generated by the Bash Script Containing the Log Entry Matching the
Specified Search String

gurral@gurxal:~/Desktop$ cat alerts.log
Sun 11 May 13:@9:30 CEST 2025: May 11 11:03:36 [N Microsoft-Windows-Eventlog[1372]: The audit log was cleared.

Subject: Security ID: 5-1-5-21-2405942239-2963083645-461272594-1@01  Account Name: Gustav Domai
n Name: DESKTOP - Logon ID: 0x194775
Sun 11 May 13:@9:30 CEST 2025: May 11 11:07:28 N Microsoft-Windows-Eventlog[1372]: The audit log was cleared.
Subject: Security ID: 5-1-5-21-2405942239-2963083645-461272594-1001  Account Name: Gustav Domai
n Name: DESKTOP - I Logon ID: 0x194775
sun 11 May 13:12:14 CEST 2025: May 11 11:12:14 N Microsoft-windows-Eventlog[1372]: The audit log was cleared.
Subject: Security ID: 5-1-5-21-2405942239-2963083645-461272594-1801  Account Name: Gustav Domai
n Name: DESKTOP - Logon ID: Bx194775

Figure 6.3: Timestamps and Corresponding Log Entries that Triggered Alerts Recorded by
the Bash Script (alerts.log)
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Although this script appears useful at first glance, several shortcomings become
evident upon closer examination. There is no alert throttling, meaning one email is sent for
every log entry matching the target string, which is acceptable for singular events like Clear
logs (T1070.001-1), but becomes problematic for incidents such as Brute force (T1110.001-
1) as it would flood the recipient with emails. Extending the script to count events (threshold-
based detection), analyzing timestamps, and implementing alert throttling would mean
recreating functionalities that SIEM systems like Splunk Enterprise and Graylog Open already
provide.

In the long term, relying on basic alerting scripts presents substantial management and
scalability issues. These scripts are limited to simple keyword matching, lack severity levels,
offer no correlation or context, and require ongoing maintenance and scripting for each new
use case. While primitive alert history can be logged locally in “alerts.log”, features such as
visualizations, dashboards, and integration with external services such as ticketing systems
are not natively supported. Additionally, security concerns arise if credentials are hardcoded,
and the lack of access control makes such scripts unsuitable for production environments.

Beyond these limitations, Manual log review is increasingly infeasible due to the
massive volume of log data generated daily, as Vainio (2018) notes, manual log review is both
labor-intensive and error prone. Another potential risk with manual log review is complacency,
in the absence of notable incidents, analysts may shift focus to other tasks, potentially allowing
review intervals to slip from hourly to daily or worse. Overall, manual log review is highly
unreliable for three key reasons:

e Inconsistency: Analysts may miss scheduled reviews due to competing priorities.
e Fatigue and monotony: The repetitive nature of log review reduces attention over time.
e Human error: Critical events may be misinterpreted, missed, or not escalated in time.

In real-world environments, when relying on manual log review, MTTA could vary drastically,
ranging from a few minutes to several days depending on the timing and analyst skill.
Therefore, automated detection and alerting are critical in modern security operations to
ensure consistent and efficient incident management (Tendel et al., 2014; Raza, 2024a).

6.4 Alert Quality and Its impact on Mean Time to Resolution
(MTTR)

Reflecting on the importance of alert quality and its role in supporting the Mean Time to
Investigate (MTTI), as discussed in Section 2.4, While alerts can be customized in both Splunk
Enterprise and Graylog Open, their default capabilities differ in terms of how well they support
an incident reporting template such as Appendix A. This, in turn, has the possibility to influence
the efficiency of the incident reporting stage described in Section 2.2, by assisting with incident
documentation.

Based on the example alerts shown in Figures 4.15 and 4.16, Splunk Enterprise
provides an advantage by allowing the generation of a customizable PDF report that includes
the relevant event data indicating the breach. This feature enables quick attachment of
structured evidence to an incident report such as Appendix A, facilitating standardized and
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consistent documentation. In contrast, Graylog Open lacks this native functionality, making
this process potentially more time-consuming and less consistent.

According to Tendel et al. (2014), many observed incidents are not reported or
documented, even though thorough documentation provides clear benefits for both incident
management and organizational learning. Technicians also tend to record only the minimum
amount of information required to report an incident. Providing an easily accessible event
report in the form of a PDF could potentially support and streamline the documentation
process.

6.5 Limitations and Critiques of Mean Time to X (MTTXx)
Metrics

Some researchers have raised critical concerns regarding the usability of Mean Time to X
(MTTx) incident metrics. For example, Davidovi€ (2021) critiques MTTx metrics, arguing that
they are sensitive to randomness, unsuitable for small datasets, ineffective at detecting
incident management improvements, and potentially misleading as indicators of system
reliability. He further suggests that more tailored, context-specific metrics would provide a
more accurate and meaningful assessment. Despite these claimed statistical limitations,
MTTx metrics were useful in this study, as they offer a simple and easily understandable
baseline for comparing the performance of different SIEM systems. MTTx values serve as a
useful starting point for evaluating and discussing the effectiveness of incident response
processes, as well as identifying potential areas for improvement (Kidd, 2025; Raza, 2024a).

In the context of this study, which was a smaller comparative experiment, the intention
was not to produce high-confidence reliability reports tracking organizational improvement
over time. Rather, the aim was to support an exploratory comparison of SIEM systems’
detection and alerting performance. In this regard, MTTx metrics proved effective in
highlighting differences across different SIEM systems and configurations under controlled
conditions.

6.6 Additional Reflections and Observations

When conducting the lab experiment, several challenges were encountered, particularly in
relation to Syslog-ng. As noted in Section 4.9, one key issue was the lack of recipient-side
timestamps in Syslog-ng. After consideration, test runs, and evaluation it was decided to use
the timestamp provided by the log entry itself as the Incident Detection Time. This decision
was supported by observations during testing, where incident-related logs appeared
instantaneously in the “remote.log” file often even before the Invoke-Atomic test had
completed. However, identifying the specific log entry corresponding to an incident proved
time-consuming and difficult due to Syslog-ng’s lack of structured log formatting, as illustrated
in Figure 6.1. This unstructured format added several minutes of manual searching for the
relevant log entries, resulting in a clear impact on usability, this delay was not included in
Syslog-ng’'s MTTD calculation, as it was not feasible to measure consistently or objectively.
This further justified the decision to rely on the log-provided timestamp as a compromise.
Similar to Sustic et al. (2022), this study also encountered some operational issues
with Graylog Open. While Sustic et al. (2022), encountered issues related to the user interface,
this study identified issues related to the reliability of Graylog Open’s alerting functionality. On
several occasions during the experiment, Graylog Open failed to send alert emails, stating
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‘EMAIL_TRANSPORT_FAILED: an error occurred while trying to send an email!” (Figure 6.4),
despite Graylog Open correctly receiving and processing the relevant logs. This issue
persisted after extensive troubleshooting including a review of Graylog server and data node
logs as well as searching public forums for potential solutions. The issue was resolved after
several restarts of the Graylog server, but the root cause of this error remained unidentified.
This type of instability would present a potential reliability concern in a real-world environment.

EMAIL_TRANSPORT_FAILED: An error occurred while trying to send an email! none System notification events 2025-04-08 14:15:45
ID Event Key
01JRDEGBBEGWPV7TMDVZQGTEASF No Key set for this Event.
Priority Additional Fields
Low + exception org.apache.commons.mail.EmailException: Sending the email to the following server failed : smtp.gmail.com:587
Timestamp (com.sun.mail.util.MailConnectException: Couldn't connect to host, port: smtp.gmail.com, 587; timeout 10000; nested exception is:
2025-04-09 14:15:45 java.net.SocketTimeoutException: Connect timed out)

+ message_details The Graylog server encountered an error while trying to send an email. This is the detailed error message:
org.apache.commons.mail.EmailException: Sending the email to the following server failed : smtp.gmail.com:587
{com.sun.mail.util.MailConnectException: Couldn't connect to host, port: smtp.gmail.com, 587; timeout 10000; nested exception is:

Event Definition
System notification events  (system-notifications-v1)
Remediation Steps

. Jjava.net.SocketTimeoutException: Connect timed out)
No remediation steps

Group-By Fields
No group-by fields on this Event.

Figure 6.4: Example of Email Error Graylog Open

Another limitation observed in Graylog Open was the lack of throttling for app-based
alerts. While email alerting can be limited to prevent repeated emails for the same event, the
same functionality does not apply to app-based notifications. This, combined with the alert
conditions configured to search every minute over the previous five minutes as described in
Figures 4.9 and 4.10, led to repeated app-based alerts triggering once every minute for the
same incident.

These repeated app-based alerts in Graylog Open may lead to alert fatigue, where
analysts are overwhelmed by multiple notifications for the same event. This can distort the
perception of the incident’s severity and undermine the overall effectiveness of the alerting
system.

Attempts to fix this problem were made by changing the alert to search in the last
minute, instead of five, but this did not yield consistent results and occasionally caused the
SIEM systems to miss incidents in testing, possibly due to log entries being received between
minute transitions of the search window and therefore not reaching the required threshold to
trigger an alert.

Splunk Enterprise’s throttle function throttled both app-based and email alerts,
producing one email and one app-based alert under the same conditions.

Lastly, visualizations which are not used in this study, are an important aspect of a
SIEM system, as they support the analysis and interpretation of search query results while
also providing a clear and accessible data presentation within the incident management
process or for non-technical departments, such as sales or marketing (Sustic et al., 2022). If
visual representation of data is a priority within the organization, it may be beneficial to
consider a SIEM system with more advanced and customizable visualization features, as
different tiers of SIEM systems differ in their visualization capability and ease of use (Hanikat,
2018).

6.7 Result-related Ethical Considerations

The results of this study do not indicate any foreseeable negative consequences or malicious
impact. The study is specifically focused on technical aspects of incident detection and
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response within controlled environments and does not involve real users, sensitive personal
data, or operational production systems.

No broader societal consequences of a disruptive nature, such as negative effects on
employment, national security, or public infrastructure, have been identified as a result of this
study. The findings are instead limited to the comparative performance of SIEM systems in
handling simulated security events, and there is no indication of impact beyond the scope of
technical system evaluation.

Furthermore, there are no immediate risks to personal integrity or freedom of
expression based on the results of the study. The experiments were conducted in isolated
virtual environments with simulated data, and no human participants were involved. Therefore,
no ethical concerns related to privacy, surveillance, or user autonomy are associated with the
findings.

Overall, the study with its focus on simulated cybersecurity incidents and system-level
performance does not raise ethical concerns of significant magnitude.

In addition, generative Al tools such as OpenAl's ChatGPT were used during the
writing process to assist with text formulation, rephrasing and synonym selection. These tools
were used only as writing aids, no analysis or interpretation was generated by Al
Responsibility for the study's content, conclusions, and academic integrity rests entirely with
the author.

6.8 Conclusion

A SIEM system is a critical component in modern cybersecurity operations, offering centralized
observability, data analysis, as well as detection and response capabilities. In this thesis, a
lab experiment was conducted to evaluate and compare different tiers of SIEM systems,
Splunk Enterprise (advanced) Graylog Open (intermediate) and Syslog-ng (basic) on their
effectiveness in reducing Mean Time to Resolution (MTTR) in practical incident management
scenarios, specifically Mean Time to Detect (MTTD) and Mean Time to Acknowledge (MTTA).
By utilizing the PowerShell-based framework Invoke-AtomicRedTeam to simulate attacks in a
controlled setting, the strengths and limitations of each system in managing log ingestion,
incident detection, and alerting were identified.

To answer the research question, How does Splunk Enterprise compare to Syslog-ng
and Graylog Open in reducing Mean Time to Resolution (MTTR) in practical incident
management scenarios? It is important to consider whether speed or consistency should be
prioritized in real-world SOCs.

The results showed that the basic-tier system Syslog-ng, used in this study to simulate
a basic SIEM system utilizing a manual log review process, measured the lowest MTTD
results, but had the highest MTTA due to a fixed value of 1800 seconds (30 minutes), which
highlighted the challenges of relying on manual log review.

The intermediate-tier system Graylog Open demonstrated faster detection and alerting
than Splunk Enterprise due to a streamlined log ingestion process and a possibly simpler alert
processing mechanism but lacked advanced search and correlation capabilities as well as
some reliability issues in its alerting functionality, which could impact the incident management
process in real-world SOCs.

The advanced-tier system Splunk Enterprise measured the highest MTTD and second
highest MTTA, potentially due to performing more index time processes (Splunk 2023). Splunk
Enterprise exhibited less MTTD variability, with a 25% lower MTTD standard deviation
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between Splunk Enterprise and Graylog Open. It offered more powerful capabilities in terms
of data correlation and manipulation features through its proprietary query language Splunk
Processing Language (SPL). These strengths may support a faster and more effective incident
management process in SOC environments, potentially leading to lower overall MTTR. This
reflects a trade-off between detection speed and functionality that organizations must consider
when selecting a SIEM system.

While technical performance plays a critical role, the study also emphasizes that
effectiveness is not solely determined by system capabilities. The appropriate tier of SIEM
system for an organization depends on its specific security and operational requirements, as
well as whether it values faster initial detection or greater consistency, basic log aggregation
or advanced search, correlation, and data manipulation features.

Furthermore, as mentioned by Tendel et al. (2014), the effectiveness of tools such as
SIEM systems depends on the organization’s ability to use them. Even the most advanced
tool will offer limited value if the users lack the necessary knowledge, or if the incident
management processes are poorly defined. Therefore, organizational improvements such as
refining incident management procedures and implementing company-wide training as
demonstrated by Aguilar (2023), are equally important for reducing MTTR.

Lastly, as noted by Nabil et al. (2017), the SIEM selection process is inherently
complex and challenging. This study contributes to that process by demonstrating how
different SIEM system tiers vary in capabilities and operational demands. It provides insights
into how these tiers influence the reduction of MTTR in practical incident management
scenarios. While not intended as a definitive guide for selecting the most appropriate SIEM
system, these findings help organizations to better understand the trade-offs between
complexity and functionality. This can support more informed decision-making by identifying
the SIEM tier that best aligns with an organization’s needs, thereby narrowing the selection to
the most appropriate class of solutions.

6.9 Future Research

The primary goal of this study was to evaluate SIEM systems based on Mean Time to Detect
(MTTD) and Mean Time to Acknowledge (MTTA), both of which are components of Mean
Time to Resolution (MTTR). Mean Time to Investigate (MTTI) was excluded from the scope
of this study, as it is heavily influenced by human factors such as analyst skill and response
time (Aguilar, 2023; Kurowski & Frings, 2011). Further research is needed to explore how
different SIEM system tiers affect MTTI. One direction for future work would be to examine
how various Security Operations Center (SOC) teams utilize SIEM systems in their incident
management processes and whether these practices influence overall MTTR reduction.
Another valuable area for future research would be to incorporate a broader range of
simulated attacks in real enterprise environments, including the use of Splunk SOAR (Security
Orchestration, Automation, and Response). As a security automation platform, Splunk SOAR
leverages pre-built playbooks and integrations with third-party tools to support incident
investigation and response (Splunk, 2025f). Automation is considered best practice for
handling common and low-risk incidents, as it can significantly improve efficiency (Tandel et
al., 2014). Studying the implementation of Splunk SOAR and comparing it with other security
automation platforms could provide deeper insights into their effectiveness in reducing MTTR.
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Appendices

Appendix A - Incident Reporting Template

Date of Entry:

Time of Entry:

Author:

Date/time cyber security
incident was detected

Current cyber security incident
status

New, In Progress, Resolved

Cyber security incident type

Cyber security incident
classification

Critical, High, Medium, Low

Cyber security incident scope

List the affected systems, services and/or
networks; highlight any change to scope since
the previous log.

Cyber security incident impact

List the affected stakeholder(s); highlight any
change in impact since the previous log entry.

Cyber security incident severity

Outline the impact of the cyber security incident
on your organisation(s) and public safety or
services; highlight any change to severity since
the previous log entry.

Notifications Actioned/Pending

What other organisations need to be notified?
(e.g. ASD, law enforcement, OAIC, customers,
media)

Assistance required

What assistance is required from other
organisations? (e.g. ASD, law enforcement)

Actions being taken to resolve
the cyber security incident

Additional notes

Contact details for the cyber
security incident manager (and
others if required)

Date and time of the next
update

(Australian Signals Directorate, 2024, https://www.cyber.gov.au). CC BY 4.0.
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Appendix B - Template for Recording Results from Invoke-
Atomic Tests

Test
#

SIEM System

Test
Start
Time

Test End
Time

Incident
Detection
Time

Email Alert
Received
Time (if any)

MTTD
(sec)

MTTA
(sec)

Splunk
Enterprise

Splunk
Enterprise

Splunk
Enterprise

Splunk
Enterprise

Splunk
Enterprise

Mean
(Average)

Median

Standard
Deviation

Graylog Open

Graylog Open

Graylog Open

Graylog Open

QB WIN| -~

Graylog Open

Mean
(Average)

Median

Standard
Deviation

Q| WIN| -~

Mean
(Average)

Median

Standard
Deviation
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Appendix C - Brute Force Credentials of Single Active
Directory Domain Users via SMB: T1110.001-1 Test Results

Test | SIEM System | Test Test End | Incident Email Alert | MTTD | MTTA
# Start Time Detection | Received (sec) (sec)
Time Time Time (if any)

1 Splunk 11:19:56 | 11:20:17 | 11:21:04 11:21:43 68 39
Enterprise

2 Splunk 11:29:04 | 11:29:25 | 11:30:08 11:30:45 64 37
Enterprise

3 Splunk 11:39:11 | 11:39:33 | 11:40:06 11:40:27 55 21
Enterprise

4 Splunk 11:47:03 | 11:47:25 | 11:48:05 11:48:27 62 22
Enterprise

5 Splunk 11:54:13 | 11:54:34 | 11:55:05 11:55:26 52 21
Enterprise
Mean 60 28
(Average)
Median 62 22
Standard 7 9
Deviation

1 Graylog Open | 11:19:56 | 11:20:17 | 11:21:01 11:21:03 65 2

2 Graylog Open | 11:29:04 | 11:29:25 | 11:30:01 11:30:02 57 1

3 Graylog Open | 11:39:11 | 11:39:33 | 11:40:01 11:40:02 50 1

4 Graylog Open | 11:47:03 | 11:47:25 | 11:48:01 11:48:02 58 1

5 Graylog Open | 11:54:13 | 11:54:34 | 11:55:01 11:55:02 48 1
Mean 56 1
(Average)
Median 57 1
Standard 7 0
Deviation

1 11:19:56 | 11:20:17 | 11:20:13 11:50:13 17 1800

2 11:29:04 | 11:29:25 | 11:29:21 11:59:21 17 1800

3 11:39:11 | 11:39:33 | 11:39:28 12:09:28 17 1800

4 11:47:03 | 11:47:25 | 11:47:20 12:17:20 17 1800

5 11:54:13 | 11:54:34 | 11:54:30 12:24:30 17 1800
Mean 17 1800
(Average)
Median 17 1800
Standard 0 0
Deviation
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Appendix D - Paste and Run Technique: T1566.002-1 Test
Results

Test | SIEM System | Test Test End | Incident Email Alert | MTTD | MTTA
# Start Time Detection | Received (sec) (sec)
Time Time Time (if any)

1 Splunk 11:25:25 | 11:25:31 | 11:26:03 11:26:27 38 24
Enterprise

2 Splunk 11:33:05 | 11:33:09 | 11:34:04 11:34:26 59 22
Enterprise

3 Splunk 11:42:33 | 11:42:37 | 11:43:05 11:43:26 32 21
Enterprise

4 Splunk 11:50:23 | 11:50:28 | 11:51:04 11:51:26 41 22
Enterprise

5 Splunk 11:58:10 | 11:58:15 | 11:59:03 11:59:56 53 53
Enterprise
Mean 45 28
(Average)
Median 41 22
Standard 11 14
Deviation

1 Graylog Open | 11:25:25 | 11:25:31 | 11:25:31 11:25:32 6 1

2 Graylog Open | 11:33:05 | 11:33:09 | 11:33:31 11:33:33 26 2

3 Graylog Open | 11:42:33 | 11:42:37 | 11:43:31 11:43:32 58 1

4 Graylog Open | 11:50:23 | 11:50:28 | 11:50:31 11:50:37 8 6

5 Graylog Open | 11:58:10 | 11:58:15 | 11:58:31 11:58:32 21 1
Mean 24 2
(Average)
Median 21 1
Standard 21 2
Deviation

1 11:25:25 | 11:25:31 | 11:25:31 11:55:31 6 1800

2 11:33:05 | 11:33:09 | 11:33:07 12:03:07 2 1800

3 11:42:33 | 11:42:37 | 11:42:35 12:12:35 2 1800

4 11:50:23 | 11:50:28 | 11:50:25 12:20:25 2 1800

5 11:58:10 | 11:58:15 | 11:58:12 12:28:12 2 1800
Mean 3 1800
(Average)
Median 2 1800
Standard 2 0
Deviation
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Appendix E - Potentially Unwanted Applications (PUA):
T1204.002-8 Test Results

Test | SIEM System | Test Test End | Incident Email Alert | MTTD | MTTA
# Start Time Detection | Received (sec) (sec)
Time Time Time (if any)

1 Splunk 12:11:35 | 12:11:40 | 12:12:04 12:12:24 29 20
Enterprise

2 Splunk 12:29:17 | 12:29:19 | 12:30:09 12:30:31 52 22
Enterprise

3 Splunk 12:38:45 | 12:38:47 | 12:39:05 12:39:26 20 21
Enterprise

4 Splunk 12:47:29 | 12:47:31 | 12:48:04 12:48:25 35 21
Enterprise

5 Splunk 12:55:49 | 12:55:51 | 12:56:04 12:58:33 15 149
Enterprise
Mean 30 47
(Average)
Median 29 21
Standard 14 57
Deviation

1 Graylog Open | 12:11:35 | 12:11:40 | 12:11:44 12:11:45 9 1

2 Graylog Open | 12:29:17 | 12:29:19 | 12:29:44 12:29:45 27 1

3 Graylog Open | 12:38:45 | 12:38:47 | 12:39:44 12:39:45 59 1

4 Graylog Open | 12:47:29 | 12:47:31 | 12:47:44 12:47:45 15 1

5 Graylog Open | 12:55:49 | 12:55:51 | 12:56:44 12:56:45 55 1
Mean 33 1
(Average)
Median 27 1
Standard 23 0
Deviation

1 12:11:35 | 12:11:40 | 12:11:40 12:41:40 5 1800

2 12:29:17 | 12:29:19 | 12:29:19 12:59:19 2 1800

3 12:38:45 | 12:38:47 | 12:38:47 13:08:47 2 1800

4 12:47:29 | 12:47:31 | 12:47:31 13:17:31 2 1800

5 12:55:49 | 12:55:51 | 12:55:51 13:25:51 2 1800
Mean 3 1800
(Average)
Median 2 1800
Standard 1 0
Deviation
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Appendix F - Indicator Removal on Host: Clear Windows
Event Logs: T1070.001-1 Test Results

Test | SIEM System | Test Test End | Incident Email Alert | MTTD | MTTA
# Start Time Detection | Received (sec) (sec)
Time Time Time (if any)

1 Splunk 12:35:01 | 12:35:02 | 12:36:04 12:36:38 63 34
Enterprise

2 Splunk 12:43:28 | 12:43:28 | 12:44:04 12:44:27 36 23
Enterprise

3 Splunk 12:50:20 | 12:50:21 | 12:51:04 12:51:24 44 20
Enterprise

4 Splunk 13:01:53 | 13:01:54 | 13:02:04 13:02:52 11 48
Enterprise

5 Splunk 13:11:03 | 13:11:03 | 13:12:05 13:12:45 62 40
Enterprise
Mean 43 33
(Average)
Median 44 34
Standard 21 12
Deviation

1 Graylog Open | 12:35:01 | 12:35:02 | 12:35:19 12:35:21 18 2

2 Graylog Open | 12:43:28 | 12:43:28 | 12:44:19 12:44:20 51 1

3 Graylog Open | 12:50:20 | 12:50:21 | 12:51:19 12:51:20 59 1

4 Graylog Open | 13:01:53 | 13:01:54 | 13:02:19 13:02:20 26 1

5 Graylog Open | 13:11:03 | 13:11:03 | 13:11:19 13:11:21 16 2
Mean 34 1
(Average)
Median 26 1
Standard 20 1
Deviation

1 12:35:01 | 12:35:02 | 12:35:02 13:05:02 1 1800

2 12:43:28 | 12:43:28 | 12:43:29 13:13:29 1 1800

3 12:50:20 | 12:50:21 | 12:50:21 13:20:21 1 1800

4 13:01:53 | 13:01:54 | 13:01:54 13:31:54 1 1800

5 13:11:03 | 13:11:03 | 13:11:03 13:41:03 0 1800
Mean 1 1800
(Average)
Median 1 1800
Standard 0 0
Deviation
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